METHOD OF GRANTI NG DRM LI CENSE TO SUPPORT PLURAL DEVI CES BACKGROUND COF THE
| NVENTI ON [01] This application is based on and clains priority from Korean
Pat ent Application No. 10-2003-0064861, filed on Septenber 18, 2003 with
the Korean Intellectual Property Ofice, the disclosure of which is
incorporated herein inits entirety by reference. 1. Field of the Invention
[02] The present invention relates to Digital R ghts Managenent (DRM

| icenses, and nore particularly, to a nmethod of granting a DRM|icense to
support a plurality of devices capable of processing digital information.
2. Description of the Prior Art [03] Generally, according to conventional
DRM t ec hnMIUEH Ok Ot 6 RANEING PRMOLHCENSE TO SUARPREALURAE BEYICES
dependi ng on the content purchased by a consuner and the details of a

| i cense for the content. entional DRM
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envi ronnments, consuners are prov ent y content providers and
purchase |licenses for the content. At this tlne, each of the Ilicenses is
adapted to be effective for only one device. In this regard, there are a
devi ce |nd|n schene and a_ user 'ndin schene. [05] _In the device
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only a relevant device is authorized to reproduce the content. On the
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depend on users, and for exanple, there is

the disclosure of which is incorporated herein in its entirety by reference.

1. Field of the Invention
[02] The present invention relates to Digital Rights Management (DRM) licenses, and
more particularly, to a method of granting a DRM license to support a plurality of devices

capable of processing digital information.

2. Description of the Prior Art

[03] Generally, according to conventional DRM techniques, content can be reproduced
through only one device, depending on the content purchased by a consumer and the details
of a license for the content.

[04] In other words, in conventional DRM environments, consumers are provided with
content by content providers and purchase licenses for the content. At this time, each of the
licenses is adapted to be effective for only one device. In this regard, there are a device
binding scheme and a user binding scheme.

[05] In the device binding scheme, a license purchased by consumers depends on devices

and only a relevant device is authorized to reproduce the content. On the confrary, in the user



a schene using subscriber identification nodule (SIM cards or smart cards.
[06] FIG 1 is an exenplary viewillustrating the structure of a
conventional DRMIicense that is expressed in Extensible Markup Language
(XML). [07] Lines 1 to 5 represent the beginning of the DRMIicense, and
describe information regarding XM. nanespace for providing information on
interpretation of XM.. [08] Lines 6 to 8 describe information regarding the
version of a DRM systemto which the DRMIlicense is applied. [09] Lines 9
to 21 contain content information and the details of the DRMIicense, and
are eXpndisgecheus) heensesspethasedtly cpesumessdapand eh epesitand Hr1@janiphe thas set >

el ement describes, in lines 11 to 13, an identifier of the content to which

t he DRV dch&@Bs§ing SutdpibdraentidioaisemsdulbeSIM) dards dt@maitdatd. 16, i nformation
on a content encryption key (CEK) with which encrypted content can be
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cont ent n be repro I's an exenplary view Il lustrating
t he st (r)tﬁctt.ur e of %nolrr;h(er .%o%eﬂtl i gnal DW@ cense. Lines 19 to 23 descri be
that cdft'SnRt*BEHHE PEFPVYECET T "RFY blicdé. A <constraint> el ement in
line 20 may include el enents such as <interval > <accunulated>, <start>,
<end> dAdl orLiagolihe >, represent the begippipg 4| the BRYdisenice gre deseribe dnfoapiting of
time for which the content can be used, and its start point is the tine
when t hegadmpgefliLimnfespast forgrdvidisgrinoxaaipieon interpletitivaloliEME. t he
<interval > el ement is expressed as '10d," the content can be freely used
for 10 [d8ys Kinhed & 8 fiéscSbe S@nkioh Rezatding itversion of a DRM system to which the

DRM license is applied.

[09] Lines 9 to 21 contain content information and the details of the DRM license, and are

expressed using <asset> and <permission> elements.

[10] The <asset> element describes, in lines 11 to 13, an identifier of the content to which

the DRM license is applied, and describes, in lines 14 to 16, information on a content

encryption key (CEK) with which encrypted content can be decrypted.

f11] The <permission> element describes, in lines 18 to 20, that content can be reproduced.

[12] FIG. 2 is an exemplary view illustrating the structure of another conventional DRM

license. Lines 19 to 23 describe that content can be reproduced, but only once. A

<constraint> element in line 20 may include elements such as <interval>, <accumulated>,

<start>, <end> and/or <count>.

[13] The <interval> element represents a period of time for which the content can be used,

and its start point is the time when the content is first used. For example, if the value of the

<interval> element is expressed as ‘10d,” the content can be freely used for 10 days from a

first use of the content.



2 [14] The <accunul ated> el enent represents a maxinmally accunul ated tine of
the use of the content. For exanple, if the <accunul ated> el enent has a
value of “10h,' the total reproduction time of the content should not
exceed 10 hours. [15] The <start> and <end> el enents are described in
pairs, and indicate that content can be freely used fromthe date
specified in the <start> elenent to the date specified in the <end>

el enent. [16] Heretofore, typical DRMtechni ques include Mcrosoft's DRM
Open Mobile Alliance (OVA) DRM and the like. In such techni ques, content
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| icense is bound. Thus, there is inconvenience in that if a user possesses
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nore than one of the devices, using the content and a |license
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exenpl ar 6 I ment o rnvention, there is provided a |icense

structu enabl i repraodugti.on of digit ontents through lurality of
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devices using the |license structure. [18] According to anot her _exenpl ary

enbodi nhfreely usge finme s date Fpesifipd i thasptarty slempens i dee) dateripeeibed ép the

granting a digital rights managenent |icense between a server and a

pl ur al i tandofelabmant.ces, conprising transmitting content fromthe server to at

| east one of the plurality of devices, the content containing |icense

i nfor mafiepn HbRtofbiaC|typies TRVt kdchBighed Ghiclude Microsoft’s DRM, Open Mobile
Alliance (OMA) DRM, and the like. In such techniques, content is generally allowed to be
reproduced through only one device to which a license is bound. Thus, there is
inconvenience in that if a user possesses a plurality of devices, the user cannot reproduce

portions of content on more than one of the devices, using the content and a license

corresponding thereto.

SUMMARY OF THE INVENTION

[17] According to an exemplary embodiment of the present invention, there is provided a
license structure enabling reproduction of digital contents through a plurality of devices, and
a method of reproducing digital content through plural devices using the license structure.

[18] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising transmitting content from the server to at least one of the
plurality of devices, the content containing license information that includes identifiers for
two or more of the plurality of devices capable of reproducing the content respectively,

extracting the identifiers included in the license information from the received content, and



two or nore of the plurality of devices capable of reproducing the content
respectively, extracting the identifiers included in the |icense
information fromthe received content, and 3 when the extracted identifier
corresponds to an identifier of the device, reproducing the content by the
device. [19] According to another exenplary enbodi nent of the present
invention, there is provided a nethod of granting a digital rights
managenent |icense between a server and a plurality of devices, conprising
transmtting content fromthe server to at |east one of the plurality of
devi ceswhdnhthecexttaetetl idemtifair niongspandens eani identi fiert ofothet draviice] megrodiesngthe
identifier for identifying a |logical donmain to which two or nore of the

pl ural idvenf bedéigeerecapabl e of reproducing the content bel ong extracting
the identifiers included in the license information fromthe received
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of grantlng a digital rights managenment |icense between a server and a
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| east one of the plurality of devices, the content containing |license
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times of the content, extracting the information on the nunber of
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from the received content, and when the extracted identifier corresponds to an identifier of
the logical domain to which a device intending to reproduce the content belongs, reproducing
the content by the device.

[20] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising transmitting content from the server to at least one of the
plurality of devices, the content containing license information that includes information
regarding a number of reproduction times of the content, exfracting the information on the
number of reproduction times included in the license information from the received content,
when it is determined from the extracted information that the device intending to reproduce
the content can reproduce the content, reproducing the received content by the device, and
transmitting modified information on the number of reproduction times and the license from
the device to other devices so that they can extract the modified information on the number of

reproduction times and use the content.



the content can reproduce the content, reproducing the received content by
the device, and transmtting nodified information on the nunber of
reproduction tines and the license from the device to other devices so
that they can extract the nodified informati on on the nunber of
reproduction tinmes and use the content. 4 [21] According to another

exenpl ary enbodi nent of the present invention, there is provided a nethod
of granting a digital rights nmanagenent |icense between a server and a
plurality of devices, conprising transmtting content fromthe server to at
| east oO2#&] of Atdvedingl tor addthey edentéatyceanbodiimentc ofittheitpresent adventign,| thesn se
information that includes information regarding a nunber of devices
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ot her devices so that they can extract the nodified information on the
nunber I§garding acrunbeyof dggees qapatie af eaproducing)thasenienti ergracBngiistp@Imatiashpl ary
enbodi ment of the present invention, there is provided a nethod of

gr ant i nan the dugibbadf davigles mchmled gethericehicarfosmatiet fvearthareseved comernd, when
plurality of devices, conprising receiving content and |icense information
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two or nore of the plurality of devices capable of reproducing the content

bel ong ygkdnt yciaﬂgrep%dﬁ&etl‘n%eé&ﬁém,t %rétﬁ%ﬁ'ﬂg"ﬁj@ TebGEOE Qontent by the device, and

transmitting modified information on the number of devices and the license from the device
to other devices so that they can extract the modified information on the number of devices
and use the content.

[22] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising receiving content and license information on the content by
the server adapted to manage a logical domain to which two or more of the plurality of
devices capable of reproducing the content belong verifying by the server the received license
information, if one of the plurality of devices requests the content, and providing the
requested content by the server to the device and updating status values of the license
information, if it is verified that the license is a legitimate license.

[23] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising receiving content and license information on the content by a

server adapted to manage a logical domain to which two or more of the plurality of devices



information, if one of the plurality of devices requests the content, and
providing the requested content by the server to the device and updating
status values of the license information, if it is verified that the
license is a legitimate |icense. [23] According to another exenplary

enbodi nent of the present invention, there is provided a nmethod of
granting a digital rights nmanagenent |icense between a server and a
plurality of devices, conprising receiving content and |icense information
on the content by a server adapted to manage a | ogical domain to which two
or nor ecaphblt hd rppredading yhotomenti ndeng, Sphtipahthe redeivedplicedse infgrnbdi@nciatut ent
bel ong, splitting the received license information into pieces of |icense
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transmtting the pieces of license information and the received content to
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description of exenplary enbodi nents given in conjunction wth the
acconmpatyicaescdriWnAY. in which: [25] FIG 1 is an exenplary view
illustrating the structure of a conventional DRMI|icense; [26] FIG 2 is
an exenplary viewillustrating the structure of another conventional DRM
i cense; [27] FIG 3ABRIEFhDESERIPTIONOEWTHEDRAMANGY a description of a
plurality of device

[24] The above and other objects and features of the present invention will become

apparent from the following description of exemplary embodiments given in conjunction
with the accompanying drawings, in which:

[25] FIG. 1 is an exemplary view illustrating the structure of a conventional DRM license;
[26] FIG. 2 is an exemplary view illustrating the structure of another conventional DRM
license;

[271 FIG. 3A is an exemplary view illustrating a description of a plurality of device
identifiers in the strocture of a DRM license according to an exemplary embodiment of the
present invention;

[28] FIG. 3B is a flowchart illustrating an exemplary method of granting a DRM license
by providing identifiers of devices capable of reproducing content according to an exemplary
embodiment of the present invention;

[29] FIG. 4A is an exemplary view illustrating a description of a specific domain identifier
in the structure of a DRM license according to an exemplary embodiment of the present

invention;



identifiers in the structure of a DRMI|icense according to an exenplary
enbodi nent of the present invention; [28] FIG 313 is a flowhart
illustrating an exenplary nmethod of granting a DRM | icense by providing
identifiers of devices capable of reproducing content according to an
exenplary enbodi nent of the present invention; [29] FIG 4A is an
exenplary viewillustrating a description of a specific domain identifier
in the structure of a DRMIicense according to an exenplary enbodi nent of
the present invention; 6 [30] FIG 4B is a flowhart illustrating an
exenpl aB9] meflodBofs ayflewithanigillastDiRivgl dncexesmplarh ymghal ol gagtisg 6 @RMVInicense
identifier for identifying a domain incorporating a plurality of devices

capabl eryofrot RIBOLEGh i@&ﬂﬁ@ﬂfora@e_ﬁﬂlfﬂh?g domadinBXpoRkiag ¥ pRrReg oTRBlicef the
present invention; [31] FIG 4Cis a flowhart illustrating an exenplary

met hod b0k agH iéﬁ%&c@%ﬂéﬂt&ﬁ”&%oxd%’%gé Q! g;(egl%)édl f OLDBdiif: HEYRL 'rg&,%tt he

nunber trnes the cont can be reproduced ording to an exe

enbodi nent _of the present invention; [32] FIG 5A is an exenplary diagram
showi nd@l®enent of a DRM |icense by a DRM server, according to an
exenpl ar ﬁ] enbodi nent of the present invention; [33] FIG 5B is a flowhart

i 11 ust ridl] nFlfartsgsriefewefariiliprmtingcanasmary fee s aiapng a JMrlifense to an
exenpl ary enbodi nrent of the present invention; [34] FIG 5Cis a flowhart
i |1 ust rigt ipngyidmap agémmentionf regarDRY thec enmbebyinidsetheRMBertvean be reproduced
according to an exemplary embodiment of the present invention;
[32] FIG. 5A is an exemplary diagram showing management of a DRM license by a DRM
server, according to an exemplary embodiment of the present invention;
[33] FIG. 5B is a flowchart illustrating management of a DRM license by the DRM server
according to an exemplary embodiment of the present invention;
[34] FIG. 5C is a flowchart illustrating management of a DRM license by the DRM server
according to another exemplary embodiment of the present invention;
[35] FIG. 6A is an exemplary view illustrating the structure of a DRM license for limiting
the number of devices authorized to reproduce contents, according to an exemplary
embodiment of the present invention; and
[36] FIG. 6B is a flowchart illustrating an exemplary method of granting a DRM license

by providing information limiting the number of devices authorized to reproduce the content

according to an exemplary embodiment of the present invention.



according to anot her exenplary enbodi nent of the present invention; [35]
FIG 6A is an exenplary viewillustrating the structure of a DRMIi cense
for limting the nunber of devices authorized to reproduce contents,
according to an exenplary enbodi ment of the present invention; and [36]
FIG 6B is a flowhart illustrating an exenplary nethod of granting a DRM

| icense by providing information limting the nunber of devices authorized
to reproduce the content according to an exenplary enbodi ment of the
present invention. 7 DETAILED DESCRI PTI ON OF THE | NVENTI ON [ 37]

Herei nafter, net hodDETAGLEDIDESCRIPRMONIQE THE INVENFIOX a plurality of
devices according to exenplary enbodi nents of the present invention wll

be descpi7pedHweinafier, ehehedicel pantile aaDRMIpidenseng sppovt Agslurdlids bf BeMces
| icenses may be classified into two cases: a first case with varying status
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if <start> and <end> enents are described, content can be used at any

time duek&%o@t& ﬁue P‘%‘gd&o‘ﬁa&n EI nme speci f! ed by the elements. Thus,

rel evan TS VAl nes However, if there is a l[imtati on on

the nu times of cont ) aS|nI|ne 21 of F , the rel evant
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in which the status values do not vary, as described above. |In addition,
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specified by the elements. Thus, relevant status values do not vary, However, if there is a
limitation on the number of use times of content, as in line 21 of FIG. 2, the relevant value
varies whenever the content is used. The present invention will be described in connection
with methods that can be applied to both the first case in which the status values of a DRM
license vary and the second case in which the status values do not vary, as described above.
In addition, the structure of a DRM license to be described later can be expressed in XML or
implemented with a separate object or data structure depending on the DRM environment.

[39] FIG. 3A is an exemplary view illustrating a description of a plurality of device
identifiers in the structure of a DRM license according to an exemplary embodiment of the
present invention. This corresponds to a method of describing unique identifiers for devices
capable of reproducing content. Therefore, only devices corresponding to the device
identifiers described in the structure of the DRM license have rights to access the content. In
other words, a user having devices with a DRM function usually purchases a license structure,
which has a description of reproduction details for a plurality of devices, from a license issuer.

In the license structure, unique identifiers for devices that are authorized to reproduce content

are described. Accordingly, if a device has an identifier corresponding to one of the device



i npl enented with a separate object or data structure dependi ng on the DRM
environnment. [39] FIG 3Ais an exenplary viewillustrating a description
of a plurality of device identifiers in the structure of a DRMIicense
according to an exenplary enbodi nent of the present invention. This
corresponds to a nethod of describing unique identifiers for devices
capabl e of reproducing content. Therefore, only devices corresponding to
the device identifiers described in the structure of the DRMIicense have
rights to access the content. In other words, a user having devices with a
DRM f undentdierudesatibgd putheHases ardciuee nbe dstice et reprodush itithrddavanacontent.
description of reproduction details for a plurality of devices, froma
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that are authorized to reproduce content are described. Accordingly, if a
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described 1n I'cense struct t he deV|ce can reproduce the rel evant
cont ent roperl Iled e struc a DRM
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of reproducing content. Initially, content including |license infornmation
i s traraitiallyecbrfterd nndudibd/lisarse énfotioatain isemmtmittedefraf asaDRMisaldrtty adfeadievi ces
(S10). The license information includes identifiers for at least two

devi cesorieaiFabplarQity bLREQSHIQENG). t Tite BOkE Rforn®atldn, in@d&hiavRifidns frGt 16k The
device extracts the identifiers included in the license information (S 11)
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(S12) |er evice cor spon

extracts the identifiers included in the license information (S11) and compares the extracted
identifiers to an identifier of the device (S12). If the identifier of the device corresponds to
one of the extracted identifiers, the device is authorized to reproduce the content (S13).

[41] FIG. 4A is an exemplary view illustrating a description of a specific domain identifier
in the structure of a DRM license according to an exemplary embodiment of the present
invention. This corresponds to a method of describing a unique identifier for a specific
domain incorporating devices capable of reproducing content. Therefore, only the devices
that are incorporated in the domain corresponding to the domain identifier described in the
structure of the DRM license have rights to access the content. Such a method may be
properly applied to the structure of a DRM license in which status values of the DRM license
do not vary.

[42] The DRM license structure illustrated in FIGS. 3A or 4A may be provided by a
content provider or a separate license creator and does not require installation of an additional

DRM server on the user side.



one of the extracted identifiers, the device is authorized to reproduce the
content (S13). [41] FIG 4A is an exenplary view illustrating a description
of a specific donmain identifier in the structure of a DRMIicense
according to an exenplary enbodi nent of the present invention. This
corresponds to a nethod of describing a unique identifier for a specific
domai n i ncorporating devices capable of reproducing content. Therefore,
only the devices that are incorporated in the donmain corresponding to the
domain identifier described in the structure of the DRMIicense have

ri ghts [#8] acEE3s4B hes tlowtieart illuSuatmgoametangdarrayethed opgrapeng y DI licedset o t he
structure of a DRMIlicense in which status values of the DRMIicense do
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be prow ded by a content provider or a separate | i cense creator and does
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[43] F hart | ratlng an npl ary net grantlng a

DRM lic nse rovidin [ |dent £ identifying a
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cont ent |nclud| ng license information is transmtted froma DRM server to
at | eashclyges agridentifien foq)idenfifyipg gdegieal dopmaprtp whighpat past e devages capabloef
includes an identifier for identifying a |ogical domain to which at |east
two deviepedudnapdid eontdnt belmpgoeps ianghave ic bHE.ebd. Hdkalegice exgacts 8y logioan i n
FIG 4A. The device extracts the logical domain identifier included in the
|'i censeldnifi@rin@itifien ifddded anthechogRE asfokmeti@x (820t adl coagired thel exdcted

identifier to an identifier of the device (S22). If the identifier of the

devi ce logical domain identifier to an identifier of the device (S22). If the identifier of the device
corresponds to the extracted logical domain identifier, the device is authorized to reproduce
the content {523).
[44] FIG. 4C is a flowchart illustrating an exemplary method of granting a DRM license
by providing information regarding the number times the content can be reproduced. Initially,
content including license information is transmitted from a DRM server to at least one of a
plurality of devices (S30). The license information includes an information regarding a
number of times the content may be reproduced. The device extracts the information
regarding the number of times the content may be reproduced (S31) and determines whether
the content may be reproduced based on the extracted information (S32). If device
determines the content can be reproduced, the device reproduces the content (S33). The
device then transmits modified/updated information regarding the number of times the
content can be reproduced to other devices so that the other devices can extract the modified
information and use the content if the number of uses has not been exhausted (S34).

[45] FIG. 5A is an exemplary diagram showing management of a DRM license by a DRM

server, according to an exemplary embodiment of the present invention.
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corresponds to the extracted | ogical domain identifier, the device is

aut hori zed to reproduce the content (S23). [44] FIG 4Cis a flowhart
illustrating an exenplary nmethod of granting a DRM | icense by providing
information regarding the nunber tinmes the content can be reproduced.
Initially, content including license information is transmtted froma DRM
server to at least one of a plurality of devices (S30). The |icense
information includes an information regarding a nunber of tinmes the
content may be reproduced. The device extracts the information regarding

t he nurfd€f dpetificelsy, tahademiftablet domain HE0 Hmyhnded uc@dra{i§3ofldevanes Sd@t BtOnamde s

whet her the content may be reproduced based on the extracted information

(S32). 350 daﬁafdl@sfregﬁidamﬂ%@@ﬁteﬁﬂﬁ énd 9 MREVE tser&@N5 HTEfol eAEHE Bdenskdfor deitehie
reproduces the content (S33). The device then transmts nodified/ updated

| nf or ée‘?x'?ledr ada! t@L gutrsﬁfe%. O;flﬂé%ﬁ{vgﬁfe bl RAsd Rfvato? AN séfilde Hy?o%g&ﬁ ojyced to

other evi ces so Vi ces can extract the nod

f t th
Ithng?péé‘(’)‘?%SSﬁglcg%gsﬁtm%“g TR R e g S
a DRMlicense by a server, accordln% to an exenplary enbodi nent of the
pr esentprpwd@,rntbmomowﬂes thegrontspb Bayiaksel pTVidg ihe Hesnss sireaine togstkar herowith.

includes a plurality of devices 530, 540 and 550 capabl e of reproducing
cont entTheaBB&M sBREt 20 vma@%tﬁeo}icmamagd digehseceatse snfbunatmantedated theegei ved
fromthe outside. Meanwhile, a license creator (DRM service provider) 510

provi dephefefbicS @RSBarkizEmMehtUTDRM lidthsds sh6@n iR FIGHSA Icah BY apiliedapiLaless of

AIternatlver, a content provider that provides the content may also

provi d%ﬂéﬁ?&r'tﬁ&ﬁﬁﬁ?vﬁﬁé@aﬁﬁeﬁ 1?(9:?1541'@{1'3(.'[ herew th.
[47] FIG. 5B is a flowchart illustrating management of a DRM license by the DRM server
520. Initially, content including license information is received by the server 520 (S40). The
license information includes information regarding whether the devices 530, 540 and 550 are
authorized to reproduce the content. The server 520 extracts the license information (S41)
and determines whether the one of the devices 520, 530 and 540 requesting to reproduce is
authorized to reproduce the content based on the extracted information (S42). If the server
520 determines the requesting device is authorized to reproduce the content, the server 520
provides the content to the device (S43) and updates the license information (S44).
[48] For example, in the case where the license information includes domain identifier for
identifying a domain incorporating devices capable of reproducing content as shown in FIG.
4A, by performing an authentication process between the DRM server 520 and the devices
530, 540 and 550, it is checked whether the devices are authorized devices belonging to the
domain 500. Thereafter, the process of generating an encryption key for protecting

information transmitted/received between the DRM server 520 and the devices 530, 540 and

550 is performed. Then, one of the devices requests the DRM server 520 to authorize the

11



The DRM server 520 nmanages the license and |icense status information
related thereto. Therefore, the nanagenent of DRMI|icenses shown in FIG
5A can be applied regardl ess of whether the status val ues of a given

|icense vary. [47] FIG 5B is a flowhart illustrating nmanagenent of a DRM
| icense by the DRM server 520. Initially, content including |icense
information is received by the server 520 (S40). The |license information

i ncl udes information regardi ng whet her the devices 530, 540 and 550 are
authorized to reproduce the content. The server 520 extracts the |icense
i nf or nedavare tOS#Lyss thadoukenier n responshdo Hee reduestpthe DRM hervee 1T detelmzifies 530
and 540 requesting to reproduce is authorized to reproduce the content

based oghéthe ®¥tdeaict abati ik GbqRbicanhé 24ckhs td thet dtdheny @escrib@ il geclidkhies t he
requesting device is authorized to reproduce the content, the server 520

provi deg.f evi o3 : |1 :
i nformati oﬁﬁ-‘% gﬁ% i 48{ér o?zgk\gr%ﬁseé n 1?%53521%%%?téi‘iﬁ%sgh??f;%%rseén, the
information includes . domain.Jddentifier for. identifyin onmai n

| ncor paldiitnls bR B aRhRbeE M b aha N valE B8 B 08 Rt 4
by perform ng an authentication process between the DRM server 520 and the
devi ceschasggl/upsated ageprdivgly. i t i s checked whether the devices are authorized
devi ces belonging to the domain 500. Thereafter, the process of generating
an encrg@ft i obhek BRM cervpr 82komyrafpo dimfderthalicense timtamsspettiedrigles eonsemictieg ween
the DRM server 520 and the devices 530, 540 and 550 is perforned. Then,

one of thbeiceadimasdigfuesiitnt HghtPRMigedevtses 520, 340 AdtI50rthzdt iagaged buglevi ce
to access the content. In response to the request, the DRM server 520

?gt gg?c@ﬁggﬁéﬁtcgf?q !Sgrg%ggis% bl #enh@8 tﬁ@%&ﬁé{t%ﬂﬁﬂ%@%ﬁé o BR dbigngont ent
rights, respectively. As shown in FIG. 5C, the DRM server 520 receives content and license
information (S50) and divides the license information into access rights which are assigned to
the respective devices 530, 540 and 550 (S51). The DRM server 520 then transmits the
access rights to the devices 530, 540 and 550 which reproduce the content according to the
access rights (852 and S53).

[50] For example, if the license relates to playback time, the server 520 splits the total
playback time into playback times for the respective devices and assigns the resultant
playback times to the devices 530, 540 and 550. As another example, if the license relates to
the number of reproduction times, the server 520 splits the total number of reproduction times
into numbers of reproduction times for the respective devices, and assigns the resultant
numbers of reproduction times to the devices 530, 540 and 550.

[51] FIG. 6A is an exemplary view illustrating the structure of a DRM license for limiting
the number of devices authorized to reproduce content, according to an exemplary

embodiment of the present invention. Specifically, this corresponds to a method by which,

without a description of identifiers of devices authorized to reproduce content in the structure
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structure of the DRM server 520. If it is determned that the device is
described therein, the device is authorized to reproduce the content, and
status values of the |license are then changed/ updated accordingly. [49]
The DRM server 520 nmay al so divide the |license into respective rights
constructing the license and assigns resultant rights to the devices 530,
540 and 550 that it nmanages such that the devices 530, 540 and 550 can
then use the content within the scope of the assigned rights,
respectively. As shown in FIG 5C, the DRM server 520 receives content and
| i censeof theaDRivhitcemse, ih8athatiamcbgdidmgliesy taey ldeviessee nmhorirsttb oeprodiice theccess
rights which are assigned to the respective devices 530, 540 and 550

(S51) . JddneerPRMiERNEY andfle DXV seFRPSTD tfow B FRE 325 fahh @B tise denbdherdeyi ces
530, 540 and 550 which reproduce the content according to the access

rights e%%&s.aﬁﬁb.%gggho&é&h al:ﬁ?ixiﬁmjv@de\jiéestapee?(d LG ERE % gegk 2 §§ it Jteﬁe/. back

time, the server splits the total playbac Imein I nes

for the,respective deyi ces and.assjigns the sultant pl ack ti o the
tovi cosABSBRE o U 8MeG ST AR0GH B foF Mt o 8resr v R BEE S e st TIRM

t he nunber of reproduction tines, the server 520 splits the total nunber of
r epr odutet Y920 cap sttigiently mamageaslieonsy aynod yeique pdentiess gighe dpdcesepast i ve
devi ces, and assigns the resultant nunbers of reproduction tinmes to the
devi cessps8ificd ievadel &S50 adfdsl] pr FGickiArermoand. exenpl ary view il lustrating
the structure of a DRMIlicense for limting the nunber of devices

aut hori gefl tPIG. & RAUSRhER mmumfaﬁn%a@l@ exéhplaryt Be@bd 6x gmaﬁﬂg i Drebadhsemt  of
Y, S

the present invention. Specifical thi's correspon to a method by which,

W t hout tr&sﬂf‘%@iﬁg bR b8 thd Rl @ ordEVbEEMMIARL Zpthdule HRRLARHES

content i n the“structure

Initially, content including license information is transmitted from a server to at least one of a
plurality of devices (S60). The license information includes an information regarding the
number of devices authorized to reproduce the content, e.g., as shown in FIG. 6A. The
device extracts the information regarding the number of devices authorized to reproduce the
content (S61) and determines whether the content may be reproduced based on the extracted
information (S62). If device determines the content can be reproduced, the device reproduces
the content (S63). The device then transmits modified/updated information regarding the
number of devices which can reproduce the content to other devices so that the other devices
can extract the modified information and use the content if the number of devices has not
been exhausted (564).

[53] According to the present invention, there is an advantage in that content can be
executed through a plurality of devices using a license structure for reproducing DRM
content, so that content users can more conveniently utilize the content in various DRM

environmernts.
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12 of the DRM license, information regardi ng how many devices are

aut hori zed to reproduce the content is described and the DRM server 520
shown in FIG 5A manages the nunmber of the devices. FIG 6A shows that a
maxi mum five devices are authorized to reproduce the content. According to
t he nethod of specifying the nunber of devices shown in FIG 6A, the DRM
server 520 can efficiently manage a |license even if unique identifiers of
the devices are not specified, a new device is added, or a device is

renoved. [52] FIG 6B is flowhart illustrating an exenplary met hod of
grant i ng4h DRNhéughehs presgnt ibvetisnihat begp dastobadaini conneatigavdinietelemplanber of
devi ces authorized to reproduce the content. Initially, content including

|'i censeerhbddimemt iiDistiated! nathe Nctd@Par i Avesdsy @ost Gkaled| i@aBE aBN@nOhake
plurality of devices (S60). The license information includes an information

regar di %oh?%ub&iﬁﬂ%r RlodHRUHGSS aft ERGLS Gfb R 8 fiSnt B8 &8@% %’Ptth e 9.

as shown In FIG 6A. The device extracts the infor I on regar ng t

nunber of d V|ce orlzed to.r duce det rnlnes
Whet herMERGT UL TRBY HE P elsP HRRET St MinefiR B brembary ARRASA Mon
(S62). If_ device deternlnes the content can be reproduced, the device

r epr odud¥dhe €&Viagnt ent (S63). The device then transmits nodifi ed/ updat ed

i nformation regarding the nunber of devices which can reproduce the
content to other devices so that the other devices can extract the

nodi fied informati on and use the content if the nunber of devices has not
been exhausted (S64). [53] According to the present invention, there is an
advantage in that content can be executed through a plurality of devices
using a license structure for reproduci ng DRM
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content, so that content users can nore conveniently utilize the content in
various DRM environnents. 13 [54] Although the present invention has been
described in connection with the exenplary enbodinments illustrated in the
acconpanyi ng drawi ngs, those skilled in the art can nake various

substituytio i fi jons and changes w t hout departing fromthe scope
of the W%@Zﬁtdﬁﬁbghﬁagn Thus, the present invention is not |limted tg

t he exenpl ary enbodi nents and the drawings. 14 WHAT IS CLAIMED IS: 1. A
met hod of granting a digital rights managenent |icense between a server and
a plurality of devices, the nmethod conprising: transmtting content from

t he server tl Atmdteakil gaaingevdigeal efghtsheamapanabtilicgnefbetdessnaesrver hilka cont ent
conprising license information that includes at |east two device

i dent i fiigfagtyf Sdedices, kRABbthbWeodeMiiges of the plurality of devices capable
of reproducing the content respectively; extracting the device identifiers
included in the license information fromthe content received at the | east
one devi ce; tandmitfing pordsntrizoen 8 sgoier teatilehshonef dericeod theqdwehtysoftdsviges,
identifier of the at |east one device, reproducing the content by the at

| east ahe colamiteempdsind licedss atfoasatidnathamtcldiesct ddasn tivo dohize édentifibs thi stense
information further includes a domain identifier for identifying a

least two devices of the plurality of devices capable of reproducing the content respectively;

extracting the device identifiers included in the license information from the content

received at the least one device; and

if an extracted device identifier corresponds to an identifier of the at least one device,

reproducing the content by the at least one device.

2. A method as claimed in claim 1,

wherein the license information further includes a domain identifier for identifying a
logical domain to which the at least two devices of the plurality of devices capable of

reproducing the content belong; and the method further comprising:

extracting the domain identifier included in the license information from the content
received by the at least one device; andif the extracted domain identifier corresponds to an
identifier of the logical domain to which the at least one device intending to reproduce the

content belongs, reproducing the content by the at least one device.
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| ogi cal domain to which the at | east two devices of the plurality of

devi ces capable of reproducing the content bel ong; and the nethod further
conprising: extracting the domain identifier included in the |icense
information fromthe content received by the at | east one device; andif

the extracted domajn_identjfier, corresponds to an identifier of the
| ogi cal domal-nAteethed eferamme digital siehtrigansgement licape et verniaserepAtbitice t he

content bel ongs, reproducing the content by the at |east one device. 15 3.
A met hgdumafityyrialevicny the wieiod gbmpiigthg's nmanagenment |icense between a server
and a plurality of devices, the method conprising: receiving content and

2 | agi cal | dgFR K860 R L 5 oG B -BHE A Ty Cot e < adeiababl o

of reproducing the content belong, wherein the license informtion

i ncl ude® reanapea lasicahdomaiy te avhighdaiearanese of theplyplityeod devicicapable 96s of t he
plurality of devices capable of reproducing the content respectively;

det er ni mprogutiyg theecontenteslong) ethieenin tte licenstinfmmagdevinckdef attlénst pradeidet y of
devices is authorized to reproduce the content based on the device

i dent i fidedtsiepxfor aclegd tib davittrofithepingLity bNdeviddatapmble dffreprodudiig theast one
devi ce requests the content; and providing the content fromthe server to

the at [ i 1 JeNi ce and updating the |license information at the
server, O?%%% ?§1de erm ned that an extracted device identifier
corresponds to an identifier of the at |east one device such that the at
| east one deddtarminiag bgtitdrerier adicther atdpast ducdevideenfdbanplerdlity of devices is

authorized to reproduce the content based on the device identifiers extracted from the license

information, if the at least one device requests the content; and

providing the content from the server to the at least one device and updating the
license information at the server, if it is determined that an extracted device identifier
corresponds to an identifier of the at least one device such that the at least one device is

authorized to reproduce the content.

4. The method as claimed in claim 3, wherein the license information comprises

information regarding a number of times of the content can be reproduced.

5. The method as claimed in claim 3, wherein the license information comprises

information regarding a number of devices authorized to reproduce the content.

6. The method as claimed in claim 3, wherein the license information comprises

information regarding a total reproduction time for which the content can be reproduced.
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4. The nmethod as clainmed in claim3, wherein the license information
conprises information regarding a nunber of tines of the content can be
reproduced. 5. The method as clained in claim3, wherein the |icense
information conprises information regarding a nunber of devices authorized
to reproduce the conient. 6. .The nethod as clajnmed in claim3, wherein the
| i cense inf o?'nﬁﬂlil%}iﬁoctﬁféﬁlwgén gﬁmngrtﬁﬁﬁ%wdrég PR 3ot al r epr oducti on
time for which the content can be reproduced. 16 7. A nethod as clainmed in

claim3, theygRiMo thdVetiie inAREREd fiddhatioh MhdlhQBs Al athdifor 98 dfent Bk | | cense
information into access rights for the content and ~assigning the access

{1 ansmi e TENEPOBRALuTh PO FER MR SRR RA G s REGRARET "o

devices the access rights assigned to the at |east one device and the

content; andrimeit6ed GoROhE Rerveiodtae Mastadneldagicabf heasiraRe fdeviceahaccor di ng
to the access rights. 8. The nethod as clained in claim7, wherein the

|1 CeNS edolls O IR ABn EOBRAS $G8ast b BIRIdnlind GHALH 4G @ nunber of Lines of

t he content e reproduced. e nethod as clainmed in claim?7, wherein
the license information conprises information regarding a nunber of

devi ces aut hepiodedng theraptentiaicthe htieast ond davtice dbQorditpeto et dvadkssaiphed. ai med in
claim7, wherein the license information conprises information regarding a
total reproduction tinme for which the content can be reproduced. 17

8. The method as claimed in claim 7, wherein the license information comprises

information regarding a number of times of the content can be reproduced.

9. The method as claimed in claim 7, wherein the license information comprises

information regarding a number of devices authorized to reproduce the content.

10. The method as claimed in claim 7, wherein the license information comprises

information regarding a total reproduction time for which the content can be reproduced.
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