i CONNECTION CONTROL IN THIN CLIENT SYSTEM Technical Field
The present invention relates to a connection 5 control method in a thin
client system using thin client terminals and a thin client server, and to a
connection control server for the same. Background Art 10 In a system
having a client server, a computer having a magnetic disk unit and the
like is used as a client terminal. However, duk To complicated business
processes, recently, one user uses a plurality of computers and one
computer is usedPt8 or THOBUSHRRYERGE S e TRAN a FESURN Bl 0By SEM
complicating of software for the client terminal, management cost of the
client terminal increases. Furthermore, a probability of data leakage
becomes high because the clienttesninabmgluges:agtorage 20 unit such

as a magnetic di [ this way, a_system has heen changing to )
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(0s) &RFBsstidserapplicdtiont (Sereiraftef e bek @ esdereed to as a thin

client sever). In Japanese Patent Application No. JP2006-166559, the

applicant of

Background aArt

10 In a system having a client server, a
computer having a magnetic disk unit and the like is
used as a client terminal. However, due to
complicated business processes, recently, one user
uses a plurality of computers and one computer is used

15 for the business processes. As a result, along with
complicating of software for the client terminal,
management cost of the client terminal increases.
Furthermore, a probability of data leakage becomes
high because the client terminal includes a storage

20 unit such as a magnetic disk unit. In this way, &
system has been changing to combine terminals with a
server. Such a terminal is diskless (which has no
storage device such as the magnetic disk unit) or a
write operation to the disk is forbidden ({hereinafter,

25 to be referred to as a thin client terminal), and the
sérver stores data and executes an operating system

(0S) and business applications {hereinafter, to be



the present patent application already proposed a session management
method which allows the operating 5 system on the thin client server side
to be booted up and shut down by the thin client terminal. The thin client
server executes business applications that have been executed by the
client terminals in the conventional system having a client 10 server.
Accordingly, the thin client server includes~a €lient as an executing
section éexecution image) for every thin client terminal. An operating
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generally manages a plurality of the thin client terminals, a plurality of
clients® DpBREE BR the 8418 thif RRditsehie? inashiER sdHinRdieResed a
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20 client server, and makes the client to execute the business application.
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client terminal. in

the usep Lisiog the thin elirnt - Batesmingdthe canection manggement eh ¢
the thin clignt %ermjnalt the thin client server is implemented by using_
TRER &R saslﬁ’\ertj-)%@r SRFFehiediRAt system having a client

individua
10 server. Accordingly, the thin client server includes

a client as an executing section (execution image) for
every thin client terminal. An operating system, )
business applications, and data are installed for
every connection from the thin client terminal. Since
15 the thin client server generally manages a plurality
of the thin client terminals, a plurality of clients
operate on the same thin client server.
In such a thin client system, & user connects
the thin client terminal with the client in the thin
20 c¢lient server, and makes the client to execute the
business application. The user supplies data and
commands required for execution of the business
application via the thin client terminal, and confirms

the execution result of the business application on a
25 monitor of the thin client terminal.

In this thin client system, as well as an

authentication of the user using the thin client



terminal as a key (for example, see Japanese Patent 5 Application No.
2006-166559). When such a connection control method is employed, it is
required to allocate one or more clients on the thin client server to one
user and it is difficult to allocate a single client to a plurality of users or to
share the single client 10 by the users. In addition, when a failure occur in
the thin client server, the thin client terminal which has been connected to

one (;Cliggztﬁoplti‘ie thﬁﬁ client server cannot be connected wijth the thin, 13
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10 by the users. In addition, when a failure occur in
the thin client server, the thin client terminal which
has been connected to one client on the thin client
server cannot be connected with the thin c¢lient server
until the server returns to a normal condition,

15 resulting in suspension of a uzer business.

Unlike the conventional system with the
client server, the client cannct be rebooted up at an
optional timing by the user in the thin client system.
As a result, the user cannot implement operations such

20 as application of security patch for the business
applications and software update, which require
rebooting up of the client. 'Thus, a systenm
administrator has a heavy burden because the systen
administrator must implement these operations.

25 In a conventional session management method
between the thin client texminals and the thin client

server, the management becomes complicated since



5 know which client is in an unused state in actual operational situation,
the user is required to search the unused client by sequentially testing the
client when the user connects the thin client terminal to the thin client
server. Furthermore, when an in-use 10 client becomes out of control, the
user must reboot up the client terminal after contacting the administrator
and identifying the in-use client through ctrecking logs by the
administrator. 15 Disclosure of Invention Embodiments of the presen

t
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the prggent invention, Jhereys, preyidedimeonagetioneantrgb@ethedrara 1y
thin client system comprising a thin client terminal and a thin client server
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said Gliepts and st heuser iR and Him cleni Biminaérninal to the
information corresponding to said thin client terminal to.a connection
contrésEtverl A2PANERBH Hestindi-asHgpr e, when an in-use

10 client becomes out of control, the user must reboot up
' the client terminal after contacting the administrator
and identifying the in-use client through checking

logs by the administrator.

15 Digclosure of Invention
" Embodiments ¢f the present invention relate to & connection
control method and a conmection control server in 2
thin client system, in which a plurality of users can
shaere a plurality of clients, and only & specific
20 c¢lient can be safely rebooted up even when a fault has

occurred.



section in said connection control server searching information of a
connectable client group from a connection destination setting information
table based on information received from said thin client terminal, and
replying a search result to said thin client terminal; said thin client
terminal transmitting information of the client group which said user
selects based on. the search result,,fo said connection control server;
said connection destination control section searching an available client
from a client state management table based on the information of the

selegted client group, and trapsmitting igiormation of the searghed client. ¢
to said thin client terminal; and said thin client terminal connecting to a
ingerresponding Thentisagedor sl receivahinforimation of teaid cheptiod 1n
ein said client state management fable holds the client State BYERY ,nq
. \g£§£C|i%§§ %In gé/cgo%ance Wit[]ieg%secglond aquégt of%%}g?esent inventioﬁ,ﬁL
a thérenis provided sseonrectidrpyomzol metkod-in @ tinelieatisystepy said

en§QMRLISG 2 thiY glicorterminy and. 8 in.client sevet g clienige e
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sawherein ssaid clierts areqgrpapedimte clieht groupgivea thin clieht thin
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terminal, receiving a user ID of a user who tries to restart one of said
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transmitting the user ID and thin c¢lient  terminal
information corresponding tc said thin client terminal to a
connection contrel server; a connection destination control
section in said connection control server searching
infermation of a connectable client group from a connection
destination setting information table based on information
received from said thin client terminal, and replying a
search result to saild thin client terminal; said thin
client terminal transmitting information of the c¢lient
group which said user selects based on the search result,
to said connection control server; said connection
destination control section searching an available c¢lient
from a client statse wmanagement table based on the
information of the selected c¢lient group, and transmitting
information of the searched client to said thin client
terminal; and said thin c¢lient terminal connecting to a
corresponding client based on the received information of

said client, wherein said client state management table

holds the client state every said client.



said connection control server searching information of a re-startable
client group from a client state management table based on information
received from said thin client terminal, and replying a search result to said
thin client terminal; said thin client terminal transmitting information of the
client group which said user selects based on the search result, to said
connection control server; said congection destination control section
transmitting information of the selected client group to a start control
section of connection control server; and said start control section
speqifying @nerelient currently cennestethwithzsaie thin dienttemminatesent
from the information of the selected client %rOEE and requesting th

incl |
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= Wherein-saigicliepistater managementtabledolds the:elient staienevery and
said client, 6 In accordance with a third aspect of the present invention, |
2 ih8reis Frovided a*Edntiectict dontfol §éﬁgpﬁed: ﬁpg(ﬁsﬁﬁ%ﬁen{ £78tem® @
the@mprising. a thin elient: terminal angd-a-thinclient server havingsglieniBerein
connected from said thin client terminal and executing applications, ,
Safhersin SRLCIENTS afd Gréiited Mo et Grolips i Sdid thif clidm®  ©in
c1Senver, saig.eannestion Contiol SerernComplising: argrodpdnformations ing:

management table confiS%ured to hold results of grouping of said clients,

1ns58 thin® Bfiénttenfimals-ard st users it atvaicd a’oimectiot™ & 1s°T
wheestipatign settingdnformatign tabte eanfigured to: dadicateconerefiglient ¢ ing

groups corresponding to a ) _ ' , .
the user ID and thin client terminal information
corresponding to said thin client terminal to a connection
control server; a connection destination control section in
sald connection control server searching informaticn of a
re~startable client group from a client state management
table bkased on information received froem sald thin client
terminal, and replying a search result to said thin client
terminal; said thin client terminal transmitting
information of the client group which said user seliects
based on the search result, to said connection control
server; said connection destination control secticn
transmitting information of the selected client group to a
start control section of connection control server; and
said start control section specifying one client currently
connected with said thin client terminal from  the
information of the selected client group, and reguesting
rhe restart of said c¢lient to said thin client server
including the specified client, wherein sald client state

management table holds the client state every said client.



combination of a group of said thin clients and a group of said users; a
client state management table configured to hold a state of said client
every client; a connection destination control section configured to -
search information of a connectable client group from said group
information management table and said connection destination setting
information table based on thin cliept terminal information and a user ID
received from said thin client terminal, to reply the search result to said
thin client terminal, and search an available client from said client state

manggement table based onjinformation.of a sglected clientgreUppresent
~ received from said thin client terminal, to transmit information of the
ingenicher clieMetse said thireliert tehmimalc fiPaccordance Wit &Fourftf T ve:

s 8gpeetof the prasent.inventions thereds provided 91@%{meacti%%ntreliiem
server used in a thin client system comprising a thin client 6a terminal
t e andrsthirkelient sérver havihgehiers konhedted L iiomsaid tif chemrected

e J5rmingl and,executing applicatigns,, wherein said clientz,argqrouped infRs,
client groups in said thin client server, said connection control server .
wheomprisiry @ groupiforrmation AralrenidHt tablé configtret ®6 hokl said
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cowaidiclient leverygeliant; a starteerntiolscetion eenfigirelad request g red

« cresiaitof said, client ta said thip cligpt sgever including: sajd client.and &y i
connection destination coritrol

client terminals and said users 1n advance; a connection
destination setting information table configured to
indicate one of client groups corresponding o a
combination of a group of salid thin clients and a group of
said users; a client state management table configured to
hold & state of said client every client; a connection
destination control section configured to " search
information of a connectable client group from sald group
information management takle and said connection
destination setting information table based on thin client
terminal information and a user ID received from said thin
client terminal, to reply the search result to sald thin
client terminal, and search an available client from said
client state management table based on information of a
selected client group received from said thin client
terminal, to transmit information of the searched client to
said thin client terminal.

In accordance with a fourth aspect of the present
invention, there is provided a connection control server

used in a thin client system comprising a thin client



section configured to search information of a re-startable client group
from said client state management table based on thin client terminal
information and a user ID received from said thin client terminal, to reply
the search result to said thin client terminal, and specify an available
client based on information of a selected client group received from said
thin client terminal, to control said gtart control section to restart the
specified client. - 7 5 Brief Description of Drawings The above and other
objects, advantages and features of the present invention will be more
-« ARPALENt from the fpllowing descripfion,af certain .embadiments BKEN IR ¢ oq
conjunction with the accompanying 10 drawings, in which: FIG. 1 is a
£ r blockaliagramishowingah exanmple adf saoonfigurtioniofin P liemt ions,
whg¥%?€1ggfg“ 9eﬁ%@”%?é”b%%ﬁ§%&“¥ﬁ%%OEﬁﬁé%ﬁnﬂﬁ%Qbs in said
embodiment of the present invention Is applied; 15 FIG. 2’is a diagram
thshowing aarexampferuka  configurationcofila groupcdata rribgementserver
table; FIG, 3 i iagram ' e onfi ti
oS ata deutatoh soling JA able 20 EIG s o dasear howiig =
toarhexampte etia teonfigurationoflaglient statas tnandgement tablei FIGhin
c1245 2 flow chart showing a procedyre of canneglion, managemenL flomaa . ;.
in client terminal toa thin client server; and
management table configured to hold a state of said client

every client; a start contreol section configured to request

e

the restart of said c¢lient to said thin c¢lient server
including said c¢lient; and a connection destinaticn control
section configured to search information cf a re-startable
client group from said client state management table based
on thin client terminal informaticon and a user ID received
from said thin client terminal, to reply the search result
to said thin c¢lient terminal, and specify an avallable
client based on information of a selected client group

received from said thin client terminal, tc¢ control said

start control section to restart the specified client.



25 FIG. 6 is a flow chart showing a procedure for rebooting up a client. g
Exemplary Embodiments Hereinafter, a thin client system according to
exemplary embodiments of the present invention will be described in
detail with reference to the attached 5 drawings. FIG. 1 is a block diagram
showing a configuration of the thin client system according to an
exemplary embodiment of the present invention which performs a
connection control method. Referring to 10 FIG. 1, the thin client system
includes n (nis an integer more than 1) thin client servers 1-i (i=1, 2, ...,
n), thin client terminals 3-j (j=1, 2, ... ), and-a cpnhection control server 2.
The connection control server 2 is provided in a network to control a 15
connection between the thin client terminal 3-j and a client on the thin
client server 1-i. Each of the thin client servers 1-i includes clients 11-i-k
(k=1, 2, ...) as program execution sections (execution images)
corresponding to the thin 20 client terminals, and a client control section
12-i. The client control section 12-i is provided for the clients 11-i-k in the
thin client server 1-i in common to perform boot-up and reboot-up

prgcesses of each of thgclig@tsgdaeke HS1desariRee aques airough an

25 operating system (client OS), business applications, and data
allocated to every ToRnédiRRGrdR thethlip * objects, advantages and

features of the present inventicn will be more

apparent from the following description of certain

embodiments taken in conjunction with the accompanying
10 drawings, in which:

FIG. 1 is a block diagram showing an example
of a configuration of a thin client system for which a
connection contrel method of an exemplary embodiment
of the present invention ig applied:;

15 FIG. 2 is a diagram showing an example of a
configuration of & group data wanagement table;

FIG., 3 is a diagram showing an example ol a
configuration of a connection destination setting data
table; |

20 FIG. 4 is a diagram showing an exanmple of a
configuration of a client status management table;

FIG. 5 is a flow chart showing a procedure of
connection management from & thin client terminal to a
thin client server:; and

25 FIG. 6 is a flow chart sghowing & procedure

for rebooting up a client.



client terminal are installed in each of the clients - 9 11-i-k, the client 11-i-k
includes a status acquiring section 111-i-k. The status acquiring section
111-i-k has a function of transmitting a status of the clients 11-i-k such as
power-on, power-off, log-off, log-on, 5 and the like to a connection
destination control section 21 of the connection control server 2, when
detecting the change of the status of the client 11-i- k. The connection
control server 2 includes the 10 connection destination control section 21,
a boot-up control section 22 a grqiipadata Prabagamentdable 23, a
connection destination settigg edata tab;:eia24, and a client st%tgs a

co

management tab & 75, The connéction” 8a&tin&tidr Bntfol Be&tion ffﬁggmg

a funttoresfetfodeteyninmigeaidliesn € &-idio bacopreced to thevédwtion will

client,terminal 3-i..Alsp, the co necgon .q:tstinati n control sectipn 21
b ! att
e e B B o B 3 cached
22 and ésgliegan instruction to the boot-up control 20 section 22, when

thg clignt IS boqteﬁ:izt&or re%gotgdbigg}(regg%n e 102 rgg&g% froam the
thin client terminal 3-j. The boot-up control section %> fas & function of
receiving féqueses-(rstruetionis) dropithe thini elient tarmireds 84 apddiieny to
connestiol ki3 PUULEIN SRt AT UADSIENING B3 AN whicn
received requests to the client control section 125 6Fthe thin client server
1-i sopattheinfient connection control method. Referring to
10 FIG. 1, the thin client system includes n (n is an
integer more than 1) thin client servers 1-i (i=1,
2y +.., B}, thin client terminals 3-3 {3=1, 2, ... )},
and a connection control server 2. The connection
control server 2 is provided in a network te control a
15 connection between the thin client terminal 3-3 and a
client on the thin client server 1-i.

Each of the thin client servers 1-i includes
c¢lients 11-i-k (k=1, 2, ... ) as program execution
sections (execution images) corresponding to the thin

20 client terminals, and a client control section 12-1i.
The client control section 12~i is provided for the
clients 11-i-k in the thin c¢lient server l-i in common
to perform boot-up and reboot-up processes of each of
the clients 1l-i-k. As described above, although an

25 operating system (client 0S), business applications,
and data allocated to every connection from the thin

client terminal are installed in each of the clients



- 10 control section 12-i boots or reboots up the client 11-i-k. Data
necessary for the connection destination control section 21 to perform the
connection control 5 are stored in the group data management table 23,
the connection destination setting data table 24, and the client status
management table 25. As shown in FIG. 2, data indicating which of user
groups one user (user ID) belongs to, data inglicating which of thin client
10 terminal groups one thin client terminal belongs to, and data indicating

which of-glignt grerpscaneeslient identifier balargs:lo aje stued i hequiring
group data, management table 23. As shown in FIG. 3, data indicating

whick 3FtheCdieht §rotipE the L8Er RIEBH S I WHEdF aRGof ffe thfifclibht ~1 ¥
terminakgroup\eadhito soRTectachipsale starad intheicopaectton the clients

destipgion. gelingriala 13hls,24. 45, Shown, 0. FIG: 4, datg indiealing the- o,
status of the clients 11 is stored for every client in the client status

nfanddeindmaable’ss. o Dats ohthedfrbap ddmshidmafehtant ¢alé a1
and the .eannechien destinalion saHINGdaka, 1aple;24- peedto.- b Prepargen

before booting up of the operation of this thin client system (before _
conn@EffGiFioithe clibits CPEBY therdsdih @5 Ttheithin GiEntlemmmbigpt 11-i-
inclugles a connecting section 31-j and a connection destination control

section 32-j. The connection destination - 11 :
The connection control server 2 includes the

10 connection destination control section 21, a boot-up
control section 22, a group date management table 23,
a connection destination setting data table 24, and a
client status management table 25, The connection
destination control section 21 has a function of

15 determining a c¢lient li-i-k to be connected to the
thin client terminal 3-j. Also, the connection
destination control section 21 transmits a c¢lient data
of a selected client to the boot-up control section 22
and issues an instruction to the boot-up control

20 section 22, when the client is booted up or rebooted
up in response to a request from the thin client
terminal 3-3. The boot~up control section 22 has a
function of receiving requests (instructions) from the
thin client terminals 3-j and the connection

25 destination control section 21, and transferring each
of the received requests to the client control section

12~i of the thin c¢lient server 1-~1i go that the client



control section 32-j acquires a user ID data inputted from the user on the
thin client terminal 3-j, transmits the user ID data and a data indicating a
thin client terminal to the connection destination 5 control section 21 of the
connection control server 2, and then obtains a data of connectable client
from the connection destination control section 21. Also, the connection
destination control section 32-j transmits the cgnnectable client data to

the connecting section 10 31-j. The connecting section 31-j establishes a
connestian-torthe etientolil-itle by usingiiBe cconpediableLligpt daja. Nexent
an oggrgtig_n of the thin client system according to the exemplary
embddiment of the present 15 invention will be described in detail. Firstly,

referring to FIG. baa pracedykesefr & coomeaing copiialhgva destination
connectign is_established frggu he thin client terminal 3§to the thin clienl;C 1
server iR be fesseriBEq., ehGHd DER thlStCOUARRRAOT contro
cbnneeiiors frone theithinttliengytesmnad 34 40 thercignnkhk krugdge of3, the

the thin client.termingl 3-j is started (step 21) At this time, user inputs
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sectioh 2 OF the Corinection cortrol 2enet 248 Wel® ¥ O v ©

ID) belongs to, data indicating which of thin c¢lient

10 terminal groups one thin c¢lient terminal belongs to,
and data indicating which of c¢lient groups one client

identifier belongs to are stored in the group data
management table 23. As shown in FIG. 3, data
indicating which of the client groups the user (user
15 ID) group and/or the thin client terminal group can be
connected to are stored in the connection destination

setfting data table 24. As shown in FIG. 4, data
indicating the status of the clients 11 is stored for

every client in the client status management table 25,

20 Data of the group data management table 23 and the
connection destination setting data table 24 need to
be prepared before booting up of the operation of this
thin client system (before connection to the clients
11 by the user).

25 The thin client terminal 3-3j includes a
connecting section 31-j and a connection destination

control section 32-3. The connection destination



as the thin client terminal data (step Z3). The connection destination
control section 21 receives the user ID data and the thin client terminal
data (stop 5 Z4), and retrieves a user group and a thin client terminal
group from the group data management table 23 based on the user ID
data and the thin client terminal data, respectively. Then, the connection
destination control section 21 retrieves client.groups from the 10
connection destination setting data table 24 based on each and both of

the uselgrpdR anddis thin 5&@9{ ‘g&re[{?ﬂ%@ua (HERA5}pThal i5,10:8B¥m t e
at the step Z5, the connection destination control section 21 retrieves
conné&apletdientgretps forthe usérigroap 15mhdtee Wid glent tdrminal

group. Assupning theg the,conneegpn.desfination copirelseclign 2dting a
receives "user #i" as the user ID data and "thin client terminal #1" as the

thin chBA® tetiifat Bakes e Fetde ity SPexteeang stept 284RE Sieptipn
will be gdeseribeds lxthis casey ther copredtion destinalioncoptrebsecigiver 2,

21 refers to the group data management table 23. The "user #1" belongs

to a giBtp Whek, Rt e thin clataterhirapalrasdigiytostdenp from the

"T-A'cbHHRY: ien2egrnaciien drstination sontQl seetion 21 refes i, the
the connection destination setting data table 24. The client group

identfEPREAT{ORFRARBIBAL 193 ERbiRATorEsTid 8erldroup bgafrani ts
and the dhig £lieBLieamNal 80PN T -Ala BiNCedt iEREMBPYRHect ing section

10 31-j. The connecting section 31-j establishes =a
connection to the c¢lient 1l1-i~k by using the
connectable client data.

Next, an operation of the thin ciient system
according to the exemplary embodiment of the present

15 invention will be described in detail.

Firstly, referring to FIG. 5, & procedure of
a connection control when a connection is established
from the thin client terminal 3-j to the thin client
server 1-1 will be described.

20 When the user tries to establish a connection
from the thin client terminal 3-j to the client 1l-i-
k, usage of the thin c¢lient terminal 3-j is started
(step Z21). At this time, the user inputs a user ID
data into the thin c¢lient terminal 3-j, and the

25 connection destination control section 32-j acqguires
‘the user ID data (step Z2), and then transmits the

uger ID data to the connsction destination c¢ontrol



that each of the user group and the thin client terminal group is optional,
the client groups are also 5 retrieved. As a result, the connection
destination control section 21 retrieves the client groups "C-A", "C-C" and
"C-D" as the connectable client groups from the connection destination
setting data table 24. In an example shown in FIG. 3, the user ID data
"U-A" and 10 the thin client terminal data "T-A"are respectively allocated
to the client groups "C-C" and "C-D" in the connection destination setting

data fahle 24, This means thatdncase ehihe CUgRLARUR C¥erds as well
connection from any thin client terminal can be made 15 if the user ID

data BElohBS t& e RAL el that TH eade ERthe chéModp 'e-DTRe

CONNEEHRNLERM ANV ST GabERads Hithe thins clioni isiminal BEUDi ves the
belongs to the "T-A". The data of the connectable client groups are 20

transWiited A8mARE 2oRRSctioMeshAdtiohicoplrbl sesmbhvrltchEa (step

cgnneqtion destinatien-gartrl sectign 324 phthe thinclignttgimingh 34 nt
(step W. The connection destination control section 32-j of the thin client

termiRGFR] REbivEE TP 25 T8RNt E0IE ThaR RGiPdABTEREYTY larkpP 18 23

the gpnoegtable dieat gwup data AEASRAYEA: Gk a t3G et A 4haf liR@minal
the user selects a desired - 14 client group from among the connectahle

clienfgrbips {&fpE) 1 X& Ltesulf iR colmetti6R HBSHHatIBR SBiilotnation
sectigiha2+&angwis aciata of thewelostets client groups from the

10 connection destination setting data table 24 based on
each and both of the user group and the thin client
terminal group (step 2Z5). That is to say, at the step
Z5, the connection destination control section 21
retrieves connectable client groups for the user group

15 and the thin client terminal group.

Assuming that the connection destination
control section 21 receives “user #1” as the user ID
data and “thin client terminal #17 as the thin client
terminal data, the retrieving or extracting step at

20 the step 25 will be described. In this case, the
connection destination control section 21 refers to
the group data management table 23, The “user #l”
belongs to & group “U-A”, and the “thin client
terminal #1” belongs to a group “T-~A”. Further, the

25 connection destination control section 21 refers to
the connection destination setting data table 24. The

client group identifier “C-A” is retrieved for a



client group to the connection destination control 5 section 21. The
connection destination control section 21 receives the selected client
group data and searches the client status management table 25 based on
each of the clients of the selected client group to select a 10 usable client
11-i-k. That is, the connection destination control section 21 selects one
of the clients of the selected group to which na,user logons (step Z9).
When a status of the selected client indicates a connection impossible

statug syeh 548 13 SRS 9f POEL0M, the sonagetion destination coatol
section 21 issues a request to the boot-up control section 22 (step Z10).
The Isddtalp-cdrmrt igeziiory 22 epntPdls e clidht eoatrél setforp ezmbt bed

the thip client.sa{ves d-tipbogLUp t %'lgw Lh2Q kdorioirebeatiunyit
depending on a status of the client 11-i-k) in response to the request
(steptZET) i ThE comsabbion Besiiation tbntrdllsecdd. 21 raspirs asg 21so

of the-ghanf 114 bogied ,up/tebopted up, 1o e copraction desinationt i on
control 25 section 32-j in the thin client terminal 3-j. When it is not needg\d .
to bo®P i 67 et ipdte éllent ¢ 14-1¢ tee coitml fdwirecly adhrthces A" «

from iRe gtep.4ay- 1o - fouthg Joliondng step <l e fs desgringdabovguihe from

connection destination control section 32-j receives and supplies the
client-#fta%6 e Edrireting séctonBiofpf #t ting data table 24. In

an example shown in FIG. 3, the user ID data "U-A" and
10 the thin client terminal data "T-A" are respectively
allocated to the client groups “C-C” and “C~D" in the
connection destination setting data table 24. This
means that, in case of the client group “C-C”, a
connection from any thin c¢lient terminal can be made
15 4if the user ID data belongs to the “U-A¥, and that, in
case of the client group “C-D”, a connection from any
user can be made if the thin client terminal group
belongs to the “T-A",
The data of the connectable client groups are
20 transmitted from the connection destination control
section 21 to the connection destination control
section 32-j of the thin client terminal 3-3 (step
26}. The c¢onnection destination control section 32-j
of the thin client terminal 3-j receives the
25 connectable client group data (step 27}, and the
connectable client group data are displayed on a

screen. At that time, the user selects a desired



5 thin client terminal 3-j (step Z12) . As a result, the connecting section 31
connects to the client 11-i (step Z13), and the status acquiring section
111-i on the client 11-i controls the connection destination control section
21 to update the status of the client 10 11-j on the client status
management table 25 (step Z14). As described above, the thin client
terminal 3-j is connected to the client 11-i.“Helr , an operation by the user
for selecting and connecting the 15 client includes only inputting of the

user |1} data,a é&LeCE@%g?f SHENLIOUR. ANdLl ghather: PREI0gS cups
are automatically processed. Therefore, the user is not requested to '
searchsthemnti8ed clidat dyxestingthe thent frine JolNextdfetdriing t6on

FIG. 8,3 pacess whenhe 3 \iﬁﬁt 1L isrehaqted updhiongh ghe thin glientcteq

terminals 3 will be described. en the client 11-i-k is rebooted up, the
connégdtioardestination Eonttdl e U3 rdfale 95 ImASABNHARETOL

3y is Lequired,to pe booted up in a mode for rebooting up different from a
mode for the connection to the client 11. - 16 When the user tries to

reboot up the cliehb e 1cioR By B5ihgthe T diient i mimad 85 dhe SRRE 107 21
clientiguringls3-iif Startad(SiepyY R HYR « therkshs IDRMS thandsesdRrenes

data into the connection 5 destination control section 32-& (step Y2), and
the the client status management table 25 based on each of

the clients of the selected client greoup to select a
10 usable client 11-i-k. That is, the connection
destination control section 21 selects one of the
clients of the selected group to which no user logons
(step 29). When a status of the selected client
indicates a connection impossible status such as a
15 status of power-off, the connection destination
control gection 21 issues a request to the boot-up
control section 22 (step Z10). The boot-up control
section 22 controls the client control section 12-1 of
the thin client server 1-i to booft up the client 1l-i-
20 k (or to reboot up it, depending on a status of the
client 11-i-k) in response to the request (step Zll}).
The connection destination control section 21
transmits a data of the client 11-i-k booted
up/rebooted up to the connection destination control
25 section 32-j in the thin c¢lient terminal 3-3j. When it
is not needed to boot up or reboot up the client 1l-i-

k, the control flow directly advances from the step Z9



connection destination control section 32-j transmits the user ID data to
the connection destination control section 21 of the connection control
server 2 in addition to a data of the thin client terminals 3-j 10 used by the
user (thin client terminal data) (step Y3) . The connection destination
control section 21 receives the user ID data and the thin client terminal
data (step Y4), and retrieves rebootable client groups from the client
status management table 25 based on 15thé ser ID data and the thin

client terminal ste YS% That,js to say, the connection destination
con?ir:ﬁ sgi&t?onpﬁafl’e Hé§§s t iéec‘luletr%t‘g'igﬁré’)ups to which the clients in a

connection statefairdengly hijbthe usesbelonghiderepawentition, "the

rebogiable 29 Ve aigul, pieansdhatdne glent L4308t ang suppiies
connected by the user exists in the client group. “Assuming that the
conngctior Histirtatidat eoritrol sbetiom2inrectivey as'asdritdt a¥lthsd usér the

1D d%@ianndﬁ;‘th-ntcliggl%teré{]érfll l‘%as(gh dain2Zpglienttermingl data, @ the
retrieving step att estepnv will be described. in"this case, the .
conragtios adastigaticretdntrol $éctimr2ieketers tothehdlient L entstaths L

MaNggRUIENLIghle 25.Fpr EXAMDIS, I ClpOlR, Tk hRE by 111-1 on

c
connected based on the "user #1" and ﬁwe “thin client terminal #1" and .
can b eonflrisaetas brtlicotsmeihal Ak, asonanshebe 6fctiat son

destinggien GontLal SEEHQN 2 refgrs iR 40 dropR.datp Ranagemenidalle s ent

23, the "thin client terminal

10 11-3 on the client status management table 25 (step
214} .

As described above, the thin client terminal
3-3 is connected to the ¢lient 11-i. Here, an
operation by the user for selecting and connecting the

15 g¢lient includes only inputting of the user ID data and
selecting of the client group, and all of other
operations are automatically processed. Therefore,
the user 18 not requested to search the unused client
by testing the client in turn.

20 Next, referring to FIG., 6, a process when the
client 11 is rebooted up through the thin client
terminals 3 will be dasscribed.

When the client 11-i-k is rebooted up, the
connection destination control section 32-j of the

2% thin client terminals 3-3 is required to be booted up
in a mode for rebooting up different from a mode for

the connection to the client 11.



#1-2" belongs to a group "C-B", and the client group data transmitted to
the connection destination control section 32-j in this case shows the
group "C-B". For 10 example, if the connection destination control section
21 receives data of "user #2" and the "thin client terminal #1", the client
group data transmitted to the connection destination control section 32-i
is data showing "nothing” since it can be found.from the 15 client status
management table 25 that there is no rebootable client. The data of

rebootable client LH;]SHE Jransmitted from the ng%%cgz% %SE@@IO& ient

control section 21 to the connection destination control tion 32-j of
the tHid clierlt termibalip(stdre YE).in resgorst t¢ &g ihe tebobtable the

client,group g %ﬁscrem?%}’z%%’%{fge ?”‘3.%'%\(@%%%‘0'?&9%%1) Here,

section 32 |n the thin client terminal 3-] (step and the rebootedable _
clientgreup datm is@Budisplaysd s ascidend At thisitviie, thheisepsgigétsion

the C'mtg uﬁnc er@@&e%ﬁ 0&9% gb%teels clignt OrouRs the

by using |ent 18 termln -] (step Y8). As a result, the
connéstivhe d&dtiration %éﬁﬂ@l‘ﬁs@@ﬂo@s%i} ﬁaﬁsm@&a{@nre@%rdhnﬁ Hfrsmits

selectag.client gropy tg the, ceaneglign QesIRANONGONYOLSSAIPR #dn Scontrol

The connection destination control section 21 receives the selected client
groups@&thi saleéts thE rébsotapRSSHLYRI- K fBhorffhesieAtsi n

11--kgdition to a data of the thin client terminals 3-j

10 used by the user {thin client terminal data) {(step
Y3). The connection destination control section 21
receives the usger ID data and the thin client terminal
data (step Y4}, and retrieves rgbootable client groups
from the client status management table 25 based on

15 the user ID data and the thin client terminal data
(step ¥5). That is to say, the connection destination
control sectlon 21 retrieves the client groups to
which the clients in 2 connection state currently by
the user belong. Here, a condition, “the rebootable

20 client group”, means that the client 11-i-k already
connected by the user exists in the client group.

Agssuming that the connection destination

control section 21 receives a “user #17 as the user ID
data and a “thin client terminal #1“ as the thin

25 ¢lient terminal data, a retrieving step at the step ¥5
will be described., In this case, the connection

destination control section 21 refers to the client



belonging to the client group selected by the user, and transmits the data
of the selected client 11-i-k 10 to the boot-up control section 22 (step Y9)
Here, the selected client is already connected by the user. Next, the
boot-up control section 22 requests the client control section 12 to reboot
up the client 11-i-k notified from the connection destination 15 control
section 21 (step Y10). The client control sectjon 12 reboots up the client
11-i-k (step Y11). When the reboot-up is completed, the connection

destipation, ORIl $ECHALI2-LIacelves & rebpgl. complelipn nofige fiom ent s

the boot-up control section 22 20 (step Y12), and the connection

destihatidT Softpst SREBN SR RARHIKY das bftheYebbGed Uhdiefit © and
into thg coRpaGiNgsecgn 31 dsigpalB) +As-a Jegulh Jhe SRNReMIAg ried as

section 31 is connected to the client 11-i-k (step Y14), and the status _
acquaing<2st eddtioh e igrrthe thrrééponding ehentianupdate R TGS 100
of theyglignt,]ddn dhe elight siaius, management able.23 viegdhene group

connection destination - 19 - control section 21 (step Y15) As described

abovBati: Jeh edRTEEJot 1@ kel -th@a T fin Sliche irmispainal

3. Here; anperaiion te bepegiosmpd by e yserar 2 rrbasting e group
client includes only inputting the user data (user ID) and selecting the

clienfigrbtipits Besrebbbed, BRd bt 9f GRREEF&hRGNS &Rt AndARafPPEEOL
processeei bhergfore, avencwhen ese shows the group “C-B”. For

10 example, 1f the connhection destination control section
21 receives data of “user #2% and the “thin client
terminal #1”, the client group data transmitted to the
connection destination contryrol section 32-3% is data
showing “nothing” since it can be found from the

15 client gstatus management table 25 that there is no
rebootable client.

The data of rebootable client groups is
transmitted from the connection destination control
section 21 to the connection destination control

20 section 32-3 of the thin client terminal 3-3 (step
Y6}. In response to this, the rebootable client group
data is received by the connection destination control
gsection 32-3j in the thin client terminal 3-3 (step
¥Y7), and the rebootedable client group data is

25 displaved on a screen, At this time, the user selects
the c¢lient g¢group to be rebooted from among the

rebootable client groups by using the thin client



client in use is out of control, the user can reboot 10 up the client without
communicating with a system administrator. In the above thin client
system of the exemplary embodiment of the present invention, the group
data management table 23, the connection 15 destination setting data
table 24, and the client status management table 25 are previously
provided for the connection control server. TF refore, environment
configuration and operation thereof when a plurality of the users share a

plurality, gfclignts canbe, 2Q greagly ymprayed 3'@@&&@9 CleplsSysteM e ction

described above, the thin client servers 1 and the connection control

servelez ayadel realized: by reladifcdridaxetatilg regramistisy data
COMPIUELS, KASASCHNRIY YLV OGrams; e arefead nte dhe faMpdierS et ion
from storage mediums such as a CD-ROM or a magnetic tape or via a
netwBfé Fi fictdlsayecsseniptions ®A& Efent Ytoup is - 20 selected by a

user and one cligfids automatically, selected from e seledted eliefletion 21

group. However, a plurality of client groups may be selected by the user

and & PREAME Bf Elent$ Mg Dessbotdd 6. tin SteR B Hedse, thesdiash the
of cliggisdpaw Be Lekaoted, vp 1 Alsp. fhercqnpegtion.destination gyl 11-i-x

section 21 may check whether the client corresponding to the terminal

data PR 486 (EPddiR % SitdslyhodtsdBp Shebfe-REriRingHhe usex,
connggtablerGlictt 9kUPShe data of the selected client 11-i-k

10 to the boot-~up control section 22 (step ¥Y9). Here,

the selected cllient is already connected by the user.
Next, the boot-up contrel section 22 requests

the client control section 12 to reboot up the client
11-i-% notified from the connection destination

15 control section 21 (step Y10). The client control
gection 12 reboots up the client 1l-i-k (step Y11}.
When the reboot-up is completed, the connection
destination control section 32-3 receives a reboot
conpletion notice from the boot-up control section 22

20 ({step Y12), and the connection destination control
gection 32-3] supplies data of the rebooted up client
into the connecting section 31 (step ¥Y13). As a
result, the connecting section 31 is connected to the
client 11-i-k {(step Y14), and the status acquiring

25 section 111 on the corresponding client 11 updates a
status of the client 11 in the client status

management table 25 via the connection destination



10 In the thin client system of the present invention, the resource of the
thin client system can be utilized flexibly, since group data such as a user
group, a terminal group, and a client group on the thin client server are
employed as a key for a 15 condition for connecting the client on the thin
client server. Also, a plurality of the users can share the clients on one
thin client server in time-sharing manner._:l’hci fore, when a connection
failure to the client on the thin client server has occurred, the 20

conncegﬂ(gri §st'g\1aaélgg &Qnggl s.pggglg,z;l{{eézpiyes the notice of

connection failure and automatically selects another connectable client of
the same client groug asca gFoud BRATEY thEH&IsEARNEBBIORGLRPT the

referging {q the, gliept stafus,manageman; tablg 23 ande 23 £ABQYS the;

boot-up control section 22 and the connection destination control section
32-j Hectethat the Behes bomiectabl® eligit Bisguted ahd thd'Bodt8g ¥ 210

dientisconpegteddn the terminal. Tws, e 4Seh can aveiddmpegsitiiy user
of carrying out a task. In addition, since the user can reboot up the client

on tH&fin HERBeRiel a8 BA afsit&s tikfsy, thereT 2@ hoEr QtRcES P°
to be,dealtwithyby Qnly the users wisbawthe gdministaterskelp when the

user have to apply a security patch and update software, and a client OS

is froz@ CStpthae febbbt-BE OF thesdignt RE B EhantSBRTL 1 en The
requiggd. LOtAS described abgue, acgoinortedhe piasentiser can reboot

10 up the client without communicating with a gysten
administrator.

In the above thin client system of the
exemplary embodiment of the present invention, the
group data management table 23, the connection

15 destination setting dats table 24, and the client
status management table 25 are previously provided for
the connection control server, Therefore, environment
configuration and operation thereof when a plurality
of the users share a plurality of c¢lients can be

20 greatly improved.

In the thin client system described above,
the thin client servers 1 and the coannection control
gerver 2 may be realized by reading and executing
programs by computers, respectively. Such programs

25 are read into the computers from storage mediums such
as a CD-ROM or a magnetic tape or via a network.

In the above description, one client group is



invention, resources of the thin client system can be efficiently utilized
compared to a conventional method. Also, according to the present

invention, a load on an administrator of the thin client system can 15 be
reduced. In this way, a connection control method is achieved in a thin

client system including a thin client terminal and a client server which is
connected to the thin client terminal and hasyaclient executing 20 an
application program. Specifically, the thin client terminal receives an

identiker«f adesep whe apppecisnthedhip cientdamminal with theaalieag 11y

and transmits the user |dgnt|f|er and a thin client terminal data o a

conretl8T E8Mrdi seRver PR 2B onhE&fbntesiRatichr Mol sBRESH 6 -

the pamneclion gobifolseiveryelityesa dataofwliesls Jeatipsdvhigh ishe user
connectable, from a co nectjpn - 22 destination setting data table ba§ed

on tffé* ﬁger Rhr ah tﬁéo &%ﬁé’n‘ﬁeWal%%té’gﬁcFer%tu\;ﬁs the
retrievat sesalt ta the thinelient terminalkc The this client terminadransaitsup .
ad 315 of one of the cllenttqroups wh ch IS Eelected b the userg s%% 21
on thé re?ﬁev% festft 16 fite"Coihett j%:%ﬁt

such

OIRNETTHE Connection
destmmgormhemikolebmreﬁrhues:ari avdilablerclienpiamiangient the

statys managemen ttable bas tg% on the datftls)fgw e 10 selectf:d cll%}t booted

group, an ransmit s & Aty of the Avaiiable cllen 8 the thin clier
termitgal. hefore retrieving the connectable client groups.

10 In the thin client system of the present

invention, the resoutrce of the thin client system can
be utilized flexibly, since ¢group data such as a user
group, & terminal group, and & c¢lient group on the
thin client server are emploved as a key for a
15 condition for connecting the c¢lient on the thin client
server, Also, a plurality of the users can share the
clients on one thin client server in time-sharing
manner. Therefore, when a connection failure to the
¢lient on the thin client server has occurred, the
20 connection destinaticn control section 21 receives the
notice of connection failure and automatically selects
another connectable client of the same client group as
a ¢group to which the failed client belongs by
referring to the client status management table 25 and
25 controls the boot-up contrel section 22 and the

connection destination control section 32-j such that

the other connectable client is booted and the booted



thin client terminal performing connection with the available client based
on the data of the available client. 15 Also, a connection control method is
achieved in a thin client system including a thin client terminal and a
client server which is connected to the thin client terminal and has a client
executing an application program. The thin client terminal 20 receives an
identifier of a user who reboots the client, ang.transmits the user identifier
and a thin client terminal data to a connection control server. A

conneptig Qeitigﬁﬂsaﬁg@té%eeﬁorfRf,ethﬁe%qmgtiqn CRRYQ! SCRYR! user
retrieves data of client 25 groups which is rebootable, from a client status
man&gemenotable besed dhthd Lser iMéntfier aNd ¥ Al cherft@8fminal ™

data and.returns the rateval .23, Lesultdodhe thin glient ferminal cihent on
thin client terminal transmits a data of one of the client groups which is

seledtb@ by e use YEREd BRENS FetRidvaA e 8dPotha thnkddtibRd,  there

control- sergl J NEPaGRNRSCHRN destination Cantial speticskiansiits theer
data of the selected client group to a boot-up control section of the

connéEtidP BSntioh EevER FPAS bEGE AP cOntid SR M Bpdcifes i fert Ve ©©

being gurigntly seneetedwith thenthimdienplespiwakbervthe dd and =
selected client group data, and requests a reboot-up of the C“?”ﬁ? the

thin QikheEdrvERwHith EERGRTR” tHRSspedftied Lot -up ©F the client

on the thin c¢client server 1s required.

10 As described above, according to the present
invention, rescurces of the thin client system can be
efficiently utilized compared to a conventional
method. Also, according to the present invention, a
load on an administrator of the thin client system can

1% be reduced.

In this way, a connection control method is
achieved in a thin c¢lient system including a thin
client terminal and a client server which is connected
to the thin ¢lient terminal and has & client executing

20 an application program. Specifically, the thin client
terminal receives an identifier of a user who connects
the thin client terminal with the «lient, and
transmits the user identifier and a thin client
terminal data to a connection control server. A

25 connection destination control section of the
connection control server retrieves a data of client

groups which is connectable, from a connecition



In this case, the clients, the thin client terminals and the users are
grouped and the grouping 15 results are stored in a group data
management table. The connection destination control section refers to
the group data management table to determine the group data, and
searches the group data management table for the determined result. 20
Also, a connection control server used in a thia client system includes a
thin client terminal and a client server which is connected to the thin client

terminakanichbas a clienf exeadtingsarnapplisation Psegrast Iitthe user
connection. confrol server, roup 25 data management table stores

resul s%cﬁ‘rbfréwéﬁﬁy a&%uﬁ?ﬁ% fgr?@a'&:hcojf lcﬁéhtts,%tﬁﬁtb]rilé eftfinaI Afd
userse éteonnectior destination setting sata- 24 table sbaws thel genup of
the clients corresponding compbination of one grqup of thin client
termi#glgmglr%%% 'an& %ﬁe é%o%b o"r“quhleea fders SA Rt st&ﬁ? l}ﬁglnla{bsén?enqata
téblestforena stdtetdf each béthe Syeliants Acdnrtectien destinatierd by the
contrgg%ectl n se(?_r%hes e ggoqgrdata ana egenq_Le1_[1t éag?l%%réd the

r base n e “reilripy rasu connection
connection es?lnatlon sé:t Ing data tablebaséd ora u entifier and a

thin clienttemhinakdatamwhiclihare ceceived fiom the thin chent ternunaltrol
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grou® bf tliente froavythedhin diebtiterrmmabkdndreplies data of the

10 selected client group, and transmits a data of the
avallable client to the thin client terminal. The
thin client terminal performing connection with the
available client based on the data of the available
¢lient.

i5 Also, a connection control method is achieved
in a thin client system including a thin client
terminal and a client server which is connected to the
thin c¢lient terminal and has a client executing an
application program., The thin c¢lient terminal

20 receives an identifier of a user who reboots the
client, and transmits the user identifier and & thin
client terminal data to a connection control server.
A connection destination control section of the
connection control server retrieves data of client

25 groups which is rebootable, from a client status
management table based on the user identifier and the

thin c¢lient terminal data and returns the retrieval



data of the searched client to the thin client 15 terminal. In this case, the
connection control server may further include a boot-up control section
configured to request the thin client server having the clients to boot up
or reboot up the searched client. 20 Also, a connection control server is
used in a thin client system includes a thin client terminal and a client
server which is connected to the thin client terminal and has a client
executing an application program. In the confiéction control server, a

grougggllﬁaga g&h T}@ggm@gg_@b!:eﬁtoreg rgsults %)Iewolfglg %%Hlng fQr nt

each of clients, t lent terminals an users ent status
man&geménetiblestares at-25: stiad of edthoafehe Elidrits. A bdetip groups

contyg), Seetiqn, requests dhie tin client sgver having the, cliels tQ Lehopl ;.
up the client. A connection dest‘fnatlon control section searches the client
statussmahagfem&maalsieoes tebootabietlient baseder a uBbe

igentfigr and @ (i clignttepminaldata vl @%f‘r%é%lﬁ?k"c?ﬁ f@f‘éﬁ@%‘nm the

client terminal, returns the search resu t to the thin client terminal,
spectietahe folidorabie Akt bsad o8 UatacfeHED weaeb@’i’dﬂp@f control

clientsfram dhe thin elint termipal 2pd coRlals e RAAtp.contiol Lo poot -

section to reboot up the specified client. Although the present invention
has Bderf ee§erbedebové ditcomreeiidd aith sevdrbkatemslang currently

connected with the thin c¢lient terminal from the

10 selected client group data, and regquests a reboot-up
of the client to the thin client server which contains
the specified client.

In this case, the clients, the thin client

terminals and the users are grouped and the grouping

15 results are stored in a droup data management table.
The connection destination control section refers to
the group data management table to determine the group
data, and searches the group data management table for
the determined result.

20 Also, a connection control server used in a
thin client system includes a thin client terminal and
@ client server which is connected to the thin client
terminal and has a client executing an application
program. In the connection control server, a group

25 data management table stores results of previously
grouping for each of clients, thin client terminals

and users. A connection destination setting data



15 embodiments thereof, it will be appreciated by those skilled in the art
that those exemplary embodiments are provided solely for illustrating the
present invention, and should not be relied upon to construe the
appended claims in a limiting sense. 26 Claims 1. A connection control
method in a thin client system comprising a thin client terminal and a thin
client server having clients connected from said thin client terminal and
executing applications, wherein said clients are grouped into client groups

in saichihincliant serven saigheannegton ,¢antialaglped CoMPEsEnting to
said thin client terminal, receiving a user ID of a user who tries to connect
to orfe GFUERS- ARhiCEn P tranemitif@tHe sbr b BRd Tk Shdnt t8fmhaR 1 8

inforgation coresparding i;gaid thipglient ferminal 19 a-gannectigtatus
control server; a connection destination control section in said connection

contrBRBEYEPESrcHiRE IfoftatioRs ofa hRkEctable%diERt Gtoup idm a

cennegtimdestination sgHivgtinimadion {ahle based-em irmaiiention
received from said thin client terminal, and replying a search result to said

thin EfGTIEAEnIN&aid BARRIIGR B MAREEFRATREING FRdMARA of ifie

clientgronpaviiehsaid ysenhsaleeis based on theyseaich 83t iasaid on a
connection gontrol server; said connection destination control section

searctif§ ArfSEnABE HheAttbrt atthbht GatbShinddrieh bi&Bhged’ hich

are received from the thin c¢lient terminal, returns
10 the search result to the thin client terminal,
searches the client status management table for a
usable client bkased on data of & selected group of
clients from the thin client terminal, and replies
data of the searched c¢lient to the thin client
15 terminal.

In this case, the connection contrel server may
further include a boot-up control section configured
to reguest the thin client server having the clients
to boot up cor reboot up the searched client.

20 Also, a connection control server is used in a
thin client system includes a thin client terminal and
a ¢lient server which is connected to the thin client
terminal and has a client executing an application
program. In the connection control server, a ¢group

25 data management table stores results of previously
grouping for each of clients, thin c¢lient terminals

and users. A client status management table stores a



on the information of the selected client group, and transmitting
information of the searched client to said thin client terminal; and said thin
client terminal connecting to a corresponding client based on the received
information of said client, wherein said client state management table
holds the client state every said client. 2. A connection control method in
a thin client system comprising a thin client terminal and a thin client
server having clients connected from said thin client terminal and
executing applications, wherein said clients are grouped into client groups
in said thin client server, said connection control method comprising: in
said thin client terminal, receiving a user ID"0f2& user who tries to restart
one of said clients, and transmitting the user ID and thin client terminal

inforri&tfor® cBire§5EHYIM o AR thint@rhEternfind26 A dRAnE&RHT

contrelesefyeyha £eanedion destinationcoptrolsaction inyeaid neonpgetiathe
control_server searching information of a re- startable client group from a

clientGtdEHigndgeniéit Weie B9 dkedohifftmatbn FeEENETHSH

said hisaibnk terdinado and ¢eplydrg:a searchdeshiossatth thinalignbt status
terminal; said thin client terminal transmitting information of the client

group RARA YRR ser Bkt Basedl orthe Qbakhe résti e saipsed on @
connegtion conuaksenier: saidcoanesiion destrationeoniohsertioata which

are received from the thin client terminal, returns

the search result to the thin client terminal,

specifies the rebootable client based on data of &
10 selected group of clients from the thin client

terminal, and controls the boot-up control section to
raeboot up the specified client.

Although the present invention has been
described above in connection with several exemplary
15 enmbodiments thereof, it will be appreciated by those
skilled in the art that.those exemplary embodiments
are provided solely for illustrating the prasent
invention, and should not be relied upon to construe

the appended claims in a limiting sense.



transmitting information of the selected client group to a start control
section of connection control server; and said start control section
specifying one client currently connected with said thin client terminal
from the information of the selected2 lient group, and requesting the
restart of said client to said thin cllent server including the specified client,
i said client state management table holds the client state every
said client. 3. The connection control method according to claim 1 or. 2,
Lwherein $aitPBRefRt ‘<iid i Efienpedtrmihalrare Shich ussreare respestively
c@%’ﬁbé&l“éna tﬁ%lgrdi}mﬁ@wés%m“ afd [eR by Ehgroup infatnmtion:
hﬁw"d‘ﬁ‘g SMEAE FalRnHATEEHn S8 cHrire &lidi destinatiorresnial sestion
f%%%%gséﬁf’ rGp ’rﬁfb?mét‘f?&ﬁf?ﬁana@b?néﬁtlﬁmé esedoprghrRd into
ri% éﬁ/estfﬁ%nji%ﬁi’d thirFelieAtTditRinas i dideaniy Thé Qroups
E:Ondrsear(?hes m(for atlonlo? sald cllent roup based on the identifying
result wh§ connectic o coanro s ver u% i § i chénf et of
| e terminal @nﬁ a ﬂ‘ilh cﬁlae%ﬁl §éﬁ\fé¥tﬁa\%‘§ clients
tggmﬁﬁ%%g % g %n 5} ?;na ggﬁ&lﬁ ion
ceepggga;@qgmgammnt%ntctf{@r;@aﬁ ] exeElldoplcaii:
wherein saidglients are grouped into ¢ ient ¢ groups in"said thin clight
server, sgid.senaaction contral.seryer camplising: a group,information
-eianagerenbiable.canfigured 1q hold tesils, of grauping:of said clients,
cSﬂﬂEHﬂﬁb@EeBEﬂ@ﬁﬁ“@%Eb%n@ﬁiﬂdéﬂﬂ@ﬁh@h@Q%ﬂng@séfﬁgyyﬁgKgl—tln
; destinatins seiting intossation fableconfigured-to; indicate gne,atClient,
cyteupscommespONAG tdblying 2 search result to said thin
client ferminal;
said thin client terminal transmitting information of
the client group which said user selects based on the search
resulf, to said connection control server:
said connection destination control section searching
an available client from a client state management table based
on the information of the selected client group, and
transmitting information of the searched client to said thin
client terminal; and
said thin client terminal connecting to a
corresponding client based on the received infermation of said
client,
wherein said client state management table holds +he
client state every szid client.

2. A connection control method in a thin client system
comprising a thin client terminal and a thin client server
having clients connected from szid thin client terminal and
executing applications, wherein said clients are grouped into
client groups in said thin client server, said connection
control method comprising:

in said thin client terminal, receiving a user ID of
a user who tries to restart one of said clients, and
transmitting the user ID and thin client terminal information
corresponding to said thin client terminal to a connection
control server;

a connection destination control section in said
connection contrecl server searching information of a re-
startabie client group from a client state management table



combination of a group of said thin clients and a group of said users; a
client state management table configured to hold a state of said client
every client; a connection destination control section configured to search
information of a connectable cliérit group from said group information
management table and said connection destination setting information
btabie basad nritain elient tefminal infarmation anchasand recaived |
afsgnr spid thin «clientrietmiral; 1o repl\sthe seareh cesulidosaigithin 28
client terrmivial, Erich seaieh arcavaiable chentsirantsatd clissinsiaten oz
Yrarddene mriablevrasdd ontinfomationlefa ssélested elientt gredprch
rrgeivedfroAt Said thireclicntternninab L te tramemit information of the
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client ser¥&r “havfg saitF Ehignt. B4 thristiohiééntropservérased in a
HinThent SYRRSM-COMpriding 3 thifCiferft tbRindIsaRd a2 thik“dreritb server
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“thin Glient server said tonnection control server comprising: a group
QDL PATARST AR gt aLred s RO s 6 BT
:

said clients, said thin client

3. The connection control method according to claim 1 or.
2, wherein said client, said thin client terminal and said
user are respectively grouped and the grouping results are
held by a group information management table,

wherein said connection destination control section
refers to said group information management table based on the
information received from said thin client terminal to
identify the groups and searches information of said client
group based on the identifving result.

4, A connection control server used in a thin client
system comprising a thin client terminal and a& thin client
server having clients connected from said thin client terminal
and executing applications, wherein said clients are grouped
into client groups in said thin client server, said connection
control server comprising: 7

& group information management table configured to
hold results of grouping of said clients, said thin client
Terminals and sald users in advance;

‘ a connection destinaticn setting information table
configured to indicate one of client groups corresponding to a
combination of a group of said thin clients and a group of
said users:

a client state management table configured fo hold a
state of sald client every client;

a connection destination control section configured
to search infermation of a connectable client group from said
group information management table and said connection
destination setting information table based on thin client
terminal information and a user ID received from said *hin
client terminal, to reply the search result to said thin



terminals and said users in advance; a client state management table
configured to hold a state of said client every client; a start control section
configured to request the restartgof said client to said thin client server
including said client; and a connection destination control section
configured to search information of a re-startable client group from said
dlienttistate management tablerbased it thin thent {epminal.infosmation
Ariduruser B reoeigeddromcsaitktia slientrterminak d0i@ply the search
SestitRAsaibi#ih dkave ternmiatzendspecibs antavailablesslierddased on
SATGAARABAT of BEselctéarclieht igro upereteived dicrmsaichthia lieti i n
tetfithal ¥ %¢dittol said start control section to restart the specified client.
Abstract of the Disclosure CONNECTION CONTROL IN THIN CLIENT
“SYSTEM 1% frePeréntilary Heprtt o tHeprasem dimne ritiors & tiindlient
fggr%%?rsy%?gﬁfﬁfgﬁﬁés thin client servers, which comprises clients which
O%rer%osté%a% inth clfetit foufs Gasell Gt ehiefitasta thineEnent terminals
which are a Iogfl:{ga twﬁ AEFATRal R e afé Gtotived mibaeimpsare:
groups based on the" terminal data, wherein users are allocated with user

ddentiers,and.are.gtauped,into, yser draups based on {he user identiers
Aad gachghine Sy GpIbSIs, pIedelmt of eatore e of

j | f the user grou d’a COnneCtion: ©
s@%%@%”ﬂ@@zﬁHQHH%§EE199§A% £ %%og S&Q%’%gln c Egnt terminal
and executing applications, wherein said clients are grouped
into client groups in said thin client server, said connection
control server comprising:

g group information management table configured to
nhold results of grouping of said clients, said thin client
Terminals and said users in advance;

& client state management table configured to hold =
state or said client every client:

a start control section configured to reguesit the
restart of said client to said thin client server including
said client; and

a connection destination contrel section configured
to search information of & re-startable client group from said
client state management table based on thin client terminal
information and & user ID received from said thin client
terminal, to reply the search result to said thin client
terminal, and specify an available client based on information
of & selected client group received from said thin client
terminal, to control said start control section to restart the
specified client.



control server interposed between the thin client servers and the thin client
terminals. The connection control server determines connectable client
groups based on a specific user identifier of a specific user, and a
specific terminal data of a specific one of the thin client terminals used by
the specific user, determines a desired client of at least a desired one of
the connectable client groups based on a status of each of the clients.
The specific thin client terminal connects with the desired client based on
the client data of the desired client. (Fig. 1)

29

Abstract of the Disclosure
CONNECTION CONTROL IN THIN CLIENT SYSTEM
In a first exemplary aspect of the present

invention, a thin client server system includes thin

5 c¢lient servers, which comprises clients which are
grouped into client groups based on client data;: thin
¢lient terminals which are allocated with terminal
data and are grouped into terminal groups based on the
terminal data, wherein users are allocated with user

10 identifiers and are grouped in{o user groups based on
the user identifiers, and each of the client groups is
predetermined for at least one of one of the terminal
groups and one of the user groups, and a connection
control server interposed between the thin client

15 servers and the thin client terminals. The connection
control server determines connectable client groups
based on a specific user identifier of a specific
user, and a specilfic terminal data of a specific one
of the thin client terminals used by the specific

20 user, determines a desired client of at least a
desired one of the connectable client groups based on
a status of each of the clients. The specific thin
client terminal connects with the desired client based
on the client data of the desired client.

25 (Fig. 1)



