CLAIMS

1. A data processing method for preventing a copy attack, wherein the method comprises:
sending, by a client, service data to a server, wherein the service data comprises a unique
identifier and a variable identifier stored in local secure storage of the client that are sent by the
server to the client (S1);
parsing, by the server, the service data sent by the client to extract the unique identifier and
the variable identifier;
comparing the extracted unique identifier and variable identifier to a unique identifier and
a variable identifier that are recorded by the server for the client to determine whether the extracted
unique identifier and variable identifier are the same as the unique identifier and variable identifier
that are recorded by the server for the client (S2);
in response to determining that the extracted unique identifier and variable identifier are
not the same as the unique identifier and variable identifier that are recorded by the server for the
client:
determining, by the server, that the local secure storage of the client is under a copy
attack, and
performing a predetermined response action; or
in response to determining that the extracted unique identifier and variable identifier are
the same as the unique identifier and variable identifier that are recorded by the server for the
client:
sending, by the server, a new variable identifier to the client (S3), and updating, by
the client, the received new variable identifier to the local secure storage (S4).

2. The data processing method according to claim 1, wherein the predetermined response
action comprises:

delivering, by the server, a message that indicates that identity authentication needs to be
performed on a user corresponding to the service data; and

after the identity authentication succeeds, sending, to the client of the user, a redistributed

unique identifier and a redistributed variable identifier.

3. The data processing method according to claim 1 or 2, wherein the variable identifier is
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generated through successive integer accumulation.

4. The data processing method according to claim 1 or 2, wherein information exchange of
the unique identifier and the variable identifier between the client and the server is implemented

using any encryption method of asymmetric encryption or symmetric encryption.

5. The data processing method according to claim 1, wherein the method further comprises,
before the step of sending, by the client, service data to the server:

when local secure storage is initialized, storing the unique identifier and the variable
identifier that are sent by the server (S301).

6. The data processing method according to claim 5, wherein the method further comprises:
performing identity authentication based on a received identity authentication message;
and
after the identity authentication succeeds, initializing the local secure storage based on a

received unique identifier and variable identifier that are redistributed by the server.

7. A server for preventing a copy attack, wherein the server comprises:

a data receiving module (101), configured to receive service data sent by a client, wherein
the service data comprises a unique identifier and a variable identifier stored in local secure storage
of the client that are sent by the server to the client;

a comparison module (102), configured to parse the service data sent by the client to extract
the unique identifier and the variable identifier in the service data sent by the client, compare the
extracted unique identifier and variable identifier and a recorded unique identifier and variable
identifier of the client to determine whether the extracted unique identifier and variable identifier
are the same as the recorded unique identifier and variable identifier of the client; and

a processing module (103), configured to: if the extracted unique identifier and variable
identifier are not the same as the recorded unique identifier and variable identifier, determine that
the local secure storage of the client is under a copy attack, and perform a predetermined response
action; or if the extracted unique identifier and variable identifier are the same as the recorded

unique identifier and variable identifier, send a new variable identifier to the client.
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8. The server for preventing a copy attack according to claim 7, wherein the processing
module comprises:

a first processing module (1031), configured to: when it is determined that the local secure
storage of the client is under a copy attack, deliver a message that indicates that identity
authentication needs to be performed on a user corresponding to the service data, and after the
identity authentication succeeds, send, to the client of the user, a redistributed unique identifier and
a redistributed variable identifier; and

a second processing module (1032), configured to: when it is determined that the local
secure storage of the client is not under a copy attack, send, by the server, a new variable identifier

to the client.

0. The server for preventing a copy attack according to claim 7 or 8, wherein the variable
identifier is set to be generated through successive integer accumulation.

10.  The server for preventing a copy attack according to claim 7 or 8, wherein information
exchange of the unique identifier and the variable identifier between the client and the server is

implemented using any encryption method of asymmetric encryption or symmetric encryption.

11.  Aclient for preventing a copy attack, wherein the client comprises:

a secure storage module (201), configured to: when local secure storage is initialized, store
a unique identifier and a variable identifier that are sent by a server;

a data sending module (202), configured to send service data to the server, wherein the
service data comprises the unique identifier and the variable identifier that are stored in the secure
storage module;

a first receiving module (203), configured to receive a new variable identifier sent by the
server, wherein the new variable identifier is a variable identifier sent by the server when the server
determines through comparison that the unique identifier and the variable identifier that are
uploaded by the client are the same as a unique identifier and a variable identifier that are recorded
by the server for the client; and

an updating module (204), configured to update the received new variable identifier to the
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local secure storage.

12.  The client for preventing a copy attack according to claim 11, wherein the client further
comprises:

a second receiving module (2051), configured to receive an identity authentication message
sent by the server, and receive a redistributed unique identifier and a redistributed variable
identifier that are sent by the server after identity authentication succeeds; and

an authentication processing module (2052), configured to perform identity authentication
based on the received identity authentication message, and after the identity authentication
succeeds, initialize the local secure storage based on the received unique identifier and the received

variable identifier that are redistributed by the server.
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