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= (54) Title: AUTHENTICATION COORDINATION SYSTEM AND ID PROVIDER DEVICE 
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(57) Abstract: Without an SSO device of an 
ID provider being altered, and in accordance 
with a condition existing when a user requests 
an SSO, the invention enables an assessment 
of whether a service can be used without hu­
man intervention, said assessment being made 
when executing account registration and ac­
count coordination, which are executed with 
an SSO process. An ID provider device ac­
cording to one embodiment of the invention is 
provided with: a policy information storage 
unit that stores policy information that indic­
ates a user for whom sending of service data is 
to be permitted; an authentication coordina­
tion request advance processing unit that, 
upon receiving an authentication coordination 
request, performs a policy evaluation process 
and an account coordination process in a tim­
ing corresponding to a user terminal login 
status; and an authentication coordination re­
quest transfer unit that, upon receiving the au­
thentication coordination request from a ser­
vice provider device, transfers the authentica­
tion coordination request to the authentication 
coordination request advance processing unit. 
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100 User terminal 
200 ID provider 
210 Portal server 
220 Web server 
221 Reverse proxy device 
222 Transfer destination URL storage device 
230 IDP authentication coordination unit 
240 Authentication coordination control system 
250 IDP user store 

260 Policy store 
270 Authentication session temporary storage device 
280 Key storage device 
300 Service provider 
310 SP user store 
320 Service usage condition data store 
330 SP authentication coordination unit 
340 Verification policy store 
350 Temporary storage device 
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