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 Camera A Video Station A's socket Video Station B's socket

1 : send DISCOVERY message()2 : send ADVERTISE message()3 : send LOCK message()4 : send ACCEPT message()5 : connect()6 : start video streaming()
7 : send LOCK message()8 : send REJECT message()

Video Station B cannot create a connection with camera A, because camera A has been locked by Video StationA9 : connect()10 : fail to connect()
11 : send UNLOCK message()12 : send ACCEPT message()

Locking mechanism (Scenario 1):  Video Station A try to lock Camera A

Locking mechanism (Scenario 2): After Video Station A success to lock Camera A,  Video Station  B try to lock Camera A

Locking mechanism (Scenario 3): Video Station A unlock Camera A and Video Station B try to lock Camera A
13 : send LOCK message()14 : send ACCEPT message()15 : socket connect()16 : start video streaming()

 
Figure 3 
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[A.1] INIT

[A.2] UNLOCK

[A.3] LOCK

network is ready

receive LOCK message

(receive UNLOCK message) or (alive timer is timeout)

network is loss

network is loss

[A] Network-based camera State Chart

 
 

� Processes A.1 – A.3 in this flow chart will be detailed in the following figures. 

 
Figure 4a 
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INIT state
network is ready?

goto UNLOCK state

[not ready]

[A.1] INIT Flow Chart

[ready]

 
Figure 4b 



 6 / 13 
 

message = DISCOVERY?

UNLOCK state
[new message][no message]

send ADVERTISE to video station
Waiting message from video station

[yes][no]is message addressing this camera? message = LOCK?[yes]
Update network setting and lock key[yes]

send ACCEPT (LOCK) to video station

[no]
DISCOVERY only contains the video station ID

LOCK contains the following information:1. Video station ID2. camera ID3. new network setting: IP, subnet mask4. lock key

goto LOCK state

monitor network status[healthy]goto INIT state[loss]

The video station will assign new IP address for the camera, so the camera needs to update its network setting.lock key is for later communication

[A.2] UNLOCK Flow Chart Process A Process Bsend ADVERTISE to video station (Broadcast)

[no]

 

Figure 4c 
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waiting message from video stationLOCK state
[no message]

send ADVERTISE to video station

is message addressing this camera?[no]

message = LOCK?

[yes]
[yes]

send REJECT to video station[no]

update network setting[yes] send ACCEPT(LOCK) to video station

message is sent by camera owner?

message = UNLOCK?[no] [yes][no]

monitor network status[healthy]

goto UNLOCK state

goto INIT state[loss]
waiting connection from video station[no connection]start video streaming[make connection]

connection is loss?[yes][no]
send video to video station

The socket sends DISCOVERY message to the locked camera periodically for avoiding the camera going to UNLOCK state.

reset alive timer
reset alive timeris alive timer timeout?[no]goto UNLOCK state[yes]

send ACCEPT(UNLOCK) to video station

[A.3] LOCK Flow Chart

send HEART-BEAT message to video station

Process A Process B Process C Process D
[new message]

message = DISCOVERY?[no] [yes]

 
Figure 4d 
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[B.1] INIT

[B.2] UNLOCK

[B.3] DETECT

[B.4] WAIT

[B.5] LOCK

camera connect

receive ADVERTISE message

receive ACCEPT message

camera disconnect

camera disconnect, timeout or receive REJECT message

camera disconnect or timeout

[B] Video Station State Chart for each socket

 
� Processes B.1 – B.5 in this flow chart will be detailed the following figures. 

 
Figure 5a 
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reset socket
INIT state

goto UNLOCK state

[B.1] INIT flow chart

Steps of reseting the socket:
1. reset Ethernet PHY interface (Hardware)
  - http://en.wikipedia.org/wiki/PHY_(chip)
2. reset Ethernet MAC interface (Hardware)
 - MAC = Media Access Control 
3. reset routing table (MAC address control table)

 
Figure 5b 
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waiting for camera connection (Hardware level)

UNLOCK state

goto DETECT state

[no camera]

send DISCOVERY message

[camera is found]

[B.2] UNLOCK flow chart

 
Figure 5c 
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camera disconnect (Hardware level)?[no]goto UNLOCK state[yes]

DETECT statewaiting message from camera[no message]message = ADVERTISE?[new message]

send LOCK to the camera

[yes]

goto WAIT state

[no]
discovery timer = timeout?

send DISCOVERY message[yes][no]
reset discovery timer

[B.3] DETECT flow chart

is camera locked already?[yes] [no]Allocate new IP address for the camera
LOCK message mainly contains new IP, subnet and lock key

Process A

generate new lock key

Process B Process C

Types of camera disconnection (Hardware Level):1. camera is physically unplugged from socket.2. camera is power down.3. camera cannot function.

 
Figure 5d 
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camera disconnect (Hardware Level)?[no]
goto UNLOCK state

[yes]

waiting message from camera[no message]is message from the target camera?
message = ACCEPT (LOCK)?[no] [yes]

[new message]

message = REJECT (LOCK)?[no] connect to the target camera (Software level)[yes] goto LOCK state
[yes]

if there is  no responses from the target camera in waiting period, then abandon to lock

[no] [yes]

WAIT state
[no]
reset camera timercamera timer = timeout?

[B.4] WAIT flow chart
Process A Process B Process C

release allocated IP

Types of camera disconnection (Hardware Level):1. camera is unplugged from socket.2. camera is power down.3. camera cannot function.

 
Figure 5e 
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camera disconnect (Hardware Level)?[no]
goto UNLOCK state [yes]

LOCK state
receive video data from locked camerawaiting message from locked camera[no message]is message from the target camera?[no] [new message]

disconnect camera (Software level)[yes]
discovery timer = timeout?[no][no]

reset heart-beat timer[yes] send DISCOVERY message[yes]
reset heart-beat timerheart-beat is timeout? reset discovery timer

1. capture video from the locked camera2. send DISCOVERY periodically

If no message is recevied from the locked camera,we can assume the camera is lost

[B.5] LOCK flow chartProcess A Process B Process C Process D

release allocated IP Types of camera disconnection 1. camera is unplugged from socket.2. camera is power down.3. camera cannot function.
including HEART-BEAT signal from locked camera.

 
Figure 5f 


