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SHORT-DURATION DIGITAL CERTIFICATE ISSUANCE BASED ON
L ONG-DURATION DIGITAL CERTIFICATE VALIDATION

CROSS-REFERENCE TO RELATED APPLICATION
[01] This application is a continuation of U.S. PateppHAcation No. 14/570,867, filed
December 15, 2014, entitled “SHORT-DURATION DIGITARERTIFICATE ISSUANCE
BASED ON LONG-DURATION DIGITAL CERTIFICATE VALIDATION,” the disclosure of
which is incorporated herein by reference in itdrety. The disclosure of the complete
specification of Australian Patent Application Nd.201704594T, as originally filed and as

amended, is incorporated herein by reference.

BACKGROUND
[02] A certificate authority generally issues digitaltdecates to customers to enable these
customers to establish secure communications ey @ntities and allow these other entities to
authenticate these customers. In order to issugitalctertificate to a customer, the certificate
authority may need to validate information regagdime customer by examining government
databases, third-party databases and servicestla@dcustomer techniques. If the information
regarding the customer can be validated by thé&icate authority, the certificate authority may
generate and issue the digital certificate to tietamer. However, such validation techniques
may be a time and resource extensive activity. Thaggiests for multiple digital certificates may
not be desirable, as the expense and time requairetain these digital certificates may be

significant.

BRIEF DESCRIPTION OF THE DRAWINGS
[03] Various embodiments in accordance with the predisotosure will be described with

reference to the drawings, in which:

[04] FIG. 1 shows an illustrative example of an envirenirin which various embodiments

can be implemented;

[05] FIG. 2 shows an illustrative example of an envirentrin which various components

of a certificate authority service are collectivebnfigured to issue long-duration digital
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certificates and short-duration digital certificmte a customer in accordance with at least one

embodiment;

[06] FIG. 3 shows an illustrative example of an envirentrin which a certificate authority
service issues a short-duration digital certifidata customer upon receipt of a valid long-

duration digitakertificate in accordance with at least one embodiment;

[07] FIG. 4 shows an illustrative example of an envirentrin which a user client rejects a
long-duration digital certificate received fromastomer server in accordance with at least one

embodiment;

[08] FIG. 5 shows an illustrative example of an envirenirin which a user client is able to
utilize a short-duration digital certificate reced/from a customer server to authenticate the

customer server in accordance with at leastembodiment;

[09] FIG. 6 shows as illustrative example of a processdceiving long-duration digital
certificates and short-duration digital certificmfeom a certificate authority service in

accordance with at least one embodiment;

[010] FIG. 7 shows an illustrative example of a procesg€nerating and issuing a long-
duration digital certificate in response to a cogto request for issuance of the long-duration

digital certificate in accordance with at least one embodiment;

[011] FIG. 8 shows an illustrative example of a processifilizing a long-duration digital
certificate to authenticate a customer and isseeoormore short-duration digital certificates in

response to a customer request in accordance with at least one embodiment;

[012] FIG. 9 shows an illustrative example of a processifilizing a digital certificate to

authenticate a customer server in accordance with at least one embodiment; and

[013] FIG. 10 shows an illustrative example of an enviment in which various

embodiments can be implemented.

DETAILED DESCRIPTION
[014] In the following description, various embodimenitdl e described. For purposes of
explanation, specific configurations and detaiks set forth in order to provide a thorough

understanding of the embodiments. However, it algb be apparent to one skilled in the art that
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the embodiments may be practiced without the sjgesftails. Furthermore, well-known

features may be omitted or simplified in order twobbscure the embodiment being described.

[015] Techniques described and suggested herein reldte tesuance of a long-duration
certificate which may be utilized to request anthobshort-duration digital certificates for
server authentication. In an embodiment, an efgity., a computing device of an organization)
communicates with a certificate authority serviegch as through one or more application
programming interface (API) calls to the servieerdquest issuance of a long-duration digital
certificate. The entity may be associated with st@mer of the certificate authority service,
which may be configured to issue digital certifesito various customers to enable these various
customers to establish secure communications clawité other entities and allow these other
entities to authenticate these various customeosigfn use of the issued digital certificates. The
long-duration digital certificate may be issuedhnatlong validation period (e.g., one year or
greater) and may include an extension which maynékked as critical. This critical extension
may prevent user clients (e.g., browser applicatiostalled on a user computing device) from
accepting this long-duration digital certificats,these user clients may either not be configured

to recognize the critical extension or are confeglto reject this critical extension.

[016] Once the certificate authority service has validahe entity to ensure that a long-
duration digital certificate may be issued to thaétg, the certificate authority service may issue
this long-duration certificate to the entity or atity’s servers. Upon receipt of the long-
duration digital certificate, the entity may requsisort-duration digital certificates, which may
be utilized to establish a secure communicatioseél with a user client. For instance, in an
embodiment, the certificate authority service reegj from the entity, the long-duration digital
certificate and a request for issuance of a shandttbn digital certificate. The certificate
authority service may verify information specifigithin the long-duration digital certificate to
authenticate the entity and, upon verificationyésa short-duration digital certificate to the
entity. The short-duration digital certificate miagve a shorter validation period in relation to the
long-duration digital certificate (e.g., a few dagdew months, etc.). Further, the certificate
authority service may determine this validationgebased on the remaining validation period
of the long-duration digital certificate. For exdmpf the remaining validation period for the
long-duration digital certificate is three monttis certificate authority service may issue a

short-duration digital certificate with a validatiperiod that does not exceed three months.
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[017] In an embodiment, once the entity has obtainedhiort-duration digital certificate
from the certificate authority service, the entitgy provide this short-duration digital certificate
to a user client in order to establish a securengomications channel. The user client, upon
receipt of the short-duration digital certificateay verify the identity of the entity through
evaluation of the short-duration digital certifieatnd, through use of a public cryptographic key
obtained from the certificate authority serviceifyethe digital signature included within the
short-duration digital certificate. This may enattie user client to verify that the short-duration
digital certificate was issued by the certificatgherity service and is thus valid. Utilizing this
short-duration digital certificate, the user cliemay obtain the public cryptographic key of the
entity and utilize this public cryptographic keyeancrypt and transmit data to the entity through

the secure communications channel.

[018] In this manner, an entity may be able to obtaintiplel short-duration digital

certificates from a certificate authority serviagsbd on a previously issued long-duration digital
certificate without the need for extensive validatprocesses being performed prior to issuance
of each short-duration digital certificate. In aduh, the techniques described and suggested
herein facilitate additional technical advantagesr example, because, in some embodiments,
the long-duration digital certificate includes attemsion that is either unrecognizable and/or
causes a user client to reject the long-duratigitalicertificate, an entity may no longer be
required to revoke and request issuance of a negrdoiration digital certificate in the event the
long-duration digital certificate is compromiseduther, if a short-duration digital certificate is
compromised, the entity may revoke this short-donadligital certificate and utilize the issued
long-duration digital certificate to obtain a nelmost-duration digital certificate from the

certificate authority service without need to gootigh the entire validation process once more.

[019] FIG. 1 shows an illustrative example of an envirentil00 in which various
embodiments can be implemented. In the environh@0t a certificate authority service 102
may provide a certificate authority system thates customers of the certificate authority
service 102 to request issuance of one or moré&atiggrtificates, which may certify the
ownership of a public cryptographic key by a custofe.g., named subject, as identified within
the digital certificate). These one or more digitaitificates may allow other entities, such as a
user client 106 (e.g., browser applications) tofyehe identity of the customer and establish a

secure communications channel with the customeereldy transmissions of encrypted and non-
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encrypted data may be made. In an embodiment gtttiécate authority service 102 receives a
request from a customer for a long-duration digigatificate, which may be utilized for issuance
of short-duration digital certificates at a latené¢ so long as the long-duration digital certifecat
is still valid.

[020] The certificate authority service 102, upon recegvihe request from the customer for
issuance of the long-duration certificate, may qenfone or more validation processes to ensure
that the customer may be trusted and is authotzetitain a digital certificate from the
certificate authority service 102. For instance, tertificate authority service 102 may access
one or more government agencies, third-party datbar any other trusted information
repository to evaluate the customer, ensure tleattlstomer is what it claims to be, and that the
customer has been properly vetted for a digitaifaeate. If the customer has been properly
vetted by the certificate authority service 102 tertificate authority service 102 may issue a
long-duration digital certificate to the customer fise in obtaining shorter term short-duration
digital certificates. The long-duration digital tiécate, in some embodiments, is an X.509
certificate, which may specify the issuer of theit@i certificate, the validity period for the
certificate, the subject (e.g., customer), theesttt§ public cryptographic key, and the digital
signature of the certificate authority service 188wever, this long-duration digital certificate
may further specify a critical extension that magicate that the long-duration digital certificate
is to be utilized only for validation purposes. Jlritical extension may not be recognized by
some user clients 106 and, as a result, may benatitally rejected by these user clients 106.
Alternatively, the user clients 106 may be confeglito reject any digital certificates that include

this critical extension.

[021] Once the customer has received this long-duraigitel certificate from the

certificate authority service 102, the customemuigh one or more customer servers 104, may
submit a request to the certificate authority senii02 to obtain one or more short-duration
digital certificates usable to establish a secoraraunications channel with a user client 106
and enable the user client 106 to authenticateub®mer server 104. The request to the
certificate authority service 102 may include tf@@mentioned long-duration digital certificate.
Upon receiving the request from the one or mor¢éocner servers 104, the certificate authority
service 102 may evaluate the long-duration digiatificate to verify the identity of the

customer and ensure that the long-duration digésificate is still valid. In an embodiment, the
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request may be digitally signed using the custosngrivate cryptographic key corresponding to
a public cryptographic key specified within the geduration digital certificate to assure the
certificate authority service 102 that it is isguthe one or more short-duration digital
certificates to the same entity that the certiBcatithority service 102 originally issued the long-
duration digital certificate to. The certificatetlaarity service 102 may use the public

cryptographic key of the long-duration digital cicate to verify the digital signature.

[022] The certificate authority service 102, upon venfythe identity of the customer that
has provided the request, may evaluate the longtiduardigital certificate to determine the
remaining validation period for this digital certiite. The certificate authority service 102 may
utilize this information to establish a validityrped that may be specified within the one or more
short-duration digital certificates. For instaniééhe remaining validation period for the long-
duration digital certificate is three months, tleetiéicate authority service 102 may issue a short-
duration digital certificate that has a validatperiod that does not exceed the remaining three
month period defined in the long-duration digitattdicate. Alternatively, a customer, through
the request, may specify a desired validation pefioo the short-duration digital certificate, so
long as the desired validation period does notextlee remaining validation period of the

provided long-duration digital certificate.

[023] The certificate authority service 102 may also gateethe short-duration digital
certificate to include the same public cryptogratey specified within the long-duration digital
certificate. This may enable the short-durationtdigertificate to serve as a proxy for the long-
duration digital certificate and enable acces$éouser client 106 or other entity. For instance,
the long-duration digital certificate may be isstedhe customer through a physical implement,
such as a smart card, badge or other device thahmee stored within it the long-duration
digital certificate. A customer may present the groard, badge or other device to the certificate
authority service 102 through a computing devica @mote location. Based at least in part on
the analysis of the long-duration digital certiteeavithin the smart card or other device, the
customer may be issued with a short-duration digadificate that may be valid for a shorter
period of time. This may enable the customer t@ssthe remote location utilizing this newly
issued short-duration digital certificate, whichyntee valid only during his/her time at this
remote location. In an alternative embodiment sthert-duration digital certificate may further

specify a different customer cryptographic key tianone specified within the long-duration
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digital certificate. This may enable the custonoeravoke the short-duration digital certificate if
compromised without exposing the customer cryptagakey specified within the long-

duration digital certificate.

[024]  Once the customer, through the one or more custsereers 104, has received the one
or more short-duration digital certificates frone ttertificate authority service 102, the customer
servers 104 may now transmit data to one or mageclents 106 along with the received one or
more short-duration digital certificates. The udent 106 may obtain, from the certificate
authority service 102, a public cryptographic kéw@ryptographic key pair which may be used
to verify the certificate authority service’s 10@ithl signature specified within the one or more
short-duration digital certificates. If the certdite authority service’s 102 digital signature is
verified to be authentic, the user client 106 matednine that the one or more short-duration
digital certificates are valid and thus use theseetify the identity of the one or more customer
servers 104 and, if verified, utilize the custoragrublic cryptographic key specified within the
short-duration digital certificates. For instaniéehe customer servers 104 are utilized to
transmit digitally signed (e.g., utilizing a custeris private cryptographic key) data to the user
client 106, the user client 106 may utilize thetooger’s public cryptographic key as specified
within the short-duration digital certificate torifg the customer’s digital signature and
determine whether the transmitted data is validisTkhe user client 106 may be utilized to

transmit information to the customer servers 1@tissy.

[025] As noted above, a customer may communicate withrt#icate authority service to
request issuance of a long-duration digital cediie that may be utilized for validation purposes
in obtaining short-duration digital certificatesirther, the customer, through one or more
customer servers, may request, from the certifigatkority service these short-duration digital
certificates, which may then be used to enable clgarts to authenticate the one or more
customer servers. The request for these shortidordigital certificates may include the long-
duration digital certificate, which the certificaaathority service may utilize to authenticate the
customer. Accordingly, FIG. 2 shows an illustrates@mple of an environment 200 in which
various components of a certificate authority sen202 are collectively configured to issue
long-duration digital certificates and short-duvatdigital certificates to a customer 212 in

accordance with at least one embodiment.
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[026] The certificate authority service 202 may providstomers 212 with an interface 204
that may enable these customers 212 to accessttifecate authority service 202. A customer
212 may utilize the interface 204 through one orar@mmmunications networks, such as the
Internet. The interface 204 may comprise certagusty safeguards to ensure that the customer
212 has authorization to access the certificateaaity service 202. For instance, in order to
access the certificate authority service 202, ooosr may need to provide a username and a
corresponding password or encryption key when utiagnterface 204. Additionally, requests
(e.g., API calls) submitted to the interface 204/meqjuire an electronic signature generated
using a cryptographic key such that the electrsignature is verifiable by the certificate

authority service 202, such as by an authorizatymtem (not shown).

[027]  Through the interface 204, the customer 212 maghiieeto submit a request for
issuance of a long-duration digital certificateotee or more customer 212 servers. As noted
above, the long-duration digital certificate mayutiéized, at a later time, to enable the
certificate authority service 202 to authentic&ie ¢ustomer 212 and issue short-duration digital
certificates to the customer 212 servers. The doe issuance of the long-duration digital
certificate may include information regarding thustomer 212, such as the customer’s 212
name, address, earnings information, and the fikgther, through the interface 204, a customer
212 may be permitted to specify the validation geffor the long-duration digital certificate,

which may then be specified within the long-dunatehgital certificate.

[028] Once the certificate authority service 202 hasivecethe customer’s 212 request for
issuance of a long-duration digital certificates thterface 204 may transmit the request to a
management sub-system 206, which may be configorptbcess the request and determine
whether the customer 212 may be issued a longidardigital certificate. For instance, the
management sub-system 206 may be configured teagoyernment agency databases and
other third-party databases to determine, baskshsit in part on customer 212 information
provided with the request, whether the customerrgag be issued a long-duration digital
certificate. For example, if the management sulbesy206 determines, based at least in part on
information specified within a third-party databag®t the customer 212 cannot be trusted, the
management sub-system 206 may deny the custoni&’'seguest for a long-duration digital
certificate. If the management sub-system 206 deters that the customer 212 may be issued a

long-duration digital certificate, the managemari-system 206 may store the customer’s 212
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information within a customer profile repository® Further, the management sub-system 206
may access a certificate data store 208 to obteéntdicate template that may be utilized to
generate the long-duration digital certificate. Fmtance, the management sub-system 206 may
obtain an X.509 digital certificate template froine tcertificate data store 208 and utilize this
template to generate a long-duration X.509 digieatificate for the customer 212. The
management sub-system 206, through the interfa¢er@fy provide the customer 212 with the

newly generated long-duration digital certificate.

[029] In an embodiment, the management sub-system 2@ffispewithin the long-duration
digital certificate, a critical extension that magt be recognizable by a user client or may be
rejected by the user client. For instance, thécatiextension may be a “validation-only”
extension that may signal, to a user client, thatdigital certificate may not be utilized for
authenticating a customer 212. This critical exitmmsnay include information on the one or
more validations performed to authenticate theaust 212, such as the date the validation was
performed, the standards or requirements which weed for customer 212 validation, and/or

an identifier of the customer 212 of the certifecauthority service 202 for whom the validation

was performed.

[030] Ata later time, the customer 212, through one orencustomer 212 servers, may again
access the interface 204 to request creation obon®re short-duration digital certificates,
which may be used to establish a secure communitsathannel with a user client and enable
the user client to authenticate the customer 2bh&.r€équest may include the long-duration
digital certificate previously issued to the cuser@12. Further, in some embodiments, the
request may be digitally signed by the customeruiflg the customer’s 212 private
cryptographic key, which may correspond to a putiiptographic key specified within the
original long-duration digital certificate. Uponcedpt of the request, the management sub-
system 206 may evaluate the long-duration diggalifccate to determine the remaining
validation period for the long-duration digital técate. For instance, the long-duration digital
certificate may include a validity period field gifging the start data and expiration date for the
long-duration digital certificate. Based at leaspart on the specified expiration date, the
management sub-system 206 may be able to calecb&atemaining validation period for the

long-duration digital certificate.



[031] Additionally, if the request has been digitallyrsegl by the customer 212, the
management sub-system 206 may access the custoofiey ppository 210 to obtain a
cryptographic key corresponding to this particalastomer 212 that may be used to verify the

275 digital signature included with the request anduemshat the received request is valid. If the
management sub-system 206 determines, based anlgast on information specified within
the long-duration digital certificate, that the mmer 212 is what it purports to be, the
management sub-system 206 may access the ceetifiatd store 208 to obtain a digital
certificate template which may be used to gendlet@equested one or more short-duration

280 digital certificates. The one or more short-dunatitigital certificates may be similar to the long-
duration digital certificate with the exceptiona#rtain specified information. For instance, the
short-duration digital specification may specifyaidity period that less than or equal to the
remaining validation period for the long-duratiagital certificate. For instance, if the
remaining validation period for the long-duratiagithl certificate is three months, the

285 management sub-system 206 may specify, withinibegluration digital certificate, that the
validity period for the short-duration digital dédate is any value less than or equal to three
months. The expiry date for the short-durationtdigtertificate may thus either coincide with
the expiry date of the long-duration digital cectite or be sooner than the expiry date of the

long-duration digital certificate.

290 [032] Further, the short-duration digital certificate mat include the critical extension
specified within the long-duration digital certéite. This may enable user clients to utilize the
short-duration digital certificate to authenticttte customer 212 and enable user clients to
communicate securely with the customer 212. In semkodiments, the management sub-
system 206 may generate a short-duration digitéificate that specifies an alternative customer

295 212 cryptographic key to the cryptographic key gpgtwithin the original, long-duration
digital certificate. This may help reduce the likebd that the long-duration digital certificate
and, thus, the original customer 212 cryptogragkig may become compromised as a result of

a short-term digital certificate breach.

[033] Once the management sub-system 206 has generatedelor more short-duration
300 digital certificates in response to the customé Zhjuest, the management sub-system 206 may
access the customer’s 212 profile within the custopmofile repository 210 to specify the

number of short-duration digital certificates issuene corresponding customer 212
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cryptographic keys, and any other information thaiy be useful in generating digital

certificates on behalf of the customer 212 aterlane. The management sub-system 206,
through the interface 204, may issue these shaodtidn digital certificates to the customer 212,
who may provide these short-duration digital cexdies to user clients to enable these user
clients to authenticate the customer 212 and trargata securely over a secure communications
channel to the customer 212. Further, these shwatidn digital certificates may enable the
customer 212 to digitally sign his/her data andrgptcdata that is to be transmitted to the user
clients.

[034] As noted above, a customer may transmit a requaelsiding a previously issued long-
duration digital certificate to a certificate autityp service to obtain one or more short-duration
digital certificates that may be transmitted torugeents such that these user clients may utilize
the short-duration digital certificates to autheate the customer. Accordingly, FIG. 3 shows an
illustrative example of an environment 300 in whéchertificate authority service 304 issues a
short-duration digital certificate 308 to a custor®@2 upon receipt of a valid long-duration
digital certificate 306 in accordance with at leasé embodiment. In the environment 300, a
customer 302, as part of the request to the aatdiauthority service 304 for issuance of one or
more short-duration digital certificates 308, magvide a long-duration digital certificate 306
previously issued by the certificate authority $e#\804 to the customer 302. As noted above,
the long-duration digital certificate 306 may sfeeai validity period, which may include a start
date (e.g., “Not Before” field, as illustrated i3 3) and an expiry date (e.g., “Not After” field,
as illustrated in FIG. 3). This validity period mdgfine the duration for which the long-duration
digital certificate 306 is valid. Further, this ity period may enable the certificate authority
service 304 to determine the remaining validatienqa for the long-duration digital certificate
306. For instance, the certificate authority sen804 may utilize the expiry date and the current
date and time to calculate the remaining validagpienod for the long-duration digital certificate
306.

[035] The long-duration digital certificate 306 may aisolude a critical extension that may
be utilized to prevent user clients from usingltirey-duration digital certificate 306 for
authenticating the customer 302. For instancd|wstrated in FIG. 3, the long-duration digital
certificate 306 may specify an extension with amitfier “Validation_Only Type — 1.01.” This

particular extension may be marked as critical, mmeathat the user client must reject the long-
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duration digital certificate 306 if it does not ogmize the critical extension. Further, as user
clients are updated to recognize this critical esi@n, the user clients may be configured to not
accept any long-duration digital certificates 3B&ttinclude this critical extension. Thus, a
customer 302 may not be able to assert its idetatiyuser client simply utilizing this long-

duration digital certificate 306.

[036] As noted above, when the customer 302 submitsuestdo the certificate authority
service 304 to obtain one or more short-duratigitali certificates 308, the customer 302 may
provide the certificate authority service 304 viltle previously issued long-duration digital
certificate 306. The certificate authority serv8@ may evaluate the long-duration digital
certificate 306 to ensure that the long-duratiagitdi certificate 306 is still valid. Further, the
certificate authority service 304 may evaluate onmore subject fields (not shown) to verify
that the customer 302 is what it purports to be.iffgtance, the one or more subject fields may
specify the given name and surname of the cust88&rthe customer’s 302 organization name
and/or unit, the state, province and country whieeeorganization may be located, a common
name (e.g., URL) for the customer 302 or othertgrdand the like. In an embodiment, the
customer 302 utilizes the cryptographic key incthidathin the long-duration digital certificate
306 to digitally sign the request to the certifecatithority service 304 in order to assure the
certificate authority service 304 that the shontation digital certificates 308 are going to be

iIssued to the same customer 302 that was issuddrtyeluration digital certificate 306.

[037] Once the certificate authority service 304 hasentibated the customer 302 through
use of the long-duration digital certificate 30&g tertificate authority service 304 may generate
and issue one or more short-duration digital dediés 308 to the customer 302. These one or
more short-duration digital certificates 308 maysbwailar to the long-duration digital certificate
306 except for a few alternate entries. For ingaas illustrated in FIG. 3, the validity perioa fo
the short-duration digital certificate 308 is skothan the validity period specified within the
long-duration digital certificate 306. For examglee certificate authority service 304 may
specify a start date equal to the date in whictstiet-duration digital certificate 308 was
generated. Alternatively, the start date for thersuration digital certificate 308 may be
defined as a later date from the date of issuahtfeeshort-duration digital certificate 308 to the
customer 302 and prior to the expiry date specifi¢tin the long-duration digital certificate
306.
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[038] In an embodiment, the short-duration digital cerdife 308 is generated to include at
least one subject field specific to the custome @0other entity specified within the same
subject field of the long-duration digital certdite 306. For instance, the short-duration digital
certificate 308 may specify the same organizat@ame, organization location (e.g., state,
province, country), and common name (e.g., URLthase specified within the long-duration
digital certificate 306. In some embodiments, thersduration digital certificate 308 may
further include additional subject fields not sfiec within the long-duration digital certificate
306. For instance, the short-duration digital iedte 308 may specify, through one or more of
these additional subject fields, an identity ofeéedated entity associated with the customer 302
for whom the short-duration digital certificate 308s been generated. Additionally, the one or
more additional subject fields included within gteort-duration digital certificate 308 may
specify a second location (e.g., state, provincantry) wherein the short-duration digital

certificate 308 may be utilized.

[039] The expiry date of the short-duration digital destite 308 may be defined by the
certificate authority service 304 based at leagiairt on the expiry date specified within the
long-duration digital certificate 306 and/or cus&mB02 request. For instance, as illustrated in
FIG. 3, the expiry date specified within the shdutation digital certificate 308 is earlier than
the expiry data specified within the long-durataigital certificate 306. The validity period for
the short-duration digital certificate 308 may l&ficed by the certificate authority service 304
or by the customer 302 through the request, soaarthe validity period for the short-duration
digital certificate 308 does not exceed the remngmalidation period for the long-duration

digital certificate 306.

[040] The short-duration digital certificate 308 may mmlude the critical extension included
within the long-duration digital certificate 306athprevents use of the digital certificate by user
clients. For instance, as illustrated in FIG. & short-duration digital certificate 308 does not
include the extension “Validation_Only Type — 1'0hstead, the extensions specified within the
short-duration digital certificate 308 may enalderuclients to utilize the short-duration digital
certificate 308 to authenticate the customer 3@Rfanother purposes (e.g., data validation, data
decryption, etc.). When the short-duration digitatificate 308 expires, the customer 302 may
again submit a request to the certificate authagtyice 304, along with the long-duration

digital certificate 306, to obtain new short-dupatdigital certificates 306.
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[041] As noted above, long-duration digital certificaiesued by a certificate authority

service to a customer may not be utilized to vetify authenticity of a customer’s assertion of
his/her identity. For instance, the long-duratiaogitel certificate may include critical extensions
that may not be recognized by one or more usentslier may indicate to these one or more user
clients that the long-duration digital certificatey not be accepted for customer authentication.
Accordingly, FIG. 4 shows an illustrative exampfean environment 400 in which a user client
404 rejects a long-duration digital certificate 486eived from a customer server 402 in

accordance with at least one embodiment.

[042] The long-duration digital certificate 406 may inddumany of the similar fields
included in regular digital certificates. For inste, the long-duration digital certificate 406 may
specify the validity period for the certificateethustomer to whom the long-duration digital
certificate 406 was issued, a customer cryptograkdy, and a certificate authority service
digital signature, which may be used to verify ttiet long-duration digital certificate 406 is
valid. However, the long-duration digital certifiead06 may include one or more critical
extensions that may be utilized to specify thatltimg-duration digital certificate 406 is for
validation only. For instance, as illustrated iGF#, the long-duration digital certificate 406
may specify an extension with an identifier “Valida_Only Type — 1.01.” This particular
extension may be marked as critical, meaning tiatser client 404 must reject the long-
duration digital certificate 406 if it does not ogmize the critical extension. Further, as user
clients 404 are updated to recognize this crigsaénsion, the user clients 404 may be
configured to not accept any long-duration digidtificates 406 that include this critical

extension.

[043] If the user client 404 receives this long-duratiligital certificate 406 from a customer
server 402, the user client 404 may discard theived data from the customer server 402 and
terminate the communications channel with the custcserver 402. Thus, customers may only
be permitted to utilize the long-duration digitaktficate 406 for validation purposes in
conjunction with the certificate authority servi€irther, this may limit the exposure of the
long-duration digital certificate 406 to a wide @&rtte, thereby potentially reducing the risk that
the long-duration digital certificate 406 and, henthe customer’s public cryptographic key may
be compromised.
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[044] As noted above, a customer, through one or mor@Ties servers, may request one or
more short-duration digital certificates from atfmate authority service. The request may
include a long-duration digital certificate, whiotay enable the certificate authority service to
authenticate the customer and utilize informatipacfied within the long-duration digital
certificate to define the validity period for theeoor more short-duration digital certificates & b
issued to the customer. These one or more shoatidardigital certificates may be utilized by
the customer to assert his/her identity to a ukemtcand enable the user client to authenticate
the customer. Accordingly, FIG. 5 shows an illusteaexample of an environment 500 in which
a user client 504 is able to utilize a short-dwratligital certificate 506 received from a
customer server 502 to authenticate the customeerse02 in accordance with at least one
embodiment. The user client 504 and the custormeesB02 may be similar to the user client

and customer server illustrated in FIG. 4.

[045] In the environment 500, a customer server 502 magnginit data and a short-duration
digital certificate 506 to a user client 504. Tteewuclient 504 may be a browser application
which a user may interact with to access the cust@®arver 502. When the user client 504
initiates communications with the customer sen@s, 3he customer server 502 may respond by
providing the user client 504 with certain data #relshort-duration digital certificate 506. The
short-duration digital certificate 506 may spechyg identity of the customer, a validity period
for the short-duration digital certificate 506, @stomer public cryptographic key, and a digital
signature of the certificate authority service tisatied the short-duration digital certificatehe t
customer server 502. In addition to this informatithe short-duration digital certificate 506
may specify one or more extensions, which may lee ts specify that the short-duration digital
certificate 506 may be utilized for particular posps. For instance, as illustrated in FIG. 5, the
short-duration digital certificate 506 may inclualéBasic Constraints” extension, which may be
used to limit a path length for a certificate chaWhile the “Basic Constraints” extension is used
extensively throughout the present disclosureHergurpose of illustration, additional and/or

alternative extensions may be specified within@tstluration digital certificate 506.

[046] However, in contrast to the long-duration digitattdicate illustrated in FIG. 4, the
short-duration digital certificate 506 may not Spea critical “validation-only” extension, such
as the “Validation_Only Type — 1.01” extension sfied within the long-duration digital

certificate illustrated in FIG. 4. Thus, the shduration digital certificate 506 may be recognized
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by the user client 504 and enable the user cli@4ttd utilize the short-duration digital certifieat
506 to authenticate the customer server 502 amaljgh use of the certificate authority service’s
public cryptographic key, validate the certificatghority service digital signature specified
within the short-duration digital certificate 508us, if the user client 504 is able to authengicat
the customer server 502 and verify that the shor&itbn digital certificate 506 is valid, the user
client 504 may engage in further communication$whe customer server 502 through a secure

communications channel.

[047] As noted above, a customer may submit a requestéotificate authority service to
request issuance of a long-duration digital cedti, which may be utilized only for validation
purposes between the customer and the certificabmaty service. Further, once the long-
duration digital certificate has been issued toctiigtomer, the customer may submit new
requests to the certificate authority service $suance of one or more short-duration digital
certificates that may be used by user clients tbemticate the customer and enable secure
communications between the customer and theseclisets. The new requests for issuance of
the one or more short-duration digital certificatesy include the aforementioned long-duration
digital certificate, which the certificate authgrgervice may utilize to authenticate the customer
and obtain information necessary to define therpatars of the short-duration digital
certificates. Accordingly, FIG. 6 shows as illusitra example of a process 600 for receiving
long-duration digital certificates and short-duvatdigital certificates from a certificate authgrit
service in accordance with at least one embodinfdma.process 600 may be performed by a
customer through one or more customer servers hwhayy be configured to enable

communications between the customer and the catifiauthority service.

[048] In order for a customer to obtain a long-duratiggitdl certificate, the customer may be
required to provide to the certificate authorityvéee certain information that the certificate
authority service may utilize to properly vet thestomer as a trustworthy entity that may be
entrusted with a long-duration digital certificak@r instance, the certificate authority service
may access one or more databases maintained byngoset agencies, trusted third-party
databases and other trusted information repositdéoieletermine whether the customer may be
trusted. Thus, the customer may be required tefgadD2 one or more certificate authority

service validation requirements in order to obtalong-duration certificate.
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[049] If a customer is able to satisfy the certificatéhauty service validation requirements,
the certificate authority service may generateng{duration digital certificate. This long-
duration digital certificate may specify a longidély period (e.g., one year or longer) and a
particular critical extension that may specify ttieg long-duration digital certificate may only be
used for validation purposes by the certificatéarity service. Thus, the long-duration digital
certificate may not be accepted by user clientsalaconfigured to recognize this particular
critical extension. Alternatively, the critical @xtsion may not be recognized by a user client,
which may cause the user client to reject the Idagtion digital certificate. The validity period
of the long-duration digital certificate may be idefl by the certificate authority service or the
customer through his/her request to the servicéh Ye long-duration digital certificate
generated, the certificate authority service mayeasthe long-duration digital certificate to the
customer for use. Thus, the customer may receidet&®long-duration digital certificate from

the certificate authority service.

[050] At any time after having received the long-duratitigital certificate from the
certificate authority service, the customer maynsul606 a request to the certificate authority
service for issuance of one or more short-duraligital certificates that may be utilized for
authentication purposes when communicating with@mnaore user clients. The request may
include the aforementioned long-duration digitatifieate, which the certificate authority
service may utilize to verify the identity of thestomer and ensure that the customer is
authorized to obtain the requested one or mord-shwation digital certificates. In an
embodiment, the request submitted to the certdieaithority service is digitally signed by the
customer by utilizing the customer’s private crygtphic key corresponding to a public
cryptographic key specified within the long-duratidigital certificate. The certificate authority
service may use the public key of the long-duratertificate to verify the digital signature. This
enables the certificate authority service to ensaéethe short-duration digital certificates will

be issued to the same entity that was issued tigedaration digital certificate previously.

[051] Once the certificate authority service has validdte customer through use of the
long-duration digital certificate, the certificadathority service may generate one or more short-
duration digital certificates that may be issuethi customer. These short-duration digital
certificates may have a shorter duration or valigériod than the long-duration digital

certificate. For instance, the certificate authosgrvice may define the validity period for the
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short-duration digital certificates based at l@agtart on the remaining validation period for the
long-duration digital certificate. Alternativelypé customer may request a particular validity
period for these short-duration digital certificatso long as the validity period is less than or
equal to the remaining validation period for thededuration digital certificate. This may

prevent the certificate authority service from iagua short-duration digital certificate that has
an expiry date that is later than the expiry détin@® long-duration digital certificate. The short-
duration digital certificates may also omit thetical extension specified within the long-
duration digital certificate. This may enable thekert-duration digital certificates to be utilized
by user clients to authenticate the customer. @meshort-duration digital certificates have been
generated, the customer may receive 608 thesedin@tion digital certificates from the

certificate authority service.

[052] Once the customer has received the one or morédliation digital certificates from
the certificate authority service, the customer m@ljze 610 these one or more short-duration
digital certificates for authentication purposest lstance, a customer server of the customer
may provide user clients with a copy of a shortation digital certificate to enable, for instance,
the user clients to determine that they are comaatiinig with a server authorized to operate on
behalf of a domain name specified in the shortlumadigital certificate. The short-duration
digital certificate may include a certificate autityservice digital signature, which may be
validated by the user client through use of thdipusyptographic key obtained from the
certificate authority service and maintained byubker client, e.g., in a data storage location for
trusted certificates. If the digital signature &idated, the user client may determine that the
short-duration digital certificate is authentic andy be used to ensure that the customer is what
it purports to be.

[053] As noted above, a certificate authority service megive a request from a customer
for issuance of a long-duration digital certificatdis long-duration digital certificate may be
utilized for validation purposes between the custioand the certificate authority service. For
instance, the long-duration digital certificate nsgcify a critical extension that may cause user
clients to reject the digital certificate if proed to the user clients by the customer or any other
entity. However, the certificate authority servinay utilize this long-duration digital certificate

to validate the customer and issue short-duratigitadi certificates that may be used for

authentication upon request. Accordingly, FIG. @ve$ an illustrative example of a process 700
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for generating and issuing a long-duration digittificate in response to a customer request for
issuance of the long-duration digital certificateaccordance with at least one embodiment. The
process 700 may be performed by the aforementioediicate authority service, which may be
configured to receive requests from customers anthaunicate with other entities in order to
determine whether a customer may be entrustedlanitirterm digital certificates. Further, the
certificate authority service may be configuredémerate these long-term digital certificates
based at least in part on the customer’s requekskaown digital certificate formats and

standards.

[054] A customer may communicate with a certificate aritheervice to request issuance of
a long-duration digital certificate, which may bdined for validation purposes between the
customer and the certificate authority service. Glitomer may operate one or more servers,
which may be utilized to communicate with varioseclients during the course of business. In
order for these one or more servers to be autlaatdy these user clients and enable secure
communications between these one or more servdrasar clients, a customer may need to
acquire one or more digital certificates in ordeassure these user clients that the customer is
what it purports to be. As noted above, the longation digital certificate is to be utilized for
validation purposes. Additionally, this long-duaatidigital certificate may be required in order
to obtain short-duration digital certificates tihady be utilized for server authentication by the
user clients. Thus, the certificate authority segvinay receive 702, from a customer, a request

for issuance of a long-duration digital certificate

[055] The request from the customer may include inforomategarding the customer’s
business operations. For instance, the customelpneajde its name, address, e-mail address,
Uniform Resource Locator (URL), financial recoragldhe like to the certificate authority
service for review. This information may be necegsa determine whether the customer may be
entrusted with one or more long-duration digitatifieates. Thus, the certificate authority
service may determine 704 whether it has receiechécessary information from the customer
to perform a thorough validation process for vettine customer. If the customer has not
supplied this necessary information, as requirethbycertificate authority service, the certificate
authority service may deny 706 the customer’s regioe issuance of a long-duration digital

certificate.
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[056] If the customer has supplied the certificate authservice with the necessary
580 information required to validate the customer, ¢bgificate authority service may perform 708
one or more entity and domain validation processeerify and validate the requestor (e.g.,
customer). For instance, in some embodiments,dh#icate authority service may send one or
more electronic mail (e-mail) messages to an addhed is known as being administratively
responsible for the customer’s domain. The cedi&authority service, for example, may utilize
585 a “WHOIS” query to identify the customer domain drehsmit an authentication link to the
specified contact address included in the cust@®HOIS” entry. Additionally, or
alternatively, the certificate authority serviceyracess various government agency databases
and other third-party databases to determine, batskedst in part on the provided information,

whether the customer may be entrusted with a lamgtabn digital certificate.

590 [057] Once the certificate authority service has perfartihe entity and domain validation
processes, the certificate authority service magrdene 710 whether these processes have been
satisfied. For instance, if the certificate authyservice determines, based on an analysis of
customer information specified within governmeng¢gy databases and other third-party
databases that the customer may not be entrusteéwing-duration digital certificate, the

595 certificate authority service may deny 706 the aonr’s request. However, if the validation
processes have been satisfied, the certificat@atytiservice may generate 712 a long-duration
digital certificate that may be utilized for validan purposes between the certificate authority

service and the customer.

[058] The long-duration digital certificate may specifietissuer of the digital certificate, the
600 validity period for the certificate, the subjectge customer), the subject’s public cryptographic
key, and the digital signature of the certificatéharity service. The long-duration digital
certificate may further specify a critical extensibat may indicate that the long-duration digital
certificate is to be utilized only for validatiomposes. This critical extension may not be
recognized by some user clients and, as a resait,om automatically rejected by these user
605 clients. Alternatively, the user clients may befogured to reject any digital certificates that
include this critical extension. Once the certifecauthority service has generated this long-
duration digital certificate, the certificate autityp service may issue 714 this certificate to the

customer. Thus, the customer may now utilize tmgitduration digital certificate for validation
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purposes and as part of a request to obtain shoatidn digital certificates for communications

with one or more user clients.

[059] As noted above, a certificate authority service megive a request from a customer
for issuance of one or more short-duration digitatificates. These one or more short-duration
digital certificates, as opposed to the previousdyied long-duration digital certificate, may be
utilized by user clients to authenticate the custioand enable secure communications between
the customer and these user clients. The requesttire customer may include the previously
issued long-duration digital certificate, which masy utilized by the certificate authority service
to validate the customer and to obtain informatienessary for generating the requested short-
duration digital certificates. Accordingly, FIGs8ows an illustrative example of a process 800
for utilizing a long-duration digital certificate tauthenticate a customer and issue one or more
short-duration digital certificates in responseatoustomer request in accordance with at least

one embodiment.

[060] Similar to the process 700 described above, a mestonay communicate with a
certificate authority service to request issuarfce ghort-duration digital certificate, which may
be provided to user clients by the customer to lert@lese user clients to authenticate the
customer and transmit secure communications toub®mer. The request may include the
long-duration digital certificate previously issutedthe customer by the certificate authority
service and usable only for validation purposewbeh the customer and the certificate
authority service. In some embodiments, the redoesssuance of short-duration digital
certificates may be digitally signed using the oo®tr’s private cryptographic key included
within the long-duration digital certificate in @rdto assure the certificate authority service that
the short-duration digital certificates will beugsl to the customer. The certificate authority
service may use the public cryptographic key ofitimg-duration digital certificate to verify the
digital signature. Thus, the certificate authos&yvice may receive 802 a request for issuance of

one or more short-duration digital certificates.

[061] Once the certificate authority service has recethedequest for issuance of the one or
more short-duration digital certificates from thestomer, the certificate authority service may
examine 804 information included within the long-ation digital certificate to determine 806
whether the certificate is valid. For instance, ¢bdificate authority service may evaluate the

subject fields within the long-duration digital tiecate to determine whether the entity
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submitting the request matches the specified stbjiglein the long-duration digital certificate.
Further, the certificate authority service may deiee whether the long-duration digital
certificate has been tampered with by utilizing thduded certificate authority service digital
signature to determine the validity of the ceréfee If the certificate authority service deternsine
that the long-duration digital certificate is nalid, the certificate authority service may deny

808 the customer’s request for issuance of the-shwation digital certificate.

[062] In an embodiment, the long-duration digital cecafie may be issued by a different
certificate authority service than the certificatghority service configured to issue the short-
duration digital certificates to the customer. Ttveg-duration digital certificate may include a
certificate authority service digital signatureresponding to this different certificate authority
service. Accordingly, the certificate authority\aee may first determine whether it has a public
cryptographic key from this different certificatethority service and, if so, utilize this public
cryptographic key to verify the digital signatupgesified within the long-duration digital
certificate and validate the long-duration digtattificate. If the long-duration digital certifia

is valid, the certificate authority service may ttone examining the long-duration digital
certificate to determine whether it can issue #wuested short-duration digital certificates to the

customer.

[063] If the certificate authority service determinest i long-duration digital certificate is
indeed valid, the certificate authority service ndayermine 810 whether the long-duration
digital certificate still has a sufficient remaiginalidation period for issuance of the short-
duration digital certificates. For instance, theitieate authority service may require that a leng
duration digital certificate must have a remainuagjdation period greater than three months in
order for the certificate authority service to is&ny short-duration digital certificates based on
the long-duration digital certificate. Similarlyé certificate authority service may be configured
to only issue short-duration digital certificateghaa particular validity period. If this particula
validity period exceeds the remaining validationiqge of the long-duration digital certificate,
the certificate authority service may not be petexito generate the requested one or more
short-duration digital certificates. Thus, if therttficate authority service determines that the
long-duration digital certificate does not haveu#fisient remaining validation period, the

certificate authority service may deny 808 the congtr’s request.
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[064] Once the certificate authority service has deteechithhat the long-duration digital
certificate has a sufficient remaining validaticeripd for issuance of the requested one or more
short-duration digital certificates, the certifieatuthority service may determine 812 the validity
period of the short-duration digital certificateste issued. As noted above, the certificate
authority service may be configured to generatetsharation digital certificates with a set
validity period. Thus, these short-duration digdattificates may specify this particular validity
period. In other embodiments, a customer, throbghréquest, may specify a desired validity
period for the short-duration digital certificatéfsthe desired validity period does not exceed the
remaining validation period for the long-duratiagithl certificate, the certificate authority
service may utilize this desired validity periodcculate the start date and expiry date of the

requested one or more short-duration digital geatiés.

[065] The certificate authority service may utilize thegetrmined validity period of the short-
duration digital certificates and information gamekfrom the long-duration digital certificate to
generate the one or more short-duration digitdifaates. Subsequently, the certificate authority
service may issue 814 the one or more short-durdigital certificates to the customer in
response to his/her request. This may enable steroer to provide these one or more short-
duration digital certificates to various user ctgeto enable these user clients to authenticate the

customer and securely communicate with the customer

[066] As noted above, the long-duration digital certifecenay include a critical extension

that may either not be recognized by a user cbemay cause the user client, upon detection
and recognition of this extension, to not acceptlting-duration digital certificate. Thus, if a
customer provides a long-duration digital certifecto a user client, the user client may not be
able authenticate the customer and thus not conuateniurther with the customer. Accordingly,
FIG. 9 shows an illustrative example of a procé3&@r utilizing a digital certificate to
authenticate a customer server in accordance widast one embodiment. The process 900 may
be performed by any user client, such as a broaggglication installed on a user’s computing

device.

[067] When a user client establishes a communicationsnehavith a customer server, the
customer server may transmit one or more digitdlfates to the user client in order to
establish the customer server’s identity. Thesaaligertificates may include various fields

which may be used to determine whether the custsereer is who it purports to be. For
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instance, the digital certificate may include ajeabfield, which may specify the name, address
and domain of the customer and the associatedmasteerver. Further, the digital certificate
may include a certificate authority service diggajnature, which the user client may utilize to
verify that the digital certificate was issued biywsted certificate authority service and that the
digital certificate is valid. Further, the digiteértificate may include various extensions, which
may specify how the digital certificate should weqessed by the user client. Thus, upon
establishing a communications with a customer setire user client may receive 902 a digital
certificate from this customer server and may faridentify 904 any extensions specified

within the digital certificate.

[068] As noted above, long-duration digital certificateay include a critical extension that
may specify that the long-duration digital certfie may only be utilized for validation purposes
between the customer server and the issuing catéfiauthority service. This critical extension
may not be recognized by certain user clients as@ result, may cause these user clients to
reject the long-duration digital certificates. Alatively, in some embodiments, a user client
may be configured to recognize this critical extengnd, as a result, not accept the long-
duration digital certificate from the customer s hus, the user client may determine 906
whether the received digital certificate includeis t'validation only” critical extension. If the
digital certificate includes this critical extensjdhe user client may terminate 908 the
communications channel between the user clientl@dustomer, as the user client may be
unable to authenticate the customer. Howevergitctitical extension is not present, the user

client may continue 910 processing the digitaliteate to authenticate the customer server.

[069] FIG. 10 illustrates aspects of an example environrh@00 for implementing aspects in
accordance with various embodiments. As will beragipted, although a web-based
environment is used for purposes of explanatidifger@int environments may be used, as
appropriate, to implement various embodiments. digronment includes an electronic client
device 1002, which can include any appropriateaewperable to send and/or receive requests,
messages or information over an appropriate netd@@d and, in some embodiments, convey
information back to a user of the device. Examplesuch client devices include personal
computers, cell phones, handheld messaging deVagasp computers, tablet computers, set-top
boxes, personal data assistants, embedded consyatems, electronic book readers and the

like. The network can include any appropriate nekwmcluding an intranet, the Internet, a
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cellular network, a local area network, a satetiééwork or any other such network and/or
combination thereof. Components used for such &@isysan depend at least in part upon the
type of network and/or environment selected. Paltand components for communicating via
such a network are well known and will not be dgsad herein in detail. Communication over
the network can be enabled by wired or wirelessieotions and combinations thereof. In this
example, the network includes the Internet, aetheronment includes a web server 1006 for
receiving requests and serving content in respthreseto, although for other networks an
alternative device serving a similar purpose cddldised as would be apparent to one of

ordinary skill in the art.

[070] The illustrative environment includes at least application server 1008 and a data
store 1010. It should be understood that therebeaseveral application servers, layers or other
elements, processes or components, which may laeechar otherwise configured, which can
interact to perform tasks such as obtaining data fan appropriate data store. Servers, as used
herein, may be implemented in various ways, sudiaedware devices or virtual computer
systems. In some contexts, servers may refer togrgmming module being executed on a
computer system. As used herein, unless othentasedsor clear from context, the term “data
store” refers to any device or combination of desicapable of storing, accessing and retrieving
data, which may include any combination and nunolbelata servers, databases, data storage
devices and data storage media, in any standatipdited, virtual or clustered environment.
The application server can include any approphateware, software and firmware for
integrating with the data store as needed to ergexspiects of one or more applications for the
client device, handling some or all of the dataeascand business logic for an application. The
application server may provide access control sesvin cooperation with the data store and is
able to generate content including, but not limtiedext, graphics, audio, video and/or other
content usable to be provided to the user, which Ingeserved to the user by the web server in
the form of HyperText Markup Language (“HTML"), Eettsible Markup Language (“XML"),
JavaScript, Cascading Style Sheets (“CSS”) or am@ppropriate client-side structured
language. Content transferred to a client devicg Inegprocessed by the client device to provide
the content in one or more forms including, butlimited to, forms that are perceptible to the
user audibly, visually and/or through other senselsiding touch, taste, and/or smell. The
handling of all requests and responses, as wéfieadelivery of content between the client
device 1002 and the application server 1008, camabédled by the web server using PHP:
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Hypertext Preprocessor (“PHP”), Python, Ruby, Rja, HTML, XML or another appropriate
server-side structured language in this exampkhduld be understood that the web and
application servers are not required and are mesaynple components, as structured code
discussed herein can be executed on any approgdesiee or host machine as discussed
elsewhere herein. Further, operations describegirhas being performed by a single device
may, unless otherwise clear from context, be peréal collectively by multiple devices, which

may form a distributed and/or virtual system.

[071] The data store 1010 can include several separtddatdes, databases, data documents,
dynamic data storage schemes and/or other dategstarechanisms and media for storing data
relating to a particular aspect of the presentioésse. For example, the data store illustrated
may include mechanisms for storing production d&s2 and user information 1016, which can
be used to serve content for the production sitle.data store also is shown to include a
mechanism for storing log data 1014, which cansegldor reporting, analysis or other such
purposes. It should be understood that there candmgy other aspects that may need to be stored
in the data store, such as page image informatidraacess rights information, which can be
stored in any of the above listed mechanisms aopppte or in additional mechanisms in the
data store 1010. The data store 1010 is operdintjdh logic associated therewith, to receive
instructions from the application server 1008 abthim, update or otherwise process data in
response thereto. The application server 1008 mayde static, dynamic or a combination of
static and dynamic data in response to the recaenstdictions. Dynamic data, such as data used
in web logs (blogs), shopping applications, newsises and other such applications may be
generated by server-side structured languagessasitokd herein or may be provided by a
content management system (“CMS”) operating omynaler the control of, the application
server. In one example, a user, through a devieeatgd by the user, might submit a search
request for a certain type of item. In this cakBe,data store might access the user information to
verify the identity of the user and can accessctialog detail information to obtain information
about items of that type. The information then barreturned to the user, such as in a results
listing on a web page that the user is able to wiena browser on the user device 1002.
Information for a particular item of interest cam\iewed in a dedicated page or window of the
browser. It should be noted, however, that embonimef the present disclosure are not
necessarily limited to the context of web pagesnay be more generally applicable to
processing requests in general, where the reqaestsot necessarily requests for content.
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[072] Each server typically will include an operatingteys that provides executable
program instructions for the general administragod operation of that server and typically will
include a computer-readable storage medium (elgarédisk, random access memory, read
only memory, etc.) storing instructions that, wieecuted by a processor of the server, allow
the server to perform its intended functions. Su&amplementations for the operating system
and general functionality of the servers are knowoommercially available and are readily
implemented by persons having ordinary skill in &ng particularly in light of the disclosure

herein.

[073] The environment, in one embodiment, is a distridated/or virtual computing
environment utilizing several computer systems @mdponents that are interconnected via
communication links, using one or more computewnets or direct connections. However, it
will be appreciated by those of ordinary skill iretart that such a system could operate equally
well in a system having fewer or a greater numlb@omponents than are illustrated in FIG. 10.
Thus, the depiction of the system 1000 in FIG. A@utd be taken as being illustrative in nature

and not limiting to the scope of the disclosure.

[074] The various embodiments further can be implemeint@dwide variety of operating
environments, which in some cases can include ongoe user computers, computing devices
or processing devices which can be used to opamgtef a number of applications. User or
client devices can include any of a number of ganairpose personal computers, such as
desktop, laptop or tablet computers running a stathdperating system, as well as cellular,
wireless and handheld devices running mobile soéwad capable of supporting a number of
networking and messaging protocols. Such a sysksmrcan include a number of workstations
running any of a variety of commercially-availablgerating systems and other known
applications for purposes such as development atabdse management. These devices also
can include other electronic devices, such as dutenmyinals, thin-clients, gaming systems and
other devices capable of communicating via a ndtwbinese devices also can include virtual
devices such as virtual machines, hypervisors émer @irtual devices capable of

communicating via a network.

[075] Various embodiments of the present disclosurezetiit least one network that would
be familiar to those skilled in the art for supjpagtcommunications using any of a variety of

commercially-available protocols, such as Transimis€ontrol Protocol/Internet Protocol
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(“TCP/IP"), User Datagram Protocol (“UDP”), protdsmperating in various layers of the Open
System Interconnection (“OSI”) model, File TrangReotocol (“FTP”), Universal Plug and Play
("UpnP”), Network File System (“NFS”), Common Intest File System (“CIFS”) and

AppleTalk. The network can be, for example, a l@eh network, a wide-area network, a virtual
private network, the Internet, an intranet, anaxt, a public switched telephone network, an

infrared network, a wireless network, a satelliééwork and any combination thereof.

[076] In embodiments utilizing a web server, the webasecan run any of a variety of server
or mid-tier applications, including Hypertext TréarsProtocol (‘HTTP”) servers, FTP servers,
Common Gateway Interface (“CGI”) servers, datasexyvJava servers, Apache servers and
business application servers. The server(s) alsobmaapable of executing programs or scripts
in response to requests from user devices, subi asecuting one or more web applications

that may be implemented as one or more scriptsagrams written in any programming
language, such as J&y&, C# or C++, or any scripting language, sucRalsy, PHP, Perl,

Python or TCL, as well as combinations thereof. 3&ver(s) may also include database servers,
including without limitation those commercially akale from Oracl&, Microsoff’, Sybas&

and IBM® as well as open-source servers such as MySQLgiessiSQLite, MongoDB, and any
other server capable of storing, retrieving anceasing structured or unstructured data. Database
servers may include table-based servers, docunas®tdoservers, unstructured servers, relational

servers, non-relational servers or combinationtb@e and/or other database servers.

[077] The environment can include a variety of data stared other memory and storage
media as discussed above. These can reside inegywairlocations, such as on a storage
medium local to (and/or resident in) one or moréhefcomputers or remote from any or all of
the computers across the network. In a particéaosembodiments, the information may reside
in a storage-area network (“SAN”) familiar to thagelled in the art. Similarly, any necessary
files for performing the functions attributed t@tbomputers, servers or other network devices
may be stored locally and/or remotely, as approgri&here a system includes computerized
devices, each such device can include hardwareeelsithat may be electrically coupled via a
bus, the elements including, for example, at leastcentral processing unit (“CPU” or
“processor”), at least one input device (e.g., aseo keyboard, controller, touch screen or
keypad) and at least one output device (e.g.,[dadiglevice, printer or speaker). Such a system
may also include one or more storage devices, asidisk drives, optical storage devices and

solid-state storage devices such as random acarssmy (“RAM”) or read-only memory
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("ROM"), as well as removable media devices, menuands, flash cards, etc.

[078] Such devices also can include a computer-readtiriege media reader, a
communications device (e.g., a modem, a networtt @aireless or wired), an infrared
communication device, etc.) and working memoryescdbed above. The computer-readable
storage media reader can be connected with, orguwetl to receive, a computer-readable
storage medium, representing remote, local, fixetla removable storage devices as well as
storage media for temporarily and/or more permdpeontaining, storing, transmitting and
retrieving computer-readable information. The gyséand various devices also typically will
include a number of software applications, modusesyices or other elements located within at
least one working memory device, including an ofegesystem and application programs, such
as a client application or web browser. It showddappreciated that alternate embodiments may
have numerous variations from that described aldlemeexample, customized hardware might
also be used and/or particular elements might Ipdeimented in hardware, software (including
portable software, such as applets) or both. Fyrtiemnection to other computing devices such

as network input/output devices may be employed.

[079] Storage media and computer readable media forioamjacode, or portions of code,

can include any appropriate media known or useterart, including storage media and
communication media, such as, but not limited tdatile and non-volatile, removable and non-
removable media implemented in any method or teldgydor storage and/or transmission of
information such as computer readable instructidat structures, program modules or other
data, including RAM, ROM, Electrically Erasable Brammable Read-Only Memory
("EEPROM"), flash memory or other memory technolo@gpmpact Disc Read-Only Memory
("CD-ROM”), digital versatile disk (DVD) or otherptical storage, magnetic cassettes, magnetic
tape, magnetic disk storage or other magnetic g¢odavices or any other medium which can be
used to store the desired information and whichbzaaccessed by the system device. Based on
the disclosure and teachings provided herein, sopesf ordinary skill in the art will appreciate

other ways and/or methods to implement the vargsobodiments.

[080] The specification and drawings are, accordinglyegaegarded in an illustrative rather
than a restrictive sense. It will, however, be ewitthat various modifications and changes may
be made thereunto without departing from the brpoagiit and scope of the invention as set
forth in the claims.

29



890 [081] Other variations are within the spirit of the prsgisclosure. Thus, while the disclosed
technigues are susceptible to various modificataralternative constructions, certain
illustrated embodiments thereof are shown in tlaevidrgs and have been described above in
detail. It should be understood, however, thataheno intention to limit the invention to the
specific form or forms disclosed, but on the camntrthe intention is to cover all modifications,

895 alternative constructions and equivalents fallinthin the spirit and scope of the invention, as

defined in the appended claims.

[082] The use of the terms “a” and “an” and “the” andianreferents in the context of
describing the disclosed embodiments (especialtigercontext of the following claims) are to
be construed to cover both the singular and theplunless otherwise indicated herein or

900 clearly contradicted by context. The terms “compgs’ “having,” “including” and “containing”
are to be construed as open-ended terms (i.e.,ingeancluding, but not limited to,”) unless
otherwise noted. The term “connected,” when unniedli&nd referring to physical connections,
is to be construed as partly or wholly containethimi attached to or joined together, even if
there is something intervening. Recitation of rangkevalues herein are merely intended to serve

905 as a shorthand method of referring individuallgszh separate value falling within the range,
unless otherwise indicated herein and each sepaahte is incorporated into the specification as
if it were individually recited herein. The usetb€ term “set” (e.g., “a set of items”) or “subset”
unless otherwise noted or contradicted by coniext be construed as a nonempty collection
comprising one or more members. Further, unlessraibe noted or contradicted by context, the

910 term “subset” of a corresponding set does not rsaciy denote a proper subset of the

corresponding set, but the subset and the corrdsppret may be equal.

[083] Conjunctive language, such as phrases of the fatrieast one of A, B, and C,” or “at
least one of A, B and C,” unless specifically sdatéherwise or otherwise clearly contradicted by
context, is otherwise understood with the contexised in general to present that an item, term,
915 etc., may be either A or B or C, or any nonemptyset of the set of Aand B and C. For instance,
in the illustrative example of a set having threemmbers, the conjunctive phrases “at least one of
A, B, and C” and “at least one of A, B and C” refferany of the following sets: {A}, {B}, {C},
{A, B}, {A, C}, {B, C}, {A, B, C}. Thus, such conjunctive language is not generally intended to
imply that certain embodiments require at leastafis, at least one of B and at least one of C

920 each to be present.
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[084] Operations of processes described herein can be'mexd in any suitable order unless
otherwise indicated herein or otherwise clearlytaicted by context. Processes described
herein (or variations and/or combinations therewdy be performed under the control of one or
more computer systems configured with executalgteuntions and may be implemented as
code (e.g., executable instructions, one or mongpter programs or one or more applications)
executing collectively on one or more processoydydrdware or combinations thereof. The
code may be stored on a computer-readable storageim, for example, in the form of a
computer program comprising a plurality of instrans executable by one or more processors.

The computer-readable storage medium may be noskHioay.

[085] The use of any and all examples, or exemplary laggye.g., “such as”) provided
herein, is intended merely to better illuminate ediments of the invention and does not pose a
limitation on the scope of the invention unlesseotfise claimed. No language in the
specification should be construed as indicatingraomy-claimed element as essential to the

practice of the invention.

[086] Embodiments of this disclosure are described hemttuding the best mode known to
the inventors for carrying out the invention. Véinas of those embodiments may become
apparent to those of ordinary skill in the art upeading the foregoing description. The

inventors expect skilled artisans to employ sudiatians as appropriate and the inventors

intend for embodiments of the present disclosutgetpracticed otherwise than as specifically
described herein. Accordingly, the scope of the@nédisclosure includes all modifications and
equivalents of the subject matter recited in tlaénts appended hereto as permitted by applicable
law. Moreover, any combination of the above-desttiblements in all possible variations

thereof is encompassed by the scope of the prdsahbsure unless otherwise indicated herein

or otherwise clearly contradicted by context.

[087] All references, including publications, patent aggtions and patents, cited herein are
hereby incorporated by reference to the same eateifiteach reference were individually and

specifically indicated to be incorporated by refexe and were set forth in its entirety herein.
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CLAIMS

WHAT IS CLAIMED IS:
1. A computer-implemented method comprising:

receiving a request to issue a second digitalfoate;

determining, based at least in part on a firstttgliperiod specified in a first digital
certificate, whether to issue the second digitdifceate; and

issuing the second digital certificate to have@asd validity period that is shorter than
the first validity period.
2. The computer-implemented method of claim 1, wimer

the request includes a digital signature; and

the method further comprises verifying the diggignature using a public cryptographic
key specified by the first digital certificate.

3. The computer-implemented method of claim 1 hericomprising using the first validity
period to verify that the first digital certificat&s not expired and can be utilized for issuaiice o
the second digital certificate.

4. The computer-implemented method of claim 1, wimethe second digital certificate is
issued to have one or more subject fields not adeduwithin the first digital certificate.

5. A system, comprising:
one or more processors; and
memory that stores computer-executable instructioats if executed, cause the one or
more processors to:
receive a request to issue a second digital certificate;
determine, based at least in part on a first Mgligkeriod specified in a first digital
certificate, whether to issue the second digitdiifteate; and
issue the second digital certificate to have as@s@lidity period that is shorter
than the first validity period.
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6. The system of claim 5, wherein the requestdoaghe second digital certificate includes

the first digital certificate.

7. The system of claim 5, wherein the first digdattificate further specifies a date of
validation of an entity prior to issuance of thestfidigital certificate, one or more standards

usable to validate the entity, and an identifiaresponding to the entity.

8. The system of claim 5, wherein the second digésificate comprises one or more

subject fields not specified in the first digitartficate.

9. The system of claim 5, wherein the first digtattificate specifies a public cryptographic

key that corresponds to a private cryptographic key

10. The system of claim 9, wherein the requesigsally signed utilizing the private

cryptographic key corresponding to the public cogpaphic key.

11. The system of claim 9, wherein the secondaliggrtificate includes a second public
cryptographic key that is distinct from the puldigptographic key specified in the first digital

certificate.

12. The system of claim 5, wherein the first digitartificate is an X.509 digital certificate.

13. A non-transitory computer-readable storage oradiaving stored thereon executable
instructions that, as a result of being executedr®/or more processors of a computer system,
cause the computer system to at least:

determine, in response to a request to issue agetigital certificate and based at least
in part on a first validity period specified iniest digital certificate, whether to issue the seto
digital certificate; and

issue the second digital certificate to have as@s@lidity period that is shorter than the

first validity period.
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14. The non-transitory computer-readable storagéiuneof claim 13, wherein the first
digital certificate further specifies a date ofidation of an entity prior to issuance of the first
digital certificate, one or more standards fordaling the entity, and an identifier corresponding

to the entity.

15.  The non-transitory computer-readable storagdiuneof claim 13, wherein the request

to issue the second digital certificate includesfttst digital certificate.

16.  The non-transitory computer-readable storagdiumeof claim 13, wherein:
the request includes a digital signature; and
the executable instructions further cause the coenmystem to verify the digital

signature using a public cryptographic key spedifigthin the first digital certificate.

17.  The non-transitory computer-readable storagdiumeof claim 16, wherein the second
digital certificate includes a second public cryptphic key that is distinct from the public

cryptographic key specified within the first diditzertificate.

18.  The non-transitory computer-readable storagdiumeof claim 13, wherein the second
digital certificate includes one or more subjeetds that are distinct from a set of subject fields

included in the first digital certificate.

19.  The non-transitory computer-readable storagdiuneof claim 13, wherein the
executable instructions further cause the commygtem to determine a validity period from the

request to determine whether to issue the secaiididiertificate.
20.  The non-transitory computer-readable storagdiumeof claim 13, wherein the second

digital certificate is usable for authenticationao$erver associated with an entity that submitted

the request.
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