LOSS PROTECTI ON SYSTEM FOR PORTABLE MEDI A Field of the Invention This
invention relates to portable nedia for storing electronic data. Mre

parti cul avbypiowihomssi nvention relates to a system for precesGoy/ovées | oss of
the media and/or data stored by the nedia. Still nore particularly, this
invention relates to application stored on the nedia and | oaded into
execut abl e nenory of a systemto cause the systemto nonitor a triggering
event and performa security function when the triggering event occurs.

Summary of the Prior | { one of the

easi est ways to stor'éégﬁﬁ(?gﬁg?lgﬁq %Xﬁéi‘"%g&’?ﬁ%@%%ﬁ@dﬁe medi a such as
di sks, conpact disks, nenory sticks and the |ike. However, security of the
data has al ways been an issue for portable nedia. One specific problemis

that a user often forgets to renpy ortable nmedia froma conputer
system after use and | eaves then%'ce)iraqéft}ﬁgl? e&%'é’r\/vith t he conputer system

of e v The gl bR At bOE A BN L RN, 2! et
D, o . AAERE) TR B L8 o HBISENETY) TGy B8 7Dl gL
rovever | bR B X 81 SR RO B8 e
IR PSP PRERES 8 13880 s LSS PRHE R £ SR e
data has %eﬁﬁ%nft’cﬁ’eéj tljid&er‘iﬂf e%ﬁtand-rgeerfo?rgcé ¥8ct:dn J‘fu%fcticgnh%hen the triggering event
occurs.
10
Summary of the Prior Art
Since the first use of computers, one of the easiest ways to store and transfer
data is by using portable media such as disks, compact disks, memory sticks and the like.
However, security of the data has always been an issue for portable media. One specific
15  problem is that a user often forgets to remove the portable media from a computer
system after use and leaves the portable media with the computer system after use. The

data is then lost to the user and a subsequent user of the system may find the portable

media and have access to the data.

20 To protect the data from being available to subsequent users of the portable
media, those skilled in the art began to protect the data with a password. However, this is
commonly only a deterrent as many password breaking algorithms are known and can be
used to overcome the password protection. Thus, password protection does not provide
adequate protection for sensitive data that a user may wish to protect.

25

Encryption of the stored data has been used in the past. The encryption of the

data is a better method for ensuring the data is not accessible by another user that finds



data is a better nethod for ensuring the data is not accessible by another
user that findsthe portable nedia. However, encryption is only as good as
t he encr ywiDi2or0/lkeBsused to encrypt the data. Further nor @CTdaRe0I®NE0OY Pt i on
does not address the issue of the user retrieving the data stored on the
media. In the past, the size of the portable nedia has nade it problematic
to provide any features for |oss protection. As technol ogy has advanced, it
has become possible to include |oss protection features for the nedia. Mst
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Some of these features use a transceiver system connected o the media that
communicates via Radio Frequency (RF) or other types of signals with a transceiver
system in a portable device carried by the user. The signals are used to determine when
the portable media is outside of a predetermined range. When the portable media is
15  outside the predetermined range from the portable device of the user, an alarm or other
method of alerting the user is activated in the device carried by the user and/or the
portable media. These features have several drawbacks. First, the signals may be
blocked by the physical features of the connected computer system or the room in which
the computer system is housed causing false reporting. A second disadvantage is that
20 the user must carry the portable device at all times the portable media is used. A third
disadvantage is the circuitry can either increase the size of the portable media making the
media more cumbersome to use or the circuitry takes up valuable space in the media that

reduces the amount of memory for storing data in the device.

25 Other security features for portable media include circuitry connected to the
portable media that detects whether the media is connected to a computer system.

Some portable media having these features include an internal timer that performs a



portable nedia that detects whether the nedia is connected to a conputer
system Sone portable nmedia having these features include an internal tiner
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Summary of the Invention
The above and other problems are solved and an advance in the art is made by a
loss protection system for a portable media in accordance with this invention. A first
advantage of a system in accordance with this invention is that the system may be
15  installed in any media without additional circuitry. This allows a system in accordance
with this invention to be installed on existing devices that have sufficient memory space.
Further, no additional manufacturing steps are needed to assemble the devices. A
second advantage of a system in accordance with this invention is that, since no
additional circuitry is needed, the size and portability of a portable device is not effected.
20  Thus, a portable media device including a loss protection system in accordance with this
invention is as portable and easy to carry and use as prior art portable media devices. A
third advantage of a loss protection system in accordance with this invention is that the
system may protect both against physical loss of the device and loss of data stored by the
media when the media is physically lost by a user.
25
In accordance with this invention, a loss protection system is instructions stored as.

software, hardware, or firmware in a portable media device that operates in the following



medi a when the nedia is physically lost by a user. In accordance with this
invention, a | oss protection systemis instructions stored as software,

har dwar e,worzofo/mosare in a portabl e nmedi a device that opersGesoonohe

fol |l owi ngmanner. The instructions for the systemare | oaded fromthe nedia
into a menory of a processing systemwhen the nedia is connected to the
processi ng systens. The systemthen nonitors the processing systemfor a
first triggering event. V\hen the first triggering event is detected, the
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device for a specified amount of time. In particular embodiments, the connected device
may be a keyboard, a mouse, or other type of I/O device. In other embodiments, the first

triggering event may be a lack of activity over the system for a specified amount of time.

15 In accordance with some embodiments of this invention, the security function
performed may be the transmission of a message to the user indicating that the portable
media device is still connected to the processing system. A message may be sent in the
following manner. First, the processing system generates the message. The processing
system then reads an address from a memory in either the processing system or the

20 portable media device and transmits the message to the read address. Depending on the
embodiment, the message may be an e-mail, short message service (SMS) message toa
mobile telephone, and/or a dialog box displayed on a video device connected to the

processing system

25 In accordance with other embodiments of the invention, the security function may
be encryption of the data stored by the portable media device. The encrypting function

begins by the processing system reading the data stored by the media of the portable



processi ng system I n accordance with other enbodi nents of the invention,
the security function may be encryption of the data stored by the portable
medi a dewvoesiorhiersencrypting functi on begi ns by the pro®eISGagIgYeindEm
reading the data stored by the nedia of the portablenmedia device. The data
is then encrypted by the processing system The encrypted data is then
stored by the processing systemin the media of the portable media device.
I n accordance with other enbodiments of the invention, the security
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di ffefgnt security functions are executed for each one of the

In accordance with still other embodiments of this invention the security function

may include the processing system erasing the data stored by the portable media.

In accordance with some embodiments of this invention, the system may

15  determine whether the portable media device is currently connected to the processing
system in response to a detection of the first triggering event. In these embodiments, the
system only executes the security function in response to a determination that the

portable media device is connected to the system when the first triggering event occurs.

20 In accordance with some embodiments of the invention, the processing system
may monitor for the occurrence of multiple triggering events. A security function in then
executed in response to each of the triggering events detected. In accordance with some
of these embodiments, different security functions are executed for each one of the
triggering events detected. When one of the triggering events is detected, the processing

25 system determines and executes the security function that corresponds to the detected

triggering event.



triggering events detected. When one of the triggering events is detected,
t he processing system determ nes and executes the security function that
correspormie 2bw/tibhssdet ect ed triggering event. | n accor damce/Seode/oottozr
enbodi ments of this invention, multiple security functions may be executed
by the processing systemin response to the detection of a single
triggering event. In accordance with sone enbodi nents of this invention, a
user interface, such as a graphical user interface, may be provided by the
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In accordance with some embodiments, the information may include device information
10 that may include data, such as a device name, and/or a device description. In some
- embodiments, the input information may include host location information. The host
location information may include information such as a host system name, a host system
network address, and/or indication of a location tracking process for the host system.
The system parameters received may include the triggering events to monitor, the timing

15 of the triggering event, and/or a selection of security functions to perform in response to

trigger events.

Brief Description of the Drawings
The above and other advantages and features of a loss protection system in
20  accordance with this invention are described in the following detailed description and are
shown in the following drawings:
Figure 1 illustrating a processing system and connectable portable media devices
in accordance with embodiments of this invention;
Figure 2 illustrating a block diagram of a component of a processing system that
25  connects to portable media devices and executes instructions to provide a loss protection

system in accordance with embodiments of this invention;



in accordance with enbodinents of this invention; Figure 2 illustrating a
bl ock di agram of a conponent of a processing systemthat connects to

port abl e wodbw/dex8ces and executes instructions to proPCHSGRI9086103
protection systemin accordance with enbodi nents of this invention;Figure 3
illustrating a flow di agram of processes perforned by a | oss protection
systemin accordance with enbodi nents of this invention; Figure 4
illustrating a flow diagram of nonitoring processes in accordance with sone
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particularly |s Invention relates to or protecting the | oss of
the nedia and/ @fgyre 7 illustrating a flow diagram for a security function that transmits data

10  stored by a portable media device in accordance with embodiments of this invention;
Figure 8 illustrating a flow diagram for a security function that erases data stored
by a portable media device in accordance with embodiments of this invention:;
Figure 9 illustrating a flow diagram of a process for receiving inputs from a user of
a loss protection system in accordance with embodiments of this invention; and
15 ' Figure 10 illustrating display of a graphical user interface for receiving inputs from

a user of a loss protection system in accordance with this invention.

Detailed Description
This invention relates to portable media for storing electronic data. More
20  particularly, this invention relates to a system for protecting the loss of the media and/or
data stored by the media. Still more particularly, this invention relates to applications
stored on the media and loaded into executable memory of a system to cause the system
to monitor a triggering event and perform a security function when the triggering event
occurs.
25
Figure 1 illustrates a processing system 100 and various portable media device

that may include a loss protection system in accordance with this invention. In Figure 1,



data stored by the nedia. Still nore particularly, this invention relates
to applications stored on the nedia and | oaded i nto executable nenory of a
system t owoaoB¥110138@ systemto nonitor a triggering evenPCarsd2porodaosn a
security function when the triggering event occurs. Figure 1 illustrates a
processi ng system 100 and various portable nedia device that may include a
| oss protection systemin accordance with this invention. In Figure

1, processing system 100 is shown as a convention desktop personal conputer.

However, b RfceBdhdO5dsm OlfOOtiQisﬁ?\jgg;é@%t &cﬂﬂeﬂﬁ&f@%ﬁ%&ge@%ﬁaﬁ%éﬁ%&ﬂo el

deskt op personal” conputer, a op persona ‘er ternnal,

o Conneiat: ot S UAVGHTLR WoBthehc SORER1 60 TBEY a AR BEFLALES

for connecting to a device ng m and wri

%, 3P TSNS TAAR A U 36, il S

keyboard 130, an are conhec e systerhas cribed

in Figurepgyit® a%rbé@é’a&z ﬂerﬁﬁ,ﬁr@cime%c%é I cB@?echﬁ%i 3% aé‘@éeefgr }gé)dlng%ggrlnc

Processi ng system 10 0 udes opti cal rrve and ma

di sk dg i vend ¢RtindRtd ﬁx@lnoﬂh@@dié.% is inserted into optical disk drive 115 to
al | ow processing system I00 to read data fromand wite data to optical

di sk 155. Magnetic disk 150 is inserted into magnetic disk drive 120 to
al | ow processing system 100 to read data fromand wite data to magnetic
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wi ||l recognize many other USB c I'iant digital devices may
10  optical disk drive 115 and magnetic disk drive 120. Optical disk 155 is inserted into
optical disk drive 115 to allow processing system 100 to read data from and write data to

optical disk 155. Magnetic disk 150 is inserted into magnetic disk drive 120 to allow

processing system 100 to read data from and write data to magnetic disk 150.

15 Furthermore, processing system 100 includes Universal Serial Bus (USB) ports
125 that allow a USB compliant device to connect to and interface with processing
system 100 via an UBS connector. Examples of USB compliant devices include memory
stick 160, digital camera 165, musical playback device 170, and digital video recorder 175.
One skilled in the art will recognize many other USB compliant digital devices may

20  connect to processing system 100 via USB ports 125.

Although a transceiver is not shown, processing system 100 may include a RF or
other type of signal transceiver that allows devices to connect to and interface with
processing system 100 via signalling using a known protocol such as Bluetooth. Thus, in

25 accordance with this invention, a portable media device is any device that connects to a

processing system to allow data to be read from and written to a data storage media in a



connect to processing system 100 via USB ports 125. Although a transceiver
is not shown, processing system 100 may i nclude a RF or other type of

si gnal treioces/ner3st hat all ows devices to connect to an®CirsGeodR0&E s t h
processi ng system 100 via signalling using a known protocol such as

Bl uet oot h. Thus, in accordance with this invention, a portable nedia device
is any device that connects to a processing systemto allow data to be read
fromand witten to a data storage nmedia in aconnected device. The only

requi r emeRbnREtdad iRl ol Y eﬁ%f;ts B 15 SR oBRED hs LamRLOr Sk to

instructions for a loss protectlon in acc anc

component Sont FrBtickinttBl s g br el AR R B PR B EY. pr ovi e
applications for use of processing system 100. Processing system 100

includes Central Processing Unit (CPU) 205. CPU 205 is a processor,
i C1 0pr 0CeSSOr dfe BMY<HABI AL BicBlark PS5 Ss Y oSl ARG SO 2!

execute instructions to performt e processes I n acc

I nstru | "

(170 bus S8 .17 et FeRIEn o TR PPl PPoss? téﬁéﬂ}%ﬁ% to
| ! . . o

e SR, RS b b BEledd SR AT A R 06

and the pogsPReral pRKLees. migRpradbsbbedol Naf1Codthintiidy e FRdlcess! Nty 11O

bus 215 and nenory bu may be cpnblneq i°'nt 0~ one bus or rvirded™i nt o
the art . R AgReeaTr faf olEar mogcioR @ et dne idsebdh BraFyeheyitn ¢
nd dat 5 HSGISET e, Py DB LokRedh I PelREb 27 sl HeBRGLBRL IKFIBE0" ane
to bogg tHes SHehfely Blis S1PEdnkBs CPU 205 to memories 220 and 225 to transmit data and
instructions between the memories and CPU 205. /O bus 215 connects CPU 205 to
peripheral devices to transmit data between CPU 205 and the peripheral devices. One
skilled in the art will recognize that I/O bus 215 and memory bus 210 may be combined

into one bus or subdivided into many other buses and the exact configuration is left to

15  those skilled in the art.

A non-volatile memory 220, such as a Read Only Memory (ROM), is connected to
memory bus 210. Non-volatile memory 220 stores instructions and data needed to
operate various sub-systems of processing system 200 and to boot the system at start-up.

20  One skilled in the art will recognize that any number of types of memory may be used to

perform this function.

A volatile memory 225, such as Random Access Memory (RAM), is also
connected to memory bus 210. Volatile memory 225 stores the instructions and data
25 needed by CPU 205 to perform software instructions for processes such as the

processes for providing a system in accordance with this invention. One skilled in the art



One skilled in the art will recognize that any nunber of types of nenory
may be used to performthis function. A volatile nenory 225, such as Random
Access Maworg1o(R#MB, is al so connected to nenory bus 21@CTNchewiov@osrenory
225 stores the instructions and data needed by CPU 205 to perform software
instructions for processes such as the processes for providing a systemin
accordance with this invention. One skilled in the artw !l recogni ze that
any nunber of types of nenory may be used to provide volatile rrermry and
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| o0ss protectio
10 USB compllant devices. Display 240 receives display data from CPU 205 and display

images on a screen for a user to view. Memory 245 is a device that transmits and
receives data to and from CPU 205 for storing data to a media. One skilled in the art will
recognize that more than one memory 245 may be connected to system 100. Examples
of memory devices include optical disk drive 115 and magnetic disk drive 120 shown in
15  Figure 1; and memory sticks and the like that connect to processing system 100 via USB
Ports. Network device 250 connects CPU 205 to a network for transmission of data to

and from other processing systems.

In accordance with embodiments of this invention, a loss protection system is a

20 set of instructions for applications stored by a portable media device. The instructions
may be stored in the media as software, hardware, or firmware. The instructions are read

from the portable media device by a processing system when the portable media device

is connected to the processing system. The read instructions are then loaded into an
executable memory and performed by the processing system to protect loss of the

25 portable media that is left connected to the processing system when the user leaves.
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set of instructions for applications stored by a portable nedia device. The
instructions may be stored in the nedia as software, hardware, or firmare.
The i nstrwotzomgomBe read fromthe portabl e nmedi a devi ceChgGaoqEroCiessi ng
system when the portable nedia device is connected to the processing
system The read instructions are then | oaded into an executable nenory and
performed by the processing systemto protect |oss of the portable nedia
that is left connected to the processing system when the user |eaves. Figure
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triggering event can action ‘and/ o pplication
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the media to cause the application to be loaded into the RAM of processing system to
begin execution of the applications by the processing system when the portable media

device is connected.

15 In step 310, the processing system begins performing a triggering event
monitoring application. The monitoring application monitors for one or more triggering
events to occur. A triggering event can be any action and/or inaction of an application
performed by or a device connected to the processing system. Some examples of
triggering events include a lack of input received from an I/O device, such as keyboard or

20 mouse, for a specified period of time; lack of read and/or write operations to a device
connected to processing system; lack of response for a software application; and
detection of a user logging off the processing system. One skilled in the art will recognize

that any other detectable event may be used without departing from this invention.

25 In step 315, the monitoring application determines whether one of the triggering
events occurred. If a trigger event occurred, the processing system executes the

applications that provide a security function in step 325. Some examples of security
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triggering events include a |lack of input received froman I/O device, such
as keyboard or nouse, for a specified period of tine; |lack of read and/or
wite opewatdmrido13® a device connected to processing sy®CESG20@0R0108
response for a software application; and detection of a user |ogging off
the processing system One skilled in the art will recognize that any other
det ect abl e event nmay be used wi thout departing fromthis invention. In step
3 15, the nonitoring application determ' nes whet her one of the triggering
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that may be received is showin Figure 9 and described bel ow. However, one
skilled in the art wll recognize that other det ection and input nethods

nmay b‘?o used wi Efqﬂgtevgﬁp r ﬁétn&técrtgcip 5.%'09533' Q(Y(F may determme whether there is any

information for the loss protection system that must be updated in step 335. In some
embodiments, the determination may be made by determining whether a Graphical User
Interface (GUI) has received an input of information from a user. An example of the
information that may be received is show in Figure 9 and described below. However, one
16 skilled in the art will recognize that other detection and input methods may be used

without departing from this invention.

If there is no information to update, process 300 repeats from step 315 to monitor

the system for the triggering events. If there is information to be updated, the update

20 information is received in step 340 and stored to either the media or a memory in the
processing system in step 345. Process 300 then repeats from 315 to monitor the

system for triggering events.

Figure 4 illustrates a process 400 for performing monitoring by the processing
25 system to detect occurrences of triggering events and executing security functions in
accordance with some embodiments of this invention. Process 400 begins in step 405 by

initializing any timers that are needed for monitoring for specific triggering events. In step

12



If there is no information to update, process 300 repeats fromstep 315 to
noni tor the systemfor the triggering events. If there is information to be
updat ed, wbeowpdet3g i nformation is received in step 340Pam$Go0r0e@o0s o

ei t her the media or a nenory in the processing systemin step 345. Process
300 then repeats from 315 to nonitor the systemfor triggering events.
Figure 4 illustrates a process 400 for perform ng nonitoring by the
processing systemto detect occurrences of triggering events and executing
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event can be any action and/or i1nactron o |on perfornmed by or a
devi
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the processing system e skil e art WI recogni ze t any ot her

det ect abl Ecl?\b?r% ;gﬁbégbf@r %5561‘%!&& whc&l%ﬂa%hh L &GB! 4D skl é:gg,mrgoeg t'h@ st ep

420, process 40 rm nes a triggering event has o

triggeringg ngsr}%;e%nﬁ'%né’%ﬁlﬂéé f{g@ep{rfglﬁlsr%cél%rgzé fHat % Biter B ctd Ui bYerlt

step 435 an ats fromste a triggering ent has occurre

process 4,qu|gg3(,sg(§ R’“ﬁﬁgt hbéﬁﬁ%lﬁ%g‘ RisShwhtidq0 or noni tor t he portable msdl a

device to determ ne evice 1's Connected in step 425. If the
devicgis determned not to be connected to the

In step 420, process 400 determines whether a triggering event has occurred. If a
triggering event has not occurred, process 400 increments the timers in step 435 and
repeats from step 415. If a triggering event has occurred, process 400 may proceed
directly to step 440 or monitor the portable media device to determine whether the device

15 is connected in step 425. If the device is determined not to be connected to the

processing system in step 427, process 400 ends.

If the device is determined to still be connected in step 427 or in response to the

detection of an occurrence of a triggering event in step 420, process 400 determines one

20 or more security functions to be performed in step 440. The one or security functions to
perform may be determined by the specific triggering event that was detected. For
example, if keyboard inactivity for 600 seconds is detected, a message generating
security function may be performed. However, if system inactivity for 1200 seconds is
detected a data encryption security function and a second type of message generating

25 security function may be performed. The number of triggering events monitored and
specific security functions to be performed being left as either a design choice of those

skilled in the art or to a user of the system.
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processi ng systemin step 427, process 400 ends. If the device is

determ ned to still be connected in step 427 or in response to the

det ect i orwof20emi10t38ur r ence of a triggering event in stepCaRG200r00e03s 400
determ nes one or nore security functions to be perforned in step 440. The
one or security functions to performmy be determ ned by the specific
triggering event that was detected. For exanple, if keyboard inactivity for
600 seconds is detected, a nessage generating security function nay be
performed. However, if systeminactivity for 1200 seconds is detected a
data encryption security function and a second type of nessage generating
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enbodi ment,snbridd bl Lon. Process 500 may be used to generate many
di fferent tygerslﬁggﬁbﬁgégs/ﬁ%}}e%&%hcl uding, but not limted to, Short Message

Servi ce (SM5) nessages, e-nmmils, and dial og boxes. Process 500 begins in
step 505 by generating a nessage in the proper format. An address to

recei yg¢ the megRaAes lifstrdl6a process 500 that is a message generating security function in
accordance with some embodiments of this invention. Process 500 may be used to

generate many different types of messages including, but not limited to, Short Message

Service (SMS) messages, e-mails, and dialog boxes. Process 500 begins in step 505 by

generating a message in the proper format. An address to receive the message is then

15 read from either the portable media device or the memory of the processing system. The
message is theﬁ transmitted to the read address by the processing system in a

conventional manner in step 515 and process 500 ends.

Figure 6 illustrates a process 600 that is a media data encryption security function

20 provided in accordance with some embodiments of this invention. One skilled in the art
will recognize that the steps of this process may be performed iteratively on portions of

the data stored by the portable media device if the amount of data stored is too great.
Process 600 begins by reading the data from the media in step 605. In step 610, the data

is then encrypted either using an encryption technique provided by the processing system

25  or an encryption method downloaded from the portable media device. Process 600 then
ends by storing the encrypted data onto the media in the portable media device in step

615.
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read fromeither the portable nedia device or the nenory of the processing
system The nessage is then transmtted to the read address by the

processi rIyoOZYEXEM3BN a conventional manner in step 515 a&NW/SEREVA8E0500
ends. Figure 6 illustrates a process 600 that is a nedia data encryption
security function provided in accordance with some enbodi ments of this
invention. One skilled in the art will recognize that the steps of this
process may be performed iteratively on portions of the data stored by the
portabl e nedia device if the amount of data stored is too great. Process
600 begins by reading the data fromthe nedia in step 605. In step 610, the
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data erase security function on e
10 conventional manner by step 715 and process 700 ends when all of the data is

transmitted.

Figure 8 illustrates process 800 that provides a data erase security function on the
portable media device in accordance with some embodiments of this invention. Process
15 800 is performed in a conventional data erase function of the media in portable media
device to erase all of the data stored by the media that is either stored in the processing
system or downloaded from the portable media device in step 805. Preferably, the erase
function writes over the media multiple times to ensure that the data cannot be recovered.
After the data stored by the media is erased, process 800 ends.
20
Figure 9 illustrates a process that receives user inputs to update a configuration of
the loss protection system to user preferences in accordance with some embodiments of
this invention. Process 900 begins in step 905 by determining if device information is
received. In some embodiments, the device information includes a device name and/or a
26  device description that allows a user to identify a portable media device and data stored

by the device. If device information is received in step 905, the data is stored into a

15



portabl e nedia device in accordance with sonme enbodi nents of this

i nvention. Process 800 is perfornmed in a conventional data erase function
of the nmespaocioipsst abl e nedi a device to erase all of tireTsRe099V@ORd by
the nedia that is either stored in the processing system or downl oaded from
the portable nedia device in step 805. Preferably, the erase function
wites over the nedia multiple tines to ensure that the data cannot be
recovered. After the data stored by the nmedia is erased, process 800 ends.
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step 905 information is received. In sone
enbodi ments, the device information includes a device nane and/or a device
description that allows a user to identify a portable media device and data
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i nf or mat |&$ﬁd?g§r@8g§ﬂce Qﬁc%retﬁép ooc%sgﬁggyé{% 'r%rge% gfzbl gger information is

recei ved. odinents, "trigge on"may include a systemto
noni t for a particular event and a tinme and/or duration of the event. For
exanpl e, the

After any location information is stored, process 900 determines if trigger
information is received. In some embodiments, trigger information may include a system
to monitor for a particular event and a time and/or duration of the event. For example, the
event may be inactivity of the keyboard and the duration may be 500 seconds. If trigger

15  information is received in step 925, the trigger information is stored into a proper space in
a configuration file or other data structure stored by the device and/or the processing

system in step 930.

After any trigger information is stored, process 900 determines if notification
20 information is received. In some embodiments, nofification information may include a
selection of a type of message to sent, and/or a recipient address to receive the message.
If notification information is received in step 935, the notification information is stored into
a proper space in a configuration file or other data structure stored by the device and/or
the processing system in step 940.
25
After any notification information is stored, process 900 determines if protection

information is received. In some embodiments, protection information may include an
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event may be inactivity of the keyboard and the duration may be 500
seconds. |If trigger information is received in step 925, the trigger

i nformat iwo 208/08ed into a proper space in a confi gur @CirsG26aG910€0108 ot her
data structure stored by the device and/or the processing systemin step
930. After any trigger information is stored, process 900 determnes if
notification information is received. In sone enbodi nents, notification
information may include a selection of a type of nessage to sent, and/or a
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other types 0 aces nay be’ used récei vé 1 nformation
from £ USRised upon the operating system used and other system requirements. One skilled in

T

the art will recognize that other GUIs and other types of interfaces may be used to display

and receive information from a user.

GUI 1000 has four display sections: device identification section 1010, location
15  tracking section 1020, triggering method section 1030, notification method section 1040
and data protection section 1050. Each of these sections displays options that a user may

use tfo provide information to a loss protection system.

Device identification section 1010 includes name dialog box 1012 and description

20 dialog box 1015. Name dialog box 1012 allows a user to input a title for the portable
media device. The title is then stored in a configuration file or other data structure Aby the
portable media device and/or processing system. The fitle is then used in message to
identify the portable media device to the user. Description dialog box 1015 allows a user

to input a description of the portable media device and/or content of data stored by the

25 device. The description is then stored in a configuration file or other data structure by the
portable media device and/or processing system. The description may then be used in

message to further identify the device to the user.
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QU 1000 has four display sections: device identification section 1010,

| ocation tracking section 1020, triggering nethod section 1030,

noti fi catworroretibmd secti on 1040 and data protection seeCirse200B0010Each of
t hese sections displays options that a user may use to provide information
to a loss protection system Device identification section 1010 incl udes
name di al og box 1012 and descri ption dialog box 1015. Nane di al og box 1012
allows a user to input atitle for the portable nedia device. The title is
then stored in a configuration file or other data structure by the portable
medi a devi ce and/ or processing system The title is then used in nessage to
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identifying the processing system to which the portable media device is connected. The
host address is then stored in a configuration file or other data structure by the portable
media device and/or processing system. One skilled in the will recognize some
embodiments may include a network address read from the configuration information of
15  the processing system in this display automatically for the user. The host address is then

used in message to help identify the location of the portable media device and the

processing system to the user.

GPS check box 1026, Access Point triangulation check box 1027, cellular

20 triangulation check box 1028 and base station triangulation check box 1029 provide
boxes that a user may use a mouse click to select a particular locating security functions

that may be provided by the loss protection system. The selected locating security
functions are then enabled in a configuration file or other data structure stored on the
media device and/or processing system. The selected locating security functions are

25  then used to locate the processing system when a trigger event occurs and provide the

location to the user in a generated message. One skilled in the art will recognize that
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host address is then stored in a configuration file or other data structure
by the portable nedia device and/ or processing system One skilled in the
will recoyoizam/gorse enbodi nents may i ncl ude a network agdrss2009®aaosrom t he
configuration informati on of the processing systemin this display
automatically for the user. The host address is then used in nessage to
help identify the |ocation of the portable nedia device and the processing
systemto the user. GPS check box 1026, Access Point triangulation check

b 1027, I i | d t at i
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click to f&tioRfdrdrdyiigul ar locating security functions that may be
provi ded %;B/bt heIOI?ossF%)r'tg't ection system The selected |ocating security

functions are then enabled in a configuration file or other data structure
stored on the nedia device and/or processing system The selected |ocating
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skilled inthe art w recogni ze that "any nu 0 Ional " event's may

be added YadoBRik HHRRAY NuRBef 50MditdnS! events may be added without departing from this
invention. The selected triggering events are then enabled in a configuration file or other
data structure stored on the media device and/or processing system. The loss protection

system then monitors processing system for these events to occur.

15 Inactivity duration dialog box 1036 allows a user to input a specific amount of time
for inactivity to occur in the specified triggering events. The time is then stored in a
configuration file or other data structure stored by the portable media device and/or

processing system and is used to determine if a triggering event occurs.

20 Notification method section 1040 includes message box check box 1041, phone
message check box 1042, SMS check box 1043, e-mail check box 1044, telephone
number dialog box 1045, mobile telephone number dialog box 1046, e-mail address
dialog box 1047, and message dialog box 1048. Message box check box 1041, phone
message check box 1042, SMS check box 1043, and e-mail check box 1044 provide

25 Dboxes that a user may use a mouse click to select a particular type of message that a
message security function provided by the loss protection system may generate and

transmit in response to a triggering event. The selected message types functions are
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invention. The selected triggering events are then enabled in a
configuration file or other data structure stored on the nedi a device
and/ or prwoessVngrisystem The | oss protection system t heaTSeRiOnE 03
processi ng systemfor these events to occur. Inactivity duration dial og box
1036 allows a user to input a specific amount of tinme for inactivity to
occur in the specified triggering events. The tinme is then stored in a
configuration file or other data structure stored by the portable nedia
ering
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ar et hen eﬁ'@blh%jntljoﬂ a configuration file or other data structure stored on
t he nedi a device and/ or processing system The nessage types are then used
by the processing systemto generate and transmt nessages in the selected
format when a triggering event occurs. One skilled in the art wl|

1[ E(r:(r)rg? iszfra;hgteTg%Eﬁ/neegﬁ Lﬁ I:rhoé E‘mii “Eeﬂ?%gégg?‘gﬁ 8@3‘182% ug%skfe??Ralﬁn%tt%%{‘g%ehgﬁﬁérnﬁ from
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tel epﬂP nemggéa%%%pme&l&técﬁ ! ?RQ %%t telephone number is then stored in a configuration

file or other data structure stored by the portable media device and/or processing system

and is used to transmit a generated telephone message when a triggering event occurs.

Mobile telephone number dialog box 1046 allows a user to input a mobile
156 telephone number of a particular mobile telephone to receive a SMS message when a
SMS message type is selected. The input mobile telephone number is then stored in a
configuration file or other data structure stored by the portable media device and/or
processing system and is used to transmit a generated SMS message when a triggering
event occurs.
20
E-mail address dialog box 1047 allows a user to input an e-mail address to
receive an e-mail message when an e-mail message type is selected. The input e-mail
address is then stored in a configuration file or other data structure stored by the portable
media device and/or processing system and is used to transmit a generated e-mail

25 message when a triggering event occurs.

20



nmessage type is selected. The input tel ephone nunber is then stored in a
configuration file or other data structure stored by the portable nedia
devi ce ami0api1opnomsessi ng systemand i s used to transm t PATHEREADEI3

t el ephone nessage when a triggering event occurs. Mbile tel ephone nunber
di al og box 1046 allows a user to input a nobile tel ephone nunber of a
particul ar nobile tel ephone to receive a SM5 nessage when a SMS nessage
type is selected. The input nobile tel ephone nunber is then stored in a

fi ti fil .0t her d t t by th t abl e .nmedi
Gevi co.and or WrteeBetngs dres TR, AleiFce dsBu®s BeEF anthepreos” BLiBriPdl ore
1 v o TS AR Y RATA0edo B selera dogNAH Diseedt P DoReEgd when
-mai | t [ | ected. The . -mai | _add is th t d
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Al A i T RN T e
al | ong, a uUser tﬁ ingrut a nes%ﬁge to receive in the selected format(s) when
a nmessageYPSASLWREN 8 Hi9gerng VPSP But message is then stored in a

configuration file or other data structure stored by the portable nedia
devi ce and/ or processing systemand is used to generate the content of a

o1 ot coti on secPRBrPRGYon HeEthd SRR achulre: iR SETIEBCSOR Hoss105atle
i al 0g boeeates ik 897 1047 AU PIe Grar g d0Rd 190 ERaPHE BB aed poe.
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10  encryption check box 1051, data recovery check box 1052, and data erase check box
1053 provide boxes that a user may use a mouse click to select a particular type of data
security function provided by the loss protection system to execute in response to a
triggering event. Data encryption time dialog box 1056, data recovery time dialog box
1057 and data erase time dialog box 158 allow a user to input a time that acts as a trigger
16  event for the corresponding data security function. The input times are then stored in a
configuration file or other data structure stored by the portable media device and/or
processing system and are used by the triggering events to monitor and cause the

corresponding data security functions to be executed when the input times expire.

20 Update box 1060 allows a user to mouse click on the box to cause an update
function to be executed to update the configuration file or other data structure stored by
the portable media device and/or processing system. Minimize box 1070 allows a user to
minimize the screen display of GUI 1000 to view other display screens. Exit check box
1080 stops execution of GUI 1000.

25

The above describe particular embodiments of a loss protection system for a

portable media device in accordance with this invention. It is foreseen that those skilled
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1053 provi de boxes that a user may use a nouse click to select a particular
type of data security function provided by the | oss protection systemto
execut e iwoOnrespanse to a triggering event. Data encrypt ipom/SG2om/odéias og box
1056, data recovery tine dialog box 1057 and data erase tinme dial og box 158
allow a user to input a tine that acts as a trigger event for the
correspondi ng data security function. The input tines are then stored in a
configuration file or other data structure stored by the portable nedia
devi ce ang/ r ' e Al g [ to
noni t or gﬁéﬂigﬁégﬁﬁﬂgf@@#?%gﬁaﬂﬁfﬂgwggﬁgkégﬂﬂﬁ?%@ﬂﬁﬂﬁé$?gﬁghgg“%%ﬁﬂié%uted
when the d i JoJaA-e ] I : to mouse click
on the boéxé? @oﬁh clglg{s%l%gﬁmﬁ%g%{néyfbgmef?%%ﬁ?ﬂo&ﬁt@(%%ﬁ@%%‘#%'%%’pdat e the
configuration file or other data structure stored by the portable nedia
devi ce and/ or processing system M nimze box 1070 allows a user to
mnimze the screen display of GQUI 1000 to view other display screens. Exit
check box 1080 stops execution of QUL 1000. The above describe particul ar
enbodi ments of a |oss protection systemfor a portable nmedia device in
accordance with this invention. It is foreseen that those skilledin the art
can and will design alternative enbodinents that infringe on this invention
as set forth in the following clains for the description of these

enbodi nents. What is clainmed is: 1. Aloss protection systemfor a portable
medi a devi ce connectable to a processing systemconprising: a nenory in
sai d portable nedia device; and instructions stored in said nenory for
directing a processing unit to: load said instructions into a nmenory of
sai d processing system nonitor said processing systemfor a first
triggering event, and
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execute a security function in response to detection of said first
triggering event. 2. The | oss protection systemof claim1 wherein said
first triwgeniomgomsent is |ack of input froma connect e#ClsSGem/0ban03 a
specified amount of time. 3. The | oss protection systemof claim2 wherein
said connected device is a keyboard. 4. The | oss protection systemof claim
2 wherein said connected device is a nouse. 5. The | oss protection system
of claim1l wherein said first triggering event is a lack of systemactivity
in said ngg%dﬁgeﬁysstemfor a specified anmount of tinme. 6. The | oss
protection systemof ¢laiml1l wherein said instructions include said

Cty ot Ci Ceinm. imat . . . . . it
o genorate o oo Aot A kb ARl Rlocdicb ¥hh e B BEFRERA
transmt said ﬁgﬁﬁggnﬁé%ﬁ id address. 7. The | oss protection system of

claim6 whereinm sal ssage is an e-mail. 8. The | oss protection system of

claim6 wherein sai gm&g?‘:%'i?sg&ﬂp@&tgﬂ]gg%§,@?ea%ervi ce nessage to nobile

t el ephone. 9. The | 0ss pr t10n sys alm 6 wherein said nessage is

2 dialpg box on & disphabnd e ahn sht ey B5RN) EGHABAASHA O cfal m 1

wherein said instructions i nclude said securi conpri si ng:

Instructions for directipgy$aliGhdfRE&mhid% MBHbn) & said processing system,

monitor said processing system for a first triggering event, and
execute a security function in response to detection of said first
triggering event.
10
2. The loss protection system of claim 1 wherein said first triggering event is lack of

input from a connected device for a specified amount of time.

3. The loss protection system of claim 2 wherein said connected device is a

15 keyboard.
4. The loss protection system of claim 2 wherein said connected device is a mouse.

5. The loss protection system of claim 1 wherein said first triggering event is a lack of

20 systém activity in said processing system for a specified amount of time.

6. The loss protection system of claim 1 wherein said instructions include said
security function comprising:
instructions for directing a processing unit to:
25 generate a message,
read an address to receive said message, and

transmit said message to said address.
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read data stored in said nenory of said portable nedia device, encrypt said
data, and store said encrypted data in said nenory of said portable nedia
devi ce. WO 20tw11b8s protecti on system of clai m1 wher ePoTS&2eh91006108 UCt | ONs
i nclude said security function conprising: instructions for directing said
processing unit to: read data fromsaid nenory of said portable nedia
device, read an address fromsaid nenory of said portable nedia device, and
transmt said data to said address. 12. The | oss protection system of claim
1 wherein said instructions include said security function
conprising:instructions for directing said processing unit to: erase data

onpr i si ng: or processing u
o1 ot cct on 2y st Roa P s PR of P o TR e B e P o S s s

instructions for directing said processing unit to: determ ne whether said
portabl e nedia device is connected to said processing systemin response to

det ection of. Sdlokl bitedioh 498tenfYthin?8 WRRlif! s8iheld00 106 hBlteRays | Y

function being responsive termnation that sald device I's connected

to saigd systerger%i s mi0&, eQE%cFEﬁIQtt&EMd?@ systemof claim1l wherein said
fu i

i nstructions rther conmprise: I1nstructions for directing said processing

unit to:
9. The loss protection system of claim 6 wherein said message is a dialog box on a
display device.
10 10. The loss protection system of claim 1 wherein said instructions include said
security f;Jnction comprising:
instructions for directing said processing unit to:
read data stored in said memory of said portable media device,
encrypt said data, and
15 store said encrypted data in said memory of said portable media
device.
11. The loss protection system of claim 1 wherein said instructions include said
security function comprising:
20 instructions for directing said processing unit to:
read data from said memory of said portable media device,
read an address from said memory of said portable media device,
and
transmit said data to said address.
25

12. The loss protection system of claim 1 wherein said instructions include said

security function comprising:
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nonitor said processing systemfor a plurality of trigger events including
said first triggering event, and execute a security function in response to
each det ew0Di20r0/106738n occurrence of one of said pluralityCoiSGRoa9@gew3 event s.
15. The loss protection systemof claim 14 wherein said instructions
further conprise: instructions for directing said processing unit to:
execute a different security function in response to detection of each of
said plurality of trigger events. 16. The | oss protection system of claim

14 wherein said i n§Ekyxg&@gq&w&{ﬂﬁ%aq%%%%%ﬁg Lrﬂ?tto[ uctions for directing

sai d processing uni erm ne rty of security functions to

execute from said one of i | . f i r_events detected. 17. The
| oss protection system OTe?%egila% %B%r?e'bé?@ "g%’f{’ﬁ?’ﬁg?%eﬂiﬂ@ﬁgﬂ ! g%\g?e.
conprise: instructions for directing said processing unit to: execute a

plurality of security functions including said security function in

response to fgetrﬂgﬁdsg 'b&ﬂtectﬁﬁ' s?/\s,\g?iw{ éfitcléiﬂ:ni p\gﬁ%r’efﬂgsa?&’ IE?%%C&I%S%FL}%%F é:cgrﬁﬁq)sﬁ se:

pr ot ection system o aim1 erelrn sal nstruc

instrugtions for di gr%@rg&g?]g?%jQgrgpw%g%b%g?é%é/uﬁiﬂ& recei ve an input of

device infornation, an _ ( rceinformation in said

T 18 i e SRS b ol ABB e S
processing system in response to detection of said first trigger
event and said executing of said security function being responsive
to a determination that said device is connected to said system.

10
14. The loss protection system of claim 1 wherein said instructions further comprise:
instructions for directing said processing unit to:

monitor said processing system for a plurality of trigger events
including said first triggering event, and

15 execute a security function in response to each detection of an

occurrence of one of said plurality of trigger events.

15. The loss protection system of claim 14 wherein said instructions further comprise:
instructions for directing said processing unit to:
20 execute a different security function in response to detection of

each of said plurality of trigger events.

16. The loss protection system of claim 14 wherein said instructions further comprise:
instructions for directing said processing unit to determine one of plurality
25 of security functions to execute from said one of said plurality of trigger

events detected.
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20. The loss protection systemof claim18 wherein said device information
i ncl udes a device description. 21. The | oss protection systemof claim1l
wher ei n swiodoivo138ct i ons further conprise: instructi on®CisG2diornecis on said
processing unit to: receive an input host |ocation information, and store
said host location information in said nenory of said device. 22. The |oss
protection systemof claim2 1 wherein host |ocation information includes
nane for said processing system 23. The | oss protection systemof claim2

1 wherein Saf?dTné’ﬁ}sslg%&%éﬂoﬂ%ﬁ%t@fr%f%%qquﬂ%}g*n%%ﬁusin r&:%%‘\éj@hggp é%ﬁqfﬁef o

sai d processing syst 0Ss protectron system o rm wher e

sai d host | ocation H(%{r 5t|3‘ﬁ§if&'ﬁirjeﬂtﬁ4 qujl?l?)gﬁésg}g L?rﬁitt. on of a location

tracki ng process to deteéerm ne sal Sai d processing system 25.

The | oss protection syst SR Qfe cal ?!u%ﬂ%\gﬁl@e e%mtgs]%hgﬁdngsﬁ‘&tﬂg%qig?Qa?i%fstérchh&r

conprise: instructions for direc processing uni ceive’an

input of a triggering ev 1 N I .store said. tri. vent
information in said nenoﬁ@tcg m@g&%@%g?oa ?tgﬁwz\&ﬁggggﬁtg@&eggg%%@ | oss
protecii on systemof claim25 wherein said triggering event information

i ncludes an indication of a device to nonitor for inactivity. 27. The |oss

protection siSigLRb P@t?é&@h%?s%%f%iéﬂnsl%ﬁezg{nis%ﬁﬁh% ARHENEfHhLN ARG On

i ncl udes an anount o Inactivity. toss prohectl or"! sEyst em of

claiml wherein sai fheffiohd fr a8t Wald 5o cSHMY o
receive an input of device information, and

store said input of device information in said memory of said portable

10 media device.

19. The loss protection system of claim 18 wherein said device information includes a

device name.

16 20. The loss protection system of claim 18 wherein said device information includes a

device description.

21. The loss protection system of claim 1 wherein said instructions further comprise:
instructions for direction said processing unit to:
20 receive an input host location information, and

store said host location information in said memory of said device.

22. The loss protection system of claim 21 wherein host location information includes
name for said processing system.
25
23. The loss protection system of claim 21 wherein said host location information

includes a network address for said processing system.
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instructions for directing said processing unit: receive an input for
receiving a selection of a security function to performin response to

det ect i orwoOfR20&i10738r i ggeri ng event, and store an i ndi caPComsGaéoIvadids
security function to performin said nenory of said portable nedia device.
29. The loss protection systemof claim1l wherein said instructions further
conprise: instructions for directing said processing unit to: receive an
input of a notification address, andstore said notification address in said
menory of said portable nedia device. 30. The | oss protection system of
claim1 wherein said instructions further conprise: instructions for

directing Sai4dTl9é P85S ﬁ} ?&tig{?:s&ﬁfe ' oPrc?a\%d% %vl%é ps%ﬁ@bﬁtg@%é?o'rﬁrﬁéﬁa{ iﬁﬂgo

request and réeceive | or ma roma user.

o o o POr ARy R o RABEE AL MBI ERSRTHRS SRt o

conprising: loading rnstructions Tor sai

nmedi a devi ce iqf; id. ing system nonitoring said processing system
for a first tr%‘%’@%ﬁﬁgs”ﬁ/gﬁéﬁand executing a security function by said

processing systemin response to a detection said first triggering event.
32. The nethod of protecting |oss of a portable nedia device of claim3 1

wherein sai %Sf iI'lliesfosé é}sc?%:glléh Qgstg%ed?%laiirﬁ 1lvﬂ%ﬁeiﬂfsaidqlri)é{}uciiér%r?uﬁhgroc%'?nep(ﬁtsg:d

device to said proce
instructions for directing said processing unit to:

receive an input of a triggering event information, and
store said trigger event information in said memory of said portable

10 media device.

26. The loss protection system of claim 25 wherein said triggering event information

includes an indication of a device to monitor for inactivity.

15 27.The loss protection system of claim 25 wherein said triggering event information

includes an amount of time of inactivity.

28. The loss protection system of claim 1 wherein said instructions further comprise:
instructions for directing said processing unit;
20 receive an input for receiving a selection of a security function to
perform in response to detection of said triggering event, and
store an indication of said security function to perform in said

memory of said portable media device.

25 29. The loss protection system of claim 1 wherein said instructions further comprise:
instructions for directing said processing unit to:

receive an input of a notification address, and
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system for a specified amunt of time. 33. The nethod of protecting |oss of
a portable nedia device of claim32 wherein said connected device is a
keyboar d.we4niorhiersset hod of protecting | oss of a portablPeTisedie/odews ce of
claim 32 wherein said connected device is a nouse.35. The net hod of
protecting | oss of a portable nedia device of claim3 1 wherein said first
triggering event is a lack of systemactivity in said processing systemfor
a specified anmount of tinme. 36. The nethod of protecting |loss of a portable
medi a_devi ce of claim3 4 uhergi fofighfbrShiRedd iX8QUNLRANP ¥ SaRCPUFABY
function conprises: generating a nessage In said processing system reading
an address to receive sq%gig%@§@ge by said processing system and
transmtting said nmessage go sal d address from said processing system 37.
The net hod of protecting | oss of a portable nedia device of claim 36

wherein said nessage is an e-mail. 38. The nethod of protecting |oss of a
portabl e ”e%bf'iTﬁ’ee%&S MctiGh @k&gﬁq}f%% Q'Wheréh @Fmﬁsﬁ forlsSruAnsihiprigBssage
servi ce nessage. > PHRe et hod o protecting [oss of a portable nedia

devi cg of claim 36 ;ﬁg‘g&%ws ﬁ)@idqeﬁ?% rbées%irgiﬂiﬁ& box on a displ ay

device. 40. The met protecti oss of portabl e nedi a device of

claim3 1 wherein said shoRadl LXSEHLATNEH diBREW 1Y (LURALT By CRRBRbSCS:

readi ng data stored in s no sai d portable nedia device by said
information from a user.

31.A method of protecting loss of a portable media device connectable to a
10 processing system comprising:
loading instructions for said method stored in said portable media device
into said processing system; |
monitoring said processing system for a first triggering event; and
executing a security function by said processing system in response to a

15 detection said first triggering event.

32. The method of protecting loss of a portable media device of claim 31 wherein said
first triggering event is lack of input from a connected device to said processing

system for a specified amount of time.

20
33. The method of protecting loss of a portable media device of claim 32 wherein said
connected device is a keyboard.
34. The method of protecting loss of a portable media device of claim 32 wherein said
25 connected device is a mouse.
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processi ng system encrypting said data in said processing device; and
storing said encrypted data from said processing systemto said nenory of
sai d por twibl2eivmeadiza devi ce. 41. The met hod of protecti ngPCoss2a/080108r t abl e
medi a device of claim3 1 wherein step of executing said security function
conprises: reading data in said nenory of said portable nedia device by

sai d processing system reading an address from said nenory of said

portabl e nedia device by said processing system and transmtting said data

to said add from sai.d processing _syst 42  The nethod, of protecting

| oss of a pégfg'bei @e{f’].ﬁ.?ﬁiﬁpﬁ’g%‘i?@%?% Oglaa[?gr%aéfglmwzi%gg\"ﬁe gﬁ?lﬁ'”’s?giﬁ'hg'fe"}agaeléuti ng
security function conprises:.erasing data stored in.said nenory. of .sajd

por tabl & medi 4 HAUESETIS, SER i B IRCE IRl FeRif In 53 Bioke TRt b 107
protecting | oss ofi g ﬁ]%rg1 %Ite medi a device of claim3 1 further conprising:
determ ni ng V\/nse[ieﬁé? g 8@ r{'5bl e nedia device is connected to said
processi ng systemin response to a detection of said first trigger event

and wherein said executing of said security function is responsive to a
tem .44 Thnesggt hod

deterrg nati hat sai.d.deyice iis _cqonnect to.said s
of pr ot et 1 g CelRo b BRbodfi oo BIRHEGR SR Selied P ¢ et
conpri sing. step of executing said security function comprises:
generating a message in said processing system;
reading an address to receive said message by said processing system;
and

10 transmitting said message to said address from said processing system.

37. The method of protecting loss of a portable media device of claim 36 wherein said

message is an e-mail.

15 38. The method of protecting loss of a portable media device of claim 36 wherein said

message is a short message service message.

39. The method of protecting loss of a portable media device of claim 36 wherein said

message is a dialog box on a display device.

20
40. Thé method of protecting loss of a portable media device of claim 31 wherein said
step of executing said security function comprises:
reading data stored in said memory of said portable media device by said
processing system;
25 encrypting said data in said processing device; and

storing said encrypted data from said processing system to said memory of

said portable media device.
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nonitoring by said processing systemfor a plurality of trigger events
including said first triggering event; and executing a security function by
sai d procwemgigipst em i n response to each detection of pam/seeerop@nse of
one of said plurality of triggering events.45. The method of protecting

| oss of a portable nmedia device of claim44 further conprising: executing a
different security function by said processing systemin response to
detection of each of said plurality of triggering events. 46. The method of
protecting | oss of a portable nedia device of claim44 further conprising:
determ ning one of plurality of security functions to execute from said one

o et o s ST BER S B 8 i S 8ol S SPeBin P g
executing a pl ur ality of .qs1ecur.' tf functions including said security
function by sa?ae’ﬁ%%ps ' ﬁeqé"{/'b't é’f‘ﬁtioﬁ CPEWHBTS e to detection of said first
trigger event. 48. The. nethod. of . rotecting | oss of ., a portable di a_(devi ce
of claim3 1 furthef® &%P?g‘i Wg.s’a'ae@gmﬂ%é’ 79 polieblss Media d8Vicn Yy 5AE on
in saig processi ng systen;é%?nﬂq storing said input of device information
from said processi nBOSFEYERTHSS sai d menory of said portable nedia device.:

(B o TeChod o PGSRBS 8 Sl e LR Sl Ll

said processing system; and

transmitting said data to said address from said processing system.

10 42. The method of protecting loss of a portable media device of claim 31 wherein said
step of executing security function comprises:
erasing data stored in said memory of said portable media device by said

processing system.

15 43. The method of protecting loss of a portable media device of claim 31 further
comprising:

determining whether said portable media device is connected to said

processing system in response to a detection of said first trigger event and

wherein said executing of said security function is responsive to a

20 determination that said device is connected to said system.

44. The method of protecting loss of a portable media device of claim 31 further
comprising:
monitoring by said processing system for a plurality of trigger events
25 including said first triggering event; and
executing a security function by said processing system in response to

each detection of an occurrence of one of said plurality of triggering events.
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50. The nethod of protecting | oss of a portable nedia device of claim48
wherein said device information includes a device description.51. The

met hod ofwpnrotoeadisng | oss of a portable nedia device of PeraiGavd®woalazr
conprising: receiving an input host location information in said processing
device; and storing said host |ocation information from said processing
device into said nenory of said device. 52. The nethod of protecting |oss
of a portable nedia device of claim5 1 wherein said host |ocation

i nformation includes nanme for said processing device. 53. The net hod of
protecting | oss of a portable nedia device of claim5 1 wherein said host

2. The ot e "oeLel BARFSe ReBly 8L 5 B Brodh 808 o BT A AT 1°

where said hos onllé)rgsﬂf?iéon information includes an indication of a |ocation
tracki ng process term ne said |location of said processing system 55.

fur ther  conpr i 5 ng: orsui, g et RERHEY oty of ?%Weﬁ%%fsﬁﬁé R 3R i o
a1 d Ronory of sai aleabyriant BletbRE SRR EDLY B PR AR D01 1 b e

medi a device of claim55 wherein said triggering event information includes
an indication of a device to nonitor for inactivity.57. The nethod of

) . . £ ol ai . .
riggering dontemiRiel PRE B e SP 4 Pl P et O R
comprising:

determining one of plurality of security functions to execute from said one

10 of said plurality of triggering events detected.

47. The method of protecting loss of a portable media device of claim 31 further
comprising:
executing a plurality of security functions including said security function by

15 said processing system in response to detection of said first trigger event.

48. The method of protecting loss of a portable media device of claim 31 further
comprising:
receiving an input of device information in said processing system; and
20 storing said input of device information from said processing system into

said memory of said portable media device.

49. The method of protecting loss of a portable media device of claim 48 wherein said
device information includes a device name.
25
50. The method of protecting loss of a portable media device of claim 48 wherein said

device information includes a device description.
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58. The nethod of protecting |oss of a portable nedia device of claim3 1
further conprising: receiving an input for receiving a selection of a
security wonetwwnrs8o performin response to detection ofCa/sGoyyesivng event
in said processing system and storing an indication of said security
function to performfrom said processing device into said nmenory of said
portabl e nmedia device. 59. The nethod of protecting |oss of a portable
medi a device of claim3 1 further conprising: receiving an input of a
notification address in said processing system and storing said _
notification request fromsaid processing device into said nmenory of said

bl di | 6 t f ti | . of ort e
e a devi e’ b e megos” B plABRER' 8RN oMbt it AENieR el st g
interface to r%gHm%ﬁEin&.”d receive information froma user by said processing
system

receiving an input host location information in said processing device; and
5 storing said host location information from said processing device into said

memory of said device.

52. The method of protecting loss of a portable media device of claim 51 wherein said
host location information includes name for said processing device.
10
53. The method of protecting loss of a portable media device of claim 51 wherein said

host location information includes a network address for said processing device.

54. The method of protecting loss of a portable media device of claim 51 where said
16 host location information includes an indication of a location tracking process to

determine said location of said processing system.

55. The method of protecting loss of a portable media device of claim 51 further
comprising:

20 receiving an input of triggering event information in said processing system:;
and

storing said triggering event information in said memory of said device.
56. The method of protecting loss of a portable media device of claim 55 wherein said

25 triggering event information includes an indication of a device to monitor for

inactivity.
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57. The method of protecting loss of a portable media device of claim 55 wherein said

triggering event information includes an amount of time of inactivity.

58. The method of protecting loss of a portable media device of claim 31 further
5 comprising:
receiving an input for receiving a selection of a security function to perform
in response to detection of a triggering event in said processing system;
and
storing an indication of said security function to perform from said

10 processing device into said memory of said portable media device.

59. The method of protecting loss of a portable media device of claim 31 further
comprising:
receiving an input of a notification address in said processing system; and
15 storing said notification request from said processing device into said

memory of said portable media device.

60. The method of protecting loss of a portable media device of claim 31 further
comprising:
20 providing a graphical user interface to request and receive information

from a user by said processing system.
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