APPARATUS, AND ASSOCI ATED METHOD, FOR FACI LI TATI NG DETERM NATI ON OF
SYNCHRONI ZATI ON STATUS OF DATABASE COPI ES CONNECTED BY WAY OF A RADI O AIR
| NTERFACE OF A RADI O COVMUNI CATI ON SYSTEM 5 The present invention rel ates
generally to a manner by which to synchronize asynchronously updateable
dat abase copies maintained at a network part and at a nobile node of a
radi o communi cation system Mre particularly, the present invention
relates to apparatus, and an associ ated nmethod, by which to conpare the
dat abase copies to 10 determ ne whet her tlhe dat abase copies are in match
wi th one another. Signaling is exchanged ‘between the nobile node and the
network part to permt the determ nation to be made. A group hash,
representative 6§P@§®b§5oﬁ@ oY THRME IOy HOR EA%III-EIEAT Nfed and
used to det er HAEERAEIMMATTOROH NG SR QIPLATIONESTATHEY OF DATAB BB

anot her. |f a def€YHiFCOONEGN EikBatéA Y HAF At RADIChAIRANAFREACHpi es are
in 15 match with one anoOfkeA RABBE A ONIVI VNI A/BIGNEY S hevgr oup hash val ue,
no addi tional information is comunicated over the radio air interface for
synchroni zation analysis, The bandw dth_required to communi cate the group
hash val ue over tKPTF§El Bvapiion fepiergeasdlly do g mnner hewbishile Aychepreitl y a

cor r espondi 0tk ghadl & L5t , Al obilc
synchroni zé? ?S’ﬁ’@é’g?lg@ gﬁéq@ggd%g@%%g{d@&ﬁ@aﬁ zﬁﬁ%ﬁ%ﬁ%@#ﬁﬁd Ileifdfne“(): 1lljcati on
of comuni ¢atle oha sehwt@esiubicatiay s wiens.ovira padicilariy ahe gatsantiisveraionecegsar y
aspect of nodern society. Comunication systems of many varied types and
const ruct i gagp%@l%s’ﬁ‘@gﬁx&éw&l%‘ﬁg&e 1R %ﬁ%@béﬂ?mﬂﬂi‘i%‘ﬂ%ﬁ?@e E%G’ri:g‘ﬁi cated

to effect WateemlRayiCOEFIN EALDRR cSHEY LGSR nYcMh 8fic StiRecoMuNi cation
systens. 25 As technol ogi cal advancenents permt, 1 nprovenents to existing

communi cati on sysgEwbgay exaadesd tetideanahe nygbels nofle ephtimmictvatikparidy stiens ar e
systens adl AeaRt SHEL o PRaBHRLAY bk PoR YO e e Y 1IN HE LS BRP Ahiaht o of
data to beredmadseivgabeskd thd 886 enedeamay atsief Hel diBLaSONBLdsRS i MalRNNEr s
and bet Weerx]vith one another. If a determination can be made that that the database copies are in
15 match with one another, based upon analysis of the group hash value, no additional
information is communicated over the radio air interface for synchronization analysis.
The bandwidth required to communicate the group hash value over the radio air

interface is small, necessitating only a corresponding small amount of radio resources to

be allocated for synchronization operations.

20 BACKGROUND OF THE INVENTION

The effectuation of communication services by way of communication of data is
a necessary aspect of modern society. Communication systems of many varied types
and constructions have been developed and deployed. And, data is communicated to
effectuate the communication services by way of such communication systems.

25 As technological advancements permit, improvements to existing
communication systers are made, and new (ypes of communication systems are
developed and deployed. Generally, improvements to existing communication systems
and new (ypes of communication systems permit increased amounts of data to be
communicated in lessened amounts of time, sometimes in manners and between

30 positions that were previously unavailable.



30 positions that were previously unavailable. 2 Advancenents in

t echnol ogi es that have been inplenmented in comruni cation systens incl ude
di gi tal conmunication techniques. The use of digital comunication

techni ques in a comunicati on system provi de vari ous advant ages i ncl udi ng
the ability to provide inproved comruni cation efficiencies in the

communi cation systemin which 5 the conmuni cation techniques are utilized.
Data that is to be communicated during operation of the conmuni cation
system once digitized, can comruni cated-during discrete intervals.

Dedi cated channel's, such as circuit-swtched channels need not be

all ocated to effectuate ni.catigon ser rat her, onl share

channel s, such /35"3;5’58?38% s B0t ARG G RVRERS Dosh impiEBralI e °fy wat*%
comuni cat i P8tedk ifahd: cﬁ%ﬁd 1QnaRudieaRandimng .t f e6L uatdQngel cbh‘?xwmcatlon
conmmruni cat i on servi ce. radi o comuni cation systemis an exenplary type of
connunlcatHéﬁ“%@éﬁémﬁCO@mﬂ@Mmﬁon@ﬂﬁ@nmdau@ﬁNbemm&éwmnﬂgmmuwnahmgﬁmc$taylons

of a radio stem. u

o oo IR SRl OO R S B SR S SR i T et s
spect rut t hht cangualchosateeinitQes 06 uﬂtlflﬁ[r I EL1hDisus ed cBiumitisRdirthy

communi cati on system Radi o communication systens also are constructed to

utilize di g%PP%fl“OB8@#1%0@3%11“693&%%’%6%@30@ Peidized cepeomandagdduringn t at i ons
regul arly aggegi ?’ft&‘éa]‘é‘ td%d[c%%d%hﬁf?l?@g}’@k&?&s Cﬁ:l uﬁ)ﬁ\hﬁﬁgd ?ﬁa&l%efs rrpcicg YSPbe

conmuni cati on e Iciencies permtte
conmuni cat iadncattehrilagueas: acmamntuaﬁmi ﬁﬁhy:e admantoag&au&dmlaﬁna§,&dch i a
radi o communication system COncgnltant wi th the advancenents in digital

comuni cat iPSRCEERHARS E‘“a‘fiév al%ﬂ%‘c &V BHEBHEBR oM RIGIAn B de8s8f ng

- techni gyes .cobadRnBhe &8s shRFon §f@1'c%9m§’rﬂm%qgms&wogart of nodern society.
Data processing is perforned upon data communi cated during operation of a

conmmuni cati on systagm C%dman@eh@nSWmm1sdmteaaem|pdnr3as§memagcbWM[mes syhaue al so
systens, 25, For ance, communication

been inple q%gd {nn n%ﬂqﬁﬁﬁaglon e H :
systens ar gurar'y Y R ER™MH ??%h?ﬁ&?ﬁ()&d? OfRRMYINCENbe st or ed
or proc eSS@%terﬁ’@bbﬁb&lcﬁo dahmupl@lisf ehANdisPRE S8HH RIMARMIGESH RhSuRIENP! ary
data processin
formed of portions of the electromagnetic spectrum that are allocated to, or otherwise
15 used by, the radio communication system, Radio communication systems also arc
construeted to utilize digital communication techniques. Due to the bandwidth
limitations regularly associated with radio communication systems, the improved
communication efficiencies permitted through the use of digital cormmunication
techniques are particularly advantageous when used in a radio communication system.
20 Concomitant with the advancements in digital communication technigues are
also advancements in data processing techniques. Data processing is also an endemic
part of modern society. Data processing is performed upon data communicated during
operation of a communication system. Advancements in data processing technigues
have also been implemented in communication systems.
25 For instance, communication systems are regularly used by which to transport
data that is to be stored or processed.
Portable data storage and processing devices are exemplary data processing
devices that are regularly utilized. Some of such portable data storage and processing
devices are referred to as personal digital assistants (PDAs). A personal digital assistant

30 includes storage elements at which databases are created and maintained. Data stored at



devices that are regularly utilized. Sonme of such portable data storage and
processing devices are referred to as personal digital assistants (PDAs).
A personal digital assistant 30 includes storage el enents at which

dat abases are created and nmintained. Data stored at 3 a database is
selectably retrievable by a user of the personal digital assistant. The
data is typically formatted as a series of data records in which each data
record contains one or nore fields. Upon selection of the user, data is
retrieved froma database and di spl ayed ;at a user interface of the
personal digital assistant. Sorting, as well as other, processing 5
operations are ,sel ec al so performed upon the ta tored ap t

dat abases, WHEDFRHE Rl BB RaBb LS B acae s Ehargeasl dhe faig is
updat eabl e, 1@&1@ fopmatt@dsh 4 Qric@bf Glﬁﬁ edBrds ih %1&%&1}Qi‘%i%ﬁ%gmatcoﬁﬂﬁls%ﬁg @pases
Creation of up copi es of the databases nmaintained at the PDA provides
a manner bVOMWﬁQHE tiepaiesstrgtipn phdhegsor, daladatetridvad thven evietabaschat! digpéayed

dat abase cq i.sru -or L. constructlons of persona
o tar asarsFlluRfoe S BN SBl i SRR et ReLEEP LT o terEiat a
bases at pepsamahs aerpUtRhE Do ¥ tehes QPPWIHNBSHGH AN daﬂé@a@fsf agluake the
back up of the data, a fixed connection is formed between the personal

digital as<ia&sipied ahthedrbibpss RIUghaneedls, op, uedagcable tpaitwondd locondsleler . When
the data ispbagked 4P &ﬁ o4 0 be stored at both the personal digital 15
assi stant and at tﬁ bac ocatlon the data base copies are true copies
of one anot her, Cmmﬁnuoﬁmekmpcomﬁpbéﬁec@@&ﬁﬁﬁﬂﬁﬂd@ﬁ@&amﬂkhmnn@uaﬂﬂﬁmer
However, if _either of the databases is asynchronously updateable, upon

subsequent MANASE 'S WHICHR Feagiier Heplorehinuy the grent peat dag %%ksaéc Bl teYs 2iche
respectpve d%@&lﬁ@@§ﬁ§)sﬁr§oxﬁ@céz@[}galfods Bt ngplllﬁ ?T% itaf S EANO [%%ﬂf% ok a0ne

another. 20 To place the databases bac in co e e corr spon ence wth one
anot her, @uﬁ@équéﬁ&ﬁgvﬁc%ﬂunﬂ@abmmma@ﬁnﬂmelm&mpeaﬁwveﬂdatabamﬁmpﬁukﬁmls
i nstance, during

e AR G G LS i R
dat abases dfgifahgssthainabas &ichakk sp d@tiok, iﬁgs&% eHSpaRpt her. 25 Sone
portabl e devices provide for back up of the stored data to a computing
When the data is backed up, thereby to be stored at both the personal digital
I5  assistant and at the back up location, the data base copies arc true copies of one another,
1.e., are in complete correspondence with one another. However, if either of the
databases is asynchronously updateable, upon subsequent update of one, but not
another, of the database pairs, the respective databases are no longer in complete
correspondence with one another.

20 To place the databases back in complete correspondence with one another,
subsequent synchronization of the respective database pairs is required.

Synchronization operations are performed, for instance, during subsequent back up
operations in which the contents of the respective databases of the database pairs are
compared (o one another.

25 Some portable devices provide for back up of the stored data to a computing
station that obviates the need for use of a fixed wircline connection. Instead, back up
operations are performed by way of a radio air interface extending between the portable
device and the back up device. Back up and synchronization operations that are
performed by way of a radio air interface are, however, more problematical due to

30 bandwidth limitations that are generally associated with radio communication systems.



station that obviates the need for use of a fixed wireline connection.

| nstead, back up operations are perforned by way of a radio air interface
ext endi ng between the portable device and the back up device. Back up and
synchroni zati on operations that are perforned by way of a radio air
interface are, however, nore problematical due to 30 bandwidth limtations
that are generally associated with radi o communi cation systens. 4 Manners
conventionally utilized by which to back up and synchroni ze data at the
respective databases of the database pairs are, generally, prohibitively,
bandw dth consunptive, limting their u eful ness in radi o communi cation
systens. A manner by which better to ntai n the dat abases of the dat abase

pairs in 5 MawHr %‘f@"&t’a‘ﬂ?*@%é‘%é‘%@/ whtch *Q)HéCkaH‘tbtWe?WBVOWaW dgfe s cadi o air
interface 'xé%{c@g\l’ﬂ ﬁﬂ)d%%ﬂh%ﬁt tt;%gbﬁnsr ﬁg 'rlarn%&?lefalérg)flﬁ)\{@vél?tﬁla dwﬁﬂg any such

manner nust Dbe 1 npl enent Arou Use o m ni'mal radio
r esour ces. dﬁmmﬁpnmthn@wmgmmnumahHManhgmbumdnmnhﬂmmmhmpmemelated to the
synchronization%)VI dat abase air interf ace t hat the

adl O
S e e o R & SR metea bt TndeRer ohPh SoLPEG siad | SRy

OF THE kNVENH R I&l@es@ﬁﬁ@&ﬁ@& vd1ﬂvcﬁ1@tah9tﬂm @W@y dr 5194(15{@ a@%@ﬂ&cﬁ:@l?ﬁ%ﬁzh}éd
provi des apparatus associ at ed net hod, by which to synchronize

asynchronodékwﬂ&bdémeaﬁh@mﬁam@waﬁemcapmewySnﬁlnmanmedwabcannbmwmﬁ%kpart and
at a rmblleihiou cation system 15 Through operation of

an embodi nent gFﬂFLgeBﬁgggﬁFHWﬁggﬁwoéﬁmugmﬁanner is provided by which to

conpare the dat gbrse lighps @bistrackeb@idinReniMieh hahicl heidatabase zacapifes are
in match with one another. Determ nation of whether the database copies are

in mat ch widelibaite banepdn rRdio ardneriees Bagheshai peneirarosementts §f g ar syt

bet weeny thqnqgﬂbh$ nodeand the network part. 20 A group hash is formed at
t he nDblle no fe group hash is representative of values of a group of
data records of the database naintained at the nobile node. The group hash
is formed at the nobile nods&SAvid s RYNORI CHEAN WONUTIONet wor k part of the
radio conmuni cation systemby way of the radio air interface. A

corresponding 9h9% ptesenthmvcntlon accordingly, advantageously provides apparatus, and an
associated method, by which to synchronize asynchronously updateable database copies
maintained at a network part and at a mobile node of a radio communication system.

15 Through operation of an embodiment of the present invention, & manner is
provided by which to compare the database copies to determine whether the database
copies are in match with one another.

Determination of whether the database copies are in match with one another is
made through the generation of signaling between the mobile node and the network part.

20 A group hash is formed at the mobile node. The group hash is representative of values
of a group of data records of the database maintained at the mobile node. The group
hash is formed at the mobile node and communicated {o the network part of the radio
communication system by way of the radio air interface. A corresponding group hash
value 1s also formed at the database copy maintained at the network part of the radio

25 communication system. Comparisons arc made to determine whether the group hash
values, separately calculated at the mobile node and at the network part upon the
respective database copies of the database pairs are in match with one another. If the
group hashes are of identical values, the groups of data records are determined to be in

match with one another, viz., the data records of the group are in complete



value is also forned at the database copy maintained at the network part of
the radi o 25 comuni cati on system Conparisons are made to determ ne

whet her the group hash val ues, separately cal cul ated at the nobil e node
and at the network part upon the respective database copies of the

dat abase pairs are in match with one another. If the group hashes are of

i dentical values, the groups of data records are determned to be in nmatch
wi th one another, viz., the data records of the group are in conplete 5
correspondence with one another and the ta records of the group are

i dentical copies of one another. As only a single hash, representative of
an entire group of data.{ecg[ds is uFeg,tQ det ernj ne t hat Ihe,dgta_records
of the enti FR'GPIU S & OUFARYRCNGEHP QIR BroPB RSl BGUASTUIFRICORPIBT t he
sane group &forféaindthiceCAE dfly A fifsl8 AN bepPdsch@biOo Pard &ﬁf?&'?ﬁﬁlﬁ JreQui L&fqd o
communi cate the hash between the nobile node and the network part is

m ni mal . | nistised evdstrmiprthabthd deieresonds ¢ fohe estineagept fratn thehgridlup hashes
are not of _j. jeal, values. individual record hashes . associated with

i ndi vi dual %ﬁé&gig‘ﬁ‘{e‘@’gdr PSRy OTS‘%%S&B%O%Pa?ﬁdd%b%wg REEMONHOHPE R ed by

t he nobisl e medecdsaedtigednetcwemienand the 1OsHMveaPORGhs1Gic AL Vhdudd ndeeRr d
hash val ues forned at the network part representative of the correspondi ng

i ndi vi dual RP&t'A"MBEGHds of the group at the network part are conpared
t here together. ersd.-nat.i ons, . , . .an individual data record
IQQE@E\F@M a{a.'l ?Q?lﬁ%ﬁ@flgﬁgﬁ na%cll AR h0 H)S}ipqlag‘hcs ar rr]ﬁ?t (ﬁ

basis, whether the pairs o a reco are’in ch with one
anot her. A iddsicel valnat imalivitisa! neaded hishts asspabted ofith mdiwddillahiadedoady oo d
copies are in match with one 15 another when the values of the respective

i ndi vi dual §RUbP I HREREWs FFecarmugsard by iffnobi lepeds ladhersivrtt PBhs are made
that aipai rc@feshiistivg GHaalid date ot @ERMAS AL ?oﬂn%d%tt@néﬂvg& a‘?ﬂ% )ﬁt@@ﬁttﬁ‘ﬁre based
upon correspondence of the individual hashes associate vﬁt Phe

respect i ve adadtacarespedingindihduad dula re@eds of thairap athondiwdikvpatuat record

hashes are . communi c%-attgge# on the.radio air jnterface to ke__su_cgjéf._
det er ni nat | ong{mﬁgé‘u 1,185 ({gh@eg‘?@nﬁ?@ﬂ@%dﬁcé ©r gn B’hlnﬁﬂ“l”fimli%& PPEEEons of
bandw dt h fugteitd@hd pLRMTURI SRLAIQ RO dE B inRALP wihforeMhEikACR, the
limted resources available upon the radio air interface are efficiently
utilized tdcEsnfIaFm symade dal zaar ohindfvidine diadiasirdgapicslatan needr ¢ih one
15 another when the values of the respective individual record hashes are of equal values.
When determinations are made that a pair of individual data records are in match with
one another based upon correspondence of the individual hashes associated with the
respective data records of the data record pairs, only individual record hashes are
communicated upon the radio air interface to make such determinations. Again, as the
20 hashes require only limited allocations of bandwidth for their communication upon the
radio air interface, the limited resources available upon the radio air interface are
efficiently utilized to confirm synchronization of the individual data records.
If' a comparison of the individual record hashes of a pair of individual data
records of the group indicates the values not to be the same, additional synchronization
25 operations are performed to determine the reasons for the mismatch and to place the
data records of the data record pair back in match with one another.
I.ll another aspect of the present invention, an identifier is associated with the
group hash that 1s communicated between the mobile node and the network part of the
commumication system. The identificr forms, for instance, a number of a data record of

30 the group of data records with which the group hash is associated. Analogously, also,



| f a conparison of the individual record hashes of a pair of individual
data records ofthe group indicates the values not to be the sane,
addi ti onal synchroni zation 25 operations are perfornmed to determ ne the
reasons for the msmatch and to place the data records of the data record
pair back in match with one another. In another aspect of the present
invention, an identifier is associated wth the group hash that is
comuni cat ed between the nobile node and the network part of the

communi cati on system The identifier forns, for instance, a nunber of a
data record of 30 the group of data records with which the group hash is
associ at ed. Analo gously, also, 6 when individual record hashes are
communi cat e th\éd%mqoed Prshies a1e come s alist iy thparabilcingdntq hicaetvake al so
conmuni cat rmrecord
nunber |deﬁ€?#P§%§W%%h? %@?ﬁdﬂﬁﬂ'kMIﬁéﬁ?g&?gbgp %iﬂ¥aer2%yﬁ'{lll Ml Hes are
easily i denﬁorlillte@bzémumlbel udemtvﬁmkoptanf:tmdst/ialame@fta &icolde. DRcebNNAE e@lshag@;lc,nst
correspondi shes forpmed of the data records of the

n 15 valg(ﬁ B?
dat abase coep“g ilyideRtits %‘dl‘étlc[fvr? PHE(MBFKIBAP P capReii 6ATZEPHRSRIPEMEL | ons
in whichy th@zl&%b@@?&&sﬁ%ﬁﬂ&ﬁoﬁ%@dﬁﬂ"f@@cﬁﬁgoftﬂe dIEhE! 'Hopg mgaln@ej L e
dat abases are in natch one anot her are initiated her the o
node or at nchEctkgtanor k part The synchroni zation is trlggered for

i nstance, by a é9'1ﬁ£ﬁ~ @nlzatlon |n|H| tion ssage enerated at the
network part and*¢6 a4 BRI IHeY bﬁhl“éid 8% PR INEATBCONRBICA &Y 0 ai r
interface. dermiftewbyRENRhOBAAREORN AR ﬂpmﬁh lbAce ah&hél‘zﬁé ﬁﬁ'uﬁ%d b @mel e
node, triggered, for instance, when a change is nade to a change [|isting
that |ists ’E‘P{H}?gl%iet% apthg ndlaraxk padoiTdic @YnCé:u(dazeab)aseira;getddefmmtdire:enl@de
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records ar ehd mohie no&@l&gh@ﬁy of tht h&io airdhieal O ahdsynes@hBstibhploct BT A
group of data rﬁcords a gregated together to form a group hash. And,
the group KX&AtefElds EdrigEedt I9e Mstdice vaian 4 ¢ireaes ovadegotamdangret wor k
part. Anal ogousRPgEaLh t t ar d the
determ nati onﬁj?s madt V\;I%%% %g{ﬁly %[%r%tE gé]l{%?oefg"odrart %SQS 1)}(}‘@51‘6? ggﬁ%&%‘%gﬂ "' mat ch

wi th one 20ggnoglvéthe synchronization process, the groups of the data records of the database

bile

15 aredefined, and hashes for each of the data records are formed. Hashes of the
individual data records that form a group of data records are aggregated together to form
a group hash. And, the group hash is communicated upon the radio air interface to the
network part. Analogous operations are performed at the network part, and the
determination is made whether the data records of the group are in match with one

20 another.

Thereby, a manner is provided by which to synchronize database pairs embodied
at a mobile node and at a network part of a radio communication systerm. Because
hashes are communicated between the mobile node and the network part, radio
resources required to be allocated for the synchronization process are minimal. Further

25 munimization is provided by the use of group hashes that permit data record
correspondence determinations to be on a group basis, obviating, at times, even the
communication of hashes for each data record.

In these and other aspects, therefore, apparatus, and an associated method, is
provided for a radio communication system. The radio communication system includes

30 anetwork part having at least a first network copy database maintained thereat and a



Thereby, a manner is provided by which to synchroni ze dat abase pairs
enbodied at a nobile node and at a network part of a radi o conmunication
system Because hashes are comruni cated between the nobil e node and the
network part, radio resources required to he allocated for the
synchroni zati on process are mnimal. Further 25 mnimzation is provided by
the use of group hashes that permt data record correspondence

determ nations to be on a group basis, obviating, at tinmes, even the
comuni cati on of hashes for each data regprd In these and ot her aspects,

t herefore, apparatus, and an associated rnethod, is provided for a radio

conmuni cati Q ys The radi o communi cati.on sten1|ncludes 30. a.network
part hawndng.i?l %ﬁ%qgémg@ﬁ§plﬁ%PVHﬁ%“Ebﬁ&ag&%&ﬁﬁ & CRRY dlabase g Hanedt and a

7 nobile nagdeahaviner @ﬂﬁﬁtr:ﬁw&ﬁ&dﬂoﬁgdﬁdhc&s@%ﬁa 1 filst I%bm?!? lgﬁdd@ Y. dat abase
mai ntai ned thereat. Data of first network copy datab a the first

mobi | e copyﬂﬂaﬂ@bﬂﬁéoaﬁémﬂhﬁ\M@ﬂbﬁﬁmpf@wbﬂewanunhefHwﬁbﬁhdaWal@ﬁmgach dat a
record of t t_net ] n,.co et.e orres ce
o oy o 8 o Ao R PR R o oo B B B G TR0

dat abassé. Aﬁ@ﬁfsﬁh%ﬂfs aﬁb)l ddal 88 debehisTadilifks Akicwhelash of Raclr Bk firfiet wor k
copy database is in match with the first nobile copy database. A group hash

gener at or f@“@ﬂ%éﬁpéaa%@”?WémﬁBﬁFhé”Wdh@ﬁaﬁdKﬂgb@daﬁﬂ@amﬁé Pegreiw bash
i ndi cati Onicﬁ& afdl | % &ﬁﬁ&dwcﬁﬁltﬁg }n%gil? 9%&% 91{}18!8 %dapchrLer%éi ‘6‘{81 ]gldhc iﬂns %{a aé? oSt

records of the at |east t
SeleCtabIySé@ﬂMﬂpaﬂgm@uﬁdﬁaﬁhsM&MH@&Mh@ﬁﬁﬂﬁuﬂﬁh@@gE@Qﬂkﬂﬂsﬂﬂob@@&)Ma|UeS
The aggregated hash val ues are a%gre gated from i ndividual record hashes

and the agdré§at¥dashemsarhededitly (Epasarphisieabies fpropaskafiagaroppiedt
sel ect gg g'hgéflpvé?uest M8 o ?Eﬂc@ﬁ%@ﬂa%zﬁu&?ﬁ@gl e%Jéle%&‘hQH&vﬂﬁ%f‘m}é&'d‘{%%c%r e for

comuni cation to the ne part ther the first netinork
copy dat abare therigetageteflihegt vatots cire mxnwndatfabﬁ&écasaa diritnelat:d hroipt 41 tone

another. 1 I,&.CO %f n o resent. invention nd t he
scope thergg?mggﬂdmb%ng ﬁ@%g %W? 9&&56%%8W§Pﬁ@“@?9%ﬁ% YFHHP &P
briefly sur@dtemade Rak®w HelRst @b RMAY deball £d tﬁ@ﬁ%’f hﬁﬁollg BoRf ddihifis
present|y-preferred enbodi nents of the invention, appended cl ai ns.
are 1n match with one another.
15 A more complete appreciation of the present invention and the scope thereof can
be obtained from the accompanying drawings that are briefly summarized below, the

following detailed description of the presently-preferred embodiments of the invention,

and the appended claims.

20 BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 illustrates a functional block diagram of a radio communication system
in which an embodiment of the present invention is operable.
Figure 2 illustrates a functional block diagram of portions of the radio
communication system shown in Figure 1.

25 Figure 3 illustrates a message sequence diagram showing signaling generated
during operation of the radio communication system shown in Figures 1-2 pursuant to
an embodiment of the present invention.

Figure 4 illustrates a method flow diagram listing the method steps of the

method of operation of an embodiment of the present invention.



20 BRI EF DESCRI PTI ON OF THE DRAW NGS Figure 1 illustrates a functional
bl ock di agram of a radi o communi cation system in which an enbodi nent of

the present invention is operable. Figure 2 illustrates a functional bl ock
di agram of portions of the radio conmmunication systemshown in Figure |
25 Figure 3 illustrates a nmessage sequence di agram show ng signaling

generated during operation of the radi o communi cati on system shown in
Figures 1-2 pursuant to an enbodi nent of the present invention. Figure 4
illustrates a nethod flow diagramlisting the nethod steps of the nethod
of operation of an enbodi nent of the present invention. 30 8 DETAILED

DESCRI PTI ON Referring first to _Fi 1, radio comuni cati on system
shown general ly at 10, provi d@ﬁf%iﬁéd?@%@ﬁ%h@@aﬂ ons between a network
part of the commpefeal @8 oISEEM Fﬁ'f‘zgiri]@c%ﬂpﬂuh%at@&d@steﬁﬁ%@@ﬁ%Eﬁr‘é}al@/att he

e

mobi | e node 12. During operation of communi cation system
communi cat | Bhraidesdef iadoumedubgativay befwache netwdir paitrof tiaenhadeatiet ween

the nobil e node d L hetwor k. part cof .t he comunication system .For
i nstance, dgggt g ]t%‘gtd rlkgl%(l)érﬁl?ogd}éﬁraotple(’& Sfpd g ngnlBBl?I C_encﬁj_&i@‘ i ”[Bmhﬁ@é&%&%pon
radi o upli nknohaneeios sgatnnesnuporatihe fradirecu@ied bphaybagr hdotde network
part of the comunication system And, data originated at the network part
of the comfiiriass hdrecm e syaliiemors aaéecichrri pegrafiin expaenigpém Haino
downl i nk channely, . defiiRedi4Pen; -radio air interface to the nobile node.
The arrow 14 is r épr esentati ve %E?%ﬁl%g%f% mdlg\(/)\nq]}hf ’Pﬁé%dgé’]m“ R Gownti nk
channel s aredidepiinledharand defiecdupomhd Gadis ait ¢pegsentd alid va@wotd pat s@deé o upl i nk
upon which uplink channels are gﬁ?f ined. Various elements of the network
part of thé° Wﬁﬂ‘rﬁueaﬁ/%ﬁ“s?g}de ‘G rasrgiahin i rapiypar e Bs enpagnicatiehe
FigureioA sidighgs hasgatly aRseRnarcasidhirdo d8whhat oﬁz?ﬁ1@% d%ﬁné@ﬁﬁ%{% the ‘
comruni cation station capable of transceiving data wth the nobile node.
The base s$tdeponniedadebithesohile ovés. alile: areal4 orrepebénia®@ of\hadioa nobi | e
node, such d%\%nhgf upon which downlink channels are defined, and the arrow 16 is representative
of a radio uplink upon which uplink channels are defined.
Various elements of the network part of the communication system are
15 functionally represented in the Figure. A single base transceiver station 18 that forms a
radio communication station capable of transceiving data with the mobile node. The
base station 18 defines a coverage area, or ccll, 20. When a mobile node, such as the
mobile node 12, is positioned within the coverage area defined by the cell,
communications between the mobile node and the base station are generally effectuable.
20 A mobile node, as its name indicates, is permitted mobility, permitting the
mobile node successively to be positioned in successive cells, associated with
successive base stations of the communication system. For purposes of simplicity, only
a single base station and its associated cell is shown in the Figure.
The network part of the communication system is shown also to include a relay
25 device 22, here forming a BlackBerry "™ Enterprise Server relay, and a synchronization
(sync) server 24. While shown to be separate functional elements, the relay and server,
in the exemplary implementation arc embodied upon the same device, or platform.
The network part of the communication system also includes an administration

(admin) server 26 that is coupled to the sync server 24. The administration server

30 provides administrative functions and services to the communication systen.



nobi |l e node 12, is positioned within the coverage area defined by the cell,
communi cati ons between the nobile node and the base station are generally
effectuable. 20 A nobile node, as its nane indicates, is permtted
nmobility, permtting the nobile node successively to be positioned in
successive cells, associated with successive base stations of the

communi cati on system For purposes of sinplicity, only a single base
station and its associated cell is shown in the Figure. The network part of
t he conmuni cati on systen1is shown al so tg include a relay 25 device 22,
here form ng a BlackBerry 'm Enterprise Server relay, and a synchronization
(sync) ser nctional elenments, the relay

and server gdmm’?ﬁgmgﬁg%cpa “‘i‘sﬁiﬂ%gﬁéﬂf Cfgﬁ’ydbjeea RS 6 CUFORC EHE same

device, or g@hatform The network part of the communication system al so
includes an adm nistration (admn) server 26 that is coupled to the sync
server 24. The aﬁ?ﬁ%ﬂl%ﬁ?fa?ﬁ%m%mﬁé(ﬂ wgpdpaionst deseradfnitnilsth dalavescs umct i ons

and services. Lo il@gn%ﬂ T GaLLan, )é%“e’gi:a‘yg%@%{snﬁghi@ﬁat | g@r@ggﬁc{ %élef or

i nstance, is provi the adm n serv sync

server 24 Iemtmdmdlcﬁdldctau&)d@(aieaﬁasen gRrekempkSy ahip vhicahaidatiibages.sad fe of
created and mai ntai ned. Here, three exerrpll at abases, databases 30, 32,

and 34 are *'8XdABDY; bycap ckkasihigadksw | Q@%l\?ég (XM)the“féxMIl af e
i mpl ement atd,pR sck ? ﬂ?%@@@%?§fo§l@§d8f% eih%])%tfd MR as (’?@bfo?lnyz’g L& §§“3§ s

mar k- up | anguage r mat dafabasas an

formed of anmedaiedichds. datt}a: oeoqpids img&ﬁhntmbn;etdieldmadiemcﬁbem@lfefmn@]’ ® @at a
fields. In the exem&l&i Iemnt%] the data fields are referred to as
bei ng r ecoPdEi"E1%dE i S\)dﬁl Fisome Hrthe reordeiddsdetinelksy fgldsi ne key fi el ds.

10 Thejgdat abasegn3Qatadisesand r a 40,
42, and 44 enbodi ed at tS@’g ?r%ﬁfﬁggﬁgﬂ%p?&& ﬁ@gl'}jr ﬁaﬁgggksiggscqud%%g?es

t hereof , arté embadiedgbiis ryolaﬂfsl@d@rléat@dcramhumsnarai agpiesateioof lard he nobi | e

A TR AN ety A

nobi | e nodeScll@@Mﬁn6@@“11@316&4@%%@& oakmommtaﬁﬂm%fys&ﬁe plﬁj qﬁm@e@%@y server,
or other network part of the conmunication system
databases maintained at other mobile nodes have copies ther cof also cmbodled at the
15 database server, or other network part of the communication system. While the
respective database copies forming database pairs at the mobile node and at the network
part are copies of one another, the contents of the data records are asynchronously, i.¢.,
asymmetrically, updateable. When a change is made to one of the databases of a pair of
database copies, the respective databases are no longer in complete conformity with one
20 another.
That is to say, a database copy is formed pursuant, e.g., a back-up procedure, in
which the data contents of the database are copied to form the pair of database copies.
The data fields of each data record of the respective databases are copies of one another
such that the databases are in-match, i.e., duplicate copies of, one another. However, if
25 anasynchronous change is made to one, but not another, of the databases of the databasc
copy pairs, the databases are no longer in-match with one another. That is to say, the
databasc copies are no longer duplicates of one another due to the asynchronous changes
made to one of the databases of the pair. The databases of the database pair remain out
of match with one another until synchronization operations are performed, or the

30 database copies are otherwise caused to be placed back in match with one another.



respective dat abase copies form ng database pairs at the nobile node and at
the network part are copies of one another, the contents of the data
records are asynchronously, i.e., asymretrically, updateable. Wen a
change is nade to one of the databases of a pair of database copies, the
respective databases are no longer in conplete conformty with one 20
another. That is to say, a database copy is forned pursuant, e.g., a
back-up procedure, in which the data contents of the database are copied
to formthe pair of database copies. fodata fields of each data record
of the respectlve databases are copi es of “one another such that the

dat abases are 4@ i d | icate copies of, one another. However, if
25 an asynchronoa)é‘l Haﬁﬁﬁmp§f (hgSQHPICSHEYUIFRSt AHReZabAE {hkS dat abases

of the dat apé%ﬁﬁ'meﬁ @BY¥n pRd rt'a§10 &1 gﬁteg@E@Bacﬁa?c%m%cewﬂ&hgtolﬂ?ﬂﬁta %e%@%%@ aldif,h one

another. That is to say, at abase copies are I &at'es of
one anothermdub\mdl@hﬂmaﬁwnchndanswohmHQQSUmnaﬂmchmhom&ooﬁmihﬁtdatabases

of the pair, The of the database, pair in out of match with
one anofheﬂeﬂﬁ??%m§yH¥ﬁWgﬁFi§F¥@HwBB%PEF%BW %W@aﬁga$%ﬁﬁ%ﬂ*nﬁ?hFW€(§®

dat abasg cogiofifer &h@ll%hérzq%@%cﬁ@'ﬁ%%aﬁ?usbﬁ Bt AC&ALRARK 8T (B &Be th one
another. 10 Synchroni zation of dat abase copi es requi res, however,

signal i ng tlé"%mﬁerfﬁ]@ﬁh@’é@f&@@ﬁ ﬂiSk?e11¢1adﬂ801dditlronﬂirﬂimafaamse‘3(1@f abetnghradimentwtiet her
t he dat aba ther, To f
izt e SRPPR Al e BRish St G BN s B bRk e ¢ e

det er m nat i sppaatusibhenbedicd hﬂh@@}f@lﬂ&ﬁﬁﬁatl@ﬁ%cﬂv@[ Nt Ghehfpler@iRatn@ngt her, the
nobi | e node i ncludes apparatus 50 of an enbodi nent of the present

i nventi on. TPHECHAMGH KR paRrarsis cinberisd sbcndiaio illoﬁiiaﬂllbamdahml BOBON@E an
enmbodi mgnt pf, oﬁehfr‘mw §5E0 YR Euionle )&Ejﬂ %ggﬁ ) Yt L bl coEpLation, the

net wor k part of apparatus sync ronlzat|on server.
I n ot her i rf@fhbh@stdath mns&ﬂohkbéwhnmtemkiamaﬁie @hidshd aappdaad pisr 4rs ienbodi ed
el sewher e, ?lstrlbute t hroughout nore 10 than one entity of the network

part. The 585%? A G EBOBFEFard qnﬁ aROtREHHaL reflRiggs legsged *i”t“éﬂﬂ%%oﬁl’é‘fé’r ni nati on
of whet her phih@yrat ﬂmﬁo&%ﬁhﬁéotgfcnﬁo@ﬂqrﬂﬁﬁ% (RRlafe @l'il? WMo nERERL&L ©

correspondence with one another that requires essened ampunts of radio
bandwi dt h dklessartions than conventional manners that are utilized to make
such 15 Figure 2 illustrates portions of the radio communication system 10, including
clements of the apparatus 50 of an embodiment of the present invention. The elements
of the apparatus are functionally represented and are implemented in any desired
manner, such as by algorithms executable by processing circuitry.
The tltustrated portions of the communication system again show the sync server
20 24 and the mobile node 12. The arrows 14 and 16, representative of the downlinks and
uplinks upon which downlink and uplink channels are defined are again shown and form
the communication paths that interconnect the mobile node and the network part.
Signaling generated at the mobile node and at the network part of the communication
system are communicated by way of the downlink and uplink channels defined upon the
25 radio links that extend thercbetween.
The mobile node includes transceiver circuitry, here represented by a receive
part 52 and a transmit part 54. The receive part receives data communicated upon a
downlink channel defined upon the radio downlink 14, and the transmit part 54

transmits data upon uplink channels defined upon the uplink 16. The apparatus 50 is



determ nations. 15 Figure 2 illustrates portions of the radi o communi cation
system 10, including elenents of the apparatus 50 of an enbodi nent of the
present invention. The elenments of the apparatus are functionally
represented and are inplenented in any desired manner, such as by

al gorithns executable by processing circuitry. The illustrated portions of
t he communi cati on system agai n show the sync server 20 24 and the nobile
node 12. The arrows 14 and 16, representative of the downlinks and uplinks
upon whi ch downli nk and uplink channels are defined are again shown and
form the connunlcatlon pat hs that interconnect the nobile node and the

net wor k part Hﬁﬁ%q Fg enera@ed at. the pobi] e node and at, t he network
part of the™¥B PO FFCCSy SEE HAAF Y B mmitthd el B 2mRaial et IstWE Y ownl i nk
and upI|nk(%Q§QHQ$§KQﬁﬁﬂﬁ§g4@pgpdhﬁa4 25 radio links that extend

t her ebet ween. The nobi | e node includes transceiver circuitry, here

represented by aﬂﬂéwwﬂm@wlpanﬁﬁﬁmlamdumatMEhsmn@amaﬁﬁtBAtsi%@ﬂﬂﬂpelve part

recei ves dat ni.cat ed up efl ed upon the radi o
downl i nk 12nm”%gpy%eQW%ﬁ%ﬁ#%“%§?Emgﬁwyhtaﬁ%ﬂP@§n ' gﬁ“ﬂbﬁfﬁ&”@%annels
def i ned5upoaptﬁmtatmclommqol@meTtte)fa@mrc%u@aaS%cbﬁtsJetra d%%@é&ﬂ) kot & 40 ttthe

receive and transmt parts 52 and 54. The apparatus is further coupled to

t he dat abadwsh yguespe feymedhy perfian alﬁpietraah tﬁswltlnn lupclest lasstiseldeted dighls off dsh

generaLor S 2 526 30 ORI PGBl A0) O PP

contents Ofmmmdei@uﬁhwﬁﬁﬁwdﬁﬁﬁﬁﬁSK@f&ﬁhd@b@ﬁ@ﬁ@dé@db&ﬁds@Ta4ﬂed&@e hash
val ues are fogned b perfornln? a hash function upon at |east sel ected
fields of tABPATREdPQYLes HubalipatelBe valpaebethde ibatiar Oharhtogeserata f or ms

I ndi vi dgal -baghoVebUehe REIAG %Eﬁtjva\g‘t észbré Ugﬁ&%& WY& 8%?1%%1 ety f&)ts uch as

adj acent data records, of a select ase des 1 ndi cations of
t he vaIuesSwﬂ@hummr@nbwﬂf@nc@mdand to a group hash 10 generator 66. The
i ndi vi dual hashgialues re, buffered a buff? avai |l abl e for, subsequent

retrieval, if neddé& uPrish F%ﬂ%&éﬁ%@ﬁ (ACELG SedrigaeiEb by 20p8sEbl e, here
triggered Bypladithe@@8dn the line 67, to form group hash values representative of a group of

data records, such as a set of successive data records of'a database. The group hash
15 generator, for instance, aggregates valucs of the individual hashes generated by the
individual hash generator pursuant to a cumulative or additive process. Group hash
values formed by the group hash generator are provided on the line 72 that extends to
the transmit part 54.
The apparatus further includes a group identifier 76 selectably operable to
20 generate group identifiers identifying the group for which the group hash generator
forms the group hash. The group identity formed by the group identifier is also
provided 1o the transmit part 54. The values buffered at the buffer 64 are further
selectably provided to the transmit part, here indicated by the line 82.
The apparatus further includes a message generator 84 operable to form a
25 message for communication upon an uplink channel 1o the network part pursuant to
synchronization operations. The message generator 84 here first operates pursuant to
the synchronization procedures to send an indication of a group hash value formed by
the group hash generator together with a group identifier associated with the group of

data records from which the group hash is derived to the network part. Subsequently, if



applied thereto on the line 67, to formgroup hash val ues representative of
a group of data records, such as a set of successive data records of a

dat abase. The group hash 15 generator, for instance, aggregates val ues of

t he individual hashes generated by the individual hash generator pursuant
to a cunul ative or additive process. G oup hash values forned by the group
hash generator are provided on the line 72 that extends to the transmt
part 54. The apparatus further includes a group identifier 76 sel ectably
operable to 20 generate group identifiefs identifying the group for which
the group hash generator forns the group hash. The group identity formed

ansm t

by the gro ntd firer i art 54. The
val ues buf 15 %’re ggle it° the B ggngxra?cgiugﬁg FGF ‘?Gﬁsetf’ é@éf@éﬁ"ﬁﬁ? %/OIBT;‘]BU’igd’élahetso t he
transmt pafstocidied &ithnadioriueiyrcbhies bk iR Bdup The apparatus further

i ncl udes a nmessage generator 84 operable to forn1a 25 nessage for

communi cati on up ﬁ*@ﬁ%ﬂ&&ﬁﬂ@ﬂﬂmﬂ@ﬂﬁuh%HMh@ﬂhEﬂmgmkmpaﬁﬁGQWBs&éﬁhﬂto
synchroni Z%)epdhcsqg%rc@ ftﬂ@ﬁics%ﬁé@s Eroqﬁﬁia HE e%rhai%% lﬁlamélh%aﬁéxlng L 18219 erates

pur suant t e synchroni za proce ures of a
group hash neabaré pfactrhyﬁde bybilt hedw rIﬁﬂpaM&%f@B@&ét@é[@d nicegethat shbtilicdrogy oup
identifier assogia;%ﬂ’mﬁth the group of data records fromwhich the group
hash is derPi¥aaY SHBARYMRSFR Bhics deisgisd @é{&%@thoa vith gorrpipendiag vehes

Tessage gensiAlpf; ttfléJz'iét%Fk ORENALES: éeomngmﬁ& 0%%@ &%I@tashes

associated with individual data record t he us 50
enbodi ed aﬂmﬁM@um@umbgmupapt9®muimgﬁmpwadegenﬂnorﬁﬁaahamas@wmraias to

detect the nessa t he has ornmati on, tran tted to the 5
net wor k parf”‘rfﬂf’O @g%ﬁ@% %Enﬂgﬁmx¥ﬂHVb ﬂ“%h%ﬂk$“¥ﬁ%”ﬂ P &g gécﬁﬁg%ﬁﬁééjare

provi ded t @paratieRBPAeaH c&BrdhatssGanmar esdv aldies, @lﬁt&@& @ﬂh@vbuh@legzﬂet ect or
wth correspondlngrvalues formed at the network part. Here, the conparator

i s coupl ed<PEemon Wéb%éﬁdbﬁﬁbmdﬁﬁﬂmﬁdM@k(ﬁash generator 90 and a group
hesh Sener 6o S99t Mmu S B A8ePes FH BRSSP S o
the hash geaecspbodiagS8luancthabic 1Ay ceh@adatl ar bulbepedsat intiRacbulbehid4
corresponds to the data huffered at the buffer 64.

match, the data contained in the data records and of which the hashes are representative

15 are determined to be in complete match, and subsequent actions with respect to
synchronization, such as by overwriting data, is not required. If the comparison
indicates a mismatch, additional synchronization operations are required to indicate the
mismatch and to perform overwriting functions, as necessary, to place the databases
back in complete correspondence with one another,

20 During operation of an exemplary implementation, individual hashes are formed
at the mobile node, buffered at the buffer 64, and a group hash associated with a group
of data records is formed by the group hash generator 66. The group identifier identifies
the group with which the group hash is associated, and a message is generated by the
message generator indicative of the group hash value. The message containing the

25 group hash value is sent fo the network part, detected by the detector 86, and compared
at the comparator 88 with a comresponding, locally generated group hash value. If the
comparison indicates that the hash values are in correspondence, the data of the data
records with which the group hash values are associated are determined to be in
complete correspondence. If, however, the group hash values differ, one or more data

30 records of the group of data records with which the group hash value is associated is



The conparator conpares the detected val ues detected by the detector with
correspondi ng values that are locally generated. If the conparison
indicates a conplete match, the data contained in the data records and of
whi ch the hashes are representative 15 are determned to be in conplete
mat ch, and subsequent actions with respect to synchronization, such as by
overwiting data, is not required. If the conparison indicates a m smatch
addi ti onal synchroni zation operations are required to indicate the

m smatch and to performoverwiting funciions, as necessary, to place the
dat abases back in conplete correspondence with one another. 20 During

operation of, an.exenpl ary inmplenentation, individual hashes are formed at
Che. mobi e assAR FGTRaRly WP fU e "adt D BleEinali: haenigsdl at e
with a groupquefisd@ahdatctrusSndisoHOpaR Yol OMPs BRI I@NEHALEc G The
group identifier identifies the group with which the group hash is

associ at ed,oTahuSeupe Beugasive tqemseinhe hengquchieat trewsbidenetm dreandividuatii cat i ve
of the groypihash it NE R AES opt aini ng the, 25 group . hash value is
sent to the he?égFﬁg%gg??lggﬁgﬁvﬁggﬁggk@%%aé%éc%&gmhéﬁhgﬁﬁﬁﬁ8ﬁﬁzwéa at the
conpar abor g88eraioct fund acoessespio gdhagicdlaodrlhyksgenenated s9; espainashhyal ue. | f

t he conpatiﬁpn :p icates that the hash values are in correspondence, the
data of thé" Xtdya aé%&?a’éisvﬁitsww«%ﬁ%ﬁ MRREGF SRUPLABEIP G AT Giege aF Bedsdigduat ed
are det er maedd hnbgid. THOMRLELE &Oﬂhés%ﬁ?&,n gﬁﬁm lhe vAIQUEYERe iddiGa@OUP
hash values differ, one or nore data 30 records of t%e group of 'dat a
records w thashghiaohddi¢péedyroilp dastor uad vempared sshcioateesbridésng] Bocatlgipenariing d

potenti al | o be,out ,.of tch. Additional. infqormation is required. A
request | ghte PErE e R Biads Regarparisen bt HTPLies 028 ot

i ndi vi doal cdatgponearedse doh chblQiOHPhe BESRABS INiSyiliQal'BEEIBrdQhrdt e request
at the nobile node, the individual data records are retrieved fromthe

buf f er 64, cofcspengepiraosdbtemindeto) edinodpiic mash Wityemenator, 1athd a
message i s It af. 2S e generat.or,.84, .containing th
i ndi vi dual C%E@‘Sr%lggg‘?‘g%‘f’% Ec'])‘r?lt R 3aRES 0 E LS é{}jjé"slé%ﬁ]@@?eﬁitﬂbeg}iéo%r more of

the indivi duaésponémoe dithash avialhegSdd T NEasagLiza@n FRESRIRSre £QQLal. i ng
t he val ues, of @ge i ndi vi dual hashes are detected by the detector and
conpar ed witHSESPf BspEhys 0§ tha Wearnyorgdiskdsatd dbe dajardserdsare thse congineddual

hashesys | f B%&QISQ,WR/E{S, QR \rfh%c%aatrgéor%&%n}ﬁ%{eﬂ%r 2 ilpﬁvf-dﬂal data records for all
but the data records for which data correspondence cannot be confirmed, the amount of
radio resources required pursuant to the synchronization operations remain minimal.
Figure 3 illustrates a message sequence diagram, shown generally at 102,
representative of signaling generated during operation of an embodiment of the present
20 invention. The signaling is gencrated to determine whether database copies embodied at
amobile node 12 and the network part of the communication system are in
correspondence with one another. Operations are performed at the mobile node and at
the network part, and the results of such operations are compared. If a determination
can be made that the databases are in match with one another, additional
25 synchronization operations are obviated. And, when such determination cannot be
made, additional signaling generated to determine whether the data records of the
database copies are in match with one another.
Accordingly, as indicated by the blocks 104, individual hashes of individual data
records are formed. And, as indicated by the blocks 106, group hash values are

30 determined, such as by aggregating values of individual hashes. A message containing



10 correspondence, the data contained in the associated individual data
records are correspondingly also determned to be in conplete match with
one another. |If the conparison indicates that the values of a pair of

i ndi vi dual hashes to be out of correspondence with one another, additional
synchroni zati on operations are required. Transfer of the values of the one
or nore fields of the data records are then conpared. 15 Because, however,
hash val ues are comuni cated for the individual data records for all but
the data records for which data correspongence cannot be confirned, the
anount of radio resources required pursuant to the synchronization
operations penmjn m.niml . Figure 3 .illustrates a nessage sequence di agram
shown gener FI Ac" Te28 01 hostids o vt B Miistarts HgCgemierSe B iR cemg
oper ati on of |2abyerdxadbitemidead thdigcRbasHH. TROMEAYENE:IRRcINg SGhRLIYY S
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determ ne whe . ; : : ase i re..n ch
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bl ocks 106, _,group hash, val ue re 30 determ.nned, such as by aggregating
values of iadid7dua aﬁ‘é%sh"éﬁ‘.“ﬁ}i‘adﬁ%é@g@éeceﬁ{ﬁtoéig%ﬁ g{a“&ﬁh‘f RIS E DT t he
group hash ihdicited bR the RBACHNERITBSS 888 dr&l B8AE mobNEhEA o HYndiDE 1R RINMBRL
112, by the nobile node to the network part. The message is detected, as

i ndi cat ed Byluct REthslipéikiduakhasher sednsdhp ssongTesgdent peniffior,med coldstddrdidcat ed by
the bl ock . | | th _hash and
the val e doires BIAFRlss b8 nF8Y LY HERRHEL B0 a8\ HEer gl 0l SHAD ltRE”

det er ni nat ibgrthé scemegie } 230 indicdabebBY ANEHERE EMPRIINGaKd dddkBnindSotsO
whet her the valges re in conplete correspondence with one another. If so,
the yes br dHcHaPS RUKERC byiherdodsid 381ape 342X, rasponsive toelctarmenationpradel i s

t aken, 1and g plock 134, a mismatch is still indicated, additional synchronization operations,
indicated generally, by the block 138, commence. Otherwise, the yes branch is taken to
the end block 140,
Because group hashes are first used to determine whether the database copies are
synchronization with one another, only minimal radio resources are required to make
20 such determinations. And, even when an initial determination indicates the database
copies perhaps to be out of match with one another, hashes of individual data records
are used, further requiring only minimal radio resources for their communication.
Figure 4 illustrates a method flow diagram, shown generally at 152,
representative of the method of operation of an embodiment of the present invention.
25 The method facilitates determination of whether a first network copy database is in
match with a first mobile copy database.
First, and as indicated by the block 154, individual record hashes of individual
data records of at least a first selected group of data records of a first mobile copy

database are aggregated together to form a group hash value.



request is generated, indicated by the block 124, for additional
information, i.e., values of individual hashes of individual data records
of the group. The request is sent, 10 indicated by the segnent 126, and
delivered to the nobile node. Responsive thereto, the values of the

i ndi vi dual hashes, such as those buffered at a buffer, are collected and
formed into a nessage, indicated by the bl ock 128, and val ues thereof are
sent, indicated by the segnent 128, to the network part. Additional
conparisons and determi nations are nmade;sindicated by the bl ocks 132 and
134. If, responsive to determinations made at 15 the block 134, a m smatch

till indicat. ti onal t ted
general |y, by cne b B SECRe BTN B B uB0 R P 5 e L akcen

to the end1ebl.f@dkknaih4@ncBe€@u&ﬂ QUeLRNaENes:, afcad mﬂﬁhteu?o@dhé BlodRl 8¢ Nhde
whet her the database copies are synchronlzatlon wi th one anot her, onIy

mi ni mal radife kashyiabeserlrta ﬂawﬁwéﬁpm bispar@azd véilich caseseendinancmsk  And,
even when ap,iLnjd det.er he erhaps
Co be out ot Aluet BEh B Rk SRL SRLES o Fadh AR PR asBRic ™ 5 e
used, faort e genhish wgu@mmsmlmsrmlvaruad«nm {Iheﬁalhlés@eﬁdifng rnctvh&krgenel ated
connunicatigp. Figure 4 illustrates a nethod flow di agram shown generally
at 152, réfr€sentative of the nethod of operation of an enbodiment of the
present inventi %bcaus%%ﬂlﬂ:%ﬁﬁ&é%qg ﬁ[?ccb'ohfhﬁt%%ecgﬁyeﬁl{g 28! Pl m‘é’@‘?& her a
first network copy database is in a first nobile copy database.
First, and da@rmmm velmtleed ghyupsiod dblaoetord Sdf dataidibw tahuad are @comdp Ilaazsdmeﬁarmnity

i ndi vi dual at a ords,of .at .least a flrst sel ect ed records

of 111 ot R EER TeuSed Biia el By g bk Brrpoutnal HeBerb el or oup
hash val ue dettbminkhen ar@fduasd. DEpeatLehiMuhlgidl &‘ﬁ%l@%@ﬁWSﬁﬁ@ f&rlﬁ’ﬂelﬁng?asr‘
value is sent to the network part. Once received he networ k par and
as |ndlcatéﬂpﬁytﬁﬁﬁﬁﬁn@éﬂbq%gwethe group hash value sent to the network
part is conparedy ner.at.ed, va

d
i ndi cated by the pocﬁﬁfégy&$ﬁpogghﬁghﬁ?lIﬁde§mﬁ§8%(“Hg?ﬁg?mgnﬁﬂé’group

hash val ueientiespadds: icopy af the iiddnlioh RBod@ hbEsReNHNDbBheE ky gener at ed

val ue.
description. The scope of the present invention is defined by the following claims:



Because group hashes are first conmuni cated over the radio air interface to
det erm ne whet her groups of data records of database copies are in conplete
conformity wth one another, reduced ralfo resources, relative to
conventional nethods of such 10 determ nation, are required. | mpr oved
communi cation efficiency results, facilitating i nproved system
performance. The previous descriptions are of preferred exanples for

i mpl ement i Wlainlye i nvention, and the scope of the invention should not
necessarily be Iinited by this description The scope of the present

i nventi on |s defli ned %L;/P@trriés £V (et FRgiccToRERicalBn EREIhRoMAriSINgAREVAL S

(50) for 51%@249 HaPIRBUN Gatd A & ét%ﬂ{%ﬁgﬁ%idbﬁé{@égaﬂ;?4‘5‘@{5@3499& heﬁe%fla

havi ng at east a first netvvor ase mai nt al ned.
t her eat and mdabilembilé elZI)chd'eng b2prkgpoindngent daast @Eponobilg capy daasie g0l #R St

bi | dat t dth t t f the f t
et k. col) BACDRAGN Rt L of ML TP Gosyia havcAsabe P iabih R h one

anot her wheitakak & RhtcBasith S hokiRs WHdn Ahtal dTRaH Ha?t& Qetaer the EARNMnERK abase
is in conplete correspondence with corresponding data of each data record

of the firsawysbibage @GDVO@HEMESNWHGI@W@ cercipdsdiog daheoffeactsdatmetonst k

appar atus. (E0) ruPRHREDRY e RHRGEE Y Rnkean' O BF alimeo Rl eetettost wor

copy dat abassgbdsss, raspoatvely, Wh‘hhgﬁhﬁ ffdldssﬁalﬂfﬁppdr@tus canYotatakane said
appar at us q?orrpri sing: the first network CO@}/ dat abase (30, 32, 34) and the
first nobi f@eEypgtonpfivaistiss thatist agtwordsonyedatabags isdn rratfthewsth BlefingamRrbilg

| anguage (g%élata ggp)atsalangpéarggg\éb%kigg %ecord hash generator (58) enbodied at

the nobile apte eceive indications of at |east a
sel ected field of atthedastnesedrabey ddabase (€A, d8) afd thhéiratmdtersbpy he first

bl e copy, dalehgee, ashdundiy dualyererd Nech, gorgiaer (o8 Tor
o oec coL s, on ekt et o tasty ki (Gl sl acts
i ndi vi dual andedeptad kaxseeive indications of at least a selected field of at least selected data

records of the at least the first mobile copy database, said individual record hash

generator (58) for generating an individual record hash for each data record of the

selected data records;

an individual record hash buffer (64) adapted to receive values
representative of the individual record hashes formed by said individual record hash
generator (58), said individual hash buffer (64) for buffering the values representative of
the individual record hashes separate from the first mobile copy database;

a group hash generator (66) embodied at the mobile node and adapted to
receive indications of the values of the individual record hashes gencrated by said
individual record hash generator (58), said group hash generator (66) selectably for
forming a group hash value formed of aggregated hash values aggregated from the values
of the individual record hashes , the group hash values for communication to the network
part to determine whether the first network copy database and the first mobile copy
database are in match with one another, and the individual record hashes selectably for
subsequent communication to the network part; and

a message generator (84) embodied at the mobile node and adapted to

receive the group hash value generated by said group hash generator and the values



generator (58), said individual hash buffer (64) for buffering the val ues
representative of the individual record hashes separate fromthe first
nobi | e copy database; a group hash gener bt or (66) enbodied at the nobile
node and adapted to receive indications of the values of the individual
record hashes generated by said individual record hash generator (58),
sai d group hash generator (66) selectably for formng a group hash val ue
formed of agfferedat edd habhidvalre@sd Agoreget adid meaidgenéalistawnfighret e

i ndi vi dual record hashes , the oup hash val ues for comunication to the
networ k  p&FRerile adReseras GoatanHas ﬁ?rgff"l‘fé hashvalueripdwd reaussisys araesBese and t he

first mobilg,ga ﬂas 8348 Bdrd fx‘s&@?&?&e‘%%@eﬁ)&ﬁs BPOL G 2 re s bR

i ndi vi dual recor es selecta sequent commruni cation to the
net wor k pasdlectahdatarevesisage generator (84) enbodied at the nobile node and
adapted to receive the group hash val ue generated by said group hash
generator and the values 17 buffered at said individual record hash

buffer, said megsageTaeagsALQAL (KPRE AL AdvAReindRORIIR! QA B AFRARCRRKE) Ni NY
the group hash val ue and, if requested, a message containing the

i ndi vi dual by éﬂé@#@iﬁégﬁégc@ﬂ heshegatatatorrase oprdmupicateddo dmt@twer(kmﬂdypoﬁ t he

sel ected d 2 -Th
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t he net\/\orllffiﬁ database and the nobil e copy dat abase are out of match
wth one eresponswe to analysis, at the network part, of the group
hash val ue. 3. The apparatus (50) of claim2 wherein the prelimnary
determnation is perfornmed at the network part and wherein said apparatus
further conprisgs a k¢ egtaoatud (HO) oﬂeltaimtziwtg:réindﬁm:@tclimﬁmrpﬁethhﬁinmi@i ism nar y

determ natio t the networ r .. The apparat us cla
wher el n i orEAR Pecshirhaenend siiras st apraeds nE R oPOUED 4G e h

buf fer arejes&kiagi/llaiongbr iR ﬁﬁéiuﬁfn(afs} ée%x%l%ﬁ&rﬁha&&ét th&@édeHd ;%ﬁi' on to the
network part, responsive to detection at the nobile node of

prelimnary determ nation that the network copy database and the nobile

copy database 4, The apparatus (50) of claim 3 wherein individual record hashes buffered at

said individual record hash buffer are selectably retrieved from said buffer for
communication to the network part, responsive to detection at the mobile node of the
preliminary determination that the network copy database and the mobile copy database

are out of match with one another.

5 The apparatus (50) of claim 1 wherein each group of the at least the first
selected group is identified by a group identifier (76), the group identifier (76) for
communication to the network part together with the group hash value formed by said

group hash generator (66).

0. The apparatus {50) of claim 5 wherein said message generator (84) is
further adapted to receive indications of the group hash value and the group identifier
associated therewith, said message generator (84) for forming a message formatted to

include both the group hash value and the group identifier.



are out of match with one another. 5 The apparatus (50) of claim 1l wherein
each group of the at least the first selected group is identified by a
group identifier (76), the group identifilgr (76) for comrunication to the
network part together with the group hash value formed by said group hash
generator (66). 6. The apparatus (50) of claim5 wherein said nessage
generator (84) is further adapted to receive indications of the group hash
val ue and the grloup ildemppiratss (S@sdetiimt efirthhecewpidng:sai d message

generator (84) for faormng.a sage formatted to include both the group
hash val ue and the grao({?beq%ﬁ‘é‘?ﬁ??f’ie .Odi‘% aq%""’ﬂ? Vg $ E‘%&%@“&V‘éi m |
further complubsbiMlic groudeiaeh MmRH tyEl)ld SOBOHLBAbratdiand 8bMRIuki BRlto and
adapted to recejve values of the group hash fornmed by said group hash

gener at or BfvasbRfRY dit mabilonedse sad detroninep i detgyminieg whisherevahisdef theai d
det erm ner 0913 e Sér%éﬂéﬂcﬁw%%tegﬁ#h‘é%&g%dC\’ff {?tgsb.e group hash correspond

wth netwo ener ate al ues. appara (50) of claim?7 wherein said
apparatus further conprises a requester coupled to said determner to
recei ve indications determ nati gns made, thereat, said requestor

sel ectabl e for PequedtfABPHMYS (1B A rlaimt oV heensaldapsaatus b FicORPERe a at

l'east the fdgh8dicBRblcd t|8 ﬁ@{ deakARRS & regei;lz_? &Wﬁ@ﬁ?&%té@%&tﬁ%s ﬁlgﬂé m 8

wherei n the ‘addi ti ohal ormati on selec requeste y sal d requestor
conpri ses tharastsaidfreqimstar ndicsthbladbr requotidg hddinesal ibfeahatirreasbatfifted edthahe sai d

i ndi vi dual _recor.d hash buffer. . The apparatus (50) of claim 10 wherein
sai d deterﬂﬂﬁ%¥ﬂf@§f§¥@€ %Vﬂﬁ@#égﬁﬁ%pted to recei ve val ues of the

i ndi vi dual record hashes selectably further communicated to the network

part by the nobile node, said determ ner further for determ ning whether

val ues of the ifdivi dbappracaio: H0hasplesn Eovhaseip dheladditidnat bferastiondi ng

t k 1. d (152 f Tuni .cat,i di
Commun oo SR real BBy sad oo B B0pIRS Shu pEOF TN LA o °
net wor k cotphyt ctabaffased aredidtimlividdal record hash buffer.

10. The apparatus (50) of claim 10 wherein said determiner (88) is further
adapted to receive values of the individual record hashes selectably further communicated
to the network part by the mobile node, said determiner further for determining whether
values of the individual record hashes correspond with corresponding network generated

values.

11 A method (152) of communicating in a radio communication system
comprising a network part having at least a first network copy database maintained
thereat and a mobile node having a corresponding at least a first mobile copy database
maintained thereat, data of the first network copy database and the first mobile copy
database in match with one another when data of each data record of the first network
copy database is in complete correspondence with corresponding data of each data record
of the first mobile copy database, the data records of the first network and mobile copy
databases, respectively, having data fields, said method for facilitating determination of
whether the first network copy database is in match with the first mobile copy database,

said method comprising:



!
t hereat and a nobil e node having a corresponding at |east a first nobile
copy database nmmintained thereat, data of the first network copy database
and the first nobile copy database in nkt ch with one another when data of
each data record of the first network copy database is in conplete
correspondence with corresponding data of each data record of the first
nobi | e copy dat abase, the data records of the first network and nobil e copy
dat abases, respecti vebyeratirmamgdidatual facetddsish safhd ndtilhmddé 6or chacddtat at i ng

det er m natjon_of et her, the.first netwark dat ab isin ch with
the first %chf%faém%g ?ﬂ%ﬁl%‘ﬁg@?ld Oiﬁti Iﬁasrrrﬁm@ﬁ?fag 35%?‘%%@@%@%&% Yt ng an
i ndi vi dual miodeeehh@akbadt, th)BrsiRRbIIE cHPASthke BAER ol BxtbRGOE thof-ugt | east
a selected field of at | east selected data records of the at | east the

first noblanguagsgyMil febasie, the first nobile copy database being of an
extensi bl e mark-up : format; -buffering values representative
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of each individual recor ner a

gener at i ngdurivg santlopdratial offgeaattindashindividaabutddhasenar Riffer kegmtetifoen f i r st

nobi |l e cop qatab SF; ag regating (154) together individual record hashes
Gsitreraapile

of individ Fdn ©PEMALOB at | east a first selected group of data
records of the at le t e i U%QP‘EAL : : roup
hash val ue; sendi ng ?%%% tﬁg%ﬁgo 55“?@%%1&6?%?%2%&58??lr?fé‘ggtglgia%perati on
of aggr egaténdgof at ledst adestwelektep @raup afalaparciogs (156 )at ldast the ey nivdsla cupy ue
sent to the networ art duri aid operation of sending wth a
correspondﬁ?%fgjaﬁ%&/\t/léps ag‘ﬁﬂ‘é‘?gisgg’a tue derived fromthe at least the first
net work copy dat abasgndimag154)taé gRRbWAEKVARP YorfRlH ARASE sA18LP&aRbn B

ext ensi bl e mark-up | anguage (XI\/L% format; determ ning (162) whether the

group hastisgsieabng by thegporak phit; val ue with the correspondi ng -networ k
sener ated vl ue,_anconh b 8) 9P DED R 0L B PG R ERRBESHES
cont ai ni ngpeheiovalf yasliof withe dondipindig] net eI @nbatdssldeerived from the at
least the first network copy database, the first network copy database being of an
extensible mark-up language (XML) format;
determining (162) whether the group hash value corresponds in value with
the corresponding network generated value; and, if the group hash value is out of
correspondence with the corresponding network generated values, then
sending a message containing the values of the individual record hashes to

the network part.

12, The method of claim 11 further comprising the operation of concluding
the first network copy database to be in match with the mobile copy database if the group
hash value is determined during said operation of determining to correspond in value with

the corresponding network generated value.

13. The method of claim 12 further comprising the operation of requesting
additional information if the group hash value is determined during said operation of

determining not to correspond in value with the corresponding network generated value.



the network part. 12. The nethod of claiml 1 further conprising the
operation of concluding the first network copy database to be in match
with the nobile copy database if the grotfp hash value is determ ned during
said operation of determining to correspond in value with the
correspondi ng network generated value. 13. The nethod of claim 12 further
conprising the operation of requesting additional information if the group
hash val ue is dater mTheehdbtd LG B FReert the Ad@tiond et PfHhiingqidted O
correspond in value wth the correspondi ng network generated value. 20 14.
The net hod dBfngsad pparatighelisnvesting caraprisgs yaltes phihsindividenl reeerddwshey thtr i ng
sai d operat] _ 1est j ues of the individual record
hashes tha%kggggjgggg%?ﬁggggﬁgf tgb§%§H¥€%% group hash val ue. 15. The

met hod of claim 14 further conprising the operation, prior to said
operation of sending_the indjvidual record hashes, retrieving values of the
i ndi vi dual recégd hgi*ﬁé%eﬂm?'quéf%@ Hiﬁlﬂ%@rmxaﬂ%&getbeapelﬁuwam%&sai . The
met hod of gh&hinler oHihp Bhe HOMRIAP F8rd h&?&ﬁﬁ&mgvat §&ﬂH@'idd"i'ﬁdEzﬂe

i ndi vi dual record hasheS, once delivered to' the ne morﬁ part, wt

cor r espondiatgrd loshtd huffegehdragedidmepeshuifering.

16.  The method of claim 15 further comprising the operation of comparing the
individual record hashes, once delivered to the network part, with corresponding locally

generated values.



