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IRCM SYSTEM BASED ON COORDINATED MANAGEMENT OF FLARES AND
DIRCM SYSTEMS FOR PROTECTION AGAINST IR-GUIDED MISSILES

TECHNICAL FIELD OF THE INVENTION

The present invention relates, in general, to the field
of Electronic Countermeasures (ECMs) and, in particular, to

Infrared Countermeasures (IRCMs).

BACKGROUND ART

As is known, IRCMs are used to protect platforms, such
as land platforms/vehicles, avionic platforms (e.g.,
aircraft and helicopters) and naval units, from infrared
(IR) guided missiles.

Typical IRCM systems are the so-called Directed
Infrared Countermeasure (DIRCM) systems (sometimes also
referred to as Directional Infrared Countermeasures) and
systems employing flares (sometimes also referred to as
decoy flares).

In general, a DIRCM system is an active system designed
to deceive IR seekers of IR-guided missiles (in particular,
the so-called first three generations of IR seekers).

Typically, a DIRCM system is designated to a specific
target by a Missile Warning System (MWS), which keeps
sending an updated 1list of detected threats (said 1list
reporting a coarse estimation of a direction of arrival of
each detected threat). Once activated, a DIRCM system tries
deceiving the IR seeker of an approaching IR-guided missile
sO as to steer the latter away from its target by means of
a narrow laser beam, that is constantly kept on the missile
and is modulated according to a predefined jamming code (in
general, related to the seeker’s generation(s) which the
DIRCM system is designed to be effective against).

A DIRCM system typically comprises a tracking unit (or
tracker), a laser unit and an electronic control unit,

wherein:
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. the tracker 1is operable to track an approaching
missile (to this end, the tracker conveniently includes an
IR imaging device);

. the laser unit is operable to emit a Jjamming laser
beam towards the approaching missile (typically, an IR
laser beam modulated according to a predefined frequency
jamming code such that to inject spurious signals into the
seeker’s IR detector of the approaching missile, thereby
deceiving missile’s IR seeker thus causing the missile to
steer away, from the platform on which said DIRCM system is
installed, towards a “fake” target); and

. the electronic control wunit is configured to
control operation of the whole DIRCM system and communicate
with an on-board command and control system of the
platform.

More in detail, the tracker is typically configured to:

o start tracking a (potential) threat signaled by an
on-board MWS of the platform;

. checking whether the signaled threat is an actual
approaching missile; and,

. if the signaled threat 1is an actual approaching
missile, activate the laser unit and keep it constantly
pointed at the approaching missile so as to keep said
approaching missile constantly under the illumination of
the jamming laser beam.

Typically, the tracker and the laser unit are
integrated into a steerable turret, which is operable by
the tracker to achieve the requested pointing. Nowadays,
typical DIRCM installations are based on single turret
configurations or on multiple turret configurations (e.g.,
in case of large platforms), wherein this latter
configuration type 1is used to extend the countermeasure
field of regard (FOR) all around the installation platform.

Single turret DIRCM configurations may lead to have

large blind zones around the installation platform where
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approaching threats are not countered at all. In fact, the
FOR of a single turret DIRCM system does not depend only on
the DIRCM system itself, Dbut also on the installation
platform, which always masks several portions of the
theoretically—-achievable coverage area, even when
considering the most extended possible FOR for the single
turret DIRCM system. Moreover, single turret DIRCM
configurations are limited to protecting a platform against
one threat at a time.

In order to overcome FOR-related limitations of single
turret DIRCM configurations, multiple turret DIRCM
configurations can be used. In particular, this
configuration type 1is exploited to reduce Dblind zones
around large platforms.

An example o0f known multiple-turret DIRCM system 1is
provided in EP 3 081 895 Al. In particular, said multiple-
turret DIRCM system includes a ©plurality of DIRCM
subsystems, that are operable to track and Jjam IR-guided
missiles and comprise a first DIRCM subsystem (including
respective tracking and laser means) and a second DIRCM
subsystem (including respective tracking and laser means)
installed on a platform to be protected against IR-guided
missiles. The first DIRCM subsystem is operable to track
and jam IR-guided missiles in a first coverage region. The
second DIRCM subsystem 1s operable to track and jam IR-
guided missiles in a second coverage region. Both said
first and second DIRCM subsystems are operable to track and
jam IR-guided missiles in an overlap region, which includes
a first handover sub-region adjacent to the first coverage
region and a second handover sub-region adjacent to the
second coverage region.

The multiple-turret DIRCM system according to EP 3 081
895 Al further includes a managing unit, that is coupled to
a MWS installed on the platform to receive threat-related

data indicating a threat scenario, and is configured to
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coordinate activation and operation of the DIRCM subsystems
on the basis of the received threat-related data.

Moreover, the method of operation of the multiple-
turret DIRCM system according to EP 3 081 895 Al comprises:

. if a given missile is in the first coverage region,
carrying out a first tracking and Jjamming operation
including tracking and jamming said given missile Dby the
first DIRCM subsystem;

. if the given missile moves from the first coverage
region to the overlap region, carrying out a first overlap
operation including

- keeping carrying out the first tracking and
jamming operation, and

- starting tracking said given missile also by the
second DIRCM subsystem; and,

. if the given missile in the overlap region enters
the second handover sub-region, carrying out a first
handover operation including

— keeping tracking said given missile by the second
DIRCM subsystem,

- starting Jjamming said given missile by said
second DIRCM subsystem, and

- stopping carrying out the first tracking and
jamming operation.

More in general, EP 3 081 895 Al teaches to
appropriately coordinate operation of several DIRCM turrets
(each including a respective tracker and a respective laser
unit) to be effective against more than one threat
simultaneously. Moreover, EP 3 081 895 Al teaches also how
to effectively manage threat handover among different DIRCM
turrets still guaranteeing Jjamming code reproduction
continuity on target and avoiding destructive interference
among laser beams of different turrets during jamming.

In order for a DIRCM system to be effective, the

following (general) requirements should be met:
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. the DIRCM system should ensure protection against
IR-guided missile threats from any direction of arrival;

. upon reception of an alarm from the MWS, the DIRCM
system shall ensure the minimum time to get its laser onto
the target;

. during Jjamming, the DIRCM system shall ensure that
its 1laser 1s on target during the whole Jjamming code
replication in order to allow all the Jjamming code
frequencies to reach the engaged IR seeker.

Nowadays, no existing DIRCM system is able to
effectively deceive missile IR seekers of the latest
generation (namely, fourth generation and beyond). In fact,
state-of-the-art IR seekers are designed to implement ECMs
based on IR 1mage ©processing such that to defeat
traditional DIRCMs.

As previously said, flares are another type of IRCMs
installed on board land platforms/vehicles, avionic
platforms and naval units, and used to deceive IR seekers
of IR-guided missiles. In particular, nowadays there exist
several types of flares, each characterized by a specific
technology, designed to decoy IR-guided missiles and to
thwart ECM systems which missile IR guidance systems are
equipped with. Typically, flares are deployed/launched (for
example, by means of a flare dispenser) according to
predefined flare deployment/launch sequences programmed
before a mission.

Nowadays, even no existing flare-based IRCM system 1is
able to effectively deceive missile IR seekers of the
latest generation (i.e., fourth generation and beyond). In
fact, the state-of-the-art IR seekers are designed to
implement ECMs based on IR image processing such that to

defeat also traditional flare-based IRCMs.

OBJECT AND SUMMARY OF THE INVENTION

A general object of the present invention is that of
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overcoming, at least in part, the above drawbacks of the
current IRCM systems.

In particular, a specific object of the present
invention is that of providing an improved IRCM system such
that to be effective against missile IR seekers of the
latest generation (i.e., fourth generation and beyond)
designed to implement ECMs based on IR image processing.

These and other objects are achieved by the present
invention in that it relates to an IRCM system and a
related method of operation, as defined in the appended
claims.

In particular, the present invention concerns an IRCM
system designed to Dbe installed on a platform for
protection against IR-guided missiles and to be connected
to a MWS installed on said platform, wherein said MWS is
configured to detect approaching IR-guided missiles.

The IRCM system according to the present invention
comprises:

. a DIRCM system operable to track and jam
approaching IR-guided missiles;

. a flare deployment/launch apparatus operable to
deploy/launch flares; and

. a self-protection suite manager configured to

- store one or more DIRCM-flare coordination
libraries indicative of a predefined policy of
coordination of flare deployment/launch with
operation of the DIRCM system,

- operate the DIRCM system to track and Jam an
approaching IR-guided missile detected by the MWS
and,

— when the DIRCM system 1s tracking and jamming an
approaching IR-guided missile, operate also the
flare deployment/launch apparatus to
deploy/launch flares based on the stored DIRCM-

flare coordination library(ies).
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Conveniently, the self-protection suite manager 1is
configured to, when the DIRCM system 1is tracking and
jamming an approaching IR-guided missile, operate also the
flare deployment/launch apparatus to deploy/launch flares
at one or more given times and according to one or more
predefined flare deployment/launch sequences; wherein said
given time(s) is/are determined by the self-protection
suite manager Dbased on, and said predefined flare
deployment/launch sequence(s) is/are indicated in, the
stored DIRCM-flare coordination library(ies).

Preferably, the self-protection suite manager is
configured to:

o receive, from the MWS, messages related to IR-
guided missiles detected by said MWS, wherein said messages
related to detected IR-guided missiles include

- pre-alarm messages signaling potential
approaching IR-guided missiles,

- pre-alarm update messages indicative of updates
on potential approaching IR-guided missiles
previously signaled,

- alarm confirmation messages confirming actual
approaching IR-guided missiles, and

- alarm update messages indicative of updates on
actual approaching IR-guided missiles;

. receive, from the DIRCM system, tracking update
messages 1indicative of updates on approaching IR-guided
missiles tracked and jammed by said DIRCM system;

. in response to a pre-—-alarm message received from
the MWS and indicative of a potential approaching IR-guided
missile, operate the DIRCM system to track and jam said
potential approaching infrared-guided missile;

. carry out a scenario analysis based on

- the pre—-alarm message and pre-alarm update
messages received from the MWS and related to

said potential approaching infrared-guided
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missile, and

- tracking update messages received from the DIRCM
system and related to said potential approaching
IR-guided missile tracked and Jjammed by said
DIRCM system;

. in response to an alarm confirmation message
received from the MWS and confirming that said potential
approaching IR-guided missile is an actual approaching IR-
guided missile, operate also the flare deployment/launch
apparatus to deploy/launch flares based on

- the stored DIRCM-flare coordination library(ies)
and
- the scenario analysis carried out;

. inform the DIRCM system of flare deployment/launch,
whereby said DIRCM system disregards flares’ glares during
tracking thereby keeping tracking and jamming the actual
approaching IR-guided missile; and,

i for a predefined Dblanking period after flare
deployment/launch, keep carrying out the scenario analysis
only based on tracking update messages received from the
DIRCM system and related to the actual approaching IR-
guided missile tracked and jammed by said DIRCM system,
while disregarding messages received from the MWS and
related to IR-guided missile(s) detected by said MWS in a
given space sector where the actual approaching IR-guided
missile is located.

Conveniently, said predefined blanking period and said
given space sector are indicated in the stored DIRCM-flare

coordination library(ies).

BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of the present invention,

preferred embodiments, which are intended purely by way of
example and are not to be construed as limiting, will now

be described with reference to the attached drawings (not
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to scale), where:

. Figure 1 schematically illustrates an IRCM system
according to a preferred embodiment of the ©present
invention;

. Figures 2-5 show an example of operating scenario
in which the IRCM system of Figure 1 is operated against an
approaching IR-guided missile;

. Figure 6 schematically illustrates an example of
DIRCM-flare coordination timeline related to the operating
scenario shown in Figures 2-5; and

i Figure 7 shows an example of DIRCM-flare
coordination library exploitable by the IRCM system of

Figure 1.

DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS OF THE INVENTION

The following discussion 1s presented to enable a

person skilled in the art to make and use the invention.
Various modifications to the embodiments will be readily
apparent to those skilled in the art, without departing
from the scope of the present invention as claimed. Thus,
the present invention is not intended to be limited to the
embodiments shown and described, but is to be accorded the
widest scope consistent with the principles and features
disclosed herein and defined in the appended claims.

As previously explained, DIRCM systems and flares have
demonstrated their effectiveness against missile IR
guidance systems of the first, second and third
generations, while nowadays there are no IRCM system able
to ensure a sufficiently high success rate against more
advanced systems based on IR imaging processing.

The present invention stems from Applicant’s idea of
using DIRCMs and flares in a coordinating and cooperative
way so as to defeat missile IR seekers of the latest
generation (i.e., fourth generation and beyond) based on IR

image processing.
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In the following, only for the sake o0f description
simplicity and, thence, without losing generality, a
preferred embodiment of the present invention will be
described in detail by making explicit reference to an IRCM
system installed on board an aircraft and comprising only
one DIRCM turret and only one flare dispenser. Anyway, it
is important to stress the point that the present invention
can be advantageously exploited, without any substantial
modification, with any number N of DIRCM turrets (with N
positive integer), with any number M (with M positive
integer) of flare apparatus/systems/devices for deploying
and/or launching flares, and on board platforms of any
type, such as:

. land platforms or vehicles, conveniently of the
military type (e.g., armored military vehicles, tanks,
mine-clearance vehicles, armed land wvehicles, etc.);

. avionic platforms, conveniently of the military
type (e.g., aircrafts, helicopters, drones, etc.); and

. naval units, conveniently of the military type
(e.g., cruisers, patrol boats, corvettes, etc.).

For a Dbetter understanding of the present invention,
Figure 1 shows a block diagram schematically representing a
functional architecture of an IRCM system (denoted as a
whole by 1) according to a preferred embodiment of the
present invention.

In particular, the IRCM system 1 is installed on board
an aircraft (not shown in Figure 1) and comprises:

i a DIRCM system 11, that includes a DIRCM manager
111, a thermal tracker 112, a laser unit 113, and a self-
protection (SP) suite manager 114 connected to a Missile
Warning System (MWS) 2 and a platform manager 3 (both
installed on board the aircraft); and

. a flare dispenser 12.

In detail, the platform manager 3 1s configured to

coordinate operation of different systems installed on
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board the aircraft including the IRCM system 1. The MWS 2
is configured to detect approaching missile threats and
estimate direction of arrival of each detected threat. The
DIRCM manager 111 is configured to control operation of the
thermal tracker 112 and of the laser unit 113. The laser
unit 113 is operable to generate jamming laser beams for
implementing IRCMs. The thermal tracker 112 (which
conveniently includes a respective IR imaging device) 1is
operable to track threats detected by the MWS 2 by
constantly keeping the laser unit 113 aimed at the tracked
threats for Jamming IR guidance systems thereof. The SP
suite manager 114 is configured to control operation of the
whole IRCM system 1 (i.e., of both the DIRCM system 11 and
the flare dispenser 12). Said flare dispenser 12 is
operable to deploy flares in response to specific commands
from the SP suite manager 114 and according to predefined
(i.e., pre-programmed) flare deployment sequences.

More in detail, the SP suite manager 114 is configured
to:

. store one or more DIRCM-flare coordination
libraries indicative of a predefined policy for flare
deployment coordinated with operation of the DIRCM system
11 (e.g., said predefined policy may conveniently include
information items indicative of predefined flare deployment
times and predefined flare deployment sequences to be used
in coordination with the jamming action of the DIRCM system
11);

. in response to an IR-guided missile threat detected
by the MWS 2, operate the DICRM system 11 against said IR-
guided missile threat, whereby the thermal tracker 112
tracks, and the laser unit 113 jams, salid IR-guided missile
threat;

. when the DICRM system 11 is operated, operate also
the flare dispenser 12 Dbased on the stored DIRCM-flare

coordination library/ies (i.e., Dbased on the predefined
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policy for flare deployment coordinated with operation of
the DIRCM system 11).

For a better understanding of the operation of the IRCM
system 1, Figures 2, 3, 4 and 5 show an example of
operating scenario in which said IRCM system 1 is operated
against the IR guidance system of an approaching IR-guided
missile.

In particular, Figures 2-5 illustrate an operating
scenario, wherein an aircraft A (which the IRCM system 1 is
installed on board) is engaged by an approaching IR-guided
missile, “from the point of view” of the IR guidance system
of said approaching IR-guided missile (in fact, 1in Figures
2-5 a sort of aiming reticle R is shown, which represents
pointing of the IR seeker of the approaching IR-guided
missile).

More in detail:

. Figure 2 shows IR signature of the aircraft A as
“seen” by the IR seeker of the approaching IR-guided
missile, wherein seeker’s tracker is locked on the aircraft
A;

. Figure 3 shows the DIRCM system 11 operated to de-
characterize the IR signature of the aircraft A under
attack by dazzling the seeker’s tracker (which, anyway, 1is
still locked on the aircraft A; more specifically, on the
laser beam emitted by the laser unit 113);

. Figure 4 shows deployment of flares in combination
with operation of the DIRCM system 11 (i.e., while the
thermal tracker 112 is still tracking, and the laser unit
113 is still jamming, the approaching IR-guided missile);
in particular, Figure 4 shows that, due to the combined
action of the DIRCM system 11 and the deployed flares, the
seeker’s tracker moves to the most reliable target (i.e.,
the glare of a flare), while the laser unit 113 is still
on; and

d Figure 5 shows the seeker’s tracker successfully
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steered away from the aircraft A due to angular separation
between said aircraft A and flares.

Moreover, Figure 6 schematically illustrates an example
of DIRCM-flare <coordination timeline related to the
operating scenario shown in Figures 2-5. In particular, as
shown in Figure 6, the SP suite manager 114 is preferably
configured also to:

. receive from the MWS 2 messages related to IR-
guided missile threats detected by said MWS 2, wherein said
messages related to detected IR-guided missile threats
specifically include

- pre-alarm messages signaling potential
approaching IR-guided missiles and respective
directions of arrival,

— pre—alarm update messages indicative of updates
on potential approaching IR-guided missiles
previously signaled,

- alarm confirmation messages confirming actual
approaching IR-guided missiles, and

- alarm update messages indicative of updates on
actual approaching IR-guided missiles;

i receive, from the DIRCM system 11 (in particular,
from the thermal tracker 112 through the DIRCM manager
111), tracking update messages indicative of updates on IR-
guided missiles tracked by said thermal tracker 112;

. in response to a pre-alarm message received from
the MWS 2 and indicative of a potential approaching IR-
guided missile and of its direction of arrival, operate the
DIRCM system 11 (in particular the DIRCM manager 111) to
cause the thermal tracker 112 to track, and the laser unit
113 to jam, said potential approaching IR-guided missile
(block 41 named “Tracking & Jamming” in Figure 6);

. carry out a scenario analysis (block 42 named
“Scenario Analysis” in Figure 6) based on

- the pre-alarm message and pre-alarm update
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messages received from the MWS 2 and related to
said potential approaching IR-guided missile, and
- tracking update messages received from the DIRCM
system 11 (in particular, from the thermal
tracker 112 through the DIRCM manager 111) and
related to said potential approaching IR-guided
missile tracked by said thermal tracker 112;

i in response to an alarm confirmation message
received from the MWS 2 and confirming that said potential
approaching IR-guided missile is an actual approaching IR-
guided missile, operate also the flare dispenser 12 to
deploy flares (block 43 named “Flares in the air” in Figure
6) based on

- the stored DIRCM-flare coordination library/ies
and
- the scenario analysis carried out;

o inform the DIRCM system 11 (in particular, the
thermal tracker 112 through the DIRCM manager 111) of flare
deployment, whereby the thermal tracker 112 takes into
account said flare deployment in its IR image processing to
filter out flares’ glares during tracking, whereby said
thermal tracker 112 keeps effectively tracking, and the
laser unit 113 keeps effectively Jamming, the actual
approaching IR-guided missile (again Dblock 41 named
“Tracking & Jamming” in Figure 6); and,

i for a predefined Dblanking period after flare
deployment (block 44 named “MWS Masking” in Figure 6), keep
carrying out the scenario analysis only based on tracking
update messages received from the DIRCM system 11 (in
particular, from the thermal tracker 112 through the DIRCM
manager 111) and related to the actual approaching IR-
guided missile tracked by the thermal tracker 112, while
disregarding messages received from the MWS 2 and related
to IR-guided missile threats detected by said MWS 2 in a

given space sector where the actual approaching IR-guided
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missile is located.

Conveniently, the stored DIRCM-flare coordination
library/ies 1is/are also indicative of (i.e., the stored
policy for flare deployment coordinated with operation of
the DIRCM system 11 may conveniently include also
information items indicative of) said predefined Dblanking
period and said given space sector.

More in detail, as shown in Figure 6 and as previously
explained, once a pre-alarm message 1is received from the
MWws 2, the SP suite manager 114 designates (i.e.,
activates) the DIRCM system 11, than starts receiving pre-
alarm update messages from the MWS 2 and tracking update
messages from the DIRCM system 11, and carries out the
scenario analysis based on said messages received from said
MWS 2 and DIRCM system 11 (block 42 named “Scenario
Analysis” in Figure 6).

In this respect, it 1is worth noting that the DIRCM
system 11 is wused as primary countermeasure system. In
fact, it is designated on a threat not yet confirmed by the
MWS 2 to ensure a prompt intervention against said threat
(even if only potential). The reason is that a DICRM system
may tolerate a higher number of false alarms than flares.
Therefore, 1t 1s possible to relax false-alarm-related
requirements applied to the MWS 2, thereby gaining in terms
of contrast speed of the DIRCM system 11.

The scenario analysis and the stored DIRCM-flare
coordination library/ies allow deciding whether, when and
which flare sequence is to be deployed, depending on input
data received from the MWS 2 and the DIRCM system 11.

Additionally, it is worth also noting that, once flares
are deployed (block 43 named “Flares in the air” in Figure
6), the SP suite manager 114 performs a blanking of the
alarm update messages received from the MWS 2 (block 44
named “MWS Masking” 1in Figure 6) in order to avoid

interference in tracking performed by the DIRCM system 11
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(in particular, by the thermal tracker 112) due to false
alarms generated by the MWS 2 because of flare deployment.
In fact, the MWS 2 may be dazzled by the deployed flares
that, hence, may cause the MWS 2 to detect fake targets in,
and hence to produce false alarms for, the space sector
where the approaching missile and the deployed flares are
located.

On the contrary, since the thermal tracked 112 is
informed by the SP suite manager 114 of +the flare
deployment, said thermal tracker 112 is able to detect and,
hence, filter out flares’ glares, whereby said thermal
tracker 112 keeps effectively tracking, and the laser unit
113 keeps effectively jamming, the actual approaching IR-
guided missile and, hence, the SP suite manager 114 can
still rely on the tracking update messages from the thermal
tracker 112 to keep performing the scenario analysis.

Conveniently, the stored DIRCM-flare coordination
library/ies 1is/are also indicative of (i.e., the stored
policy for flare deployment coordinated with operation of
the DIRCM system 11 may conveniently include also
information items indicative of):

i which flare dispenser(s) is/are to be used for
contrasting threats;

. flare deployment time(s), for example in terms of
delay(s) from the first threat detection by the MWS 2;

i and flare deployment sequence(s).

Conveniently, the DIRCM-flare coordination library/ies
may be filled in (and then stored on a memory of the SP
suite manager 114) by an electronic warfare operator before
a mission. In this respect, Figure 7 shows an example of
DIRCM-flare coordination library storable on, and
exploitable by, the SP suite manager 114. In particular,
the DIRCM-flare coordination library shown in Figure 7
conveniently include fields grouped into three main

categories, namely “DIRCM Status”, “MWS Scenario” and
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“Dispensing/Masking Delay”.

In detail, as far as “DIRCM Status” 1s concerned,

i “D. OK" (i.e., Designation OK) indicates whether a
threat has been correctly engaged by the DIRCM system 11;
this field takes 1into account whether a threat 1is 1in a
blind zone of the DIRCM system 11 or whether said DIRCM
system 11 is affected by a failure/malfunction;

. “Killed”, if/when available, indicates threat kill
assessment status determined by the DIRCM system 11.

Moreover, as far as “MWS Scenario” is concerned,

. “Quadr.” (i.e., Quadrant) indicates the quadrant
where a threat is located;

. “Confirm.” (i.e., Confirmation) indicates whether a
threat has been confirmed by the MWS 2;

. “Distance” 1indicates threat’s distance determined
by the MWS 2 (conveniently, values usable for this field
may be “Far” and “Near”);

o “Ej. Spike” (i.e., Ejection Spike) indicates
whether initial boost of a missile has been detected by the
MWS 2.

Additionally, as far as “Dispensing/Masking Delay” 1is
concerned, the fields grouped under this category indicate
delays for flare deployment with respect to the first
threat detection by the MWS 2, and blanking periods after
flare deployment, for four quadrants 1into which the
coverage region o0f the ICRM system 1 1is divided. 1In
particular, “inf” denotes an infinite time and, hence,
means that no flares are deployed by the specific flare
dispenser concerned.

Finally, it is important to note that in the example of
DIRCM-flare coordination library shown in Figure 7 there
are, as for the “Dispensing/Masking Delay”, as many
dispensing columns as the space sectors (i.e., quadrants)
considered, namely four. Anyway, more in general, different

dispensing 1lines/columns 1in a DIRCM-flare coordination
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library may conveniently relate to different pre-programmed
flare deployment sequences.

Preferably, the SP suite manager 114 1is a software-
implemented function, which 1s conveniently implemented
inside the DIRCM system 11 in order to ensure the best
performance in terms of reaction speed with respect to
changes in IR scenario. Anyway, it is worth noting that it
is not necessary that the SP suite manager 114 1is
implemented in the DIRCM system 11. In fact, more in
general, the SP suite manager 114 may be conveniently
implemented by an electronic control and processing unit
that belongs to the DIRCM system 11 (as shown in Figure 1),
or that is external thereto and is connected to the DIRCM
manager 111 and the MWS 2 by means of one or more direct,
high-data-rate connections (in view o0of the wvery short
reaction times typically required for engaging IR-guided
missiles). In the first case (i.e., with the SP suite
manager 114 directly integrated into the DIRCM system 11),
a single electronic control and processing unit might be
conveniently used to implement both the DIRCM manager 111
and the SP suite manager 114. Anyway, it is important to
stress the pint that the SP suite manager 114 is in charge
of managing the whole IRCM system 1, while the platform
manager 3 has only a supervision duty.

Conveniently, the thermal tracker 112 and the laser
unit 113 are integrated into one and the same steerable
DIRCM turret. Moreover, the above functions of the DIRCM
manager 111 may be conveniently implemented by an
electronic control and processing unit (that, as previously
said, may conveniently implement also the SP suite manager
114 or not) that is integrated into said steerable DIRCM
turret or installed in another position on the aircraft A.

As previously explained, an IRCM system according to
the present invention may conveniently include a plurality

of DIRCM turrets, each operable to track and jam IR-guided
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missiles in a respective coverage region. In this case, the
SP suite manager is conveniently configured to implement:

. the DIRCM-flare coordination technigque according to
the present invention in combination with

. the method of operation of the multiple-turret
DIRCM system according to EP 3 081 895 Al (thereby
appropriately coordinating operation of the different DIRCM
turrets so as to be effective against several simultaneous
threats, effectively managing threat handover among the
different DIRCM turrets still ensuring Jjamming code
reproduction continuity on target and avoiding destructive
interference among laser beams of different DIRCM turrets
during jamming) .

Additionally, again as previously explained, an IRCM
system according to the present invention may conveniently
include also a plurality of equipment/devices/systems for
deploying and/or launching flares (even based on different
flare deployment/launch technologies). For example, an IRCM
system according to the present invention might
conveniently comprise a plurality of DIRCM turrets, each
associated with one or more respective flare
deployment/launch equipment/devices/systems.

From the foregoing, innovative features and technical
advantages of the present invention are immediately clear
to those skilled in the art.

In particular, it 1s worth highlighting the fact that
the present invention allows enhancing effectiveness and
robustness of protection against IR-guided missile threats
by means of an appropriate DIRCM-flare coordination.

More specifically, the present invention is effective
against:

o the missile IR seekers of the first, second and
third generations based on signal processing, and

. also the missile IR seekers of the latest

generation (i.e., fourth generation and beyond) based on IR
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image processing (against which current solutions are
ineffective).
Moreover, the present invention further allows

appropriately coordinating DIRCMs and flares by avoiding
mutual interference between IRCMs and MWS and also between
DIRCMs and flares.

In summary, the present invention allows:

. implementing coordinated IRCMs based on cooperation
and coordination of DIRCMs and flares so as to successfully
contrast missile IR guidance systems, even the state-of-
the—-art ones;

i minimizing mutual interference between DIRCMs and
flares and also between MWS and IRCMs (in particular
flares); and

. deploying/launching flares in case of

- ineffectiveness of the Jjamming code used for
DIRCMs, and/or

— impossibility of intervention of the DIRCM system
(for example, due to the presence of threats in
blind zones of the DIRCM system, or to
malfunction/failure thereof).

Finally, as previously explained, the IRCM system
according to the present invention can be advantageously
installed on board any type of land platform/vehicle,
avionic platform and naval unit.

In conclusion, it 1is clear that numerous modifications
and variants can be made to the present invention, all
falling within the scope of the invention, as defined in

the appended claims.



