19 Decenber 2005 WD 01/56252 PCT/ USOL/ 02617 1 USER TERM NAL FOR

CHANNEL- BASED | NTERNET NETWORK 2 3 4 5 6 Lida Nobakht JantsDeceivbet2008r
Kwon Kiyoqu 7 FLELD OF THE | NVENTI ON 8 The present inven;&ggs& sges to

t el ecommuGEH{¥HRs, 9 and nore particularly to networks and systens used
to 10 access the ke RekmINAL FErREMATEREL ARTSHS TECHNEENEIWORK a noder n
communi cation systemthat 14 allows conputer operators (users) to network
with other2 15 operators as well as a variety of Internet databases 16
(sites). These Internet sites Ofte”Lﬁégthﬁaﬁﬁ@fU| 17 information, such as
news and weat her information, or 18 offer products or services that can be
purchased by users 19 using, fodamranpleW.cEednercard nunbers. 20 Al though
the Internet is steadily increasingK%QHZ%igggH%arity, many prospective
users are unable to overconme 22 the cos n onpl exity of gaining access
to the Internet 23 using conventional nethods. First, a prospective user

24 must purchase an ex ensi%ﬁ & onal conputer and 25 appropriate
sof t war e. RbXEEE¥%éy%ﬁ§§%éﬂlﬁ¢ﬁlé§%r must 26 establish an account with an
I nternet agcess provd defeddint AhveRtliione regavieeet pr ovl desmsuchcassi dner i ca

Online. The 28 prospective user nust nmaster the qperatin s¥$%en1of the 29
personal cBnpaR@Me%s RAHBIGERTATC &8s PEEVORES| APEr AEFLCPB0ET hatPy, the

user_nyst1?ea£gge;9rt&§egﬁgefyg1j nteresting 31 Internet sites, often
requiring the user to nmenorize and
1i

12 RELATED ART

13 The Internet is a modern communication system that
14 allows computer operators (users) to network with other
15 operators as well as a variety of Internet database;

16 (sites). These Internet sites often provide useful

17 information, such as news and weather information, or

18 offer producis or services that can be purchased by users
19 using, for example, credit card numbers.

20 Although the Internet is steadily increasing in

21 popularity, many prospective users are unable to overcome
22 the cost and complexity of gaining access to the Internet
23 using conventional methods. First, a prospective user

24 must purchase an expensive personal computer and

25 appropriate software. Next, the prospective user must

26 establish an account with an Internet access provider or
27 on-line service provider such as America Online. The

28 prospective user must master the operating system of the
29 personal computer to establish access to the Internet.

30 Finally, the user must search for useful and interesting
31 Internet sites, often requiring the user to memorize and
32 enter long and confusing uniform resource locators

33 (URLs), or to search through pull-down tables for a

34 desired Internet site. Faced with these hurdles, many



32 enter long and confusing uniformresource |locators 33 (URLS), or to
search through pull-down tables for a 34 desired Internet sii%Degavdnddls

t hese hurdl es, @ny 1 19 Decenber 2005 WD 01156252 PCT/ U§9%41931%Z -1
pr ospectl beconme overwhel med and abandon their e rts to gain

access to {he, wéﬁé@@ive 3 RO WR vbBatvnktheea ane soymssn nttder of 4
potential users that cannot afford to purchase a personal 5 conputer, or

who are in2i mefiBerds byo m@brﬁéc%ﬁ@t éhe6 158FREFon, conmputer makers have

sought to grovide } %\%% rteoalfgdgr%gedn{lﬂlt_,@fngf access
systens. Ohe 8 suc stem%Is p uced by WebTV Networks, Inc. of 9

Mbunt ai n \flqe\/\poﬁ‘ahtia)l nnmrél'rtéla)&éb:‘E\mIWStaérﬁOpﬁovpdE'slraha&@ gepeXIPdbx t hat
connects to a user's television and 11 .a t he o] t he .
Internet usi n§PEPWFPE! 3% "HD ﬁ"??pdtntdé[\}ld@te\gsﬁgr 88%8{1?%1 %gllsﬁl%&f he cost of
a conputer g 13p,8PRL1 6K, dhhberd Gvd g r@v@om;wghentodgtavmpulowet hod. 14
However, the V‘EbTV set-top box is corrparabl e to personal 15 conpufers in

price, and’r e§OFEeanhea sdeFoTHI st et drn}&?eri‘@toﬁcf:ﬁéssﬁﬁﬁt@’%f)ens Ve and
conf usi ng gof %\ggffvsg[g@ém'§s £ohudda 91y BRIIAN XletGoFRY, erhc . Ther ef ore,

al though the syste makes acce55| ng the Internet sonewhat |ess 19
conpl i cat ed, Mpunesknn¥icwo @xpehwinia andheoMsRdy BYFLePOPKANYIPDHt 2Nt i al

users. spngedsd g,an é&ﬁeeé{?ttoa%c‘?fs%:sBéStt%%ﬂr%thSan&Z

at
signifi carjftly F&ss Bxpenswe an personal computers, and IS as easy to
use as a tel ewilsoes. tRd uQérSUM\AOcR}é% tFree Im’@s:@@tt upiagt ﬁOerslGWect ed to

a user termnal 27 for ed net T hannel et wor k
28 incl ud a%ﬁ%eﬁ?é’é?@ér ek?%a% ln(1)lnne‘_’&uls l%théar %l%r?gl %@ g CQ%SQ?PI east
one | nternef &bh@to-fhewﬁyﬁéeméei&mg&iGIcﬁSreﬁueSft mﬂaxiaennphanmethodbl e that

is downl oaded at least in
However, the WebTV set-top box is comparable to personal

15 computers in price, and requires the user to master much

16 of the same expensive and confusing software that is used
17 on personal computers. Therefore, although the WebTV
18 system makes accessing the Internet somewhat less
19 complicated, it remains too expensive and complex for
20 many potential users.
21 What is needed is an Internet access system that is
22 significantly less expensive than personal computers, and
23 1is as easy to use as a television.
24
25 SUMMARY
26 The present invention is directed to a user terminal
27 for a channel-based network. The channel-based network
28 includes a system server, at least one user terminal, and
29 at least one Internet site. The system server stores a
30 master channel table that is downloaded, at least in
31 part, to the user terminals in a scheduled manner. The
32 master channel table includes a list of Internet site
33 names, associated channel numbers, and Internet

34 addresses.
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31 part, to the user termnals in a schedul ed manner. The 32 naster
¢hannel table includes a list of-Internet site 33 names, askbDeae¢wmdrer 2005

channel nunbers, and Internet 34 addresses. 2 19 Decenber 2005 a Reference
D4 (DE- A-19811910) teaches a "WebTV' systemsimlar to that of reference
US 5 818 935, in which a video feed is utilized to pass video content to a

set-top box. Howgver, such_ " [V, o, not. utili e channel
tabl es of the p\rl\gggﬁf:epﬁemlygﬁg ﬁeié?iggo L?%@@/%Soﬁgﬁ?eaches a
conput eri zedyssyat epmi Dari tbeghati 89 refermete sotirtesl dnd3bel ewi si on

sources, but,fajls to teach chanpel.table for accessin rpet _sites.
Accor di ngl y,“'hrlg%'e? eﬁ%@e‘%}}%ﬁafﬁsu?fi} e‘?h%o S defq et en%g}l:gégrgge‘raence VO
99/ 63759. Rebterenser&R. (VLOOFEFI05)ch S e ELT el dtcenss cdd| ot t el evi si on

system anduEhg%ef ore has defi](c:jfggfl es L’%ﬂ%?gli%steeq‘é QOég?lg{iggf erence US 5

818 935. | n"5E¢0FUanee WERS “asP bresent 1nvention, each

user termnal includes a nenory circuit (e.g., a flash or SDRAM nenory)

that is configured.to sto ogal i on of the ch Lg. In a
nmenu- node, chan %?eﬁ%%%régam&agg{)%%g{@doﬁenﬁcel’lrenseta Sﬁ‘{%ﬁ%ﬁ%ﬁ? stored, in
the | ocal channsh fabl fntosdr i iopy ayeck ot faemnresamplde, teal ¢el ®V@Ri on or

ot her display device. Th er, term.nal i.S _prqvi W i) evi ce
(e.g., a deVite % ﬁ?‘f%r%%’fsa 521 A 6h G ’e%ﬁ[; eg ct%%greol%‘ﬂf ﬁg?é‘gﬁo%%n t he
user to selpBctemied Meraw! Adefdiargihe mdhikplemped D¥emu f Dyrenfering t he

d next to the selected , Site nanme using,

channel numher di spl l.nt.ernet

for exanpl gt?“ea srﬂ’i‘ffgr I, 2R dFEEEL e a932§§3<$?’ ‘nunber is entered,

the Internet (e.g., CIRL) associated with the entered channel :
Reference D6 (WO 99/57905) is directed to a cable

television system, and therefore has deficiencies similar

to those of reference US 5 818 935.

In accordance with a first aspect of thé present
invention, each user terminal includes a memory circuit
(e.g., a flash or SDRAM memory) that is configured to
store a local version of the channel table. In a menu

mode, channel numbers and associated Internet site names
stored, in the local channel table are displayed on, for
example, a television or other display device. The user
terminal is provided with an input device (e.g., a device
similar to a television remote control) that allows the
user. to select an Internet site from the displayed menu
by entering the channel number displayed next to the
selected Internet site name using, for example, a numeric
keypad. When a channel number is entered, the Internet
address (e.g., URL) associated with the entered channel
number is read from the local channel table, and the user
terminal is connected with the selected Internet site by
transmitting the Internet address onto the Internet. DBy
allowing a user to access Internet sites using channel

number s, the user terminal of the present invention

3



nunber is read fromthe | ocal channel table, and the user termnal is
connected with the selected Internet site by transmtting tt®eDeceprhert2005
address onto the Internet. By allowing a user to access Internet sites

usi ng channel nunbers, the user termnal of the present invention 3 19

. Decenber 2005 provides a key advantage over conventional networks_ that
access | nt erpwdvisid £sa Usé yigadged bt alganode s ptayeenthanal g1etypshsatRatge
nunber of Internet sites are stored in s - g0 i,spl a ajuser
nust perf or A4 eﬁ‘?io%%n‘?tés‘?lt%sf ?%%%Qi%ﬁan@{%# g%f%%%étj*%g ayﬁ?)tr:régf)ondi ng
site name oryhdrcen hefqs en@asessoNglitherset ectied |atersieorsdt &n $uch

contrast, simlar to locating a favorite television, .stati h esent
i nvention altBvis EOWRs e R Bt erd a“s?l’érfﬁ??‘zéﬁerciio%etrh%ﬁtn%gg?utg hg?ggy

i medi at el y ACAesS tithg ted 38l a6t Bshd M @raeiostdspadiront s iveai pahat cmg

pul | -down displays. Further, by storing and GECICQCSSi'n& tsrlletént erpet sites
- using a charfé" LS e (ARFETRTITACH R i Hgt CoHS U at®d " Wit h user
termnals arRsir@nid, canidlad ass 1ddan rapny eitviconiale perlsenbsieonputers. 3a
19 Decenber 2005 WO 01/56252 PCT/US01/,02617 .1 I n accar. e. ) Lh gnother
aspect of tR&asiesentthe RIRAERG ot VRIS P& A rlljaﬁezld?\%‘l;u%@%éa

non-vol ati | Gend rABMERS eHar) rAnidash vmmly) ifmreditardlng access iy

per manent version of the channel table, and a volatile. 5 ~
storing a téﬁﬁoﬁ&ﬂf%i%e&mﬁ%é%ﬁﬂéﬂm@% é{ﬁlne‘.p%tatt%rﬁg‘g'g{'%n%ﬁgnof

each user 58%?%99 £ COtPler,” PNist i ddhands lcde@sTingal tiat Bnaetsew t h
t he network er&yer_ to authorizé the user sessi oncﬁl__%. . bgogt(:)rrpari ng 9
i nf or mat i onstikaasmisired 3 chanaedmdrtiCar Fhf MFPG S 5%1‘?3% on stored at- the

server), andstBenaGRn 63 thheskl seAmpensanert sthadrtcayabl e Teom t he

non-vol atile nmenory 12 intqQ the volatile menory if the user session is
than conventional personal computers.
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13 authorized. By providing a sem -permanent channel table 14 in the
non-vol atile nenory, irritating delays caused by 15 downl oat® Dgcehsrerc2005

table data fromthe server are 16 mnim zed. Further, bec ontr ol
unit onl yWOR1ERSE at es using the tenporary channel table s@fﬁgﬁﬂgﬁlghe 18

volatile nenory, which lsyehased:ah ;;Ihl@up@lgié%gag; dr ea prE¥euser session,

uni ntended access of, for exanple, a mnor user to adult Internet
sites, is Zavdirdedtion,oeheh 23evnotdsnirathincerdeerarinedl~vicd a5id® ded with

an innate , 22 security sys%gﬂggﬁalg%ﬁo%gﬁ_%%tg@gri% t, myst; copy the 23

sem - per menedt- channél %t ab romthe atile menmory 24 into the
vol ati | e nengyerrefeorte veleinaenft ehai ohénwah bebles amsed tvwladdess | nter net

sites. 26 I n accordance with another as ectvofsz‘we (%)f eentchag_lz)t ilnventi on,
each user 1 erMA%HY dQhnBERGL Ene HELPRF 258 Fhahnel Table from the network

server oves thgldt empetne B8gtiRRiABYoPr extli ngen secmiorcopy amhtided mast er

channel 30 table that can be accessed duri ng a_user SﬁZSi OG}Q“A%‘tsl
ment i oned Abovelt cHavkel USERDELSTARALasBbRTACES Yht2rTiet 190Ut e nanes are

then read érOT{éH%gr i C%'ut%%l%xz%”‘t!hé?*u%?:pl;@y@ﬂ@nf%.@x,arm} &orfPhrdng
television, thereby allowng 34 a user to access each Internet site sinply
by entering aifdSnadecenternn200steWDLoon5625R2PCTEaSH1Y DPB17 1sel ect ed

channel nppber._ By supporting channel downlio f dhegerver,
updat ed cﬂgﬁnﬂfcﬁ%‘fﬂt&% RGeSt & I’ltlgg %%?J\‘/’gﬁ?én%{ﬁé %?%\1“%% t% each user

4t er mi nal 1 whegeh hapdmaireintc hananelk 1t abbeeaf rometBer ven-vsl Supdatrediosur t her ,
guest users are able to _access 6 ersongl ﬂtﬁhannel table information at

renot e | okat i BARC 7AdiSipISft Ayt Lisd REYi i EnBefles®? 9 The Server using, for
8exanpl e, 18 sg@ffoLaFdl. IHIL HRS@INhg AVeBhiopewhbhehe @mdmndlltdable

e St 00 O S ovaiat 0e memady) 354 PhE 90288 87 2% 0056 by
15 downloading channel table data from the server are
16 minimized. Further, because the control unit only
17 operates using the temporary channel table stored in the
18 volatile memory, which is erased at the beginning of each
19 user session, unintended access of, for example, a minocr
20 user to adult Internet sites, is avoided. 1In other
21 words, each user terminal is provided with an innate
22 security system because the control unit must copy the
23 semi-permanent channel table from the non-volatile memory
24 into the volatile memory before the user terminal can be
25 used to access Internet sites.
26 In accordance with another aspect of the present
27 1invention, each user terminal downloads the master
28 channel table from the network server over the Internet,
29 thereby providing a local copy of the master channel
30 +table that can be accessed during a user session. As
31 mentioned above, channel numbers and associated internet
32 site names are then read from the local copy and
33 displayed, for example, on a television, thereby allowing

34 a user to access each Internet site simply by entering a



11 12BRI EF DESCRI PTI ON OF THE DRAW NGS 13Fig. 1 is a bl ock di agram show n
a channel - based 1l4network according to the present inventi on19%1§c|eglb@ 209%1
bl ock di agram showi ng a user term nal of 16the channel - based network

accor di ngWani&28nbodi ment  of 17t he present invention; 18EBCIASIBP2A}7 t hr ough
3(C) are . i iLcti t C | table
flash memS;lry Aa ]Zetfetdec(rjth%ar g‘%%n asggt tsggﬁggg%sglg%%&ﬁ%%ry that are
21aSSOCIaUBd1&wﬁﬂldd&Blﬁﬁmntﬂﬂéﬂs@&he&howpdhmeﬁlghaﬁneﬂZ@&@ﬂe4 is a block
dlagran1shomnng vari ous systen123funcg|ons erf r med t he channel - based
net wor k of3 t N DUt 15\ GERvichren: 1o\ Fﬂr%ﬁ%% are

si mplified; di aghair:126deR] Gctﬂéﬁ%ats%rcwbgﬁbi ekbaechantegs é@p&@rdﬁé abase, a
27net wor k dat abase, and an update manager database that are 28accessed by
the serverS shin@atiad Fi Jurthexgriogest usegsspipl pPledtetaEeewF agr am showi ng
30functions parforned Gydhe sesver l%ff%\malt@oﬁ' gt fomdE ocdrisnd f1ow

di agram showi'ng an initiation 32process perforned when a user termnal is
turned on;75 @im®l Dénerisn 2GS G ghemsglyAar dndtBe(Spreee f$ow di Bgr am
show ng aéteg§h |ﬁ§ chqg&gh: g%g | oadi ng processes perforned by the
system server ahd uger® termnal iri a channel -based network; and Fig. 9is
a sinmplified stalemhhzgﬁeﬁnnﬂunmwamﬂrnmrW1ﬂntbefaoeeoﬁelhy|umsesmp®@ited by

a user teymnal ip a ne ased network. DETAILED,DESCRI PTION Fig. |
shows a ch]nnJerl’-‘b]a%"édD hftehﬁ) Af’ qr? 8 LG ST PES O aR O HRFT - of t he
present ifwyention. Channel -based network 200 includes a systemserver 110,

Internet sites 120-1 through 120-4, and user term nals 130-A t hrough 130-
12 BRIEF DESCRIPTION OF THE DRAWINGS

13 Fig. 1 is a block diagram showing a channel-based

14 network according to the present invention;

15 Fig. 2 is a block diagram showing a user terminal of
16 the channel-based network according to an embodiment of
17 the present invention;

18 Figs. 3(A) through 3(C) are simplified diagrams

19 depicting the contents of a channel table flash memcry, a
20 smart card, and an asset manager flash memory that are

21 asscciated with the user terminal shown in Fig. 2;

22 Fig. 4 is a block diagram showing various system

23 functions performed by the channel-based network of the
24 present invention;

25 Figs. 5(A) through 5(C) are simplified diagrams

26 depicting the contents of a channel table database, a

27 network database, and an update manager database that are
28 accessed by the server shown in Fig. 4;

29 Fig. 6 is a simplified state diagram showing

30 functions performed by the server shown in Fig. 4;

31 Fig. 7 is a flow diagram showing an initiation

32 process performed when a user terminal is turned on;



D, Systemserver 110 js connected to the Internet using known
communi cati on hardware and net hods, and stores a nmaster chatthBlecentlder 2003.

Master channel table 112 includes a |ist of channel nunbers (CH NO),
Internet site nanmes (SITE NAVE), and Internet addresses -(SITE ADDRESS). -
Each channel nunber is assigned to an associated Internet site address
and Internet site nane. Briefly described, in exchange for paynent from
Internet sites 120-1 through 120- 4, the owner of server 110 includes these
sites in channel - based network 100 by assigning each Internet site a
channel nunber, and updating master channel table 112 to include
associated Internet site nanes and the Internet addresses of Internet
sites 120-1 through 120-4. For exanple, assunme that Internet site 130.1

(i.e., XYZ Newddg$s 8éBéssndl & (Bh ardeflowediwyrasi sigodheg! nternet address
ed in channel -based network 100. In

"ww. XYZ att\Pe W S5, t incl ud
exchange #or a7t ee %a%g{}ﬁg% hga%f?) %%W%Wﬁ@%mW@Y
PCT/ USOL /026 By sk esnnserodx said alis ekl Q; e zbnkligr 200WNig{ aa%%iaﬁﬁa%ldj%]g@é nunber 2 :
010" to lnternet qgfress “www. XYZN. cont'. In addition, 3 the Internet site

name " XYZSRERE®X /i &8 ored in the 4 Internet name field associated with
channel nunberigQl® is = A5 qgﬁ@@e@tgﬁedggg'&age%%¥8i#§d%%%g_naster

channel ? table 112 is then downl oaded from sérver user- 7 termnals
130- A t htBEEKL236- opariticgshsyppedtrdnher 2 8seletebpiaklowinng a user to

access " NEnhEVEhaskPh Y9 entering channel nunmber "010" into user
terminals 130-A 10 through 130-U. 11 Each user termnal 130-A through

130-D includes 12 circuitry for downl oadi ng and storing channel table data

13 do““ﬁﬂ?ﬂﬁfhéﬁQﬁﬁé?ﬁYE&% 0, displaying the channel 14 nunbers and

Internet site nanes from ithe downl oaded
Fig, 1 shows a channel-based network 100 according to

an embodiment of the present invention. Channel-based
network 100 includes a system sexrver 110, Internet sites

120-1 through 120-4, and user terminals 130-A through 130-

D,
System server 110 is connected to the Internet using known

communication hardware and methods, and stores a master
channel table 112. Master channel table 112 includes a
list of channel numbers (CH, NO.), Internet site names
(SITE NAME), and Internet addresses -(SITE ADDRESS).  Each
channel number is assigned to an associated Internet site
address-and Internet site name. Briefly described, in
exchange for payment from Internet sites 120-1 through 120-
4, the owner of server 110 includes these sites in channel -~
based network 100 by:asaigning each Internet site a channel
number, and updating master channel table 112 to include
associated Internet site names and the Internet'addresses
of Internet sites 120-1 through 120-4. For exauple, assume
that Internet site 130-1 (i.e., XYZ News) is accessgible on
the Internet using Ehe Internet address "www.XYZN.com", and
- wishes to be included in channel- based network 100.
In exchange for a fee paid to the

6 o



15 channel table data, allowing a user to enter selected 16 channel
nunbers, and connecting the user termnal to a 17 sel ected 19De=ceatbeasi 2005

120-1 through 120-4 that is 18 associated with the sel ect l, nunber.
These useWOUM&6I2r i nal functions, as well as the nuner ouggggg@@@ﬁal 20

functions desgylbed, bel e Can de e banaedass;dhs (edheaeniatbin) a wide
range of platforms. For exanple, 22 user term nal 130-A depicts a set-top
b?)x ?r rang2nehd 1023 askrtamrat raldre3e- BvdepKEey - 60Ber sohal 238&hbheer
platform _24 _user term.nal, . 130-C depict eel Lu I 25 platform
and user t@rntRal {ri%%]frt?tdesplitcet snagleperedggnglllﬁs%%i %?{)gﬂ%gaggi}@?gnt (pPDA)

pl atform Eachnoéridesea?y fleld arascdanede witdi thedned nnpbeneh®l®he user

terminal 28 functions (described bel t hat,_are associ a ith the 29
channel -baé_edAﬁ_e(t’l%?’Rl%‘?gtlﬁé Aﬁ@éﬂ?’%%énﬁpgﬁ%eﬁup?ﬁg?f Eggn%t{\%%se of
ordinary skilkabnethesard midd dREOTHER thal s3tvaddilbonal upeéat forns (not

shown) nmay al so be used to 32 inplenment the vari f ti f d
user 33 tefm HQF@HI@@SAW%T%UWE%“— B3O rtef 8r égggﬁghj‘ggp}ﬁgaﬁg’?w\gm o

01/56252 1gcl @, 0B Bl €s NPLy 8FESSMd A Y d idldead "Zyenhedismesimgegcibybed
bel ow. 3 the varfous user termnals 4 5 6 19 Decenber 2005
PCT/ US01/ 0261%nterthe phehesk cehristr A QI odghol3eed SREWANRASFHIGO R, user

t erm nal 0- A, _preferred.enbodi nent. User term nal set-top box 131 that
IS connecﬁg)d tt8r§88u c?éSaDior esently- 130-A includes a
' 11

Each user terminal 130-A through 130-D includes
12 circuitry for downloading and storing channel table data
13 downloaded from server 110, displaying the channel
14 numbers and Internet site names from the downloaded
15 channel table data, allowing a user to enter selected
16 channel numbers, and connecting the user terminal to a
17 selected Internet site 120-1 through 120-4 that is
18 associated with the selected channel number. These user
19 terminal functions, as well as the numerous additional
20 functions described below, can be performed on
21 (implemented in) a wide range of platforms. For example,
22 user terminal 130-A depicts a set-top box arrangement,
23 user terminal 130-B depicts a personal computer platform,
24 user terminal 130-C depicts a cellular telephone
25 platform, and user terminal 130-D depicts a perscnal
26 digital assistant (PDA) platform. Each of these
27 platforms can be modified to implement the user términal
28 functions (described below) that are associated with the
29 channel-based network of the present invention. Further,
30 those of ordinary skill in the art will recognize that
31 additional platforms (not shown) may also be used to
32 implement the various functions performed on user

33 terminals 130-A through 130-D. Therefore, the appended



the Internet and to 7 a television 132, and recei ves channel nunber
selections 8 froma wireless (e.g., infra-red) input devi cel9E&cesaher 2005

top box 131 includes comunication circuitry for 10 inter i Lt h the
| nt er net WQOKHEF2E! | - known 11 techni ques, a channel table Jré%@%’“%? storing

channel 2 tabl.e data,  Lpt ' | i Y SO SN RgagW th 13
t el evi si o# 1§3%é"ﬁ18 %%%u?bgegé%:gg%%%ﬂ%ﬁidla central 14@procérssi ng unit
(CPU). |n2resphpsidneati dstcutbednseldd. stored in set-top box 131, the CPU
of set-top box 131 _16 connects user_ termnal, 130;At ect.ed | nt er net
site 17 (e.g., st e%]i‘ﬁoyiflwsr‘é%%lrvtfenﬁm%nasleﬁ 2&025’ %ﬁ%ﬁ%?lh ?\La’ﬁbgr 18
(e.g., "01l0")srentened My .alysaset htonghna pla0-eeviage ck33,a pkeseeadiyng t he
I nternet address (e.g

., "wwwwy. XYZN. com') 20 associated with the sel ected
channel ndmbeérefegrechembodiBRahnel V% Ifee%ﬁﬁjy,la%%‘% tﬁ%ﬁélrﬁhetst ng the
associ ated; 22, ntey ARl adar @65+ 0NL0chRke tRb@IBIL S MG di@et23nd to
communi cation circuitry. The selected Internet site then 24 responds by

transnittihg ssitted cwifsdomattidén Bhdt rpseBes eelaves) ttHESRFh SHEEHMFni cat i on
circuitry and._ 26 di splayed gn tel eyision i W, t ni s. 27
Addi ti onal® desm € rwéﬁf%sﬁgq&s'é e Fé‘% SHEA LIRS s

r'term na are provided in the
fol | owi ng desaip pidsonAf imci2Bespecinfhiinieabbdi nehtcuBOry Foser Ter mi nal

130-A 32 Fig.. 2 is_a bl ock]ﬁgina%raT Ehovvi g._user teﬁ'r_l;]pal 130- 33 Ain
accor danct’ wi P S ditrent 6t 1B Erﬁ?gs’éﬁfn%ﬁ{ia nventioh. 8 19 December
2005 WO O4l{ 56254, BCd430Y Q26hhAel kAvtBemenbodi fent sishowwy idhdrirgel 2, i nput

devices 133 2 include, but are not limted to, a renbte contro h202 and 3

|
a wirel esk2 keyHokt FT08. REFFHEECORLFEP156Y FRE| GoBRuy cating wit

13 television 132 and input device 133, and a central

14 processing unit {(CPU). In response to instructions

15 stored in set~top box 131, the CPU of set-top box 131

16 connects user terminal 130-A to a selected Internet site

17 (e.g., site 120-1) by receiving a selected channel number
18 (e.g., "010") entered by a user through input device 133,
19 reading the Internet address (e.g., "www.XYZN.com")

20 associated with the selected channel number from the

21 channel table memory, and transmitting the associated

22 Internet address onto the Internet using the

23 communication circuitry. The selected Internet site then
24 responds by transmitting site information that is

25 received through the communication circuitry and

26 displayed on television 132 using known techniques.

27 BAdditional details regarding user terminal

28 130-A are provided in the following descripticn of a

29 specific embodiment.

30

31 User Terminal 130-A

32 Fig. 2 is a block diagram showing user terminal 130-
33 A in accordance with one embodiment of the present

34 invention.



4 nuneric keypad 204, one or nore dedi cated keys 205 and a 5 joystick 206.
Al t hough not specifically indicated, 6 wrel ess keyboard 20319 Delceddser 2005

simlar dedicated keys, 7 nunmeric keypad and joystick aspéplgg@“zﬁgvi ded on
renote 8WEOIMEHBIE 202. In addition, keyboard 203 incl udes ard

Q/\ERTY-ke;élanrd far en eéﬁgd%ﬁé}l’i?}ﬁ%eﬁ Py, 1P degghid ke iidegmrsg det ai l

bel ow, ea i nput “deviCe e di scl osed enbodi nent nust be
capabl e of2 prigydidideg bAtuaireodetsyibtsedt boses - tapotrorcAFrdly A0Za@ed tting

infra- 13 red (IR) .signals to an detector in set:t b.ax w14 In
ot her enbodi fentisel6tReSYRERR |8é' es %%‘ﬂ%ﬁeagmﬁgrr%ll- éﬁ% V\Jn‘q}cel(]j'%(]:eg’n#ecti ons)
may by utijizgghdrad r@g@@'ﬁt 20BpPUbnd608i goak Sdéaiseted deYoX WBENdLA | n

addition to display 13 user termnal 130-A is 18 provided with one or
more out plt dewstdsk RAG-i ndltheugh 29t cSRpEEELFRFLSH HHFPH printer 233.

These output 20 devices are desehi badi1ied0s emdes Al dedptoved 2dy8at -t 0p_box
131 includes central processing unit 22 (CPU 210, systemcontroller 211,

m cro- cont? oltherenin tkeypad( Mog) jQYEFiC_FRaF’_eéEP%%rp%‘i@%d?%t% O S t ch
214, smartg 24, ¢ roq??f/&‘fet 1%1%@&92650' %aLhensaPoht seekedel6, 25

communi cati on” por synchronou ynani ¢ random access 26 nenory
(SDRAM) 218, stestidzatd @QWEHRIYh kentoryd2£0r eohpathyd RIXE IBRPSaHket 7220,

asset nmanager fl as| nory 222,. di_spl 8 r 123 i
controll e?gzz‘ﬁ?s%ﬁg%ﬁlgrmz TS89 ﬁtlgr %Iloﬁf c%ggho%&%’%& ex%égt'fnga of
m cr ophongj j agke 22i7s Aske Bkttt post deckepaB28. oTherowiding el ement s

are 31 connected by an internal bus 230 as ill Lust rat ed. A 32, compact flash
card 231 123 senbeeds eIxhdseCatfisd ThePo PO¥3 é&n%é{c “FPALhT sbket . and a

printer 233 i§,34 vely onheatedidiecRarakhekepotbpseeker3228. 9 19
Decenber %05%@\0(%% %{2%2 PCT/ US01/ 026f7 1 SSmlarly, a smart_card 232 is

sel ectivelly i hseotiadt ecmisod imten tsyvartt hedr dosbEledrg2¢s. (such as hard-
15 wired connections) may by utilized to transmit input
16 signals to set-top box 131.
17 In addition to display 132, user terminal 130-A is
18 provided with one or more output devices that include a
19 compact flash 231 and a printer 233. These output
20 devices are described in more detail below.
21 Set-top box 131 includes central processing unit
22 (CPU) 210, system controller 211, micro-controller unit
23 (MCU)} 212, IR receiver 213, interrupt switch 214, smart
24 card socket 215, communications port socket 216,
25 communication port 217, synchronous dynamic random access
26 memory (SDRAM) 218, dedicated flash memory 219, compact
27 flash socket 220, asset manager flash memory 222, dispiay
28 controller 223, audio controller 224, speaker 223,
29 internal microphone 226, external microphone jack 227 and
30 parallel port socket 228. The various elements are
31 connected by an internal bus 23C as illustrated. A
32 compact flash card 231 is selectively insertable into
33 compact flash socket 220, and a printer 233 is
34 selectively connected to parallel pert socket 228.

9



3 in the described enbodi nent, CPU 210 is a 32-bit, 80 4 Miz Super-H RI SC
processor (80 MPS), which is available 5 fromHitachi as P32i{Degemise720085

(SH-3). CPU 210 runs the 6 Wndows CE(r) operating syst
processor ¥QUFE2 7 used in other enbodi nents. CPU 210 in?glrnrj']%fe}@ggi rectly

8 with system;gentrollen 3hirt|fatde2IBS it Aribediyngnlsertapggst em
controller 211 is fofmed on an application 10 specific integrated circuit
(ASI ©) whih iintel gHestacard eefpretel3et of integrated Wndows(r) CE

drivers wifh 12 inyeqrat adsROYBLaBRIGRIRIN., T funclisons sprgvidedoby 13
system control ler 211 are conpatible with Wndows(r) CE 2.x 14 and above.
15 CPU 2101 amizs gsipem+&oRIE6| pepc@ddonr 8RR d twhitdhe 1518 VeLHéPLlel ement s

of set-top box 131 .as illustrated. 17 nj gat4,0ns i is

i nserted i*ht fré’(%@éfftac 8 ?fG?aéﬁaﬁ?ésSIsi ez !-% oi)sqﬁoj’)) .131@@%5&?%@?@?%%@

I nternet. @9 yEhdewsCOmUbpeabtong posterl? @@ bematisdons capdem t hat 20
provi des a conventional 16C550 conpati bl e sgﬁe(?l, charg%gcl, q21 such as an
RS- 232 seri alus@fhridelothss §M8PABSEESt el ©PH FEGEIRCE AN PSSTa Vel vy,
comuni catd 0@&&0%@%& CAN+RE1823210, bage T ROTdes@r HdP Emsodis@mither |ine
(DSL) nodem or a V.90 protocol nmbdem O her communications ports

enabl i ng 25 scttess qootired lemt @laet scaprped ude Bl RRRHerateifibdi nents. 26

Socket 216, advant.ageous| les,.difter s M Z/-qemEany cation ports
to be eaif(?y Thsta Cedlqt%ggcgt%?tdo%lg%&&gZgﬂligtiy %5 T'n The descri bed
enbodi ment] SRRAMXES sex @30 ntegrentiiolahdd@s®BYE edviotets witfenory

Formed 3201 roH IS RIS GROBFREITe nbnbr fhae e drs Bk h 233 o e
detail bejiow, s 248 wd1areas 2qhannel cobapheiBle i wnfon matndewsdidth 4.5 used
to access:L rear?éeébngvnee.d web 10 WO 01/56252 19 Decenber 2005 PCT/US01/02617

15 CPU 210 and system controller 211 are coupled to the

16 other elements of set-top box 131 as illiustrated.

17 Communications port 217, which is inserted into socket

18 216, enables set-top box 131 to access the Internet.

19 Thus, communications port 217 can be a dial-up modem that

20 provides a conventional 16C55C compatible serial channel,

21 such as an RS-232 serial channel, on a standard telephone

22 line. Alternatively, communications port 217 can be a

23 10baseT port, a direct subscriber line (DSL) modem or a

24 V.90 protocol modem. Other communications ports enabling

25 access to the Internet can be used in other embodiments.

26 Socket 216 advantageously enables different types of

27 communication ports to be easily installed in set-top box

28 131,

29 In the described embodiment, SDRAM 218 is a

30 conventional 16 MByte volatile memory circuit. In other

31 embodiments, SDRAM 218 can have other sizes or be formed

32 from another type of volatile memory. As described in

33 more detail below, SDRAM 218 stores channel table

34 information which is used to access predetermined web

10




1 sites on the Internet. SDRAM 218 advant ageously exhibits 2 a relatively
hi gh density and fast access tines. 3 In the described enbodi¥Becember 2005

dedi cated flash nenory 4 219 is a 16 MByte nenory circui r 640F
series 5 WO&IH@Bt e fromIntel Corp. In other enbodi nents,ﬁqﬁ[%sgﬁb%?ﬁemry

219 can haye | Z meds fiaManotiRantdgkynel of exeibyos atil e
menory. Asydegég:g%)e%hiﬁﬁ%p%eéﬁl 8 below, flash nenory 219 provides

non-vol ati be steeageifely Wigheldratiast Fnebdiasturcesef FéF&Fon of one or
nore channel 10 tables 219A-219B t hat . V\nlﬁﬁj (o] \% (see
11 Fig. 1).% For th?g FB3s ‘?\S,C}flr%%% emboa}{lgn ch W Rh o TLash REndd)

nmenor be 12 referred to as
channel tahl exfibash gereryeRdd. méidofy goi B3t ifsresi riplei BitOF drageam

depicting an exanple. 14 of the data stored i.n channpel,. f menory

219. 15 Ch&nneratappéer FEeR %%’h%fyc%‘i%- i sfrai‘%}i ed %“E’f%glk“\%gkgf %ggrgr%re

sections (@ OmentBFER219ChAANRLVE abtige 2 19¥ @b SR ekt ¢lrannehothblke

219B)., each section stori ng channel table 18 data .for isterced user
2

of user terim raPe18d- AoN1YORREhbaighemPRy - 3(59 Wisis- 5o iglhrgﬁggl F5Btds,

channel 20 4 ablg {|agh QEMREY 249216 SAPaRIEs Aorstwyliatg 1anytauaber fo2l of
channel tables for a correspondi ng nunber of users. 22 Each channel table

i ncl udes a 9 i stheoflatkanndiontnbersens) (LS )of | AFettoLe: ENARRES (SI TE
NAME), Internet .site _ e T ﬁ%@@ et dlecqAbr gkegodes,
and 25 fa i?‘éElb 'etse2&§éegggéagﬁsghé%e$onu er |sf]§ﬁ[([:odeq eas a gGeuni code
val ue that1is missi aned byrsenver rédBofiFi fladh memony %l pavitlilc®ear | nternet

site. Each Internet site nane_is a. 28 {Lex{E fiﬁ'rﬁe&@ﬂ} élrgzl udes either a
descri pt i o? of t&Hif LA & 0 @PaCEa it e FABL S sT 51 oPSR Fecogni zabl e I nt er net

name 30 (£39., Aneriga Qahi ne) sihbeipacensabgecant depicoides ar exadple
optionally provided to allow a parent to selectiv i%.?gz restriéc(Lt t he
| nt er net sl4 esof hdte Giaﬁtabétak?@é*séédcb9n§913§395ﬁng MERYLY &laiipl e, an

adul t admi J Stoahglef &dhve @hMSHRrbry0b18 86 alopabexmy wastor ct access
of a mnor 11 cenber 2
16 more sections (e.g., USER 1 channel table 2194 and USER 2
17 channel table 219B), each section storing channel table
18 data for a registered user of user terminal 130-A.
19 Although Fig. 3(A) shows two channel tables, channsl
20 table flash memory 219 is capable of storing any number
51 of channel tables for a corresponding number of users.
22 Each channel table includes a list of channel numbers
23 (CH. NO.), Internet site names (SITE NAME), Internet site
24 addresses (SITE ADDRESS), parental control codes, and
75 favorite site codes. FEach channel number is encoded as a
26 unicode value that is assigned by server 110 (Fig. 1) to
27 a particular Internet site. Fach Internet site name is a
28 text field that includes either a description of an
29 associated Internet site, or a recognizable Internet name
30 (e.g., Bmerica Online). The parental control codes are
31 optionally provided to allow a parent to selectively
32 restrict the Internet sites that can be accessed by a
33 young user. For example, an adult administrator (e.g.,

34 USER 1) of a set-top box may restrict access of a minor

11



WO 01/56252 PCT/ USO01/ 02617 1 user (e.g., user 2) to an adult-content site
(e.g., ADULT 2 SITE, channel nunber 60) by setting the paredd Qeatember 2065

this site to "N' _(as indicated in channel table 219B). 4 ite site
codes arewdbqlfl%#gﬂ ly provided to allow 5 quick listing O?Eﬁm&@‘é@ﬁg

favorite I nierneirsid 8., msr6.2)CQBVaRI At aBBRtefE. gite bye pF £SADULT
function key FIl on 7 renote contral 202 while displaying the channel table

8 menu). | n2t helBeshaaelemyolicsedC) BicASERIPY BRetHRTSRE cHFMel Ot abl e

(i.e., changel Sid &nfvangs §hkécal@qaddr eagnndar e cosie) and
favorite coge)u?g%gﬁtees 100 11r¥%ft es ofcastor age. Trﬁré three digit channel

nunber enablesThd 2fapo1it el GOC < lvadies] agst ppesonThig, Peackdeharhed 1 t@bl e can
13 require up to, 100, kB i n channel_ tahl | : 9.:+d4 Returnin
B' SLSK a]&saﬂné:ghohfaa user t.% gafvigﬁg%g?m?éil%gg‘ sitdd fptd 9

now to Fig. 2, menory “car can be connected to
set-top boxgl3dchheough apimant (l6.f,| aghpseekéhg220nct hot heedeBkrémed

enbodi ment, _conpact 17 fl ash2 SOCkel\Lz‘ieﬁéo i ncl udestﬁ??,z- bi t 'ngii ne pitch

18 DRAM Fl adh DPIRFS oe®@t % or? 42 ¢y 15ptEMpa8t tPFaSA* 1SS rehdry S card. As

described ig npegufet ath Hel Qs GAMRACEmpQifeash BBERr ¥neaydoR3dhé s
capabl e of storing information 21 downloaded fromthe Internet by set-top

box 131, suBh sbanpeletaple . (iIGohpachamngdh nWERECy S4F8 D3TCcaflthen be 23
renoved fr S 20 i I i ; Lbl 1 66,
gg} 885?%3@trgﬁ%ﬁhﬁéﬁﬁéﬁﬁfiJﬂajﬂa@o%l%%ggaﬁbb Ceqdfr88VicE

t hereby en i Ng ta fromset- top box 131 to anot her
devi ce. 261CPUb2i6sand systape cortheltiheres? tidhidr chennsdppohbernen27ies DA

~(Infra-red ta soclatian r-ot Qcol. and full | | P
keyboar d/ m}?&wﬁ?&f%@@ c%(l)%lflrge.l lfpncttroletsv(o %%Séxfg%ﬁafgﬁagﬁg?c%%%g?i %14%
devi ces canzsberequneeted to B0 systiemataned! ltebl2lIltbhoughothezl 9o PS/ 2

interface 31 ports. _Thus, when a user, presses a key, IR receiver 21 32
recei ves cdfrespondRAGUFRIFA-TRY S g‘%‘éﬁs '+ SR RCher t330 BRBPEY c6RtFol 202

or wirel esgskeghoardn203, caRdePf QY teset34dhess Sizgnahsotigh compact
m cro-controller 213. Mcro-controller _ ,
16 flash socket 220. 1In the described embodiment, compact
17 flash socket 220 includes a 32-bit wide fine pitch
18 DRAM/Flash DIMM socket for receiving a compact flash
19 memory card. As described in more detail below, compact
20 flash memory card 231 is capable of storing information
21 downloaded from the Internet by set—top box 131, such as
22 e-mail. Compact flash memory card 231 can then be
23 removed from socket 220 and re-installed in a compatible
24 device, thereby enabling the transfer of data from set-
25 top box 131 to another device.
26 CPU 210 and system controller 211 further support an
27 IrDA (Infra-red Data Association) protocol and two fully
28 compliant PS/2 keyboard/mouse interface ports. Up to two
29 external PS/2 compatible devices can be connected to
30 system controller 211 through the two PS/2 interface
31 ports. Thus, when a user presses a key, IR receiver 213
32 receives corresponding infra-red signals from either

33 remote control 202 or wireless keyboard 203, and provides

34 these signals to micro-controller 213. Micro-controller

12




12 19 Decenber 2005 WO 01/56252 PCT/ U501/02617 1 213 identifies the origin

of these infra-red signals by 2 identification codes includéd8 Decenrheer 2005

infra-red si?nals, 3 and routes the data signals (i.e., P| E{E%Hg whi ch
key 4 we¥OPlE®¥Std by the user) received fromrenmote contro 5to

one of the PS4 pAlLs 12085t BRe d8E 8g 5h GEl Shéff cinRG-redl Bagnulsebess
keyboar d 2013 to the other one of the PS/2 7 ports. 8 CPU 210 and system

control | er 21%idengd fdgpporn godesnbneleded Heddss iﬁ%ﬁftadé&ld_. S3FRPt-Scard 232
'S Inserteq% %QmiQ%%t%gaﬁkecggggggféﬁglgl?i.éhﬁnﬁﬂﬁﬂﬁﬁ@ﬁh R@ignlkey

connect i on “between smart car and system controll'er T2 211. Inferrupt
switch 214 genersatessard byethaptissigna¢ceivedattrn iranatsatcortsdr £9%ard i s

inserted or_renoved from 1 rt _card_soc %5 n.! er.al ,Saart card
232 15 i ncludd® i i)r‘%'ﬁt ?825?8?%%?%‘% lﬁ%t S sgﬁ Cl |%c I%SEIl t he
owner of the sfmint wdaledest? kEvBoaddBp0Bsta thecktikmagmaemda Ithst P&Yi2ng smart
card 18 232 in accordance with the descri bed enbodi nrent. Smart 19 card

232 includes @¥dcket 310 that interfaces with 20 socket 215 (see Fig. 2),

and a contrgl ler 320y ono2hnpr eyeRkingonnasl her i zed dleadisgforamaand/ or
witing to a 22 non-volatile nmenory 330. Non-vol atil e nenory 333 stores
23 1im t ed-%w i seantatce achRACCRS SpPEPERERY - by SBAGF | &5 Protedts THHERCe, and

may al so sjore; '%sggi rQYly ehewikt t eRerd tevidhghe limted-wite
data, whi c%(?i slr?%%:a e twi tlfitdn%t%%e 27 Wi teerr%g%t fenceg in Fig.. 3(B),
i ncl udes altustamesct 2t matweend33hars perdordl aEEndYIEFRGVBH r (USER

PN 29,508, S OB RO 53 ReSERUELLY,RoBROY o TP
"custoner"18s gefh nethasHdie Prauptotansels i32eatsdcoateemawad sar
termnal 130-A that can_have
14 smart card socket 215. 1In general, smart card 232
15 1includes identification information that is specific to
16 the owner of the smart card.
17 Fig. 3(B) is a block diagram illustrating smart card
18 232 in accordance with the described embodiment. Smart
19 card 232 includes a socket 310 that interfaces with
20 socket 215 (see Fig. 2), and a controller 320 for
21 preventing unauthorized reading from and/or writing to a
22 non-volatile memory 330. Non-volatile memory 330 stores
23 limited-write data that is protected by a write protect
24 fence, and may alsoc store optional routinely-rewritten
25 data.
26 The limited-write data, which is located within the
27 write protect fence in Fig. 3(B), includes a customer
28 number 331, a personal identification number (USER PIN)
29 332, a user home page URL 333, a secufity password 334,
30 POP information 335, and user age identifier 33¢. 1In one
31 embodiment, a "customer" is defined as the group of users
32 associated with user terminal 130-A that can have
33 corresponding channel tables stored in channel table

34 flash memory 219. An example of a "customer” is a family

13




33 correspondi ng channel tables stored in channel table 34 flash nenory
219. An exanple of a "custoner" is a famly 13 19 Decenber 209Dat@nilié SHHER

PCT/ U501/ 02617 1 that includes one or nore adults and onePgw{e f,’
chi | dren. ¥@8¥S6@&er will typically have his or her own 3 R8t’a. Each

person in a cusiAmen greuR Wnkl o$habee 4qtibessan® sustomdoddgentification
nunber 331. However, 5 each person in a custoner group wll have a unique

PIN 6 332.2 Axcidilstnsssed Bashowserheidbstprbral HEntd e dats GF Dfuyer 331 i s
mat ched with a_ser.i al__nunber, staor in.. 8._a l.as server
? sn@ﬁ_‘c c@rfdl{el g:aé;%?’ge?'gobeln a éﬁgﬁom%uﬂ v?lth 24 Y

110. Hone page can be used to access a personal honme page
10 provi deds attiseramgie Y3 tceee Edgntififetibhenusieer 331 Al thrwestdrvel y, hone

page URL field 333 may identify a 12 specific.lnternet site provjded by a
smart card 13 [Et YRV 1@ % C S§°B'§ﬁkg§888uﬁf,lio?a‘ée pt O%Jtci%egaﬁﬁ 14

site). Passporgh334 As f LSA=etehRabe] waedctbabme 5i@etitidf i Zasiaahanges to
the [imted-wite data. POP 16 information 335, which is the same for all

menbers of A mmkrstBherisgmakeheds widdd aj ﬁ?ééﬁﬁuﬁ?@%‘??oﬁ%ﬁﬂ 97 18
requires digl 'é’%é@trﬁrﬂa e 2 GY o %%egygg@%ggg_,e@lg% HdRe | Py aj@s the age

group of the partiicular user. np age identifier 336 can
i ndicate that fheldisEi3 ican 2% wwer ti8 ageass ol derappet nkehe ePdge age

identifier_336 22 can identif ecific.age-ra th ser. 23 The
opt i onal r%ﬁti%@?@lﬁ?&e‘aﬁﬂ tseer%:vc%t glg)so(ﬁe&eglgﬁ %El gggr?ﬂ%alrlge 32 incl udes
recently-visit 8ot sid£r i 0F,matdnen padfe amd, faeari 883sinee iadmriggion. This
informati on _may be, 26 downl oaded onto smart, card 232 at the end of each 27
sessi on, thérePReat boi M s Ss it &Y 16RierYt 8 ﬁgéﬁgs a ‘g t he

channel - bagsgd geiweik @sr a(i gUests’ Hdni€ accdsing ar2Q pesmdbbdbnoNn which the
~user is not a custoner). 30 Alternatively, the_recently-visited site
i nformati oh4angite) . assword 334 1s a user-selected wdrd that

15 autherizes changes to the limited-write data. POP

16 information 335, which is the same for all members of a
17 customer group, is used if communication port 217

18 requires dial-up Internet access. Age identifier 336

19 indicates the age group of the particular user. For

20 example, age identifier 336 can indicate that the user is
21 under 18 years old. Alternatively, age identifier 336

22 can identify a specific age range of the user.

23 The optiocnal routinely-rewritten data provided on

24 smart card 232 includes recently-visited site informaticn
25 and favorite site information. This information may be
26 downloaded onto smart card 232 at the end of each

27 session, thereby allowing the smart card owner to access
28 the channel-based network as a "guest" (i.e., using a

29 terminal on which the user is not a customer).

30 Alternatively, the recently-visited site information and
31 favorite site information may be stored at server 110,

32 thereby allowing the user to access this information

33 through any authorized user terminal of the channel-based

34 network.

14



31 favorite site information may be stored at server 110, 32 thereby
allowing the user to access this information 33 through any 48tPeodraber 2865

term nal of the channel -based 34 network. 14 19 Decenber %2&& 01/ 56252
PCT/ U501/ 0¥B8¥56252 g. 3(C) is a block diagramillustrati nCam e¥%iie 2 of

the data stpred in EBiS;ﬁ.eB mpnager bhash d22grAGSelldstraegef dd astar22 1S a
non-vol atile nmenory that is 4 permanently connected to internal bus 230.
Asset manager ob fhesthtstesefadentryest BRBIIFRT bHABR i 94 t hatST¥entifi es

6 set-top b9xzﬁéégﬁﬁgggjﬁ§l%9@iqg RURABBL 342208 HemBPYf@eiures date 344.

Asset manager also 8 stores current channel table version
i nf or mat i on4 34¢e froanerd: lsactorgs@teidn tohénsasnakePugr 689 ashdyis atanadsh

set-top 10.box, 131. descri i Ltk i is: A1
channel tabte \%)]é S:sgrf‘oznﬁls rﬁeorin%éﬁ?l%gji g t%?%é EL ggg%rﬁ‘??% 15}?%%21%%%{%%@%
downl oad oper at¢onscr ibex , 1310 wuddt @esasé3iehannsbetabl?2 stdred i n channel

table flash_219 when the st.er ghannel _table 2.1s dat ed; see Fig.
1). In 15 AddPe? ,C%%%eetdlaﬁfnn;dér' fﬁ&&ﬁtﬁiné?%hé}%ﬁ% %P 16
operating syst emves St @it igizsin346 tapdeappkbtani Onfodfaisodt Wr e er si on

nunbers 347 that are used to 18 automatically uggr ade t he, operations of
set-top box913%ach 195¢¥% YnelEnsOhteERE, SEREPoBEFAFTAGSS yet bn Sy toP

appl i cati oy 2hogof 4yar e asaaclalkiedh whi Boesennuniet sl sosten eckior 1 ash
21 219. 22 Referring again to Fig. 2, CPU 210 and system 23 controller 211
conbi ne wi th disphagl comtiol|tarsizeg indorpstigppdht ushe P PPy of

i nformation,on_di spl ay (e.q.. ti,onal television). D splay
controller T%23cgfglgefZ%aJ%Slzu%p%?@sl%%dg%&%ggﬁgéﬁgf (?h?()f ng!t)i% é%ﬁélc%l or or 27
monochr one1BCDcRangt s, t &1k Uk e dMGA ghaneled apt18VEA22B phbelisen Dilspl ay

control ler 223, e capapl e of pravi ding.a 23 compogiiesyldep, out pyt

15 addition, asset manager flash 222 stores one or more

16 operating system version numbers 346 and application

17 software version numbers 347 that are used to

18 automatically upgrade the operations of set-top box 131.
19 In one embodiment, the operating system and application
20 software assoclated with these numbers is stored on flash
21 219,

22 Referring again to Fig. 2, CPU 210 and system

23 controller 211 combine with display controller 223 to

24 support the display of information on display 132 (e.g.,
25 a conventional television). Display controller 223 alsc
26 supports the display of information on color or

27 monochrome LCD panels, including QVGA panels and SVGA

28 panels. Display controller 223 is capable of providing a
29 composite video output (RS-170) and a super video (5

30 videco) output. In one embodiment, display controller

31 223 includes an IGST Inc. CyperPro 5000 integrated

32 circuit, and is constructed with balanced impedances to
33 enhance display picture quality. In addition, pure red

34 and pure white colors are preferably omitted from

15




30 video) output. In one enbodi ment, display controller 31 223 includes an
| GST Inc. CyperPro 5000 integrated 32 circuit, and is constr12Qaetemivéer 2005

bal anced i npedances to 33 enhance di splay picture qualit i.tion,
pure red 01564%2pure white colors are preferably om ttedi(w)ggr?@ggli’b

Decenber 2005 "4@&&:‘!@62&%@%@&\;}%@%4Oaﬁl@eilinggirﬁ@lé/i;di%lsijgm@ss, as wel |
as single pi xe][ Ines, 2 thereby further enhancing display picture
qual i ty. 3 TPUIZEEmhdwydeemenbancénperisniayl BECEOHIHEM TN 4 audio

controller 224 10 SURPONly Bldl 1 UBHnl EhBekBeord andl o bl ahiacle sl
a app

convention W ndows(T) I''cat1 on programm ng interfaces (APIs).
Audi o cont rol | iaRR4drsc roll leapalilde tof suppeirvi AghinpidY sf ghml zedansmantt er nal

8 m crophone 226 or an external m crophone.(not sh 9. t hrouygh ext ernal

ni cr ophone ?aclkl?@ﬁC%Pcﬁ36‘90&?E‘rvc‘?lnltélo%aio%égaoﬁ?%v(?%g%p%g %a&lés%?gnal s to

speaker 2254 é%%&%nﬁ?tir@éﬁa% (@@N sal. SorpaOwi dentedIland224 gt out put
T QUT an

12 signals (L a RI GHT QUT) to external %Eeakers 13 (e.g.,
tel evi si on $peadealzle ofherdGEiviaed Pyt SéaRpLE TiaMsiyraf®hre als

combi ned w gh ﬁg@@&%oz(%ﬂﬂ(}?'aﬁ Qe rh5 1903 PLBYRERBt [RbE €5n@RD) Lo provide

a conventi onal icat des Constructeurs d' Appareils Radio
Recept eurs 917tketodsh exsitsmnas)) msiapmaihonghilelki 82t he FudbpeaPneiehlay 18

protocol . t descri bed enbodi i ISPl coptrol hek; 223 and audio
control | er£§24£‘§? eplé%‘ﬁﬁg%? e%]lr‘%)pou‘dC %‘ |Sasl|§'l at;?/) fgg.ai]{g]i’ 9%% Channel - Based
Net wor k Openat tent 231 Fg.224 isara sligplpdavadeblleck dndgraghshowimgt vari ous

24 system functions_ performed by ccﬂann gﬁ?ﬁd net gknéLQOS 2a5k<—j=, n
accor dancelwi t A1ER2 e etV a2k &I&ﬁt[s 26°i RUEHETOR. SEpRET T cal I y,

Fig. 4 depihgts ¥agi ouse2dvisiet i gissiexenqut edny 18€xvendlidgandoseput op box
13l to 14 signals are also combined with the S video signal from

15 display controller 223 to provide a conventional SCART

16 (Syndicat des Constructeurs d'Appareils Radio Recepteurs

17 et Televiseurs) signal, which is the European display

18 protocol. In the described ecmbodiments, display

19 controller 223 and audic controller 224 are connected to

20 display 132.

21

22 Channel-Based Network Operation

23 Fig. 4 is a simplified block diagram showing various
24 system functions performed by channel-based network 100
25 1in accordance with an embodiment of the present .

26 invention. Specifically, Fig. 4 depicts various

27 functions executed by server 110 and set-top box 131 to
28 establish and update channel-based network 100.

29 Although the'depicted interactions between functions

30 performed by the CPUs of server 110 and set-top box 131
31 and associated hardware resources are generally accurate,
32 some simplifications are employed to avoid confusion.

33 For example, Fig. 4 user identification (USER ID) depicts

34 information passing directly from smart card 232 to an

16



28 establish and update channel - based network 100. 29 Although the depicted
i nteractions between functions 30 perforned by the CPUs of sdP\Recemberngd05

set-top box 131 31 and associ ated hardware resources are I
accurat e, WY& sinplifications are enployed to avoid ggﬁ@‘ééﬁd&ﬁ* 33 For

exanpl e, Fig. 4xuegbrigdentdl/efid N (WSIR Burdepioet perd3drinabiopyatpon
passing directly fromsmart card 232 to an 16 19 Decenber 2005 WO 01/56252
PCT/ USOL/ 02817 210" pAETHER ZAT | ' VERS| aeseck o ff rheovgh §¥et8Rmed by CPU 2

210 of set-top i hrough system 3 controller (SYS CNTRLR)
211. 4 Ref er3ri ﬁg%géﬁgrugi‘gaﬁﬁ%@n %T Fig. 4, server 110 5 includes an

i nput term dal 401 Refgryrimgper suralummemprtert i®rorindiikst 4tvi eayyvea €PY 412,

a channel tabl e_database 414 7_a _network, dat abase 4 a
nmanager dat ba&@cguﬁfﬁ.aq’h%n%‘éﬁ‘ d%?arrr%l%a\(l)frp@nlen es’tgf(@)!f’ Se \%’errs %ﬂ% Qg}g?ﬁ@%ﬁom
9 and not shkowar abekeeavest) pnalCENd Vel la kitaametio tiahdse dat@bekeor i pary

skill inthe art. Input termnal 401 is used 11 to _enter channel table
data and user/ ePRiCHAF X AR bANETT o%létizarfcﬁtadldﬂ) &l mtaélﬁlggrdgf’nggg%M and

networ k dat apagg g416ThelBat8SRESt EMBbInetSd N kgwerdatla, pbeees shogn
techniques. In 14 the disclosed enbodi nent, the channel table data is 15
encrypt ed beéf o@dpapkgSEPERedath SPRYRRETI Dt EatEds &NOTE P4 PREr eby

m i m 21 ng e A gk tisizmegqegné 0/, dowl.aad Lhannel 40ablig used
information to set-top Ox 131" 18 (i.e., because encryption is not
performed during eatkrl@hdonal onabpe odats)andChmaitamayng ldardbagataen

stores one 0 .or. nore nmaster. channel, t abl e r i i en 21
Net wor k datdba éltll)lé: ?P(?Fis%ﬁgg? (g%ga?aé%)ﬁ %;ﬁ |n($on$edn%'étc}|r}o]{1®a§?%%§e%d4tlg’
identify ang auldpectaveser sukbay keguesdad mwradseing readdiitjues,. néowor k

dat abase 416 may store 24 optional user hone page infaormatjon that allows
each user %5 dﬁ?ﬂ/éirﬁséﬁpsﬁﬁde@%ﬁ}@e’%ceg}%et aé%%]ilnc,aci@‘r‘?at‘%a%é‘n&sot her 26

Internet appli catd QR tUbLeRLbYrayal! 3Pbeed o€ atVaMdONAble database
16 414, thereby minimizing the amount of time needed to
17 download channel table information to set-top box 131
18 (i.e., because encryption is not performed during each
19 download process). Channel table database 414 stores one
20 or more master channel tables entered in this manner.
21 Network database 416 stores user and terminal information
22 used to identify and authorize users that request
23 service. In addition, network database 416 may store
24 optional user home page information that allows each user
25 convenient and secure access to e-mail, chat, and other
26 Internet applications currently available to conventional
27 network users. Update manager database 418 stores
28 terminal information, current channel table version
29 numbers, and other information used to cocordinate user
30 terminal update procedures.
31 Figs. 5(A), 5(B), and 5(C) are diagrams depicting
32 the data stored in channel table database 41i4, network
33 database 416, and update manager database 418 in

17




27 network users. Update nmanager database 418 stores 28 term na
information, current channel table version 29 nunbers, and d8HRgcember 2005
informatign used to coordinate user 30 term nal update p r 31

Fi gs. 5(A)v,0[§(5§3,2 and 5(C) are diagrans depicting 32 the{,‘gﬁagdri (??)Ir-’ed in

channel tabje gdatebasecdhftmel Wi i33 datkabagendhb, oanthapgdoseemmnager
dat abase 418 in 17 19 Decenber 2005 WD 01/56252 PCT/USO /02617 1

accor dance Evl t hnEeRiHPLi fi ed enbodi ment of the present 2 invention. 3 Fig.
5(A) 1s a dgagram depi Ctd ng, ”ggad%laagffa%l tplétﬁher efci Bathappeiqdabl e

dat abase 414. For purposes of descri bi ng résent invention, channel
t abl e dat abasesté6rdd4istcramnal Siaigle dm:@tb@rsecl'%éﬁnel Fpabperpesed ofn ot her

7 enbodi nents, nmultiple ster chann t abl.es m nnel
tabl e databased ﬁﬁﬁrl}%?ﬁ;l € (RFidh énveé%lon'Q %f?ne ovvnglg% gatgbﬁggrraster
channel tabke 112- Acbpst uslesiddl € henadr Rl h:ab&enellzsnte aﬁldoelssrand
Internet site 11 nane infornation. In addition, %geéchannel tabl e 112-

12 A incl udés 6HBOSIMHBER: Ot lorRdte deaSE Y ézlhd’émtellrafta afa8goPf 3t pFed

otherw se igdenthf thﬁeﬂa&%iéldﬂm efh 4 14 dimigachtbntRRARE1SEABLEI St ed
in master channel table 112- 15 A For exarrple as shown in the rightnost

col um, 16 ﬁaréhﬁashgundaﬂc%l@odbs mas Y ghargedsdabilg {he-fotnehudey
picture 1nayst byahefal arpﬁi;'f fﬂ%@fﬁe@fsgf%waed?re% e .18 Rhouided Lorallow a

user term nal m nrstr to control the types of
| nt er net SI']_tLeSnamal habbf:maﬂﬂomo aIrpaatdeculcar, m@@rte(rl cbapnglchiabdy. 1For

stence. (e Ziuighel HILEL AUTLLS ALY K tapALLctpgecess (0 ol
gui dance cades caR¥gbeilti bizethdywses vadertlly ithe X teetplnptresanveth user
age data 336 stored on_smart card 25 222 (see Fi
downl oaded *éharfteP2EAbIBEC BT nf bt Frat + B hat “iasSt%ft FF&}F?’%&& ?8&8 Liz-
particul ar 1agen, por example, as shown in the rightmost column,
16 parental guidance codes, similar to used in the motion
17 picture industry to rate the content of movies, are
18 provided to allow a user terminal administrator {i.e., a
19 parent) to control the types of Internet sites available
20 to a particular user (i.e., a child). For instance, the
21 user terminal administrator may restrict access to all
22 sites rated "PG" or "G". In ancother embodiment, these
23 parental guidance codes may be utilized by server 110, in
24 conjunction with user age data 336 stored on smart card
25 222 (see Fig. 3(B)), to limit downloaded channel table
26 information that is authorized for a particular age
27 group. Those of ordinary skill in the art will recognize
28 that a wide range of additional data fields may be
. 29 provided in channel table database 414.
30 As indicated at the lower portion of Fig. 5(A),
31 channel numbers that correspond to well-known services
32 may be assigned to sites providing similar services in
33 channel table database 414. For example, the three-digit

34 number "411" may be assigned to an Internet site

18




27 group. Those of ordinary skill in the art will recognize 28 that a w de

range of additional data fields may be 29 provided i n channel9 D=icenber 2005
dat abase 414. 30 As indicated at the lower portion of Fig. S(A), 31

channel nwnberss242hat correspond to wel | -known services 32CREPIBEOHSSI gned
to sites providing simlar services in 33 channel tabl database 414. For

exanpl e, thé tRFeEIERY ttelePhrifoeti reFtPrY F&) VBESSssi JRe8IEOC AR ntT net

site 18 19 Becepper 2005 Wi 56252 PEHIUSR1/:0265hel prO¥hdiAgetgbephone
directory services. In"addition, the 2 three-digit nunber 11911" may be

assi gned to3ansiheepneYiding tenerarniwi RPENGenSPraM8Eanc8Sservi ces. As 4
di scussed i - pat e _gﬂgl j 118l aRQono s¥¥A XXXn XXX [ Attor ney
Docket CTV- 804??5?ﬁ$§qu%i€$ nu edf ?&EG a\sfa?#g gr? eggi Isy re_maﬁbered pattern
(e.g., "111%, 9%1R83%]1xxx 7[R0 )eyHyodie asSiVgtdd Ito threerdepisi resbal$| i ng
to pay 8 premiumprices for.these nunbers. Fig. S(B is di ag )
depi cti ng tﬁe g‘ﬁf’gn?i %Pd%aibi%t%‘T’r%%nltfer{enetpva\ortl?%at(é%b Sé 4}21 Net \i/\g?]k’
dat abase 416 i 9993%) phh{aé | ¥yss5@ted s thrtecust eitrsused Linfot oapapn

(i.e., 12 user nane/PIN), "hone" user term nal serial nunber, and 13 user
status i nf ofnaPrERIUASPY hafeat el FRESH dt™iSdetail 14 bel ow, the "hone"

user terminal inforpayiog ks Used &Oagrdn dRiBIdHiRY Whet Bataarpaiicul ar
user has accessed the 16 network fromthe user termnal storin

g the,
particul ar 107 wsered persenaprkhdmpebasat’s. oMafettedatreapsr tleutar 18
user is a "qguest’ on.anolher E%e%,t&_eé”&?{orﬂ&ﬂ;seﬁgﬁo%%{a@%@naf{_i@eh?te' ) -
User status inforiacion g use 0 0 det IS

erm ne whet her a user
currently apt harsezedaie/2INagcissméheuset iorknirRFor sexa@s eumpes; aDAN

R AL o R R

custoner/usgf below, the "home" user terminal information is used to
15 determine whether a particular user has accessed the
16 network from the user terminal storing the particular
17 user's personal channel table, or whether the particular
18 wuser is a "guest" on another user terminal (e.g.,
19 provided at a hotel). User status information is used to
20 determine whether a user is currently authorized to
21 access the network. For example, user "DAN DELAY" 1is
22 indicated as having an expired account due, for example,
23 to late payment of user fees or misconduct.
24 In addition to the primary customer/user
25 information, network database 416 may store one or more
26 optional data fields that relate to specific options
27 presented in a particular channel-based network. For
28 example, a particular network may provide a "standard"”
29 package of Internet sites along with one or more
30 "premium" packages that provides access to exclusive
31 Internet sites (similar to cable television "pay-per-
32 view" events). Using this model, the number of channels
33 of master channel table 112-A that are downloaded to a

34 particular user is determined by the package purchased by

19



25 information, network database 416 nmay store one or nore 26 optional
data fields that relate to specific options 27 presented i n 49f¢eamher2005

channel -bq;gg]é&ggzmrk. For 28 exanple, a particular net Wt%lfﬂggﬁ%,g{.pvi de a
nor e

."standard"” package of Internet sites along with one or
"prem unt packapespihelcPrayigesr acaess exampiel, usisee "3QE| d0eKhehasgi t es
(simlar to cable television "pay-per 32 view' events Usi ng this nodel,

the nunber &f EHARREIRS BR HIPHRIEIHE RATHIFE a5 BI?YégﬁStﬁa €3y gto

downl oaded B0 @3¢ Paplisy! Al SRt issitdater mnnaddby ibhe Ragkagg pségehased
by 19 19 Decenber 2005 WD 01/56252 PCT/US01/02617 1 the particul ar user.

For exanpl e4 usey SULF hocGk!thmyized sishsiomindeaco paepAefilnafpakkageet hat
provi des acgess. [tsSs ?§g ter. i | dditi Ly ouNng
user 4 may %nl ﬁlﬁgsa%?ﬁgé)lrzge%@ 0 ?1304/\%151 (;esgg_eet&?_ g?lmr?es eghghébg%;s@a% sites
and/ or educati amalAsites from master channel table 6 112-A 7 Additional

optional information . be stored i 8 networ.k dat abase that ,relates to
confi gurati Bn 9 pre%\giqgﬁb%’éa s%%tcji%ﬁ%d Wﬁ%n}é%&é)élr eV 65 55858Y E3r 10
exanpl e, assgi ndieeabed Hatgbspt ayhdB2rdfatidie daotdowiniafuratioki g. 4, user page

information may include current|y- 12 received e-nmail nessages, stock
portfolio i ff oPFEEEBANCESRRFACTIMRS Hid GeAlSSTevis DSF6vPaErRs t haE are of

particul ar {914 hatenest ;505 LRS- HS&H - i d iR, af3201:4H RBkY kbl bR the art
wi Il recognize 16 that a wde range of additional data fields nay be 17
provi ded i Alnefigrk édatabaspadd 6inigriRi oM@y iihcd udeaghamesspicti ng t he

data field 19 or Ln ergdat g’%%'et 18., Asedescrihed in 20
addi ti onal ﬁ&et arief%tet%g owfe rﬁ%gg%g%l%g%%’r dat a% se 4{41%8%051 21 use(ﬁi to
coor di nat e itzhe achownliag&d ob Lpdal edewehannetidetsd eha? airef ofmpiirdnctbathe

user terninals connected to channel- 23 based network 100. To facilitate
t he update odgigrest to he user.

15 Those of ordinary skill in the art will recognize
16 that a wide range of additional data fields may be

17 provided in network database 41¢.

18 Fig. 5(C) is a diagram depicting the data Ifields

19 stored in update manager database 418. As described in
20 additional detail below, update manager database 418 is
21 used to coordinate the downlcad of updated channel table
22 information to the user terminals connected to channel-
23 based network 100. To facilitate the update process,

24 update manager database 418 stores user and terminal

25 information (which may be shared from network database
26 416), a list of currently-available channel table

27 wversions, and an update schedule. The current channel
28 table version information is used to determine whether a
29 wuser terminal is storing the most recently updated

30 version of master channel table 112-A. The update

31 schedule information is used to coordinate the updating
32 of all user terminals connected to the network to prevent
33 strain on server 110 {(e.g., due to too many update

34 process requests at the same time). In one embodiment,

20



24 updat e manager dat abase 418 stores user and termnal 25 information
(which may be shared from network database 26 416), a |ist 9 December 2005

currently-avail abl e channel table 27 versions, and an up | e. The
current cW@M&625228 table version information is used todlg(téﬁggnﬂﬁgﬁgvv\het her

a 29 user {ergidal,d5 Stidiihe ntBshat €68NkAY spdadedy2Pupersi on of
mast er channel tabl'e 112-A The update 31 schedule information is used to

coor di nat e 2 heusguatdenfFaidp tgfuealperdoes furinaalsiedniedd e’ REPITS et wor k

to prevent 33 strain o Ver 0.68¢Her 4 Lop By, pdate
process req%esrfl%\}a t%eeﬁso}?rr[{ee i rré)jﬂ. afln oﬁg eﬁggg?ﬁent', 20 vlg Dec.enn%{e&r 2005
WO 01/ 562524 PGlétiSOdy 026l 7 initthehep datibesc hédubdat-af proee s oes gl Essi gn

groups of 2 users_certain tinme periaqds during i d . esse 3 may
be per f or med. ?%rg?ﬁ?‘?@rancerﬂo&ﬁrﬁéﬁuﬁa eg\J/'re“?'ll Pn%g 8§ grr%%%%&a%ﬁ i t
the nunmber of updaie Processesdwrigndzz pantosneddat rangar i cadidirt 1dmeel
Those of ordinary skill 6 in the art will rec 8g| ze _t hat adv'gqga range of
additional 77 data Fietds Ty e BFCIHIGED anUB§ P ARAAger “utAbase 8 418.
9 Returninggtosfgg. 4, in addition to data entry, 10 server 110

automatically perforns several network 11 operation functions that maintain
and updat e Bhannel -Rabupmbed etk 42060 PHELREPHOFR BPER afORY functi ons

13 perf b ' irRals o t ' i
(AUTHOR ZATE 02 bt B £ORET o1 L BNRCORD 15 Gt e cont ol

( UPDATE CNIL), owerst bon chenkt 16 VERS GN iOHECK) anfs ugdstei seanpaldet ai |

bel ow, CPU_412 17 automatjc y rfar (i,. e, it hou ;

parti ci pat i-én) baigdtﬂ%t‘f’%?‘lﬁi ﬂéﬁ a eorr}ezawﬁ%{n%gr’%\%gaﬁl gggéggﬂ??ol
functions 139 sHehothal B¢ryervddOl1® oaritudy suseautkemizned) and updates 20

user term nals of channel -based network 100 from.a 21 centrali cation,
t her eby a|ﬂémﬁﬁgthgéﬁgagéogih%¢§HORIZATION), downloa contro? kSSHN£8£8 I

15 CNTL), update control (UPDATE CNTL), version check

16 (VERSION CHECK). As described in detail below, CPU 412
17 automatically performs (i.e., without user participation)
18 the terminal authorization and download control functions
19 such that server 110 to controls (authorizes) and updates
20 user terminals of channel-based network 100 from a

21 centralized location, thereby allowing users to simply

22 turn on their user terminals and connect to desired

23 Internet sites in a manner similar to operating a

24 television. 1In addition, CPU 412 performs user home page
25 hosting functions similar to those provided by currently-
26 existing Internet service providers.

27 Fig. 6 is a simplified state diagram illustrating

28 the main network operating functions performed by server
29 110 in accordance with an embodiment of the present

30 invention. In particular, the main network operating

31 functions included in Fig. 6 are user/terminal

32 information input operations, channel table data update
33 operations, and server-to-terminal communications with

34 the user terminals of channel-based network 100.

21



22 turn on their user termnals and connect to desired 23 Internet sites in
a manner similar to operating a 24 television. In addition, ¢PDecember 2005
performnms user hone page 25 hosting functions simlar to E@%g i ded by
currentl yw%"s&slzsti ng Internet service providers. 27 Fi g} |‘%19‘<[;1291\6
sinplified state diggfamidd ust tdld N@rtadstheoranh Bet mogk epesating
functions performed by server 29 110 in accordance with an enbodi nent of
the present230usembiginimall ninfarmaddionr 1nPHE RREASHEPROER oPeFRTRY 31
functions igclyded if, Fig. gﬁsf'erﬂ LelgTiRak «341hah OF ABE kAR 1 BRUL s

3 wﬁ’gﬁi ﬁ{%bélg uc??ﬁ%%p ate 330?IO At10

oper ati ons, “channel operations, and

server-t o-t er nknaérednvimi oghionsenmirtzl 31t HEigsed )t épapnagsvef 110
channel - based net wor 00. 21 19 cemher, 20 .01/ 562 / UsS01/ 02617
1 Referri ng5to(§h%pléjf(€)nbstﬁbeol %&%eéj. 6,4 V\Qﬁgér??egéoga ?Hﬁf or mat i on
i nput oper agi ORetgotRi ddediRtse I Mhemstww 615 )Jupd@edd rusay andEog. t 8(Ri pal
information is 4 entered via input. term nal 401 %Fi g. h4) into server 110

5 (step 610Y. Whenneq uperE eeP T ddd6h 4% Y6 G 6sn8FﬁBrk dat abase
416 (step 649) inREIELLi BO10idd G MlPIrecok IR iaWieser Fber BkaapLEALa 1S
entered, this step Involves treating a new record identified, tor

exanpl e, 99%ybysesenaneng e(g.q. JTOHJGIK) c BRI ARES(dSg9; » 10 CUSTOMVER
2), and the .us Lnal (e. 9. TﬁE{MNAtL‘ inahl PN WhikghiridAe pew user is
a "resi den;i'O U§Q§&8%egi 123?%%}?%& I on as%%lcl}ailt e%o\jﬂ\nﬁlt'h t he new uger,

i ncl udi ng tthe uwp3dnchaneel thabhew paskages redUestiekilyy' tiserusePtperg., 14

SPORTS), and the subscription statu e..g..,. CURRENT) , ar .al s tored
i n network “dat éﬁggémﬁ*ié‘?g%?ﬁ?ﬁ%be?o‘sﬁlg.the_Lbn%hf uai%etrér lﬁﬁ%ﬁaé\%%dg?% is
entered, updatenaBnagetadatapaseagd Irddfedisedipgdatet tuseirngude,a new record

for the new user. 18 Referring to Fig. 5(C), this process,_l es
entering 19 t SPRRAS) » aRBAUERE PURRETIRTELER M-t S, (Safd 7t %gkg‘éﬁél 6n®*20

nunber of the nasteitehaaneh hablsrpt@iesbise chnnelreturning to Fig.

16 6, after the new data is entered, update manager database

17 418 is updated to include a new record for the new user.
18 Referring to Fig. 5(C), this process involves entering

19 terminal and user identification data, and the version

20 number of the master channel table stored in channel

21 table database 414. TFor example, assuming that a portion
22 of master channel table 414 is designated as the SPORTS
23 channel type subscribed to by user JOE JOCK, a version

24 number (e.g., SPORTS 013) is stored in update manager

25 database 418 in the JOE JOCK record that indicates the

26 current channel table version available for download to
27 TERMINAL 2. 1In addition, an update schedule code is

28 provided in accordance with a predetermined update policy
29 generated by server 110. Referring back to Fig. 6, after
30 step 620, server 110 then returns to an idle state

31 awaiting further £function regquests.

32 Referring now to the center column of Fig. &, a

33 channel table update operation is initiated when new or

34 wupdated channel table data is entered via input terminal

22




21 tabl e database 414. For exanple, assumng that a portion 22 of naster
channel table 414 is designated as the SPORTS 23 channel ty[j8 Regeiabende0s

to by usqyodike2dCK, a version 24 nunber (e.g., SPORTS 013cCi/ssmtoesied in
updat e manager 25 database 418 in the JOE JOCK record that indjcates the
26 currentl cHdtnelFigabl4e vierst cieraiadi 1148 ol staP dotthl oadid FesLF NAL 2.

In addition, g, sehedul iy 28 Praow daghdAe pacpdangsinid h a
predeterm%ec?%l}p‘%gsgttgqol icy égc%ce%%:ralt%ed%y server 110. Referring back to
Fig. 6, afieropsdhtsiep 620;ysiaraldry Ik ftdrmed etiirers & caleditie chanre3l

awai ting further function requests. 32 Referr.ing . nowto, the nter colum
of Fig. 6,%a %ﬁ“%rﬁfélastsibq%%pt&étaé‘ g’rdétrealﬁeo% t‘?’nﬁr}datlerﬁvcgm’e‘ééls new or 34

updat ed channglcdafle datdsdscomal ethidmdtnNpddiesdriaral 22 M2 56252 19
Decenber 2005 PCT/US01/02617 1 401 (Fig. 4) into server 110 (step 630). As

described @ abvile WATRIRIRG Sl N Fi It F ¢ hes Eifamnel® tABt e update 3
operation 4s éﬁ&?&%ﬂéﬁ%?eﬁzfr% 1 &5 Selact eds chianngle o4 nawdier s
assigned to an Internet’ site, "an involves 5 enteri ng an associ at ed

| nt er net agldr&35) ansf Sid el nane stotddtinorhaspondtathle daabaserht site.

In one 7 enbodi nent |1 channel table data is encrypted (ste 8 )
before it ¥s é%%‘?%d&i&) chahPk? tdt e lifat Abase 7 ?%?%{) Eﬁ%p ?\Ilg?)g t hat
the encrypgi ops prOEEsSSnéSt€P10§0d 181151 pest ansrsl st nNgoiod JRebhddor nore
encryption rret?md. 11 In an alternative enbodi nent, channel table data may

be 12 stbtedlnnamnalunenatypeecenbodimennd ererydt i babtanddea 182BePE or med
during doywl oad to.a.user terni o] r, i i t del a
och BF%Q)}nh%Qt?neﬂéggét%%dﬁﬁgﬁ 0?&é égéfgﬁngg g%ﬂ pday y

downl oad an i Cy I's generat (step 645)
that schedgl epetBoelovnl @ading abwhbeadpdat @dusdannetmiabl e (hotevention to

17 the user termnals. Finally, update nanager databage 41? 1§ i% nodi fi ed
to incl udé4bothipe@mbrakmEntt BBy edGLr¥j gawnload procedures). Rext, an

15 update policy is generated (step 645) that schedules

16 downloading of the updated channel table information to
17 the user termirals. Finally, update manager database 418
18 is modified to include both new channel table version

19 numbers and update schedule information (step 650). Note
20 that upgrades to operating system software and

21 application software utilized in the user terminals are
22 performed in a manner similar to channel table updates.
23 Server 110 then returns to an idle state awaiting further
24 function requests. .

25 Referring to the rightmost column of Fig. 6, server-
26 to-terminal communications are initiated in response to
27 service requests transmitted from a user terminal (step
28 660). The functions performed by server 110 in response
29 to these requests begin with authorization and version

30 check procedures (step 665). If the user and terminal

31 are authorized by server 110, and if a more recent

32 wversion of the channel table is stored in channel table
33 database 414 than by the user terminal, an authorization

34 code and update available code are transmitted to the

23



19 nunbers and update schedule information (step 650). Note 20 that
upgrades to operating systemsoftware and 21 application sof {Qdesemben 2005

in the usgpoiBéBbnal s are 22 performed in a manner sinm | arcr/osahasuel
tabl e updates. 23 Server 110 then returns to an idle state awaiting

further 24 frepidsorinmequest sie@BirRef er rihgrePemee riyHikeEt ¢oledm of Fig.
6, server-_26 to-termnal co ni.catiaons e It i e to 27
servi ce requests Q?%s‘?ﬁlfr?]erbaﬁr?%lr’r]i au%eorm?a{elrcﬁ%‘gy ]?éscﬁgejepé@% agr?r.?é-}l'l'he
functions perfredibynssdyelsddd ¢T0Y esphnsees@éns® tdeskei s egrpst st begi n

wi th authorization and version 30 check procedures 1gste 6(95%. Ifhthe user
and terninhl @ncayetedtdrinrel BPLerdala 1902t ahd FFEOT0FRd rERENtNS2

version of s the.ghangly Lol 8 fentl ol pdil uGhanoehed abln Satied abaserd 14

than by the use erm an authorization 34 code and update avail abl e
code are tgansatibasetdld heo 28ha\nH4Y 568621191 Désbaped’/ 2005 FPTTILUBOL/ 02617

1 requesting user termnal. In response t hese t r
terminal wi|tB&t ?F%aT??ag%ﬁu§§€a%a%%aﬁ%éll§3m§§gf£e%ogﬁlg§%8€§tep 670) .
I n responsg tenhihishéeqyest cerdi RATr HRE eHeehanpabteabl steat asthat is

aut horized for the 5 requesting user termnal _is downl oaded, from channel
table 6 databareenillfothee nebwrpgriPnan LdiepsSEebs. AERARLNG, THTHRET

updat e nag ge% dg%gbgsg 4%%5L§ nmodi fied to record 8 that the user term nal
has been gda &4 s?ep B80Y""9" Server 110 then returns to an idl e state

awaiting further gBrféunghiyonowequeshs. léteReperting néwFig.t he tbeer
portion of Fig.

Cof tvar e $Por GBeT484T SEPLRBCBOKIESY APG APPMI o84 0 CPD 2160t 6LBEForm
L4 term nak-{ 9rSEEYeE ofOBBUNG Gal hPBS ki1 ezedanlnopyzaliono pdhruensi on
check, and downl oad control), decryption of the 16 downl paded channel
tabl e dat &4 amarmmneﬁfagesgpgﬁatpgm@unications (i.e., authorizeation,
15 version check, and download control), decryption of the
16 downloaded channel table data, and interface operations
17 that produce terminal-to-site communications (i.e.,
18 interaction with Internet sites and the user home page
19 hosted by server 110). The authorization function works
20 in con’unction with corresponding functions performed by
21 server 110 to allow centralized control over channel-
22 based network 100 by downloading authorization codes that
23 are used to enable terminal operations for authorized
24 wusers and terminals. Download control functiocons
25 performed by set-top box 131 are known to those skilled
26 in the art of network communications.
27 Encryption/decryption is preferably used to prevent the
28 ‘pirating"™ of channel table information.
29 Figs. 7 through 9 are diagrams illustrating methed
30 steps performed during a user terminal session in
31 accordance with an embodiment of the present invention.
32 The user terminal session generally includes an
33 initiation phase (Figs. 7, 8 (A}, and 8(B)) and a user
34 interface phase (Fig. 9). Note that, other than

24



17 that produce termnal-to-site conmunications (i.e., 18 interaction with
Internet sites and the user hone page 19 hosted by server 1109 Degasber 2005
aut hor i zaypenséasmcti on works 20 in conjunction with corr eBEUSi109617

functions performed by 21 server 110.to all opw centralized con%iol over
channel 2% b&4EHCRBF WBFKV16® b?tﬂﬁﬁﬁFb%ﬂ?nédéﬁ?ﬁﬁ??Qg??gﬂwbbdg that 23

are used %0 EG&P%?oﬁgfﬁéﬁéérﬁ@grﬁﬁi9@§-£@§ BYLhosi zgde 24utisRE8i80d
term nal s. Downl oad control functions 25 perfornmed by set-top box_ 131 are

known to BhoBkatkibledll2terminhb-bptsefvast abeksesHfunteatpsRsnay
Encryption/decryption.is _pre u ; vent .t he. 28 ypirating” of
channel tgblgo?%$8?ﬁﬁF%SRg Eé§§$g%¥d7a§%%%§gﬁﬁg gﬁgt%?gé?éngh?F%ué¥§gting

met hod 38 spepsopreliowieHodur thg pausecipetbbnabfsessi osern 3Dluadogr dance
with an enbodi nent of the present invention. 2 The user, erginal session
gener al | y6i nEPB8e4NERTE8CENPPRERFbANPhASeS( Fi §ETF, TBEAT5AA8PE)) and a

user 34 'ntgﬁgggeieh SRpiEL8d) 9) a Nete thabrsothehnthanumBe:8 Bagenber
2005 WD 01/56 PCT/US01/ 02617 1 customer service interactions (discussed

bel ow), aBl iftkuactsowétpethernedrbyoset reep BoR IBteapetadisfbtic. 3
That is, all _term.mnal-to-server and_servgr- o% ' o4 ' i
oS PEETERE PHCEPE MR TRLCBSEH et Serlehl BRLof comeph g ons

per f or med I'on phase are odt the

parti ci papi opugbetrBecsencebuctngg Givkedikplaybdceiopertfetitomes(iuséng after
the initiation 7 phase is caonpleted

i nt er act §1wi NHrERd cukeyPRENE Ufa gua%aigﬁuzggéeaésrsg%ganneltnunbgr% pnd 8
g t t 28Pre@n8 PPETIEdES 67°% he
G 2pl ayed ot L5 oFeAttr Be e rRg I hemSrre Koynad 204, Function keys 205,
and j oystli3ck FA@6 232 tMaeraferp;ousded temmingludel-4 iomsaatdévi ce 133 (see
20 B e S ST S PR S ST e
by insertigng i i$M@le a user terminal session by inserting a smart

16 card into the user terminal, and then enter selected

17 channel numbers as soon as the user terminal is

18 initialized.

19 Figs. 7, 8(A), and 8(B) are flow diagrams showing

20 data transfers between server 110 and set-top box 131 of

21 user terminal 130-A during an initialization phase of a

22 user terminal session. This initialization phase

23 corresponds with the server-to-terminal communication

24 functions performed by server 110 that are shown in Fig.

25 6 {(i.e., steps 660 through 680), and corresponding steps

26 in Figs. 6, 7, 8(R), and 8(B) are identified with like

27 reference numerals. The initiation phase is generally

28 separated into two parts: authorization, which is shown

29 in Fig. 7, and the process of loading of a channel table

30 into SDRAM 218, which is shown as alternative embodiments

31 in Figs. 8(A) and 8(B). Note that operations performed

32 by server 110 are shown on the left side of each figure,

33 and operations performed by set-top box 131 are shown on

34 the right side of each figure.

25




16 card into the user termnal, and then enter selected 17 channel nunbers
as soon as the user terminal is 18 initialized. 19 Figs. 7, $9Aecemmbers?¥)5
are flowwpadsaxs showi ng 20 data transfers between serverchushianeiset -t op
box 131 of 21 user terminal 130-A during,an initialization phase of a 22
user terdinal se€ddon’ FHi 3 FAPYi dLRZERM0APHESE253 E80FPEsponds with the

server-tqg-termnal nj [ Yheki s spectepnedxby3sepwgr 110 that
are sho iﬁunbgglzégggH(Fgg%%ggtB%ngGO thrguSh 680) , aﬁd correspondi ng
steps 28 iBekivgs. 160 In 8cAprdande8Brhaveei dmbidfimedtwoththieke 27

reference nunerals. The initiatio hase is ner.al | epar,at into
two parté: QEPW@PFZ&PW@HFlWﬁPChkﬁgegﬁ&%ﬁ t?QQSﬁ ﬁP8?¥7F§§Hg %ﬁggpggcess of
| oadi ng af %iﬁgagqe%e%aQb pa% 100 SRAMs218e Wieshnice sHownuasr

0

alternative e iments 1in Figs. 8(A) and 8(B). Note that operations
perforned 2Rdpegemseran] ik idrieldhai oon PERESSSt PYsdgE et 184c ke gure, 33

and operatiqns r.f or b et-top : r o] 0 t right side
of each %ig&P??g OngEg@E%ﬁgrCfﬁ%Szagfdiﬁ%%%ggg%QF?gé gsﬁgﬁa7pﬁgﬁldiagram
i1l ustratg ngrithe U067 2 saghhyariiczdtlivom qinetesls byerther mned by

set-top box 131 and 3 server 110 jn _accordance vvitt% ong enbadi r)l:t7 of the
4 present? i AVERGGPD REF eME g FBF A e upPersd§ Side % HY- 7,

set -t op 4px -Jrﬁ,Jerdﬁ}Cpetct tézg) Pr1eS §1G8 i & Uselik andidRediRmadn to

initial iltzzgtilon pro essﬁ'bly etecting t_hel 7 insertion _51?_' smart card 232 into
socket A5 (sstspew@®ntrdlant &lrluptwhsvdtt din 2 SidtyidiegaldRy &cthuat ed by

Swi tch 22 (FATSHIG R (bt ibe Sgnal TE YT SO o cont raier S01,
whi ch i m3 urshdddires LRI$RA Guthibd i ateisyronssceCRU 1 0 rersaris tierases)
SDRAM 218 (step 710) 13 and begins a user autﬂooriuzsaitni oncdprr]rmoucn%scsatl:%Lyon
transn1t¥4rmFQ¥Vlce request message to server g
15 port 217 (step 715).
16 Referring to the left side of Fig. 7, server 110
17 responds to the service reguest transmitted from set-top
18 box 131 by performing an authorization check (step 665-
19 1). First, server 110 transmits a request for user and
20 terminal information (step 730), and in turn receives
21 user identification information from the inserted smart
22 card (e.g., customer identification number 331, user PIN
23 332, and age identifier 336; see smart card 232, Fig.
24 3(B)), and terminal identification information from the
25 asset manager flash memory of the requesting terminal
26 (e.g., box serial number 342; see asset manager flash
27 222, Fig. 3(C)}). Server 110 then determines whether the
28 information transmitted from the terminal requesting
' 29 gervice identifies a valid customer account {step 730}.
30 This step involves comparing the transmitted customer
31 identification information and terminal information with
32 corresponding information stored in network database 4l6.

33 If the customer account is not valid (e.g., the customer

34 has not paid reguired periodic fees for access to the

26




14 service request nmessage to server 110 using comruni cation 15 port 217
(step 715). 16 Referring to the left side of Fig. 7, server 190Pecemben2fifs

to the sewd fig¢isgquest transmtted fromset-top 18 box 13fchys@eanéor m ng
an authorization check (step 665- 19 1). First, server 110 transmits a
request far nsewoakd, 20 iérhhAaberhfdr FIFPEH PS5t €BS786FSHRAREERSt urn

receives 21 user_ identifigatign.] . pat | f e1hRsS r 22
card (e.g%, gﬁsfgﬁgrBP e%??f?ga #gﬁgagzbgge§3%%ggégr1EPN%E%§Q§%g? %nd age
identifier 33Gstsmerssarvicar UiRR32p Bieg-t2p BEB) L10andheeehiynahusing
identification information fromthe_ 25 asset nager ash [ f. the
requesting t@Pﬁiﬁ&Fto?Sr(ﬁgﬁy}cﬁoﬁlggrggl%ﬁuﬁﬁ nggi?aégg ggggngﬁéng er

flash 27 222;n1E gerRbfh) . rS8L¥EE 1 HhL0skhencdeterabnesonhatbetisbeay2d
information transmtted fromthe term nal requestln% 29 service identifies
iR

a valid c@st byethacusent tesmépar3dpter3dchi §e6t BRLIRToFvES cBApEAPRY the
transmtted %&S%gﬁg{gg%.'gﬁnEhE!%ﬁhbﬁ@mb%ﬁ?r%ﬁE'Eﬂs%BﬁeEe%Ekﬂébe'BEQE”Hthﬂ

with 32 corréspo i nformation stored in network database 416. 33 If
t he customer tageeuwitsi $nffotrmaalibd (eggrdinke tbestremsons34chasiepyingai d

required periodic fees for access to the 26 WO 0 /362%% %9 Decenber 2005
PCT/ USOL/ $261he1 SRSk F SNt ({End -geftar irDer 25F°PRe transmitting 2

set-top BoX 13L % JM%Rld GselNeR HaMLEN 118 her angio® ra s2 retislomteser Vi ce
URL to set-top E the custoner service site to be 5 the termna

request i ng serhsiccerctidest ke tederhoaenimvaioerstiey 65, cupteres O PRllin one
orbod o1y | A EhaA s OB, S L0oN AN 0t 180 dubenaiecalel g
13 below, the failure of server 110 to transmit an
14 authorization code to set-top box 131 prevents a channel
15 table from being loaded into SDRAM 218, thereby allowing
16 server 110 to remotely enable each user terminal of the
17 channel-based network at the beginning of each user
18 terminal session. If server 110 identifies a valid
19 customer account, then control passes from step 730 to
20 step 735. Next, server 110 determines whether the
21 inserted smart card identifies a resident user of the
22 terminal requesting service, or a guest user (step 735).
23 In one embodiment, this determination is performed by
24 comparing the user identification information (e.g., user
25 PIN or customer number from the inserted smart card) and
26 terminal information (e.g., the box serial number from
27 +the asset manager flash) that is received from the
28 reguesting terminal with the home terminal number
29 information stored in network database 416. If a guest
30 user is detected (i.e., the received user and terminal
31 identification information fail to match the home
32 terminal number for that user; YES branch from step 735),
33 then server 110 transmits a guest authorization code to

34 the requesting terminal (step 740). Conversely, 1if a

27




see bottomright portion the custoner service site the reasons for
denying 9 the service request (e.g., delinquent account, 10 df8&Rqesnbergd00s
user termwoal)ss2sThe custoner service site 11 al so provi deRCHUSWEIR@AoNe

nunber for the customer to call 12 if Iheret%%g %%y addi ti onal estions.
As describedrasidtlowsthel§ HHEH SerSrer % etlr‘ée?éﬁiste%r?ri

aut hori za i an, sede. 1 0 §&t ¢ 1 OR- DO 3n I BYANSH dnhaiel thd Sndmbl e from
bei ng | oaded i nto SDRAM 218, thereby allowing 16 server 110 to renotely

enabl e eath useninzl murenffohehd7 wirmndlQ Basatrh ek IRt K8 6@P t hed begi nni ng
of each user, 18 term nal ssion. If seryer. i i fi : i 19

cust oner CC%%%?,S?ﬂ%%rc%ﬁ r ot A HERERR r%#é%éep fgﬁg%c§d§§F€§%§?#%%. Next ,
server 116 detgs npeshahesdesst heg 2deimsesl etsisemri4eard. i dentifies a

resident user of the 22 term nal requestjng servjce,_or uest user (step
735). 2361 n one RebednieattotHre whilr nidtioh T3 peffof by 24

conpari ng,t i fLgat] FDEOLIBLAON A8 GermUSEl 25 PIN or

cust oner %u Egﬁgéﬁ%ggﬂ% %%gér%gﬂh%nart card)aand ?% termnal information
(e.g., the bbideseifataniuobeinfoomatlinthe seseer nhhBgésteépasdhy) t hegtys

received fromthe 28 esting termnpal with the hone. t i pal mber 29
[ nfor mat i Bn 5PBrBEKI Ao hefSork tarADase a1Rt FYTRORhaRr OBt dE FTE det

. O usSer 1S detected
(i.e., the reegi¥yediuser apdohersmpabimddt] deptafycast oautnbotoation fail
to match the hone 32 terminal nunber for that user;_YES branch from step
735), 331t hendeeigerecedvedahspit seavgltiest0althori 2281 ontk®leSEb™t27 the

Biggg;g;?g&%@ ??gzé%%mﬁ@},-wﬁ&@l‘{@ﬁ?ﬂmé{’%bés@ 24 é?tl@@ffﬁ@ét 26Qps WO

0 resirdent user Is detected (1.e., the received
user andi32 Herarnahatdent ptbcassonnivol vesathenkimyches-tat hba®s3orer ni nal

nuTber 1 D2k ouseti OB Rch, Lo, oL J3Rhr of LDEDcESTXEL 139,
15 thereby allowing the owner to deny access to guest users.
16 In other embodiments, the guest authorization
17 determination process can be performed before service
18 request (step 715). If a guest is not authorized (NO
19 branch from step 750), then the user terminal is
20 connected to the customer service site hosted by server
21 110 (step 760, see bottom left portion of Fig. 7), which
22 is then displayed by the user terminal (step 765). If a
23 guest is authorized (YES branch from step 750, or if a
24 resident user authorization code is received from server
25 110 (step 745-1), then set-top box 131 completes the
26 initialization process by storing an authorized channel
27 table in SDRAM 218 (step 800, described below with
28 reference to Figs. 8(A) and 8(B)), and then entering the
29 user interface phase (step 900, described below with
30 reference to Fig. 9).

31 Figs. 8(R) and 8(B) are flow diagrams showing the
32 process of loading (storing) a channel table into SDRAM
33 218 in accordance with alternative embodiments. In

34 particular, Fig. 8(A) illustrates a channel table loading

28




5 code to the requesting termnal (step 745-1). 6 Returning to the right -
side of Fig. 7, after 7 transmitting user identification and9t=ceniadr 2005

identification information to server 110 (step 725), set- x 131
waits to Wei5632an aut hori zation code from 10 server 11’5@9“%]%“?@2%7

embodi ment, LioBeguesh HifRrAzaiignel Maodad soveackued Lnem server 110
(step 750), en set-top 12 box 131 determ nes whet her the guest is
d

aut hori ze@. Ehimsnel3tdelerfilashidhd feokess Raid VeSoeRedRFAg PR set f1 ags
or 14 inior ﬁ%ggegggéég%gd by, L0, oWneL OF 58 - 5qRbex 143 ratds fhereby

al | owi ng the ccess to guest ‘users. 16 In other enbodi nents,
t he guest sauthamnihzat cabla71ldetiengi padcess prrocdsishc afabacpethblaedsbef ore

service 18 request (st 715). |f_a |.S, N ri 9 branch
from step WS@PF“@H@HgPthEESF'{Ye?%ﬂa@bj@ Z%f%doga%lgg#é%gt g%gﬁggy%icémsr
service sige pasied bypser ¥easnh221410 {5tiept ¥ Giibskimelnatst, omoef bfportion of

Fig. 7), which 22 is then displayed by the user term naIS %ste%ga765). If a
23 guest ik &lehEtiersd PEYESTBEANERT RNt T BP9 K455 re€Pdent user

aut hor i zatd on,;GQde ties,s Se¢iUeHcLT QL 565 Vee AN HO fatiep Pabckls then
set-top box 131 conplfetés the 26 initialization p_ro,cesggg‘/)_‘?f‘i at, ring an
aut hori zed® ch@wselFig27 abkad areDRARF2I8r ¢ st 1860, °Y edtbel ow wi th

28 reference to. Figs, d 8(B)), and then entering the 29 user
interface ha%egf ST glglﬁs?oeggs'cri bed below with 30 reference to Fig. 9). 31

Figs. 8(A)1 and 8( Befreifowrdedgyaime Ehow hg ndfee BRpresdedrofoPoadi ng
(storing)_ a channel table into SDRAM 33 218 | a i .al.ternative
embodi ment%. 1 F ISl &ﬁ,onﬁi yie (}&?eﬂ?ﬁ%ﬁ%tc’g%(agl ghcrgfrﬁ?e“fab‘l% '

tabl e
| oadi ng 283 19, Ragaher 200% “APs8bh562kBe PCTAUSEAYOR6ITD 1 piragc €95)i-n whi ch
a channel table is downl oaded into 2 channel table flash 219 b(—;AE:c ore being

| oaded i nté® SRV hame) dablE gersfonaAntEPAL: FUSF$2T48 FB(M)°h I | ustrat es

a 15 recent version of the channel table stored in channel
16 table flash 219 for the user (assuming the user is a
17 resident user).
18 Referring now to the left side of Fig. 8(A), the
19 process of loading (stering) a channel table into SDRAM
20 218 begins with a version check procedure that is
21 performed by server 110 (step 645-2). 1In one embodiment,
22 this version check procedure is performed after a
23 resident user is identified in the authorization phase
24 (i.e., NO branch of step 735; see Fig. 7) and before the
2%  transmission of the authorization code (step 745-1; Fig.
26 7). The version check procedure includes comparing the
27 channel table version number transmitted from set-top box
28 131 with the current channel table version number stored
29 in update manager database 418 (see Fig. 5(C)) for the
30 resident user requesting service (step 737). 1In cne
31 embodiment, an UPDATE AVAILABLE code is assigned a first
32 wvalue {(e.g., 1) if the channel table stored in set-top
33 box 131 is different from the current (master) channel

34 table stored by server 110 (step 737N;, and assigned a

29



4 channel table | oading process in which channel table is 5 downl oaded
directly into SDRAM 218, and then copied into 6 channel tabli® Bémﬂnb@ﬂmos

In both enbodi nents, some of 7 the steps performed during
process oVEPPKH25B with steps performed during the aut horlpﬁﬁggﬁaﬂ ocess 9

(see Fig. 7) efefore dydent idree dhairnk 1l rtleeleletbeédr gnce nunbers.
11 Referrllngsg??g?%glﬁg [ cj:)7', note that set-top box i3é éiansmts
along witl uset-and bex rriihlal anftgredugient 1?%t@ﬁénﬁgﬁnpﬁ Fsion

nunber to _server 110 ) 4T rablheaAReESLoRenUEDer
i ndi cat es 3{ hélrﬁ.ogfi gg ecg ggé 737% h.h’§.L§WE e

ersi on of the channel table stored in channel

16 tabl e f4 agheRl9rbasmibeedses $assmm rtgbi’t He3 lusdr the xeawestdBfdent user).
18 Referring nowto the |eft Sld

| oadi ng -
(storing) % C§&ANEFPTRABRE (HETP S I\% 20 %%btehg%éggthvalt%ﬁ%%%&grggﬁgﬁ check
procedure & h%tf 5,2 b ppRTEORURALAYLE CEVEE rdP HestepnisBnRous| wishethe

enbodi nent, 22 this version check procedure I%h erf rrred af er S%623
resi dent u%emnaslSMdéﬁtlpﬂl ed anrehddant ndFFzatt el i NO br anch

of step 7 g, ~1%) Fgg bef or gt b8 u@ﬁtiyr,anﬁfnéﬁmnﬁl t‘dm@le
aut hori zat on code step 5- 1 Fi g. % he versi on check dure
i ncl udes cONMuBWMEacheeq@?schasneeceaned ﬁé@@l’%ﬁlﬁ NS Hneh &R él& rom

set-top box 3 he LGUr c L1t abbfe Ves si Qi dirdhied stoor ed
29 in upd]aQe &ﬁatrﬁbéﬂdat T%g%‘éegﬁ?‘gﬁ 5(C)) for the 30 resident user
requesti ngy sefnd e dAnfitren 7(&t)ap knsoneaBd thbodihenipdalit UPDRIEEYAVAI LABLE

Cer-ton 53 Bintaes S afepeit tFebn BheelebL AT ELIRet o0 0 =150 1
tabl e stofed hysseryel abkivel( St%ﬁté&blbdaaadmasaggneda’aa@@qglIﬁeclesrrber 2005
X%29285?ﬁ§§ Fﬁ?éi?féé?%&i&ei‘%%%Og%t%%hgetgeag id?% {aéQF &quﬂﬁJ table

15 in Fig. 6.

16 Referring now the to right side of Fig. 8(A), the

17 process of loading a channel table into SDRAM 218 begins

18 with interpreting the UPDATE AVAILABLE code received from

19 server 110 (step 810). Note that this step is only

20 performed for resident users. 1f no update is available

21 (NO branch of step 810), then set-top box 131 copies the

22 requesting user's channel table from channel table flash

23 219 into SDRAM 218 (step 860), and initiates user

24 interface operations (step 200). If an update is

25 available (YES branch of step 810), or 1f a guest user is

26 authorized by set-top box 131 (YES branch of step 750;

27 see Fig. 7), then set-top box 131 transmits a request to

28 download the current channel table data (step 820). Note

29 that the specific channel table data requested 1is

30 determined by the user identification information stored

31 on the inserted smart card and in network database 416,

32 thereby preventing users from accessing unauthorized

33 channel table data. In the disclosed embodiment, if the

34 reqguesting user is a guest user (NO branch in step 830},

30



2 set-top box 131 and the current (master) channel table 3 are the sane
(step 737Y). This UPDATE AVAI LABLE code is 4 then transnittd8 Receraber 8805
box 131 of t questing 5 user termnal (step 745-2). NptfEubfiabelzhe
transm SS{V(SHH%G%? t he UPDATE AVAI LABLE code may be si mul taneo%s vv?th the 7

transni s onreh aneesbdenbadsdr chanhel | zabloniouayided &SssEpreds-1; Fig.
7). Subseguent|

y, .i1f .a _chan I do oad IS I hwed from
the request iHg &M Raice JS.BE‘?@t %gggﬁ%pt%@)ﬁequ&esteg (?f%gfl’nell%cﬁg\él eis
transm tted ekl ihe ukerminabk (ekepeh?S)seantyEhdrarwh updatermanager 12
dat abase 418 is nodified (step.680) in the fﬁ‘[s]%?e\(/ 13 d SG i&)%ql above. After
updat e mehadst0)dattdisss &hg1gops loadedpaPfPRY: rtA T Y EtUrns to an idle
state, a sf@m}, S day 1Bl G 6oReterpi agoNovatdecHen rdapitedsiidecof Fi g.
8(A), thz5 1 prnoe(]:lestls?%&fe Ig(%g%ihn% a Shan%el tg'gl e into SDRAM 218 begins 18
Wi th intesprenRay 2lfe (SPBATEGAVAI LABEEL cBdenRRel VEP¥S dRS 1% erver 110

(step 810). te that j hap i-sonby BOxPes{ osmesh-§ orhd agdglent users. |f
no updat e%i ssNg %ﬁ# algrl eédﬁﬁﬂ ?I@)'brs%ﬁch %f S%{ep 810), then set-top box 131

copi es the PRreefumstimpeausetep GO8nnekhiahl ésfdeoprelfthdretdbi e flash 23
219 into SDRAM 218, (ste

860), and jnitiat ef ,24: L oterfaces operations
(step 900Y. If anfifpddt &) STEESHFa; gg%gﬁ(\?%gygr%%cﬁlo?%ep 810), or if a
guest USeh i §ccabd il has ized ine seltitvep ehbordifént YES branetestnstep 750, 27
see Fig. 7), then jset-t(;]f box 131 transmts a nggugsé otozghg:?gml oad the
current &thanheverhbbe. diEPIeIeFIERP) TIRst 8528%FHYL “The Specitic channel
tabl e dagg regy 15 S dehiesdimet indihe iusengl.denai faeation
i nf or mat :’;Lgn §?g$£%g83jiﬁon the inserted smart card and in network database
416, 321Bheddbytpfisenyitly Usersans 0 barEass RYTIBRAGE hBPFzEBS33 channel
tabl e datg. In the disclose odi tys idnildRed 34:r eauesti,ng user is a
guest usérr% ( R&°6F &R ﬁo?nogt‘%gg%o%é%o o Becenber 2005 V\D.gll 56252

15 Referring to the right side of Fig. 8(B), in

16 accordance with the second embodiment, if the UPDATE

17 AVAILABLE code received from server 110 indicates that

18 channel table flash 219 stores a current channel table

19 for the resident user requesting service (NO branch of

20 step 810), then the channel table is copied from channel
21 table flash 219 to SDRAM 218 (step 815), and then user

22 interface operations are initiated (step 900) .

23 Conversely, if an update is available (YES branch of step
24 810}, or if a guest user 1is authorized by set-top box 131
25 (YES branch of step 750; see Fig. 7), then set-top box

26 131 transmits a request to download the current channel
27 table data (step 820). In the second embodiment, the

28 downloaded channel table information is stored directly
29 into SDRAM 218 (step 835). Subsequently, if the

30 requesting user is a resident user (YES branch in step

31 845), then the downlcaded channel table is copied into

32 that user's portion of channel table flash 219 ({step

33 855). This copying process can occur any time during the

34 session (i.e., not necessarily before user interface

31




PCT/ US01/ 02617 1 then the downl oaded channel table information is stored 2
directly into SDRAM 218 (step 840). Conversely, if the 3 red8drdembers2005

is a resident user (YES branch in step 4 830), then the g % %g&c} channel
table is MMWNEESEN 5 channel table flash 219 (step 850), an en copi ed

into 6 §DR% 1218 65kepr869) it Mt&d, aashanmdsteablio Way-b&8R)T-st bPed in
SDRAM 218, set-top box 131 enters the user, 8 i

terface 900),
whi ch i s 2destii bédchebod. emoofigens( BISShol-& B Rine Qéé?ﬁg :

ann table | oa
process 10 rding. t | ¥ige ethodi e Br cfedshe sreps8nb) , 11
i nvent i o#. %ﬁjﬁge?gesf'égg%?ﬁgjg gﬁgé}it:den?i cal trg}at hose 12 utilized in the
enbodi merd  ShowT itheFirgqueAjngreses teentI4eEd WY PIHESARE™ 8f-EPence
nunbers, and the 14 descripti-o f se [S) FShomtdetd garbrevity., 15
Referring t $4He rii&htangith‘ggofm Pé.lmégﬁj tl?%l (El)%p%cc%%ance Wit h the second
enbodi meng, ddedihenyPRATE JLFiAYAthABEEssbR fEcRivetP MRS Y110

indicates that 18 channel table flash 219 store ntychannel table
19 for the resfarntussred WEGEESE ARCSBFVPER %‘f\% %Tr‘gtn*g éo(f %0 step 810),

then the gha 8 d Figopisg@yfirom channel 21 table flash 219 to SDRAM
218 (step§81%?(,%ea§n%q% hen ek %

user 22 interface operations.are initjated (step
900). 23 @onverselig. iF i ausdard Liftdegy ETPEHI l??ﬁ%‘“b%%g%%t%%]t“{‘ip 24

810), or_if a guest, user | doZ &g aRY isebetepried BRICPRE2IYESDranch
of step %éo;”@%’é ﬁtge?r%c,ét rgahgersg{-topabo; 6 131 transnits a,request to
downl oad1t hesgyt entochasinr 27 tafblsetddrr PSEep38267¢°1 i ¥ he?secbnd

oL o- Sty oy SRR, o1 PR LR et e
resi dent juseps( ¥ES: bsagghabdvst epseBLiaEfacchonaske J88uhP oBBEH EHEhnel
(ol L3 S o 30 AL 2 BT on e s saBhesthasn 21
SEssion ﬁ%‘eWBe@QEoBeﬁgﬁsﬁﬁil¥a@@$@r§péﬁéﬂeiUHmmﬁﬁﬂﬁd31condition is

16 met).

17 Referring to the left side of Fig. 9, in the

18 disclosed embodiment, user interface operations are

19 initiated by transmitting from set-top box 131 the home

-20 page URL stored on the inserted smart card, receiving and

21 display home page information downlcaded from server 110

22 (step 910), and then entering an idle mode {i.e.,

23 indicated by the horizontal line across the top of Fig.

24 9). This home page site can also be accessed any time

25 during the session by pressing the HOME function key

26 (step 920) on input device 133 (see Fig. 2). Home page

27 operations are then performed using the wvarious input

28 keys provided on input device 133. Although user

29 interface operations are initiated in Fig. 9 by accessing

30 the user's home page, in alternative embodiments

31 initiation may include displaying channel numbers and

32 site names for a predetermined portion of the channel

33 table stored in SDRAM 218 (i.e., pre-selected "favorite"
34 sites).
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WO 01/56252 19 Decenber 2005 PCT/US01/02617 1 operations are initiated, as

suggested in Fig. 8(B)). In 2 the disclosed enbodi ment, usef9ibaceniber2005
operations (ste 3 900) are initiated after the co i n t
855), 4 WP“F’Pﬁ£ﬁe requesting user is a guest (NO b%ncﬁ ?‘f’@ﬁr&i@%{ﬁ gp845).
In anot her enbodipest  udde DoRKMEpropeass ioas Brecénitanyiepde BOfing the
session (i.e., not necessarily 7 before user .interface ogﬁrati ons are

|d_n| tiat e_al, I neeg BaggeeYer} PEFPnB (1Y 2G9S 9% aldglglglnnpl ified state

i agram LNg. < serpdat t ”

01 agr an 1311912%?%%90%%—??%“ réPterdmos phase B0 agt prespenf YHAKA” by CPU

_ : er 211 of set-top box 13 ee Fig. i
agcordan@ie wiuhhtone kebotbeehed ofn tHRENGh% (isr*f\?é}nggig’gﬁ! t%gﬂg%?mln?l oﬁtzad
?og\ée’d user .C'gﬁ%%fﬁaéﬁﬂ%?@e go(gi%glaofrér%{m nifnRfdsetng ehaenghméable is

ed (sto I 181 set-top box 131 cannot operate unless this
condi ti o i SnotbuRes). fEFmRefierchamgneb t4ele eftorgddd "o DEAY Zé,g inthe 18

di scl osed emhodi us interf i iNist-ieat ed
transmit t/ nd %F@g‘ggg‘{) 1t oﬁ?‘%o@eﬁl\‘%lﬁ%ﬁeﬂﬁﬁin@ ¢ %%ﬁ‘gggsg OL]ff?lflesa!tatglregdeonb%/he
i nsert ed gsMakf Gakd, sheeei vhngganize@lbyli s pteyndroneafage i (e 6rmafhon

d | oaded f i i
domnl 020, 10 Srver 110, 22,5400, 9100y 1 LU LS g e

Coe . across e top of Fig. 24 9).
is ho p £ 63k Al $achenaccessednanyst i Mhe Asedurdary erffersessi on by
pressing 1he function key 26 (step 920%_on i hpui device l§§ (see Fig.
2). Honelpagen Riteopertatsiides eatberhbd peteoFHed E%‘%)n%“tteﬁgl%arsllot?s i nput 28

keys proyvjded on input Vi, haug i face o _

Lo 3 esf, e t

oric bl o 99 69516830, BOUSRURRIES, ) DSt fog o oo
rnatiye gabodisreints S8kumicri andonhraypragside G5t ’

nunbers and 32 site nanes for y Eptlabihg hannel

e e e Sk o LR RV BB PR | Mencliop! 32
15 the three-digit channel number using the numeric keypad
16 204 on remote 202 (step 942), or pressing a pre-assigned
17 "site" key, which operates in a manner similar to a
18 speed-dial button on a telephone (step 946). If a
19 channel code is entered using any of these methods, CPU
20 210 reads and transmits the corresponding Internet
21  address (URL) from the channel table stored in SDRAM 218,
59 and downloads Internet site information received from the
23 selected Internet site.

24 Alternatively, the user may simply enter a memorized
25 c¢hannel number, thereby accessing the selected Internet
26 site without displeying the menu information. For

27 example, the user can enter channel number "01C" on

28 numeric keypad 204 of remote 20Z, thereby causing CPU 210
29 to lock up and transmit the URL corresponding with

30 channel number "010" in SDRAM 218 (i.e., www.XYZN.com},
31 thereby allowing the user to immediately access the "XYZ
32 News" site. This feature provides a key advantage over

33 conventional networks that access internet sites using

34 pull-down displays. That is, when a large number of

33




34 sites). 32 19 Decenber 2005 WD 01/56252 PCT/ USOL/ 02617 1 After

user
interface operations are initialized, the 2 user has sever all9d&rdeomiser 2005
accessing additiognal 3 Internet sites. For exanple, the u

ess a
"MENU'  AYQUHES?Bn key located on renpte 202 (step 930), ?ﬁgpg@zmgﬁcausi ng

CPU 210 to djsplaye charwel o ruinhensdand suce paf@sdogn(AdePURI8) #romthe
channel table stored in SDRAM 218 7 (Ste

R 935).. The n i ncl ude groups
of rel ated 8sentmpsbtpPeyiesn ciiedeq i AF W‘S% 85n§8%a£23§u$§¥(e. g., on- 9

line sto es%%gﬁiinéh@#% Aiéérf"é/@;idrﬁﬂrﬁg charnelamaugkeisohObafidrassoci at ed
Namnes. e

| nt er net ~si user can enter 11 an Internet si t% ei t her by
sel ecting t heckBséngethsi seledPedaintamialy i€ j oyt FERT286%0n renpte 202
(i.e., 13 positionin cursor an 1. PressinNg (5l isekicagh,athd button
associ at &d \ﬁlﬂ%l?ﬁet?o?g??ék?g(ast%lo\;%e? tgezlt ering 15 the three-digit

channel RUNMDEE sWsikNgntbA NEABsLCokeypatsel EQENIET BeREROT2E2Y(st ep 942),
or pressing a pre-assigned 17 "site" k

simlar t &hegnspe8YNARAY EU?F%}HYOH“IB&?%I\%%%?]% %%%%%jfg&en ?f ngnggr

channel cpde j;s gntened Uskbngsapy #fthbesendveigids imgPPuldsd@yd reads and
transm’tgé)t ﬁseel%c?r%r espongi ng Internet 21 address (URL) fromthe channel
tabl e st @ ediigpl&BRAM 218, 22 and downl oads Internet site information

received fromthe 23 sel.ect gehel o Stheermd Alwinaldive) y, the user
may si np]r ent er%gl r?éiﬁd%%il?gld%%ée%hanne nunber, thereb ccessing the

, a,
sel ect edi 1 nt@iarete] mrdiere withkousedi $pl a9 gt e WY rif “on. For 27

exanpl e, the user can .enter_ chan : 50405 090 28 HiEldre Megypad 204
of rem)t%zZOIzr}t‘?lﬁé?teWetffuéﬁsﬁélgcg%hf%ggb%y?o | 00K up and transm't the URL
correspongli ngowi t e &6 FENReld WEsHern” 8HY" mEANSDRANPZAGEYY Ry the

v, XYZN, gom), |31 Shereby, &l awng Wi et ojbyBedlat shicansess the "X

15 commands supported by the Internet site (i.e.,

16 positioning a cursor to select a product for purchase)

17 are distinguished from channel selection (step 944), and
18 then performed {step 955}. Cther function keys on remote
19 202 may be provided to correspond with other commonly

20 used browsing and television functions. Examples of such
21 buttons are “BACK” and “FORWARD” (i.e., return to

22 previous sites), "CUANNEI UP" (to access the next

23 numerically-numbered Internet site), and "CHANNEL DOWN".
24 Wireless keyboard 203 operates in a manner similar
25 to remote 202. Thus, the user can enter a channel number
26 using numeric keys on the keyboard. Similarly, site keys
27 can be provided on keyboard 203. In addition, the user
28 can use wireless keyboard 203 to enter text messages

29 associated with, for example, e-mail functions provided
30 by the user's home page.

31 The user removes smart card 232 when the session 1is
32 completed (step 960). The physical removal of smart card
33 232 again actuates interrupt awitch 214, thereby

34 transmitting an interrupt signal to CPU 210 via system

34




32 News" site. This feature provides a key advantage over 33 conventional
networ ks that access internet sites using 34 pull-down di spi@yBecemhber 2805
when a | arge nunber of 33 19 Decenber 2005 WO 01/56252 PCT/USQ1/ 17 1

| nt er net WMQAWMSH6Re stored in such pull-down displays, a BCLTaf t
perform flhecggg;gy%e,ft askq of 1,0catd ngnEl i, gliPig Bt nggaoteer espondi ng
site nanme or icon before 4 accessing the selected Inhewete %ge. I n
contrast 2 5 (dimhbhes) oal beatynrl % TRRHTa%E TS Sn 9§V A on "the 6

present invention allo ef s &t d & JrRiprd7aed 7 I@hannehenunber,

t her eby Prm¥8FEt BPyS%%]éwgsg?ﬁ% { e 8 selected Internet site w ﬁihgft

mani pul ati ngnpeklkiméanwn CBUJ2 5P| mywy.en@sd F R 31860 WPERacEBSYPrg I nt er net
sites using 11 channel nynbers, the | Scabl @ didintgaet with the 12

| nt er net 3 tt¢§ FERRG ﬁﬁﬁarigh‘ﬁié?/%%degé%%%s% unction keys 13 205 (steps 950
and 955) § N i3psARRASH puppobhedlybytohed i SRRABELZEP I nternet site.
Simlarly, joystick function 15 co n S r e 1-Maeklet site
(i.e., 16 positi &g BOEdFLGRTEB e %cgg%l %J?%%lu%:sfa% or apur.chase 17 are

di sti ngui he%%“yocygf ghanpelosebastibos. (srep Sdddplands 1gdivatgseffor med
(step 955). er function keys on renote 19 592 By, be..pr. chrgse%atyo
correspongl wWidy ot trer vsernseringluddl~br ofsFRGI AN t elevi 81 on functi ons.
Exanpl es_ of such 1 b S @6 5 -BACK: raRdre FERIMARIY t{dre. , return to 22
previ ouslgi tké‘as)?rmé%\clﬁl&%'ﬁ(ltézaccegg the next 23 puneri C?I - number ed

| nternet 1 $i t @mp@ish ' CHENNEr DONTrom 2hoper énddsakesbbrit o o%oer ates in a

manner simlar 25 to renote .202.. Thus e USRE nSaNF8Rt €Loms Channel nunber
26 usi nglAunBeT ECKRYEHH Theé Ke o:'llt“rh U Ite%] Itgr y? site keys 27 can be

provi dedlgn keyboasdy 203 vd N adlitiniean, allbouger thesceah 8@ wirel ess

k 2 ; : e |
f5%2??;2948?g;§g§5%fgaéfgg gg§§¥%§§‘Uglﬂﬁﬁp%%%%gga%‘EEO—ﬂOQd§§§PP$@d e- nal

15 above) would be diminished, the user terminal functions
16 of the present invention can be performed on a personal
17 computer running a high-level operating system such as

18 Windows 95. Thus, the invention is limited only by the

19 following claims.
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30 by the user's hone page. 31 The user renpves smart card 232 when the
session is 32 conpleted (step 960). The physical renoval of 19/Rgaembet2003
232 again actuates interrupt switch 214, thereby 34 transmtting an
~interrupt signal to CPU 210 via system 34 19 Decenber 2005 WD 01/ 56252

PCT/ USOL/ 02617 1 controller 211. In one enbodi nent, CPU 210 ignores 2
(di sabKdg)ingl | signals received frominput device 133 3 when no smart card
is detected (step 970). In another 4 enbodinent, CPU 210 may erase SDRAM
218 upon renoval of 5 the smart card, thereby erasing the channel table 6
i nformati on previlousl yAstieeed tenmSBRAM(238-A7 Ofhar chednkilcdaidsans to t he

di scl osed c sbased .8 network are al.so.possible. Far ex | e, as

i ndi cat ed iﬁggggkrg?"ﬁfrwnugg? PEFHi Slrmi@ﬁ;dsaa(’félapgfagr t‘ci/\gbrép phone may

10 be producednebaedutbl thesihaednateaabtgselithasesiitenmpenents different

fromthose inhdjicated.in Fig. 2,10 2 rformso or | of the user

t er mi nal fukg??ghsaﬁg ﬁegi'gfﬁéﬁﬁbfi%elggﬁfr?ﬁ’ér?lgg?héﬁgh)t’hé:h(,eoéltse%d 14

sinplificattermbeael tbsppisusgr termnal 130-A (described 15 above) woul d

be di m nished, the user termnal f nctifns 16 of the Present iinvention can
E okt of

be perforned on % PEFSBHAFIFIH TUnfidg B nFght 1 8Y&r9fEr at i ng

syst em suchstasrel & V¥ ngowsci¥nndhusablde thyepiton dsatnait edbosly by the
19 follown ms, 35 19 Decenper 2005 Clains A user, termnal, 6 (130-A) of

i
a channel - b d‘as net et kA i rai il il Hiserok shamgl i 2P fifge82F8 be
connect ed fchaniRe 1l M@RBEE Wi Wi M s SYSHRIR S8l ne { 148)ire8Bdand

plurality %fn Ia%ts%cnieétgé tIenstz-:gr:lhzeot) ’sj:[trzee nuasmeg; termnal compri ‘Si e:
an input device (133) forrentering a selected
channel number:;
wherein the user ‘ferminal is characterized by:
means (216, 217) for downloading the first channel
table from the system server via the Internet; and '
means (210/211/212/213/133/217) for reading the
Internet address associated with the selected channel
number from the memory circuit, and for comnnecting the
user terminal, to a selected Internet site, via the
Internet, that is addressed by the Intérnet address

associated with the selected channel number.

2 . The user terminal accoxding to Claim 1, wherein
the memory circuit comprises a synchronous dynamic random

access memory(218}.

3 . The user terminal according to Claim 1, wherein

the memory circuit comprises a flash memory (219).

4 . The user terminal according to Claim 3, wherein
the fl & sh memory includes a first section foxr storing the
first channel table (219A) and a second section for

storing a second channel table (219B).
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a nenory circuit (218, 219) that is configured to store a first channe
table, the first channel table (219A) including a plurality18fDe¢emher 2005
nunbers, each channel nunber having an associated Internet address and an
associ ated Internet site nanme; an input device (133) for entering a
selected channel nunber; wherein the user termnal is characterized by:
nmeans (216, 217) for downl oading the first channel table fromthe system
server via the Internet: and neans (210/211/212/213/133/217) for reading
the Internet address associated with the sel ected channel nunber fromthe
menory circuit, and for connecting the wuser termnal, to a selected

Internet site, viaghehd i{&matermtiial la%ﬂ%@@_sr% oM otihe LAl Qddr ess

associated with the sel ected channel nunber he user terninal accordi ng

to daimil, Ri&Helntenmne thradiuess lﬁdlﬂrtedcéﬂpﬁh%§lé:s§yl¢élﬁmﬂiu§imm c
random accegscrRiRsY GAl)ssodd atag lgy%%nk%&%ﬂ%a%%%@'d%g S aim 1,

wherein the Menory circuit conprises a nmenory . 4 -. The user
ternminal accHREFRENt §hel Hisea GerWh@ﬁélﬁnpﬁédﬁﬁamﬁaﬁénépy pmﬂwyﬁﬁ;mgf|rst

section for sterkRdnshiik hapn d egond section for
storing- a second cﬁgﬁﬁgﬁatgb%g QHLEQ?EE hdd gsggDéggEbg?QQOOS 5. The user

t er mi nal, acc%?ﬁ?ﬁgatédcwa¢h1BarﬂﬁéﬁélﬁUléa@ﬁelﬁPéﬁﬁehaaéﬂge§s stored in the

first channehrtablg,-nmkRehugdes,@an associ ated parental guidance code, and
wherein the user term nal includes means for preventing the. transm ssion

of Internet addresses that are associated with parental guidance codes

having a predetegm ffd ¥gbiCrefnidle HEE6rGERYT 8! cRELAT Y] NAnbRGHAI M 3,

wher ei n
each Internet site name stored in the first channel table

includes an associated favorite site code, and wherein
the user terminal includes means for listing on a display
apparatus a group of Internet site names that are
associated with favorite site codes having -a

predetermined value.

7. The user terminal according to Claim-l, furtherx
‘comprising a display apparatus {132} for displaying the
plurality of channel numbers and associated Internet site

names that are stored in the memory circuit.

8. The user terminal according to Claim 7, where

the display apparatus (132) comprises a television.

9. The user terminal according to Claim 1, wherein
- said means for réading comprises:
a control unit (211/212/213) for receiving the
selected channel number from the input device; and
a processor (210) configured to read the Internet
address associated with the selected channel number from

the memory circuit, and to transmit the associated
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each Internet site nane stored in the first channel table includes an -
associated favorite site code, and wherein the user tern nall9iDesemleer 2005
nmeans for listing on a display apparatus a group of Internet site nanes
that are associated with favorite site codes having -a predeterm ned
value. .7. The user termnal according to Claim1, further conprising a

di spl ay appar aftierid82)afieEs&i $P4 ayh 8%k drdieun 2L 4 Al tc}'llcl:fuiclhﬁj?n@rllt@umsr S

and associated Internet site nanes that are stored In the nenory circuit.
8. The user t%ﬂ?ﬁ?&ﬁtaccordlng to Caim?7, where the display apparatus
(132) conprises a television. '9. The user termnal according to daiml,
wherein said neans for reading conprises:” a control unit (211/212/213) for
recei ving the selldtt edClehargrst tmmbieralf romotdeg nign it Wevire el azridalaain

processor (21Q) %ﬁ;g{ 4.8 &, {0 Jo%'&ad: '”t s'&%ﬁn c%‘ij&rr%ﬁi ?S%ﬁte&

t he sel ect ed cha nunber from to transmt the
associ ated 37 IHQIDEGEHﬁeWHZGGB(ﬁﬂé@rwenn&eéﬁds§ovmaetheSGGmnunlcatlon

cireuttry onic@nchel it /el pls ThEesare! ghfinal according to daims,

wherein the control Unit conprises a syste ontroller (211) and a
m cro-controller (212) connected to the systemcontroller via a PS/ 2

interface port. 115 Thep¢segf e&eEE&&EhaﬁcﬁeEnggngotgié%H& 0,10 Wherein the

control unit further conprises an Infra-red ctor connected to
t he micro- colbebeiar thgngonfiiedebnithéurhbetr dewpres¢33dn dofpei-ses means

f or transmagt@atbgfr@m?dcehg%atedtg o Fe T LAS LEGnBELSLYY ofd13). 12

The user termnal according to alm wher el n t e Tnput device (133)
conpri ses a'wbewgdni thkeyprut deoire 6h&3 brcomp el skl wead £anct i on keys

- (205) and atransmitting infra-red signals to the infra-red detector
{213) .

12, The user terminal according to Claim 11,
wherein the input device (133) comprises & numeric keypad
(204), one or more dedicated function keys _(2d5) and a
Joystick (206).

13. The user terminal according to Claim 12,
‘wherein the input device is implemented in a remote

control unit (202).

14. The user terminal according to Claim 12,
wherein the input device includes a QWERTY keyboard
{203) .

15. The user terminal according to Claim [8] 10,
further comprising a smart card socket (215), system
controller {211}, and an interrupt switch (214) connected

between the system controller and the smart card socket.

16. The user terminal according to Claim 1, further

comprising an asset manager memory for storing a serial
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joystick (206). 13. Tie user termnal according to Claim12, wherein the
input device is inplemented in a remdte control unit (202).13Pecpiabes2P0s
term nal according to aim1l2, wherein the input device includes a QAERTY
_keyboard (203) 15. The user termnal according to Clain1[8) 10, further
“conprising argmBkl 63 ¢psockel. Q%ermalsy%amfo%ogtt 271 sidid an
interrupt switch (21I4) connected betweén the sy sten1c troI er and t he
smart card s&ERBEr o6, thige figsit ﬁ@ﬁﬁhﬁélta@é@r@ﬁwgad)hﬁaﬂhﬁjmeMQWYher
conprising apg;asget nanager nenory for storing a serial 38 19 Decenber 2005
number of the user terminal, and for storing a version nunber of the first
channel table stored by the nmenory circuit. 17. The user term nal
according to Clalf?l erein Ehe user ternigal |ses ?U E
connected to a tefevisi'on"130" fmlﬂ§ He°0s&P 9t &f &SH”b orﬁqf %%
Claim1, mhetnérUSéhetasminaernbmakls@ﬂpaises—aopebsgnabnﬁ@mﬂwwe&o a
(130---B) The user according to Claiml, wherein the user
t erm nal coﬁ%r%%ﬁéga.ce #gﬁgéptelephone (130-C). 20. The user term nal
according to Cla|n11 wherein the user term nal conprises a persona
digital assistant user .t erm nal a cha nel - based

networ k arranged t% bgggﬁmﬁﬁﬁkﬁF{quqﬁa??ﬁ%§Qkﬁgaﬁ%nﬁlﬂ}Ph 1a $§Féﬂ

server and ahy wisdid tiye @hiddll fdi@brSddLSa Bdues siser ccslegsmaal (8QUPB)HSi Ng: a
volatile nmenmory circuit (218); an input device (133) a control unit
(211/ 212/ 213) for receiving a selected channel number ent er ed by a user

t hrough the 19. The user terminal according to Claim 1, wherein

0oX

the user terminal comprises a cellular telephone (130-C).

20. The user terminal according to Claim 1, wherein
the user terminal comprises a personal digital assistant
(130-D) . L

21. A user terminal of a chanﬁel—based network
arranged to be connected to the Internet along with a
system server and a plurality of Internet sites, the user
terminal comprising: |

a volatile memory circuit (218});

an input device (133}): )

a control unit (211/212/213) for receiving a
selected channel number entered by a user through the
input device;

wherein the user terminal is characterized by:

means (217) for downloading a first channel table
from the system server via the Internet;

& non-volatile memory circuit (219) for storing the
first channel table, the first channel table including a
plurality of channel numbers, each channel number having
an associated Internet address and an associated Internet

site name; and
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i nput .device; wherein the user termnal is characterized by: neans (217
for downloading a first channel table fromthe system servefl® \Pe&emléerz 05

Internet; a non-volatile menory circuit (219) for storing the first
channel table, the first channel table including a plurality of channel
nunbers, each channel nunber having an associated Internet address and an
associ at ed | nt er nefearst &2 hamdt 7 lanith 8 drdy iDer drityerf 12005 dteamse [ 20401 217)

for copying th%o$'Eﬁé ﬁ%ﬁﬂUﬁiaﬁfﬁgf%eJ Cﬂ} n volg%%éggge€£%%scircuit

to the volatil menory circul |ng
associ ated wi 'E‘ﬁm‘?ﬁé Siefecttad ﬂﬂmmceﬂdmmﬁﬂfe fImdcmmlaﬁ a\d@imsé e nmenory

circuit, and oL,y ansm ting the ern ress_onto the
Internet, thereby JJ[condr?e%: d|hn§g{' eeCr tde ﬁf’iaﬁlgle 6’”5‘ §5§I g‘?% i ernet site
that is addresekitibye Umcaafsmmra:m& | piner rfete adahes\sttaag Titge user ternnal

according to e t he, non-vol at i circ 219) is a
f1ash rrermryagsgdn %erJ?édr g%etrﬁgr}‘vgfje i°°8 ﬁlé’rtf‘Br Tgﬁﬁr E318)t esreq’
synchronous damasctirgndoe acees s eiwiingy (tBlB)seZacLEheIhs:@rﬁeQr &

according to i m2 econd channel ble is downl oaded from
the Inter nettg\??ag]tshédggﬁrsmm cgéﬁ CcPPETFEry® &q ﬁﬂg?ﬁ’éeﬁsé‘rd d5e& i nal

further conprises: neans (210/211/214/ 215/ 232) for detecting one of a

resi dent user and gugst user;,and ) 210, step,820Y) for storing the
downl oaded secon%achaﬁﬁel UPShI %errﬁlf“ﬁg ‘_f‘n‘aﬁéf/%}%?ijf% oy 2dircuit  when

t he residentwhseeinsttet Bcnedolatlﬂlécmexsbﬁyi@:grchthft (to1m) oaéed seasnd
channel tablg.hh-the vl atile. en, the guest_ user cted,
wherei n, when t r§fe5| en]f'eues’:é? sede(i’jgn B r)he%fnléc‘be éggé/ ny>i s
adapted to C‘Ep‘j{ylimrgeemﬂddmlrandom access memory (218).

23. The user tf-_:r’m-inal according to Claim 21,
wherein a second channel table is downloaded from the
Internet via the communication circuitry, 'and the user
terminal further comprises:

means (210/211/214/215/232) for detecting one of a
resident user and a guest user; and

means ,(210, step 820Y) for storing the downloaded
second channel table in the non-volatile memory circuit
when the resident user is detected and for storing the
downloaded second channel table in the volatlle memory
when the guest user is detected,

whereln, when the resident user is detected, the
means for copying is adapted to copy the second channel
table'r' into the volatile memory after it is stored in the

non-volatile memory circuit.

24 . The user terminal according to Claim 23,
wherein the means for detecting comprises a system
controller (211), a smart caxrd socket (215), and an
interrupt switch (214) connected between the smart card

socket and the system controller.
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table into the volatile nmenory after it is stored in the non-volatile
menory circuit. 24. The user terminal according to d ai m 23, 19egember RR05

nmeans for detecting conprises a system controller (211), a smart card
socket (215) , and an interrupt switch (214) connected between the snart
“card socket and the systemcontroller. 40 19 Decenber 2005 25. The user
termnal according to Caim24, further conprising neans for erasing said

volatile nmenory Z£218)The nesﬁoaéemhﬁaanababeﬁﬁugt teont dm signal
214 . A user tﬁrmnal of a

transmtted rog{the interruy t swi tch é

channel - baset"h %rﬁomﬁ’féﬁi ?h’ﬁ?afl§ E8hng Fé&l“ﬂosﬁ‘ﬁg FRetéy e ry

channel - basezila"oetmrkesp@hyélﬂa BnSYRLEPLEBEVEbn(EL0) sargi-aan | nternet
nternet address, the user _termnal conprising: neans

site (120) having |
(210/ 217 andtrsél’bsg"s“?’é%d8€)’€)‘?mf%1?e db%?é’é‘élﬁ’hgs‘dlt{%harﬁ%éf”tabl e fromthe
system server via the Internet, the channel table including a plurality of

channel nunbers associ at ed |nternet addr esses and associ ated |[|nternet
site names, wher&%h a 3138~ crammerahuber FRanpelokzaeddR®itt® *he | nt er net

address of th@ohnta{det; $idshndNb@nd NUSL et HaE: t hale | epdapeniptive of
the Internet site; and neans (210/217 and 948) for’ transmi'tting the

Internet ad#esed mesmaite Jdtﬂ/&ﬂdﬂattécﬁ dharirat 3eprer ot 0 ) t Red| gber net when
the first chappehqunber, i g KM ﬁ Ihﬁﬁl?ﬁrri‘eﬁ?radci L eby, ganpecti ng the
t data transmtted to the user

user termnal to the nternet S|te
term nal fr&frPheallntempatisings does not pass through the system server.

27. Th t |
c veer Lot Al oy i LA o i, SRAL SIS

(210/ 217 & steps transm tting user ‘in
smart card channel table from the system server via the Internet,

the channel table including a plurality of channel

numbers associated Internet addresses and associated

Internet site names, wherein a first channel number is

associated with the Internet address of the- Internet site
and an Internet name that is descriptive of the Internet
site; and

means (210/217 and 948) for transmitting the
Internet address from the downloaded channel table onto
the Internet when the first channel number is entered by
thereby connecting the user terminal to the

the user,

Internet site such that data transmitted to the user

terminal from the Internet site does not pass through the

system server.

27. The user terminal according to Claim 26,
further comprising means (210/217 & steps 715-750) for
transmitting user information from a user's smart card

and terminal information from an asset manager memory

(222) to the system server (110) via the Internet, and

for receiving an authorization code from the system

server indicating that the user is authorized to operate

the user terminal.
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and termnal information froman asset manager nenory (222) to the system
server (110) via the Internet, and for receiving an authori 18tDegember2005
fromthe system server indicating that the user is authorized to operate

. the user termnal. 41 19 Decenber 2005 28. The user term nal according to
Claim 27, further conprising: a non-volatile nenory circuit (219) ; a
‘volatile nenory circuit (218); nmeans (210 & steps 850Y/850N) detecting
whet her an authorized user is a resident user or a guest user; and nmeans
(210, step 850Y) £&r. stlivd ngetrhe edmimbaadedochangek ot abkem 27t he

non-vol atil e g ircui.t .(219) when the user is a resident user, and
(210, step 85%%)%%%0r Os"ﬁ%r]’lsﬁ 9% he downl oaded channel table in the volatile

menory (218) whenat bentsedatila gueskyusekcul. (Arpgpthod for operating a
user termnal in a channel-based networlk, tlh? r§er term nal including a
non- volatile mendry crrédft "F928Y ShbcUibolatfle nemory circuit (218),
the non-vol atil e meamsy (@lOCKi st£R39350DL8 HQN FONE  SHE BElGt QnEEREL Anuser
channel tablg &1219“6‘/5) t he user channel table including a plurality of
channel  nurber S0t h&EGcPERPEA T nf eF ARt dSRIbr 32RO arRl LeRDEI UFRl’ Rfer net

site ngrres, wher eh@ahlae(nenﬂogitqonmdxs)esm]d_e%wﬂ@ (ﬁ@@om,hpom@@ence( ggoa
user; determ; ther the user is resi dent user or a guest user :
735) ; and Lgohprgyr{}%gfdzg.igfge 836?))t}f‘?1e”%"e"r°%€fﬁ’rﬁf’elmei"£ﬂ3é Frigvtt hel2hdh- vol atil e

menory (219)when tthee veobat ile arermy ydmdl8)segnlahahen d,hes tisergdaedet er mi ned
to be a resif%%ntstuoser. 3&9 Toegg,?”a%gi gﬁlcordi ngc@%{?l d ai mhze, \A,her,eié\ t he
step of detecti ng Tonp?ists TREEIRf FWr 1 Ssitgndihe Yo Ent
interrupt swetioly( 202038t haterd heonneat ad a0 gaestMaktercart socket (215)
i ndi cating the connection of a
29. A method for operating a user terminal in a
channel-based network, the user terminal including a non-
volatile memory circuit (219) and a volatile memnory
circuit (218), the non-volatile memory circuit (219)
being configured to store a user channel table (219-A/B),
the user channel table including a plurality of channel
numbers, associated Internet addresses and associated
Internet site names, wherein the method comprises:
detecting ({705) the presence of a user;
determining whether the user is a resident user or a
guest user (730,735); and )
copying (815, 860) the user channel table from the
non—x}o_latile memory (21%) to the volatile memory (218)

only when the user is determined to be a resident user.

30. The method accoxrding to Claim 29, wherein the
step of detecting comprises receiving an interrupt signal
from an. interrupt switch (214) that is connected to a
smart cart socket (215) indicating the connection of a

smart <card (232} to the smart card socket.
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smart card (232) to the smart card socket. 42 19 Decenber 2005 31. The

met hod according to Claim 29, further conprising the step ofl9dersmber 2005
the volatile menory (218) after the step of detecting and before the step
of determning. 32. The nethod according to Claim29, further conprising
“the step of domnloadin% the user channel table fromthe Internet into the

non-vol atil e nmemofy -(2T9p methed gmeconddmoftddtiarim @y Bndthefore the
step of copyh | 33naAr Bt fQr rgt sen, & ' LN

channel - based ﬂ%%ﬁnr?giﬁgﬁugggg gféggﬁéﬁﬁgggjgfa ?ﬁgagé§%$€%%%e?§g?ry

i ncludi ng a thbhhehftabl ehdasabrsef( dé4pctingr iamg defestertithasnep bdbl e,

t he user ten&%g&#mi'gﬁéuding a non-vol atile nmenory circuit (219) storing a
user channel table % SA/B) , wherein each of the master channel table

and the user channel table include a plurality of channel nunbers,
wherein

associated I nter dresses and assqci ated |nternet site names,
the method conp?gés aﬂaiﬁg?ﬁ?ﬂ nﬁcf?ﬁg%gﬁoyomﬁgﬁﬁ@rgghejﬁﬁ??@%rchannel
table is difdomperits fi@natides tigero £hasmel ohabhg: tHewakeadidyg{ri20)t dhee

master channel table fromthe , ,system server_via the Internet when the

mast er chanféP™ 45 NG ridtent tis i nec R bl Le nasRer vt @) stori ng

(840, 845) t hEtamstele Ghanalf tahl@rhinihg am@Hypbat i t BeMamRLY such t hat
the master channel table replaces the user channel table. 35{ The net hod

accordi ng t 5°B¥al#h-33, wherein the step of determining conprises:
transmtting (725) a version nunber associated with the user channel table

to the systemserver via the Internet; and 43
33. A method for operating a user terminal in a

channel-based network including a system server, the
system server including a channel table database (414)
storing a master channel table, the user texrminal
including a non-volatile memory circuit (219) storing a
user channel table (219-A/B), wherein each of the master
channel table and the user channel table include a
plurality of channel numbers, associated Internet
addresses and associated Internel site names, wherein the
method comprises:

determining {725, 810) whether the master channel

table is different from the user channel table;

downloading (820) the maste; channel table from the
system server via the Internet when the master channel
tableuis different from the user channel table;

storing (840,845) the master channel table in the
non-volatile memory such that the master channel table

replaces the user channel table.

34. The method accoxrding to Claim 33, wherein the

step of determining comprises:
transmitting (725} a version number associated with

the user channel table to the system server via the

Internet; and
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&f@%&n%&ﬁﬁ ~i ~a7 ' F 1401 USOYSEMS{il#ecei ving (810) agom, 050102617

avai l abl e signal fromthe systenlsere} Via the I nternet ind ﬁ&@ﬁg 12005
the user channel table is different fromthe master channel table. 35. The
met hod according to Caim 33, wherein the step of downl oadi ng conpri ses:
transnmtting (820) reguest e_system servey a the Internet; and
storing (035) the H@%?e%véﬂgn&g}éraﬁPe“P %ﬁ%n?Y?éﬁabi?oﬁ+9H€ L far8mtber ver
via the |nternetsiemasyobativea CRSOIYterddt | ind23a0n@00Rat neAVENPED

SHEET .,..f.,. T ey s L .
chdnﬂel table"is different from the master channel table.

35. The method according to Claim 33, wherein the
step of downloading comprises:
transmitting (820} a request to the system server

via the Internet; and
storing (835) the master channel table transmitted

from the system server via the Internet in a volalile

memory .
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