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ACCESS CONTROL METHOD, SYSTEM, DEVICE, MEDIUM, AND PROGRAM PRODUCT

FIELD

[0001] The present disclosure relates to the field of computer technologies, and in particular, to an access

control method, a system, a device, a medium, and a program product.

BACKGROUND

[0002] At present, in a private network/dedicated network of an enterprise or another organization, security
management software usually needs to be installed in a terminal device. Through the security management
software, network access control, security detection, data leakage protection, and the like can be performed on
the terminal device. In this way, network security is ensured. However, at present, when the terminal device
accesses a network, there is no method for detecting whether the terminal device is installed with the security

management software, so that network security cannot be effectively ensured.

[0003] Therefore, a method for improving network security is urgently needed.

SUMMARY

[0004] In view of this, the embodiments of the present disclosure provide an access control method, an access
control system, an electronic device, a computer-readable storage medium, and a computer program product,

which can improve network security.
[0005] In one aspect, the present disclosure provides an access control method, including:

[0006] displaying a login authentication page of a target application in response to an operation of making a

terminal device access a first network;

[0007] obtaining access configuration information of the first network, wherein the access configuration
information comprises a communication interface, and the communication interface is configured to detect

whether an application client of the target application is installed in the terminal device; and

[0008] invoking the communication interface, and displaying first prompt information in response to a failure
in invoking the communication interface, wherein the first prompt information is used to prompt to install the

application client.
[0009] In one aspect, the present disclosure provides an access control system, including:

[0010] a request receiving module, configured to display a login authentication page of a target application

in response to an operation of making a terminal device access a first network;

[0011] a configuration information obtaining module, configured to obtain access configuration information
of the first network, wherein the access configuration information comprises a communication interface, and the
communication interface is configured to detect whether an application client of the target application is installed

in the terminal device; and
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[0012] an authentication module, configured to invoke the communication interface, and display first prompt
information in response to a failure in invoking the communication interface, wherein the first prompt

information is used to prompt to install the application client.

[0013] In another aspect, the present disclosure further provides a computer-readable storage medium,
wherein the computer-readable storage medium is configured to store a computer program, and when the

computer program is executed by a processor, the method described above is implemented.

[0014] In another aspect, the present disclosure further provides an electronic device, wherein the electronic
device includes a processor and a memory, the memory is configured to store a computer program, and when

the computer program is executed by the processor, the method described above is implemented.

[0015] In another aspect, the present disclosure further provides a computer program product, including a
computer program, wherein when the computer program is executed by a processor, the method described above

is implemented.

[0016] In the technical solutions of some embodiments of the present application, the access configuration
information is set for the first network, so that after the login authentication page of the target application is
displayed, the communication interface used to detect whether the application client is installed in the terminal
device can be obtained from the access configuration information of the first network. By invoking the
communication interface and in response to a failure in invoking the communication interface, it can be
determined that the application client is not installed in the terminal device. In this way, when the terminal device
accesses the first network, for the terminal device that is not installed with the application client, prompt
information for installing the application client can be given, so as to ensure that the terminal device that accesses
the first network is installed with the application client. Furthermore, through the application client, network
security management can be performed on the terminal device, thereby improving the security of the private

network/dedicated network such as an enterprise office network.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The features and advantages of the present disclosure will be more clearly understood with reference
to the drawings, which are illustrative and should not be construed as limiting the present disclosure, and in

which:

[0018] FIG. 1 illustrates a schematic diagram of a network architecture according to an embodiment of the

present application;

[0019] FIG. 2 illustrates a schematic flowchart of an access control method according to an embodiment of

the present application;

[0020] FIG. 3 illustrates a schematic diagram of a network architecture according to another embodiment of

the present application;

[0021] FIG. 4 illustrates a schematic diagram of modules of an access control system according to an
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embodiment of the present application; and

[0022] FIG. 5 illustrates a schematic diagram of an electronic device according to an embodiment of the

present application.

DETAILED DESCRIPTION OF EMBODIMENTS

[0023] In order to make the objectives, technical solutions, and advantages of the embodiments of the present
disclosure clearer, the technical solutions in the embodiments of the present disclosure will be described clearly
and completely with reference to the drawings in the embodiments of the present disclosure. Obviously, the
described embodiments are merely a part of the embodiments of the present disclosure, but not all of them. All
other embodiments obtained by a person of ordinary skill in the art based on the embodiments of the present

disclosure without creative efforts shall fall within the protection scope of the present disclosure.

[0024] The embodiments of the present disclosure will be described in more detail below with reference to
the drawings. Although some embodiments of the present disclosure are shown in the drawings, it should be
understood that the present disclosure can be implemented in various manners, and should not be construed as
being limited to the embodiments set forth herein. On the contrary, these embodiments are provided for a
thorough and complete understanding of the present disclosure. It should be understood that the drawings and
embodiments of the present disclosure are only for illustrative purposes, and are not intended to limit the

protection scope of the present disclosure.

[0025] In the description of the embodiments of the present disclosure, the term "include/comprise" and its
variants should be understood as open inclusion, that is, "include/comprise but not limited to". The term "based
on" should be understood as "based at least in part on". The term "one embodiment" or "the embodiment" should
be understood as "at least one embodiment". The term "some embodiments" should be understood as "at least

some embodiments". Other explicit and implicit definitions may also be included below.

[0026] In this document, unless explicitly stated, performing a step "in response to A" does not mean that the

step is performed immediately after "A", but may include one or more intermediate steps.

[0027] It should be understood that the data involved in the technical solutions (including but not limited to
the data itself, and the acquisition, use, storage, or deletion of the data) should comply with the requirements of

corresponding laws, regulations, and related provisions.

[0028] It should be understood that, before using the technical solutions disclosed in the embodiments of the
present disclosure, the type, scope of use, and use scenario of the information involved in the present disclosure
should be informed to the related users and the authorization of the related users should be obtained in an
appropriate manner according to the related laws and regulations, wherein the related users may include any

type of right holder, for example, an individual, an enterprise, or a group.

[0029] For example, when receiving an active request from a user, prompt information is sent to the related

user, so as to explicitly prompt the related user that the operation requested to be performed will require
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acquisition and use of the information of the related user, so that the related user can autonomously select whether
to provide information to software or hardware such as an electronic device, an application, a server, or a storage
medium that performs the operation of the technical solutions of the present disclosure according to the prompt

information.

[0030] As an optional but non-restrictive implementation, the manner of sending the prompt information to
the related user in response to receiving the active request from the related user may be, for example, a pop-up
window, and the prompt information may be presented in the pop-up window in a text form. In addition, the
pop-up window may also carry a selection control for the user to select "agree" or "disagree" to provide

information to the electronic device.

[0031] It should be understood that the above process of notification and obtaining user authorization is
merely illustrative and does not constitute a limitation on the implementations of the present disclosure, and
other manners that meet the related laws and regulations may also be applied to the implementations of the

present disclosure.

[0032] Office security usually involves security management of the network, identity, and terminal. By
implementing proprietary network networking, access control, management of a terminal in the proprietary
network, and information security protection, digital office can be made safer, more efficient, and easier to use.
Security management at the network layer can ensure that a proprietary network such as an office network can
operate safely and efficiently, thereby ensuring that service data can be transmitted and stored safely. Security
management at the identity layer can improve the efficiency and security of identity authentication for users to
access the proprietary network. Security management at the terminal layer can realize unified management of
terminal devices in the proprietary network, data leakage prevention, and terminal threat protection, thereby

ensuring the security of enterprise data.

[0033] In practical applications, security management of the network, identity, and terminal can realize
technical association in multiple technical branches such as networking strategy, network admission and control,
remote access, unified terminal management, terminal detection and response, enterprise data leakage prevention,
and identity authentication management, thereby making digital office simpler, more efficient, and easier to

implement.

[0034] FIG. 1 illustrates a schematic diagram of a network architecture according to an embodiment of the
present application. The network architecture shown in FIG. 1 includes a terminal device 11, a management
platform 12, and a network 13. The network 13 may be a private network/dedicated network, such as an
enterprise network, a school network, or the like. The management platform 12 may include one or more servers.
The terminal device 11 and the management platform 12 may be installed with a target application 10. Based on
the target application 10, network access control, security detection, data leakage protection, and the like can be

performed on the terminal device 11 when the terminal device 11 accesses the network 13.

[0035] Specifically, the target application 10 may include an application client 111 and an application server

121. The application client 111 is installed in the terminal device 11, and the application server 121 is installed
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in the management platform 12. Various policies may be configured in the application server 121 in advance.
These policies include but are not limited to an access control policy for the network 13, a security detection
policy for the terminal device 11, a data leakage protection policy, and the like. Based on these policies, the

application client 111 and the application server 121 cooperate to manage the terminal device 11.

[0036] For example, the access control policy may include a first user name and a first password for
performing identity authentication on respective authorized users of the network 13, and network resources that
the respective authorized users are allowed to access. When a user needs to use a network resource in the network
13, the application client 111 may be run in the terminal device 11, and a second user name and a second
password may be input in an interface of the application client 111. The application client 111 may send the
second user name and the second password to the application server 121 for authentication. If a second user
name and a second password of one of the authorized users A in the application server 121 match the first user
name and the first password, it may represent that the authentication is passed. After the authentication is passed,
the terminal device 11 may access the network 13, and the application server 121 may control network resources
that the terminal device 11 is allowed to access based on the access control policy corresponding to the authorized

user A.

[0037] For another example, the application server 121 may send the security detection policy to the
application client 111, and the application client 111 performs security detection on the terminal device 11

according to the security detection policy, so as to ensure network security.

[0038] In the network architecture shown in FIG. 1, in the case where the terminal device 11 is not installed
with the application client 111, if the terminal device 11 needs to access the network 13, a browser may be used
as a web client, and a login authentication page 112 of the target application 10 is displayed through the browser.
The user may input a second user name and a second password on the login authentication page 112. The browser
sends the second user name and the second password to the application server 121 for authentication. In this
manner of accessing the network 13 through the login authentication page 112, although network access control
can be performed on the terminal device 11, security detection, data leakage protection, and the like may not be
performed on the terminal device 11. Therefore, for the sake of network security, when the terminal device 11
accesses the network 13, the terminal device 11 is usually required to be installed with the application client 111.
However, at present, for the terminal device 11 accessing the network 13, there is no method for determining
whether the terminal device 11 is installed with the application client 111, resulting in that network security of

the network 13 cannot be effectively ensured.

[0039] In view of this, the present application provides an access control method, which can detect whether
the application client 111 is installed in the terminal device 11 when the terminal device 11 accesses the network
13, so as to improve network security. The access control method may be applied to the terminal device 11.
Please refer to FIG. 2, which illustrates a schematic flowchart of an access control method according to an

embodiment of the present application. In FIG. 2, the access control method includes the following steps.

[0040] Step S21: displaying a login authentication page 112 of a target application 10 in response to an
5
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operation of making a terminal device 11 access a first network.

[0041] The first network is the network 13 in FIG. 1. For the first network and the login authentication page

112, reference may be made to the related description in FIG. 1, which will not be repeated here.

[0042] The operation of making the terminal device 11 access the first network refers to an operation of
making the terminal device 11 access the first network initiated by the user in the case where the terminal device
11 is not accessed to the first network. For example, in the case where the terminal device 11 is not accessed to
the first network, the user requests to access a network resource in the first network through the terminal device
11, which may trigger to display the login authentication page 112 of the target application 10. For another
example, the first network may have a network entrance. The terminal device 11 may display the network
entrance in the form of an icon. The user clicks or double-clicks on the network entrance, which may trigger to
display the login authentication page 112 of the target application 10. For another example, the user
communicatively connects the terminal device 11 to the first network by means of a wired connection, which

may trigger to display the login authentication page 112 of the target application 10.

[0043] Further, the login authentication page 112 may be obtained by the terminal device 11 from the
application server 121, and may specifically include page code and a visible page for display locally by the
terminal device 11. The page code may be background code of the login authentication page 112, that is, content
that is not displayed by the terminal device 11. After the visible page of the login authentication page 112 is
displayed, the terminal device 11 may execute the page code. When the page code is executed, the following

steps S32 and S33 may be implemented.

[0044] Step S22: obtaining access configuration information of the first network, wherein the access
configuration information comprises a communication interface, and the communication interface is configured

to detect whether an application client 111 of the target application 10 is installed in the terminal device 11.

[0045] The access configuration information may be information preset and stored in the application server
121, and is configured to perform network security management on the first network. The page code may include
a storage address of the access configuration information. In the process of running the page code, the access

configuration information may be obtained at the corresponding storage address.

[0046] In this embodiment, performing network security management on the first network may include: the
terminal device 11 that accesses the first network needs to be installed with the application client 111.
Correspondingly to the network security management, the access configuration information may include the
communication interface. The communication interface may be a liveness detection interface of the application
client 111, and is configured to detect whether the terminal device 11 that accesses the first network is installed
with the application client 111. Specifically, in the case where the terminal device 11 is installed with the
application client 111, the communication interface may be successfully invoked; and in the case where the
terminal device 11 is not installed with the application client 111, the communication interface fails to be invoked.
Therefore, whether the terminal device 11 that accesses the first network is installed with the application client

111 may be detected based on an invocation result of the communication interface.
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[0047]  Step S23: invoking the communication interface, and displaying first prompt information in response
to a failure in invoking the communication interface, wherein the first prompt information is used to prompt to

install the application client 111.

[0048] As described in step S22, if the communication interface fails to be invoked, it may be determined that
the application client 111 is not installed in the terminal device 11. In this case, the first prompt information may
be displayed to prompt the user to install the application client 111 in the terminal device 11. The first prompt
information may include a download link of the application client 111. In this way, installation guidance of the

application client 111 is performed.

[0049] In this embodiment, it is considered that after the login authentication page 112 is displayed, the user
may input information (such as a user name and a password) for identity authentication on the login
authentication page 112. In response to the failure in invoking the communication interface, there is no need to
send the information input by the user to the application server 121 for authentication, so as to avoid accessing
the terminal device 11 to the first network in the case where the terminal device 11 is not installed with the

application client 111.

[0050] Inother embodiments, the login authentication page 112 initially displayed in step S21 may not include
an information input area. The information input area is displayed on the login authentication page 112 in
response to a success in invoking the communication interface, so that it is convenient for the user to input
information for identity authentication in the information input area. In this way, it is possible to avoid that the
terminal device 11 is mistakenly accessed to the first network after the user enters the information for identity
authentication on the login authentication page 112 in the case where the terminal device 11 is not installed with

the application client 111.

[0051] Further, corresponding to the failure in invoking the communication interface, in response to the
success in invoking the communication interface, it may be determined that the application client 111 is installed
in the terminal device 11. In the case where the application client 111 is installed in the terminal device 11, the
information for identity authentication input by the user on the login authentication page 112 through the terminal
device 11 may be obtained, and the obtained information is sent to the application server 121 of the target
application 10 to perform identity authentication on the user. In this way, the terminal device 11 may be accessed

to the first network in time in the case where the application client 111 is installed in the terminal device 11.

[0052] In conclusion, in the technical solutions of some embodiments of the present application, the access
configuration information is set for the first network, so that after the login authentication page 112 of the target
application 10 is displayed, the communication interface used to detect whether the application client 111 is
installed in the terminal device 11 can be obtained from the access configuration information of the first network.
By invoking the communication interface and in response to a failure in invoking the communication interface,
it can be determined that the application client 111 is not installed in the terminal device 11. In this way, when
the terminal device 11 accesses the first network, for the terminal device 11 that is not installed with the

application client 111, prompt information for installing the application client 111 can be given, so as to ensure
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that the terminal device 11 that accesses the first network is installed with the application client 111. Furthermore,
through the application client 111, network security management can be performed on the terminal device 11,

thereby improving the security of the private network/dedicated network such as an enterprise office network.
[0053] The solution of the present application is further described below.

[0054] In some embodiments, when performing network security management on the first network, in
addition to requiring that the terminal device 11 that accesses the first network needs to be installed with the
application client 111, there may be other management requirements, such as that a device model of the terminal
device 11 needs to be a specified model, and a version of the application client 111 in the terminal device 11
must be a target version that meets the requirements. This means that after it is determined that the application
client 111 is installed in the terminal device 11, it may be necessary to detect some other specified information
in the terminal device 11, and the terminal device 11 is allowed to access the first network only when the specified
information also meets the requirements. The specified information may be collected through the communication
interface. After the communication interface is successfully invoked, the response information of the

communication interface may include the specified information.

[0055] Based on the above description, sending the obtained information to the application server 121 of the

target application 10 to perform the identity authentication on the user may include:

[0056] receiving response information returned by the communication interface, wherein the response
information includes one or more of: device information of the terminal device 11 and running information of

the application client 111;

[0057] determining, based on the response information, whether the terminal device 11 is allowed to access

the first network;

[0058] sending the obtained information to the application server 121 to perform identity authentication on

the user in response to the terminal device 11 being allowed to access the first network; and

[0059] displaying second prompt information in response to the terminal device 11 not being allowed to
access the first network, wherein the second prompt information is used to prompt a reason why the terminal

device 11 is not allowed to access the first network.

[0060] In the foregoing embodiment, after it is determined that the application client 111 is installed in the
terminal device 11, whether the terminal device 11 can access the first network is further determined based on
the response information of the communication interface. In this way, network security can be further improved

on the basis of the embodiment of FIG. 2.

[0061] The following uses some specific embodiments to specifically describe how to determine, based on

the response information, whether the terminal device 11 is allowed to access the first network.

[0062] In some embodiments, it is considered that although the application client 111 is installed and run in

the terminal device 11, the application client 111 may be in a not login state. The not login state means that a
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connection is not established between the application client 111 and the application server 121 based on
information representing the identity of the user. In this case, the application client 111 still cannot perform
network security management on the first network. In view of this, the running information in the response
information may include a login identification representing whether the application client 111 is in the login
state. When a value of the login identification is a first value (for example, 1), it may represent that the application
client 111 is in the login state, and when the value of the login identification is a second value (for example, 0),
it may represent that the application client 111 is not in the login state. Based on the above description, the

determining whether the terminal device 11 is allowed to access the first network may include:

[0063] determining that the terminal device 11 is allowed to access the first network in response to the login
identification representing that the application client 111 is in the login state (that is, the value of the login

identification is the first value); and

[0064] determining that the terminal device 11 is not allowed to access the first network in response to the
login identification representing that the application client 111 is in the not login state (that is, the value of the

login identification is the second value).

[0065] In this way, the case where the application client 111 of the terminal device 11 is not logged in can be

prevented, the reliability of the solution is improved, and network security is further improved.

[0066] With reference to FIG. 3, in a network architecture of some embodiments, there may be multiple
networks. Each network may have a unique network identification, and each network may have its own
corresponding access configuration information. The first network may be one of the multiple networks. In
response to the operation of making the terminal device 11 access the first network, the terminal device 11 may
send a first network identification of the first network to the application server 121. Based on the first network
identification, the application server 121 may specify a storage address corresponding to the access configuration
information of the first network in page code of the returned login authentication page 112. In this way, in the
process of running the page code, the terminal device 11 may obtain the access configuration information
corresponding to the first network, and then may perform network security management on the first network

based on the access configuration information.

[0067] However, the network architecture shown in FIG. 3 has a problem that before the terminal device 11
accesses the first network through the login authentication page 112, the user may input the following
information in the interface of the application client 111: information for identity authentication and a network
identification of a second network different from the first network. In this way, after the authentication is passed,
the application server 121 may access the terminal device 11 to the second network based on the network
identification. At the same time, the application client 111 may perform network security management on the
terminal device 11 according to a network security management policy of the second network. Then, after the
terminal device 11 accesses the first network through the login authentication page 112, network security
management can no longer be performed on the first network. Therefore, in order to avoid the above problem,

it may be required that the second network and the first network must be the same network.
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[0068] Based on the above description, the obtained access configuration information of the first network
may include the first network identification of the first network, and in the case where the application client 111
in the running state is connected to the second network, the response information may include a second network
identification of the second network. The determining whether the terminal device 11 is allowed to access the

first network may include:
[0069] determining whether the first network identification and the second network identification are the same;

[0070] determining that the terminal device 11 is allowed to access the first network in response to the first

network identification and the second network identification being the same; and

[0071] determining that the terminal device 11 is not allowed to access the first network in response to the

first network identification and the second network identification not being the same.

[0072] In this way, the problem that the first network and the second network are different can be effectively

avoided, and network security of the first network is ensured.

[0073] Insome embodiments, the first network may have a requirement on an operating system of the terminal
device 11. Therefore, the device information may include a current version number of the operating system
installed in the terminal device 11, and the access configuration information may include a version number scope
of the operating system required to be installed in the terminal device 11 that is allowed to access the first network.

The determining whether the terminal device 11 is allowed to access the first network may include:
[0074] determining whether the current version number is within the version number scope;

[0075] determining that the terminal device 11 is allowed to access the first network in response to the current

version number being within the version number scope; and

[0076] determining that the terminal device 11 is not allowed to access the first network in response to the

current version number not being within the version number scope.

[0077] In this way, the version of the operating system of the terminal device 11 can be controlled when

accessing the first network, thereby improving network security.

[0078] In some embodiments, in order to prevent data in the first network from leaking from the terminal
device 11, the device information may further include a screen lock identification. The screen lock identification
is used to represent whether the operating system of the terminal device 11 has a screen lock password. The

determining whether the terminal device 11 is allowed to access the first network may include:

[0079] determining that the terminal device 11 is allowed to access the first network in response to the screen
lock identification representing that the operating system of the terminal device 11 has the screen lock password;

and

[0080] determining that the terminal device 11 is not allowed to access the first network in response to the
screen lock identification representing that the operating system of the terminal device 11 does not have the

screen lock password.
10
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[0081] In this way, data in the first network can be prevented from leaking from the terminal device 11,

thereby improving network security.

[0082] Further, in some embodiments, one or more browsers are installed in the terminal device 11. The login
authentication page 112 is run in a first browser in the terminal device 11. There may be data interaction between
the application client 111 and the first browser. For example, after the application client 111 is installed in the
terminal device 11, the information for identity authentication input by the user on the login authentication page
112 may be directly synchronized to the application client 111. In this way, the user does not need to input the

information for identity authentication in the application client 111 again.

[0083] Generally, the data interaction between the application client 111 and the browser is cross-domain
interaction, which requires the browser to support the cross-domain function. Therefore, before invoking the

communication interface, the method of the present application may further include:
[0084] determining whether the first browser supports the cross-domain function; and

[0085] displaying third prompt information and stopping invoking the communication interface in response
to the first browser not supporting the cross-domain function, wherein the third prompt information is used to

prompt to replace the first browser.

[0086] In this way, the problem of data interaction failure between the application client 111 and the first

browser due to the first browser not supporting the cross-domain function is avoided.

[0087] Further, in some embodiments, in the case where the user identity authentication is passed, for network
security, the cross-domain function of the first browser is often required to be disabled. In view of this, in
response to the communication interface being successfully invoked, before sending the information obtained
from the login authentication page 112 to the application server 121, the method of the present application may

further include:

[0088] sending the obtained information to the application server 121 in response to the cross-domain

function of the first browser being set to a disabled state; and

[0089] displaying fourth prompt information and stopping sending the obtained information to the application
server 121 in response to the cross-domain function of the first browser being in an enabled state, wherein the

fourth prompt information is used to prompt to disable the cross-domain function of the first browser.

[0090] In this way, it is ensured that the cross-domain function of the first browser is in the disabled state after

the user identity is passed, thereby improving network security.

[0091] Further, in some embodiments, whether the first browser supports the cross-domain function may be

determined based on the following method:

[0092] a user agent identification of the first browser is obtained, wherein the user agent identification

includes a cross-domain identification representing whether the first browser supports the cross-domain function;

[0093] it is determined that the first browser supports the cross-domain function in response to the cross-
11
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domain identification being a first value; and

[0094] it is determined that the first browser does not support the cross-domain function in response to the

cross-domain identification being a second value.

[0095] Specifically, the user agent identification may also be referred to as a UA (User Agent) of the first
browser. The UA may be an inherent attribute of the first browser, and it is relatively simple to determine whether

the first browser supports cross-domain based on the cross-domain identification in the UA.

[0096] In other embodiments, the problem that the first browser does not support the cross-domain function
or other security limitations may also be solved by configuring the domain name and certificate for the local

service of the application client 111.

[0097] In some embodiments, the application client 111 includes a local service, the local service includes a
liveness detection interface, and the communication interface obtained from the access configuration information
is the liveness detection interface of the local service. It may be understood that only in the case where the
terminal device 11 supports running the local service, the application client 111 can be successfully installed in
the terminal device 11, and the liveness detection interface can be successfully invoked. Therefore, the invoking

the communication interface may include:
[0098] determining whether the terminal device 11 supports the local service; and

[0099] invoking the liveness detection interface in response to the terminal device 11 supporting the local

service.

[00100] Specifically, the local service may also be referred to as a LocalServer. Generally, in the case where
the operating system of the terminal device 11 is a desktop operating system (such as Windows, macOS, Linux),
the terminal device 11 may support the local service; and in the case where the operating system of the terminal
device 11 is not the desktop operating system, the terminal device 11 may not support the local service. Therefore,
whether the terminal device 11 supports the local service may be determined according to the operating system

of the terminal device 11.

[00101] Since the liveness detection interface may be an inherent interface of the local service, using the
interface as the communication interface for detecting whether the application client 111 is installed in the

terminal device 11 can reduce interface development.

[00102] In some embodiments, in response to the terminal device 11 not supporting the local service, the

method of the present application may further include:

[00103] not starting invocation of the liveness detection interface, and displaying fifth prompt information,

wherein the fifth prompt information is used to prompt to replace the terminal device 11.

[00104] It can be known from the above description that, in the case where the terminal device 11 does not
support the local service, the communication interface fails to be invoked, and the application client 111 also

fails to be installed in the terminal device 11. Therefore, by prompting to replace the terminal device 11, the
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problem that the application client 111 fails to be installed, resulting in that the terminal device cannot access

the first network, can be prevented.
[00105] So far, all descriptions of the solutions of the present application are completed.

[00106] FIG. 4 illustrates a schematic diagram of modules of an access control system according to an

embodiment of the present application. In FIG. 4, the access control system includes:

[00107] a request receiving module, configured to display a login authentication page of a target application

in response to an operation of making a terminal device access a first network;

[00108] a configuration information obtaining module, configured to obtain access configuration information
of the first network, wherein the access configuration information comprises a communication interface, and the
communication interface is configured to detect whether an application client of the target application is installed

in the terminal device; and

[00109] an authentication module, configured to invoke the communication interface, and display first prompt
information in response to a failure in invoking the communication interface, wherein the first prompt

information is used to prompt to install the application client.

[00110] In some embodiments, in response to a success in invoking the communication interface, the

configuration information obtaining module is further configured to:
[00111] determine that the terminal device is installed with the application client; and

[00112] obtain information for identity authentication input by a user on the login authentication page through
the terminal device, and send the obtained information to an application server of the target application to

perform identity authentication on the user.
[00113] In some embodiments, the configuration information obtaining module is further configured to:

[00114] receive response information returned by the communication interface, wherein the response
information includes one or more of: device information of the terminal device and running information of the

application client;

[00115] determine, based on the response information, whether the terminal device is allowed to access the

first network;

[00116] send the obtained information to the application server to perform the identity authentication on the

user in response to the terminal device being allowed to access the first network; and

[00117] display second prompt information in response to the terminal device not being allowed to access the
first network, wherein the second prompt information is used to prompt a reason why the terminal device is not

allowed to access the first network.

[00118] In some embodiments, the running information includes a login identification representing whether

the application client is in the login state; and the configuration information obtaining module is further
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configured to:

[00119] determine that the terminal device is allowed to access the first network in response to the login

identification representing that the application client is in the login state; and

[00120] determine that the terminal device is not allowed to access the first network in response to the login

identification representing that the application client is in the not login state.

[00121] In some embodiments, the access configuration information includes a first network identification of
the first network, and in the case where the application client in the running state is connected to the second
network, the response information includes a second network identification of the second network; and the

configuration information obtaining module is further configured to:
[00122] determine whether the first network identification and the second network identification are the same;

[00123] determine that the terminal device is allowed to access the first network in response to the first network

identification and the second network identification being the same; and

[00124] determine that the terminal device is not allowed to access the first network in response to the first

network identification and the second network identification not being the same.

[00125] In some embodiments, the device information includes a current version number of the operating
system installed in the terminal device, and the access configuration information includes a version number
scope of the operating system required to be installed in the terminal device that is allowed to access the first

network. The configuration information obtaining module is further configured to:
[00126] determine whether the current version number is within the version number scope;

[00127] determine that the terminal device is allowed to access the first network in response to the current

version number being within the version number scope; and

[00128] determine that the terminal device is not allowed to access the first network in response to the current

version number not being within the version number scope.

[00129] In some embodiments, the device information includes a screen lock identification, and the screen
lock identification is used to represent whether an operating system of the terminal device has a screen lock

password. The configuration information obtaining module is further configured to:

[00130] determine that the terminal device is allowed to access the first network in response to the screen lock

identification representing that the operating system of the terminal device has the screen lock password; and

[00131] determine that the terminal device is not allowed to access the first network in response to the screen
lock identification representing that the operating system of the terminal device does not have the screen lock

password.

[00132] In some embodiments, the login authentication page is run in a first browser in the terminal device.

Before invoking the communication interface, the configuration information obtaining module is further
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configured to:
[00133] determine whether the first browser supports a cross-domain function; and

[00134] display third prompt information and stop invoking the communication interface in response to the
first browser not supporting the cross-domain function, wherein the third prompt information is used to prompt

to replace the first browser.

[00135] In some embodiments, before sending the information obtained from the login authentication page to

the application server, the configuration information obtaining module is further configured to:

[00136] send the obtained information to the application server in response to a cross-domain function of the

first browser being set to a disabled state; and

[00137] display fourth prompt information and stop sending the obtained information to the application server
in response to the cross-domain function of the first browser being in an enabled state, wherein the fourth prompt

information is used to prompt to disable the cross-domain function of the first browser.

[00138] In some embodiments, the configuration information obtaining module specifically determines

whether the first browser supports the cross-domain function based on the following method:

[00139] a user agent identification of the first browser is obtained, wherein the user agent identification

includes a cross-domain identification representing whether the first browser supports the cross-domain function;

[00140] it is determined that the first browser supports the cross-domain function in response to the cross-

domain identification being a first value; and

[00141] it is determined that the first browser does not support the cross-domain function in response to the

cross-domain identification being a second value.

[00142] In some embodiments, the application client includes a local service, the local service includes a
liveness detection interface, and the communication interface obtained from the access configuration information

is the liveness detection interface of the local service; and the authentication module is further configured to:
[00143] determine whether the terminal device supports the local service; and
[00144] invoke the liveness detection interface in response to the terminal device supporting the local service.

[00145] In some embodiments, in response to the terminal device not supporting the local service, the

authentication module is further configured to:

[00146] not start to invoke the liveness detection interface, and display fifth prompt information, wherein the

fifth prompt information is used to prompt to replace the terminal device.

[00147] In some embodiments, the login authentication page has corresponding page code, and when the page
code is executed, the configuration information obtaining module is further configured to obtain the access
configuration information of the first network, wherein the access configuration information comprises the

communication interface, and the communication interface is configured to detect whether the application client
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of the target application is installed in the terminal device; and the authentication module is further configured
to invoke the communication interface, and display the first prompt information in response to a failure in
invoking the communication interface, wherein the first prompt information is used to prompt to install the

application client.

[00148] FIG. 5 illustrates a schematic diagram of an electronic device according to an embodiment of the
present application. The electronic device includes a processor and a memory, the memory is configured to store
a computer program, and when the computer program is executed by the processor, the method described above

is implemented.

[00149] The processor may be a central processing unit (Central Processing Unit, CPU). The processor may
also be another general-purpose processor, a digital signal processor (Digital Signal Processor, DSP), an
application-specific integrated circuit (Application Specific Integrated Circuit, ASIC), a field programmable gate
array (Field-Programmable Gate Array, FPGA), or other programmable logic device, discrete gate or transistor

logic device, discrete hardware component, or the like, or a combination of the foregoing chips.

[00150] The memory, as a non-transitory computer-readable storage medium, can be used to store non-
transitory software programs, non-transitory computer-executable programs, and modules, such as program
instructions/modules corresponding to the methods in the implementations of the present disclosure. The
processor executes various functional applications and data processing of the processor by running the non-
transitory software programs, instructions, and modules stored in the memory, that is, the methods in the above

method implementations are implemented.

[00151] The memory may include a program storage area and a data storage area, wherein the program storage
area may store an operating system and applications required for at least one function; and the data storage area
may store data created by the processor, etc. In addition, the memory may include a high-speed random access
memory, and may also include a non-transitory memory, for example, at least one magnetic disk storage device,
a flash memory device, or other non-transitory solid-state storage devices. In some implementations, the memory
may optionally include a memory that is remotely set relative to the processor, and these remote memories may
be connected to the processor through a network. Examples of the above network include but are not limited to

the Internet, an intranet, a local area network, a mobile communication network, and a combination thereof.

[00152] An implementation of the present application further provides a computer-readable storage medium,
wherein the computer-readable storage medium is configured to store a computer program, and when the

computer program is executed by a processor, the method described above is implemented.

[00153] The present disclosure further provides a computer program product, including a computer program,

wherein when the computer program is executed by a processor, the method described above is implemented.

[00154] Although the embodiments of the present disclosure have been described with reference to the
drawings, those skilled in the art may make various modifications and variations without departing from the

spirit and scope of the present disclosure, and such modifications and variations all fall within the scope defined

16



by the appended claims.

17



10

15

20

25

30

35

I/We Claim:

1. An access control method, comprising:

displaying a login authentication page of a target application in response to an operation of making a
terminal device access a first network;

obtaining access configuration information of the first network, wherein the access configuration
information comprises a communication interface, and the communication interface is configured to detect
whether an application client of the target application is installed in the terminal device; and

invoking the communication interface, and displaying first prompt information in response to a failure
in invoking the communication interface, wherein the first prompt information is used to prompt to install the

application client.

2. The method according to claim 1, wherein in response to a success in invoking the communication
interface, the method further comprises:

determining that the terminal device is installed with the application client; and

obtaining information for identity authentication input by a user on the login authentication page through
the terminal device, and sending the obtained information to an application server of the target application to

perform identity authentication on the user.

3. The method according to claim 2, wherein sending the obtained information to the application server
of the target application to perform the identity authentication on the user comprises:

receiving response information returned by the communication interface, wherein the response
information comprises one or more of: device information of the terminal device and running information of the
application client;

determining, based on the response information, whether the terminal device is allowed to access the first
network;

sending the obtained information to the application server to perform the identity authentication on the
user in response to the terminal device being allowed to access the first network; and

displaying second prompt information in response to the terminal device not being allowed to access the
first network, wherein the second prompt information is used to prompt a reason why the terminal device is not

allowed to access the first network.

4. The method according to claim 3, wherein the running information comprises a login identification
representing whether the application client is in a login state; and

determining whether the terminal device is allowed to access the first network comprises:

determining that the terminal device is allowed to access the first network in response to the login

identification representing that the application client is in the login state; and
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determining that the terminal device is not allowed to access the first network in response to the login

identification representing that the application client is in a not login state.

5. The method according to claim 3, wherein the access configuration information comprises a first
network identification of the first network, and in a case wherein the application client in a running state is
connected to a second network, the response information comprises a second network identification of the
second network; and

determining whether the terminal device is allowed to access the first network comprises:

determining whether the first network identification and the second network identification are the same;

determining that the terminal device is allowed to access the first network in response to the first network
identification and the second network identification being the same; and

determining that the terminal device is not allowed to access the first network in response to the first

network identification and the second network identification not being the same.

6. The method according to claim 3, wherein the device information comprises a current version number
of an operating system installed in the terminal device, and the access configuration information comprises a
version number scope of the operating system required to be installed in a terminal device that is allowed to
access the first network; and

determining whether the terminal device is allowed to access the first network comprises:

determining whether the current version number is within the version number scope;

determining that the terminal device is allowed to access the first network in response to the current
version number being within the version number scope; and

determining that the terminal device is not allowed to access the first network in response to the current

version number not being within the version number scope.

7. The method according to claim 3, wherein the device information comprises a screen lock
identification, and the screen lock identification is used to represent whether an operating system of the terminal
device has a screen lock password; and

determining whether the terminal device is allowed to access the first network comprises:

determining that the terminal device is allowed to access the first network in response to the screen lock
identification representing that the operating system of the terminal device has the screen lock password; and

determining that the terminal device is not allowed to access the first network in response to the screen
lock identification representing that the operating system of the terminal device does not have the screen lock

password.

8. The method according to claim 3, wherein the login authentication page is run in a first browser in the
terminal device; and before invoking the communication interface, the method further comprises:

determining whether the first browser supports a cross-domain function; and
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displaying third prompt information and stopping invoking the communication interface in response to
the first browser not supporting the cross-domain function, wherein the third prompt information is used to

prompt to replace the first browser.

9. The method according to claim 8, wherein before sending the information obtained from the login
authentication page to the application server, the method further comprises:

sending the obtained information to the application server in response to a cross-domain function of the
first browser being set to a disabled state; and

displaying fourth prompt information and stopping sending the obtained information to the application
server in response to the cross-domain function of the first browser being in an enabled state, wherein the fourth

prompt information is used to prompt to disable the cross-domain function of the first browser.

10. The method according to claim 8 or 9, wherein whether the first browser supports the cross-domain
function is determined based on the following method:

a user agent identification of the first browser is obtained, wherein the user agent identification comprises
a cross-domain identification representing whether the first browser supports the cross-domain function;

it is determined that the first browser supports the cross-domain function in response to the cross-domain
identification being a first value; and

it is determined that the first browser does not support the cross-domain function in response to the cross-

domain identification being a second value.

11. The method according to claim 1, wherein the application client comprises a local service, the local
service comprises a liveness detection interface, and the communication interface obtained from the access
configuration information is the liveness detection interface of the local service; and

invoking the communication interface comprises:

determining whether the terminal device supports the local service; and

invoking the liveness detection interface in response to the terminal device supporting the local service.

12. The method according to claim 11, wherein in response to the terminal device not supporting the local
service, the method further comprises:
not starting invocation of the liveness detection interface, and displaying fifth prompt information,

wherein the fifth prompt information is used to prompt to replace the terminal device.

13. The method according to claim 1, wherein the login authentication page has corresponding page code,
and when the page code is executed, the following method is implemented:

obtaining the access configuration information of the first network, wherein the access configuration
information comprises the communication interface, and the communication interface is configured to detect

whether the application client of the target application is installed in the terminal device; and
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invoking the communication interface, and displaying the first prompt information in response to the
failure in invoking the communication interface, wherein the first prompt information is used to prompt to install

the application client.

14. An access control system, comprising:

a request receiving module, configured to display a login authentication page of a target application in
response to an operation of making a terminal device access a first network;

a configuration information obtaining module, configured to obtain access configuration information of
the first network, wherein the access configuration information comprises a communication interface, and the
communication interface is configured to detect whether an application client of the target application is installed
in the terminal device; and

an authentication module, configured to invoke the communication interface, and display first prompt
information in response to a failure in invoking the communication interface, wherein the first prompt

information is used to prompt to install the application client.

15. A computer-readable storage medium, wherein the computer-readable storage medium is configured
to store a computer program, and the computer program, when being executed by a processor, implements the

method according to any of claims 1 to 13.
16. An electronic device, wherein the electronic device comprises a processor and a memory, the memory
is configured to store a computer program, and the computer program, when being executed by the processor,

implements the method according to any of claims 1 to 13.

17. A computer program product, comprising a computer program, wherein the computer program, when

being executed by a processor, implements the method according to any of claims 1 to 13.
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