SYSTEM AND METHOD FOR DETECTI NG SECURI TY VI OLATI ON
BACKGROUND OF THE | NVENTI ON The present invention

WPPeYH8%deneral |y to mmintaining the security P&/H2007/000824
net wor ked airplane. Conventional aircraft are provided

wWth a central mai gygmgmmm)pfmgtl on (CMCF).

and mechant ool DT e PR VORI et

The CMCF col lects, stores, and displ ays mai nt enance
oACKGHORD]OF MERRERAK, | e commndabl units, e

and Al pReentan(aion Ria@R Gdefhu, R Sheii s agpouriy of 2

netwdfketaifpMed)s) ) . The prior art provides airline
mechanics with an el ectroni ¢ mai ntenance 0 termn nal

di splay that displays real-tinme CMCF data screens via
MCDU erfpraentionalairgrpftcare peavideshwitbea taentiah anaintenance computer

functig0icRY. T EMGH BeSmbrSSe af Baid RS Secfen, and mechanical

systethd ¥istalRdh Waﬂ&ia‘ﬂe T h'e”GﬁFCfFaESI%cfté’ rst@rfésg Bha fh‘ié"plzi'g}’lélI maintenance
contrast control, and a graphical out rinter bus.

inforroation genetated byiine @nmmmdaéxlemnﬁs ,Theu Mﬁ alsa provides a centralized

oo TEEkE SRR e 1 ERTOFhel SRARSE: FRBHGE Ay ano s
dewc%‘saﬂélsmuﬁf% ESé@B@ﬁr&%’gﬁl’éWEﬁtso('M@DUB yane systens

i ntroduces the possibility of two distinct kinds of
hazard:_(1) direct hazard to maintenance and other _
per sonnile griot lagt prayides diline oedhanics| Wil earoelestronigy maintenance

termu&ﬁh% éj;)amg}ao{rgsallgy? | r%aL{f‘mga{Dy@g Chq%ﬂ%%fslr g M(?SQJ emulation. A

typic&I0hidifteRaRed tbaHinAl iHNE Ié&éﬁeF’C' B pti8ingOBP&ASBE control device, a
systens during mai ntenance. Some preévious airplanes

keybharde aneinterdalomargdhyrisiec al flquudlskeﬁecdmne, (a €DaR®M drive, interfaces for
rocedur,es t,0 ?nsure t hat, these haﬁ are mti

. d.
brighRi eSS gHH oGOt Ear Aol AP oaphicah Uit bingr ‘B BSing such a
mannﬂéﬂdﬂéé"ﬁ?rmlﬁaF %ﬁtﬁiﬁ&é& E)eﬁormé! HF@QB!BQS ab@é’éssnﬁﬂ'ﬁ%n?ri\cteyapplications

termnals for the airplane, iIntroducing a possi
that supervise the aigdrafi’'s aviordeschekdtin statust t ack on t he network
m ght activate hazardous function unexpectedly or

Maintenance performed on airplane systems introduces the possibility of
two distinct kinds of hazard: (1) direct hazard to maintenance and other personnel on the
ground due to the release of energy (e.g., electrical, hydraulic and mechanical motion); |
and (2) hazard to flight safety from incorrect software configurations loaded into
computing systems during maintenance. Some previous airplanes have relied on physical
security controls and procedures to ensure that these hazards are mitigated.

The Boeing 787 aircraft makes extensive use of networks in the design of
maintenance tools and terminals for the airplane, introducing a possibility that a malicious
or accidental attack on the network might activate hazardous function unexpectedly or
cause the corruption of a system’s software configuration without the authorized
operator’s knowledge.
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Another aspect of the invention is a method for preventing unauthorized
activation of a target function aboard a mobile platform having a network, comprising the
following steps: (a) placing a switch within a space aboard said mobile platform that can
be secured to block entry by unauthorized persons, said switch being switchable between
first and second states and being connected to said network; (b) generating an instruction
to activate said target function; (c) activating said target function in response to generation
of said instruction while said switch is in said first state; and (d) generéting a fault
message and not activating said target function in response to generation .of said
instruction while said switch is in said second state, wherein steps (b) through (d) are
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FIG. 2 is a block diagram showing a system for protecting against
unauthorized activation of a target function aboard a mobile platform in accordance with
one embodiment of the invention.

Reference will now be made to the drawings in which similar elements in
different drawings bear the same reference numerals.
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mainfaance prodeduies 16 allowed. The contollsd User interiace or guard function 2
receives a user request to activate one of the protected maintenance functions. A
decision 12 is then made concerning whether the requested maintenance function is
prohibited or allowed by reference to the state of the interlock switch. Under normal
conditions (i.e., the guard function has not been compromised), if the interlock switch is
not in its state of enablement the guard function will deny (step 14) the user request and
cause a message to be displayed to the user, which displayed message indicates the
reason why the user request was denied (e.g., “requested procedure prohibited at this
time”). If the interlock switch is enabled, then the guard function 2 sends a verified request

(step 18) to the target function 4.
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mainférifee t&miaC38 hustalihenticate to the airplane. The information received from
the maintenance terminal 32 by the wireless access point 34 is sent to an Ethernet
router/switch 36. The Ethernet router/switch 36 comprises multiple “virtual” switches (port-
based VLANSs), provides iéolated subnetworks and supports routing policy
implementation. User requests requesting the performance of maintenance functions are
routed to a maintenance server 38, that provides PC display services. The user request is
then sent from the maintenance server to an Ethernet/AFDX (Avionics Full Duplex
Switched Ethernet) router 40, which provides customized policy routing. In the case of
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In response to receipt of a user request to activate the target function at a
time when the switch 56 is in an enable maintenance state, the CMCF 50 will send a
verified request to the target application 52. In response to receipt of a user request to
activate the target function at a time when the switch 56 is in an inhibit maintenance state,
the CMCF 50 will deny the user request and not send a verified request to the target
application 52. Furthermore, if the target application 52 receives a request or instruction
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(e, fareehapplication SRR TG 2)- B resRANSEI tafeceiRt pla papisieduestto load data
into & ?drg?t é&ﬁﬁut@?gyﬁﬁhﬁe\%sg?ﬁe g\INﬂCI‘?ES i?ino% Hh?oitt maintenance state, the
el Nt enance terninals, data can bé 1 oaded Into an
data dodnb apglicatioputesidirlg or.the traigtdnaape|seradri 381 Wilkdelwy tlan user request
onboard datﬁn | oad function that r n the

] esi des o - ,
and Rl 9aTshaeENed Fediiesh 9 the, rgak GomBar (i Brast arpiceliony52 in FIG.
e acor : \Y
2). PSR Tane Rafuph tBmpifer (180 BRI EPPICaIBNDS A ioRHeY a request or
instryotiog rfeomeble whdihtethanee iseower o raffowsdata dogding iad @stime when the switch
. descr.i bed ta_rtgeet function. . )
56 is in an inhibit maintenance state, the target computer will send a security breach fault

message to the CMCF 50 and not act upon the request or instruction.

Another maintenance function that can be requested via a maintenance
terminal is the testing of circuit breakers. An airplane may be provided with a computing
function whereby circuit breakers can be opened and closed electronically via a circuit
breaker indicator control panel that is displayed on the screen of the maintenance
terminal. A special display application for circuit breakers is downloaded from a server
(not shown in FIG..2) onboard the aircraft to the requesting maintenance terminal. The



5 1n response to recei pt of a user request to |oad
data into a target conputer at a tine when the switch
WeR9s018W2an enabl e mai ntenance state, the dat RCTGEH3007/000824
application residing on the maintenance server 38 w ||
{ e u I
cnrcutﬁgé}@g?er‘é g‘iﬁpﬁéag%pgﬁ&g@ﬁ W@fl&h@ Bk%r IgandWées ﬁonélﬁb i ifcorporates the
prevnoeslyldﬂscubedt oguzed furatioas Thiso circut brbaker |dﬂplayaappllcgidabn will be the
nput er, at atlne&/\henthe SW t an i nhibit o
gatelfﬁgqe( dnihat dt isirequired fenotgngke yqa@gdegw%g@ dgg,rgguest to turn a circuit
breakérorfor g ‘i’snpta aéfado{}hsen th%eéwyl B?BVYh'An |ﬂﬁ{bﬁ r{'nﬁlﬁtenance state,

user reques a verl reques

the dit@uweire@mmmmaﬁcbn ¢i.e., taigeleapﬂmahonfﬁz imFIR 2wl §end a security
Furthernore, if the target conmputer (i.e., tar

brearaptﬂultdaemgestg)the ENCE &9 and eefiact tpep the]gqqu% Qb'ﬁsg\d@ﬂﬁn
the nai ntenance server to allow data loading at a tine

when theq ﬁ&mhcﬂe alifl; hBp4fnt 19'2 ordt ERnEé@”ﬁ%hgtaﬁf fhat multiple

the targe reach

mainteénames srabld ewtticmmlfn@)berpiomed ant theﬁﬁghttdét:k[ egole sitch being
or instruction. Another mai ntenance function that can

dedigated em@str@apentyea catggene refn @@'ﬂt@ﬂﬁﬂ%l funtionge Qrede | agrespective

malnﬁsrna?\ﬁ% ﬁctf?){nunaﬁ%m?tiv@vﬁlgre v CI H?r%(au@ ghg%( 'S QRI\@ thhitch in a

maintreaned namﬂut stars ethyehe ased o prihibit Al matendride funblicrak @icluding but
i ndi cat or control Ee‘nel that is displayed on the

not ligvted 4o gsrundhiesisa datadinad @adiaticuit braatker aceesspeci al
di spl ay application for circuit breakers is downl oaded

from a \fgyeind o siarhdd B3 HecABBIAN Mference to certain

aircraft e requesti ng nai enanc erm na

embddimeints; it vtnll be&ﬁid@rstdoé bY alyosepsKillezkihithe artwhatofariosis|chisages may be
a browser , i ncorporates the previously

madejasd ﬁqyé/almmyf%wb&slwtwmrsrnemb@m thelmfan@moua deparipg from the
scop@‘b?ltﬁé: ﬁ&bﬁpon’(‘"lb adlaﬁlohhﬁagl trggﬁﬁt?ﬁfontsr}né){ ?E rhddd adant a particular

require I nva reques reques

sﬂuaﬂ@m Mo aheltéadhlhﬂbr(ﬁaherlnmﬂlfn WtﬁoutSdep@b@ngtfrmntthéeessentual scope
he switch 56 is in an inhibit maintenance state,

therepﬁeTaefogret |tbrseyp(tgnd%ghat;élae dAvention, not fegdimited to the particular

emb@ﬁiep?%&@%&é%s’ tﬂ{a @&p@ge&ér{t @Sn%g?&‘faozrtec%gléﬁﬁrgy?lﬁ #firGHvention, but

that thedineshtian wilnisicludet albembbtinsénty|fdllibg withidthe/ sepnbe e appended
to a person skilled in the art that multiple

claimgai nt enance enabl e switches 56 nay be provided on the
flight deck, each switch being dedicated to a
respect|j\ Y, .t 0. B
" eSPeC i Yfie GHsEABE Yor WeofIBh M RARE S RE e Bl Sefting forth the

ordensumgskrwch‘rnertamnewpe shtabdiebeswerfohnem merrmenm@dl@lmms should not be
it state nay used to prohibit all nmaintenance
cons;ruﬂ@gq Eﬁpénre,th@q q]gpﬁ Be pgrformed i |n the order in which they are recited.



not limted to ground tests, data |load and circuit
breaker access. Wile the invention has been descri bed
WQRi20¢8/118%92r ence to certain enbodi ments, it wi | IPCHAIS2007/000824
understood by those skilled in the art that various
CLAIM®Nges may be nmade and equi val ents may be substituted
for nmenbers thereof w thout departing fromthe scope

of the § nvendi diskiis aty o
be. el U5 el PR8I LARBRAK AR es 16 AidtRN Bmprising
teachings of the invention wthout departing fromthe

essent i alswitch plispdsedewithinTanspatertbal tan e seeurdddot black entry by

unauiigeraATeOt <A sBiich. beinss Swbhabii pERias lisf eapcppd sttes for

|. | . .
espSGBH, et Bt RAGH PG csb b shherhE 898 sooond signa
disabiihgt hecegspdodsaid chetwoek, kaidt Isignalss dyeirg afmneund ifrorh  duplication by

| anguage in any nethod claimsetting forth the order
unaqﬂaprmamr%@}rie&i n steps shoul d be perfornmed, the nethod
clainms should not be construed to require that steps

be pefgmﬁfﬁﬁi 8GR in! dlait™ G0rth8F¥orAbfisin

recite systemtor preventing una%'t hori zed
access to a network, conprising a swtch disposed
wi t hi n & useadeterfage foaninpettingcarusert eqokest thatnar targst function be
. unaut hori zed persons, said switch being sw tchable
activgleOween first and second states for respectively
generating a first signal enabling access to said

net wor ky aggsta Sy | SRbl AdigafcCesy t i g i if

netvvorta, sgﬁ dcél nal s %@i@ﬁ%mﬁlr%griuztg fédgma%pﬁégattlgwwuncnon I
predetesmintedr onditionshavebelen satisfied: angst em as recited in

claim1l1, further conprising: a user interface for

inputting a user request that a target function be,.

acti vatbEeCRNECHmPUET dprBarmmEr g 3 guard fupgin whereby an
instngﬁioﬂ tbHcHPhte! 8414 targBt fJncﬂbﬁ‘i’@E@ﬁt”ﬂr&ﬁ%a‘i‘tP§ch§ﬁd38§mgﬁté‘? to said first

een satisfied, and a second conputer d progranmed to

commputef draaich ugenradiueshwas gaceined ahjle said switchuds inosaid dirst state, and a
| vate sai tar.(?et f.upction, i s, sent frogtsaid second

act , , ,
requesh RNl Benly SR Hsetintedtaga fsaid ISerieguastvas Lefqivgd while switch
isin%gsﬁééﬁéjﬁfﬂe,"‘hi le said switch is in said first state,

and a

wherein said first computer is further programmed to issue a fault indicator
signal in response to receipt from said second computer of an instruction to activate said
target function while said switch is in said second state.

3. The system as recited in claim 1, wherein said switch is manually
operable.

4. The system as recited in claim 2, wherein said network is aboard an
airplane and said space is within a flight deck of said airplane.

5. The system as recited in claim 4, wherein said target function is turning

on an engine or a motor on said airplane for purposes of testing.



5 request denial is sent to said user interface if
sai d user request was received while switch is in said
WORBUSYRat e, wherein said first conputer is PGI{UHRP07/000824
programmed to issue a fault indicator signal in
responge TRe'&§fterl ab’ Eit6di i SRMHANG, GBS safel ta?r@et function is
instruction to activate said target function whil
activatinigia sircuitbreiager 10 clesela siscaihaf saidaéplane. 3. The syst em
as recited inclaiml, wherein said switch is manually
oper abl . The s ste srcit din clai.m?2 erein. .
ob . nd dB e e et i vidtain i rgel Bicon is loading
data Wité & dorpitei SSteretsaf aiffae.ai T pl ane. 5. The system
as rean%d |%}§<t: ['ai m 4, V\h?%?eln said target function is
turning !5 on an engine or a notor on said airplane
for pur§obhs systelmasas rerited TnhelamysA ewheeein said e¢cond computer is
claim4 rein sai unction is ct vat.ing a
furthés pftammEd IR Beogh @ csrliebaintetnce rorania{ughone
7. The systemas recited in claim4, wherein said
target 4 UmRéi gittér_bgafiofed ! Blaiifit 8, WIRAERU AR S¥ERINcomputer
of said airplane. 5 8. The systemas recited in claim
commlse\sm madintesainde seamerd fadingrucempiising La ttlhwd compytempragrammed to

perfh Sberbfal Baridhdrge, FRDLANENGNRHR it of dnarlaagee terminal that

comrhBRieatésGAtPs4I8 rtth(P&ﬂS’thﬁfé? vt SE A ANBRERCS SENEF. -
further conprising a third conputer programed to

performa central nmaintenance conputing function and a
mai nt eridhcEhe systeml as acited doralaim datwkerngin lsasdausecond computer
third comn r‘lllter Vi nai_nt ena

comgr?&segn ma %r@r}cgd?qr%?@aprﬁgg@mm r)gftﬁer\;qewlg catlon for circuit

breal?ér%ﬁté%i d ﬁﬁ’ﬁlﬁhé S§eﬁd Gls‘ﬁdy’émléﬁfi& inebpotaindPs 08 'gRBPRinction.
a display applicati'on for circui't breakers on

sal d ai rpl ane, said display application incorporating
sal d guldr oA froetbod ofer preventingeumaithoized, astivationnef a target function

oo FRSASR G RNyl SDRFEn MRS g " ¢

follow ng steps: (a) placing a swwtch within a space

aboar d (apprciigba kRiteh afithdt @sbbéé abaard>§aid Qﬁémlécblhﬁorm that can be
bl ock entry by unauthorized persons, said switch bein

secursdl ta bigiskeeniat by ainauthorized persons, said switch being switchable between
first and second states and being connected to said network;

(b) generating an instruction to activate said target function;

(c) activating said target function in response to generation of said
instruction while said switch is in said first state; and

(d) generating a fault message and not activating said target function in
response to generation of said instruction while said switch is in said second state,

wherein steps (b) through (d) are performed automatically by components
of said mobile platform that communicate via said network.

12. The method as recited in claim 10, wherein said switch is manually
operable.

10



first and second states and being connected to said
network; (b) generating an instruction to activate
WeeB/41830get function; '0 (c) activating said P&IFSR007/000824

function in response to generation of said instruction
while s@ q’h%"‘l;nteﬂ?bd 8s rékited il didih®§0SvRbRsin 384 MBbile platform is an
generating a fault message and not activating sard

airpldner @red sdidspace s withinasfligitsdeckof gaitcaigglame of sai d '
instruction while said swwtch is in said second state,

aut orat e e, gihed s fetes” o SmE £ WRBTAIn s defast function i
e

operabl e. 13. The nethod as recited in. claim 10,
wher ei M5salke modthod a8 aeditednin slaim &2 plherain ssaid dargit function is
. space s wthin a flight deck, of said ai rLﬁ'lt ane. 14. .
activatng aetregtoreakertd ¢leee A cirevihpheaid airprasee furthes campsising: the step of
dowrlo&ihy 2k ay APPIcHicRToPBrBIEbRRKRFS foffth Sprveh apaRi said airplane
to a whatntehancetednial gohnéotedt toasaid hebwdrky athierain astep (Buistperformed by
. breaker to close a circuit of said airplane, further
said dispigyiapplieatiale step of downl oading a di spl ay
application for circuit breakers froma server aboard
sai d aiqgl ' W Ha A L
22 d ndhorte Mened B Reclar i e 12 reREREAE takRt function is
loading slataintaa gbmpaterwf.saltl difplarid eiansdidvndtvaskr eci ted in
claim 12, wherein said target function is | oading data
into a conputer of, said airplane yia said network. 17. i
The et od EsTeUIaG 8sirecioe By 2 wBeiei, S5t lauk massage is sent
. _ . Do _
to a GRAGARE abBatriia foBne Wilis Hhodthe 17blrBink Bl @ffal maintenance
computimgdunctprf unction. 5 18. The nmethod as recited in
claim 12, further conprising the step of determ ning

the state of sai itch in respanse_tq receipt qf, a
user 1 dfuetie Retied; v recled in (daimkr 2r (WEReToROMRREG; the step of
deteﬁrﬂhﬂlg' e tdtael 60shid witeh! i 3b8pGitiedio! @c@@g c{fo‘é”gséror%qhést to activate

generat ed, absent tanpering, In respon
said thrget funotan, wherbi sadiinbtristion o astivate saiditargetfunsticat is generated,

absent tampering, in response to a determination that said switch is in said first state
when said user request is received.

19. An airplane comprising:
a space that can be secured to block entry by unauthorized persons;

a switch disposed within said space, said switch being switchable between
first and second states;

a subsystem for performing a target function;

a first software module for activating said subsystem only if an instruction to
perform said target function is received while said switch is in said first state; and

11



when said user request is received. !0 19. An airplane
conprising: a space that can be secured to block entr
W0 3%0%0r i zed persons; a switch di sposed w PRITASIY7H00824
space, said switch being swtchable between first and
second aséééfo‘ﬁa?soﬁyv%'r@ﬁibﬁtﬁéﬁd‘rgferf@%f [ dyiardAuheiditih the absence of
function; '5 a first software nodul &€ for activating
tampedngl sait sguard rfunction icomgprisingstheusteps roft senaimg @anninstruckion to said
target functjon is received while said switchis in .
secoud sffiwere ModuR 1o e SEEb IR JFOGHIrLIh Sa0pas4 By réceint of a user
requ%%‘frtf)gﬁéﬁ&ﬂw QaHU%?getffglﬂgfiérﬁ’VvHila 4di¢ SIRANSSNNaid first state, and not
anperi1 ng, sald glar unction conprising the steps o
sendingralich@nsinstractionliatresporise teaedeiptoba dseoriequestorpetiorm said target
to performsaid targef function in response to receipt
functign ‘gh'l?siﬁ'd ﬁ\é’&%&'nb%“{)%‘?%\drﬁ@t&i: d target function

while said switch is in said first state, and not

sendi n d Wk j ' i

ST er GRS TS il GRAAES 4 A BLgigetin coos o
activatei shid wubsyster if andastrlctiondo pestonnesaigMianget furstion is received from

) Eirst sof tware nodyl e generates a fault nessage and

said Hist soffware,padulg whilgis@ic swigR i saidsecondtstate; sald taylt message
« . | .
incicifig L aif et AEtion HAE bpBA cirbyEelali corb .

second state, said fault nessage indicating that said

guar d f20nctheoairplanebas mecited inmctdimne 88 o wheeaiprsaid teryet function is

.20. The airplane as recited in claim18, wherein said
turning;eRy ap engine PTehMalon QN $RiA@IBIANGn engi ne or a notor on

said airplane. 2 1. The airplane as recited in claim

18, wheysei [ r getenfitidctd QS 18! Qi i 116 kN i i

br eake%ﬁénfhse;iggslghap?gr{g&%?d $';ééﬂnai1§’plg\g‘ﬁ2& 223 ér?dcjactlaatﬁeeg function s
closingna cireiitroreikenbe seidraigaank.t ar get function is | oadi ng

data into a conputer on said airplane.

22. The airplane as recited in claim 18, wherein said target function is
loading data into a computer on said airplane.
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