W RELESS PERSONAL AREA NETWORK HAVI NG AUTHENTI CATI ON AND ASSOCI ATED
METHODS Field of the Invention [0001] The present invention relates to the
field of wreless networks, and, nore particularly, to systens for

provi ding authenticated proximty access to wireless networks and rel ated
met hods. Background of the Invention [0002] Electronic conputing devices
have i ncreased productivity in the workplace by enabling the easy
transportation and transm ssion of data. However, the easy transportation
and transm ssion of data has also created problens for those tasked with
protecting an organization's confidential data. [0003] To address this
probl em a nunber of authentication nmechanisnms such as card readers,
bionetric sensors, and fob keyless entry devices, and the |ike have been
devi sed. The use of such authentication nmechani sns can provide an

organi zation wth control over user access to an electronic device as well
as control over user access to data on the electronic device. For exanple,
U S. Patent No. 5,610,981 to Money et al. discloses a | secure conputer
controlling the access to data storage devices via a card reader. [0004]
U.S. Patent No. 6,003,135 to Bialick et al. discloses a device that
communi cates with a host conputing device to enable one or nore security
operations to be perforned by the nodul ar device on data stored within the
host conputing device, data provided

WIRELESS PERSONAL AREA NETWORK HAVING AUTHENTICATION AND
ASSOCIATED METHODS

Field of the Invention

[0001] The present invention relateg to the field of
wireless networks, and, more particularly, to systems for
providing authenticated proximity access to wireless

networks and related methods.

Background of the Invention

[0002] Electronic computing devices have increased
productivity in the workplace by enabling the easy
transportation and transmission of data. However, the
easy transportation and transmission of data has also
created problems for those tasked with protecting an
organization’s confidential data.

[0003] To address thig problem a number of
authentication mechanisms such as card readers, biometric
sensors, and fob kevyless entry devices, and the like have
been devised. The use of such authentication mechanisms
can provide an organization with control over user access
to an electronic device as well ag control over user
access to data on the electronic device. For examplé,

U.5. Patent No. 5,610,981 to Mooney et al. disclosges a




fromthe host computing device to the nodul ar device, or data retrieved by
the host conputing device fromthe nodul ar device. [0005] U. S. Patent No.
6, 763,336 to Kolls discloses a universal server that wirelessly networks a
plurality of portable digital devices to an electronic conmerce term nal
The system can include authentication mnechanisnms such as a smart card
reader, a keypad, a nmgnetic card reader, or bionetric sensors. [0006]

U S. Patent No. 6,715,679 to Infonsino discloses a universal card that can

be depl oyed as_an_access card. A versal card reade can read the
uni versal card and t e wni vercsoélltr(?;iﬁ&n?eggsragﬁﬁssc% A€ Fh vari ous

el ectroni c deg¢esesuctn as dard eleldlear. tel ephone, a personal d| gital
assi stant,- or ersonal conputer. The universal card reader includes an

interface thaff %‘§ be & Wir&dtieHteMNPacs, 087 43R FRIBRI 15 &H fdce such as

an antenna f ogi §@reaLL catddng od %h%m%d'c%mm\&ﬁ‘,{@ﬁtégd&%haa{‘ ndHy ar ed
comuni cations interface. [0007] U S. Patent No. 6,732,278 to Baird, Il et

al . discl ose@OIEPW%éiEF‘@rC%rt&/ﬁ@laﬁéea@é@sQrt worereavtBisi te. Access to

t he device i S%I?@f%ﬁ§1rt%’% g%ow gpn%rat ‘5}?%}18%08119&1?5 e\pllq:ré {Eﬂ]entl %h a user

password and trics are e device ce au cat ed,
t he devi ce 2 authediwiEshiacrdess hosta coewotengi tleviee g. dataa vatowsiidesl or a

server on a Igcatl]rl re nect (ﬂ;%ut %00§8VlUnf8rtgﬁatel suc({n conventl onal

systens have & er b SNGS Y 1 ESr FPnst Nt ohe £ iSer 9s

signed onto a@ameﬁéu:m-\eecdew the thetusempasinged@rice from the
modular device.
[0005] U.S. Patent No. 6,763,336 to Kolls discloses a
universal server that wirelessly networks a plurality of
portable digital devices to an electronic commerce
terminal. The system can include authentication
mechanisms such as a smart card reader, a keypad, a
magnetic card reader, or biometric sensors.
[0006] U.S. Patent No. 6,715,679 to Infonsino
discloses a universal card that can be deployed as an
access card. A universal card reader can read the
universal card and the universal card reader can
communicate with various electronic devices such as a
cellular telephone, a personal digital assistaﬁt, or a
personal computer. The universal card reader includes an
interface that may be a wired interface, or a wireless
interface such as an antenna for communicating via radio
waves and/or an infrared communications interface.
[0007] U.8. Patent No. 6,732,278 to Baird, III et al.
discloses a device for providing access to a remote site.
Access to the device is gained through an authentication
process during which a user password and biometrics are

provided to the device. Once authenticated, the device




signed onto the electronic device even though the user walks away fromthe
el ectroni c device. Another shortcomng is that a user usually has to be
aut henti cated for each device that has an authentication nechanism
Summary of the Invention [00091 In view of the foregoing background, it is
an object of the invention to provide systens and nethods that provide a
proxi mty authentication nechani sm between short-range wirelessly
comuni cating el ectronic devices. [00101 This and ot her objects, features,
and advantages. ., n accordance with the invention are provi.ded, by a
W rel ess per 5%1?1% “ared e Cv\’bsﬁ(\@f)\/\ﬁAﬁfmg;%gt g%nE?hé?'gi nct uwaeebs Sa'{‘tﬁl %’Fafai ty of
WPAN devi ces sistwigr encraydicechl wrieal agsweeRrmuni cati on t her ebet ween when in
an enabl ed sLate and not mﬁreleszl connunicatingomhen in a disabled

| ea IFc

state. At P08k of YHEOTRERRTGSVI c 88Chr EPBYSBF{OREhrpfi Eds LAKEAR

identity readghimber seafidid *miheast @Be ihderhbéyihgedaf amRieriOf a user
and for confirmng that the user is an authorized user based upon reading
the at | eastSH¥eeqd dei 13 i) SFaramaredevTiRe  WPAR ReRtGaly ramedder may al so

i rel | i i | . i itch th
Wwrelessly co &ale ML al oo %hﬁ”ﬁevﬁ?kgg]%xé%f?@%@’%g@ QM tc e

at | east one other WPAN evice fromthe disa e enabl ed
state based wpbes cordy rimain dihet edecthrondsedevscan adnditrérzed user. 3

Accordi ngly, h icated proxi mty access-in WPAN . systemi s
advantageousl%ﬁ%ﬁéﬁ§éﬁfg[%ﬁﬁ%ﬂéﬁTﬁeu Fﬁr&???%agf YAl Jgaices may have a
i mted commuaiitiadminincd ) e anealdhe datrikeaghaonkrast Lrauthentication

mechanism.

Summary of the Invention

[0009] In view of the foregoing background, it is an
object of the invention to provide systems and methods
that provide a proximity authentication mechanism between
short-range wirelessly communicating electronic devices.
[0010] This and other objects, features, and
advantages in accordance with the invention are provided
by a wireless personal area network (WPAN) system that
includes a plurality of WPAN devices using encrypted
wireless communication therebetween when in an enabled
state and not wirelessly communicating when in a disabled
gtate. At least one of the WPAN devices preferably
comprises a WPAN identity reader for reading at least one
identifying parameter of a user and for confirming that
the user is an authorized user based upon reading the at
least one identifying parameter. The WPAN identity
reader may also wirelesgly communicate with at least one
other WPANW device to switch the at least one other WPAN
device from the disabled state to the enabled state based

upon confirmation that the user is an authorized user.




WPAN devi ce when in the enabled state switches back to the disabled state
based upon novenent beyond the |imted comunication range with the WPAN
identity reader. The WPAN system further nay include an identifying token
carried by a user and the WPAN identity reader reads the identifying token
when in proximty thereto. [0012] The WPAN identity reader may continue to
W relessly communicate with the at | east one other WPAN device to maintain
the at | east one other WPAN device in the enabled state as |ong as the

identifying token is in proxim.t o.the WPAN identity reader. The
dent 111 ng RORGS HuRGETERGS BAGHYBE PO dareE ol A G078y &
substrate andgjyde=ncd yiv=01t dabasngy ehabllugde at [ east one of a public and

private encryption key. [0013] The at | east qne other WPAN device nay be
operabl e to pEPttl userTparlarieds tvhefeBFPANNERVIFCT HRAY 1R &d state. The

at | east one D{here YRANASNI GR iTRY rB8ge0RRRAPhE HPOTASE o RN dDhe! a
password in addition to being in the enabled state. The WPAN devi ces nay

W rel essly coffdiidetecasineg amBlthet eoehlpdocbabe awmdldres dareddral
| nf ti P ' d.(ELRS ' i qt.ocal . At
ntormation %1&% e&fp%.eﬂglef% aé?:dagc;e \}R%Rﬁd dégoﬁo%b!aﬁ@ht erpcgj%&?ci 'tq{len%rl%%%‘&a

| east one of urality Ices may Inc e a conputer,
printer, a scanmennicatCanensnge bdrtbodbesW@RNeldeat A plhadadd?osi theni ng

System (GPS) ‘g ice,SEa &L Sal al_ di it.aIC ssi st ant ajr:.'Id. a vg rel ess email
device, for e g%%l%\’ EF@O‘%%”] e "ARANT &Eﬁﬁ £ F@ﬁ%‘é?’ Y ¢S se a ‘
portabl e houstagraed I reagdair ead it Wpahedpatiepl eedadwusdanty fdre readi ng
the at | east one identifying , oo
identifying token when in proximity thereto.
[0012] The WPAN identity reader may continue to
wirelessly communicate with the at least one other WPAN
device to maintain the at least one other WPAN device in
the enabled state as long as the identifying token is in
proximity to the WPAN identity reader. The identifying
token may further include encryption data carried by a
substrate and the encryption data may include at least
one of a public and private encryption key.
[0013] The at least one other WPAN device may be
operable to permit user operation thereof when in the
enabled state. The at least one other WPAN device may be
operable upon user entry of a password in addition to
being in the enabled state. The WPAN devices may
wirelessly communicate using a Bluetooth protocol and/or
a Federal Information Processing Standard (FIPS)
compliant encryption protocol. At least one of the
plurality of WPAN devices may include a computer, a
printer, a scanner, a camera, a barcode scanner, a Global
Positioning System (GPS) device, a personal digital
assistant, and a wireless emalil device, for example.
[0014] The WPAN identity reader may comprisgse a

portable housing and a reader carried by the portable




paranmeter of a user. The WPAN identity reader may also include alimted
communi cati on range WPAN transceiver carried by the portable housing. The
WPAN i dentity reader may further conprise a processor carried by the
portabl e housi ng and connected to the reader and the |imted conmmunication
range WPAN transceiver. The reader may include at |east one of a nmagnetic
stripe reader, a snmart card reader, and a bionetric characteristic reader
for exanple. [00151 A nethod aspect of the invention is for operating a

WWPAN systemthgtsi ncl C)dresr %cﬁl %{‘A%kl ty Oﬁ'n WPAN devices, wi,th at | east one of
the WPAN devi Q88 Tsiiig T EMPRR PlehErEy YRadete ™ THe’ 15t hod may i ncl ude

using the WAAN-dkeddd tof reades .f orneerdhNgi@ént Bastrai®ed @dent iaflygobng
paranmeter of a user, canfirmng that the user is an __authorized user based
upon readi ng tHELUEE |FedsiMisse CONRNPLFFE AR paradRt BFAN driPTRAGSdvESs| v

communi cat i ngcé(\@:?fbd @:Sy |t€}fé'3tpd¥&_%b91éhﬁbu¥\fr’1\%‘. deyih& erbAy Slvﬂézﬁﬂttyhe at | east
one other WPAN device froma disabled stafe to an enabled state based

upon confirm ¥epdee nperfyEhey gompsipged pPugeessThecaniriashdty ¢ie ot her
WPAN devi ce Aol i r nicat i i n.the enabl ed
By il gflgis)’l d .y c%hﬁ%é\%ﬁfi”% El?%efé)zgié@e%hd e

state and not"wr co ni-cati ng enin Isabl'ed state. Brief
Descri pti on ofiniheedrawmysicatQobs rakb6 WPANSt pasedeirtyr ¢ dilegrraadefr t he
according to the invention 00171 FIG

WPAN system for proximt ccess :

2 is a schemdttt Hadidindr TREVERR Ofy&t BRPERbuN TIF FIG B9 uét r ati ng

t he WPAN devi eéesrt ncamh enaldred asidatebiometric characteristic reader,
for example.
[0015] A method aspect of the invention is for
operating a WPAN system that includes a plurality of WPAN
devices with at least one of the WPAN devices comprising
a WPAN identity reader. The method may include using the
WPAN identity reader for reading at least one identifying
parameter of a user, confirming that the user is an
authorized user based upon reading the at least one
identifying parameter, and wirelegsly communicating with
at least one other WPAN device to switch the at least one
other WPAN device from a disabled state to an enabled
state based upon confirming the user is an authorized
user. The at least one other WPAN device may use
encrypted wirelegs communication when in the enabled
state and not wirelessly communicating when in the

disabled state.

Brief Description of the Drawings

[0016] FIG. 1 is a schematic diagram of the WPAN
system for proximity access according to the invention.
[0017] FIG. 2 is a schematic diagram of the WPAN
gystem shown in FIG. 1 illustrating the WPAN devicesg in

an enabled state,




5 [0018] FIG 3 is a schematic diagramof the WPAN system shown in FIG 1
illustrating the WPAN devices in a disabled state. [0019] FIG 4 is a nore
detail ed schematic bl ock diagramof a WPAN identity reader as shown in
FIG 1. [0020] FIG 5 is a schematic block diagramof an alternate

enbodi nent of a WPAN identity reader as shown in FIG 1. [0021] FIG 6 is
a flowchart illustrating a method according to the invention. [0022] FIG
7 is a nore detailed schematic block diagramof an alternate enbodi nent of
a WPAN devi ce ceor di o.the inventio tailed ri of the
ot orrod. EvhfRER! ¢ W4 15 a SR Be AR TR G B Seser b
more fully hegedtnad tsirowzm tin raler enge 1ttt hei Ag ctlp arBAN Glevdicad [igsa in

whi ch preferrg elgfﬁ%gl ments of the invention are shown. This invention
may, however ,%H&# %S n many different forms and should not be

construed as r¢oiated trod he grbedipeat aeﬁgilé@ré&é}ﬁ‘d@i@ biRather, these

enbodi nents are provided so that this disclosure wll be thorough and
conpl ete, anddiggram @f 2 cﬂﬁ%}dﬁﬁélt¥cﬁﬁéd©¥ apeshowentt dH Q-0 i-hose
skilled in thegggds Li | ers Lehehatc! LXs-£! & tcpn'r ayghout, and
prime notation IS use to in icate simlar elenents ternate

enbodi ment s. §D02d}atRefadddigenti tifakl YPAY Edieitjltytzrmdtfasms shanvponent s
and |nterconnect%lo(5|s ff a wreless personal area network (WPAN) system 10
for authenticat proximty

[0021] FIG. 6 18 a flow chart illustrating a method
according to the invention.

[0022] FIG. 7 is a more detailed schematic block
diagram of an alternate embodiment of a WPAN device

according to the invention.

Detailed Description of the Preferred Embodiments

[0023] The present invention will now be described
more fully hereinafter with reference to the accompanying
drawings, in which preferred embodiments of the invention
are shown. This invention may, however, be embodied in
many different forms and should not be construed as
limited to the embodiments set forth herein. Rather,
these embodiments are provided so that this disclosure
will be thorough and complete, and will fully convey the
scope of the invention to those skilled in the art. Like
numbers refer to like elements throughout, and prime
notation is used to indicate similar elements in
alternate embodiments.

[0024] Referring initially to FIG. 1, the basic
components and interconnections of a wireless personal
area network (WPAN) system 10 for authenticated proximity
access in accordance with the invention are now

described. A WPAN igs a wireless personal area network




access in accordance with the invention are now described. A WAN is a
wirel ess personal area network 6 that enables the interconnection of WPAN
devices that are wthin proximty of each other. The proximty range is
normal |y about 10 neters between WPAN devices, or a few kiloneters between
a WPAN device and a central server, for exanple. Technical specifications
for some WPAN devices can be found in the | EEE 802. 15 standard and ot her
simlar standards as will be appreciated by those skilled in the art.

[ 0025] The WPAN ,syst 10 0l lustratively inclu | uralj f _VWPAN
Hevi cbs 1oa. TR I WPANT e TEE Ryt rer bt ARl Bt whetaare
housi ng 16a- IGiklant prespdaati vwE karht edhe®nMmMuThe ab i niiang e ANBAN 1 ¢
transcei ver 14a-]]rd carried by the cgjrrespondig{g ortabl e housing. Each
linited conmutPca MAPRREEF SnOBEFGET WHAY 199V 19RE, e % TF¥spect i ve

antenna 28a- 28fh angk ey e weapabl qpaff ae0SEXPEEE £ LatdaneQver |inks
22a, 22d. Each WPAN device 12a-12d may al so include a respective

processor 18afagccxainlied Hedhdcedr sSFoAArADL PP t BN SOURDIEIMAY 16a- 16d

and connecte ] i ni.¢at i r e javer l1lda-14d.
[0026] One o?d% :Eé%/\%él\%%ngﬁegggﬁf&s [ :tg%t rhgfﬂ;ﬂvgpg%w%él\cﬁl e;at%lc%/y r eader

12d that ill usthet isielylamdtedeerds reavel12Dd gapreethind tthe ghoseabl e
housi ng 16d a&gilfocl{miergt %de taortt_he processor 18d. The reader 20d can be
used for reading at- | dast “orfé i'dentifying paraneter of a wuser, for
exanpl e. The (eaziey 20drEaWIRONRRistematlol eattistoaeivély iragneidsc astri pe
reader, a Smlgiurga?{:{jtyr eo eWI”PANargldevices 12a~12d. Each WPAN device may
include a respective portable housing l6a-16d and
resgspective limited communication range WPAN transceiver
14a-14d carried by the corresponding portable housing.
Each limited communication range WPAN transceiver 14a-14d
may use a respective antenna 28a-28d and may be capable
of encrypted communications over links 22a, 22d. Each
WPAN device 12a-12d may also include a respective
processor 18a-18d carried by the corresponding portable
housing 1l6a-16d and connected to its limited
communication range WPAN transceiver 14a-14d.
[0026] One of the WPAN deviceg is illustratively a
WPAN identity reader 12d that illustratively includes a
reader 20d carried by the portable housing 16d and
connected to the processor 18d. The reader 20d can be
used for reading at least one identifying parameter of a
user, for example. The reader 20d may comprise at least
one of a magnetic stripe reader, a smart card reader, and
a biometric characterigtic reader as will be appreciated
by those skilled in the art. The WPAN identity reader

12d. may further include a memory 24d connected to the

processor 18d4.




a biometric characteristic reader as will be appreciated by those skilled
inthe art. The WPAN identity reader 12d.may further include a nenory 24d
connected to the processor 18d. 7 [00271 The WPAN devi ces 12a-12d use

encrypted wirel ess comunication over |inks 22a, 22d therebetween when in
an enabled state and do not wirelessly communi cate when in a disabled

state. The WPAN identity reader 12d is illustratively provided for reading
at |east one identifying paraneter of a user and for confirm-ng that the

user is an au ized er upon _r eadi the identifvin ranet er.
e A | danlO84TT oo, R JRAREACNARR " 230l 00a [Fe Licidd IRRALAI BT
one ot her WPANmmevi €t ilda-ch2a lankw teh,t hedathéedsd twoersn altfzer INPAN

device fromthe djsabled state to the enabl ed. state based upon .
confirmation THRIEhS RS 3¢ 4R &etth&y.lffféasaégrf?om%w%ﬁ%gﬁgﬁn in a

aut hent i cat edd P&aX] &l tk HGLES THe WA V_\B_éHtiﬁ%ﬁ%@éﬂiéP 153 advant ageousl y
enabl ed. [OOZSi%A nore detail ed explanation of the operation of the WPAN

system 10 i s kbt ¥l ¥ Ioh Rrepddedc doro TPRESNI 2at akrR: ke WPAN devi ces
circlos 30a S0h D00 P S AA devroae o gy SHGH Bl cate
as will be apphecieted Hyar koddoghizededsienm bahedaupon Foradixanyihe, when t he
IO e | SRR i F09% o GRS Oy WA g and
t her ebet ween ahen wirelesslgbleetnsidicataswieanatnl&hér ore duheaddivzion, when
VPAN devi ce 1§§vl§eeﬂﬁgkﬁﬂ:%Qgé%H%ch the at least one other WPAN

device from the disabled state to the enabled state based

upon confirmation that the user is an authorized user.

Accordingly, authenticated proximity access in the WPAN

system 10 is advantageously enabled.

(0028] A more detailed explanation of the operation of

the WPAN system 10 is explained with reference to FIGS. 2

and 2. The WPAN devices 12a, 12b, 12d each have a

limited communication range indicated by range circles

30a, 30b, 30d in which the WPAN devices are able to

communicate as will be appreciated by those skilled in

the art. For example, when the range circle 30a overlaps

the range circle 30d, the WPAN device 12a and the WPAN

identity 12d use encrypted wireless communication link

22d therebetween when in an enabled state as seen in FIG.

2. In additicn, whern WPAN device 12a is enabled and the

range circle 30a overlaps range circle 30b, the WPAN

device 12a and the WPAN device 12b use encryptéd wireless

communication link 22a ag also seen in FIG. 2.

[0029] As shown in FIG. 3, when the range circle 30a

does not overlap the range circle 30d, the WPAN device

12a and the WPAN identity 12d do not use encrypted

wirelegs communication link 224 therebetween and WPAN




range circle 30a overlaps range circle 30b, the WPAN device 12a and the
WPAN devi ce 12b use encrypted wireless comrunication |link 22a as al so seen
in FIG 2. [00291 As shown in FIG 3, when the range circle 30a does not
overlap the range circle 30d, the WPAN device 12a and the WPAN identity
12d do not use encrypted wreless communication |ink 22d therebetween and
WPAN 8 device 12a is not enabled. The communications |link 22d is no | onger
operative as indi cat ed by the "X". In addition, the WPAN device 12a is not

enabl ed even hou the ran | 30 overla ran i rcl.e 30b.
Thal! Toan doieet e 24s 4 AR eRrbiss: oo tnsy SRRt i 35 ok, B2k
W rel ess conmmlﬁcatlcﬁ{gézvefpetrae1Ivian&522ﬂdld:ate@tlls~_,ertwwr‘ds, wen the range

circle 30d no Ionger overla the range circle 30a, the WPAN device 12a
can no | onger2d¢miRihi D{))ﬁgt[‘]h dENECAPARR| HBNEPE yeRakiRd esp though result,

the WPAN devige. g@kﬁ"cldé sahl edeang Ehtﬁe NBYng&l So-disakie t hgeWPAN
devi ce 12b. [00301 ferring now to Gp further details of the WPAN

system 10 ar eWeddp| etk THse a‘wiANhgnyél?ﬁ QEGViGﬁEth%b mghglaiderean
e YL LR UL ke A0 O PO S Sy 12
identity readcetheﬂzwbm;s/ @\dﬂm the tfanwerehesiséﬁ@@mmlrﬁcmges: wivdr lbpe at
| east one ot her WPAN devi c mai nfhai e a;tr one ot her WPAN devi ce
1 the onabl e SR SE TS 905 nanei HER BT AGS: bi oz 1% JeRaPoxi m ty
to the WPAN Id@ﬁtﬁmrﬁ:b/catl’eeaﬁejh 12e. w[p@miaeﬁ@ispoy\@adéktmﬂ I Imtar ated
enbodi ment, t£§%ult, the WPAN device 12a may be disabled and this may
also disable the WPAN device 12b.
[0030] Referring now to FIG. 4, further details of the
WPAN system 10 are explained. The WPAN system 10 further
includes an identifying token 32 carried by a user and
the WPAN identity reader 12d reads the identifying token
32 when in proximity thereto. The WPAN identity reader
12d may continue to wirelessly communicate with the at
least one other WPAN device to maintain the at least one
other WPAN device in the enabled state as long as the
identifying token 32 is in proximity to the WPAN identity
reader 12d.
[0031] As shown in the illustrated embodiment, the
identifying token 32 may further include encryption data
34 carried by a substrate 38. The encryption data 34 may
include at least one of a public and private encryption
key as will be appreciated by those skilled in the art.
[0032] The at least one other WPAN device may be
operable to permit user operation thereof when in the
enabled state. The at least one other WPAN device may be
operable upon user entry of a password in addition to
being in the enabled state. The WPAN devices may

wirelessly communicate using a Bluetooth protocol and/or




identifying token 32 may further include encryption data 34 carried by a
substrate 38. The encryption data 34 may include at |east one of a public
and private encryption key as will be appreciated by those skilled in the
~art. [00321 The at | east one other WPAN device nay be operable to permt
user operation thereof when in the enabled state. The at | east one ot her

WPAN devi ce may be operable upon user entry of a password in addition.to
being in the enabled state. The WPAN devices may wrelessly comunicate

using a Bl uetoq rat Qcal and/ or a Federal _|nf t n, ProceSS| ng
St andard (P FoyF Sueih | iHorBRE Bt PEACR 6t B of et el Ble of & he

plurality of e @ﬁr%)flbﬁchQEOQOEOWDMEeIea@: cﬁ{é Mfekhed Scanner, a
canmera, a barcode scanner, G _obal P03|t|onhﬁg System (GPS) device, a
personal di giREraladsi QfaﬁﬁPANaﬁGVécﬁFr BREsENeHEe YSAHBILSFor dexanpl e.

[00331 An alt ﬁﬂ%@r e@%@a‘i‘iﬁ%& OB éaM\é’ P deplidyge r&adalerl2¢, G'l%b%im ai ned

with additio reference to Thé WPAN identity reader 12
i |l ustrativel §osityginides Safsmemnéﬁi?ﬁo\, éhuiaet ealmrwrmladielrglzt@d I nthis

enbodi nment béorreé a{rfﬁf%%fof%t erlsiil?% readei gev cé éor g’?‘[?f rmof a
e & y

fingerpri nt sENSOF a from Sensor is p’rocesse t'he processor
18d' for det e[mo:m]ng axmmtla:terhatweembadment)lda;edaawmrmdasertlp:qrrson and t he

person presentl his finger 41 on tg SEenso wi || e
appr eci at ed b’&e%lq%% %Cﬂl e PhatRs%arti th 8 gﬁ“il%" t%%@ct “f the
invention is g, peraid ngpathe dMBRONcsYsbaae2012a0d i Bluyydaseibed with
reference to the flowhart 43 of FIG 6. The nethod is ]
includes a biometric characteristic reader 204’. In this
embodiment, biometric characteristic reader 204’ is in
the form of a fingerprint sensor. The data from the
sensor is processed by the processor 184’ for determining
a match between an enrolled authorized person and the
person presently placing his finger 41 on the sensor as
will be appreciated by those skilled in the art.
[0034] A method aspect of the invention is for
operating the WPAN system 10 and is now described with
reference to the flowchart 43 of FIG 6. The method is
for establishing encrypted wireless communication between
a plurality of WPAN devices when in an enabled state and
not wirélessly communicating when in a disabled state.
At least one of the WPAN devices includes a WPAN identity
reader. The method starts at Block 45 and includes
reading at least one identifying parameter of a user at
Block 46 using the WPAN identity reader. The user can be
confirmed as an authorized user based upon reading the at
least one identifying parameter at Block 48. Then, the
WPAN identity reader wirelessly communicates with at
least one other WPAN device to switch the at least one

other WPAN device from the disabled state to the enabled
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for establishing encrypted wireless communi cati on between a plurality of
WPAN devi ces when in an enabl ed state and not w relessly comrunicating
when in a disabled state. At |east one of the WPAN devices includes a WPAN
identity reader. The nethod starts at Bl ock 45 and includes reading at

| east one identifying paraneter of a user at Block 46 using the WPAN
identity reader. The user can be confirned as an authorized user based
upon reading the at |east one identifying paraneter. at Bl ock 48. Then, the
WPAN i dentity trq:adﬁ)r vvidr el essl§ gom‘runi cates with at | e%t one .ot her WPAN
device to switeh T heSa™ 'E58t “CRET Bt Hdr “WpARP T v TS Foth THE “G s abl ed
state to the @bl @k stoat.e based upon confirmng the user is an

aut horized wuser (Block 50). [00351 The operation of WPAN_system 10 can be
affected by HI4F3r ent BseCREr8haP pafa Ve P RAR B ehderEsd at

Bl ock 52. Forpexgidherdth@piddtabhby hrVRANLACVIGeS-h TRy, hrvenackeri ted
communi cation range as descCribed previously. The nethod may further include

checking to ®edidchk IR | i Acregxeonitni thei phurahifer off HRANWPANICEgentity
et hod | nol Ui SEFER gt entintbRstdt r A G IR en i n (e
enabl ed st at eprévaickudly .t hehdi sebhed shgt fuathd&t otkeBble [O@36Enanobher
oper at onal PALATE Sl 0 MIEEKER St oo PLaSH B2k Sl Tl ety Loken
mai nt ai ni ng tiderideasdadyie eishpeePANCdedegeat B1dek m=nablmd télkeat e may be
Mai ntai ned asréégg)fgséig%eded, then the method includes switching the

at least one other WPAN device when in the enabled state

back to the disabled state at Block 56.

[0036] Another operational parameter to be checked at

Block 52 is if the identity token is still proximate the

WPAN identity reader at Block 58. If so, then

maintaining the at least one other WPAN device in the

enabled state may be maintained as long as the

identifying token is in proximity to the WPAN identity

reader. If not, the other WPAN device is disabled at

Block 56 before ending (Block 57).

[0037] The at least one other WPAN device may be

operable to permit user operation thereof when in the

enabled state. The method may further include requiring

user entry of a password in addition to the at least one

other WPAN device being in the enabled state for the at

least one other WPAN device to be operable.

[0038] Ancother example of a WPAN device 1000 that may

be used in accordance the present invention is further

described with reference to FIG. 7. The device 1000

includes a housing 1200, a keyboard 1400 and an output

device 1600. The output device shown is a display 1600,

which is preferably a full graphic LCD. Other types of
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identifying token is in proximty to the WPAN identity reader. If not, the
ot her WPAN device is disabled at Block 56 before ending (Block 57). [00371
The at | east one other WPAN device may be operable to permt user
operation thereof when in the enabled state. The nethod may further
include requiring user entry of a password in addition to the at |east one
ot her WPAN device being in the enabled state for the at |east one other
WPAN devi ce to be operable. [00381 Anot her exanple of a WPAN device 1000

1AL T e SRS SAICE e PLESED L NEN 9D 5 GG pdeccr bed

keyboar d 1400d@nthan gt AW cotewiaedlf@onhi AhehoWdutidevione shawisi s a
di splay 1600, which_is preferably a full graphic LCD. . G her types of 11
out put  devi ce2CYRIEDIREMeSTe (e ECYPPPFFed% 0A PR R i HFP 1w ite801800 i s

contai ned w tfihd $A8-NOUSING140Q 38do! SonELYPE SthdeIyEBaN: ilie Jeeyheard 1400

and the display 1600. The processing device 1800 controls the operation of
the display ds@@lanslafd, ags weld everhk| ovperbl | aredtidie ofmibiel e devi ce

1000, in [ eSnanse 4 0uEUALI O of; kers 0hcc! e kevboard, 140G,y the user .
ga Y, rnmay

[ 00391 The houSing 1 may be ‘el"On verfica ake on ot her
si zes and shapes Keyimdaudi rigt 00cbgnthel hsbousi ng structures). The keyboard

u tchi ng. bot HAERE T ext iR FPUEEY SROBNBAY. BR: TR FUUDL T SR on to the
processi ng deyt agayl 3Hke i REhepaktiseef ahBesRabed e( eyl w®inkP00 are shown

' clamshell housing structures). The keyboard may include a
mode selection key, or other hardware or software for
switching between text entry and telephony entry.
[0040] In addition to the procegsing device 1800,
other parts of the mobile device 1000 are shown
gschematically in FIG. 7. These include a communicatiocons
subsystem 1001; a short-range communications subsystem
1020; the keyboard 1400 and the display 1600, along with
other input/output devices 1060, 1080, 1100 and 1120; as
well as memory devices 1160, 1180 and various other
device subsystems 1201. The mobile device 1000 is
preferably a two-way RF communications device having
voice and data communications capabilities. In addition,
the mobile device 1000 preferably has the capability to
communicate with other computer systems via the Intermet.
[0041] Operating gsystem software executed by the
processing device 1800 is preferably stored in a
persistent store, such as the flash memory 1160, but may
be stored in other types of memory devices, such as a
read only memcry (ROM) or similar storage element. In
addition, system software, specific device applications,
or parts thereof, may be temporarily loaded into a

volatile store, such as the random access memory (RAM)
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schematically in FIG 7. These include a communications subsystem 1001; a
short-range communi cati ons subsystem 1020; the keyboard 1400 and the

di splay 1600, along with other input/output devices 1060, 1080, 1100 and
1120; as well as nenory devices 1160, 1180 and various other device
subsystens 1201. The nobile device 1000 is preferably a tw-way RF
communi cati ons device having voice and data conmuni cations capabilities.
In addition, the nobile device 1000 preferably has the capability to

conmuni cate w ot her canput.er systens via the Lnternet. Q0411 Operating
syst em sof t w\gﬂrjfeé]%)(egﬂ?%ud]%%ﬁ?@s %%8853& ﬁﬁcﬁ%\f/‘?‘igbﬁ8 i“édip1 &f er abl y
stored in a @ersistent Si &e stohedsihhené! rsh regwry 1160, but may be
stored in other types of nenory devices, .such as a, read only nenory (

or sinmilar stbP%E! el enfdift PHOTeSE3AP PENICEY$BRM st 1R ILh &G ~IFE deSf?%

appl i cati ons, opOfaPALd SsdIRME HundFB¥nle ERABPEEN bk¥choadedhd MdFtaarvol atile
store, such as the random access nenory ( 12 1180. Communi cati ons

signal s recei@@EﬂiﬁﬂﬁiﬂﬂﬂnﬂﬁQQ§-lé@@ﬁb@nnﬁyeaﬁGﬁi@%_%@@@edﬁin t he RAM 1180.
[00421 The p;;g%%&é&éﬁgnﬂ?evd Cs%tlgﬁg’gfppﬁi@gg%hgntﬂg !éént%%lgz%féf%g system

functions, e es execution o ware ~applrcations ON on the
devi ce 1000. Revieredsperatimess,setuchfi aappbieathdngol bat coontriciatiasisc

devi ce operat] Sa SU g_ %gfata and voice.co ni cations, 130 and 13008,
may b | hat al F 00D he: S cE 2000 SAaFFAG HaR! GREUPETE % I i on, o
personal i nf ol h® marmmiagrire(.PliM agidpkieat i anpaiyohel | Nstadn=ad odur i ng
manufacture. NS e (SR A i SaPA0, erd QL2028 Guring
manufacture. The PIM is preferably capable of organizing
and managing data items, such as e-mail, calendar events,
voice mails, appointments, and task items. The PIM
application is also preferably capable of sending and
receiving data items via a wireless network 1401.
Preferably, the PIM data items are seamlessly integrated,
synchronized and updated via the wireless network 1401
with the device user's corresponding data items stored or
associated with a host computer system.
[0043] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The communications
subsystem 1001 includes a receiver 1500, a transmitter
1520, and one or more antennas 1540 and 1560. In
addition, the communications subsystem 1001 algo includes
a processing module, such as a digitél signal processor
(DSP) 1580, and local oscillators (LOs) 1601. The
gspecific design and implementation of the communications
gubsystem 1001 is dependent upon the communications
network in which the mobile device 1000 is intended to

operate. For example, a mobile device 1000 may include a
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and managi ng data items, such as e-mmil, cal endar events, voice mails,
appoi ntnments, and task itens. The PIM application is also preferably
capabl e of sending and receiving data itens via a wirel ess network 1401.
Preferably, the PIMdata itens are seam essly integrated, synchronized and
updated via the wireless network 1401 w th the device user's correspondi ng
data itens stored or associated with a host conputer system [00431

. Communi cation functions, including data and voice conmunications, are

performed through the .conmmunications system 1001, and possi.bly through
Phe Cshort - r S ARG (ORSYSh B0y P b SHETRGhrAh i ERTBS ™ 2lbsy ot om

1001 i ncl udestige neasives™, 150@a aatrapstbheral 1526k aMthdine Rirvieee
antennas 1540 and 1560. In _addition, the comunications subsystem 1001

al so i ncl udes(CRRYr Ui GAred GPEMUBHEERT NS B HYPES siHal2 FPocessor
(DSP) 1580, aiki Qe 105Gl ithOahy16P1a JhLiepPast fididesign and
i npl ementation of” the comuni cations subsystem 1001 i s dependent upon the
communi cat i onsommetigstkians wieitslrrkise subhl esdaNP8e TCH, Mt &4ded to

operate. For §é$?mé§c. %B%l?:' ltgfp% vio%_efiégggﬁggyv%??%)%%@lﬁgsfr ni cati ons

subsystem 1001 desi gne 0 operate W € no m or
Ceneral PacketefRachios Serd/iiceegr@RRE) fmbi hésdaba wohimurd atiitdngheet wor ks,

and al so design to operate with any of a variety of voice

comuni catioﬂgg?ﬁ%\df?(vécesaéﬁoas AMVPS, TDMA, CDVA, PCS, 'GSM etc. O her

types of dataj@ouh)oi CavdiRiomk ke celet hegtepanehes anghy nd@ralied;, upay al so

be utilized with the npbile device 1000. ,
the type of communication system. For example, in the
Mobitex and DataTAC networks, mobile devices are
registered on the network using a unigue persocnal
identification number or PIN assgociated with each device.
In GPRE networks, however, network access 1is associated
with a subscriber or user of a device. A GPRS device
therefore requires a subscriber identity module, commonly
referred to as a SIM card, in order to operate on a GPRS
network.
[0045] When required network registration or
activation procedures have been completed, the mobile
device 1000 may send and receive communications signals
over the communication network 1401. Signals received
from the communications network 1401 by the antenna 1540
are routed to the receiver 1500, which provides for
signal amplification, freguency down conversion,
filtering, channel selection, etc., and may also provide
analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 1580 to
perform more complex communicationg functions, such as
demodulation and decoding. In a gimilar manner, signals
to be transmitted to the network 1401 are processed (e.q.

modulated and encoded) by the DSP 1580 and are then
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[ 00441 Network access requirenents vary dependi ng upon the type of

communi cation system For exanple, in the Mobitex and DataTAC networ ks,
nobi |l e devices are registered on the network using a uni que personal

i dentification nunber or PIN associated with each device. In GPRS

networ ks, however, network access is associated wth a subscriber or user
of a device. A GPRS device therefore requires a subscriber identity
nodul e, commonly referred to as a SIMcard, in order to operate on a GPRS

networ k. [00451 When. required network registration or .activation
pr ocedur es héﬁ§ﬂﬁé§géﬁhﬁﬁﬁigﬁﬁnFWétﬁﬁﬁigégéd F H IR HY) LEH§%and
recei ve CoOMMuih:Gadd s SifgRaluencyvap thevepsTim] catlh-ingf wor k 1401.

Signals received fromthe comunications network 1401 by the antenna 1540
are routed t o*el FiGA RS 2150 G raRNFME RS pPBYFeleshe oFOMEYTHICAT I9%pl i fi cati on,

frequency dowq. GRAVMErSIAN, (orf ikGhiRG) Ghanpel selegtd onegtc.. and may

al so provide analog to digital conversion. Analog-to-digital conversion
of the recei ve@4%6gnal Tal laoiss ttilke DSPPr1586ssong peerirwimh grstiensonpl ex

comuni cationg, fu i Qns 4e denmodul ation d coding. In a simlar
manner , signa?%gnéﬁébgﬂF%ansnﬁ?ggdpg8vfﬁgsn% ﬁo?%gﬁﬁgﬁ(gféﬂ%?ocessed (e.q.
nodul at ed andrencioded)ldno thel DEe tr86sandtareltshen Hdar pecanipded to t he

transmitter 1520 fpr(ﬂii al t% anaLog .cgnversio frequenc M _ _
conversion, f¥FteEFiHE %ﬁiﬁFifigﬁFF%ﬁ kna Frﬁh%ﬂ?géliﬁléh?tqéé &%ﬁﬁhnlcatlon
network 1401 {960 ngidvaskessnvitd eicha saot fapabd 58Qapt { RO ledrt rarddiedd on to
processing Cogg}guéﬁuééggkatic gain control algorithms implemented in

the DSP 1580.

[0047] In a data communications mode, a received

signal, such as a text message or web page download, is

processed by the communications subsystem 1001 and is

input to the processing device 1800. The received signal

is then further processed by the processing device 1800

for an output to the display 1600, or alternatively to

gome other auxiliary I/O device 1060. A device user may

algso compose data itemg, such as e-mail messages, using

the keyboard 1400 and/or some other auxiliary I/0 device

1060, such as a touchpad, a rocker switch, a thumb-wheel,

or some other type of input device. The composged data

items may then be transmitted over the communications

network 1401 via the communications subsystem 1001.

[0048] In a voice communications mode, overall

operation of the device is substantially similar to the

data communications mode, except that received signals

are output to a speaker 1100, and signals for

transmission are generated by a microphone 1120.

Alternative voice or audio I/0 subsystems, such as a

volce message recording subsystem, may also be

implemented on the device 1000. In addition, the display
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signals, the DSP 1580 provides for control of the receiver 1500 and the
transmtter 1520. For exanple, gains applied to comrunications signals in
the receiver 1500 and transmitter 1520 rmay be adaptively controlled

t hrough automatic gain control algorithns inplemented in the DSP 1580.
[00471 In a data communi cations node, a received signal, such as a text
nmessage or web page downl oad, is processed by the comrunications subsystem
1001 and is input to the processing device 1800. The received signal 1is

then further essed b he pr.ocessi ng device 1800 . faqr. an qutput to the
i spl ay 1600, L6H0 SRLrHAR V8 Jra L Seamb ot Rere arRiTia b adls 1060, A
devi ce user nEyr esmpleomposdsppabe thenbdeftchy ast ea i ll ives pages, USi ng

t he keyboard 1400 _and/or some other auxiliary 1/0 devjce 60, _such as a
touchpad, a roekeétIE4H4Fh CTad HeAGewRaelk: CBrOtRe WMIe & &t RBut
device. The composged-idata itens may then be transmtted over the

comuni cations network 1401 via the communi cations subsystem 1001. [00481
In a voi ce cofdfikati e mbgat-gpagsl Fongpet et bpndfsSURYst&al ce i s

substant i al | Ve sl d Ac g1 dALALEOUIMAT CALT QDS: 1DUf SC Aot il

received signals are output to a speake 0, and signals
transm ssi on arleeganerdredcosysteiner ophdaeitedp. whith ererst inod voi ce or
audio 1/0 supggstens a._voi.ce.nessage recordingtﬁgg%%ﬁ&%ql may

2150 be 1 mpl TR o e Saled P04 EERn Ein RO L Tnd i S6REy 15 1600
may al so be utahde etbnmuniaiatd chemiubisgat emngapoiecludorarexamiaeedo di spl ay
the identity ggvf%éxgﬁ-rgééggfg%éd circuits and components; or a
Bluetooth communications module to provide for
communication with similarly-enabled systems and devices.
For example, the interaction between short-range
communications subsystem 1020 and the processor 1800 is
what enables the device 1000 to communicate with identity
reader 12d as will be appreciated by those skilled in the
art.
[0050] "Many modifications and other embodiments of the
invention will come to the mind of one skilled in the art
having the benefit of the teachings presented in the
foregoing descriptions and the associated drawings.
Therefore, it is understood that the invention is not to
be limited to the specific embodiments disclosed, and

that modifications and embodiments are intended to be

included within the scope of the appended claims.

is




the duration of a voice call, or other voice call related information.

[ 00491 The short-range comruni cati ons subsystem enabl es comuni cation
bet ween the nobil e device 1000 and other proximte systens or devices,
whi ch need not necessarily be simlar devices. For exanple, the short-
range comuni cati ons subsystem may include an infrared device and

associ ated circuits and conponents, or a Bluetooth comunications nodul e
to provide for comunication with simlarly-enabl ed systens and devi ces.

For exanple, the interaction - mruni cati ons subsystem
1020 and the processor 1800 |@W%ﬂ% edﬁ{}ﬂ%r’dggi'ce 1000 to communi cate
with identity reader 12d as wll be appreciated by those skilled in the

art. [00501 Many nodifications and ot her enbodi nents of the invention wll
cone to the nmind of oné-ski A ¥drPheRePaFEONRAVFTRA tTHEE e (HPADP t he

t eachi ngs presemt&gl ddndNeidqregoing descriptions and the associat ed
drawi ngs. Therefore, it is understood that the invention is not to be

limited to the specifi @ eatvadilisnt ofdiWe8aNodedicandus inmtenmdintedat i ons and

nbodi t ' : N Lt hin t f & ded
Clai s, 16 TOAF Y Oh Ter bt REd o RS R L DL i 600, Mol P o &
(WPAN) syst estxiompnidingg: wE rpllesalyt voahudPAM: they i wiesn uisi g ddsabylptied

W rel ess communi cation. therebetween when in an enabled state and not
wirel essly cofrtifcatihg when in a disabl ed

at least one of gaid WPAN devices comprising a
WPAN identity reader for reading at least one identifying
parameter of a user, for confirming that the user is an
authorized user based upon reading the at least one
identifying parameter, and for wirelessly communicating
with at least one other WPAN device to switch the at
least one other WPAN device from the disabled state to
the enabled state based upon confirming the user is an

authorized user.

2. The WPAN system according tc Claim 1
wherein said plurality of WPAN devices have a limited
communication range; and wherein the at least one other
WPAN device when in the enabled state switches back to
the disabled state based upon movement beyond the limited

communication range with said WPAN identity reader.

3. The WPAN system according to Claim 1
further comprising an identifying token carried by a
user; and wherein said WPAN identity reader reads said

identifying token when in proximity'thereto.

4. The WPAN system according to Claim 3

wherein said WPAN identity reader continues to wirelessly
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state; and at |east one of said WPAN devices conprising a WPAN identity
reader for reading at |east one identifying paraneter of a user, for
confirmng that the user is an authorized user based upon reading the at

| east one identifying paraneter, and for wirelessly conmunicating wth at
| east one ot her WPAN device to switch the at |east one other WPAN device
fromthe disabled state to the enabled state based upon confirmng the
user is an authorized user. 2. The WPAN system according to Claim1l

wherein said pluralijty of \WPAN.devices _have a |jm1 o} ni cation range;
o whor o -t Rt Gk et oA FRARC 0 s ot Db i TR ey st at o
swi t ches backmiftntdiie whsahl adagiabaecbasndruponn nayen@ntibeyend the limted
comuni cation range_ with said WPAN identity reader. 3. The WPAN system

accordi ng to ERrEPRA sHahe et 1CBRpAPstRE aACTHRRY RS S bKeéh Carried by a

user; and whepehpi el SPAN i G Xd%%%%? rgadsrsaid identifying token
when in proximty thereto. 4. The WPAN system according to Claim3 wherein
said WPAN identity reader continues to wirelessly 17 communicate with the

at | east one ot her V\PAI\_L. _devjrﬁg I M%%g%e%é%gﬁﬁ_ﬁ%%%shgggﬁ ot her WPAN

device in the enabled State as Tong ing enisin
proxi mty to shexdeiPANidemtariti fnvdadetokbn FThepWWPAdk sy séw@rstacder cingg t o
Claim3 whereLn i ng .t %k%rl)l cogl}ri ses a substrate and

ie ere .

said identify
dentifying dMCSPCRIYIT SRt Y
6. The WPAN system according to Claim 5

wherein said identifying token further comprises

encryption data carried by said substrate.

7. The WPAN system according to Claim 6
wherein saild encryption data comprises at least one of a

public and private encryption key.

8. The WPAN gystem according to Claim 1
wherein the at least one other WPAN device is operable to

permit user operation thereof when in the enabled state.

9. The WPAN system according to Claim 1
wherein the at least one other WPAN device is operable
upon user entry of a pagssword in addition to being in the

enabled state.

10. The WPAN gystem according to Claim 1
wherein said WPAN devices wirelessly communicate using a

Bluetooth protocol.

11. The WPAN system according to Claim 1

wherein said WPAN devices wirelessly communicate using a
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6. The WPAN system according to Claim5 wherein said identifying token
further conprises encryption data carried by said substrate. 7. The WPAN
system according to Claim6 wherein said encryption data conprises at

| east one of a public and private encryption key. 8. The WPAN system
according to Claim1l wherein the at |east one other WPAN device is
operable to permt user operation thereof when in the enabled state. 9.
The WPAN system accordi ng to Claim1l wherein the at |east one ot her WPAN

device is oper user, entry of a password diti on ing in
The Conabl od Eegmeal OO PR L RE A AB DT ARG 0 B A m BT ETE 1 sai d
WPAN devi ces avwd Iy Ec;lqmnaaﬂgate using a Bluetooth protocol. 11. The

WPAN system according to Claim1 wherein said WPAN devices w relessly
comuni cate using a 18 Federal Information Processing Standard (FIPS)

conpliant encryption pypto A ingqto Caiml
e giq-lpl urali F?gt%v\%ﬁﬁl%%&e% S5 UL

wherein at | east one of sai vites conprises a
conput er, a pvhernein &t skzawaiercnea ofaserid, paurbaitydef sERAMhateviged obal

Posi ti oni ng stem devi ce er.sonal di | Ss (‘jt t a d a
W rel ess erras%/? }%’Jlre%/lt?:sc’az2 EEHE %&Iﬂ sy?tgem acc%r %%P’t oé a% rglv\,her ein
sai d V\PAN i delpdtdydd eadainaoNg iICSedala Ppeitabhéndosgsem (GPS

device, a personal digital assistant, and a wireless

emall device.

13. The WPAN gystem according to Claim 1
wherein said WPAN identity reader comprises:

a portable housing;

a reader carried by said portable housing for
reading the at least one identifying parameter of a user;

a limited communication range WPAN transceiver
carried by said portable housing; and

a processor carried by said portable housing
and connected to said reader and said limited

communication range WPAN transceiver.

14. The WPAN gystem according to Claim 13
wherein said reader comprises at least one of a magnetic
stripe reader, a smart card reader, and a biocmetric

characteristic reader.

15. A wireless personal area network (WPAN)
identity reader for reading identifying data and
encryption data from an identifying token, the WPAN
identity reader comprising:

a portable housing;
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a reader carried by said portable housing for reading the at |east one
identifying paraneter of a user; a limted conmunication range WPAN
transceiver carried by said portable housing;, and a processor carried by
sai d portable housing and connected to said reader and said limted
comuni cati on range WPAN transceiver. 14. The WPAN system according to
Claim 13 wherein said reader conprises at | east one of a nagnetic stripe
reader, a smart card reader, and a bionetric characteristic reader. 15. A

Wi rel ess personal area netmo mPAN) jdentity re f.or r.eadi

i dentifying data and &hdrptT o darta’s %gnﬁﬁﬁ&iBgﬁﬁgggﬁrﬂquﬁa§1f%%he WPAN
identity readﬁéadiﬂgwﬂﬁﬂrMﬁeﬁtﬂi@&h@bﬁatBQUSing 19 a reader carried by said
portabl e housing for reading the identif dat a; |imted conmunication
range WPAN transcei ver & carty m@&PdcﬁéFPHbF@nﬂ%u@R%% ;LI e G ces sor

carried by saigh-poLd ab) es QUG arARIHeRBRAEL €dno said reader and said
limted comunication range WPAN transceiver for confirmng the

i dentifyi ng data when smiRFodesEer LprrakRenbyssphdpporidpty haisiaicd r eader,
and operati ng,$ai &yl idpded Comuny Gatiy %Q %ﬁﬁggﬁl¥Ff9h$E scei ver for

encrypted wireless communi cation based upon e encryption data.
communication range WPAN transceiver for

confirming the identifying data when gaid
identity token is in proximity to said reader,
and

operating said limited communication range
WPAN transceilver for encrypted wireless

communication based upon the encryption data.

16. The WPAN identity reader according to
Claim 15 wherein said processor operates said limited
communication range WPAN transceiver as long as the

identifying token is in proximity to said reader.

17. The WPAN identity reader according to
Claim 15 wherein the encryption data comprises at least

one of a public and private encryption key.

18. The WPAN identity reader according to
Claim 15 wherein said reader comprises at least one of a

magnetic stripe reader and a smart card reader.

19. A method for operating a wireless perscnal
area network {(WPAN) system comprising a plurality of WPAN
devices with at least one of the WPAN devices comprising
a WPAN identity reader, the method comprising:

using the WPAN identity reader for
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16. The WPAN identity reader according to C aim 15 wherein said processor
operates said limted communication range WPAN transceiver as long as the
identifying token is in proximty to said reader. 17. The WPAN identity
reader according to Cl aim 15 wherein the encryption data conprises at

| east one of a public and private encryption key. 18. The WPAN identity
reader according to Caim1l5 wherein said reader conprises at |east one of
a nmagnetic stripe reader and a smart card reader. 19. A nethod for

operating a w rel ess personal _.area_networ WPAN) system conprising a
plurality of WPAN devices WtH 5P Pha teagﬁeg%? %\%%n%#&ﬁn@e\ﬁagggegg%pri si ng

a WPAN identity reader,oft he ugirhod conprising: using the WPAN identity
reader for 20 reading at |east gne identifying paraneter of a user,

confirming that the user is SRE4EHEL $8at HREr UBES et WHRYELFEES he at

l'east one identifying pahamkils upld %é@kﬁ?%ﬂe%’%&@tcﬂﬂ& with at
| east one other WPAN device to switch the af |east one other WPAN device
from a di sabl ed state tilenfrifonas parsmgterbased upon confirming the user

is an authorized user, the ﬁ&ell%%%tlgoggpgggg{:at{\fgg véggylacce_lté%{é&goﬁa@crypt ed
W rel ess communi cation when 'in the enabled state and not wireless Yy
conmuni cati ng when in tdisha s@dNedestiateto28wifhe tie¢ heod lescdr dimeg to Claim
19 wherein other WPAN device from a disabled state to an

enabled state based upon confirming the user is

an authorized user, the at least one other WPAN

device using encrypted wireless communication

when in the enabled state and not wirelessly

communicating when in the disabled state.

20. The method according to Claim 19 wherein
the plurality of WPAN devices have a limited
communication range; and wherein the at least one other
WPAN device when in the enabled state switches back to
the disabled state based upon movement beyond the limited

communication range with the WPAN identity reader.

21. The method according to Claim 19 further
comprising using the WPAN identity reader for reading an
identifyving token carried by a user when the identifying

token is in proximity of the WPAN identity reader.

22. The method according to Claim 21 further
comprising continuing wirelegs communication between the
WPAN identity reader and the at least one other WPAN
device to maintain the at least one other WPAN device in
the enabled gtate as long as the identifying token ig in

proximity to the WPAN identity reader.

21




the plurality of WPAN devices have a limted conmunication range; and
wherein the at | east one other WPAN device when in the enabled state
switches back to the disabled state based upon novenent beyond the limted
comuni cation range with the WPAN identity reader. 21. The nethod accordi ng
to Caim19 further conprising using the WPAN identity reader for reading
an identifying token carried by a user when the identifying token is in
proximty of the WPAN identity reader. 22. The nethod according to Caim?21
further conprising continuing wreless comunication between the WPAN
identity reader and the at | east one other WPAN device to maintain the at

| east one other WPAN dexd.ce The mkiBognabbeddsh@teo asldiang agur@er
identifying token js in proximty to the WPAN identity reader. 21 23. The
met hod accor df P 6° IERIGRWY HBEt RetSSEohPr PRE®Y # RATTING dWséf€ to enter
a password foft thes s@lo]Latth 2N Gralih 8 YRAN: deyd Copd DR ORETRIMI® ibR
addition to the at |east one other WPAN device being in the enabled
state. 22 to the at least one other WPAN device being in the

enabled state.

22




