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(57) Abstract: Some embodiments determine whether an entity engaging in online conversations comprises a chatbot. A challenge
message is constructed according to a current context of an ongoing conversation, by employing a generative language model to de-
termine a plausible conversation sequel and subsequently distorting the respective sequel. The challenge is added as a new message
to the respective conversation. The chatbot detector may then determine whether a conversation partner is a chatbot according to a
similarity between a response to the challenge received from the respective conversation partner and an artificially generated, plausible
response to the undistorted conversation sequel. Distortions applied to construct the challenge are deliberately crafted to send a chatbot

on a markedly different trajectory.
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