SECURE ELECTRONIC DELIVERY SEAL FOR INFORMATION
HANDLING SYSTEM BACKGROUND OF THE INVENTION Field of the
Invention. The present invention relates in general to the field of
information handling systems and, more particularly, to a method and
apparatus for ensuring the security and integrity of software and data on

an informatio ' . (R |ateghart As the

businesses seek additional ways to process and store information. One
option available to users is information handling systems. An information
handling system generally processes, compiles, stores, and/or
communicates information or data for business, personal, or other
purposes, thereby allowing users to take advantage of the value of the
information. Because technology and information handling needs and
requirements vary between different users or applications, information
papdling cysteresrayRisTwRNYIERrding what information is handled,
how the information is handled, how much information is processed,
stored, or communicated, and how quickly and efficiently the information
Rayhe foesssashstored, or communicated. The variations in information
handling systems allow for information handling systems to be general or
configured forte specificiusentomspigificusensueirdss il hdpaproation
transaction processing, airline reservations, enterprise data storage, or
labiad gcymymsnisationss ratdiesh; fafemtakon FEmmmit SRS
include a variety of hardware and software componentﬁath&tn ma;/ pe
g §ystem.

the

sonfigured ig@e@é@@ggsgmér% data on an information han

Description of the Related Art

As the value and use of information continues to increase, individuals
and businesses seek add.itional ways to process and store informaﬁon. One 6ption
availablé to usérs is information handling sys’tems; An information handling system
generally processes, compiles, stores, and/or communicates informétion or data for
‘business, personal, or other purposes, thereby éllowir;g users to take advantage of the
value of the information. Because technology and information handling needs and |
requirements vary betv&‘/een different users or applications, information handling
systems may also vary regarding what information is handled, how the infomation is
handled, how much information is processed, stored, or communicated, and how
éﬁioldy~and efficiently the information may be processed, stored, or commgnicated.
The variations in information handling systems allow for iﬁformation handling

systems to be general or configured for a specific user or specific use, such as
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communicate information and may include one or more computer
systems, data storage systems, and networking systems. In recent years,
there has been an increase in the number of information handling
systems that are manufactured based on a "build to order" process that
firaholwbtapustomerdocspesi iiiardwene divds softwarneccitio s rGisrengybal
"build to order" manufacturer often ships information handling systems
cofFsRHTSEt PR 10FY 26CiHETe inteTRerian R LAS & IR ARy Birdtomerertrs of
customer may receive the system directly. For larger customers,
R0 &7 AT R RGFABPRERATALP Ry B TGN & Fffter o
ntermediate entiies, such as yalue added resellers (AR In geperal
ere IS ho asaurance Tor the customer that the contents of the ~
s+dpformation:handling system have not been modified after leaving the
securé set- up area at the manufacturing facility. Ensuring the security and
integrity of the.system,contents.isiesaentiab-DAWRVEL siRge:the system
contents may include confidential customer set-up information including
inPrevisioning data scesfiguration datarand Qthesssensititeinfesmation.
Efforts are underway in the industry to promote secure computing
preysteths. dHoweven dhere is sescifirantdsystemdsofreecedyreotfor Ensiritly,
the security "of information handling systems from a manufacturing facility
“brailthie codtmesnifeciiew ofithelfaregdmyatiner basdlirreed foralmatiter
and apparatus to ensure the security and integrity of software and data
fagiontain B 6 Tl drehe e P dhfarmE GhstRRISER Ner SystemeT pay receive
SUMMARY OF THE INVENTION

the system directly. For larger customers, however, the information handling system

Co

may pass through a number of intermediate entities such as value added resellers
(VARSs).

In general, there is no assurance for the customer that the contents of -
the information handling system have not been'modified éfter leaving the secure set-
up area at the manufacturing facility. Ensuring the security and integtity of the -
system contents is essential, however, since the system contents may include
confidential customer set-up information including provisioning data, configuration
data, and other sensitive information.

Efforts are underwgy in the industry to promote secure computing
systems. However, there is no current system or procedure for ensuring the secuﬁty
of information handling systems from a manufacturing facility to the customer. In
~ view of the foregoing, there is a need for a method and apparatus to ensure th'f;
security and integrity of software and data contained on a “build to order” information

handling system.



The present invention overcomes the shortcomings of the prior art by
providing a method and apparatus for ensuring the security of a particular
configuration of hardware and software for an information handling system
that is assembled using a "build-to-order" system. Specifically, the
SPIaRERERVETiPRERSNrEa g security and integrity of data or an
information handling system from the point of manufacture to the final
destination the custtomer§ facilit Accogdlngt% an as%)ecitég*tc the

Eh 1011 OV, P
present inven IO there Is pI’OVIde a Security sys em an Into matlon

pianding systess comprisiag alaia storagt devioe, oPetabie.tasstore a

plurality of data files and a manifest file Stored on said data storage
csigMcabhemanifestdile comprisesa Rradeierminad setiofdatadiiesat is
selected from the plurality of data files . The predetermined set of data
adileshes aikgown ldtus oArelgeteanicSsealfisastared pretbet datamsiorage
device. The electronic seal is generated using at least one electronic key
emnctistansetectrpaici seaizoft the fagnife stfilelotparrrtitiadizagiopstfithzom the
information handling system the electronic seal is electronically verified
peintid wemipasisonte ey diteh desinaaterial Rereisterecp reltetbivhined set of
data files in the manifest is compared to the corresponding set of data
files stored on the data storage device to determine the security status of
said informatianchatielngasysiens Aegnedingiio-anathieraspesticddhe
PreseRL elon hois s aigvide:.a Weliod Bpanbing secuy ol e

delivered on an information handl stem e method comprises

StORTIEPY RdlnfesPiiedn o dsd lgftﬁ%tgaela@é\ﬁe“é ﬁ«tﬁtﬁ@remﬁﬂaﬁaﬁ storage
hateditng BystemifwwhEreimtheamaniftdstfilered nprisésdiprecitesinined set

oftg@tfmg@ seleclegkirom ihe data files stoseshin4ne informatipndhanding

system. The, redetermlne set of data files_has a known status. The
m 8 88%&?1% 5 %?Fﬁgrf? ge ata storage device. 1he electronic seal Is generated

using at least one electronic key and is an electronic seal of the manifest file. Upon

initialization of the information handling system the electronic seal is electronically
verified and a comparison operation is initiated wherein the predetermined set of data
files in the manifest is compared to the corresponding set of data files stored on the

data storage device to determine the security status of said information handling

system.

According to another aspect of the present invention thc:é is provided
a method for verifying security of data delivered on an information handling system.
The method comprises storing a manifest file on a data storage device in the
information handling systém, wherein the manifest file comprises a predetermined set
of data files selected from the data files stored in the information handling system.
The predetermined set of data files has 2 known status. The method further comprises
generating an electronic seal using at least one electronic key, wherein the electronic
seal is an electronic seal of the manifest file, storing said electronic seal on said data

* storage device, verifying said electronic seal upon initialization of said information

handling system and initiating a comparison operation wherein the predetermined set
of data files in said manifest is compared to the cotrespond'mg set of data files stored
on said data storage device to determine the security status of said information

handling system.



generating an electronic seal using at least one electronic key, wherein
the electronic seal is an electronic seal of the manifest file, storing said
electronic seal on said data storage device, verifying said electronic seal
upon initialization of said information handling system and initiating a
comparisanopetatioanthereinineoprad etesmined seionidata fitesnindsaid
manifest is-compared to the corresponding set of data files stored on said

usindatalstalisgel dbvicertc Hevermirathresdetirityistatels efidsid mibrthation
handling system. -3 The method and apparatus of the present invention is

contignislefriereddtausiing A ssinbfigjcory srsemieRepste yeridrins el atrodest

| seals and to verify the contents of a predetermined set of data ang

file Gytefipatambrors ContiiPRATIIRARIER MedafROSOmRE PR

. Information handling system. In oane embqdiment of the invention,.the

i i AP R AT TG BURRE R0y MR (P D

encryption ?}/s.l an alternate .embo 'r’ﬂent of Lthe iq en&ion th -
t 1ronit seal is
encré’%?%gl & sell T SgsHETate %Osﬁaeé%/r%méatﬁév eys.in the eécm%oglment of
the invention that.is i ip% mented using a PIG key, a customer provides a
d Pﬁﬁﬁc & . o ! . .
gen%rl%llcuﬁglég the time anh order is placed for an information handling

system. Theinfermationhaneling;sysies s shenmasuiactaredawitvthe

operating system and a predetermined set of software files is installed
keyiheseamm Wheridbe Prascaskof fabricatingihe daforpatien hanelingsystam
iIs complete, a manifest file is constructed comprising a plurality of
han8pegifietkrile Sregittnn settirigs,qiroyisioninds intarmatichcane] wity the
~~ additional information needed for a specific level of security. The -
operaangfgsterertiensighstthisimanifestwithe dipdvateseledribetiqen. When
customer's public key. When the information handling system performs its
the initizsbobfahigating the information handling system is complete, a manifest file

is constructed comprising a plurality of specified files, registry settings, provisioning
iﬁformation, and any additional information needed for a specific level of security.
The manufacturer then “signs” this manifest with a private key and the customer’s

- public key. When the information handling system performs its initial boot, th'e

public key provided by the manufacturer is extracted from the storage in the



public key provided by the manufacturer is extracted from the storage in
the -4 information handling system and a comparison is made of the BIOS
and the CMOS against the information contained in the encrypted
manifest. If any of the information compared to the manifest has been

ﬁ%ﬁ(ﬁ%& ﬁ%{ﬁf@@ %@9&:&%%[%%8 S35, 10Vl (a0 Bie)usenis, Detited of

e potential fora breach of security. If the system passes the test

2Sonducted-during the initial ook sequsnes: 1he:systemihaT resiests then
customer to provide private key information. The customer-provided

cpfivata kewismiseetonerify-(oLitertd; vetifyiandiosdeasspinabers “mvalid”
necessary) all of the "signed" information and the customer

acbtifigueatiomiofterinithinfortertidhodn aralterhsteuenybodiment of the

" invention, the electronic seal is generated using a symmetric key. In this
embodiment{ the drifsmatewh@adiFigosgsesn BirmaibrdettirbBoRitPraNence,
operatin%v;ystem and a predetermined set of software is installed

thh BrEEH. VR EFHTET FBE S8E BPA ARG RE TG AR IR AN g 8 stem
iIs complete, a manifest file is constructed comprising a plurality of -
S R S PagEy S e oV B e AT L Sypt where
additional.information ngeded for. a specific level of security...Th .
A e g B R eSS o

mkﬁg%%g nthe'symmetric key which has been provided to the customer at
the time of purchase. When the information handling system performs its

initial boot, the,pyblickey Rrevides by the-manufastuser is axtrastedifrom

the storage in the information handling system and a comparison is made
ol dhe.BlRS.and the MRS against dhe dafersnation eentainied Harttkng

encrypted manifest. If any of the information compared to the manifest
shasheemalteredrtdeviitiighdbopdtrgidesignatedhd a predetermined set of software -
is installed thereon. When the process of fabric‘ating the information handling system
is complete, a marlifést file is constructed comprising a plurality of specified files,
registry settings, provisioning information, and any additiongl information needed for
a specific level of security. The ‘mam;faoturer then “signs” this manifest with the
manufacturer’s private key and the symmetric key which has béen provided to the
customer at the time of purchase. When the information handling system performs its
initial boot, the public key provided by the manufacturer is extracted from the storage
in the information handling system and a comparison is made of the BIOS and the
'CMOS against the information cén’tained in the encrypted manifest. If any of fhe
inférmation compared to the manifest has been altered, the initial 5oot is designated
as “invalid” and the user is notified of the potential for a breach of security.

If the system passes the test conducted during the initial boot sequence,

the system then requests the customer to provide a symmetric key. The customer-
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as "invalid" and the user is notified of the potential for a breach of security.
If the system passes the test conducted during the initial boot sequence,
the system then requests the customer to provide a symmetric key. The
customer provided symmetric key is used to verify (or to re-verify and/or
prEdshtwhersincressany) talvofifiyd dsignedtifpambition:ang theere
customer configuration/ordering information. The alternate embodiment
DEEHBHSMECA SymtBeit kefpieasigreantiamagerofrrinifzziagonindydbity
nd maximizing flexibility. For example, the symmetric key embodiment
ARB&bsed fora dealer or a vendor who can print out the key for a

customer. Als?gigﬁur%s edegl%re'n, thte symmetric key in combination with
information stored In the Computal provides s BSHprashsRehstcure

Y ince -the. er must have physical possession.of the
O mOtar 131G 1 IS D A Bt Srog ing the Syl

sylﬁﬁMeﬁ@c ﬁ’{%@ﬁ}%@%ﬁ' EHON.QE %U—ﬁi@%\% y%%d-gpggﬂg Kol tn'nt out the

invention may be better understood, and its numerous objects, features
kegridradyaniages madeapparepdio thosenskiled in.the asthy. teferensing
the accompanying drawings. The use of the same reference number
infhroaghostoteé setveral figures tesignatesmplikp-arisinilacelementnHigwe
1 is a general illustration of an automated build-to-order system far
thirgianisny sofiivare ohyare ihfossation katdiogsysten. digure hisiae the
. system block diagram of an information handling system. Figure 3 is an
miffasheaicrigense keychnponests okaysecure data delivery system for an
information handling system.

in



Figure 4 is an illustration of alternate delivery pathways for information
handling systems implementing the data security system of the present
invention. Figure 5 is a flowchart illustration of the steps implemented in
the method and apparatus of the present invention. DETAILED

pRESCRIRHONFoN O srsTressiediggram of a software installation
system 100 at an information handling system. manufacturing site. In
operation, ap,arder 1 10,15 placed toJaurchase alaigst infemaatiottrous
handling system 120. The target information handling system 120 to be
o%@%ﬂ%&%ﬁf&%ﬁ@&@ﬁ!&@g@%@ﬁ%@f) hasgdwaneoancksofiwarae eerbponents.

er instance, target information handling system 120 might include a

rSertaibrand.afheseheiiveiavpagic letypecdtimonitercieoartainibrand of
processor and software. The software may include a particular version of

tlapugperatingssysterm gatendewithetd$ approprisiteibivésssftware and other
application software along with appropriate software bug fixes. Before
target infornfégere Haihelm?g%%t%ﬁﬂ%ms%hmp%%émét?ﬁg‘e&%faﬁ?é?ﬁﬁémm
pluralit:é of components are installed and tested. Such software

IR Rairas S&W?é%ﬁﬁga%&fﬁ%@%ﬁ?déﬁﬁﬁ@e&lreliable, working
information handling. system which is ready to.operate when.recei K

~ customer.! Bpégéffsgﬁiﬁg%ﬁ%ﬁgiﬁig}éé%ﬁﬁﬁ%%%%? %ﬁgl?ﬁghgﬁtsﬁt]é%%%gn "
diferent indiyidlial compier.gomponsaisysauire dfistent SagaICteta

installation, itiS.” nécessary to determine which software to install on a

_ d%&}{gg%iQég{g&ai%gq@gggl!jﬂg@yﬁmﬂ%%@tgﬁscriptor file 110 is provided
y conv

rting an order 110, which corresponds to a desired information

handling system having-desies carmpanentse ditve-contpuies feadable
format via conversion module 132. '

information handling systems implementing the data security system of the present

invention.
Figure 5 is a flowchart illustration of the steps implemented i the

method and apparatus of the present invention.



Component descriptors are computer readable descriptions o' the
components of target information handling system 120 which components
are defined by the order 110. In an embodiment of the present invention,
the component descriptors are included in a descriptor file called a

DESYstemestsiptorrecord which is a computer readable file containing a
listing of the components, both hardware and 8 software, to be installed
onto targeFigformatiendiandlingisystenpi 2 6o frlenin thsedd tithespdtralitp ©f
component descriptors, database server 140 provides a plurality of

at agdhipareboniiseAbats ro e spordhtguintheteofmpuseriicde seriplors {6 file

server 142 over network connection 144. Network connections 144 may

Plagse S rehiiork ‘EERnBCtIGR R enGei v iHerate Guthedaradodpareson

n ?twork, an i%'an t, or the internet. The information contained in

o4 RSk Ber o 40 REBH A G A SeR RRAE e HLTDHEE Eomeany e
factory bui ' t. Th ) is then i Il h

oorége(yﬁ/er%g OISXI 1%99{1’%"(2/”%% ngp Elr}O %gisa(gla\yi%[%ésgﬁste@?nlqabafrale}l% tolgc uge a

. I
rget information g syste e software ins ion’is

cerSQHAlad AhY.a saflwars.installation 'Eﬁﬂé‘&%ﬁ%&&%&‘ﬁ%ﬂﬁ% QRetahle

- to control the installation of the operating system and other software

andRREkAGES SREHiRM:RYRa FUsiames Jhlgure.2Js:a genesplizedillustiation of
an information handling system, such as the target information handling
alogy stEma1 29 lustrated-neFigareats hheinformationdpading sYsiemyith
includes a processor 202, input/output (I/0O) devices 204, such as a
appdisplay,satkeyisoarg fiaanobstyrand assatiated aohirallers sastand glisk
drive 206, and other storage devices 208, such as a floppy disk and drive
shipgied tsttles chsérmsry Hevivesitred vamiposcothercsubeystems 250:dalSuch
interconnected via one or more buses 212. The software that is installed
softg\/@éeFaﬁgﬁlﬁg@ﬁé%Fﬁgﬁg@dvantageously ensures a reliable, working

information handling system which is ready to operate when received by a customer.

Because different families of information handling systems and
different individual computer comﬁonents require different software instailation, it is
 necessary to determine Whi_ch software to install on a target information handling |
system 120. A descriptor file 130 is provided by bonverting an order 110, which
corresponds to a desired information handling system having desired components,
into a computer readable format Vi;l conversion module 132.

Component descriptors are computer readable descriptions of the
components of target information handling system 120 which components are-defined
by the order 110. In an embodiment of the present invlention, the component
'déscrip‘lcors are included in a descriptor file called a system deécriptor record thoh is

a computer readable file containing a listing of the components, both hardware and



methodology is installed onto hard disk drive 206. Alternately, the software
maybe installed onto any appropriate non-volatile memory. The
non-volatile memory may also store the information relating to which

soi{a%OWO u'&%s?anl 200G m Wa.S o%ren% EO | stg{lghe S(f')ftW%S %ﬁ%%msségg this
rmatlon ena es a US ave a ona %ygems corresporraing tO a

me@m&m@gﬁm@h@m'&9&;}@&9@%&&&9@&%&1159 %89??31%}5‘{;7 of

disclosure; an information’handling system may include an

softistBeRtalQ-aeeredate-abinsiusmentaliies LReFARIR 191 COmMRYE 2 -9
ClaSSIfy process, transmlt receive, retrieve, orlglnate SWItCh store,

ovedisplaysknaamniteshn deteceecord csapeotduee] handlebortiilizesary form of
information, intelligence, or- data for business, scientific, control, or other

comparposes:Foraxarm fle 2gn infbrmationalhaedlingrsystemirhayeheathe
personal computer, a network storage device, or any other suitable

ntgeticd emaray ey trtsized éﬁéﬁ@%@rﬁ@?ﬁ?@ﬁé@ iprfetiovdrir daatpiiet.
The information handling system may include random-access memory (R

the GRERASE FORTBRS PRICESCIY FESd EREstErrHs é”&%ﬁ‘ff‘é‘i"ﬁ%%?éé%ﬂw@%}ﬁ‘ﬂted
rdware or oftwar | ic, ROM, and rother
o 'é}hgnt\%é%tl fe mearﬁg?yh ditforral € cor?n‘&:)% REOTTRES IS a{Pé“r%%Cgﬁ%Tf?%
by SYSIRIE mavinclude one &mg 2k lrives,, ane;or mare network ports
or communicating W|taﬁl external de wces as \I/?/eﬁlas various input and

insQUIRMEL /R dRVCeS SYeh BS, AkeyRPaIE A MONSE,.a0d, 2 videe display.

The information handling system may also include 6ne or more buses
cus@pgsable to transmit communications between the various hardware

components. Figure 3 is an illustration of the key components of a secure

data deliveipusysten fer.aalintamadian handbngnsystemen hedatg drive

- 206 comprises a partition wherein information relating to the configuration

sysththe:imfesthationdantimgtion handling system 120 illustrated in Figure 1.
The information handling system includes a processor 202, input/output (1/O) devices
204, such as a display, a keyboard, a mouse, and associated controllers, a hard disk
drive 206, and other storage devices 208, such as a floppy disk and drive and other
mermory devices, and various other subsystems 210, all interconnected via one or
more buses 212. The software that is installed according to the versioning
methodology is installed onto hard disk drive 206. Alternately, the software may be
installed onto any appropriate non-volatile memory. The non-volatile memory may
also store the information relating to which factory build environment was used to
install the software. Accessing this information enables a user to have additional
systems corresponding toa particular factory build environment to be built.

For purposes of this disclosure, an information handling system may

include any instrumentality or aggregate of instrumentalities operable to compute,



system is stored. A manifest file 216 comprises a plurality of files relating

to the information handling system. For example, the manifest file 216

can include information relating to a processor serial number 217,
!f%rmatlon r Iatln 19 the s em BIOS.218an ther c uratlon

Ration stored in 8?@8@ Y Hgdiion Sa iy d‘é?ée 3ysé’il533tf8n of
dctgc@srgc%?d '%Hﬁ@& 0195}11:&%”@}% ’é?ﬁ%@&{a%%t?m& ?g ﬁ e% to

data is stored on the manifest 216 A’ S|gn ile, sometimes er

datheseinasan QReenicosrsl, -2 3mhis alsposterashpnihehard drive,206n

The electronic seal prowdes an authentication of the contents of the
hantianifestandanyetapypering it the, contenis etdhe Sdanidestnitlresidt in

the electronic seal being -10 "broken." In addition, a kernel for the
suiphérdtinigesystemsused in the.fitstizo ot 226 sicstdredton Ahie, hartpdiive 206

and information relating to the electronic key 228 may be stored on, the
Thi g @ errieon hadhne eriodmeniebidheidoaniss QIO B

will comprise the public key of a manufacturer in accordance with PKI

MK} BIGE 618 A B ERIYEhrAS ACER B BReSE RIS MRe Resduivey /3
ased on PKI ernatee bodiment however, a customer
SOTEH O Y & %fe%5W$%8f& LRREG %9&?%@88%%%&&&63%%@&
link. If stopﬂerq21 ft%lhave PKI kexmtlh customer can re uest a
a

comy oncn S Of € 1110 gdsg l’%ﬁ e Or IMore ves,
symmetric key inste played “ori a web page and can be

oné@%%@:@ ﬁéip%)‘téi}@r%%ﬂm%a%ﬁ%‘%ﬁr%%‘?éﬁ%ﬁ%%@és YGBRL)

security system information relating to the symmetric key is maintained in
varfoSEGHIE envirenmenoyMbeRrdheisformatisn handling system Le@ayrives
" atthe customer's site, the customer uses the symmetric key to "break the

dissleal. "ThBénSymmeniisi ey rgrapoiment t@spaﬁaﬁmgdyat&a{wrMm@sumers
who may not have a public key or do

“operable to transmit communications between the various hardware components.

Figure 3 .is an illustration of thc key components of a secure data - .
delivery system for an information handling system. The hard drive 206 comprises a
partition wherein information relating to the configuration of the information handling
system is stored. A manifest file 216 comprises a plurality of files relating to the
information handling system. For example, the manifest file 216 can include
information relating to a processor serial number 217 , information relating to the
system BIOS 21 8 and other configuration ieformation stored in CMOS 220. In
additiorr, a predetermined sclcctiorr .of files 222, iricluding configuration registers .and
other ccstomcr defined data is stored on the manifest 216, A “signed” file, sometimes
-referred to herein as an electronic “seal,” 224 is also stored on the hard drive 206.
The elcctronic seal provides an authentication of the contents of 'the manifest arld any

tampering with the contents of the manifest will result in the electronic seal being

-10-



not know how to use one. For example, if the computer is a gift, the
customer can print out the key and give it to the recipient of the gift. Even
if the key is exposed through unsecured e-mail, it is necessary to have
physical possession of the computer to use’it. This embodiment also
“brolearoid&nthédpbsitivé verfitationaeeeiiepresteof vobldinihg Frddppicithes
manufacturer's public key directly from the Internet rather than relying on
storegheniey Stetelivh e maraermetiTheckitamiad e FIBoMRHE KECHH 5?@{%& a
symmetric key alsq has the advantage of minimizing V%Inerab%

d
st R S LSBT POF B R TR LB R by RS PR be

208 WEAIOr as%%aeleﬁb '3 XS %ggﬁhvgggfggtﬂr%'&té%%} e key.for ﬁé%{a%?gggfs.p‘s
disctisséd”hereinabove; the symmetric key in combination wit

informatiqn staradip e .cOmRUISLRIQVIRS A comprehansively.sace

system since the end user must have -11 physical possession of the

PKI SRMBYter, i andenin initiiethe intiabbaot saaense disihgethesynmetric
key. The contents of the manifest file 216 and the level of security
fromverficaticatarivary: depandingroppredeiemmingtisecusitynpatametsrs
selected by the manufacturer or the customer for a desired level of
haveseBHTifye f ticexample; anongudevekphsedttirifysthesseduvity dhfordiatiared
can comprise signed configuration files and a manifest rile containing a
on aprelpteinmired sesofedpertingshstomcandibont HEBE ABCMIE RA&H
security, the initial boot security can include a checksum verification, of
lay tHEBIOS BAE tHE CMOS R M EEiTEies carBEEbhait P itr6
~without the public key of the end user. In another level of security, the
In 2 ECUTFIRF RTOMEtion can include a signed checksum. of the entire hard

. drive 206.and a_checksum verification of the gntire hard drive and the
3108 and NS Tt B Tl ape = oo 8

site, the customer uses the symmetric key to “break the seal.” The symmetric key
embodiment is pafticuiarly useful for éonsumers who may not have a public key or-do
not know how to use one. For exémple, ifthe oomputer is a gift, the customer can
print out the key and givé it to the recipient of the gifti. Bven if thé key is exposed .
through unsecured e-mail, it is necessary to have physical possession of the c'oméuter
to use it. This embodiment also avoids the positive verification requirement of
obtaining a copy of the manufactﬁrer’s public key directly from the Internet rather
than relying on the key stored on thei hard drive. The alternate embodiment
comprising a symmetric key also has the advantage of minimizihg vulnerability and
maximizing flexibility. For example, the symmetric key embodiment can be used for
a dealer or a vendor who can print out the key for a customer. As discussed
her,einaE;OVe, the symmetric key in combination with information stored in the

computer provides a comprehensively secure system since the end user must have
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security can also be implemented with or without the public key of the end
user. A third level of security can include encrypted customer
configuration files, signed operating system. and boot files, and various
checksum verifications performed using electronic keys in accordance,
PhyAtREPIEBSTERAIS 1K fotth fave ot geeuntjdaihaneitisid ericispierse using
customer. configuration files, a. signed checksum of the entire hard drive
e GEHGHS hecksum verification of the BIOS and CMOS using electronic

keys in accqordance with.PKI rog)coﬁ. Eigure 4 s an illlu§tration of
cjﬁje con’cer% S of thefnfi)am st 1iie 2 I and the [eve ? security
alternate delivery pathways for information handling systems

vAmRlementing the: datasecyrity system. of e pRsent . nvention. 4 onewme

embodiment of the invention, an information handling system can be-:

méleliverad-directlyfsom & manufacuaringdastlits 409 tara customerdos. The
information handling system 120 includes a manifest file 216 and the

levBRnfaattitgrise eleciioniabeak?24cin analifspaigrembadiment of flies and
invention, the information -12 handling system 120 is delivered to an

a ineifire diztecodbstimatioprdB4srwieh sam beparatiogsyittmt andbact|tides. At
reseller (VAR) that modifies the information handling system 120 by

thipdesthing Beptvidlio susdthopsarawars endisi i 8 wareanp aseaaenes of
After the enhancements have been added to the information handlin

the AlfametA o ARC SRSt SeHibtifien sRaRreseRrsst s #haiBtinR e

lectronic.geal 224 on the information handling system 120a as described
ook o HforAGEeIT Rariaiy Cyeia: TAOd Gafifa B on oo

. livered tothg stomer,402 or can be.delivered.to another inte diate
i e e YR et 2 RO eRDRR

miNg &Rhancameants navesheen addeede e infprmation iandiag, sysiep,

each of the intermediate VARSs will install a modified manifest file 216 and
security can also be implemented with or without the public key of the end user. “A

third level of security can include encrypted customer configuration files, signed
operating system and boot files, and various checksum Veriﬁcgtions performed using
electronic keys in accordance with PKI protocols. A fourth level of security can'
inélude encrypted customer ovonﬁguration files, a.signed checksum of the entire hard
drive 206, and a checksum verification of the BIOS and CMOS using electronic keys
in accordance with PKI protocols.

Figure 4 is an illustration of alternate delivery pathways for
information handling systems implementing the défa security system of the present
invention. Inone embodiment of the invention, an information handling system can

- be delivered directly from a manufacturing fac_ility 400 to a customer 402. The
inforrﬁation handling system 120 includes a manifest file 216 and the manufacturer’s

electronic seal 224, In an alternate embodiment of the ‘;nvention, the information
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modified electronic seal 224 on the information handling system 120a in
accordance with the present invention. Once the information handling
system 120a arrives at the customer 402, an initial boot sequence is
initiated and integrity of the data on the information, is, verifi d.as,
R ST O S et R TR O 16 et e 8
ocR2dEONIRINS informationhat can g Jised. 1@ Letablish 4, chainef Jigimto

ocument the modifications made to the information handling system

176207 Ry a0h. of dheiintarmestiate AR SnMar eeneraiberresentinvention

a

can be usedto "roll back" signatures to identify individual digital
nsignakyesder eachestidthatmodifietbihet infarmétionshemdlite SysRmill

120a in its path from the manufacturer 400 to the final user 402. Figure 5
inis«l Howchfet itustitatiofnl of thesteps dfiptbriretted dnabe Yhethibd and

apparatus of the present invention. In step 502, the system is posted and
infonminipndl apgdErativigteystent iss Baxsth o6 BEpPTB06Yin Sk HoB e Hata

security verification program is implemented. In step 510, the _
handirgaweer PRAsde dsu bR WEFIe bR S HERTARA CPRATS P

algorithm is run in step 512 to authenticate -13 the contents of the
2 %ﬁ’ﬁfé&?%@iﬁ%ﬁfﬁ%‘f&?ﬁ ‘f’(géfliéof ?%“88% i ‘é’%}‘\ﬁwaerfﬁ:é? 16 Various

system.compopents match the data contained jn the aut icadi o
L o N Tt T e Pt o e ating
sontents donot maleh. the. manifest anolice jspravided iedhesers na

oweéver, the test run in step 51.4 Indicates that the system components

HHamateh ths manifest filg, BOGESSIAGEANMINEES, 1/step DI Whetetdace
checksum algorithm is run to verify the contents of the BIOS. In step 518,

wlest is-eendusiedita deteranineiwbethen Hienesalis ot the Idtecksue at the

operation for the BIOS match the contents of the manifest file. If Inc test
cCABEYEN®d, an initial boot sequence is initiated and the integrity of the data onthe
information is verified as descrﬁ)ed hereiﬁabove. The final version of the modified
electronic seal 224 contains information that can be used to establish a “chain of title”
to document the modifications méde to the information handling system. 120a by each
of the intermediate VARs. Moreover, the present invention can be used to “roll back”
signatures to identify individuai digital signatures for each entity that modified the
information handling system 120; in its path from the manufacturer 400 to the final
user 402.

| Figure 5 is a flowchart illustration of the steps implemen’ted in the

method and apparatus of the present invention. In step 502, the system is posted and a
. minimal operating system is loaded in step 506. In step 508, .the data security

verification program is implemented. In step 510, the manufacturer provided public

key is obtained from the hard drive and an algorithm is run in step 512 to authenticate

13-



in step 518 indicates that the BIOS does not match the contents of the
manifest file, a notice is provided to the user. If, however, the test
conducted in step 518 indicates that the BIOS does match the contents of
the manifest file, processing continues to step 520 wherein a checksum
tatgaritfantsis ke andedetn fieteiming Whethessthie contedtsrofitherGifioShe
memory match the contents of the manifest file. In step 522, a test is
‘comuctettto determine whisihretdetelheriebad ialforithircaikiedinadrinsish
520 indicates that the contents of the CMOS memory match the manifest
Hidetarierwdrckshautiad It 5502 hdibaes rartasniemet srii the

CMQOS memory do not match the manifest file, the us%r IS notig‘ie 1I ,
TREWESEr T Fe LS B 268t ESRUUCEd 1T Sl 8 755 AdIcAE Rat the
cantents.of the CMOS memory.da match the manifest.file, proces ip(%t-
Rt B e TR ARl e DA e BLOCREE Mohinues

%Qgteg'ﬂ- BIs.data o confirm whather the electronia key matches theros.

manifest file. In step 526, a test is conducted to détermine whether the
cheecksum algarithmmexecutesiinsiap S indicatos dhal hat PHEEBES

data matches the manifest. If the test conducted in step 526 indicates that
thercontentsaf the PiEBBES datade snuhmatehrdhe manifestdheuseicisd
notified. If, however, the results of the test conducted in step 526 indicate
thateth 8 1R Kl EBEStiiatth d 886 $niteh themmaaidfest;qmecessitige contifise S o 2
-14 step 528 wherein the manufacturer "Electronic Break The Seal"
adgorithrrisidzédatbd vapd Idaseyis réqueseehi proviesleppt 8 pridaates
input to initiate operation of the data_handling system. in step 530, the
thitiahnBEOSers BYFETAfMyCEpLtRIH 98 %@ﬁa%?@fzf R PRE SE R PR TBREAL

system is installed on the information handl%%; system. While maxjmum

SRty G5t SErBY b fFREHRG B GF S Sl arRisgagher e contents
L A At P 200 RY i QLRI IHNe AR 25Uhe8ts
conducted to determine whether the checksum algorithm executed in step 520
indicates that the contents of the CMOS memory match the manifest file. If the test
conducted in step 522 indioateé, that the contents of the CMOS memory do not match
the manifest file, the user is notified. If, however, the results of the test conducted in
step 522 indicate that the conteﬁts of the CMOS memory do match the manifest file,
processing continues to step 524 wherein a checksum algorithm is executed to use the
PKI-EBTS data to confirm Whéther the electronic key matches the manifest file. In
step 526, a test is conducted to determine Whethér the checksum algoritﬁm executed
in step 524 indicates that that PKI-EBTS data matches the manifest. If the test
conducted in step 526 indicates that the contents of the PKI:EBTS data do nbf. match
the rﬁanifest, the user is notiﬁeAd'. If, however, the results of the test conducted in step

526 indicate that the PKI-EBTS data does match the manifest, processing continues to -
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security and verification steps can be implemented to provide effective
security for a particular configuration of hardware and software for an
information handling system within the scope of the present invention.
Other Embodiments Other embodiments are within the following claims.
stofMIONEl dherpeesent inyertion hasheeBreasTHbee- deiaithinshoutduie
understood that various changes, substitutions and alterations can be
andRRdeherateueithots depattingfrgni thergpiritandiscopemfitireofrbeditn
as defined by the appended claims. -15 CLAIMS | . A security system
nafdiiarsinfermatictehaAdlithy sySemaorhpisingairasiaispiagedaciet
operable to store a plurality of data files; a manifest file stored on said

anddssforageaeiie sy srersimgaiehrarire SPEREoARRedys system:
predetermined set of data files selected from said plurality of.data files
WhikiRAHERET SO Y8 SRIFRRTEY S8P %%%é%ésﬁ g!élﬁg si(%s(\%lﬁcgtéagf:&s; an
electronic_seal stored on sai ta st ic el idglectronic
BE N i el el
sec%leg fronic ¢ Iéﬁ%\s%ggyﬁ%g ﬁ?ﬂeﬂié@t@ﬂ@ﬂ%ﬁglgﬁf&h%%%uﬁ@@&r a
initialization of said information handling system, said electronic seal is

paflBGtonicAln vetfied: aRdacompasisoR-opgrationisrnitatechihers ejnithe
predetermined set of data files in said manifest is

within the scope of the present invention.

Other Embodiments

Other embodiments are within the following claims.

Although the present invention has been described in deftaﬂ, it should -
be understood that various changes, substitutions and alterations can be made hereto
without departing from the spirit and scope of the invention as defined by the

appended claims.

-15-



compared to the corresponding set of data files stored on said data

storage device to determine the security status of said information

handling system. 2. The system. of claim 1, wherein said electronic key is
automatically extracted from said storage device upon initialization of s&ig SLLP
information handling system. 3. The system of claim 1, wherein said

electronic seal is generated using a first plurality of electronic keys
implepented using a public key infrastructure, 4. The system of claim 3,
wherein said first plurality of security keys used to generate said

electrgnic seal comprise eas ey for a first Party and at
least one private ke@szregaétecagr%a%ar I}/Eygféefﬁ - SPRFAIE, wherein

said efefPoTitE 8 At ie varmel @sﬁﬁg“ap%@ﬁhafmméﬂty of security keys
comprisingiéttéisttond qarivaiteakeyotagsriel & rsﬁh@@gﬂya&nﬂ Aldeagt one

blic key faot, . P 6. 1h tem
of the pfgc%ggg%%?@%ﬁﬁé%ﬁ%%ﬁ SR RaRL A

correspondi GRS IFIRE S Bttt eat e RrEdatgiEes kergwn

modified stakoevarrtefesther comprising a modified electronic seal

corresammm@xi@ss@@ldaa@qmﬁqﬂdw&t&%&y\&er@%@igmgg'f fieg.glactronic

seal is generated usin, tleast one electronlc ey. 7. The system of

claim 6, wherein Said modiTas e iSaYr 8t s k@%r‘i‘@?a‘t’é‘ar%%ﬁhﬁ a first
plurality of e?@éff@ﬂfé?@é&%anﬁb@mﬁﬁed ofsingrapisllitikey infrastructure,

- ‘wherein, upon initialization of said information handling system, said
electronic seal is electronically verified, and a comparison operation ig
initiated wherein the predetermined set of data ﬁlcs n said manifest is
comparcd to the corresponding set of data files stored on said data

. storage device to determine the sccurxty status of said information

, handlmg system.

2. The system.of claim 1, wherein said electronic key is automatically

extracted from said storage device upon initialization of said information handling

system.

3 The system of claim 1, wherein said electronic seal is generated using

a first plurality of electronic keys implemented using a public key infrastructure.

4, The system of claim 3, wherein said first plurality of sécurity keys
used to generate said electronic seal comprises at least one pubuc key for a first party

and at least one private key for a second party,
5. The system of claim 4, wherein said clectronic seal is verified using a

“second plurality of security keys comprising at least one private key for said first

party and at least one public key for said second party.
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8. The system of claim 7, wherein said first plurality of security keys used
to generate said electronic seal comprises at least one public key for a .
first party and at least one private key for a second party. 9. The system MCSLLP
of claim 8, wherein said modified electronic seal is verified using a
second plurality of security keys comprising at least one private key for
said firs' parry and at least one public key for said. second party. 1C. The
system of any one of claims 6 to 9, wherein said modified manifest file
contadns dafacfitleshaviay ankndtin prodifiedistatusucberesponding to a
é@&!ﬁ&&{aﬁ%&%%%mﬁ&ﬁ?@%éé@mw&gm&*%iﬁx@@&qvmggified
electronic %%al comprises data cqrresg\ggg lin }o a series of electronic

|

l‘g@% r&%jﬁfé SR, PLESRPRGHE & edeleationic sea

siveé modifications of said
sraniferstifién s4id madiAedrethid foharetifsaiigreddindtyl etdpicseéivered on

@ndaformatanihandlisg.systery comprising: storing a manifest file on a
data storage device in said information handling system, wherein said
manifest file comprises a predetermined set of data files selected from
the ddta fileS &SRS M froPATAHBAHERAMTING S SFSHENC &% herein said
predgeténpediseplofaigtal ilegrhais bekniowlsrstztdssgenendiingesin
glectranic seal using at least one electronic key; wherein the electronic
seal is an electronic seal of the manifest file; storing said electronic seal

" on said data storage device; verifying said electronic seal, upon

initialidation'df SEETHOAHELBA AR Y USRI RNy security keys

used to generate said electronic s‘eai comprises at least one public key for a first party

" and at least one private key for a second party.

9. The system of claim 8, wherein said modified electronic seal is verified
using a second plurality of security keys comprising at least one private key for said

first party and at least one public key for said second party.

10. The system of any one of claims 6 to 9, wherein said modified
manifest file contains data {iles having a known modified status cérresponding toa
series of successive modifications thereof and wherein said modified éiectrorﬁc seal
comprises data cbrresﬁonding to a series of electronic seals generated in association

with said successive modifications of said manifest file.
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initiating a comparison operation wherein the predetermined set of data

files in said manifest is compared to the corresponding set of data files

stored on said data storage device to determine the security status of

said information handling system, 12. The method of claim 11, wherein MCSLLP
said electronic key is automatically extracted from said data storage

device upon initialization of said information handling system. 13. The

method pf claim 6%&,dviherein said electronic seal is generated using a first
plurality of electfonic Oéygriﬁﬁ‘ﬁﬁe?ﬁ%ﬁi@cﬂ@iﬁﬁ%“ﬁfﬂ%i?:“l@@ynfﬁﬁagﬂfmture.
12eriRs preeReaostreisig 13, wherein said first plurality of security keys

used toiganeraimsaitielestionic seakcampisesAtieast.ane public key
for. a first pagt}y1 and at leastggg : iva%e key for a second party, 15 The

14, Wherein SR diecHloAIEBeH Lo asiig &

method of claim 14, WHerein sad efec '
second plurafiti? Gtsaelariey Reysteodnpridngtatddastonpriviatenkelifor

said first partysandat lerstanea ppllickey-forsaidsacand.party, +18
MCSLLP 16, Jhe method of any one of claims 11 to 15, further

comprising a modified manifest file corresponding to a predetermined set
of dataSfTEEHRARG S RAGWAT HORETS dratatuesclentioniethrr whempriting a
modified electromiciseal icenrdspandlineterspdumasified.manifest wherein

said mogifigd.lestionic: sealis generalsd ysing. at least one electronic.
key. 17. Tpe me.t(md of ¢laim 16, wherein said modified electronic seal is
Verirying said electronic seal, upon initialization of said information handling

system; and
* initiating a comparison operation wherein the predeterminad B
set of data files in sald manifest is compared {o the corresponding

set of data files stored on said data storage device to determine
the security status of said information handiing system.

12, The method of claim 11, wherein said electronic key is automatically.

extracted from said data storage device upon initialization of said information

handling system.

- 13. The method of claim 11, wherein said electronic seal is generated

using a first plurality of electronic -keys implemented using a public key

infrastructure,

14, The method of claim 13, wherein said first plurality of security keys
used to generate said electronic seal comprises at least one public key for a first party

and at least one private key-for a second party.
I5. The method of claim 14, wherein said electronic seal is verified using a

second plurality of security keys comprising at least one private key for said first

party and at least one public key for said second party.
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generated using a first plurality of electronic keys implemented using a
public key infrastructure. 18. The method of claim 17, wherein said first
plurality of security keys used to generate said electronic seal comprises
at least one public key for a first party and at least one private key fora MCSLLP
second party. 19. The method of claim 18, wherein said modified
electronic seal is verified using a second plurality of security keys
comprising at least one private key for said first party and at least one
publicikey famsaieisrcansypacty: ABimEhe meshackied asymwiRoi.claims 16
Ioderieraln s d maniiad. maniestlis conianedanieaipgng 2
nown modified status correépon_ ing to a_series of successive
IReuRAticd THEYEE AT AR SRt R St et 5T seal
comprisais gataidenaspo ndififtovh seiiesiofwléttbeictseasgenerated in
28s9ciatian Wit,said. eSS Ve modifications of said manifest File. -19

17. The method of claim 16, wherein said mo;iiﬁed electronic seal is
generated using a first plurality of electronic keys implemented using a public key

infrastructure.

18.  The method of claim 17, wherein said first plurality of security keys
used to generate said electronic seal comprises at least one public key for a first party

and at least one private key for a second party.

19. The method of claim 18, wherein said modified electronic seal is
verified using & second plurality of security keys comprising at least one private key

for said first party and at least one public key for said second party.

20.  The method of any one of .claims. 16 to 19, wherein said modified
manifest file contains data files having a known modified statuécqrrcspond_ing to a
series of successive modifications thereof and wherein said modified electronic seal
comprises data corresponding to a series of electranic seals generated in association

with said successive modifications of said manifest file.
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