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AND AUTHENI CATI ON OF POSTAGE | NDI CI A OVER A NETWORK *coo002* FI ELD OF THE

| N\VENTI ON The invention relates generally to the field of systens and

met hods f orygli i imng postal indicia and nore particularly to systens
and net hods”"ﬂiltlﬂﬂmmwﬂmﬂutl ng postage over a public network in a r@ﬂﬂ% t hat
IS secure in f third party interception, indicia whi ctf A
efficiently pri'lft’8l by a postal custoner, on items to be nailed, and a
systemthat facilitates authentication of the printed indicia BACKGROUND
OF THE | NVESWEDRM lde MEEHODs EQ8r BISRIGRUTANGy RRIDEPNSIA S AMEHENICATION OF
accounti ng POSTAGE BNIRIGIArOYVERNS NEOWI@RKaI | ed with a postal delivery
service such as the U S. Postal Service. In one such system the postal
cust oner pur, es postal stanps fromthe postal delivery service, which he
or she affi ﬁ&/@@@ﬂmwgﬂm’m&to each itemto be nmailed. Wen the postal delivery
service rec m it wll need to venfy that the value of the
stanp or stanps*c®oxhe itemis Fsuffi cifnt for the service. Postal delivery
setvlces such as the U S. PostHFLBOKTHE INVENEHNy use appear ance- based
mechani sms to i - [ G iq addition to
verify the val Elgerxg}/én}[ﬁﬁg?ﬁtg&%ﬁgél&ﬁ@ﬁee&??g%%n etg er?ﬁ‘lﬂ%é f?fh@%ﬂ%‘&““@ﬁé’ Bk ue
i s suffi cindivia anGswes marliqularkytasysemsast mékodsochisisbatirgpottage pesi miblic uatvoner

pr mar 1y PSBRGIEF B9t 1560 HECB0et BT PE It S0 B Eon e AP it BHERY
typi cal | ypied 9t IyRsRPElsReRr SLitHind beithiRd Hn@ ABystéh tHab Rcilit @ auf¥ St @IS ofiASt
notably in netered systens, a postal custoner makes use of a neter to apply
postal "i prfted wdiciag respective itens to be mailed) each indicium

identifying the val ue of th%%ﬁé%ﬁ%'fﬁﬁl&bﬁ&ﬁ(ﬂ% Prior to using the

neter) the postal custoner pu ases postage from postal delivery

Servi ce represeitrd g savdpdll génetallyUR copiddCystaRy fBacRPdtin@tof Postdge T8 11drs e
mai |l ed. As each postage indiciumis applied by the neter to itens to be

mai | ed, t Aailsdayithea popta «#réwwéerag@s%ﬁtg@Hrﬁ-é’esqaySetrwee-iInenfe:wﬁhﬂs@nu&weﬁteh
fromthe rTarTHal j L : I

necessar y.yﬁ%&)s%\yvp th tﬁge&g%agﬁ%{x grsoreﬂg&lgggstdeqﬂ]m%égt@a g%g?’{;b\?te}fr% yorrgg;ra\??%eg?ﬁgﬂ h as
the U. S. tolash itdm Sdremailed. Whesthe ppated deliveer fvas ecrepsvdsdind itams it vaillneed thyvetifyat

the indicjumon, ea ifemtq be iled.is authentjc and to d rmne

whet hor ¢ WEDET A S st SR Risdem bRt e hfseries BReee il irve
For sone icHBs the U. ) @6stIBRAicR el B6ABHkatdnos-badel it BianRRRESVENTL GaliRéRAnps
mechani snms for verifying the authentici té and val ue re_tpr esent ed by Rostal

i ndi ci a afre anthensicr andjimadditian to, vesify the valye phthe stappfr) an thedteaiapd dslsmpipg hether

pr obl em ; al J i kb s Q4 ok

B e R e e A R B R
mdi ci um t indirepslly Uhen ghegprstal delivelryy semiceandnire considesed pomaelyauskfub bp dew-aglume
transactigntot he%n is currently required) and to require that the information
be crypt od'};aghl cally signed so that it cannot be altered. Although this
system i s secuHigherivoliid@EtalicOstafierdypieaiy e biher posfage aburting ERtams. &rthe e

i ndi ci um nust be printed using a dense, two-dinmensional barcode. A nunber
of probl efstersi @est pptalyip EEFF‘%WYW’?% a pagtal spstgmgemakes usg ol REHSP SRRIY PEsiRlc ode
such as Wapkidha0f rEpeMive REMPY bk BRiIdBch indldidh idedlifyfify thd\anRT AR Psthee aBplidde
dense) errors can devel op during scanning) particularly in connection with
i tens whi thireto. Prior emusing be meter,| telpostah custiiar ipurehasss pestagelfeonh theqodie! dadivemi ns
a large appunt of infor i he ti requd r s. the

ot ot rt arrare eBresBE e BUhcy e il ey R sbR A R ) (POO NS, ' Rloech sgtipee
del ays. Ainfii¢hinh&rapplicditiyahe meteste teind tackennisiizt] the viatué bf thb @oditYefteprddeated By khe
contenpl at €s. t hat , post age purchased by a postal custoner be naintajped in a
secure spBeicHmM M%B@ﬁﬁ&?\d&&?ﬂucdxgwst 18 r‘%ﬂ‘eﬁr'%u@’f}hpﬁg‘éﬁﬂ‘r be VPEBVF%&S
("PSD") . ddessESDARRI A RIsBMptUACedS PR Ipbital@kliVdresdrib &TsGBH ds @k YWBI Bditanetvide be
used in connection with the indicia required for the |BIP, nost notably the
val ue of uIseanpsarRRgebaprsiretshansemsiy varifethpghe iafichurentesh itermipdepriied AVBAHIS e
any print 3 i A I-0RS: Whi re required of the

i ndicia bﬂ%{ dtlhggﬁegﬁg(?%@e%gﬁtﬁ%%&cﬁgﬁﬁ%ﬁg?‘ﬂ%ﬁ@ﬁlg& '% ﬁ&gﬁ%(%@f al custoner can
nove fromone printer to another to print indicia nmerely by disconnecting
the PSD fromthe one printer and connecting it to the other. Wile this
flexibility is advantageous, it does require rental'or purchase of the PSD.
SUMWMARY OF THE | NVENTI ON The invention provides a new and inproved system
and nmethod for distributing postage over a public network in a nmanner that
is secure in the case of third party interception, indicia which can be
efficiently printed by a postal custoner on itens to be nailed) and a
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-3 random nunbers associated with the respective units of postage. Wen the
postal custonmer prints an indiciumfor a respective unit, it appends the
associ at ed pseudo-random nunber, which the postal service uses to

aut henticate the indicium The pseudo-random nunbers are generated using a
met hodol ogy by which the postal customer can generate pseudo-random nunbers
for units which have been purchased, but not for units which haAPRQIQ2Yyet
been purchased. Each indiciumrepresents;an anount of information which can
be printed using a one-dinensional barcode, instead of two-dinmensional

bar codes requi F&Goind t2hd)@rhas BedredBknow 38 dAOR A dunSHY ph SaridBIbBLdi ikt hahi §rkd iy NT
record of the units of postage which have been used by the postal

' cust oner Yerfidedhs auHentiaytaat valys repiesented noesteldedieia argiinsuficieni e protrgnpasted

i ndi ci um , TheVi [ ' ')..-are not
needed by rc}E{Iﬁbo@t églld&gtéjlshtﬁ %@rg‘?'@’%mﬁggﬁp%?@%{ahgg‘% (% rhg%?\e%g\r%gegoél?gigb%vﬁf&’/‘”]’ n
printing tékditndinfirmati3RBEEd DESTRPRBrAaiN (TBIAHEVDRAMLNGS cith mdichue id inelude S
poi nt ed ouj th particularjty in the ap ended ¢l ai.ns, The above. and

ut Wi .
Further adWaEaybamere FRIE ettt RRsAEs draperelien M s SBlY MBYirFb et tpng
to the fokdqaie that HeaEsralibdObe drpkBBrabRcABIYigHea kb Mt iYbdnholHaQ1t&eE ORANAGE s
drawings, in which: FIG 1 is a functional block diagramof a postal” system
const r uct EXFIeMhISSecuEs HeaTde tovRachmmedate thednformptionTpquged, zactpindicpm mast be pantdd 4A

are flow (NI t erfor . i.n
2coor dancuang  AAER e e RREMYaS, Rk ER M i i e MR O
EMBODI MENderfst 6vo-dimeasiand] barctdesoeh advoulll belragiredbyothe EBIpoFirad, sinyesthe bardblie is
constructed, in accordanc With the invention. Wth reference to FIG 1,
postal sySHEnicHe. CHER saRdevslpalriap seampinge PRSI l_ff?méaﬁaérbw&h&ﬁmw&chp%sta|
CuSt OMer Sxade@IGF sohiRfl. fn dddfdh Odk the bircd BEMRFaMs! Margll @bt b (hfEMMah 6, BN
numeral 12(n)). The postal oT_fl ce system 11 is maintained by a postal

del i very aentiired thorocess theiinfernation wilateditolsgchtitem ¢ao Se signifieant, whitah caricsildadelayach
postal custoner, stem, 12(n) can connect . t postal f em 11
over a conmuni éa %ﬁberrl pfolb#l?( ﬁ?,es WCBREHR Wi“hglileu%gl?' ?%er@g;gér%‘%r{é&a%%@gt@ﬁos%ﬁ?e
publ i ¢ nepuehiesd ByE Post clididindr bk @ia@thinedinl et dre BEciabpltBose hrwartielice termed

tel ephony system or the |ike, or any conbjnation thereof, to facilitat
transfer AFOSARNSFYRY Psyce %ESlae)stpﬁ’éﬁ TRRIPIBIRS éF‘i}dé‘@’rP?f}}?é“q"Bgﬂé’Bt"Y ‘b‘?}ggal

custoner $Yaiedth dinBoricARéihl theinBR Rhuitidl o Gie SHIP! RB¥t hdtably the WD 2 bstage | N
particul ar) each postal custoner system 12(n) can engage in an information
transfer oueshascddyctharnosiak qustomer | The PSD gar guable aayt erintek thay medstss hepynagpe
respective I oner 12(n).. of e | fr al
of fice syé?%ﬁcﬁqns%zéhpaﬁré g}s/rgé §fqh§6ri‘{%§§y gg@?ﬁ?’aﬁ“@ ﬂgﬁ{“ﬁ%%’i sggbs&t?ﬁce&%atl
respect i veugdaraéradan aiové GioBy ond psinieftcla{other topintiindicip astely by did¢annecting thet RSB t 0

be mail ed representin st age, of, a val ue represented.by.the indicia,, which
the post alfrogEihE 9@?@;**&%&33 EONEFINg if 9, 1Be o VP %&3&%@8&5 ﬁ?@"?'&%%f@&i'i‘\f&’es
items. Thushiretdneli oPp RSk theIBEOMEr System 12(n) purchases postage from

the postal office system1l) it (that is, the postal custonmer system 12(n))
is permitted to print authent SUMMARN(RF Tk INVENTEON t ens to be mmil ed using

t he postal delivery service) after which the respecti Qstal. custonmer can
provi de the r edBRR¥REn PratEs St g THBR St Sk pyed o PR TR penidlef niy

The post ala pablid fctwsik S £adrky thaf i 8&cubSinikk dAEOM thiedhar ieradptioh dinditia whchsah| ed
by a postal custoner) can scan the postage indici umc{)rl nted thereon by the

cust oner ' Peséhqiently untedniyra pysial cnstomenpn dlemy dp pe mpiled, andy asphigermnthat fyciliiaes
that the : ; hereby is sufficient for the class of service
to be pro%?@ggﬁgﬁsﬁgﬁﬁ%w%n{lﬂgf ewth. Qperations perfornmed by the postal
of fi ce system Iibaefdumnpos thel ineemibo peovideg st eysteh? {on fistributingoposthes ovértrepitbilin

detail bel ow. ifically, . i th i nued reference to FIG
he- post ol obiork dbs SRR E pirbie te Hish BB BIOEPRERFE Mt Shihgnd or

nor e net Wadtfcitrtlyeprinéieby 4Ghos@ll cukibabesn GeingRa R mdiled il Pepdeth (ba Aaciiing:s
equi pnent 22) all, connected to and controlled by a control nodule 23. The
post al scaHieRFtau P e prRntebindigias  Wher kg Pegalcusimen pHfcbpses posiase fony g Rosta

I ndici a Or‘seM&%pE}Ml s Re oV Bthmihib D@ hRARlePost Lt B S es'td ghifrdiBpdedb-and
to communicate with the control nodule 23 to facilitate the verification of
authenticity of the scanned postal indicia and the sufficiency of the
anount of postage represented by the scanned postal indicia for the service
to be provided. CGenerally, the postal scanning equi pnent 22 may conprise

i ndi vidual scanners (not separately shown) which are distributed anong a
nunber of postal offices at which mailed itens are received by the postal
delivery service frompostal custoners. On the other hand, the other

el ements of the postal office system 11) in particular the control nodule
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2 AP R2002 -6 In addition, the custonmer database 2 | stores information
as to the particular units (such as pennies) of postage, fromthe postage
whi ch has been purchased, which have been utilized by the postal custoners,
as indicated by the postal indicia scanned by the postal scanning

equi pnent, and thus also identifies the particular units which are
avai |l abl e for usage, thereby to facilitate detection if the postal_ custoner
attenpts to use the sanme unit of postage tw ce. Furt hernore, tHeARIS®dner
dat abase 21 stores information for the rekspective postal customers) which
wi |l be described belowin detail, which is used in verifying the

thenticity,of t ich has b d t t al
Seanni ng_ daidmaRRDeSRSsocted witn i strhecBte SR ofPoRiREe, Mehen REod3H clvamey
devi ces desifité REMARNRN Fdr PREPQKITVE ]‘;uﬁit,ait BpPEREs tHefaséabitéd puetdo-tdhdBa duntberar

in connection with the purchase o postaa;.béi&a postal custoner) it
r1f)

recei ves iwhigh therpastal seryieeuies taauthsnticdte ). Dhe psepdemmndommymhercarase

formmt ) dioneie B A RehOghiob] By Rl 85 Bl dBrieltSh Bed it prdlP 50T ) °
from a neventserofoe unité HAichdiave BeenRdthaed but At foh uhitswkick hhvdndt yenBdeh of a
new account for the postal custoner. |If a urchase is to be

)St al ostage p ¢ ) .
per ni t t ed,Purehasedy |lingigingm epresenis ga @moelﬁP ofrinfarmatipn whichicag ke prinisd singed
to the net A sf. Ve,
cust oner - 4ohesiRhBbRATEF B dniPhd bf G ens Bl VardoRBPREMINE I Hstems.
i nf or mat i dFhegsosthb searvich ethimaine\w raiming rédoad ofithe anits ofipastage which Inve ibgen asbdci a
which is sLefLi al in authenticatjng the indicia when scgnned by, the postal
scanni ng éty-meﬂelozlztom%@dm ®ROstal[USIOBISE FRANOKHEH A WbAr magrRgithanonen e

storage Ofinfiafutl "his) Beviles! ‘tiﬁ%} hﬂﬁﬁ%‘%io% “PSD*)hr Rt féBEdSH

post age pulpclhased anaﬂgﬁgesrﬂﬁtﬁﬁgfe ota g.;f%or t he a#ount )of post age urghased
by t he parpostaltustomers whichqrevidesfor enhanzed flexibility i printing the indicialul e 23 may
store information in the custoner database 21 which is usefi.tl in

Connect on wi th i nai ci a SEARROESCRIFIIGNGR THEIRARKS, pron: i e

control nodul e Bs [ReRHNER doitfted F?tt\gfe&ﬁ&irﬁeﬂhﬁgﬁnitﬁéjﬁﬁe. e?ﬁﬁ&lﬁf‘sfj TRY ab&e

postal scanning equi pnent, "as w escrib bel ow i n detail,
aut hent i c anddurther adwatitagea of this invenfioremay babett¢raindersteod by rpfominggte the

r epr esent by.the indicia ar.e appropriate for the service.to be .provided
hnd that LS YinedstisioR Aielif BRRRSRINL I tefocbBe e LS AvBoR
i ndi cated in tIEIG: 15§ 8 fiictidndl BeskediadamesTd po@tad By stéir costrutled ihccoRfance

aut henticatjon and verification for each item whose indicia was scanned)
the cont r oVithEedn¥endionymy al | ow or deny provision of the service. |

n
addition, if t V4 ' Io9&fladts ' '

cont ol odul o ST PAraih- el b MchRfallerBY dnfafot pered e

i ndi ci a agpostad system in adverdanse withthelimveritione 21. 2 AP R 2002 The postal
custoner systens 12(n) may be generally simlar to each other. Each postal

ey 357 51 DR ER pRsk o O AN OStaAiISEMIEABIRR R, "
interface 30, Pge49ga ﬁeﬁ%xﬁa%&%g@s%xﬁ16%&@&&@&“'&%} cbe

in the formof a personal conputer, nput ation or the [1ke) which
may be gerwitlathie\inwintioha WitloreférencectioliiGel, postal eysters 40 includes apostel efficed t h t he

| offj 1 1) _incl udi dul
ot er t ace SF@HE: 858 bt wocpasia e mbl R e T20DIBERAB ey boar o
and/ or a rdetitified'ty réferiiee ndfnefal AR}t Tied Wbmﬁysﬁﬁm i¥ infi@Rtaicled By 8y
|

devi ce. The postal custoner systens _1één ncl udes _printer 32 to print
post age i rRostal delivery andotber servipes provided by thenpstal delivesy,saryices Hach postak

net work i i L i L Ltate
comruni caﬁug{ﬁ)gé€m§¥%8?ﬁgng§§{’§?&%lp # {z’gle‘g% eanf’ﬁ ?élé#{okn&alrl]gﬁ%%tcﬂgg%urc lgge of
post age f rlixk 13)evhichsth: gj' ixmﬁideyﬁmexianpl?fme orhmoregublic hetimtlersﬁdcas the Imtemet,ves
nessages transmtte t he . post office system 11 over t.he, co rrucation
ik 13 ariivakeneqotks, the pRRHCIl R sxsist. aF fariikeh 87 @Wn%waﬁ%?%tq o the
cont rol ofdilitac’fanshd ool A, blBesBbUPBoN betivba the Fpb AR poal ,
information fromthe control nodule 33 for transm ssion Po the respective
post al of fqusiomey system 12(n)fand tlet posteh offiaefsystemt Ilon i nt o nessages and
transmts the nmessages over the communication link 13 to the postal office
system 11. The nessages may have any convenient format or structure, and
may be transferred over the communication link 13 in accordance with any
conveni ent information transfer protocol. The postage database 31, as wll
be described below in greater detail, stores the custonmer account
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In accordance with the invention) each postal indiciumthat the printer 32
prints on itens to be nailed is represented by a barcode or other
conveni ent| y-scanned construct having a plurality of concatenated fiel ds of
the form <CUST_| D~SERV CLASS~PCST AMI~TOT POST~P RAND NC> in which (i) the
CUST ID custoner identifier field contains a postal custonmer i QARR 2002r

val ue identifying the postal custonmer whose system 12(n) printed the
indicia) (ii) the SERV CLASS service class field contains a postal rate
class or service level identi fier value that is to be used in connection
with delivery lofpattinear, tehpbstalichaompeasyatm d2dn) verengsgerivac éyformatiby tradugerBOST

AMI post age anount |ns a posta anpunt . val ue i dentifying the
Arount of B seraB eyt 15 BRE noliehye o TRReLiN AP el o STES YRR T

total posf@eragd i@bdikERM Ak PSstd offtk BRtenf BNt THeuRHaR of POt G sdefidy ATRMILS Of
post age used by the postal custoner incl udi Rg t he postage contained in the
POST AMI $F EIspictiygpostahausorppoysiemd2 (s oot pos mmcrmbemsm ke raiailed rrpagsasting
pseudo-r

P apr esent o e IEoARt: FRENAEH IR NiEhe RE @GR siolot il ionct wn i
anount valec@vasdind @speetivel itenish é’hWerAWslal&ustemeesenh'etﬂ(n)’pqnelmmsem)stagﬂ fromat
enbodi menﬁ;% ”‘felf s‘jgzes of We t{le .ds,_ descri bed above a«if f for, the CUST ID
cust omer P&V PLEFe Fysiamy . gh(that ds dhejpostal custqmpt Sysem, &4 )n‘érpfl”‘&ff‘ fgprint
("bits"))auhdnO¥pbiagd indGh GH e 18 thilfd UsHE thdpostal dEtvery $¥viba, lakrbORhiK 1)
postal customers) (1i) for the SERV CLASS service class fiel d) on the order
of four bicsRectivarogalcHefomerpar provide the raspectiveitemrsde the pestalidglivesyse(vige faf maidingnt
postal r V, t he POST
AMT post :}é}g p%lﬁrtgﬁd?ﬁécfsygtl:xﬁeﬁ a'ftglemln%§% zcl?,edo tﬁ amterp tgngﬁalfcg b%ﬁhbs)lal c8§to nercan o

of on t hescas dﬁlboﬂigtﬁﬂd!mﬁﬂ@nﬁﬁd Wietdoh bptheposbdrags p(o?ml quetmeesysien 12\@) tb@erifyhe
TOT POST t ot ostage, field, on the order of twenty-eight bit allowi ng a
maxi mum ofs eﬁ\eﬁ AT dpat e Restags TePIEPenisA Lospivels SUIGFIefPY ejsipst algreryigs tope
parti cul I [ t {apdrecd) r i er
el e con R G 1 P
pseudo- rmmmmlﬂnb\mﬂ)bednscnhdlmddeﬂ belf)Wten bits, which would conprise,
for exanpl e, i ran ted
as descri bed be re v X\gggﬁghm}%\gmgf%ﬁm%df ;e?crelj%?qggie?geﬁ %.9{98091;4{@ lceg p%reglent ed
by the i niclndesa nd:ﬁbemfdledmmmpmemgahe& mIStatncamk intkirfacesR00 B cestghmdamw

bits can ent ed by.a one-dj mensiopal barco t hereb
necessity 101““&? Al SHaRgynge W"tﬂf%ﬁ%?%‘ﬁ%ﬂt‘" t@ﬁ?‘g ﬂquyﬁcggtrpémﬁ{ﬁ%g‘j b et he

U S. Posjgital %@M eeqal In%IuPzz EroRest 8! schl) hteRla, pofide thiRla slistRs it B
used in the CUST ID field is assigned to a postal custoner by the postal

del i very previde¢by ﬂxemospe}rmstemma to beymailed apd &1 cammericatewilly Srecontal n(mu@ 231t0)
The post aIacI‘PH:é ﬁa% v% Ia%m, %% al%é/nu‘\%ﬁ 59{&5%%918 { §+sta%§ i&2%hd IIIiesI]hIc]IJIn‘EI ofdleue

to a parti cular cus custoner Initi pens an
account \Mﬁ)blutthﬂ' m@ﬁgakcméme&by tieescanreed ;iobnabugllrmwﬁorcme istrvidehiatbe provtdlaé

post al cu V W | I urchase osta fromt he office stem |
In additi ﬁ’}“? S%F‘F‘P%éq pragrd ﬂaynwl%gl'&iv@“%é%“ﬁﬁrét(‘ﬁt SEBI??‘GH‘er
identifi eghowal) %1ch%etd?ﬁnm§cf ﬁlﬁong'd%hﬂﬁﬁrof phed ofitRs ReRied mailsliRiR ardesdies t O

pur chase Eostage whi ch woul he running total anobunt of postage
exceed t hey Hepostaldelivny scrace Gow @osgl cusiemeroTOPUETOhshand, hssatbgselem eetswf@?e t he
i ndi ci um I t 1
(ny: can BARTAD sxEUR QR partkilapShe ol mlte B Sl B QIR 2 Lt RiFBricE
post age pimafues®) 20emsy MSca&d)er&tc therefroxSKt 4 agotnaizad onatioSkd \)/hlch ] efaledscare®sd on

t he postal custoner r chasi n a bl ock of postage that can be used in
connect i oH‘%"’P‘I’PeB'rFB(e’g or £XITRPI, °E‘Y°<£ For exanple, if, in a session Sr in

whi ch the post %cﬁéﬁ&&ﬁﬁ&f&%@ﬁ@sc&%nﬁwml Mconﬂ@ﬂﬁbcﬁﬁc Yhiybedh the @sge)
he or she has previously purchased a total of"Bk" pennies worth of postage

he or sheow4lslt45eoram1tesmcmrmhe@eyﬂqemp@s&swenw%rIlﬂY?Ceﬂwrﬁ@weeeﬁi MéHEh
postal cu ty nexeged
Phe. e o IR okl ol ol Bagh onfuud Her RPopRalIpEERED
B' ~ woul dtlexomecf atsbneemmpmnmvladimgaa‘ptasmwOByletaInémﬂDTISP@SmdF opesttopsterfage
field, then the postal office system 11 can assign the postal custoner a
new postal custoner identifier value. It will be appreciated that: (a) the
sum B' ~ for one session will be~used as Bk" for the next session Sk.,, and



2 AFR ZDi )2 -t0 (b) the anmpbunts M which may be purchased during the
various sessions Sk nmay differ as anpong the respective sessions Sk. As

not ed above, the TOT POST total postage field of a postage indiciumapplied
to an itemto be mailed contains a value that identifies a running total
anount of postage used by the postal custoner including the poshpgem
contained in the POST AMI field. Thus, if the postal custoner system 12(n)
has previously printed indicia for itemssto be nmailed which total "b"

penni es worth of postage) and if the anobunt of postage to be used in
connect i orlemehll cbhifrididgPetator Rpub@ntRderdtSsuchhs ﬂ&gma%ar(di/d} aWtusharfeas®pkiior
value "m' would be printed in the indiciumin the POCST_AMI postage anopunt
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indicia algput eleBentsipeflit afSpdratb d8Apud RHf6rehaBBO R prob@€iig THE GideddipslapOdcY a
postal custoner system 12(n) includes a P R AND NO pseudo-random nunber
field thatPrevifsddp sésplay patp inforamatiomeanarpied by the Pieswsseiomadite #n fusAsesn tohtae i s

used in c b | B pdl ' ; do
Fandom nuhare i Bl obh iRl IR BloE sk b An A RANEPAE oftraRE RS
syst em 12(imput to amrbhprocassing, i weiloasiinfeeniiont deeerpted tiadingoprocaseing.y She mprdcksashien

e e L L R E
cust oner  syé&tigepfabet (MGUPY! i Rav@SnfokatioRGBNafiSustipplidatieds Jaeeridhs BRIBspASd using
previously purchased a total "Bk" pennies worth of postage. Then the
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the value b+m where "m' is the anmobunt of postage to be used in connection

wi th the i%hithcosnasethegempuer tathe commupicatiordinkgld2 "b" is the total anount of
postage of allypreylausiiy, fe'n@wog%ln@éifaegyzot R S e S

jib, " fromthe ps 0 om nunber  sequente w | e used I n connection
wi t h t he iahelvecéonnect totthesoinimubizatgringd B andficititagetcommiunicatian with detpastalofusiooer

system 11 provi the. inforpption fromwhich the tal customer s em
Toen) "penavairtnt AReb pRelrihet Bt hrunde e ieiEnt PRbS o SR SE R R e
11 can genkd psQl defiQer§ 8yHeent) SEHeFEApETE AERWBH TRR HaR QY REREE vamssagt trafisraitad by Ng
an indicium authenticate the indiciumfromthe contents of the CUST ID

cust oner ithreprstal pestomer exsteumst2(Roever thseomapaictien InkliNm AN e theon{RBHAR
nunber fi %#)gttﬁir{'\ga- Bﬂkg&%ﬁorl\%o{)isibb B%Séoglrololfngﬂ €28y F&(;ﬁitwn, qﬁ’é Fe@ﬁ@cﬂ@é nte&%trkt he

contents o seudo-random nunber fie contal ns a val ue whi ch
cor r espondstetfacets) 20mecrtives infafnationfrom ke cpstenl thodula Atiformransmission sengspeati ve poastal

det erm ned by the val Ln th ST ID custoner identifier field and eT
T POST RSP Ve L. bafsthe o s eeriees b meppesd g bl o
11 ) can deheMuiicagonMirkh 3do feGbspd@Be@ostall cuftb@BBdystent Y2(mhaThd Messagedintdyutive S
authentic. On the other hand, if the postal office system 11 determ nes
that the cMHicapteaiegt foppy qnsm«mewdp@em@m%ﬁwﬁmomrn%eﬁowmamlleﬂf As 13
val ue whi rdteedl | Of the pseudo-random
nunber se&ﬁgﬁgﬁégg’qﬁg‘fﬁ@ﬁ%ﬁﬁ“ﬁ*ﬁ‘?@%ﬁ?&ﬁ% plrdrtloc;glhe CUST_I D cust oner
identifier fielldicawstordrdatbase TOWIRGSHrmopad ofgbsmasg etofagelddyicesrdsacritied (abps

is) the postal. pffice system,11 . an determ i certaint
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t he i ndi ciateeunsidatifieasibrtie redppQivie@sdtal bustisthdry i yheambuitSef postaggpuenhesal therety .
delivery of the item) but, if it (that is, the postal office system 1l )
determ nes that the indiciumis not authentic) the postal delivery service
can perform predeterm ned corrective actions. If the postal office system
11 determnes that the indiciumis authentic, it (that is) the postal
office system 11l ) can additionally note in the custoner database 21 that
penni es b+1 through b’ = b+m have been used where "b"' is the total anount
of postage TOI POST of all printed indicia and "m' is the anmount of postage
POST AMI used in connection with the itemthat has been mailed, so that, if
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(iv) with know edge of"i" and G (i) for i {t,, i,,...,i"} ) where "h" is at
nost polynomal in "u" and with know edge of CK(s)) but w t hout know edge
of PK(s) (contrast properties (i) and (iii) above)) it is mathematically

"hard" to conpute F,(j) for j>max(i,) i2,...,i") where max i s the maxi num
val ue taken over the set of ik's where "i" and "j" are indices rexNpsgnti ng
respective "i'"" and "j "" pennies of postage. In itens (i) through (iv)

above) (a) G represents the el enents ofé-a sequence used to derive the
pseudo-random val ues; one of the elenments of the sequence, nanely) G (B'),
will be pnaedditien lwuslh@erpﬁb@baﬁc Zdﬁfqr@enbyrsateqn@m the paiticulgrosiita [suchas memefes)
system 1 i r chase, se Si, and the t.al ,cust omer
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use in comstemtetsoa:c mlﬂldahdbh&xeBoMNBnd\Qdaﬁﬂdd@mm@ﬂ[mﬂrmﬁg%uiﬁ:hﬁbﬁamthm
i ndi ci uny, g,é_nb%r ngr esents the pseudg-random val ues derived fromthe
el ement s igS,they lepigs tatts whish arfearva(lFtHe RIruspgc thereby e fastidate detsetianofgie

syst em 12{o8th) cuddohler Méﬁg sifo dsaeheRaRAN: 3@&&@9@@5@%&%@% c“t@xjn%qa'mrﬂaé%ne
enbodi ment, the value Fs corresponds to a predeterm ned nunber o ow or der
bits of taiétqi'esgp@@mlwe fer theneapectiye pqsty) cgkomerpreuenwil kerdssapibedrbelewimdereid,

1O SRR R LR B b e e

G (B) hasarbmgrbqpipaumded to t he postal custonmer system 12(n) by the postal
of fice sytem ~ ~r~ 2002 gd PK represents gne or nore val ues
whi ch are usef Fc‘b‘ﬁ}m{ 'H@d“d‘b%% Ayhigdringludes W‘@‘Fﬁsilﬂg fieviess feserksdiabgvey peréeransiang
val ues f QunfkfftitcioR! 1 fARiARAYR R %ﬁ&ﬁa?f
position |un t he seqaenceﬁﬁbatﬁﬂnee scé%é)%be&h)ctg 3 %fogﬁé&g%@ fpd;%‘olmgre
syst em 11t re@yveskrdoriatign from dparetwork tavfaee(s)20( iepreatiting purchdserepostsalietaustasner
system12 abl e, to generate the udo-.r ando ex sSeq uence for
the. panni el puitfsd By o Sostisg, Sidtreheng HHAHET EoLE B ST S
pur chasedhe feqi3€ q@Btegiest is MRnPOsdwadusowfel, Aiedonsry Bn6dald 33 oah liditiNOEstdtBgRmER
downl oad every val ue of the pseudo-random nunber sequence: Wen, durin a

post age ircIERstrcewys &rdhe Postal ustamere | pdestass prichass é%“’ horPemBItisH edie woRIE
post age, ﬁmnmsgeaéme;a ﬁﬁatsw.%m éi:_)r&%&cld t&mexa%rbhm&(éagé fowumf@r Y e ue
for G (B where) as above was the total anount of
post age pmna&@dstalpustmncrhedlgatag|tlwmxtpo§p®gagc pulrt:bmealtmes*eihcmher fxformatioe
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sequence lEdlélB Wheh @Eandidd by-the pofthlegaifind @ffipBent B2. In Bddivb, e dvaurdr msbele 23s
purchased. On the other hand) by the fourth praoperty (property (iv) abagve),

t he post Snablesthe staresy I“l‘f°ﬁ’6%“°ﬂé“ the custerpergiatabasei2d ag iithe unitsof pestage PUFRbasedndom
nunber s equRCRnfing Bral forthe Emb@xt"'o%éostagg purbha8&i G tHeFaRichibr podiaf LhHGHE! Yin
unlikely (within a probability determned by the nurmber of bits used for
the P RANdepbemuolrrmﬁnt:rmnnMMcﬁnfemtm in the ciistorneridatapase Bhwhidhds peséulal
custoner .s &le tzrg%% RN be ab e tg@% neratﬁ a corject pseudo-random
nunber ve{P f b %{835?%? ﬁﬂ?s “HBE © Flg runnl ng total B' which he
or she has pr G!Mbd]ﬂ&dttbn Wﬂhﬁd&ﬁfdwﬁﬁ@pﬂ{&@bstﬁl dcanriitg &uipiieh, he dorte] hrxdllei2Bt | ve

than may be needed in connectjon with system 10. Cenerally, er system 10
it is suf'F‘FeéY‘éH’cf°‘f‘Hél?n f(qmthf"\mwcwﬁméég@%sfl Scam"%sﬁammr}t)asrvohl § gesgribed

1Z,. .. 0 pelow inMaBS1Cauttantidafes fle nﬂaéﬁa aRPUHIREHAL the Bnitdbpostild aWerMUﬁtleBfWeedge
of CK(s~ (contrast property (i) above)) It iIs mathematically

conput e Fndicip aroappfopfiate forithe servics to}beBroidebangf thygrtbpenitsyare(dvatlabld in the ppitald
party wer t th e for a pol aI f i

printed bC;%/‘s{ ﬁ’ee}sntag{ Eﬁpéﬁé qecaYC%) Wg PEPPE Sgr agl wou g&g’g ﬁlﬁa Hag 183 gfebhé'r ate
an val ue amihehbwnpmatdazlenﬁmbmfmtéacmqaﬁﬂudﬁc indivitomasrsoanined, tt&eq:umnmduléaﬁ nayi S
parti cul ar | enentation_ it is, necessar t hat the value G transm tted

by the pd’é't"éﬂng)ré’ﬂ)f vavisigu Pl 19Vice tpdd mgfcl&rhcéa?t%m be PEY, f%f(ahaars%?r
conmuni Catdnd hd doRtfol kdddid2B M1 thaBOSL A6 &Héﬁic’jg%%re%%%&lt&fby%hdﬂaﬁ ak Magegnint t ed
in a secure manner. This can be acconplished by using any standard secure
conmuni catht ewsiomir@eiebass 2kuch as) for exanple) the Secure Sockets Layer
protocol (SSL). Finally) according to the third property (property (iii)
above)) the postal office system1l will be able to efficiently generate a
2 APR 2002 -14 value for Gs(i) and F, (i) for any "s" and "i"that are
potentially used in the systen) in which case the




postal office systemw || be able to efficiently issue any anmount of
postage to the postal customer system 12(n) and will be able to efficiently
verify any pseudo-random val ue P-BAND NO appearing in an indicium A

sui t abl e pseudo-random nunber sequence generation nethodol ogy for use in
connection with the system 10 is that described in L. Blum e ARR.Z2002'A

Si npl e Unpredi ct abl e Pseudo- Random Nunber Generator") SIAM Journal on
Computing, Vol.) 15, No. 2 (1986) pp. 3B4-383) and particularly the

met hodol ogy referred to therein as an "xZ nod N generator” (hereinafter
referred to afhe hestdl BBSomemsystamns d2(njretal dbddeogrylly sikmilat h:ecaBBStPgenEaat pa3al

nmet hodol q 1) .t k-Dbit, pri nber s |ch are
congr uent Q%quréys&r%% 'nlfm%%%??‘gork r%ﬁrlgacf gp e‘?oéta?%d#ﬁb@sﬁgh p‘f"ﬂffc{&l agln‘)“ g8

sel ect ed comrdlof dxontrs! rhétild 33t hitWofldihtev@cdI 0 Poutdge(dafaBise 3% hnd cdnt@l %od@@d
(i) a random nunber "x" is selected which is coprime with "n", such that

x~ = x* ol hypigabrte in the formof apsrsosal computersampeter wprketationsor flediker which mew t o
as the r S
Gofined ScoaemiReibaf (5e SERGELAR JIEh HPRahAMn il bt plu G Rck,

and "q" hrmkeiutz@@mcssbanochdh antl bperaejuerfec cﬂseridnrsedmbyisiegomtatmn;(ut don)potne:ns be
generated LN the re directi startin = XO. articul ar)
Phere i < SR ReY e 0] anf Bortapd o ofrtny i Feminf o vidos B3ay Sy
i's, that Thapostd bmniéaeymmtz(r? thekidespritier 3006Iprint bostidd ifidlcis @Ak Eor RMs th Be t he
val ue forx; A met hodol ogy for effici ently generating the sequence in the
reverse (‘ﬂallé‘i:tlon) whi ch requires know edge of the values for "p" and "q",
wi |l be descr vV, e . on,. t he
ol erent s of 1 MoreuEeEBily, el T AROR ErllEt Dofe pRHRLG fk b by g
in the pcﬁm:ﬁlagecomdumcmoeawhhme)pdsea:t@ﬁﬁndsﬁsmxmheoéhablcltlwqm_tchssiegprﬁpcﬁsitacgalﬁbnhhés of

the respectiyve.x has. been shown in U. V. Vazirani) |,
o Cal o) PEPISEHYER AR Sttt PARGTHTERERS BTt b PoRRLARERS | o
Crypt ol o@ystenn ® @Redine 33mdtunfeatidtf Bnk 8% andRkirtéeihe \BfohAshon 1@BRineRRherdif3fo2 02

that ifr < loge (logz n) then the elenents b, of the sequence can be
det er mi ne@visiarHo thsicprtrol miednle dhi Ihaddition. shsatstvark jntesfase 3Q seceiues infermateonrfeony e

from "0 tl]ie con%o1 {n%dlflﬁeal br ergﬁ'xsst&@rtglﬁﬁg P%Béc%‘w% %ro%%ocgfﬁ_g%gﬁt&fx 1§19 Mtaétthg nis

used. As ro
nformatxon into messages and transmits the messages over the communication link 13 to the postal

office system 11. The messages may have any convenient format or structure, and may be
transferred over the communication link 13 in accordance with any convenient information transfer
protocol.

The postage database 31, as will be described below in greater detail, stores the customer
account identifier for the postal customers which maintains the postal customer system 12(n) as well
as the amounts of postage purchased thereby. In addition, the postage database 31 stores information
as to the particular units of postage, from the postage which has been purchased, which can be
utilized by the postal customer for printing in postal indicia by printer 32. Furthermore, the postage
database 31 stores information, which will be described below in detail, which is used in printing in
postal indicia, which will be used by the postal office system 11 to verify the authenticity of postage
indicia printed by the postal customer system 12(n).

The control module 33 performs a number of functions. In particular, in connection with the
purchase of postage from the postal office system 11, it provides information to the network interface
30 representing purchase requests, and receives information from the network interface 30 responsive

thereto. As noted above, in response to a postage purchase request, the postal office system can



successfully predicting the value of any elenent b, of the sequence wll be
extrenely close to ',. Wth know edge of values for "p" and "q") the BBS
nmet hodol ogy facilitates generation of a pseudorandom nunber sequence in
which the "i "" element of the sequence corresponds to b,. Wth know edge
of values for "n" and x." the pseudo-random nunber sequence P-ARRaAOPe
readily generated for j i) but it is not possible to conpute any el enents
of the sequence bl for j >i. Wth this.gdescription of the BBS net hodol ogy,
the functions "G, "FS') "CK', "PK"'" and "s" correspond to the

above- de$fzm1d1endfofnumt®dri aN® theechids o ft fRBBVHIE Rodobeeg puihaded) bowall 45 Jiher =
<n | xo>661H (%1 2Ion~f 011l 1~Bn is defined by CK(s) <n>;
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def| ned by the "r" least significant % wf’{ere as above
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el enent s of t he sequence G-(j i and the pseudo-random nunber val ues

F,(j ) f &tfoymatiop fom W§eﬁ°§‘?&‘h dmaéc t3jﬂé°&fﬁf5’|“&§‘f"f’ dhegeatadong With the aykenyeation
hand) t he,Be%hish, &Efdnﬁﬁlessﬁﬁtﬁ'mtérlud%eﬁmﬂ%at Rﬁ@}&h%n Q@n@%h QJthe? Yetb % lon

system 12(n) w th val ues for "q", which useful 1n
generati d@cebmmvsooﬂhetlhélcwquence G (j) for j >i, as vm || be seen bel ow

As not ed abov a et hod, exists for efficie atl valuesfor X.
) X, ,,ﬁﬁcs?ﬁHE S5O TE ko srch oy e e B RP Rl i

par ticul ge h4ilEdAE kdphdsérit@rbyl A6ar@RABOF StheOdonddnidhtlyakattied &nstuct hdvdig HpWirality of
using the values for xo "p" and "q" w thout the necessity of generating

t he int eFpRsaicasted Qﬁﬁ-’u‘é@h%f"m CX-0 ., 1t owill be appreciated that, since
t he postal of TS oand ' as
I e T S L

el enments of PK (1tem (1117 folce system 11
woul d makewbegb of this method when determ ni ng whet her t he scanned post al

toas nat 0 e oot aRRUST T chotind idEhuid g 3bRES; B PosAL Bim@ b ¥3her

12(n) (r edentig)ipahé p&xkal CustomeH winsat bystaid 0X(@) priftb@the @fdicd, cust omer system
woul d not meke use of this nmethod when generating the postal, indicia._ The
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greatest common di vi sor anbers. According to the Chinese
Re mai nder The(iii)atuhp P@SEyanq;tageqmaumd%ekl containg,a nwdgcmmmnwaaz: identifidingrthe( 2) )

X = a~ (nod al ues f.or.a ,a~and m, m-,...,nr are
known) a|“w&§}§‘ Qﬁgémégmg@qtﬁmgrﬁs ﬁdhy%hc g'fdl‘c“f’ﬂe moduli m, m, ...) ink are
relatively priiWethe TOTAPOST tdtal prdedipt el cohtdinis & Galut idamfymg ai rsmuﬁg' Qe arhowmet nt')
where "m' is the nultiplicative product of k. Sev

met hodol @épegagawa%ﬂw(ﬂ;\mpqsw custeraeinpiudige m%zwnfaa}ed "k‘he PFP%équ}MT §ﬂg( 2).
According to g@ghgw NG e ngtrmon{ n&ng&dﬁ&é cSMBntDE"EQ&H§ raronPASmb&t"

can be expres as~a [limear conbination of"a" and that is, gCd = ua +
vb , whergenérated mdi:séribbdaclem andegers. The Eucli dean aI gorl t hm provi des a

oLy 2O Tor et e sl BB s o7 " and T n
1. --- up-idGneefbodiment, the postage amount value contained in the POST_AMT is represented in
pennies. In that embodiment, the sizes of the fields described above are
(i) for the CUST_ID customer identifier field, on the order of twenty-five binary digits
(“bits™), allowing a maximum of on the order of thirty-two million (2%) postal customers,
(ii) for the SERV_CLASS service class field, on the order of four bits, allowing a maximum

of on the order of sixteen (2*) different postal rate classes or service levels,



that) using the Euclidean algorithmit is straight-forward to generate

val ues for "u" and "v". The unique quadratic residue "x.(p nod p" whose

square has the value "xo nod p" (reference tv~i~ nod(P-() equation ( 1))

corresponds to the value xo nod p , and the unique quadratic residue "x.(q

nod q" whose square is "xo nod q" (reference equation ( 1)) cor2§§ q@ to
es

the w~~ nmod (g-t ) value xo nod g . Fromthe Euclidean algorith
for "u" and "v" can be readily determ ned such that 1=up+vqg, which are used
to conbine the values for x.(p and x.,q to generate x., as x_~ = qvx_)P+

pux , g modn (8)) foByhet Hesmme‘spbsagmhmdﬁtr fidlicon e drd&fcﬂ'l‘t%ﬁ:@_lﬁﬂuﬂtd»@ﬂ% 02)),
X., |s the uni qu ‘E‘t %‘{@805 \(/)\,gose uare | »X0 od n. Mre genera ly)
t he uni qU&*YUEEP M 0 °8P°Wﬁ° ) PGS squared "i" times, is

"xo nod p” COUvﬁﬁ)pﬂﬁdEOTQ’GgTetoYaﬁNpHﬁagc ECIB1OIPth802&w%fWJJIt}XCIght blbérallowu?%ﬁn >>
nod o P (4). Simlarly, the unlﬂmdqua ratic residue "x_iq

when squdpasgmuen of gy thégr)dcrl of 32 fani Harjs of totgl ppstméqr a(pgrticplar pastal nmdorqer(as)

CLom e Bastien AL S el B s S R gL
and x_~ to gefwfatle B(__I_{JAI\H'.B_NO pseudo-random number field, on the order of ten bits, which would
comprise, for example, the low-order ten bits of the pseudo-random number generated as described
below,
for on the order of eighty-seven bits to be represented by the indicium. It will be appreciated that
an indicium of eighty-seven bits can be represented by a one-dimensional barcode, thereby avoiding
any necessity of providing a two-dimensional representation as required by the U. S. Postal Service's
IBIP.

The postal customer identificr value to be used in the CUST_ID field is assigned to a postal
customer by the postal delivery service, in particular by the postal office system 11 (FIG. 1). The
postal office system 11 may assign a postal customer identifier value to a particular postal customer
when the postal customer initially opens an account with the postal delivery service through which
it (that is, the postal customer) will purchase postage from the postal office system 11. In addition,
the postal office system 11 may assign a new postal customer identifier value to the postal customer
when the postal customer wishes to purchase postage which would make the running total amount
of postage exceed the maximum value allowed by the TOT_POST total postage field of the
indicium. A postal customer, using his or her postal customer system(s) 11(n), can purchase postage
from the postal office system 11 in a series of postage purchase sessions S,, S,, ...,S¢ (generally
“S,"), in each session the postal customer purchasing a block of postage that can be used in
connection with one or more indicia. For example, if, in a session S, in which the postal customer
wishes to purchase “M,” pennies worth of postage, he or she has previously purchased a total of “B,”

pennies worth of postage, he or she will be able to purchase the postage using his or her current
postal customer identifier value if the sum B', = B, + M, does not exceed the maximum value
allowed by the TOT_POST total postage field. If the sum B', would exceed the maximum value
allowed by the TOT_POST total postage field, then the postal office system 11 can assign the postal

customer a new postal customer identifier value. It will be appreciated that:

(a) the sum B', for one session will be'used as B,,, for the next session S,.,, and



X_, = QqVx_,~ + pux_b nodn (6). Thus, using equations (4) through (~ and the
Eucl i dean algorithm the value for x_, can be generated directly for any
"I" without any need for,generating the internedi ate val ues between xo and

X ,. Wth this background t he operations perforned by the postal of Ece
system 11 and a postal customer system 12(n) in connection waRRtA®
i hvention will be described in connection with the flowharts in FIGS. 2

through 4. FIG 2 depicts operations petéorned by the postal office system
11 and postal customer system 12(n) in connection with purchase of postage
duri ng a post dgehpemairas M, sdsch roay bdpubchadedléypingttise vipienatesHns Jandyodifredasby
the postal customer system 12(n) in connection with generation of a postal
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FIG 3 depicts operations performed by the postal custoner system 12(n) in
connection with generation of a postal indiciumfor printing on an item
Wth reference to FIG 3) when the postal custonmer system 12(n) determ nes
that it is to generate a postal indicia for printing (step 130) it
initially determ nes the postage anount value to be represent egphyghhe
indicium(step 131). In performng step 131 ) the postal custoner system
12(n) may determ ne the postal anount M&alue forma nunber of factors )

whi ch are known by those skilled in the art, including, for exanple, the
postal  “B" A the RtR@GRuRt Y ppadge of btk pevusly erinteddnditiastberathe valpe béthoretamabed by
an operator grgrd t he weight of the itemwth which the indiciumis to be
used) as wWej | MR8 thepseudormndam pumbsr seAuERSE YY) bEECdyB PBACCHRR Yitlbihg indigiying e
After the postal custonmer system 12(n) has determ ned a postage anount

val ue to be r&piddenppdcissyd thiesingedhe pasta) officewiydtém d & peavivien thetidfermanonifrogn

I . f b h I inel udi
aount - walte BepdRte R RREralpe) S PURL e pSpb b b B b e MR BRELO°

cust oner offjcetsgurerhA( an Feeraiihd s@hpideeauoh ndinber feq@irst aid, GNetscaefg ak el y
shown)) whjch maintains the running total postage apnpunt) and which Is

i ncr enentRCIBR. pRBeRisaiedhe ndigum  ram) b copens Plfig*(‘c Vel cugemer ideaufier
step, 1311o¥ PeyST!BEI RABESInd R _rN@zﬁﬁx@@Jré]n%Gﬁﬁ)nuﬁﬁ)E{aﬁmﬁeﬁxaF REif (AP
total postage anount Is step 132, Tt (that Is, the postal custoner system
12(n)) uséscetsystemr U rdetengintothal thp osttenreofaho B IRANDONE neevde-iandoor nerhbayrfiedd or ed
in the postage database 31 to generate the pseudo-random nunber associ ated
t her ewi t §OR3ING A valyghichcomesponds ¢p eement & gt 1388 the psquerrademgumbeicteavasice 8y st em
12(n) is used in connection with one postal custoner identifier value at a
ti me) thdewposinad by tetvelrey ingesCEST IR (cnjtomet idedtifies figidlané thefor TOTL POS Tithel
variable field f.the jindiciu nd.so it (that i.s. t.he st,al, custoner
syst em 1PP1i8e ﬁ%{ﬁ B flthat s, ¢‘ﬁgg’sé‘i&}lfgﬁ‘iesﬁyétﬁmlgg)caﬁg?‘rbl@m%”evpl'gra i }}egc%ﬁf’ °t t
will be ppsyashitptied thembiciund ist A4eheRGST Dn @b BhiIRaANE Vis tRMpok@( Blfiddagstem 11
sufficient po_sta%g'( available to print the required indjcia) then the postal

cust oner dstgEmisgs ey Wy coptents efghe BoRdNPc NPePsfRdmrandin aumber) fiekt gontainsad valyen 11

to perform.thi,s operation. As a resylt) ,.a necti.on need nqt be

est abl i SHAC PGt PREPRL I FIoRER; orr "o f L AP ISERYard puftbep SEqusres e
system 11 unl ess the custonmer _needs to purchase additi Onal—ﬁ'?frt agg because
the runnidagrpinedby theoahes BithgeYs BJP qugtqumer idgntifier gF@éPQ theikz Triftehg
total a C t ty W aw ' , If
the poot J R HoBARLEAHAL I 4P REaI JTHE yRem 1) ch ShieHind DIt Sty 1AL
cust omer sndiciwirig net aothentéd. ilf the pdstad offtcalsystans i bdetermingsibat thedndicivmrie aythemicl y)

the postal cu r identifier valu Al ch J ed 15 fi W th
an i di o B BE GRS bor e P by of fie ke 4P Eflud . FRBBGEL o R

cust omer sgstehelm) detérindsithd: theriedicinmls Wotramihehtid, thel postahéeliverst sagicedah pbdsen 31
separate sets of information as descri bed above agr t he. re@gﬁgtive ost al

cust omer Prefiskrmined carrecheiachpas, if the(nasigt oftics sysiem 1§ detepmipessthef ¢ indiciym i

12(n)) i syieni¥, iitﬂfﬁa@i@, thpﬁjdsﬁﬂ SIS sfafh ﬁl) Ba dddgtichally ReSidhe G Bitabase 21
identifier) it w make use of t'he sel of information associated with the

e

parti cul dhatpepnigs bt U ghroughrb' i=dlem haveebeen usedcwhere cbi” d# thei totel amewy af 3pstake ough
134 descr4 v, El 4. and. 4A shq ratd r & Qi .

post al of#&c& @%@?@H]pp%%nglgﬁﬁacgtq’ olﬁ%v%a%«ﬁ&\g}g’??#sﬁéﬁgq%gekg}: Lﬁg%ltn?}éﬁceﬁ%? an

i ndi ci um gigtethe &eim ftliad hasdBen AR, s¥\tal) if figdicmads laer fehfned 4 whibiethe POSTpAM R

scanni ng equi pnent 22 scans an indi cium (step 150)) it (that is) the postal
scanni ng F@g@ﬁgﬁ@ﬂ‘ﬂm and TATPESD otpd P9§%ﬁ°f§§d§p$‘§\#’6%ég‘?’ﬁé"hi§%'fqﬁf Hﬁet“i)%ﬁ‘_"?'t‘ ™t he
i ndi ci um 504, inGnGRB @bl REUs et cHeRipet abtibis. Ot her information which the

control nodule 23 can use in determ ning whet her the postage anount val ue
represent ed byThetpestplegstemensystemsim)iand pastal pice syptens bl generatetly nseuderrandaied

(step 15 r le), t.h { i h i e

i ndi ci umlrf&smblfg gg‘%ﬁc%)euszzn n %Wmmd%lfogogﬁtﬁégge\tﬁgo%ggp#ﬁ?@r‘%%‘?%ﬁﬁoﬁg%&tg he
post al scdeseritreg aefiiopaeGiveR Ainfidne &, | HK anlPKiseh thad &, pdsilal}* Ghs inatn” bit
identifier fromthat information to determne) fromthe information
associated with that postal custoner identifier in the custoner database 21
and the pseudo-random nunber fromthe indicium whether the indiciumis
authentic (step 153). In performng step 153) the control nodule 23 wl|
make use of equations (4) through (6) above to verify that the
pseudo-random nunber that is correctly associated with the running total
post age anount indicated in the indiciumcorresponds to the pseudo-random
nunber fromthe indiciumas provided by the postal scanning equi pnent 22 in
step 151. If the control nodule 23 nakes a negative detetirtination in step

- Y a N T S 2 1. N g,



It will be appreciated that nunmerous nodifications nmay be nmade to the

i nvention. For exanple, the specific operations and sequence of operations
performed by the postal office system 11 and postal custonmer system 12(n)
may differ fromthose descri bed above in connection with FIGS. 2 through 4.
I n addition, although the postage indicia have been described agphaguing a
particular structure and order of concatenated fields) with each field
representing a particular nunmber of bitsp2-it will be appreciated that the
indicia may have a different structure or order and different nunbers of
bits. Fur tbirarynoegsr), &) tZhi@uigh(at‘hebiptigig intedet), CK s(gaalfe"n{'n:l}'}f(a&nﬁhmo&t:rala “w" bit
cust oner ste.m 12 have .been descri e BBS al gori,thmin
connecti o 'Hteé"ég %a"tl % WB‘%"@GHG“‘? gﬁdéﬁﬂl}mun{g BIFC“agQOW "W bit binary

aut hent i cahkbggio1” bROR@ELhEer), R €1 @, 1) aerErherh%f@QREﬁm ‘a8 bl b
al gorithns be used. Pr efgcrab ly) ?}he} gl gorithms will have at I?;elg%{g ?Le
properti esughjt ;a‘ (ii1) and (iv) described above. Depending on the degree of

security mhlch i f,
o or mat i on 1 of e HEREPLY: GFRARNSRIS) is Mdbdifubt 305 W eshlque £ ) for
i nf or mat i @rhuged whgreahposat mbstq:ulsmom&n us‘yus't em 12(n) in generating the

pseudo-random nunbers, property (Li not he conS|dered
necessary. Foraak"’é‘ﬁﬁp%w'c?i?reo? a‘“&l@é%)ﬁrtlé't"l‘l)ﬂ”!}o%ge )Fa’ﬁg‘f"é‘fsf yrpagial in “u’
encrypt ed)an®withSutGndeied: S 8f tms(m{tfaeﬁpﬂope@y [i§1aBbvey Sit Ys ﬁﬁﬁx‘éh@txéﬁ‘ﬂ? Nhrd” to
property (ii) or ()II ) may not be needed. I'n addition, although the postal
of fi ce syspmpwaFy ifQTJdarlt,l dubar the custoner database 21) has been

have been pur ofisaiFro Rt EER 00308 8 llerBRBMs o 1o RTbAZE Gand"
associ at ed,(j)iforrallovapas bf‘Gylaad postal customer identifi er) to reduce the

amount of informatjon stored in the custoner databas, the contr
modul e 23 can H8 BitRknoyiederafi'omndhi) iGN ks bg rg e'sfai“tngf‘pﬁlé’ﬁﬂ?aakﬁ ¢h

has not begd wigfdhoRicyt §8 €18 s)S Bhi iR kndBaE o fHK (5) (H&tﬁ@tsprgﬂe%ﬁ)ése(ﬁ Ahatiinll
used pennies to have passed through the postal office system

Furt her norabovcallttlmugﬂnmhdlyﬁdjsndato cofrpied (Syfetizmai(, a,ndlh)pﬂprmuoa@pmunum
system 12(vn9u |EI ovc n gezcrl bed as transferring particular types of

i nf or mat i of du y 5 g‘e purchase session, it will be appreciated that
ot her and vamdehi ‘i’ l amaj" drg’iﬁeﬁcsﬁﬁpx‘cf&lﬁﬁgmkp@ﬁvd:‘aﬁ" el ‘I greahies ofgdstago rinénemarsi) e)
the postal customer system 12(n) can transfer information relating to

i ndi ci a WHeHEMHIX)@%en printed) such as source and destination address

i nformation) W(u)@rép&%ernmé &lemehk bF@sei%iéAc@ rﬁkédlzoqeﬁvme péealio-tanaskivamief e
traci ng purposes) nail vol unme anal and forth) and in addition, can
be used t ofpresiementsafthie nglueﬁqcammely. 6@l iwill bn profy&sélbx hepratalnsBeesystemskidaer
system 12 Sddl.

the. m g aopdet EERE 3R Taipbiithe L Becutes U OHERE TR o AP W Hosl sl
anot her i Systexadiz(mycmmdneeas vdlycsdmbamhe&mnhntﬁsmmsmfoe useah téroectiont wigh the

invention has beep described in cor}ne tj iener ation and

aut hent i cdtd _ pRcieg-random ppmber; field,pf each,in %B‘?’eci ated that the invention

can be used i ”(l%@'?@iﬁés'e&?tﬂ@'ﬁs&x&%ﬁ&cﬁﬁ yA0eLderived iffohthe feloii ¢ YRR Shapsktdior

nmany pur poses or exanple, the invention can be readllx used in connection
q

wi t h genercastpmar @mgaxaml#rem pastal castornér snr@inreyl 20m)) il ugegiphe B rANBnNOpsendo-

val ue wit RFﬁ I V,
aut hentlcztll'%‘rﬂj ion o \é{erﬁ‘!{llg'fllxeggl&g%r#&?‘{tgtﬂgg %ﬁ%@é‘dﬁ@e @&e*e m@@ﬂ %rlocfa
obj ects, doa-opdenbits <bfype&spai:ti\iemﬁnmnaGy;h| ch WI I | be appar ent to those skilled

inthe art. tion. althou ep tem12(n a

usi ng, for sucéég& TFETESHI XF ) §W§§E‘8Ff'e‘§‘°§'1ﬁ 8’?&'8% ﬁF%%mﬁffsy%)‘ﬁ‘f“ilﬁ&@ed
post age) t,mgafeehuhgealﬁm&tweef&rreh{sxbf@.u Qéa%%dbe,tsahueﬁm (B"YwhkrelBe @aRE 683t ed
that the postal custoner systeml1 , for successive inidica, use

decr easi nghas heas psgviddddo yéemmtel@uepmpmyemxslé@)ﬂwéheg@“aleé@eéﬁmﬂdg #1dm t he
nost recently purchased total Bk, or any other conveni ent order.
Furthernore, it will be appreciated that the postal custonmer system 12(n)
can either generate the appropriate elenents of the pseudo-random sequence
at the tine that an indiciumis generated) or alternatively it may generate
the elenments for all of the pennies of postage that are purchased when or
sonetine after purchase for use when an indiciumis generated. 2 AP R
2002 -23 In addition) it will be appreciated that, if, after a postal
custoner system 12(n) has generated an indicium but the itemwth which
the indiciumwas to be used has not been nmiled, the postal custoner system
12(n) can either recover the pennies associated therewith for use in
connect| on W th ot her |n| d| CI a, or t he postal off| ce system 11 may |ssue a

" Y o, N o,



be apparent) however) that various variations and nodifications nmay be nade
to the invention) with the attai nnent of sonme or all of the advantages of
the invention. It is the object of the appended clains to cover these and
such other variations and nodifications as come within the true2ApRr2li2 and
scope of the invention. Wat is clained3as new and desired to be secured by
Letters Patent of the United States is: -24 CLAIMS .. ~ ~) ., 2pp2 1. A
system for (Bri¥K seniresgntsraneanrtrhenatviabues iwhjctaarei wsefud ibyrthe epst&beﬁ'tcatsystemtl an

ndi c e co n n el emen nan in Lum a equence def i ned

by s elePlH Bt AL B ciements Abue Seriieabe OB Mingrt 4 FreRredbits ol eosition
t b

ot 1 oo e B B Y oo bl e IE O 1l ci um val

configured to gener-ate’ t avi ng an i ndicium val ue

fiel d Bythe fsepropady (srogeriy (@) abovel, thelpestabaubt@merasystem IR(mpeill e abléltof generate
ceceiving a random nunber) the indicittmgenerator being confi 8ured to

gener athe psﬁéiwranmmbmqume &rdhwmwsavwlb@é'p&mmc edhand poky\foribiosy

|t or mpHRR HurRRR. Kool R oy et ARSI AR S BEREL 3R ond s

a funcvalee ooihetﬂa&uﬁﬁiaaaéxﬁdmmweq[ ecd: Whéri) dutiRg aQobage y\a’cu@e sédifon, a postal
predet er m ned net hodol ogy havin he characteristics that il ) a random

number cusiomerpchasegy éMépammeS\;eahhf pestagonthe poblal office méem?\ craﬂmpmmﬂebnnor
val os Bt 8 YpEHE 301 8 e s e, B Mo HSE L B éféﬁ"hﬁ?&“ ot pakete
S BB P U o, Ot

r~donn (mnmtﬁcaﬂﬁlttmml aaaomea@sgem\nl Etn))éwilu be abh:I to leesilynchlailaten thaﬁsmxdo-
tt ~t ~ ~ ~
ndl ol EeRdgEHERBb S seRiRR T BT Ay PR ol posiags Hus Birviubiehe o Abs Hen pHGGRS ¢
th d .
Soquence whi O PURERURL RS RRAG BdpErchlrhoat) (5abbfley (6 phfél distiflat ik o
gener atbeabMts péhekdiCarnydléiéhts orithsiandéth Hembeeyidive FABUANRBYEDY... daGbdcase

assom ated with the indiciutn~talue in the indiciumval ue se%ence as the
r andomithisnerdrentaly unlikely within aprobabilityedetprmuined by the qlumber of hitshused; fostthe

et 19 SR A G A PSR Mo R 6
r andomuﬂwﬂa%left@ gendie iaRBHrEdt PRuGALIdRdd nlifBer M@mumu@g@n@m‘g Rhffiedgbove the
detetm nad by the .predetermnm ned met hodol ogy.

running total B' which he or she has previously purchased.

Property (ii) is slightly more restrictive than may be needed in connection with system 10,
Generally, for system 10 it is sufficient that

(ii’) with knowledge of “i” and F,(i) for i€ {i,, iy,....iy}, where “h” is at most polynomial in
“u”, and without knowledge of CK(s) (contrast property (i) above), it is mathematically “hard” to
compute F,(j) forj {i;, izye-sip} ' :

Because of property (ii’) ifa third party were to intercept the value for a polynomial number
of indicia printed by the postal customer, the third party would be unable to generate an value of the
postal customer’s pseudo-random number sequence. For this particular implementation it is
necessary that the value G(i) transmitted by the postal office system 11 to the postal customer
system 12(n) over communication link 13 during a postage purchase session must be transmitted in
a secure manner. This can be accomplished by using any standard secure communieations protocol
such as, for example, the Secure Sockets Layer protocol (SSL). Finally, according to the third
property (property (iii) above), the postal office system 11 will be able to efficiently generate a



2. A systemas defined in claiml| in which the indiciumauthenticator is
canfigund to provide the random nunber generating information to the

i-ndi ci um gener at or. 21 r AN 1 @02 -25 3. A systemas defined in claim2 in
whi ch the indiciumgenerator is configured to request an updated maxi num

i ndi ci um val ue fromthe indicium authenticator) the indicium aARRBMR cat or
being configured to provide in response the updated naxi mum i ndi ci um val ue
and a new seed val ue, the predeterm nedl4vet hodol ogy fiuther having the
characteristic that the indiciumauthenticator can readily generate val ues
of the raadefariG.tiLanddr.@) fpnany " araiﬁuahntnmmb@nn@lyqu&mehwwm arehigr eat te
thanthe Sy Ialmlln
whi ch, %{%'203};“2% (si{ea%\g\ny th t erpo c?f{(fe':t"e B HeEY A%l ﬁmdp% 098%6 tgqlgc éoesltr? O Mitber s
in the r amlmn 12(rybad wﬂqt:emme taraﬁ@iemef edrtrdl aagqmeldjongnddm valueX?_RAND Nonod
n where "n" i.s the Rroduct of two prinme nunbers "p" and "q," both of which
are congPRREANNg B andngig .. " ~d"~i" ~ elements of the random number
sequence) andAs@gehly ﬁéc'tl@o-i(xﬁ’:dbrﬁ ntdmBE&! s@atfe%?%né'rﬁtrox{ HiethodBby Tor WBH &nnéctiohS 2
random nunber which 1s co-prinme wt . A systemas defined in claim4
i n whi ch witheh¢ sistesi Liisdeat dessribed llnsL Bbah.ieyak.¢d Jiopla Unpredictable Phande Raddom

" epr osentpiea ESRP. SARE foipd v EoRofEE Yol T8 WPGH (Pipef w¥afenfh pilf

i ndi ci umpgRidElanY the mahmlﬁgyw'eﬂii th Ehebtin 49 B xBmed N@eﬁ@xm"medexamuabmrrafm
Ioworder bits. 7. A systemas defined in claiml in which the indicium

gener at oPs #@“@&%3&@%&1@% methedalegyr). dnghaBBS generaiopmethedelogwn if each i ndici um
in the pIura b f in
laim | i v e e B e e e S Beg

i ndi ci um modt tﬂéerpltmﬂlalmddyloafgndt@u) arg selectédadnd s Sty manigicotatepgoduck(thiat fior
recei ving nge value within the range, the indiciumvalue associ ated
with the PEpaeg‘ @e i ndi ci um being a predeterm ned function of the subrange.
9. A system agiiytefahdéil nubed ‘63 SeldcbedWHichis hrirhadith iMsgenthatad, orx* infod n,
configured to generate indicia such that subranges assqgciated therew th do
not over WI§Te Q. isppy;ssispied H#P&éﬁl@?*atscﬂlwfféﬂmgb??eqséf‘? rigedinfor HutRES gsperation
repr esent abi eid gg an indiciumvalue conprising an elenment in an indicium
val ue sequence defined by a sol ceted nmaxi mumindi ci umval ue) the indicium
g~ener at or bei (igf) & sequenpsriedefined gesoatingte t he indi ci um) the indicium having an
indiciumvalue field for receiving the2 i ndi ci um val ue and a random nunber
field for receiving a random nunbar= xtheoddi ci um generat or bei ng
configured to generate the random nunber according to a 2 AP R 2002 -26

pr edet er mi ned net hodol o usi ng random nunber genera formati t he
random nt?ﬁb‘g? W@%ﬂ’é?‘fflhfcﬁ ry Hf%}dgn‘ﬂt hayg begniselected. H%sﬁq‘%%"dp 5? %Hﬁ‘oé?z&

val ue, gkugrebg,nsmr@cnw rggﬂ,gr\wq, £=4D8n Eﬁh@aaxedmw ey difd §d§ar@nd

t he ot her vaI ue) e predeterm ne t hodol ogy having the characteristics

that (i) ramro@sammfm% ARG RGP Fﬁ&%ﬁ@f@%e@é\ﬁﬂoﬁ gndopd nyeles), Whichhe

S
random nunber Ssequence bel ng assocl ab el ement of 't heé™indi ci’'um val ue

sequence)sq{iirk Joo¥ R tSANR orkE AT AR rra%ff&xénﬂygaﬁmﬁgm%mﬁ&% thepslemBCce

have val ués which are a function o sel ected maxi num value) (iii) the
i ndi ci um@smwbrchcaqmnee&mwlgdggeﬁémamblw@r {r'andf‘qt, Nell bedesonbadielosts in the

uhi ch ar b1 65 TR FAMREHORERRS Forin(DrHERrnByd Ao 553 o0 RlotfafeyThee

gener at OrseGEne®Ob,, bgagh,)..yusge neﬂhanswg%I ihtii6ia edchichgespanitonhattiizastsignificaiebits
random nunber seguence associ ab

ewth valu fhe indicj val
sequence SAPIBSPEFIECHoet-1 raf-t HENISRRFTARATD H'b‘SSY Q}:ﬁz\‘/’ﬁ}’ué q Eihicient and Secure
Pseudo-Random Number Generation”, Advances in Cryptology: Proceedings of Crypto '84,

Springer-Verlag, 1985, pp. 193-202 that ifr < logz(log2 n) then the elements b, of the sequence

can be determined with better than uniform probability over values in the range from “0" to “2-1"

only if an unreasonably large amount of computation is used. As a result. the probability of



t he i ndi ci um generatorusing the random nunber val ue fromthe random nunber
sequence associated with the indiciu~ value in the indiciumval ue sequence
as the random nunber for the random nunber field. 11. An iadicium generator
as defined in claim10 in which) in aceot~dance with the predetexm n'ed

net hodol ogy) the random nunbers in the random nunber sequence arg, meng&ated
accordlng to X, =x;,nmdn where "n" is the product of t wo prlne nunbers

and "q," both of which are congruent ta153 nod 4," "x," and ' " acre
eI~vnents of the random nunber sequence) ~d seed value xa is generated as

= X= sﬂ@&smll)\’%}@&&mgxthc l/a':lucaodl(a?r? g;'el e a| \én%q“g‘ib |\,§m%9e£}[]énf% (‘,%steg "'iz'i:['m

12 An indicium'generator as in whic

gener at orwii kf kAW S8 udsoriph l«n'le% afe BBS nre%%ﬁgp wzhﬁrtegganérmonmg&%o_
nunber field a predeterm ned set of gits int representation o

13. An i rraidonungbacseananee aswdshuthred“"r nlemeai of U@ sequanhé corrashends mlbm th
ge?er at Orkng\ﬁle%gpgflvglfﬁ{ﬁﬁ]gétérﬁ eaflé Zesc‘% re etax%mmbgesgeﬂ&]en%b canooe rca@ﬂy Feﬁlgratcd ‘
i ndi ci um fgepiebatiois nots;;o@ﬂbﬂélt@ttrnqﬁtet zﬁlygﬁhﬁm&tﬂtl@c fehtignat btﬂjr Jof. i adicia, each
iadi eiumin tgslﬂﬁ)l uralit havllnggBa uni que i ndi CI um val u ? AP R 2002

-27 15. An in i dgenniption oft eeihadR]osn theifurationy an F/vhr K K 12T um
gener at Or¢ofgs éﬁ)ﬁ&'fd tﬁb‘ﬁl%ireh@s%@@ﬁﬁh?on@%% ih i BB Y MetHdabidgy B fdligld:ty as

havi ng an i ndi ci um subt ~n~e value field for receiving a“subrange val ue

wi thin the ra4i)ge<tlxe>i ndi ci um val ue associated with the respective

i ndi cium being a predet er ned functl on of the subrange. .1 b. An

i ndi ci um gener#)OK : EO e;d 0;‘[ Cf aisrdefified By @Ky B <nbe i ndi ci um gener at or
is configured to generate |nd| cia such that subranges associated therewith
do not overlap, 17. ﬁ lf henticator for authenticating an

i ndi ci um r epr d8BKEat Qﬁé of a’n Pddi ci Lﬁﬁe\f&F‘héY BEMFi Hdig™an el enent in an

i ndi ci um val ue soquence defined by a sel ected nmaxi mumindiciumvalue) the

i adi ci um havi fty) Seed” g(@n*e)r’étde@wﬁ?)'éh(l)ndh@h@rm generator to have an indicium
value field f ecel n ayyom. nunber field for
receiving a rgg)d%rh%ﬁu er,J](felge r gﬂ \rggdsngs%'ﬁggalnﬁaﬁgenémat ed according to a
pr edet er nwlmd aambdswdthb@gmculs&ang" r'q)mtem nmrdaed:atgﬁnm aparaugni Mhay, @ icen) (it)he

random nu enera infornati inclu d va)J ue and anot her
oo £ Hreehe AR A <Bthtg (3 Pte. e SOt o ro SR LT Erpvilss i AL iR

t he ot hergy¥@mUeln)iWith thé SAEsToMnNaRY HES mg&hé)g){hé}%\élanéhsiohﬁr SRERALSY wifitbeCS
that (i) a random nunber sequence is generated, each random nunber in the

random n uabrbep generiethe elememngf thesseansingesi6) fari hard thepssudorandavenumier valvasFyil ue
SEQUeNCe) g, X ; ! l%scxi%l'x ﬁr@ﬁ—xaﬁfkﬂgg{k‘ MW{’&??{ nand, R o P08 %%?Hée’}zﬁgﬁ 1 floes

sequence eV VaTGes B s Tunction o sél'e maxi hum val ue)
(tii) . trdoeprovitditio pmmagmammrr&t %tcuehﬁ(u)eam\rawcgﬁnep’am 9’4 Iwhich voduld earsefahidom

nunbers in the r ndom n er se associ val ues in the

i ndi ci um &F3FEERE &‘B&’H&B @RF@H“E?%@% JThah™ a‘ﬁé ﬁ’%ﬂ% i ndi ci um val ue) and
(iv) the indi cAdiBt@PimRNaaQGhetReddxizts ﬁoeaﬂtbicmh@rgﬁﬁmﬁgvm&s@ﬁx Pfxz, he, mRMAEM
numbers in the random nunber sequence assocli able wth value; in t he

i ndi ci um gixerbe vadensdore “handi'dar elnqdawttcnerlbréeaﬂm thegrneration ofA vals farhe
I ndi ci tun, gr‘o?%gt o uléﬁr Wﬂe%ﬁ:{ g{}m b W%Hﬁn tBQ&}CFEE% ) QB ETRR"

sequence assocl ated w Ehf he va uelin't ue seguence
as t he ramdomedihtatvabesrx {.0K .. Itwﬂl be appreciated that, since the postal office system 11 generates

[{jwe )} [Yys ]

the values for “p"” and “q" as elements of PK (item (iii) directly above) the postal office system 11
would make use of this method when determining whether the scanned postal indicia are authentic:
on the other hand, since the postal office system 11 does not provide the values for “p” and *q” to
the postal customer system 12(n) (reference item (ii) directly above), the postal customer system
would not make use of this method when generating the postal indicia. The efficient methodology

makes use of the Chinese Remainder Theorem and the Euclidean algorithm for determinating values



the random nunber field) the indicium authenticator being configured to

aut henticate the indicium by de~enni ni ng whet her the random nunber value in
t he random nunber field con~esponds to the correct random nunmber for the
indiciumvalue in the indiciumvalue field as determ ned by the '»app 202
predet em i ncd net hodol ogy. ? Al' R 20D2 -28 18. An indicium authenti cator
as defined in claim17) the indiciumauthenticator being configured to
provi de the random nunber generating inf@ernmation to the indicium generator.
19. An indiciumauthenticator as defined in claim18 in which the indicium
gener at orfoy e grmatesigeanamon diviseriset™) ahrweprtaeteads. mAsdording forilie EhunesevR¢mainderom
the i ndi ehideaul Qses% ﬁ% Qo) n%he i ndi ci um aut henti cator being configured to
provide in response the qu at ed maxi mum i ndi ci um val ue and a new seed

val ue, the predeterm ned met hodol ogy furthen having the characteristic that
t he indicium aut henticator' can r&adf) émé’élrf@r ate val ues of. the random
nunbers in the random nunber sequence/which wrc greater than the
predet er ni ned maxi mum val ue. 20. *An% IQH\O&C%ﬁ aut henti cator as defin in
claim17 in which) in accordance with the predeterarirred nethodol ogy)” the
random nunbers in the random nunber sequence_are generated according to X,
= x; t nod n where "n" is the prqdugf (ﬂ{od )pri me nunbers "p" and "q,"
both of which are congruent to "3 nmod '4," "Xx;" and "x, ," are elenents of
t he random nunber sequence) and seed value xo is generated as xo = xi nod
n) where "x" is a yandom nunper which is co-prime with "n."' 2. An ,

i ndi ci u m(?"gfff KRGS (RE ool a@?‘i: Rlagt-MiAre lﬂzﬂvm)f%% pas aF‘HBﬁ"HH f&‘inz"géﬂ%‘F Hogpli
bei ng comd i G & e lat BBAOLIRHAMB irPhaisald ddditidh, thBSdiGhdA “xERGRIGUEdhEd M Whedkhe
plurality having a unique indiciumvalue, each indiciumin the plurality
further Kaviisgheamultipticativamprasiurroft mgen,valand mi. e Sevefad mathadelogien greaknowhr famge
val ue within t1,ae) the indi.ci aut henti cator further being

confi gurggtf@%]n%etﬁe:}/%lg%}eor%e'? ﬁ%‘%atl%kz?hdi ci um has a subrange val ue which
overl aps w t h Acherdinighs the Egelidéat dlgortusi i gddast twb hlintits ‘atarit bOow b leepricsued
indicium . 22. A nethod of generating and authenticating an indicium

r epr esentaat linear efmbinationdf ‘&' end “bél thes i gop = Barrgvarwheredngand “Vharaintegiersd T um
val ue sequence defined by a sel ected maxi num i ndici um val ue, the nethod
conpri si ﬂij‘ch‘#én aleep i propidesehgitsi ghtrdorard methedalpgyfendstamyying velyss feir af and he

i ndi Ci UMzt i.ngi.cie i R b QO Gbs el YRV e
i ndi ci um val g@hg% 4 é“;aﬁg'g%é\oﬁ%ﬁgef') %ﬁeﬁdgﬁg‘\i{sﬁ%ﬁé‘?v hg1 ngéha%ggﬁ ﬁhﬂ‘gb%? t he
i ndi ci umtigneingttbe Ebdidagn dgaitiire it it straighe-fiernatdetotgarerataradoanfonliubend ‘&c'cor di ng

to a predetermned net hqdal ogy using rapndom nunber generafing ,ipfornmation)
t he random nu%&l‘m‘ﬂ%‘é B Egﬁdﬁ? ??%'ug‘ﬁiiPoWg‘?sﬁéﬂW g‘ﬁvelg%d“g‘ifjﬁeaﬁ#ﬂence
anot her val ue) the seed val ue bei ng,a. ,;(oy(r;,(_:lt)i on of the selectod nmaxi num
val ue an@arHEndl Hapresppads)to thsvaler Bet 'er m ndBOHER 56 dreodyaus Avadialic Frerdue
characteristics that ? AFR 2i)02 -29 (i) a random nunber sequence is
gener at edX.eI AandbesentavRrer isi Xt medr gin dteferennebequatiey (bhcemBwoRds to the
associ abl e w twhyel ement of the indiciumvalue sequence,

value x, ” med(@=1 mod q . From the Euclidean algorithm, values for “u” and

44

v" can be readily

determined such that 1=up+vq, which are used to combine the values for x;, and x_,, to generate x ,

as

X =qvx_,, + pux_,, modn 3).

By the Chinese Remainder Theorem (reference equation (2)), x., is the unique integer mod n whose
square is x, mod n. More generally, the unique quadratic residue “x.,, mod p” which, when squared

(3941}

i" times, 1s “x, mod p” corresponds to the value



(ii) values of the random nunbers in the random nunber sequence have val ues
which.are a function of the selected maxi mumvalue) (iii) the indicium
generator can readily generate values of the random numbers in_the random
number sequence associable with values in the indiciumvalue sé48Br8® which
are less than the maxi mumindi ciumvalyge, and (iv) . the indicium generaxor
cannot readily generate values of the random nunbers in the random nunber
sequence associ able with val ue \/g t he | ndi ci um val ue sequence which
arenont han t he maxi mum i ndi ci uxin N 5’ md mdi ci um generat or using t K.
random at unber val ue fromthe random nunber sequence associated with the

i ndi cigim \f{,&ﬁﬁ in the indjciumvalue sequence as the raqg,gm nunber for the
r andommt ¢ frUAS q@dr%m’ﬂhﬁ "t M cwhishawhersavatesh dr times.dat nempd it e
the ingicium by determ ning whether the random nunber value in the random
nunber field corresponds to the correct random nunber for the indicium
value in the indiciumvalue fi .dn]q‘gd(gqterm ned by the predeterm ned

met hodol ogy. 23. A nethod as d& i n ®¥odigm 22 further conprising t -
step of enabling the indiciumauthenticator to provide the random nunber

gener Q di.citu ene at or, defi ned
in cl g{rbrﬂgléél?ﬁ dﬁé'?al %’?T%‘F\ {‘]ﬁﬁs{;"ﬁ h f‘%g‘fﬁtﬂémpﬁﬁ%ﬁgﬁ'ﬁtée%f‘éﬂsor
to remmmemsemaa&%xmmesw,@ u;mx genefr&tem e indicium

aut henti cator) the indi cittm aut henticatdr Be ng efabl ed to provide in
response the updated maxi mum g rwlg‘g;l upP wal umo@ﬁ\d a new seed val ue) the( 6).
predet erm ned met hodol ogy furthe nd" the characteristic that the

i ndi ci um aut henti cator can readily generat e val ues of the random nurrbers | n

the ramgple gh}ﬁgﬁ)?’g ‘\tﬂ,\ﬂﬂj

val ue. 25msA i °3§ H@@%lﬂﬁﬁciz a| m %‘ﬂlﬁ& CH{L |aﬁfe§§§%e€ an@gg the
pr edctditectly fordnyti hwitldud gy nedifor gemseating whe emamwmitb eamgmaweauﬁpﬁfd X,
sequence ar. ener ated according to x,=x;,nodn P R 2002 -30 where "n"
is the pr od‘&&gﬂaﬁ Mgm%ﬂwms@ﬁ@nswfwquemﬂomwatﬁmaﬂear@omqas@nt

o é:‘ﬁgt% i&r systéin 120) qn cénnetcugﬁ‘Rﬁm%%mﬂnﬁoﬂfuah%% c{ﬁg&fh%ﬁ‘;ﬂ‘égﬁl?rg&g&ﬁgﬁ@{;%%’

X0 | gener a as Xo = X - ere

nunberflowdhaits isFIGS. [ thidaghi4l [FIG02 depiets dperations gedomitaditiytd postaldflicesydterhn
the i nd| cium enerator is-configured to utilize as the random nunber in the

r andonh Inifbeestaljcusiemer systert B(n) inceonnsetion withgpurehase of tp@stlaswiegemaams&aseof

- q I 26, f th
enabl s ARESREE I 4 dReP s S riaeriopted, B3 e BPRPl Fudiemer b Taf in
| ow Ofdéﬁﬁedﬁbh&wth/ gaﬁeraﬁommgoﬁa idinadfor printiag Bn’dn fteml hﬁa GRS uémea
the step of enabling the indiciumgenerator to generate a plurality of

i ndic m;raé!aahmr birthe pasted officesystemyl Lim ponnectionwith verifying the awthmtitub' of29.
Arrethﬂg%P fined ﬁn clakm22 further conprising the step of enabling the
i ndi ci é@ﬂ' e each indiciumin the plurality as having an

iQﬁLZ;“?’hZ“ﬁVkﬁﬁgefa%%%&é@éﬁ éﬁcﬁ;v' by Bustie B Epfitatl i ng o

det ' |
Do i aetE Cﬂﬁﬂﬁe o3 %leﬁéégner 08(a80 P e?‘&ssx Ly ﬁl‘éﬂasés‘wef)éﬂiﬂ'& dfn claim

29 in Icru |gure generate indicia such
t hat s pbstageGtepabi)ciTieqbstah eumméﬂ’lsyiterm 02 (nd can detprmine to engage in a postage

purchase session when, for example, it needs to print an indicium which represents a value

which would represent a running total that is larger than the running total amount which it
had previously purchases. To this end, following step 100, the postal customer system
12(n) can generate a postage purchase request message for transmission to the postal office
system 11, the message including information including, for example, identification
information for the postal customer system 12(n) and the identification of the amopunt of
postage to be purchased (that is, “M” pennies) (step 101). After the postal office system 11
receives the postage purchase request message (step 102), it can determine whether or not

the postal customer has an account (step 103) and, if not, establish an account



31. A nethod of enabling an indiciumgenerator to generate an indicium
representative of an ;, indiciumvalue conprising an clenent in an’

i hdi citun val ue sequence defined by a sel ected maxi mum i ndi ci um val ue) the
i ndi ci um generator being configured to geuerato the indicium thendmggei um
having an indiciumvalue field for recel8ing the indiciumvalue and a
rando & tfei ghgx for receivi ng ar andom nunber) the indicium
gener at 6 e 188 HF) fiearecssmmipninhe pestalxnomer weRbmBF REAAT 11 0l
pr edet & thigid6n i A6 QL Qg% S n‘g’ﬂra dom nunber generating | nformati %Pﬁ‘ ifige
random number gener ati ng ChE@rRdasdwith ke value g %) whichl israbuieedtnothdRAt QG e,

| ue, torgeae wad i ' f 1. | i |
Yﬁeugt%ears value) Chesy pblldotabdti hhidBefllealil 1t el i Bat Gt bo bmnsioired
that (1) ¥ ‘h@?ﬂ?éhemleﬂ'mesystemganenﬁémlc@?&ﬂerr qﬂ&q:g}lgg g er i.nthe
the 1I'n

randong ce being assocjable with el ement of mﬂlWQP‘he
sequen c% Hﬁ@(ﬂ ?(Fr)w%@ g{*ﬁ% Segre tcﬁg“?%%wpﬁ Prjeed suph aefor exeple, thSEcusE gya%q
| he

have viayeeprotbiot (SSI)E At .ne sel ect ed . nmaxiqum val ue, . (11

i ndi ClrﬁutFTh gn% at (t)sr c);n@ﬂaéeagl | 3?8@8'3‘3?‘;‘6‘&%@89“6?1qswb[lsiammmm(wemma he
rando aydtegessitetearansfer GtUne ofhioke | L ndi, G val ue
sequenge %h‘P Enryf-‘j | ess than the r?axi wﬁéﬁgiésel?%u\}g‘f%@&t%ﬁgg&slsﬁPQIMd

? ~ *\?@ P fl{ffo"??{éyftﬁ@i 2w generator cannot readily generate values o f

t he r andom Felfdieing st e nd sedunber. sequence associ able with val ues
in the indieium vglstj@ ltsdé‘q‘de &?gﬂfc °£P§tahﬁf@f=wx#eﬂh@ detstmines thatiicadedunt

val ue)already existscfori theqsoseil *UQHmES | ef value fromthe random
nunmber ngggeilﬁe a‘gsoci at ed m?hét%p?ﬁnﬁi%ﬁg%%gé ureitii twlénqsré}?‘ﬁ' Ustomer
sequerfiilabise 2 whe Acbarmontiaf pbstage fequeststioonld vesattin ftieHushinS@tal Self5 104, S
defi ”Qﬁaﬁﬂle‘i;r@t?]éﬂrﬁﬁn%{; Whi ch% i n accordance wi th the predetermne greater
met hodol ogy,” the rangomes P@OPWwh@hmbemlnm&rmmmmmg@p@g@t ed

accot austogner identifier ($tep'1 05 0 LSt roduct of two prime nunbers
"p" and "qg,". both o(}g e\lf)\higﬁ%?%%ﬁg%%ﬁ#@'grgé(&grﬁa"ﬂﬁ“‘?%fmmmﬂﬂﬁp'1053.re
el ene Eﬂ’&ss'swermaémmmmeqmeusmﬂﬂr meﬁﬁﬁuﬁkwm% and s O3S
X0 = X &S%W{f‘ﬁ X)cll i s a random number which i's co-prime W m.733.
A nethod as def i neg Fiv < BPieseativethereef (stepgi07k i Fojlawing step 107 orebatiiosngist he
i ndi cimakeganepatw d |2 eg~ando nmber in the random nunber

fiel ddg%’g{l gﬂg;tg erm P%%%%tfdgﬁ ﬂé‘?"gf{eg' 'ihﬁ%f’%gpg,’&ucP aYHern ganelplesa pestagd purchaé. A
met ho essage for trahshizsidn td ihelpdstal SRIEMArSySem! i nabling the

i ndi ci nerator, to utilize a ptrplgdet enni néﬁ?ﬂﬁ%@ﬁ)ﬁ@ﬁ%&é% HEMESR togs,
A et PR HEested postags, informaipnithatthepostaboystomensysteinet 2gi)aileke Rt e
I ndi CithéinEstRfali a plurality of indicia, each indiclumin®the
plurali El.]yté Qlav Flﬁgﬂgm%gr%wm Bf%m@x%berﬂemsm@epremm indicigi m
31 fitap epostal offics gystéif ' i ndi ci ner at.or_ {o
generate each i ndi ci.ugﬁvi.n tlﬁe pTural i y*“21g‘%ﬁ%‘@?’éﬁ?f%ﬁ@?@%&l&ﬁ;@r@&e
val ue FIV9'S Gstomer identifier (step1@8)ge val ue within the range) the indicium

val ue assog e respectd I ngi ci um being a

ol g T e R AR e e saampm o,
cl ai mi88), ®0 [ | nerator to
gener gtg i ndi ci g ﬁegCh t%at guprgﬁgi?gth gs%&;%?atdea?ﬁ ta%é;rgév&gﬁghcldgwngfm%\l’éﬁaaﬁ.
38. A rref'h%bmb‘?”la Yicrraga daten time, duding postagendispenting, fo@enerafehd pseali§-r@iiom

I ndi CinumbeePAIes 8dxbaih| n.d ndi ci unval ue conprising anel entntin
ani ndi ci um val ue Fs)gita&éﬁ"(@{eﬁﬁ?ﬁtlﬁ'glgﬁ?/e%cq?gefté%e-rraxi num i ndi ci um val ue) the

I ndi ci um hagn been generated by an indiciumgenerator to have an indicium
value field owacatisteprid 1| B2 posel i Modvdtanil & er field for
recei vb&(& ~a random . 2 n, rr~p6302. -32 ¥ Pikn?g &Pﬂ&%?%ﬁemy of

¢, a pseudo-random number by using the information available as provided in the
postage purchase response message. As shown at step 112, the postal customer system

12(n) stores each pseudo-random number so generated in the postage database asociated
with the respective penny of postage.



nunber, the random nunber bei ng generated according to a predeterniined

met hodol ogy usi ng random nunber generating information, the random nunber
generating information including a seed val ue and anot her val ue) the seed
val ue being a function of the selected maxi rum val ue and the ot her val ue,.
t he predeterm ned nethodol ogy having the characteristics that 2ARR (02 a
random nunber sequence is generated) each random nunber in the random
nunber sequence being associable with enent of the indiciumval ue
sequence, (ii) values of the rnudom nd rs in the random nunber sequence
have val ues which are a function of the selected maacinumvalue) . . ('iii)

the random nEiger b ffiRRedcRE DertopHed B e oditdiofer b AT RO 0 "
sequenceomfdcGon ¥ithl Raeratibadf 4 HRsARKkididid O peinting valah eemaNWidhi réferérite to

i ndi ci um gener ator cannot readily generate values of the random nunbers in
t he r an&m Buwhen theqmstah castomensystdrn d 2() tdetermiines dhatrit istte gepatateiapostadl ue
sequence whi ¢ch are, noy et t he, maxi jum i.ndi ci um val ue he indjcium

gener at g &ngrf‘ﬁg‘gré??agﬁg)l W%é‘g&mﬁlﬁﬁ & B%St‘?%rﬂ%q’ﬁ“ku h’ﬁﬂ%?o quence
associ a is Vs ! i i v e

¢ andom Fegsonted by e it oA A1T, 1R pitpronfiy g 01, Mt Foshil GURBIEr Ao
aut hent i126) intxy detsrmiine thei postal anodat ealue fornpa nhmbéeof fatters, avideinarekmbem val ue
in the random nunber field corresponds toQ the correct random nunber for the
i ndi ci uRyshesaskilledtinghe 16 igrludinga forexample, e pa¥tker i ned by

t he~pr ~edet enni ned net hodol ogy. 39. A nethod as defined in claim 38,
further conprising tht step of enabling the ind~cium authenticator to
provi de the random nunber generating information to the indicium generator.
~0. A nethod as defined in claim39 further conprising the steps of
enabling the indiciumgenerator to request an updated maxi num i ndi ci um
value fromthe indiciumauthenticator, and the indiciumauthenticator to
prbvi de iaresponsc the updatal maxi mum i ndi ci um val ue and anew sccdval ue,

t he predeterm ned net hodol ogy further having the characteristic that the

i ndi cium aut henticator can readily. generate values of the rurtdom nunbers
in the random nunber sequence which are greater than the predeterm ned
maxi num value. f 41. A nethod as ~de~tncd in ¢'.aim38 in which, in
accordance with the predeterrnitted nethodol ogy) the random nunbers in the
random nunber sequence are generated according to Xx, =x;, madn




-33- 2 I;PR ?2u02 where "n" is the product of two prinme nunbers "p" and "q,"
both of which are congruent to "3 nod 4," "~," and "x,.," are elenents of
t-he random nunber sequence) and seed val ue xa is generated as xo= x= nod n)
where "x" is a random nunber which is co-prime with "n." 42. AppeRiwid as
defined in claim38, the indiciun1genﬁ§gtor bei ng configured to generate a
plurality of indicia) each indiciumin“the plurality having a uni que

i ndi cg I Lodi.ci [J3 | ural it rt her, hayi ng an.indi.ci um
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sel ect ed maxi mum i'ndi ci um val ue) the conputer program product conprising
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i ndi citorpurchiaseadditidrabpostagieteomse theranaingtetatemamt phipostegedequiredibgreatep thanhe

random nunber field) B. the iadicium authenticator nodul e being confi gured
to enalyesunming tatahamaunt obpostageyrchasadthis i ndi ci um by det er ni ni ng whet her

t he random ' ' ﬁg@g .
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or oduct ubfgcfsd, i dolfdl QUG RIAEA e TRl bt teraly ménBIRUA foskigd B 3Bhse 31
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value fromth a,indiciumauthenticator npdul e, the indiciym authenticatoy
modul e WHER Hdthat i the pastal custamersystenn £2(aPip tq printan ipdiciimy ysing.a particulappastal -
the up ' LA G : . ; . Lned
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aut hentusterner idenfiifiérdn conndceéian mlith sypsdsatirough UBsdeatribdtbabioredom nunbers in

t he random _nunber sequence which arc.greater than the predeterm ned naxi num

val ue. AAndAA showy oariatioasiprrformed hyrthe pastal-pffice:systeasl]-in eanneetion with

46.
accor ] he peedet er.m. .. 1 he i,S_the
andoneRpE A alhEd o B iR SEhARCALAR el WRNEHRARTRHG, o e
the prpodiat scapinideVequiimiéift 22 5ER6Y £n indicivah Gtep1150)pti(thaofs, diel ptabscansing nt
to "SIjr?gd 4) " "x~'uqfand "X,.," are lecllerrgsntlg of) th(e random nunber set?gtei%?ee,n

and seed value xa is generated as xa = x: nod n) where "x" 'is a random
nunber which is co-prime wwth "n."




?_ Af R 2b02 -35 47. A conputer program product as defined in claim46 in
whi ch the indiciumgenerator nodule is configured to enable the conputer to
utilize as the random nunber in the random nunber field a predeterm ned set
of digits in the representation of x,. 48. A conputer program product as
defined in claim47 in which the indiciumgenerator nodul e i2ARRA6Rgured to
enable the conputer to utilize a predetarcnined nunber of |ow order bits.
49. A conputer program product as defin@@ in claim43 in which the indicium
generator nodule is configured to enable the conputer to generate a

pl ur al i t y20fprovidisctha, infoautiionnersi thenindicitinetoptha reahirelymhdule g, alongivgireother

i ndi ci um : . er .program product . as f i laim43.in
whi ch the’“ﬂrﬁ%&?nﬁﬁ%@ﬁggﬁ?ﬁr mﬁ% ﬁ?ec?nsuscgln‘%?%’ﬁ et ?@ctté%g\gﬁ peoglta %%%Wb‘(ﬁ“éer to
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val ue sequence d?fi ned béﬂa sel ect ed maxi mum i ndi ci um val ue) the indicium
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i adi ci um geney.at gr. npodul e configured to enable the conputer nerate the
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nunber sclgglcncégi S ggﬁega@gﬁfheagﬂgﬁﬁg’éﬁﬁnber ti_n tt e random nunber
soquence bei ndrabsothedizhg, iftht borgtobmedule 33 miakes aipogiitivé datervahation gedtepel$dathat(i i )

val ues of. t. random.n ers . in the random nunber uenc e’ val u
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random nunbers n i ?he random nunber sequence associ ablygﬁvm th values in the
i ndi ci um bythepostabssanmingequipnsnt 22, thatmnne of thepennies ofpogiagemepiesetitesiby thevrdicivin t he

i ndi ci duf. ' h dom.
nunbor - seTEREaes edbabd oo iepon A RBRIG, T ol Wbl L RORE,

sequence @derhigation gl @fEp NSTPaAt fsPif it etefminekonanatniesst ofie of the Pedinied of popageer
program product as defined in claim52 in which) in accqordance with the
pr edet er nieAEEENAS S hDINGIM hasdern perdin FRIBERICR With athee “?dé"ﬁﬂd‘rﬁ"\illﬁ‘r?féFd OifiPence

are gener piefl lﬁ&%f)fyp{ggt{: tﬁgrréotﬁré actiB NOWRRS &herhand S e %oﬁntg&%ﬁul@ﬁ nVkeshy | e

cunbers "p" and "(, of which are congruent to " d4," "xi" and
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set' of di B?epsus?dn F}féﬁ%ﬁébﬂ&@ﬁﬁa‘t madulg 3 £an noti the postal scanning equipment that the

requested postal delivery service is to be provided in connection with the item (step 158).



55. A conputer program product as defined in claim54 in which the indicium
generator nodule is configured to enable the conputer to utilize a

pr edet er mi ned nunber of |oworder bits. 56. A conputer program product as
defined in claim52 in which the indiciumgenerator nodule is configured to
enabl e the conputer to geaerate a plurality of indicia, each 1gwgk Qgamin
the plurality having a unique indiciumvalue. ~ . . 57. A conputer program
pnmduct as defined in claim52 in which -2he indiciumgenerator nodule is
configured to enable the conputer to generate each indiciumin the
plurality:as ﬁé}@iimnmn pmulides mnumhd:rraimgmnmhuelnfnaaiowaf che meaeiouipmgndaes an

subr ange he i ndj CI um ted.with t
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sequence)th4tihie or Mﬁlmeﬁotcpfurdhb@dr andom nunbers in the random nunber sequence
have val ues which are a~function of the selected maximnumvalue) . (iil) ~
the indi ci um derdl bt appreciated dappymergun Bedifisatips ey bsrmadsde then@beRtinddrs in

the I andQRuAPRDRE yREMISHESIARIAG LAkt bibrtihlfdtofled SnE g&&kafeb R

sequence . which are Tess than the na I cium val u
i ndi ci um lg\eaqermsta)r c‘c@mwsyatmdﬁany ngvrdeﬁfatf@nvmosne@sofbcd laboveaindomenugrbeits i n

t he rand u ssoci abl.e w t I es .in nd val ue
sequence e A ErPult e IR R RRE FudFaimeiehtrss Toiied el HR s e B e S
gener at orparmﬁiulr Sini¢firdghdlobder 6 BldAcHRRnated IBiekds, walhleechifleliTeprintig daricalamenber
sequence associated with the indiciumvalue in the indiciumvalue sgquence
as the r ey thtHbs 2ppeseiateddhyt Shegigdickumayeiave p diffprent structure °rt‘H%°ré‘8

program pieshdetoreREPri sing a conputer-readabl e medi um havi ng encoded
t hereon an 1 ndici um aut henti cator nodul e configured to enable the conputer
t o' aut hent i r athusthermers, nUh@gbnhbgos&ép@’mmymmrglb\mme&al qm@maml@m H{mave

valuelntheradmnu er, Lres othe foly er
for the i ngll c‘?’sﬁ% VA ut?glmah q’# ﬁ$%ﬁ‘&"h‘i%“8"’° lonw\&? %“1“8““ dgégegl??n nec g]" BF %Q
prodct et nfonest ineithemdiohtir@)the respective indica, it Rfill be &ipeeciatdd thdd othr dgérihine mapbegr am
product as def| ned in claim59, the indicium authenticataor. npdul e bei

Wéﬁ&‘(‘? ng

conf i gur e¥ped-oPrefeEably therpgarithptivill have abieast thg graparsics Gl GBhad Sivh desch
i nf or mat i gyeh@ing R the dbgrbd! BT SENEHANMATch TRYWedesired in connection with the transfer of

information relating to purchase of postage and distribution of the information used by a postal

customer system 12(n) in generating the pseudo-random numbers, property (ii) or (ii') may or may
not be considered necessary. For example, if the information to be transferred is encrypted, or is
otherwise transferred in a relatively secure manner, property (ii) or (ii') may not be needed.

In addition, although the postal office system 11, in particular the customer database 21, has

been described as storing information relating to all pennies of postage which have been purchased



61. A conputer program product as defined in claim60 in which the indicium
generator nodule is configured to enable the conputer to request an updated
maxi mum i ndi ci um val ue fromthe indicium authenticator nodule) the indicium
aut henti cator nodul e being configured to enable the conputer to provide in
response the updated maxi mumindici umvalue and a new seed val gapprt a8
predet er m ned net hodol ogy further having the characteristic that the

i ndi ci um aut hcati caxor nodul e can readpby generate val ues of the random
nunbers in the random nunber sequence which are gt eater than the

predet er by nputairenstoment(thaisies asZiated withrpattienlapyas gl amqonmktnntiﬁas) toleddutethei n
claim59 in accordance with er m ned t o 0og
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both of which are congruent to "3 nod 4," "x~" and "xt.t" are elenents of

the randeftimebaseizpsidaesicesed aenaios sxkpve arssed trough threppstahpfiiee s¥steredt x= nod
n) where "Xx" Fﬁ@ﬁ&gﬁgglgb%qu?osw ﬁf&e'sfﬁz&z?w@gd*Fos\Mlthsz Jﬂcr"syszexf?‘ﬁ 2(4) hay

conput er program pro |ne I'nclarm the 1'ndicium gen ra}f
nodul e bkéengescahéd guraesferring padibhler tipes o(‘:mlﬁqmrlaaam dwingerpstage parcidse sa;klohyu of

i ndicia, ch indici,um.i .the,pluralit a un ndi,ci.um val ,
each | naPOl drepReefed i ot sl peftonivpes iR cHAPE Y Mg e
field foihegpshaVéudtbner %yﬂaérﬁnggl) Ca H@ns\f!rtlmoﬂnattﬂ)ﬂ r'éﬁﬂﬁ%)lo irf¥cih Rhich kdVe been
aut henti cat ornodul e further being confi ?ured to enable the computer to

det er m n@%ﬁ%%aﬁurpmdcqesrmah@madér@w amgion, athigh thp pestal offige|sypemiltcant he
subr ange is R
Sbne” 58 TR AL M8 KRRmODRR ok a8 P, oo 60
gener at onseld 3o proposigamet fmaﬁer and the maxi mum i ndi ci um value is a ITB.XI mum

post age val ue, 65.. An indi enerator as defined. in.clains .10
wherein the n@fdéﬂo(?r bpeause s&°é b CYRART SYRGMy “mp?f‘ﬁﬂ??dﬁﬁﬁ H’%SV’é‘flﬂé is

a_nmaxi MigopRRinfdRoMpheSysttis, tfinikRHbics taPosblciabkeratRMm 126n)dRh dREopufet ai M8

17-22 V\,her ein the selected maxi mumindi ciumvalue is a selected maxi num
post age (paAngthenisdeadie andrabidy asnemplisbedat or is a postage neter. 67. A method

e uel e, ke AR Lo B OGRS S U, R e
authentication of postal indicia, it will be appreciated that the invention can be used in connection
with generation of indicia of many types and for many purposes. For example, the invention can be
readily used in connection with generation and authentication of money orders each representing a
value within a previously paid-for range of values, generation and authentication of certified
identifiers that can be used to track physical objects, and other types of indicia which will be
apparent to those skilled in the art.

In addition. although the postal customer system 12(n) as using, for successive indicia,
increasing ones of the pennies of purchased postage, toward the most recently purchased total B,,it
will be appreciated that the postal customer system 12(n) may, for successive inidica, use decreasing
ones of the pennies of purchased postage, descending from the most recently purchased total B,, or
any other convenient order.

Furthermore, it will be appreciated that the postal customer system 12(n) can either generate
the appropriate elements of the pseudo-random sequence at the time that an indicium is generated,
or alternatively it may generate the elements for all of the pennies of postage that are purchased when

or sometime after purchase for use when an indicium is generated.



post age value. 68. A nethod as defined in clains 31-36 wherein the indicium
generator is a postage neter and the selected maxi numindiciumvalue is a
sel ect ed maxi mum postage value. 69. A nethod as defined in clains 38-42
wherein the indiciumgenerator is a postage neter and the sel ected nmaxi num
i ndiciumvalue is a sel ected nmaxi mum postage value. T 2 APR2NUR2M 70. A
conput er program product defined in clains 43-51 wherein the indicium
generator is a postage neter and the s&@Bected maxi mumindiciumis a

sel ect ed maxi mum postage value. 71. A nethod as defined in clainms 52-58
wher ei n t he ilAg@fdifiomnigiilideaprrecipted tap Hsafiega possal sustemer sysiem d 2ngbasggneraed num
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post age auetoeter systknt 1%n)xah eittiee ckconrex thepenniesdssociaraditierewigebact aidonmecti oANth
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AL AH9. ACAYL 18R @@Eﬂpr&?atéﬁ LIS @&mﬁﬂ acdrdincdwith AR idvedof oA DR thucted in
whole ;>r in part from special purpose hardware or a general purpose computer system, or any
combination thereof, any portion of which may be controlled by a suitable program. Any program
may in whole or in part comprise part of or be stored on the system in a conventional manner, or it
may in whole or in part be provided in to the system over a network or other mechanism for
transferring information in a conventional manner. In addition, it will be appreciated that the system
may be operated and/or otherwise controlled by means of information provided by an operator using
operator input elements (not shown) which may be connected directly to the system or which may
transfer the information to the system over a network or other mechanism for transferring
information in a conventional manner.

The foregoing description has been limited to a specific embodiment of this invention. It will
be apparent, however, that various variations and modifications may be made to the invention, with
the attainment of some or all of the advantages of the invention. It is the object of the appended
claims to cover these and such other variations and modifications as come within the true spirit and

scope of the invention.

What is claimed as new and desired to be secured by Letters Patent of the United States is:



m+G/Ngk s

1'&, }w 1 gb] X] ca] ca] ca] cal] ca] caU] ca] cal] ca] ca] cal] ca] ca] ca] ca] ca] cal] ca] ca]
cal ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] calUcTa |,,,,/367882;

w@rC*C_CFI 0J NNYN] NRR5 SSUUWWAKYT [ " a{ val gb] X] ca] ca] ca] ca] cal ca] ca] ca] ca] ca] ca
] ca] c”a] ca]c"a] c"a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]cal ca] cal] ca! "a0a
bbbeeVf Ogbhhhkr kkk} 1111 ooonqvgv*wew, TATT 2002
wFyWz| Y vgl fa\ W gb] X] ca] ca] cal] ca] ca]ca] ca] ca] caV] ca] ca] caV] ca] caV]caJca]c
ajJ caV] ca] caV] ca] ca] ca] ca] ca] caV] ca] caJcaV]ca

UZe6nk} | t 3@ @taf ns<n${ vgl gb] X] ] ca] cal ca] ca] ca] ca] caV] ca] ca\/] ca] ca] ca] ca] ca]
ca] cajica] syleanfor afd @alteafiéaingahGadnit Mrakataleof a irdi¥a Qid_z
U] ca] ca] cal] ca] ca a] c caj caj ca caFca] ca] ca] ca] ca] ca] ca] ca] cal ca ca ca] ca

Ul ca] 62UPHSINE AUEls)enhjca) sxdiciam seRpAaLe dofinsdsby a selefted naainvah adicals al ca
| cal calpavhea)eal s%ga%g%ﬁ&&&e}&%&a@ SR} 62k GALaRkS L ) oo oal cal cal c

a] caUc

}xsni K.Yi d tiid il ghideabsing cadfginsdd fa@d @aw&ahﬁalﬂéai\&ahﬁaﬂm]gq],ca] c

a] caU] ca] ca ca] ca] ca] ettiaca] ca] ca]caJ ca

nDOT2z?v_ad Qlumkvdqu Forafeceiyving] tba]m@r-wa} value nd e randpmangobrcfigldafor 2] ca

e e s ﬁf%%%a@%ﬁ% el Bt s ooy ca

tunfbkf akfdiding ?i&mmeal ) brégh, uniet
U] Ey?(l)J]] gatJ]\/] cal ca] cal ca| cal ca] ca]ca ‘?gﬁllgg? gg]'cugt]hga] cgt(]mégi ca] ca cgai ca fca] c

a] ca] caj ca]

-< f === wr nlﬁcu\ﬂsf%c] V%]' g?“%f‘@é'] ca_f‘cafhcasf ca a(?fﬂ]]‘%‘a ]‘8%]‘% ‘]%%’]Véa‘]‘%a] ca
] ca] ca] ca] cthi prlierehainke aletide dﬂwﬁh@ﬂ&ﬁl’a@ﬁ&s&&m ? ABBCCOMCCCCCDF41 LM
MOQQRSTUY UYWBYZf Zzupkfal\ W] ] cal ca] ca] ca] cal ca] ca] ca] ca] cal c

a] ca] ca] ca] ¢h] cA@ajenpumbetronuaTe WecaTeadcash eejempembera) tarandpmeagusabiérz] A

@Kb ] ca] ca] ca]
" a eeegn alca]calcalc
ajcajcalc a]gc g?gﬁﬂ%gﬁgﬁﬁiﬁcgﬁ%g? ﬁzﬁcﬁﬁg&} 9@}% g‘}‘@g’}%a] calcalcalc
a] ca! +x0x3x{PYXY Yalwesof dieraiddhi funibdrs in the random number sequence have values which are

lcl||}h}wt}~(~{vql gbzupkf a\ V\] ] ca] caj ] ca ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca]
ca] ca] ca] ca] ca] chfunetienpEtiess ]" 5] ca] ca] cal] ca

& () 10 G () Ve ?g*ﬁ%é%z%&r%% TS IBTSL fy oggm e inthe

10- uS, #10% u&' () ritiudetnf nuifiBars&yen e#immﬂb wm&&a%th&ﬁ@mﬂﬂﬂghh&erCC

jgg/@oa ()- Ges*lgi/g& s Coes AR ()it &5 %%%% (i ah§ SH#10UO0E () - YLOYK! () - k

(iv) thc indicium generator cannot mdﬂy generate values of the random numbers in the
random number sequence associable with values in the mdxcmm value sequence
which aremore than the maximum indicium value, .

the indicium generator using the random number value from the random numbcf sequence

associated with the indicium value in the indicium value sequence as the random number for

the random number field,

B. the indicium authenticator being configured to autheaticate the indicium by determining
whether the randor number value in the random number field corresponds to the correct
random number for the indicium value in the indicium value field as determined by the
predetermined methodology.

2. A system as defined in claim 1 in which the indicium autheaticator is configured to provide the

random number generating information to the indicium generator,
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10%& (chnfigéted o provide in response the updated maximum indicium value and a new seed value, the
predetermined methodology further having the characteristic that the indicium authenticator can
readily gencrate values of the random numbers in the random number sequence which are greater
than the predetermined maximum value.

4. A system as defined in claim 1 in which, in accordance with the predetermined methodology, the

random numbers in the random number sequence are generated according to

x, = xt modn

where "n" is the product of two prime numb::rs " ar;d "q," both of which are congruent to "3 mod
4," "x" and "x;," are elements of the random number sequence, and seed value x, is generated as
Xo=Xx*mod n, .whcrc "x" is a random number which is co-prime with "n."

5. A system as defined in claim 4 in which the indicium generator is configured to utilize as the
random number m the random number field a predetermined set of digits in the representation of x,.
6. A ss'stcm as defined in claim 5 in which the indicium generator is configured to utilize a
predetermined number of low-order bits.

7. A system as defined in claim 1 in which the indicium generator is configured to generate a
plurality of indicia, each indicium in the plurality having a unique indicium value.

8. A system as defined in claim 1 in which the indicium generator is configured to generate each
indicium in the plurality as having an indicium subrange value field for receiving a subrange value
within the range, the indicium value associated with the respective indicium being a predetermined
function of the subrange.

9. A system as defined in claim 8 in which the indicium generator is configured to generate indicia
such that suf:mngcs associated therewith do not overlap. |

10. Anindicium generator for generating an indicium répresentative of an indicium value comprising
an element in an indicium value sequence defined by a selected maximum indicium value, the
indicium generator being configured to generate the indicium, the indicium having an indicium value
field for receiving the indicium value and & random riumber field for receiving a random number,

the indicium generator being configured to generate the random number ‘actording to a
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sequence being assocxablc with elemcnt of the mdxclum value sequence,

(i)  values of the random numbers in the random number sequence have values which are a
function of the selected maximum value,

(iif)  the indicium generator can readily generate values of the random numbers in the random
number sequence associable with values in the indicium value sequence which areless s than
the maximum indicium value, and

(iv)  theindicium generator cannot readily generate values of the random numbers in the random
number sequence associable with values in the indicium value sequence which'aréthg';é"ti{an
the maximum indicium value,

the indicium generator using the random number value from the random number sequence associated

with the indiciugn value in the indicium value sequence as the random number for the random

number field. -

11. An indicium generator as defined in claim 10 in which, in accordance wnh the predetermined

methodology, the random numbers in the random number sequence are genemted according to

x, = xi ,modn

where "n" is the product of two prime numbers "‘p" and *q," both of which are congruent to *3 mod
4," "x;" and “x;,," are clgments of the random number sequence, and seed value x, is generated as
Xo= x? mod n, where "x" is a random number which is co-prime with "n."
12. An indicium gencrator as defined in claim 11 in which the indicium geperator is configured to
utilize as the random number in the random number field 2 predetenmned set of dxgtts in the
. representation of x.
13. An indicium gcncmtor as defined in claim 12 in which the indicium generator is configured to
utilize a predctammed number of low-order bits.
14. An indicium gencrator as defined in claim 10 in which the indicium generator is conﬁgurod to
generate a plurality of indicia, each indicium in the plurality having a unique indicium value,
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a predetermined function of the subrange.

16. An indicium generator as defined in claim 15 in which the indicium generator is configured to
generate indicia such that subranges associated therewith do not overiap.

‘ 17. An indicium authenticator for authenticating an indicium repmcnfative of an indicium value
comprising an clement in an indicium value sequence defined by a selected meximum indicium
value, the ind.icium having been generated by an indicium generator to have an indicium value field
for receiving the indicium value and a random number field for receiving & random number, the
random number being generated according to a predetermined methodology using random number
generating information, the random number generating information including a seed value and
another value, the seed value being a function of the selected maximum value and the other value,
the predetermined methodology having the characteristics that

(i) arandom number sequence is generated, each random number in the randdm number
sequence being associable with element of the indicium value sequence,

(ii) v;luw of the random numbers in the random number sequence have valu‘es which are
a function of the selected maximum value,

(iif) . the indicium generator can readily generate values of the mndom numbers in the
random number sequence associable with values in the indicium value sequence
which are less than the maximum indicium value, and '

(iv)  theindicium generdtor cannot readily generate values of the random numbers in the
random number sequence associable with value¥ in the indicium value sequence
which aremorethan the maximum indicium value,

the indicium generator using the random number value from the mndc;m number sequence

associated with the indicium value in the indicium valus sequence s the random fumber for

the random number field, o

the indicium authenticator being configured to authenticate the indicium by defermining whether the
random number value in the random number field corresponds to the correct random number for the
indicium value in the indicium value ficld as determined by the predetermined methodology.
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19. An indicium authenticator as defined in claim 18 in which the indicium generator is conrigured
to request an updated maximum indicium value from the indicium authenticator, the indicium
authenticator being configured to provide in response the updated maximum in.dicium value and a
new seed value, the predetermined methodology further having the characteristic that the indicium
authenticator'can readily generate values of the random numbers in the random number sequence
which are greater than the predetermined maximum value.

20. An indicium authenticator as defined in claim 17 in which, in accordance with the predetermined

methodology, the random numbers in the random number sequence are generated according to

I )
x, = x,_,modn

where "n" is the product of two prime numbers "p" and “q," both of which are congruent to “3 mod
4" “x;," and "x; " are elements of the random number sequence, and seed value x, is generated as
Xo= x> mod n, where “x" is a random number which is co-prime with “n."
21. An indicium authenticator as defined in claim 17, the indicium generator being configured to
generate a plu.rau‘ty of indicia, each indicium in the plurality having & unique indiciurﬁ value, each
indicium in the plurality further having an indicium subrange value field for receiving a subrange
value within the range, the indicium authenticator further being configured to determine whether an
indicium has a subrange value which overlaps with the subrange value associated with at least one
previous indicium. . .
22. A tﬁcthod of generating and authenticating an indicium representative of an indicium value
comprising an element in an indicium value sequence defined by a selected maximum indicium
value, the method compn’six}g the steps of
A. enabling an indicium generator to generate the indicium, the indicium having an indicium
valu.e field for receiving the indicium value and a random number field for receiving a
random number, the indicium generator being enabled to generate the random number
according to a predetermined methodology using random number generating information,
the random number gbnmﬁng information including a seed value and another value, the seed
value being a function of the selected maximum value and the other value, the predetermined

methodology having the chafactcristics that
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i arandom number sequence is generated, each random number in the random number
sequence being associable with element of the indicium value sequence,

(i)  values of the random numbers in the random number sequence have values which are
a function of the selected maximum value, .

(iii)  the indicium generator can readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence
which are less than the maximum indicium value, and

(iv) . theindicium generator cannot readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence
which aremorethan the maximum indicium value,

the indicium generator using the random number value from the random number sequence

associaied with the indicium value in the indicium value sequence as the random number for

the random number field,

B. enabling an indicium authenticator to authenticate the indicium by determining whether the
random number value in the random number field corresponds to the correct random number
for the mdlcmm value in the indicium value field as determined by the prcdetennmcd
methodology

23. A method as defined in claim 22 further comprising the step of enabling the indicium
authenticator i’.o provide the random number generating information to the indicium gcnero.tor.
24. A method as defined in claim 23 further comprising the step of enabling the indicium generator
to requdt an updated maximum indicium: value from the indicium authenticator, the indicium
authenticator being enabled to provide in response the updated maximum indicium value and anew
seed value, the predetermined methodology further having the characteristic that the indicium
authenticator can readily generate values of the random numbers in the random number sequericc
which are greater than the predetermined maximum value, -

25. A method as defined in claim 22 in which, in accordance with the predetermined methodology.

‘the random numbers in the random number sequence are generated according to

x, = x;. modn
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where “n" is the product of two prime numbers “p* and “q," both of which are congruent to "3 mod
4," "x;" and "x;," are elements of the random number sequence, and seed value x, is generated as
Xo = x* mod n, where "x" is a random number which is co-prime with "n."
26. A method as defined in claim 25 in the indicium generator is configured to utilize as the random
number in the random number field a predetermined set of digits in the representation of X;.
27. A method as defined in claim 26 further comprising the step of enabling the indicium generator
to utilize a predetermined number.of low-order bits. '
28, A method as defined in claim 22 further comprising the step of enabling the indicium generator
to generate a plurality of indicia, each indicium in the plurality having a unique indicium value.
29. A method as defined in claim 22 further comprising the step of enabling the indicium generator
to generate cach indicium in the plurality as having an ipdiéium subrange value field for receiving
a subrange value within the range, the indicium value associated with the respective indicium bein g
a predetermined function of the subrange. |
30. A method as defined in claim 29 in which the indicium generator is configured to generate
indicia such that subranges associated therewith do not overlap.
31. A method of enabling an indicium generator to generate an indicium representative of an
indicium value cc';lmpxising an elementin an indicium value sequence defined by aselect;:d maximum
indicium value, the indicium generator being configured to generate the indicium, the indicium
having an indicium value field for receiving the indicium value and & random number field for
receiving a random number, the indicium generator being configured to generate the random number
according to a predetermined methodology using random number generating information, the
random number generating information including-a seed value and another value, the seed value
being a function of the selected maximum value and the other value, the predetermined methodology
having the characteristics that
(i) a random number sequence is generated, each random riumber in the random nurhber
sequence being associable with element of the indicium value sequence,
(ii) values of the random numbers in the random number sequence have values which are a
function of the selected maximum value, =
(iii)  the indicium generator can readily generate values of the random numbers in the random
number sequence associable with values in the indicium value sequence which are less than

the maximum indicium value, and
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(iv)  theindicium generator cannot readily generate values of the random numbers in the randons

number sequence associable with values in the indicium value sequence which are morethan
the maximum indicium value,
the indicium generator using the random number value from the random number sequence associated
with the indicium value in the indicium value sequence as the random number for the random
number field.
32. A method as defined in claim 31 in which, in accordance with the predetermined methodology,

the random numbers in the random number sequence are generated according to

R

where "n" is the product of two prime numbers "p" and "q," both of which are congruent to *3 mod
4," “x" and "x;," are elements of the random number sequence, and seed value x, is generated as
Xo= x* mod n, where "x" is a random number which is co-prime with "n."

33. A method as defined in claim 32 further comprising the step of enabling the indicium generator
to utilize as the 'random number in the random number field a predetermined set of digits in the
representation of X -

34. A method as defined in claim 33 further comprising the step of enabhng the indicium generator
to utilize a predctenmned number of low-order bits.

35. A method as defined in claim 31 further comprising the step of enabling the indicium generator
to generate a plurality of indicia, each indicium in the plurality having a unique indicium value.
36. A method as defined in clai_m 31 further comprising the step of enabling the indicium generator
to generate each indicium in the piurality as having an indicium subrange value field for receiving
a subrange value within the range, the indicium value associated with the respective indicium being
a predetermined function of the subrange.

37. Amethod as defined in claim 36 further comprising the step of enablmg the indicium generator
to generate indicia such that subranges associdted therewith do not overiap.

38. A method of enabling an indicium authenticator to authenticate an indicium representative of an
indicium value comprising an element in an indicium value sequenice defined by a selected maximum -
indicium value, the indicium having been generated by an indicium generator to have an indicium

value field for receiving the indicium value and a random number field for receivinig & fandom
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number, the random number being generated according to a predetermined methodolo gy using
random number generating information, the random number generating information including a seed
value and another value, the seed value being a function of the selected maximum value and the other

value, the predetermined methodology having the characteristics that

(i) arandom number sequence is generated, each random number in the random number
sequence being associable with element of the indicium value sequence,

(ii) wvaluesofthe rax_idom numbers in the random number sequence have values which are
d function of the selected maximum value, '

(iii) the indicium generator can readily generate values of thc random numbers in the
random number sequence essociable with values in the indicium value sequence
which areless than the maximum indicium value, and

(iv) theindicium generator cannot readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence
which are morethan the maximum indicium value,

the indicium gcncx":'a.toi' using the random number value from the random number sequence

assoclated with the indicium value in the indicium value sequence as the random number for

l

the mndom number field, -

the indicium authenticator authenticating the indicium by determining whether the random number
value in the raxidom numbcz: ﬁel& corresponds to the correct random number for the indicium vaiue
in the indicium value field as determined by the-predetermined methodology.

39. A method as defined in claim 38, further comprising thé step of enabling the indicium
autheaticator to provide the random number generating information to the indicium generator.

40. A method as defined in claim 39 further comprising the steps of enabling the indicium generator
to request an updated maximum indicium value from the indicium authenticator, and the indicium
authenticator to provide inresponse the updated maximum indicium value and anew seed value, the
predetermined methodology further having the characteristic that the indicium authenticator can
readily. generate values of the random numbers in the random number sequence which are greater
than the predetermined maximum value. £

-

* 41, A method as defined in claim 38 in which, in accordance with the predetermmed methodology,

the random numbers in the random number sequence are generated according to

x, = xi,modn
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where "n" is the product of two prime numbers "p" and “q," both of which are congruent to “3 mod

4," "x" and "x, " are elements of the random number sequence, and seed value Xo iS generated as

Xo= x* mod n, where "x" is a random number which is co-prime with "n." _

42. A method as defined in claim 38, the indicium generator being conﬁgi.u'ed to generate a plurality

of indicia, each indicium in the plurality having a unique indicium value, each indicium in the

plurality further having an indicium sul;range value field for receiving a subrange'value within the

range, the indicium authenticator further bciﬁg enabled to determine whether an indicium has a

subrange value which overlaps with the subrange value associated withi at least one previous .

indicium.

43. A computer program product for use in connection with a computer to provide a system for

generating and authenticating an indicium representative of an indicium value comprising an element

in an indicium value sequence defined by a selected‘ maximum indicium value, the computer
program product comprising éomputer-rcadablc medium having encoded thereon an indicium
' generator module and an indicium authenticatc;r module,
A. the indicipm generator being configured to enable the computer to generate the indicium. the
indiciun.; having an indicium value field for receiving the indicium value an.d a random
number field for receiving a ragdom number, the indicium generator module being
conﬁg\ired to ensble the computer to generate the random number according to a
predetermined methodology using random number generating information, the random
number generating information including a seed value and another value, the seed value
being a function of the selected maximum value and the other value, the predetermined
methodology having the characteristics that
(i) arandom number sequence is generated, each random number in the random number
sequence being associable with element of the indicium value sequence,

(ii)  valuesofthe random numbers in the random number sequence have values which are
a function of the selected maximum value,

(iii)  the indicium generator module can My generate values of the random numbers
in the random number sequence associablewith values in the indicium- value

sequence which are less than the maximum indicium value, and
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10; =<<=f ::m?Hl the indicium generator module cannot readily generate values of the random numbers
in the random number sequence associable with values in the indicium value
sequence which are morethan the maximum indicium value,

the indicium generator module using the random number value from the random number
sequence associated with the indicium value in the indicium value sequence as the random
number for the random number field,

B. the indicium authenticator module being configured to enable the computer to authenticate
the indicium by determining whether the rand_om number value in the random number field
corresponds to the correct random number for the indicium value in the indicium value field
as determined by the predetermined methodology. '

44. A computer program product as defined in claim 43 in which the indicium authenticator module
is configured to enable the computer provide the random number generating information to the
indicium generator module.
45, A computer program product as defined in claim 44 in which the indicium generator module is
configured to enable the computer to request an updated maximum indicium value from the indicium
authenticator module, the indicium authenticator module being configured to enable the computer
to provide in x:"'wponse the updated maximum indicium value and a new seeci value, the
predetermined methodology further having the characteristic that the indicium authenticatormodule
canreadily gcxierafe values of the random numbersin the random number sequence which are greater
than the predetermined maximum value.

46. A computer program product as defined in claim 43 in which, in accordance with the

predetermined methodology, the random numbers in the random number sequence are generated
according to

x, = x*, modn

where "n" is the product of two prime numbers "p" and "q," both of which are congrizent to "3 mod
4," “x;" and "x.," are clements of the random number sequence, and seed value x, is generated as

Xo™= x? mod n, where "x" is a random number which is co-prime with "n."
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47. A computer program product as defined in claim 46 in which the indicium generator module is
configured to enable the computer to utilize as the random number in the random number field a

predetermined set of digits in the representation of x,.

48. A computer program product as defined in claim 47 in which the indicium generator module is
configured to enable the computer to utilize a predetérmined number of low-order bits.
49. A computer program product as defined in claim 43 in which the indicium generator module is
configured to enable the computer to generate a plurality of indicia, each indicium in the plurality
having a uniciue indicium value.
50. A computer program product as defined in claim 43 in which the indicium generator module is
conﬁgured to enable the computer to generate each indicium in the plurality as having an indicium
subrange value field for receiving a subrange value within the range, the indicium value associated
with the respective indicium being a predetermined function of the subrange.
51. A computer program product as defined in claim 50 in which the indicium generator module is
configured to enable the computer to generate indicia such that subranges associated therewith do
not overlap.
52. A computep program product for use in connection with a computer to provide an indicium
generator for g"é;emﬁng an indicium representative of an indicium value comprising an element in
an indicium value sequence defined by a selected maximum indicium value, tlie indicium generator
module bcinéconﬁgurcd to generate the indicium, the indicium having an indicium value field for
receiving the indicium value and a random number field for receiving 2 random number, the
computer program product comprising a computer-readable medium having encoded thereon an
indicium generator module configured to enable the computer to generate the random number
according to a predetermined mcthddology using random number gcm.-,rating information, the
random number generating information including a seed value and another value, the seed value
being a function of the selected maximum value and the other value, the predetermined methodology
having the characteristics that
Q) a random number sequence is generated, each random number in the random number
sequence being associable with element of the indicium value sequénce,
(i) values of the random mimbets in the random number sequence have values which are a
function of the selected maximum value,
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(iii)  the indicium generator module can readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence which are
less than the maximum indicium value, and

(iv)  theindicium generator module cannot readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence which are
morethan the maximum indicium value,

the indicium generator module using the random number value fmm the random number sequence

associated with the indicium value in the indicium value sequence as the random number for the

random number field. -

53. A computer program product as defined in claim 52 in which, in accordance with the

predetermined methodology, the random numbers in the random number sequence are generated
according to '

x, = xt, modn

where "n" is the product of two prime numbers "p" and “q," both of which are congrucnt to “3 mod
4," “x;" and x;, K are elements of the random number sequence, and seed value x, is gencrated as
Xo= x* mod n, where "x" is & random number which is co-prime with “n.

54. A coinput;.r program product as defined in claim 53 in which the indicium generator module is
configured to enable the computer to utilize as the random number in the random number field a.
predetermined set of digits in the representation of x;.

55. A computer program product as defined in claim 54 in which the indicium generator module is
configured to enable the computer to utilize a predetermined number of low-order bits.

56. A computer program product as defined in claim 52 in which the indicium generator module is
configured to ertable the computer to generate a plurality of indicia, each indicium in the plurality
having a unique indicium value. '

57. A computer program product as defined in claim 52 in which the indicium gencrator modulc is
configured to enable the computer to generate each indicium in the plurality-as having an indicium
subrange value field for receiving a subrange value within the range, the indicium value associated
with the respective indicium being a predetermined function of the subrange.



10%&' ()- 10Z 10Z 10z, 3$10%& () - 3VWBYZf'Z] bra?bC !

9% f 3%40%-F& () - MOf 3940%& () - MD! W 3940%&' () - MOf 39409& () - MOf 39%4.0%&' () - MDf 3%
0%& () - MbAAAAAAN " yST1 Te, &B10%& () -: !>, &$B10%& () -: F109%& () - $S10%&' () -

10hh 10hh 10hhlf3%_0%1h&' ()-M° a@KbUcPdedEuSl

le, 851098 $109& ()- ! $109%& ()- !$10%& ()- 109%& ()-ZS $10%&' ()- & PR 2002 )
$10%&' () - &eeegngogpgqg} gguV7 ' F10% U&' () - $f 10% U& ()- 10DD 10 r

10DD! & 0! $10%0D&" () - ! $109& () - ! $10%4 () - gRhrkkl | : n} [ 9uVv7

FTKSL0WUXUE () -1\ $10% Ui U&' ()-!13$10%NV& ()-!&$10% U) U&' () - &$10%

U& () -85 AQmigutdr)pro gradiMiciuRPRREARY in claim 57 in which the indicium generator module is

configured to enable the computer to generate indicia such that subranges associated therewith do
not overlap.

59. A computer program product for use in connection with a computer to provide an indicium
authenticator for authenﬁcatiﬁg an indicium representative of an indicium value comprising an
element in an indicium value sequence defined by a selected maximum indicium value, the indicium
having béer; gencrated by an indicium generator to have an indicium value field for reccwmg the
indicium value and arandom nﬁmbcr field forreceiving arandom number, the random number bdﬁg
generated acoorciing to apredetermined methodology using random numi:er generating information,
the random number generating information including a seed value and another value, the seed value
being a furiction of the selected maximum value and the other value, the predetermined methodology
having the characteristics that |

@) arandom number sequence is generated, each random number in the random number
sequence being associable with element of the indicium value sequence,

(ii)  valuesofthe random numbers in the random number sequence have values which are
a,funcuon of the selected maximum value,

(iii) - the indicium generator can readily generate values of the random numbcrs in the
random number sequence associable with values in the indicium value sequence

" which are less than the maximum indicium value, and '

(iv)  the indicium generator cannot readily generate values of the random numbers in the
random number sequence associable with values in the indicium value sequence
which aremorethan the maximum indicium value,

the indicium generator module using the random number value from the random number

sequence associated with the indicium value in the indicium value sequence as the random

number for the random number field, . -
the computer program product comprising a computer-readable medium having encoded thereon an
indicium authenticator module configured to enable the comptitcr to authenticate the indicium by
determining whether the random number value in the random number field cortesponds to the correct
random number for the indicium value in the indicium value field as determined by the
predetermined methodology.
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60. A computer program product as defined in claim 59, the indicium authenticator module being

configured to enable the computer to provide the random number generating information to the

indicium generator module. )

61. A computer program product as defined in claim 60 in which the indicium generator module is

configured to enable the computer to request an updated maximum indicium value from the indicium

authenticator module, the indicium authenticator module being configured to enable the computer

to provide in response the updated maximum indicium value and 2 new seed value, the
" predetermined methodology further having the characteristic that the indicium authenticator module

canreadily generate values of the random numbers in the random number sequence which are greater

than the predetermined maximum value. ‘

62. A computer program product as defined in claim 59 in which, in accordance with the

predetermined methodology, the random numbers in the random number sequence are generated
according to

2
x, = x,_,modn

l‘l’! .
where "n" is the product of two prime numbers “p" and "q," both of which are congruent to "3 mod

4," "x* and “x," are clements of the random number sequence, and seed value x, is generated as
"%o= x* mod n, where "x" is a random number which is co-prime with "n." '

63. A computer program product as defined in claim 59, the indicium generator module being
-conﬁéured to enable the compitter to generate a plurality of indicia, each indicium in the plurality
having a unique indicium value, each indicium in the plurality further having an indicium subrange
value ficld for mcc{ving asubrange value within the rangé. theindicium authenticatormodule ﬁxrthcr
being configured to enable the computer to determine whether an indicium has a subrange value

which overlaps with the subrange value associated with at least one previous indicium.

L
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64. A system as defined in claims 1-9 wherein the indicium generator is a

postage meter and the maximum indicium value is a maximum postage value.

65. Anindicium generator as defined in claims 10-15 wherein the generator
is a postage meter and the maximum indicium value is a maximum postage

value.

66. An indicium authenticator as defined in claims 17-22 wherein the selected
maximum indicium value is a selected maximum postage value and the indicium

generator is a postage meter.

67. A method as defined in claims 22-30 wherein the indicium generator is a
postage meter and the selected maximum indicium value is a selected maximum

postage value.

68. A method as defined in claims 31-36 wherein the indicium generator is a
postage meter and the selected maximum indicium value is a selected maximum

postage value.

69. A method as defined in claims 38-42 wherein the indicium generator is a
postage meter and the selected maximum indicium value is a selected maximum

postage value.
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70. A computer program product defined in claims 43-51 wherein the
indicium generator is a postage meter and the selected maximum indicium is a

selected maximum postage value.

71. A method as defined in claims 52-58 wherein the indicium generator is a
postage meter and the selected maximum indicium value is a selected maximum

postage value.

72. A computer program product defined in claims 59- 63 wherein the
indicium generator is a postage meter and the selected maximum indicium is a

selected maximum postage value.



