
WO 2011/001384PCT/1B2010/052978 1     "A method for controlling
unauthorized software application usage" FIELD OF INVENTION: This invention
relates to a method of controlling software application Isage. More
particularly, this invention. relates to a method of controlling
unauthorized software application usage by using a combination of a unique
confirmation ke.. installation id and machine code wherein the confirmation
ke? confirms the association between software and server_ This key is
created after the server creates the activation file for particular
software installed in a particular computer. This he is associated with a
particular activation file_ The eont-mr.ation ke? ison I> for that
particular computer. It recognizes the software ins:a:led in a
pe.:-tic.11ar computer during processes like installation, subscription.
re-subscr:ption an usac period 0111k: software which starts from the time
when user enters it contIi-intion key in the activation wizard. The
installation id determines the uniime7ess of particular registered software
in the server. The machine code mother b:2,zird id identifies the computer
in which the software is installed. BAC:KGROCNI) OF THE INVENTION: 



Software pirac? is one of the major concerns in the software inctustr% .
Comp.:Mes invest huge amount of time, money and efforts in developing
'arious softw are products. Piracy means unauthorized usage of software w
'rich :s done h' creating/reproducingiduplicating. unauthorized copy and
aiso distr:huting the software illegally and creates a huge loss of
revenue.to these companies. Presently, there are many solutions to control
software pirac>. The c,i7rent solutions speak about protecting the software
but the present imentiort speaks bout control lin.,  WO
2011/001384PCT/1B2010/052978 2 204 software redirect to online payment
gateway 205, if user made payment successfully by invoking method 206
software send confirmation key to user's registered email id by invoking
method 207. user enters confirmation key into activation key by executing
function 208, software execute intern& connection availability class 209 to
check the intern& connection if internet is available 210 then function 211
execute to validate the confirmation key with the online database by
executing internet availability class 212. Upon successful validation
server send activation file with encrypted customer id 213, this activation
file also contain installation id, period of authorized usage transferred
from online server to user's machine and store users motherboard id to
online database. Software validates customer id in activation file with
customer id embedded in software by executing function 214. If customer id
validated successfully 215 method 216 executed to activate the software.
Referring to Figure 3a, If the software is needed to be reinstalled, method
301 is invoked. User reinstalls the software with embedded unique software
id by executing function 302. Method 303 is executed while user clicks to
start the software, software registration window 304 appears, user selects
whether this is new installation or reinstallation of an existing software,
If user selects reinstallation, click next to proceed by executing function
305. User enters email id and password into the wizard and click next by
performing function 306, If intern& connection is available 307 verifies
the integrity of the 308 method associated with each loaded object, if the
method 308 is successfully verified 309 is invoked to validate the software
id embedded in software with the software id registered at online server,
Validator 310 is executed to validate whether the software id is valid and
authorized. 



WO 2011/001384PCT/1B2010/052978 3 Method 311 is 311 to check entered
information with online server database. If entered information is present
312 verifies the integrity of the 312 method associated with each loaded
object, if the method 312 is successfully verified 313 (as referred in
Figure 3b) is invoked to fetch all information of user who has already
registered to online server. Method 314 reinstalls the software. If method
314 executed successfully, then software sends confirmation key to the
user's registered email id by performing 315. User enters confirmation key
into the activation wizard by executing function 316. Software checks the
availability of internet by performing method 317. Software validates
confirmation key 318 with online server database, if key is validated by
method 319 then disable all previous installation ids associated with the
particular account and generates new unique installation id and store
machine code to online database by executing function 320, the method 321
called to complete the reinstallation of software. Referring to Figure 4,
as user uses the software, periodically computers motherboard id is
validated with the motherboard id registered online during activation.
Internet availability function 401 is invoked to execute internet
availability class, if function 402 executed successfully. 403 is invoked
to validate the software id embedded in software with the software id
registered at online server, Validator 404 is executed to validate whether
the software id is valid and authorized. The authorization component 405
checks the motherboard id. If the motherboard id mismatch, there could be
two reasons first that user has changed the hardware, and the second reason
because the software has been duplicated. Method 406 verifies the integrity
of the methods associated with each loaded object, if the method
successfully checks change in motherboard id then method 407 is invoked to
register new motherboard id and  WO 2011/001384PCT/1B2010/052978 



4 identify the software with this motherboard id. If intern& connection is
available 408 verifies the integrity of the 408 method associated with each
loaded object, if the method 409 is successfully verified 410 is invoked to
check if any previously registered motherboard id appears again for that
software, if the motherboard id appears again, function 411 invoked and
server will block both the software and request user to reinstall.
Referring to Figure 5, If user purchases 'n' number of licenses for the
software by invoking function 501. As user installs the software and
register the software with online server, software checks license count
limit for the particular user with the online server database by invoking
the function 502. Software invokes the method 503 to create 'n' number of
installation ids for that particular user and method 504 associate these
installation id's to the customer id of that user. As user installs the
software one installation id will be utilized for the installation by
executing function 505. By invoking method 506 software records these
transactions date wise to online server database. If intern& connection
available after executing function 507 and 508 checks motherboard id and
installation id associated with the particular user for every installation.
WO 2011/001384PCT/1B2010/052978 5 I claim; 



1. A method to ensure authorized usage of software by creating and then
verifying and validating online, at frequent intervals with the registered
information in the vendor's online server, software activation file
comprising of a unique permanent customer id, registered email id, software
id, installation id, period of authorized usage of software and computer's
motherboard id. 2. A method of claim 1 wherein, the software is activated
after the confirmation key is entered in the software activation wizard.
The said key confirms that the activation file being created for the
particular software which has requested for activation. 3. A method of
claim 1 wherein, an installation id creates a unique identity of each
installation/reinstallation of a particular software registered with the
vendors online server. 4. A method of claim 1 wherein, the motherboard id
is used to create a uniqueness of the computer in which the software is
installed. 5. A method of claim 1 wherein, the software is registered with
the vendor's online server on the user's email id and a unique id related
to the category of said software developed by the vendor. The said unique
id is not always necessary and registration of the software can be done on
the email id alone too.  WO 2011/001384PCT/1B2010/052978 



6 6. A method of claim 1 wherein, the authorization component matches the
installation id, motherboard id, software id, customer id and period of
authorized usage, expiry date of the software with the vendor's online
server, upon its connection to the internet. 7. A method of claiml wherein,
the motherboard id of the computer is registered with the vendor's online
server which would enable the authorization component to perform the
necessary validations with respect to the authorization of the software on
the particular computer where the software is installed. 8. A method of
claim 2 wherein, an improvised software reinstallation process is automated
and hassle free and is easy for the user to reinstall when needed. 9. A
method of claim 1 wherein, if the said software is reinstalled, a new
installation id is generated and stored in the software and the vendor's
online server and the previous installation id is disabled ensuring that at
any point of time only one unique and registered software per account, on a
single computer exists which has only one machine id and only one
installation id at any point of time 10. A method of claim 1 wherein, only
allowed and authorized number of softwares licenses per account can exist.



WO 2011/001384PCT/1B2010/052978 7 11. A method of claim 1 wherein, the
software registration is only a one time process, at the time of
installation, per unique email id and next time same software can only be
reinstalled using the same registration information. 12. A method of claim
1, wherein, whenever the software get connected to the internet, the
vendor's online server issues to the software a next date of online
validation with a reminder appearing in software, alerting the user to
connect to the intern& for validation as a cyclic process occurring
periodically in trial and in paid subscription modes; if a change is found
in the motherboard id, the vendor's online server keeps a note of said new
id and if previously registered motherboard id appears again while further
validations, the vendor's online server blocks the software and both the
motherboard ids will be no longer recognized by the server. Further a
reinstallation request will be sent to the registered user. Even if the
software does not connect to the intern& within the stipulated time, the
software gets blocked for usage until further connection to vendor's online
server. 13. A method of claim 1 wherein, each installable of the software
contains an associated unique software id which helps vendor manage a
particular installation and said server contains all information related to
the version of the software, registration information, installation date
and the number of installations occurred through particular software id
associated with said software id.  WO 2011/001384PCT/1B2010/052978 



8 14. A method of claim 1 which enables the software vendor to obtain full
control over every software installation, reinstallation and usage of each
software when connected to vendor's online server preventing unauthorized
usage of the software. 15. A method of claim 1 wherein, the vendors online
server validates the software id during registration, reinstallation and
online verification of each software and if the software id identified in
the software does not appear to be in the authorized list and valid list of
the software id's on the server, vendor's online server blocks the further
process and usage of software. 


