WO 2011/ 001384PCT/ 1B2010/ 052978 1 "A nmethod for controlling

unaut hori zed software application usage"” FIELD OF | NVENTION: This invention
rel at es twoaonansd of controlling software applicati onPCTARE10/DA2OES
particularly, this invention. relatesito a nmethod of controlling

unaut hori zed software application usage by using a conbination of a unique
confirmation ke.. installation id and nmachi ne code wherein the confirmation
ke? confirms the association between software and server _ This key is
created after the server creates (heuantivaldeararéiappliarorpasadetul ar

sof twar e i nst alA B§M9e g"ﬁaor" |E:'ﬁ.1%a‘? corrpuit er. This he is associated with a
particul ar aghiyd QR ExtTfonThe eont-nr.ation ke? ison 1> for that
particular conputer. It recognizes the software ins:a:led in a

pe.: -tic. 11akis coepitinatiats kd ngeprdebersaslipg RITYFS TR T4t on < "subscri pti on.
re-subscr:ption an usac period 0111k: software I ch shakt shlmemdshe tine
when user eMoey aiticuladnt Pis. IVERER REFSi R 1W§m§%r$vap i‘%&% %gﬁ d. The
installation id determ nes the unki nQfaPar bieuhar-creghsibened software
in the ser vé‘?ffwafﬁép?qrhcéﬂ?nné'sagﬁg’e l%:i)dt e}gﬁl&é&il rd id iwdenti fies the conputer
in which the, SALINELE i biaskial |@de AGIKGROGNINimBRIcTHE NVENTHON

association between software and server. This key is creared adter the server Creaies
the activation file for panticular software installed in a pasticular compurer. This kay i
associated with a particular activation file. The contirmation key ix valid only {or that
particular computer. It recognizes the software inszailed i a2 petlicular compuier

software which starts from the time when user enters the coniirmation Key in the
activation wizard. The insialiation id determines :he uniguensss of particular
registered sofrware in the server. The machine code mother board id identifies the

computer in which the software is installed.

BACKGROUND OF THE INVENTION:
Software piracy is one of the major concems in the sorbware industnn. Companies
invest huge amount of time. money and efforts in developing various soltware

products.  Piracy means unauthorized usage of software wridh 5 dope b

creating/reproducing/duplicating unauthorized copy and ziso distriburing the software

illegally and creates a huge 1oss of revenue.to these com panies

lire_u . . > ™ - 1
Presc ntly. there are many sclutions to control software piracy . The current solutions

speak about protecti S ; i
pre g the software but the present jny sntion speaks aboeut controlling
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Software pirac? is one of the major concerns in the software inctustr%.
Conp. : Mes invest huge anount of tine, noney and efforts in devel opi ng
"arious swOtea1z0e3spr oduct s. Piracy means unaut hori zed usafaBBf0/832DI8NAr € W
"rich :s done h' creating/reproduci ngeduplicating. unauthorized copy and
ai so distr; uti t he softmar illegally and cr e | oss of
revenue. téo¥ Ebﬁﬁﬁﬁ$5§° E@eﬁ? I“tﬁﬁ?ﬁméﬁgg EQ“@bP%@roH@W?%“control
software pirac>. The c,i 7rent sol uti ons speak about protecting the software
but the pbissessfullynbytinyoling paetked 29t safbrare giend j genfirmagon key to user’s

2011/ 001384PCT/ 1B2010/ 052978 2 204 software redirect to online paynent

gat eway 2&gistértd userl hdg paryh'mgtmsﬂnodem. wisky cbters ruoftinrgionetdyoht@06
software send confirmation key to user's registered enmail id by invoking

met hod 204ctivdEien &)t By Sexe@itfugr MRiction 208y softvaraekécudd liRBrnkeYeoldecEisgCuUt i Ng
function 208, software execute intern& connection availability class 209 to

check t hea&ffaﬁﬂlgb&%lﬁg)sr?}%%'ocﬁ?cﬁ fe! 1151Eﬁ{eﬂ@cynn'eétl V@Hﬂt@tlﬂle 18 21 81dv dat ,‘gldc ﬂll@ﬁt ion 211

execute to va et I rmation the on I ne ase

Cerver SORCHEE ATLRERY Y éf'abrﬁ%‘mns?fgf%%éao% STF SRGAts SFETRE T et on

file also contain installation id riod of authorlzed usage transferred
from onl | RECHERE ARICTTS! FBRADY ixeeliisnel ankeR SHeeoer Yo hANIAB BB gl ¢

onl i ne dat abase. Software validates custonmer id in activation file mnth
cust oner kdivetbeddedwith enofypivalr eustymenx et 3t Bnghis wastivatom flied alspf cang@n omer i d
val i dated successfully 215 nethod 216 executed to activate the software.

Ref er ri ngidsallkiiguic @aiodldf duiorsel tusage trassfareed @dnt onlhe seevdrstoaldegd, net hod
301 is invoked. User reinstalls the software with enbedded uni que software

id by exegldthing efn'dn§tbfeo Rs39 ZmotNBHBRd RP3o | shiBX efi RSk, Wb hRart S@flidalek cks to
start the softmare software regi strati on wi ndow 304 appears, user selects

whet her t & o dcﬁ%%t | Al Qfn st &ﬁfe‘xc{ @{nbé‘&deﬁrin ﬂ%re t}(%%&%dﬁ% pgof tware,

| f user se e reinsta 1on, clrc roceed cuting=function

O o SRR T T b P AL SRS 2@3 SIS 11 oo

the integrity of the 308 nmethod associated with each | oaded object, if the
met hod 308cthvgteshesefbs#ral |y verified 309 is invoked to validate the software
id enbedded in software with the software id registered at online server,
Val i dator 310 is executed to validate whether the software id is valid and
aut hori zed.

Referring to Figure 3a, If the software is needed to be reinstalled, method 301 is

invoked. User reinstalls the software with embedded unique software id by executing

function 302. Method 303 is executed while user clicks to start the software, softiware

registration window 304 appears, user selects whether this is new installation or

reinstallation of an existing software, If user selects reinstallation, click next to

proceed by executing function 305. User enters email id and password into the

wizard and click next by performing function 306, If internet connection is available

307 verifies the integrity of the 308 method associated with each loaded object, if the

method 308 is successfully verified 309 is invoked to wvalidate the software id

embedded in software with the software id registered at online server, Validator 310 is

executed to validate whether the software id is valid and authorized.



WO 2011/ 001384PCT/ 1B2010/ 052978 3 Method 311 is 311 to check entered
information with online server database. |If entered information is present
312 verifwe=ottmiisat egrity of the 312 net hod associ at edPairtin2aeciz9fsoaded
object, if the nmethod 312 is successf&lly verified 313 (as referred in

rogi st er oMbl it 4L igesfeckspissel SYATRRIoROb AP TR RGF e 1§ ot hod

314 executed successfully, then software sends confirmation key to the
user's regitsicdriei@raphian isipgeseyt pler Yasiies tip BiogritysEihe 82 engthebeoeistadi on key
into the activation wi zard by executing function 316. Software checks the
avai | abi | with cath loatlet olgtctbif thenttodi3ig isratdeod fiBlyAcriBoll BwA (& refdriedab es
confirmation key 318 with online server database, if key is validated by

et hod 31@igduieBbydisSatdked ab Ifeteh QWi igfbsmifigd af Ligdrivatid halSalangpetasiteddbt h the
particul ar account and generates new unique installation 1d and store

machi ne cqftud QoQH ! RR(HAF APASEAAX ARt B LUNGHT RBIF0314 MEEL0d 321

called to conplete the reinstallation o twar e errlng to Figure 4,

as user uses t pe al | onput ers nntherbo rd|

Vol | dat ed e dHaTBERY Bamra g S ERTAO U RrER e HaT stel J4bY on.
Internet availability function 401 is invoked to. execute internet

avai | abi | Pejoranng d15.ilfser gensiconfivnaationdsy jntedhs aetbatian tizayd by gxequeing ny oked
to validate the software id enbedded in software with the software id

r egi st er efiingtion Al §.rwfivery eliccky/dic ayatlarliyof insrisk b preormiog vadthatad ¥/. whet her
the software id is valid and authori zed. The authorizati on conponent 405
checks t hSofimtiRerdlaiatd tohfinmbtidheenns e mbitabalind sedvemduabasel liekey ceul d be
two reasons first that user has changed the hardware, and the second reason

because t b@ll(ﬁ@gdtWﬁlethBé%le% duid erﬁe%dyaﬁmmﬁg@dy@srsbélatee vdzlnlethb ntegrity
of the nmethods associ at ed each | oaded object, if the net

egi oter “h%%l%%f%%?%%%?@%%H&QRS%%’ ?@%ﬁ?%%%%ﬁﬁ%ﬁ%@%%ﬁ%@%%% pred to

online database by executing function 320, the method 321 called to complete the

reinstallation of software.

Referring to Figure 4, as user uses the software, periodically computers motherboard
id is validated with the motherboard id registered online during activation. Internet
availability function 401 is invoked to execute internet availability class, if function
402 executed successfully. 403 is invoked to validate the software id embedded in
software with the software id registered at online server, Validator 404 is executed to
validate whether the software id is valid and authorized. The authorization component
405 checks the motherboard id. If the motherboard id mismatch, there could be two
reasons first that user has changed the hardware, and the second reason because the
software has been duplicated. Method 406 verifies the integrity of the methods
associated with each loaded object, if the method successfully checks change in

motherboard id then method 407 is invoked to register new motherboard id and



4 identify the software with this notherboard id. If intern& connection is
avail abl e 408 verifies the integrity of the 408 nethod associated with each
| oaded obwecbit/ioidsthe net hod 409 is successfully verifi @edTARD10/85207T8voked t o
check if any previously registered notherboard id appears again for that

software, .jf .the notherboard.id ears.again, functian 411 invo and
cerver i idenihoBe SBororna: ur PaREaH i Soatet oGt faautlr Aos
Referring to Figure 5, |f user purchases 'n' nunber of licenses for the
sof t war e B¢rifiasvibRiingeritynel therf0Somethad agsaviatehstith ¢ashtlpedod optiogir  thnd

regi ster the software with online server, software checks |icense count
limt fornthedpdd? iicsharesifsky warifibd t4HE oninvoked eo vabecldaf abagectiguilnvoki ng
the function 502. Software i nvokes the nethod 503 to create 'n' nunber of

instal | at iktdred rh@therbbatl idaippetid! il F6 tRARdoARLROMS BRAnRSRASIaad €dt hese
installation id's to the custoner id of that user. As user installs the

sof tware tsnsdadl | @heRh b W enHtdelyc? &I Qb B6tH ARt @dvilé QRd bY
execut i ng ufalcst ?%n ’5@5‘% %ély ﬁnvo\{?%%%) rl%gtslﬁo\’g (é’gG leé?t&gr eﬂlr%e%'or\?tsrétﬁgse
transacti ons Sgate Wi set%lg online server database. If intern& connection

avai | abl e"APEEISEIREUPSHY function 507 and 508 checks not herboard id and
installation id associated with the particular user for every installation.
WO 2011/ 001384PCT/ 1B2010/ 052978 5 | claim

Referring to Figure 5, If user purchases ‘n’ number of licenses for the software by
invoking function 501. As user installs the software and register the software with
online server, software checks license count limit for the particular user with the
online server database by invoking the function 502. Software invokes the method
503 to create ‘n’ number of installation ids for that particular user and method 504
associate these installation id’s to the customer id of that user. As user installs the
software one installation id will be utilized for the installation by executing function
505. By invoking method 506 software records these transactions date wise to online
server database. If internet connection available after executing function 507 and 508
checks motherboard id and installation id associated with the particular user for every

installation.



1. A nethod to ensure authorized usage of software by creating and then
verifying and validating online, at frequent intervals with the registered
i nf or mat iwo 20n/wids4vendor' s onli ne server, software actiPcatiBuno/hHi2bes
conprising of a unique permanent custdéner id, registered email id, software
id, insta&latLon id, period of authorized usage of software and conputer's
mot her boal 8%, 2. A method of claim 1 wherein, the software is activated
after the confirmation key is entered in the software activation w zard.
The sai d keyl-cOnfcthasl thensurpeavdlearizodtysege faf] wityere pyc eecatiegl amdr theme
particul ar software which has requested for activation. 3. A nmethod of

cl ai m 1 wher ei merifgmgi asd alaliddtingn online r @afrequeat uniecpads mdhntlict yegidteredic h
installation/reinstallation of a particular software registered with the

vendors onl i neinfgryion if thevéRb9@nihe SdradrMiditwdie etivhtioh e BBMpasikgard id
is used to create a uniqueness of the conputer in which the software is

nstalled. 5. e nptfigdeobeihalM LutbRERT A, ASeRAT LHANS I S SifgkSt ar ed with

the vendor's online s r e user's enmm a unique id rel ated
to the categor ai d ;sof t.war e. deyel.oped by the vendor. The sai d unique
a1 ot anwelsPHaB8l Sy e S GREBHERE G o FeotHFe dne HRTEES done on
the email id al o?ﬁa tt>00d y WD 2011/ 001384PCT/ 1B2010/ 052978

motneropoard 1d.

2. A method of claim 1 wherein, the software is activated afier the confirmation
key is entered in the software activation wizard. The said key confirms that
the activation file being created for the particular software which has

requested for activation.

3. A method of claim 1 wherein, an installation id creates a unique identity of
cach installation/reinstallation of a particular software registered with the

vendors online server .

4. A method of claim 1 wherein, the motherboard id is used to create a

uniqueness of the computer in which the software is installed.

5. A method of claim 1 wherein, the software is registered with the vendor’s
online server on the user’s email id and a unique id related to the category of
said software developed by the vendor. The said unique id is not always
necessary and registration of the software can be done on the email id alone

too.



6 6. A nethod of claim1l1 wherein, the authorization conponent natches the
installation id, notherboard id, software id, custonmer id and period of

aut hori zesousagw13sexpi ry date of the software with the pemaBr0igosafs ne
server, upon its connection to the internet. 7. A nethod of clainm wherein,
the notherboard id of the conputer is registered wwth the vendor's online
server which would enabl e the authorization conponent to performthe
necessary validations with respect to the authorization of the software on
t he parti cult@r Acsephodep! whdmel tWecrevf theaesthosizatipst gemeenen maschestthod of
claim2 wherein, an inprovised software reinstallation process is automated
and hassl e fremsafldtiors idampthicabodrteidusefiwace ridi netahér whemdnpeadteld of9. A
met hod of claim1 wherein, if the said software is reinstalled, a new

installation iguthsrig@nRhiad, @dpiay dats todtiRdsd fivdr& &ighotht Wadddranshlihbervendor ' s
online server and the previous installation id is disabled ensuring that at

any point of thﬂﬁl@@&%mQ UG UGt regi stered software per account, on a
si ngl e computer exists I ch has only one nachine id and only one

installation id at any point of time 10. A nethod of claim 1l wherein, only
al l oned and aut hori zed nunber of softwares |icenses per account can exist.

7. A method of claim1l wherein, the motherboard id of the computer is registered
with the vendor’s online server which would enable the authorization
component to perform the necessary validations with respect to the
authorization of the software on the particular computer where the software is

installed.

8. A method of claim 2 wherein, an improvised software reinstallation process is

automated and hassle free and is easy for the user to reinstall when needed.

9. A method of claim 1 wherein, if the said software is reinstalled, a new
installation id is generated and stored in the software and the vendor’s online
server and the previous installation id is disabled ensuring that at any point of
time only one unique and registered software per account, on a single
computer exists which has only one machine id and only one installation id at

any point of time

10. A method of claim 1 wherein, only allowed and authorized number of

softwares licenses per account can exist.



WO 2011/ 001384PCT/ 1B2010/ 052978 7 11. A nethod of claim 1 wherein, the
software registration is only a one tine process, at the tinme of

i nst al | atworep1p®i3sani que enmail id and next tinme sanme soPCRaB®1ICEIITNI Yy be
reinstall ed using t he sane registrati@n information. 12. A nethod of claim
1, wherein, nev&& t@e sofé ﬁet ected .to the |nﬁernet t he
vendor' s onl} éro Cite thsotligdiTe FaeHERION AR Ui e

val i dati on mnth a renlnder appearing in software, alerting the user to
connect to thepfosesr AREGIMS &F iitialladan.arer aniquel ¢raaib i aeds ac¥clme Sg
periodically in trial and in paid subscription nodes; if a change is found
i n the not her beatvhare dan diilg be endsinllsl winlg the ssee mﬁstﬂaéemmf@rmubibe. of said new
idand if previously registered notherboard id appears again while further
val i dations, the vendor's online server blocks the software and both the
not herboard ids will be no | onger recogni zed by the server. Further a

rei nstal | ationar gHe§to Midin ?ewﬁ&% Weheh B8 (ROLSHPLEL B ncEYER. il the

sof tware does not connect to the |ntern& wthin the s |pu tlne t he
software gets bl oc eggf until furt er co necti on Ep %n ?r s online
server. 13. A HEYAY VGB?%E 1%*8?8{ }?S“eé Wa'i‘fff 4BrE Bt PRRNBES ¢ war e

contai ns an assocj ated uni que software id mhlch hel ps vendor manage a
particul ar i nstaidagen &ﬂthawr%laii% PRFA B B SAHRTs a%smm& e 61|5?Fat9|ct9ﬁn?°él ated to
the version of the software, registration information, installation date

and the nunber tootheiintstnat fatiatig oocsur exstic me?ﬁfgWCpngi rauiodrcalpfint weale i d

associated with said software id. WO 2011/001384PCT/ 1B2010/ 052978
and in paid subscription modes; if a change is found in the motherboard id, the
vendor’s online server keeps a note of said new id and if previously registered
motherboard id appears again while further validations, the vendor’s online
server blocks the software and both the motherboard ids will be no longer
recognized by the server. Further a reinstallation request will be sent to the
registered user. Even if the software does not connect to the internet within the

stipulated time, the software gets blocked for usage until further connection to

vendor’s online server.

13. A method of claim 1 wherein, cach installable of the software contains an
associated unique software id which helps vendor manage a particular
installation and said server contains all information related to the version of
the software, registration information, installation date and the number of
installations occurred through particular software id associated with said

software id.



8 14. A nethod of claim21 which enables the software vendor to obtain ful
control over every software installation, reinstallation and usage of each
sof t war e wbeniigomsect ed to vendor's online server preverCrnguneizvrsori zed
usage of the software. 15. A nethod o8 claim 1l wherein, the vendors online

server validates the software id. during. registratiqn, reinstallation and
online veri fifcat rrt?ﬂm&fofféi@ew lsw?ﬂt%anablaﬁﬁleisght% %ﬁ@ﬁ?%@% fﬁh%?ﬂtﬁ ied in
t he software does not appear to be in the authorized list and valid |ist of
the software i@vel oy kettwaieywstallgteand geingtaligidm and asagsr obadk soffwaef ur t her

process and usage of software.
when connected to vendor’s online server preventing unauthorized usage of

the software.

15. A method of claim 1 wherein, the vendors online server validates the software
id during registration, reinstallation and online verification of each software
and if the software id identified in the software does not appear to be in the
authorized list and valid list of the software id’s on the server, vendor’s online

server blocks the further process and usage of software.



