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Abstract      An electronic transaction system, which facilitates secure
electronic transactions among multiple parties including cardholders (20),
merchants (70), and service providers (SP) (60). The system involves
electronic cards, commonly known as smart cards, and their equivalent
computer software package. The card mimics a real wallet and contains
commonly seen financial or non-financial instruments such as a credit card,
checkbook, or driver's license. A transaction is protected by a hybrid key
cryptographic system and is normally carried out on a public network such
as the Internet. Digital signatures and random numbers are used to ensure
integrity and authenticity. The card utilizes secret keys such as session
keys assigned by service providers (SPs) to ensure privacy for each
transaction. The SP is solely responsible for validating each participant's
sensitive information and assigning session keys. The only trust
relationship needed in a transaction is the one that exists between
individual participants and the SP.  


