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SECURELY GENERATE SHARED KEYS BACKGROUND TECHNI CAL FI ELD Thi s SZSI T b 208
rel ates to an apparatus and nmethod of establishing an authentic and secure
rel ati onship between two nessagi ng systens to exchange data. More
specifically this application describes an apparatus and net hod of

est abl i shiyg:593/19lspentic rel ationship between a w rel peggchansibrs® devi ce
("rmobi l e device") and a nmessage center or host system using password-based
aut henti cati on net hods. The apparatus and nmethod described hereinis

applicable to | andx Viﬂiﬁ'ﬂﬁ’i‘ﬁ PR Fﬂ?l%@ i ronnments.
BACKGROUND OF THE R l‘grge are sevz)ra Tgﬁr;%ﬁg pas%{;e\#or - asgd encryption

mechani sms currently known in t hSHARBIXEEYSndustry. Sone of these

i npl enentations include Encrypted Key Exchange (EKE), Password Derived
Moduli (PDM, and Sinple Password-authenticated Exponential Key Exchange
(SPEKE). These nechanisns are limted in their inplenentations and have
not addressed the need of nobile devices. Additionally these nechanisns do
not address the need of inplenent BALKRERQAUNIY orward secrecy, such that if
a securi t)@ﬁﬁmwe pl ace all previous nessages exchanged renmain
secure. A i des perfect forward secrecy if past session keys
are not conpr onitsesbplivativni rélates fear pgratisrami kesfimdarfestablishing i setbent{cSee,

e.g., Menezes et at., Handbook of Aggl i.,ed Cryptogra hg/ 1996, p. 496).
Perfect fcnfasaretdstionghip Jelegen HRMCSLEIBR S g€ {415 Mot8 on, nmeans
that all i L espite
A e e R e R R

t eachi ngs rdiatichshipebktivesned wirelssedtandhelddryicee(f motide dgvice” andwimksagementeecur e

comuni cati gn between.two systens.. For ex I hod n..»Nne e a
first key ‘Hgﬁoft Sé(ﬁtama{'w%é’(?ﬁ%yq{é'gasﬁgiaPt%B%'fcﬁggEg%g]P gfgﬁﬁ © %%r%ﬁlgta{lépeh‘ru?gl udi ng
a second QRukHted HeR¥n fshpplidablede At ding dnbigattentpiival Bheifelids drontuents) r st
and second public keys are sent to a second system and third and fourth

public keys are received fromthe second O 7 FEB 2007 PCT/ CA2005/ 000676
BACKGROUND OF THE ART

There are several strong password-based encryption mechanisms currently known

in the computer industry. Some of these implementations include Encrypted Key
Exchange @KE), Password Derived Moduli (PDM), and Simple Password-authenticated
Exponential Key Exchange (SPEKE). These mechanisms are limited in their
implementations and have not addressed the need of mobile devices. Additi;onally these
mechanisms do not address the need of implementing perfect forward secrecy, such that if
a security breach does take place all previous messages exchanged remain secure. A
protocol provides perfect forward éecrecy if .p ast session keys are not cofnproﬁi'iséd-aven if
the long-term keys are compromised, (See, e.g., Ménezes et al., Handbook of Applied
Cryptography, 1996, p. 496). Perfect forward secrecy, also known as break-backward
protection, means that all previous securely exchanged messages should remain secure

despite anything that happens in the future.

SUMMARY
In accordance with the teachings disclosed herein, systems and methods are
provided for secure communication between two systems. For example, a method can
include a first key pair and a second key pair being generated, the latter including a second
public key that is generated based upon a shared secret. First and second public keys are

sent to a second system, and third and fourth public keys are received from the second



WD 2005/ 107141 system The fourth public key is generated based igon t he
shared secret. A master key for encrypting messages is cal cul at did! bEERd007
upon a first private key, a second private key, the third public key and
the fourth public key. For re-keying, a new second key paricazbevionggéa new
second pubM20REWTMId a new second private key is generated, and a new 5
fourth public key is received. A new naster key is cal cul ated' using
elliptic curve calculations using the new sec | . ke¥agBekdyhe new
fourth publyisenk eFhe fourtts peblistdaris geReitsH 3se WPFS@%Q%%%&?‘S %isecj ‘&fé O{Se .
establishing a secure biditectianaly &gwmfﬁ@mrﬁmmymsmo B h&ERsyst em
for exchan@lfﬁﬁcrﬁﬂ@%‘?ﬂeﬁf{ﬁe{glsngéissages.asThe first system ] ncl&ﬁ%gspa@ menory
and a procgsshiRGpiblictied aidinedodrth fubdic kesrofay rekREnE e Y unit is

configured to execute steps. of: ner at | fohie ey k@¥éno@ated, ddvd mayv a fir st
publ i ¢ key haingla aewispepnd grblcey aﬂ‘iﬁ@g«?ﬁ%’?‘%?’?&g{ea %e?gnd key pair having a

second gg b'&i {!C}’B’ki’%big Rey R rﬁ&%g‘”ﬁ o Madter Hep s calddatsbudngrlipii f¥V%ey bei ng

gener at na shared secret known to the fi Systemand the
second sysigrlatemdising théwevs saconbpVAL KoY S NSIRY ﬁl&h%ﬁﬂr@?%ubl ic key to

the second system receiving agthi ablde§ figataBhshing 4 sontetviditastipealkey 15
generat ed by t heéA\SseB{H® eeﬁ]ﬁtr{lﬁg&?rgﬁsﬁgpubl ic key bei ngﬁgnﬁﬁghﬁ]@ based
‘'upon thne

upon the s : S0 hdbystegn for ekehanging Sne pT REKF TH2H
p a{gg{@%fﬁ%%ﬂl 16 abqohdiystan &y

first priv & second _private key, ik CheidRY.| Thékgocessthgt he
fourth publéystekﬁycluMGirmﬁmOWWBdﬂPF%FSSH’&slf%trco g%d?t%{hlé%bnfigure t 0, be used

in encryption of one o nergfines fikst inewingeeBRHUIE e 5
havi ng neW‘@é&B?ﬁg"ﬁ?f{)fP{ggéﬁ%gy gngﬁgg%ﬁeéw second ,-Eyr?v;l/at e, k fcﬂcﬁ%ﬁ&-xi ﬁgl 21
new 20 four i et brévakeey! pammrating 2 sewwnn HexhaT B! s e RIS TAG R new

mast er key based upon the first priyvate. vagy upes asharpd secatte key,
the third psdspidpiiee k%awtsﬁ@nﬁ@aﬁ‘wo%e?ﬁ?‘“‘%ﬁ e e

I ¢ key using a elliﬁ%ic
curve cal cula : t S s a
| CULALLPD, Ry oD (R bedb byt Ry eseesd g 6V A
bl ock di agr of a first” exenplary conmuni cat.i %nfgl}da@ﬁﬁmﬁakéjxed
and a wirel ﬁissspayljxtlmyltoﬁi@@@dyg%i/@c%i“%&glﬁmgg%%%éa M@:&cond\ﬂggeml ary
conmuni cati on Sys bet |8l RBEC Bassh genki WPHAR® a bl ock
di agr am!éf ge@%%p%g%ﬁﬁ?%\ﬁﬁﬁﬁ%ﬁmﬂ%#ﬁ ipgn syésstﬁeﬁ@ 0 .beit q\_fet%gm{d xed
Zyst ens. Ei gH&Ed ]gecséigﬁ@ﬁu&tiﬁgaimﬂzﬂQMk@h‘@e@%%@@ﬁi&iP‘a‘ﬁa 8§§§p_ ar yhese't Wﬁf
ata exchanges for | _erreg | t c LR ke whMEinQhR fist Magter keyliswher e
the Birdgrblis 9 sl sn S R 1

a user is t hpaivaterkieyi ' ! =
configured to be used in encryption of one or more Messages, generating a new sec

key pair having a new second public key and a new second private key; receiving a new

l20 fourth public key from the second system, and calculating a new master key based upon
the‘ first private key, the new second private key, the third public key, and the new fourth

public key using an elliptic curve calculation.

BRIEF DESCRIPTION OF THE DRAWINGS

25 | Figure 1 shows a block diagram of a first exemplary communication system,

between a fixed and a wireless system. | .
Figure 2 shows 2 block diagram of a second exemplary communication system

between two wireless systems. o |
Figure 3 shows a block diagram of a third exemplary communication system,

30  between two fixed systems.
' Figure 4 shows a message exchange diagram of an exemplary set of data

exchanges for implementing the communication system of Figure 1 where a user1s the

initiator of the data exchange.



2 0 7 FEB 2007 WO 2005/107141 PCT/ CA2005/ 000676 Figure 5 shows a nessage
exchange di agram of an exenplary set of data exchanges for inpl egqng’tggzﬂm
t he conmuni cati on systemof Figure 1 where a service provider is'th
initiator of the data exchange. Figure 6 shows a data flow di agram of the
steps within the user software for 5 carrying out the sj&nsskékdohedsr e 4
where the ud¥Q200¥IYE initiator of the key exchange. Figure.7 shows a data
flow di agram of the steps within the service software for carrying out the
steps in Figure 4 where the user is.the [.nitiator_ of change.
Figure 8 shows aFiBie> FIoB adnessies A ErngHEesFa g anvx?xt%ﬁlpfnabfﬁegsg%a?%i ce user for
a re-key s RE& MOEH thonehuaiefidiesystea\of FigutenNewhere asemivent
illustrat ed%lg%ﬁég%ures iéne%ﬁg%gﬁ 10 3. Ficg?rye 9 shows a data fl.ow di agram
of the stepyproadmtesthoititinter afifes datd XCB®EBr ovi der for a re-key sequence when
regenerati ng another ' hen 1' kdk Usthiah&tkel fofividrgfbres 1, 2
and 3. 15 DETAI L?ﬁﬁé@lﬂv{ﬁ% dl@kpﬁég%@%ﬁgg% Referring to Figure 1,
there i s sshaufyiagbhobk silpsigFignrod whekitheuseiz Sppnitippr oldh XEHAEBN system
between a fixed and a_,wirele st.em. . Thi he ' fveRORE A

net wor k envi ronn%ﬁ%“r%\é\g‘cﬁ”st%‘ia%q tﬁ%;%ﬂ}a %&éﬁeusg%ﬁgwa?ghg%%gﬁggrﬁ shows an -
exenpl ary erhadiBent thektchd i@ Figueatiher thebef 15 chesipitiaton ofthe keynexckangepol ogy
that includes a. .20 nobile deyi cg tgat isqy%aér | essq 1R thi%eﬁéeg%r%rguﬂg%e are
systens of f eri ng Kgwre8shawspdahfow dngrag ‘i/g?pé;%thﬂf%‘i R tHe"servi‘ces 30 and
32, Between LNe SelubeRo0ldRinkaohaiefl 86 aiviesmoidilingbel in Bigues e aidoe
provi der) and At Ne. Servi ge user are one or nore networks and one or nore
connectipmns 3.0 enable the flow of data between the two systens. Turning now .
to Figure 1 the rvice,of feni . { b Béreice Brovtdgput er s
of fering servi ce?Wef?s%?‘%?aﬁ%{jg‘c’)‘@l&%ﬁ“f‘m@@i&%ﬁ?‘ ﬁg@gﬁlﬂgg%e vel | §rI,<nown
service prowdesgec@yhdhobehenngeteeting enothérdey i the praironmestiiiusiatef it er net
Servi ce Provider gl SP). or Application Service Provider (ASP) office. The
servi ce of f eFigHEps o2 8tP-22 can also be one or nore conmputers runni ng

within a private or public conpany, |ike a bank, stock broker, insurance
br oker or sone ot her servi ce-ori%t - QNDpA erVi

or 22 maySal so be run as pk

wor | d-wi de, making apiay, ﬁlg'uyeerﬁl?ére PeBEH Phlocindiafun sy Gy ceentpldpt egr at i on
Cluster (UDD cl uste%. The” conmon i . . .
communication system, between a fixed and a wireless system. This overview diagram

shows a network environment where the invention is used. The diagram shows an
exemplary embodiment of the invention and focuses on a network topoiogy that includes a
70  mobile device that is wireless. In this Figure there are systems offering services 20 and
22, and systems using the services 30 and 32. Between the service offering (also referred
to herein as a service provider) and the service user are one or more networks and one or
more connections to enable the flow of data between the two systems.
Turning now to Figute 1 the service offering 20 ot 22 can be many possible
25  computers offering services to users. For one skilled in the art some well known service
providers could be computers on the Internet within an Internet Service Provider (ISP) or
Application Service Provider (ASP) office. The service offering 20 and 22 can also be
one or more computers running within a private or public company, like a bank, stock
broker, insurance broker or some other service-oriented company, The service offering 20
30  or 22 may also be run as part of a cluster of computers operating world-wide, making up a
Universal Description, Discovery and Integration Cluster (UDDIL cluster). The common
element in all these service offerings 20 and 22 is that these service offerings 20 and 22

neéd to establish a secure data channel with a user. In the case of UDDI the secure



element in all these service offerings 20 and 22 is that these service
offerings 20 and 22 need to establish a secure data channel wit#8 B FEBenanT
In the case of UDDI the secure 3 0 7 FEB 2007 WD 2005/ 107141

PCT/ CA2005/ 000676 rel ationship m ght be needed to exchang ' Vi ce
listings, or eVORHRIH ow UDDI to proxy a service offeri %gqrdﬁé@%@r%@? e
devi ces and the service hosts may be addressed in a variety of different

ways. In sone enbodiments, they may be addressed with |IP (internet

protocol ) addrigktership @ghfrbedleﬁéd ta fEdangraivate seiee ﬂfﬁ@gss%ﬁvgﬁforfzﬁwb@m

addr essed by - Al I n yet another enbodi ment, the destination
addr ess nmay bgtg ﬁomﬁ%ﬁvﬁ%g;&%?g 's of a user of the nobile, device in the

.t
host system One sKitielmebiledevibes 2ad theseivicehpys may he addrpssed F‘f?e"%@rc’vfméi‘f L3ty
service 30 and 32 m ght be .a nmobi,l r 5 a1) a8dFEELED.
browser, a nmobl'F&: \5;%%l g’ ee%’*i""&ﬂﬁ%ﬁ% Q[eﬁg,ﬁr?ff %g a%érg%%%gftﬁ? V&%{en%? gltv?rsq%r ,) “a
propri et arys t r BrsERer sEbeTiments] thehosp syatencmby beddrassad prat cowail addrassply ¥ based

application or some proprietary corporate solution. | .S, fel re are

new met hods befioghes epdipery: ﬁEﬁ?P@t,P‘miaﬁ 65?&??9’3"?%8"’8’5%12%%@8 t%g%%%v?/% ava 2

Mcro EditiongdZMehics Qlitkid @8 hb@kystdml | wirel ess nobile devices, like cell
I

1c
phones and personal digital assistants (PDAs). For devices at, .use VE
the option of attacPheskilteddn s agoviHapperialg thep Freofithit OGP %phaélglsg 512%6 -

offering is be%%%ﬁ%%gﬂm&?g{oﬁscg} mw&ﬂ@r, Aovile iridse igpligatitd and 22

can be based o serv ~a Java Enterprise solution, a
Wi rel ess maokuprotb(FEAR) Hrowksr, dprepdbtary tnsmessidnf aonfrpprotocelgrismeppraioeelet ar y

service solutiognp.c teq far speci fi c _purpose ] ; '

That mobi e sy orGHE) B AaiosByt BERme e PRE R Riorie pililon, S FRRTAGL &8
CoNnpri se one OheWRfefroti€BARE BéveRpER IR Indheiigy for exumiple tHemywier2bSirag
instructions) _and one or nore respective processjng. unit such .as thgse
convent i onal | y Editiemél2ME)golutiop & small “ﬁ?}eﬁ%@%b‘%r useS ace}ﬁ?l%oge%?ﬂﬁl/pg}json

speci al purposg; | b FoBsaitedhat REFNEARS SRtiocnRgaitddhingiant egr at ed
circuits (ASI C%%ﬁ%ﬁﬁﬁlgﬁg?%}rqgg?gmblee S%t e a.rraysé_mz FPGAS) , V\:h%l’ ein the
processi ng 1§ni tewoleadihgesoforare Geaugh acervige offpringgs heqeang remmeiplecsy Senaty

sof tware and/ or; firmware .i r ' / mg@qg Wek BolSRRE h Mdvazed
har dwar e ci rcuiﬂ?esﬁemcted)f%gpggé8u‘fijt%§%gggé;ég§§h%s esc%jsged herei n. "Each of
such systems c@nteapiso solniion)devishess merknp dnpeage (WAME bhas¢d jervigeieliering of pyse

conventional ly known, whi.ch n operate in .conjunction with a respective
processi ng uni PFPPCtEEY FHEFY §°§"§PB° 11t f?ﬁacsg?ﬁlﬁ%pl\%&’?%' ot her

It will be appreciated that mobile systems and host systems referred to herein can

-l

20  each comprise one or more respective merories (.g., containing processing instructions)
and on;a or more respective processing units, such as those conventionally known, e.g.,
general purpose processing units and/or special purpose processing units such as

" application specific integrated circuits (ASICs) and field programmable gate arrays
(FPGAs), wherein the processing units can be configured (e.g., programmed with suitable

25  software and/or firmware instructions, and/or produced with speciélized hardware circuits)
to carry out the appro aches described herein. Each of such systems can also include any
suitable interface(s), such as those conventionally known, which can operate in
conjunction with a respective processing unit(s) to facilitate communication with other
systems. .

30 The end-points in the communication path are coupled through one or more data
networks that allow the exchange of data, voice, video, music, photo_graphs or any other
digital media that can be exchanged through a data communications channel, The two
main networks included in this illustratir;n are a Wide Area Network (WAN) 26, the most



systens. 30 The end-points in the conmunication path are coupl ed through
one or nore data networks that allow the exchange of data, voi de/ FERlem)]
nmusi ¢, photographs or any other digital media that can be exchanged

t hrough a data conmuni cati ons channel. The two main networks included in
this illustration are a Wde Area Network (WAN) 26, .the nost 4 0 7 FEB
2007 WD 2005/107141 PCT/ CA2005/ 000676 comron one being the Internet, and a
wirel ess network 28. The wireless network 28 could be a GSM GPRS net wor k,
a CDMAV 1IXRTT Ref¥RNde;@ COMA2000 network, a 3rd Generation network |ike
EDGE or UMIS or nmany ot her public wirel ess networks: $6H8A2006/00085¢ avai | abl e.
In an exenplary systemthese networks are coupled using links 24 like 5

SN 11 N kA o Ry TR LY AT 5L or SO

ot her high s eﬁg IE%@F net connectl on

anmount s of datd&F 8 CB¥HES netverkah A KR E natbasla r CDMA20&BEHOHL, y3theeds to be
i nproved and Gedetiamkeeofidirt BDGRbr GATS HAGKES Loppers. The

i nvention works, with these exi Sti ng data ﬁémg%gﬁ%i%%é %% provi de
advanced passwor a-~based” aUrRENYSERtthesgnetvprs are ceuplst usyfe lisksdrike y provi des 10
greater cohf i HONCE!, Bthernet(lwel-line eid B0 1), Fodno@RMy, AANTURISE 3L Sl d@l Ak S €xactly

the entity youe.d@NRESE i, ent for, a data communi cat |'oﬁ path 36 is
illustrated béelsfmeen a Olillgésg'gl&tgglﬂsg?gsﬁ%e%cre\}ébcéb‘sé??t@rafnﬁﬁlwdﬁﬁ@ebpmsser of the

service on a frged tdralaacibat 3puritAnEisie bo imerotxd dhd et mbRTootprslRicd COMMUNI cati on

path 40 is i hddGtsaad QdesBEIHMRE MAnldii §,1C of.f.ering 20 and a user of
the service on.a mobi]e d]geﬁ\%iﬁce 30. 1&‘”?%%{}1}1& eé%%xésapﬁréf%t%‘”ﬂ’ﬁ&m%‘g‘t system

servi ce of f er T4 PVl advanred passvigrd-hased anthentnatinanThisievebof s@dritf progides a

conmuni catld ongreee confideyicesthit tha BciicMRVE Hy SorMARAE! dae user of a rbile
devi ce 32. Thg autsof -band tcf:gmgéni cgrts,i on . pat h ??Ela\,@% égg%ﬂgéhﬁe ¥ Y8y changi ng a
shared secret, Tavolding the PriBesrempceionpsh 36 is Jlugstel bevecno Hbe nade
secure. Si nceSystm seriBDIffeser 2 ianka wirofitle RrvRY SRR Rk §Y Ao, Security, a
UDDI service Gly@ufledtedDia 20 to lacate the service and receive the
out - of - band shared secr ettp(\%ltﬁ_ ?_ﬁ]gn?ai%‘iglmlﬁ‘fé‘gﬁt?dr?ﬁi“iewm%@rsﬁ"@%. The

fol | owi ng ar e*Hsrineci apdanusprobthe sfvieswn 2 abbibandbed@nmuni cat i on paths 34 and 38:

(a) The nobil e demicgCeribdBimen thePbst : r,ator at gag host system 20
or 22, establish.a grgaone cal | w,%ﬁte@g%ﬂ&g{*gﬁgz%“&@ﬁ?& 4t he shared

secret. The sECPer B eAramutmaerian witblotruspsneiend uset in the
process of craudbiladpvianiz mbe yyrof-8d communication path 34 is used for exchanging a

shared secret, avoiding the insecure path that is desired to be made secure, Since the

UDDI service cloud provides some level of security, 2 UDDI service cloud mi ght be used
20 to locate the service and receive the out-of-band shared secret with the final destination
service. The foIIowing are a few examples of out-of-band communication paths 34 and
38
{a)  The mobile device user 30 or 32 and an operator at the host system 20 or 22,
establish a phone call with each other to exchange the shared secret. The secret
25 is then entered into each system and used in the process of creating an encryption
key.
(b)  The mobile device user 30 or 32 connects to a secure web site 20 or 22, either
wirelessly or over a wired network and requests a key. The key is received and
ma'nually entered into the mobile device 30 or 32. The host system 20 or 22
30 . could receive the key automatically from the web server, or it could also be

manually entered. In some embodiments, a record is automatically generated
after a shared secret was requested.



key. (b) The nobile device user 30 or 32 connects to a secure me k7s Eg ﬁ%
or 22, either wrelessly or over a wired network and requests a e; TRE!
key is received and manually entered into the nobile device 30 or 32. The
host system 20 or 22 30 could receive the key automatically fromthe web
server, or it could also be nmanually entered. In sone enbodi nents, a
record is automatically generated after a shared secret was requested. 5 0
7 FEB 2007 WO 2005/107141 PCT/ CA2005/ 000676 (c) The user of the nobile
device 30 or 32 namkes the request for the service and the shared secret is
e-mai | ed by t he dssirssystem 20 or 22 to their corpor @tecimishiex that is
known to be in a secure area. The user retrieves the shared secret from
their electronic mailbox and manually enters it into the nobile device 30
or 32. 5 (d) Tk ugesusefoftheenchilhiclies Hevitwakdthoreq8 fordhesrvichendtbguest f or

t he service and an r A ﬁmﬁ shared
secret and it is glsklagag%gé&% r%le&mheslgﬁt gregno%porgg tcl%ﬁﬂg a@étrgélggc trusted
and secure. This péi}ﬁgerhl@mfpéeeea%cmee@r diheypspr eoiricxny herhared sgereh f99F  a gi ven

group; ideally it 't&u%ﬁéf%%%aﬁ%ﬁ%nd%ﬂuaﬂ?%ﬂ1f1mottlhkﬂndbﬁ@&$vlcé3’0cﬁf32the user
maki ng the reqt(J(S This trusted, person _then 10 give the shar&d secret to
f

the final dser (e VSO theam e de e &er g malees g “?St og the SREHeRA ¢ ent er ed

into the nobile dewpagor3 ﬂersera{%e zﬁl'btlﬂ gehidids ol sharkd shewnandtihatgveher £ are many

ways to authentical | ve a shared r et no 20b user.

The common pr operty %’rﬁg‘iﬁeéss"%w O YAy gletﬂ‘lsw%?“%lfﬁcr%f ql&“&‘?ﬁ’ﬁ"ﬁ‘l"@@?l bhs 34 and

38 is that sone | ewedrctaf onadrusistaior af iaogives rpouubdideallylitiid somepneothat. <d® assumed

in the choice made., i i preferably
oot b PAHEREYE LS G AT R Stk RRLD ﬁemypﬁn

be different than t non- authenti cat mruni cati on pa Once the

shared seclet is exidtenigakpredisecrahindhe Snebyser of therraehtlp ARyics 38 evdf wd it is

conmmuni cation path ﬁﬁﬁhlly%geﬂh@%n%@lqugce@@orﬁle of the bet t er - known
met hods for creatjng a secure and aut henti cat ed l.ink is 5133 a strong

passwor d- based encrFERIIt shey st faerg o pRay veappigguth Eeivea Fflogr aphi c

met hod f or kn@y\mdmed&&se(d:usaurmmam&ﬁimpe;mydflﬂ:aﬁedxawrﬁgeefmmd protects
easy-to-renenber S the sinplest of

P
The” known st r ST HRSCE P28 luteomr Bv &t SEEEREPa B LR Pl cat oc
Di f fi e- Hel l15ranssexehathg ehoicaimedee Thik exthzatirgtedeothifunication patkeshbeld preforably gener at or "

different then the non-authenticated data communication path.

Qnce the shared secret is exchanged the next step in creating a secure
communication path can take place 36 and 40. One of the better-known methods for
creating a secure and authenticated link is using a strong password-based encryption

20 method like SPEKE. SPEKE is a cryptographic method for knowledge-based
authentication that leverages ahd protects easy-to-remember passwords —i.e. shared
secrets. SPEKE is the simplest of the known strong passworld methods. It is a password-
authenticated Diffie-Hellman exchange, where the password forms the base or "generator"
of the exchange. (In standard Diffie-Hellman, the base is usually a fixed public number,)

25  Once the communication path through the WAN 26 and wireless network 28 has been
made secure, the re-key sequence can be initiated. The re-key sequence allows for the
generation of a new set of keys aftera predetcnﬁined number of weeks or months. During
this re-key sequence the advanced use of long-term encryption keys allows for the
implementation of perfect forward secrecy. Once the aunthentication secret (shared secref)

30  is used to create a secure path, it can be reused to create new keys at fater dates. By using
this invention the re-keying operation does not compromise previous keys and alf previous

conversations remain secret into the future,



of the exchange. (In standard Diffie-Hellmn, the base is usually fixed
public nunber.) 25 Once the communi cation path through the WAN ZGthgEB 2007
wirel ess network 28 has been nmde secure, the re-key sequence can be
initiated. The re-key sequence allows for the generation of a new set of
keys after a predeterm ned nunber of weeks or nonths. During this re-key
sequence the advanced use of |long-termencryption keys allows for the

i npl enentation of perfect forward secrecy. Once the authentication secret
(shared secret) 30 is used to create a secure path, it can be reused to

create new keygoadosidodyer dates, By using this inventp@itabdifoobsds keyi ng
operation does not conpronise previous keys and all previous conversations

remain secret into the future. 6 0 7 FEB 2007 WO 2005/ 107141

PCT/ CA2005/ 000676 'Ttﬁfﬂihg"tgFIgQreE'tlﬁ#éﬁﬁh@uﬂi’lﬁdioﬁdia&aﬁb%x@ﬂpmsp(:k di agram of an
exenplary comuni cation

g%ﬁ en_ Lwo ] ess %Pétems ¢ ccording to
an enbodi ment SGRTERgAtion Y F“”Feﬂ%%‘f”ir Yol syF ks ﬁ‘i"%r g auFmiefimentaf 8ac ur e pat h
can be creat err&%eﬂtWE&iﬁoﬂ \/I@thtmhbddenendevacuresathd:anbé freased derbad oandbilerobi | e

device 1 46 an devi.ce 2 SE ar.e le to
establish a co etgl s oﬂlme?t ﬁﬁe d%ar eg&%%g%l?mt%ﬂe Séf(ﬁ:g 2 §8 ?x&a?ge Sani
conversati oh 5@d elmlabldtOteaﬂélslm caumon/Key veingtha shared adotet. [Fae mgﬁbanme t wo parties,

or a face-to- face. mRebtfk takfa51a&esvaaraq>h9@%a1%et&éa§m9m$&n&esrla@aqémal r eady

outlined or any other suitab . Once the secret Is shared, it can
be manual |y t ylsesdndetigooriipies %Bﬁtheé’“ﬁ'eﬂ}?tﬁ%a‘%dyO&Wﬂed@B&“YaﬁﬁSHHBlestat| on can

initiate the exahaN@Rcdfe SREHIARLSR, ﬁ&n@éﬁ&iu@ll;&yﬁ@[ﬁ!ﬂlﬁbxﬁ%ﬂé&hcé&@G security

ke This type of odi nent m.ght be co used for private
o1 1t~ 0= pol ht TdSTR eSO TR PP B EIetoth § ot ey Py

poi Nt - t 0- pabnt set@kyle. TS EE entpdimaninight bekatmamosty ofhd fogmivate pointaslydmced usage
mobi | e device 1 41.§Fonve(§sat1c£n§ Inggl\élag%ﬁglfs% p%ﬁl'i ¥l Op(rt\%glts,rﬁor m% IQC%S é}lﬂgm ng a web

server on the ?TB"B erl ng secC service
of fering that ilaa ablsaogesrdbaclvencedl@agrwhﬂmwml 46 yhprigprgvidikgdhessevise,shown a bl ock

di agram of an gxepl afhe a@%@aualoﬁakln%uesmts@man@afemgesem&mnaiﬂsaﬁfé syst ens,
according. to an enbodlnent of present invention. In this enbodi nent

t he comuni cat F@ﬁcet"éﬁ?%ﬂ&’éé@%‘@ll‘%\een two Host Systems 60 and 62. In this
illustratios the S@mﬂr@%Elé!frte}théigxs%wﬂ@dlo&lhﬁa@ﬁfd{h&ﬁexﬁﬂﬂﬁurrer' 62 have an

out - of - band conversat| on e.a secr A@ i bed al ready
this 20 out - of SFYAHE: 6%%“0@%68‘?1 ¢ ﬁ? YHEnsy acﬁ‘ﬁ% fo 3%/17“}1) o g%ﬁﬁéﬁJ ni cation
via a browser wyietdnt iavenimc s SBbodimen thecoimmidationgdeeniagt setweanltwodlosti eve t he
key, or some Otsps%ms%ﬂ 'aﬁdaGgl £ this illustration the service offering 60 and the service consumer 62
have an out-of-band conversation 66 and exchange a secret key., As described already this
20  out-of-band commpnication could be a phone call, a communication via a browser with a
secure SSL connection to generate and retrieve the key, or some other suitable
communication such as provided earlier. Once the secret is exchanged an encryption key
can be generated using strong password-based key generation methods like SPEKE. The
communication path to exchange the key in this illustration could be over a WAN network
25  like the Internet 26, or throtgh an internal Intranet 64, or other suitable communication
path such as or simifar to an 802.11 or Bluetooth link. In these latter examples the service
consumer 62 might be running a laptop or palmtop and already have a limited access to
the Intranet, but greate.r security is desired or required. It is well known in the art that
802.11b lacks the robust security requirements requested by most large computer
30  departments inside companies. This embodiment illustrates that the invention can be used
to provide the option of perfect forward secrecy when using a paséword-based

anthentication mechanism. Once suitable messages are exchanged to create the master



conmmuni cation such as provided earlier. Once the secret is exchanged an
encryption-key can be generated using strong password-based key HéngEg@t 206
nmet hods |i ke SPEKE. The comrunication path to exchange the key in this
illustration could be over a WAN network 25 |ike the Internet 26, or

t hrough an internal Intranet 64, or other suitable comunication path such
as or simlar to an 802.11 or Bluetooth link. In these |atter exanples the
service consuner 62 mght be running a | aptop or palntop and al ready have
alimted access to the Intranet, but greater security is desired or
required. |t w§wdlotisknown in the art that 802. 1l b dcaciamodiioas?e obust
security requirenents requested by nost |arge conputer 30 departnents

i nsi de conpani es. This enbodinent illustrates that the invention can be
used to proviegghddar captuinaticalpath 68 dae b¢ uskdin erhohgsdidores pf dutserecreilyi ng a

passwor d- based. h?tﬁtch%”ti cation mechanism Onhce suitable nessages are
exchanged to CFEEPS*PHY master 7 0 7 FEB 2007 WD 20051107141

PCT/ CA2005/ 000676 Thaiyg tofFipureddiheze i dwowmininessagk exshopetdirees: seeind¥ used to

exchange al | fornB. of o3t 3xchadpbabd hnerathd dhd DirBiingS@ees ey, wibidripiusg to Figure
4 there is_shown a’ nmessage exchangﬁgrjl agr am show né an ex&mn*gs:sary set of
dat a exchafgels Hedptiaips pidhefiete frrhanse 1}1%83?%9133%%@ Y RIERF, ®°the user 5
is the initiatQhangk bith®n d#¥racsehangeo (ukhiabd 4 dedvissprodtdraoe. Shdiws exenpl ary
steps and rressagxe,exchangftﬁ bet ween a s rgi ce.consuner Jéorq()&% er) and a
servi ce provi JETa4qsene qud ot e connepyqn s cppsifieret g sefiiig UREL P PR "EShhect i on i s
consi dered a &&buwn@Reariheisheh®stemA. TResthet @ of hechnndation ibmwendegidylen t he | abel

system A. The ot.her end.of the connection.l er grvice
provi der (al s&VEFEY {r%1 rgal?oéeftgl% 8 W%eeo%(‘)}ﬁf%?ﬁgg?;sor& 1§g’§{m§§g%em 102, and
has been 10 gigiverih kel dysityeB. Byfbis exanple the peet mmt@%a%@@h@ﬁ@fﬁéfé@ 100
initiates the exchange. fleclal Bethn STl EndbySR&E Hish nfRRPEAEA5b ovBiet veen
System A and §yst_em I's a message éxchange over,K one or _npre data
conmmuni cat i on oA Rgkeldate eqmmrnigafion petyerky susheRd lusirated g figurer: SV 85 |y as  shown
ng Fi ggr es 1, é%ﬁ?ﬁﬁgmqstlhﬁmﬁgﬁﬁeLﬁ&!éblﬂh&&@bigﬂﬁﬁbﬁoﬁﬂ\ﬂrl ; 'b@&oBDHcE)s_Bﬁ o(rj 48, 02 6a
st ystem 62. Ljkew se the servigce provider. cou e il e device
or a Host Systfm %% is e?ﬁ’f‘“céﬁr.‘w‘%sr c&l' “5%1135‘1%8?)6 ®e. ?ﬁ?sggysﬁeé“er 100
contacts aiknawe2eefovi ce provider 102 through one of the nethods al ready
described for out-pf:band.c mﬁl wel t cANLRe 02 Sikkiab! € met hod
to exchange a shar‘gS héj“glggsrt?ﬂ. ’ iugegg@rc\gﬁt%ésal{?(g)@}%gglﬁﬁfg‘%ﬁ'&m{%ts 't% facilitate
thi s exchange canef thegwtheds aiieades daseibedlanuivel-tdndnomapigstien ordiyeugh pppthep nenber

password Stri Ngsbie method to exchange a shared secret. This service provider 102 wants to facilitate

this exchange and issues a secret password or simple, easy to remember password strings

20  (step 106). Through this mechanism a shared secret is generated and exchanged between
the two parties: The user 100 receives and saves the secret to assist in encryption key
generation. Alternatively, the service pro(rider 102 can receive a secret password (sharéd
secret) from the user 100, In either case, the service provider saves the shared secret in
relation to this user.

25 ~‘After exchange of the shared secret, the user 100 then initiates (in this examplé)
steps of generating key pairs (step 108) and transferring keylinfonnation to the service
provider (step 110). In particular, the user 100 generafes a long-term encryption key pair
at step 108, i.e., the public and private parts of an encryption key. A short-term
authentication key pair is also generated at step 108 by the user 100. This short-term key

30  pair is referred to as an authentication key pair in this example because it is generated
using the shared secret as discussed further below.

Once the user's short-term and long-term key pairs are generated , the public keys

thereof are transmitted at step 110 to the service provider 102 to further generate the final



20 (step 106). Through this nmechanisma shared secret is generated and
exchanged between the two parties: The user 100 receives and sav8s/ tHE8 2007
secret to assist in encryption key generation. Alternatively, the service
provi der 102 can receive a secret password (shared secret) fromthe user
100. In either case, the service provider saves the shared secret in
relation to this user. 25 After exchange of the shared secret, the user 100
then initiates (in this exanple) steps of generating key pairs (step 108)
and transferripg, key j.nformation to the service pro%kg% &%E§% 110). In
particul ar, the user 100 generates a | ong- tern1encrypt|on y pair at step
108, i.e., the public and private parts of an encryption key. A short-term
aut hent i cati ofu@oPld relefredth 30 HRNAPLAE sl Can kB ol deliGy USET 100, ThE S

short-term key pair 1s referred to as an authentic Bty on kKey pair in this

exanpl e becaud@equse link apeniythohosifystens | (3 dhat rmedthasharel sseet cayundesstad eedussed
farther bel owus&mé:@o&t&ﬁnmﬁna&m‘am@ﬂog&&fa{a@mam@g G@émkﬁ%micrs are
generated , t pubI i.C h)p%k,,e ereo%{& E&lnsmtte 51 110 to the
service provi axeepely el EHEFe AT GieR Phdrepps gver *$007 WD
2005/ 1071415 PGIhdCAR GaOsHBAEAfed ek t @ice &eyse(:aimﬁedmﬁmbEkﬁfédts@reaﬁrtae mast er
secret). This transt n ecur.e l'ink, as only the
host system 1 er%sHecaﬁaed tﬁesc E?ﬂrgwﬁ g% gc\é% }teneratquowrcxlsehr létttand and use the
short - t er m autautentication kemmalk!éylgttm S’g?et?déﬁceﬁt ésfep bi#).riths s@vicdpeyridaGi@ elst he user' s
public keys eﬁ‘era&é‘s‘?t?bv&‘xﬁ%g%fnﬁéﬂ&gﬁﬁaﬁkéﬁ%u{%(e{?YMS’%sMg%ﬁ %9?111:1(5% the user is
secre 11

verified, and har ed for 'that usef 1S reca 2. Once the

user is veri figseperaigddpy the gseg 9apdsing dhegharqd sporef, fige serpigerovidsr H2 ganeratesia t he

service proyi d&{steﬂ&&yﬁi’oﬁ)ﬁ@q&%a&t@r s@&&?&s@ﬁ%'aﬁﬁepqw ThbMaded beBefBrovides
aut henti cation, ke alr usin the shared secr %ﬁ 114). The service
provi der 102 afedtherjiitiop 5‘?’3@ o arug e "l‘f?)‘ﬂ’@““f‘é’t‘cﬁ‘?“é F@%ﬁef"b“ﬁ PRYJSTS A 1 (st ep

114). Using t hshopiehmh plmhm;lﬁntxcgeﬂmyaﬂ:eebnbge ptohﬂeds&ﬁg-teirﬁ)ﬁlbamdwtyﬁmdﬂg t he shared
secret, the servic der. MRSLEk . SNGE pt.i on key (or
st or " seor et ) FHan o B SO pd e HRTRE AT Syl ol BB BRTN R, i

aut henti cati onthﬂmmq?ednmtpmmtlﬂhben aofl eqmIveRvOYBBR vcieng &the WtTe  ser Vi ce
provider’sisshgif1fspr m public authentication key, the service provider'

| ong-term public encryptiaon and a key confirmation val ue that has
been cal cul at ed byT'ﬁq‘r’éeré“é?‘Wél’ﬁ"ﬁ?‘H@?‘QﬂéﬁeﬂJé%ﬁﬁuﬁ?‘ﬁ@eFFéWV“ﬂE‘ﬁ’elroét ed naster
encryption keymcla@@tme@zc&ﬂemw'&&hwa@n mm@zg&@mtpuﬁnak&yteendlgs@&ates% (step 116).

-]I__BS user recet I\J./Sg som%asl,terll gyr(gap 28{' V@'?l;[tﬁlgmas%e@(ey%l?enutser vén es tElfbke service provider

confirmation vaiue (step 120). In this example, the key confirmation value could be the

20 hash of the master key and the name of the service or some other known string, agreed
upon by the user and the service provider. If the key confirmation value does not verify,
the master key created by the user 100 is not trusted, and it is assumed that someone is
trying to compromise the connection. If the master encryption key generated by the user
100 seems valid the user then sends a final key confirmation value back to the service

25  provider (step 122). The service provider receives the message, verifies the key
confirmation value and marks the user as ready o go (step 124). This allows full data
exchange to take place from the service provider's point of view (step 128). On the user
side, once the verification message is sent there would be a slight pause in transmission
but then full data exchange can begin (step 126).

30 Transmissions may comprise e-mait messages, HTTP (hyptertext transfer
protocol)-based traffic, such as XML {extensible markup language), WML (wireless
markup language), etc., or other types of traffic.



including the service provider's short-termand | ong-term public keys and
generates the wuser's own naster key (step 120). Wth this master key the
user verifies the key confirmation value (step 120). In this dkdnpki, 208he
key confirmation value could be the 20 hash of the master key and the nane
of the service or some other known string, agreed upon by the user and the
service provider. |If the key confirmation value does not verify, the
master key created by the user 100 is not trusted, and it is assuned that
soneone is trying to conprom se the connection. If the naster encryption
key gener at edwbyodtoasuser 100 seens valid the user pdraaesnadse a final key
confirmation val ue back to the service 25 provider (step 122). The service
provi der receives the nessage, verifies the key confirmation value and
mar ks the user asIrseadymbibdimess, (hs hepsydidd )s.caphbik sf sadingwslath pdyloadimtaa exchange

to take place EgEa%E’%}Bﬂ?tm? £ Mie‘&&m‘%‘o%ﬂe%rﬁnﬁ c&%hﬁgtwl?val%llses\éﬁtﬁos& ﬁ@n @58 On the

user side, once-tihe verification message I's Sent there wou a slight
pause in t r anmekils d¢visa. ThswaylaaH aythis wpssagd menbensetiianepok ey tsbdpfipesthist ep 126). 30

Transnmi ssi OnsthPs)érvféQMHe'h&@sﬁreﬁ{aH sofB&RRGRents thl stFick Bydﬂteﬁﬁ)trﬁﬁbetar ansfer
pr ot ocol ) - based traffic, such XML (extensi bl e markup 1 anguage), WWL

(wirel ess °maPRBbservies givaghey deﬁeeﬁeﬁnbub% of gtrprbserispatibe ot syste b8 9 0 7 FEB
200] WO 20054&ctQdl4l PCT/ CA2005/ 000676 In sone enbodi nents, the host system

dovi 06 before ¢ he it eigifeRat v Bie-bh e PE 2t B8 Py bt ne. mobi 1 o
devi ce. The pealydagl, dvsertds dscrivedisedeis mograryde o, B@¢ gehaalbodi kenpaiy t hat
defines the Q{ﬁ&ém ﬁlﬁé&bhﬁﬁ){%&%&{}%ﬁﬁ@éﬁva@ﬁg Mon ltt@re gﬁ:“be g@ﬁ 't&rfs@.t s the

servi ce book entr ervi c entry nes attri butes: of
a host ser¥i cérsga B‘H@Y Wéetﬁr%mteh%&nm@ﬂy,ﬁee@g@e@ auﬁ‘lﬁntwtlpllk%@mappr eci at ed

that the |0ng'(sils%rrél‘érﬁ@ﬁraymhbﬁ’fbnk@ﬂéry@ﬁénrkeﬂﬁaﬂ?éeﬁ&rﬁgi@Xh@ﬁrgt Er%t(egptﬁéty (e.g., a
user) as descri b d herein js an eXampl e of ;) nore enera,lp i rst key

pair, wher ei HPRRASSTEEG Ieewéwﬁmpmf} %eﬁqtféwsp%q key veey%eeﬁrhsn t her eof
can be referr @6blib ReydSrtion s tHeipfitate lqeylbirmdﬁ ﬂi@&)ﬁf 3Bk rfeitddt6 s AREdoM@HBlIKEY .

Simlarl short-t the erred to as a
short - te)r/m eng(F P &R 89“@ e’F) Oéﬁgﬁnw li(?}‘p%glg %[eﬁgy?e g., the

user) as dEscréchmipatiefee) mservsceaWVBthdb@nmﬂhemmmengfemelﬂaf lgre a second key
pair, wherein dl%&liy,la%hk@edﬁgﬁng@% Et}e%blﬁ'il%,f% B{d'tﬁ’ tfﬁaté( P&‘BE&' on ther eof

can be referréd to'as a con Ivate key. Also,

t he | ong-t er miErefsppby Tefﬁrfft@é‘glasrﬁéhﬂid pgléweﬁweathwpra/ate key, Similarly, the

short-term authentication (or encryption) key pair generated by the second party (e.g., the
service provider) as described herein is an example of, more generally, a fourth key pair,
20 wherein the public key portion and the private key portion thereof can be referred to as a
fourth public key and a fourth private key. The first party that generates the first and
second key pairs could be a user, such as described in the example above, or a service -
provider, such as described in the example below, )
Turning to Figure § there is shown a message exchange diagram showing an
25  exemplary set of data exchmﬁes for generating and verifying a master key, where the
service provider is the initiator of the data exchange. The steps within Figure 5
substantially correspond to the steps within Figure 4, except the service provider takes the
first step. This example highlights that either the user or the service provider can be the
initiator of the data exchange. In this illustration one end of the connection is considered
30 theuser-100, and is labeled system A - service consumer. The other end of the connection
is considered the service 102, and is labeled system B ~ Service Provider. Between
System A 100 and System B 102 is a message exchange over one or mo;'e data

communication networks 26, 28 and 64 such as illustrated in Figures 1, 2 and 3. Similarly

10



15 second party (e.g., a service provider) as described herein is an
exanple of, nore generally, a third key pair, wherein the publiﬁ ¥§¥£%
portion and the private key portion thereof can be referred to &s By
public key and a third private key. Simlarly, the short-term

aut hentication (or encryption) key pair generated by the second party
(e.g., the service provider) as described herein is an exanple of, nore
generally, a fourth key pair, 20 wherein the public key portion and the
private key @grtlon t hereof can be referred to as a fourth public key and
a fourth pri VaEEYKEY! The first party that gener at eSCHHE059PZE and second
key pairs could be a user, such as described in the exanple above, or a

service proyi &S ri bed .i exanpl e below. Turning to
Figure 5 the;?\éesgc’lqin sﬁg&es £2 o ség‘ésercﬁ‘gﬁgeﬁg‘%‘%&} gg?ﬂ b ree Bt 25 exenpl ary
set of data &%@W@ﬁd@s‘iﬁmﬁo gener ating and veri fy| ng a naster key, where the
service provider asobi t.a, excha teps within
Figure 5 subst ant ) al | gtétegérirdgg?)%ﬁla%v}&?ﬁgq%tlgzCO“&AQ ﬁ?ﬁerﬁﬁgﬁ?@‘ except the
servi ce provi*dep e)ttﬁk’@émgwharfﬁq seaget. éitwtwﬁbhtlsusxmwluetmm@hl i ghts that either
the user er &dﬂ&@ﬁﬁtmmm%@&ﬁp@h&a o) a@ﬁmtst?a%‘or whthth & bt Blop b 160G gﬁat a

exchange. In this. ill ti_.on one end he connect i |s c6nsi dered 30

the user ' 10%P™agikp “F?Lfﬁﬁa’ﬁ F‘é‘%?“gvé‘ieéwtﬂm “S*‘é B?S\F? E?éfo@tﬁ‘?I%u?PBPn wittitke ot her end of
t he connect i shared s@reCemgipseider mrhga:@echtﬂm@ﬁetﬂ&?sele&éa%hﬁhé AeRhRHsSystem B -

Service Provj and System B 102 1s a nessage
exchange overgg{]%fbg%comnm‘ff§¥“3me Pﬂo‘?z&’ﬁ"ﬁﬁo Q'F%PIR?'B‘Q@ the8 and 64 such

as il ustr at drejl peciel ig gnnelstetlandzxchndedastepstm ahamzy THO Ukkr ZonE:E&n{ZOO? WO

20051 107441 RGHCAAINS! OGRS uLes L. 2 the user
coul d be a nobi e dev, ceQ : Seg}&tég%“ Elo?’tgenegﬁgr{’ e’?ﬁ“’ B2, 46 or 60.
As shown at E*Pé%‘gcezmv%w W@egéﬁﬁcﬁ@a@WWK@wd@@@) fronhewesiothe user 100

(in this exanghe)past, %e@é’zﬁb@ﬂ&‘ﬁie?saﬁég@fe%reﬁ@&fe?ﬁrelﬁlm}l Rufdlkkvel y, the user
could initiate thi.s 5 .co ation is conte ated that an

adni ni strator wi tHFTF*EaRgsL Ligsrels hosericg Rioviderd B2 e initielgéngider 100 and
informthe. osmple)drat oﬂghmauﬁﬁfeyb‘ﬂs(stepzmaxfdaiaﬁgf@meﬁ%hﬁﬁ Wil the shared
secret bej:ng i ny, selected fromthe

ext ensi vgl i sig{&%ll&gq{)ﬁ)uﬁl S nsﬁ%ﬁf%r&‘flﬁlegﬁ@ EITERAPORIEi ded, or sone

ot her sui tabhléhen%qameypﬂlr@nd %hwtadl m@uptied kely paigEep2(d). ciisantts@xahanged (st eps
200 and 202) ¢, skhod{s @lzucemponent 10 receives and saves the shared secret to

assist in encryption key generation. Alternatively, the service provider
102 can receive é)“’s‘eeté?%f‘“cﬁa@glﬁfiﬁ?ﬂl°{t§q1iaﬁ®dﬂﬂgé@‘mé®))mfr$ﬂmm¢wwﬁer 100.

public keys thereof are transmitted to the user (step 206) to further generate the final

20 master key (also referred to as a master secret). This transfer can take place over an
insecure link as only the owner of the shared secret would be able to understand and use
the short-term authentication key to generate the master key. The service provider's public
keys are received by the user, and it checks memory to verify the service creation is
expected and that it has a shared secret saved in memory (step 208). The user recalls the

23 shared secret for that service provider 102 and generates a short-term authentication key
pair using the shared secret (step 210). The user also generates a long-term encryption key
pair (step 210). Using the public keys generated and sent by the service provider 102 and
using the shared secret, the user 100 generates a master encryption key (or master secret)
as shown at step 212. Afier generating the master key the user 100 also generates a key

30 confirmation value by combining a known string(i.e., known to itself and the service
offering) with the master icey (step 212). The user's short-term public authentication key

the long-term public encryption key, and the fcey confirmation value are sent to the service
~ provider (step 212).

11



In either case, the service provider saves the shared secret in relation to
this user. After exchange of the shared secret, the service prO\S/d[ Zeﬁ%%o
can initiate (in this exanple) steps of generating key pairs (

and transferring key information to the 15 user 100 (step 206). In
particul ar, the service provider 102 generates a short-term authentication
key pair and a long-termencryption key pair (step 204). This corresponds
to step 108 in Figure 4. Once the service provider's short-term and

| ong-term key pairs are generated, the public keys thereof are transmtted
to the user (wbepswdd) to fu Cher generate the finalecZtammsibosis key (al so
referred to as a master secret). This transfer can take place over an
insecure link as only the owner of the shared secret would be able to

under st and and us&he stiviee grhader retabrembaudetspnblickatsiantkek eopfitnatigenme at e t he
master key. T | t he user,
and it chgc ksg}ﬁevan‘tﬁ){cé;ﬁi%%n&%%eq&&ﬁét@gg%P 29@ %lrﬁ'\élgo L?%ﬁs @g&ﬁﬂg&;%%g{%ﬁ and that
it has a shar B vssacWish theweebygd pubhmmlyeseétb@yerzmaewmvn@w@@eqcalbe@al |'s the 25

shared secret oMade'Bﬁ&ateﬁc@i%‘l&@foPtﬁﬁ\ﬂe%&p ilQ? @ 13 eRevAL @&c%ey%faprt term
aut hentlcatlon key ﬁ{éu r .using the shared secret (ste 10).” The user also

generates a | BRystag Wfﬁvidé‘ﬁ S?&’é%mﬁtﬁ?“?ys’(@etséﬁw‘?@@)' o @§ P the public
keys gener at egenaid 2 sk ki) (stép126)S Alftvi g@@rdﬂﬁg)ﬁdb flgser ) Andseshice pidving t he shared

t, th t t t t
R T G TN b
generates a kaglngiﬂbknc))mﬂstrmgand thnnewarlcmaed)mastmmy; and crgapamigmcmmssmm ng(i.e.,
known to itseld. and. c&?ﬁr%ﬁo %xget(ﬁg{@gg AS o%EmIa{f eﬂﬁﬂ%&o%?o‘%@ step 212).

The user's short-te ong-termypublic
encrypti odokeﬁhecﬁﬁeﬁmqﬁ@fﬂ@lé?n@t@ﬁﬂﬂ ﬂﬁﬂﬁlwsumﬁ@ésm@ﬂ@émmate t he service

provi der (st eBoikdniss toboflechol TFnZR0 LonHRRONMN:LAZ Ly, RETLG42005/ 000676 The

service provider recelves, t he user”s public keys and key confirmation val ue
and verifies CHEPE@TEEE cogpid Wé’a]i‘drﬁnﬁfhﬁﬁft"Y‘??rP“{"?F'élﬁz sepdp)2 finglkey a1 so recal I's the
shar ed secr et chiffifmatibdvafic UKR fo. thé%érlustéph%)r @Heﬁiséf@&mwmehﬁsskg%)(sééﬂwﬁls of ]Ehe
user, the serV| rovi reca Wwn_save rivat val ues for
this user (stép Cfeitﬁ keyf%’?ﬁréfm?rh uF@E%FV&%%ﬁ’B’WBmYQ @?IS%ygjﬁoﬁ%epuser and t he
service priovi ded. Ehlsalwmmdatmtt@ngcml;e plabefigretheusets pomoafivider(stepgan now
generate a MShSr of Y shitRull Gl otk LEVLHRAEE ALLADDE ERSHB LipY, LNe

service provi veri confirnation va at cul ati ng
its own key c®Ase Wﬁﬂﬁ@éﬁow'aﬁ@éﬂ full gagp ﬁ‘ghﬂ@lﬁPé?alkWéWﬁ?@@?@n& f%ﬂfitpaiehé new y

created nast efyikBthe uddchaGRNRG hTost tidta ALiRhESdo hhdl€: the confirmation sent to the

user does have some advantages.

20 - Transmissions may comprise e-mail messages, HTTP (hypertext transfer protocol)-
based traffic, such as XML (extensible markup language), WML (wireless markup
language), efc., or other types of traffic.

Figure 6 is a data flow diagram of exemplary steps cartied out by the user (e.g.,
within the user software) for carrying out the exemplary approach shown in Figure 4, -

25 when the user is the initiator of the key exchange. The first step occurs when the user
discovers a new service and wants fo access it (step 300). This might occur via a UDDI-
like servics, through a corporate Intranet sefvice,‘thrgpgh browsing the world-wide web,
through conversation with a fiiend or through a phone call. Once the service and user
have connected, they exchange a shared secret 's' that only the two of therﬁ know (step

30 302). Exemplary methods for this excharige have been described in detail already. This
shared secret *s' will .be used later like a PIN (Personal Identification Number) to
authenticate the user and the service to each other. When the user is ready to access the

service, the user (e.g., in software) generates a long-term key pair for the requested service

12



received key confirmation value (step 216). If the key confirmation val ue
does not verify, 10 the created nmaster key is not trusted, and |§ é; 07
assunmed that sonmeone is trying to conprom se the connection. gh %é@
confirmation val ue does verify, the master encryption key is conS|dered
valid and the service provider 102 sends a final key confirmation val ue
back to the user (step 218). The user receives the nessage (step 220),
verifies the key confirmation value, and narks the service provider as
ready to go ( 20). This allows full data exc ke pl ace
fromthe user%gﬁﬁgﬁﬁ?ﬁof view (step 222). On the se?éﬁ%@‘%ﬁ?gélng si de,
once the verification nessage is sent there would be a pause in

transmi ssion, (Qél!y%oﬁ)h@‘ﬂisfoh'é Jem@&?@alﬁ%m@l@k%ugw@ur&ﬁﬁﬁﬂr1%3@1‘3« In most

cases it wil | be the_ user th initiates the first data exchange; so
havi ng the corFyiBefRprrtings Farall of e atemaiical palgyigtians hrgenadider ohtiFant ages. 20
Transm SSi 0Ns ppikation, FRrabstfe matrmpdmdms/slagﬁﬁthe &Eﬁlﬁx&lhweﬁg&@m;eﬁrémf er

LSe35 SO AL R R,

data fl ow di agmmnnmﬁbee@amtgamyb@ublp&ybxamu edheyulb ndyeeti lobebigpdsecfer. g., within
the user soft SR in Figure
4, 25 when tﬁ@&ﬁ%m&ﬂmeEﬁ&X&%??ﬁ%%gﬁn§$ﬁthe %%&%%@g &%E %Egﬁﬁlrst st ep.
occurs when t Hesthedlepodgihieibeeemplary palgilagensghopa b@lﬂﬂufmmrsulmcmws@, it (step
300). This m ghinQe Ghphrent bt s@ata\a@@ilculdnbxlﬁs%mﬁ@!i%lm%‘d ouf 1 gldxgﬂdﬁv&é%dﬂor ate

I ntranet service, through browsing the worl d-w de we hr ough

conversation with a friend or through a phone call. Once the service and
user have1@onnectBﬁkAquyramuQ@mgﬁ(@gﬂh&kﬁﬂ secret's' that only the two of
t hem know (step 30_3 %%1 Ex?qplary met hods for this exchange have been
described in detai I'SFPERN) L “i%" shared secret's’ will be used later Iike
a PIN (Personal | dédtuldétd £agT on Nunber) to authenticate the user and the
service to each othsgr. Robdd d&ﬁ%ﬁ+§mﬁﬁggylto access the service, the
user (e.g., in softwaré gener es a long-termkey pair for the requested
service 12 0 7 FEB 2007 WD 2005/107141 PCT/ CA2005/ 000676 (step 304). This

| ong-term key pai rThesvafam@ihem@s1&?@«ewubnﬁaceyﬁsﬁﬁoﬁgédeagy aktpbd future re-
keyi ng operations. For al f mat hemat i ¢ cal culatjons in the

remai nder of t ¥k anddpyriie g Hrpseridonglan pEverkat Campre g drst RWF}Fved in the
transactions hayg agreed beforehand on a group G of size order(Q, and an

el enent g of G such that i nber.. G and g
may be publicly kng S oA, %ﬂwSla%m%%Lﬁ%ﬁ'ﬁ e témge & Mie?%ﬁ

mmber g ~ L. Once the private key is selected (i.e. ‘a’) and the public key is generated

20 (i.e. *A"), the private key ‘a’ is stored securely, and the public key ‘A’ is eventuaily
transmitied fo the service provider.
A short-term authentication key pair is also generated by the user based on the
shared secret 's' (stép 306). Using a similar calculation following a SPEKR key generation
method,.exemplary mathematical calculations for this step are (using, e.g., the same

25  assumptions for q and for 'a' (as now applied to x) as before):

Pick A Short-Term Authentication Key Pair (e.g., by User)
Pick Random x, 1 <x<qg-1;
Calculate X =55,

30 If X=1 keep choosing new x’s uniil X <> 1,

13



Exenmpl ary mat hematical cal culations to create key values are as follows
(using a SPEKE nethod), and while the exenplary cal cul ati ons shcm/r? Pgéo%
utilize a multiplicative group, it will be apparent that suitabl 07
cal cul ations could be carried out using an additive group: 10 Pick A
Long-Term Key Pair (e.g., by User) Pick Randoma, | < a < g-1; Calculate A
=ga; If A =1, keep choosing different a's until A o 1. 15 The value 'A
is the user's long-termpublic key (or, nore generally, first public key),
and the value'a' is the user's long-termprivate key (or, nore 'generally,
first private waewyiorin this exanple, the sel ect ed nFEBEAIHSS gr eat er
than 1 and less than the prime nunber g -1. Once the private key IS
selected (i.e. "a') and the public key is generated 20 (i.e. "A), the
private key “a' is ThtthiedK isdipupet short-terma publiekey (sl nioee geagyallygecqnd relfient ual | y

transmtted tOkéﬂ%ncﬁtﬁé%!u@‘?ﬂ1Pfh9i{del@%ﬁoﬂ-e@m§ﬁﬂ£tékeg@fr%(ﬁé%eﬁ&ﬂlfyl &a&ndon key pair
is al so generate by the user based on the ared secret*s' (step 306).

Using a siml aPnY?é?IkEﬂi Thevale 7 5 oSS SPEKE key generation met hod,
exenpl ary mat hemat ii€ s egadptethédeie@ids of ‘R is bddwsn 5ind fhefime fuisengs 1.€Tlg. , t he

25 d.
A e S L RN
<x<g-1; Cal cul atogids) as sigyen aBep368. Xhls skmgpceectmdanw@prertewcwicsotﬁﬂMI X<> 1. 13
0,7 FEB 2007 02000\ ML AL ACTL CAROPLANARIE KR wiAlier. ofcelis L user s

short-term public enera , secon ey), and the
value 'x' is thev ring hepysmpleted meﬁﬂ?%?@ ifgiypmg bﬁimﬁ%@@f@eﬂ‘@ BRg, second

private key). TBevawal @ead v vamtam? e%hﬁrneﬁbn&eﬁéethe uslenfoﬁ Wnﬁcaﬁ&@@ﬁb s12)t he

selection of '"Xx' .is between | the prinme nunb . user
software thth 28 W&%‘SSFWBHWWWGH raggecon Wit digug 7. EI’H%I‘S S&W“f’%mlf‘ﬁ @%é‘ér vi ce
of fering (serviRgre quomip d6m Fighs 7.5 AOHR it ttfctueams 3!5)&0 w3d1BSand t B0 preiegeds t o

(A) where the serV| ce offerln ng r§or addltlonal
cal cul ations, SHEEHSY W& S %‘%'}ced W"afﬁ%tm sboﬂ’f e%%ng RETConpl et ed
t hose cal cul ati t@ pagrate the mester lkwsthaemrynﬁdnarrempaaﬂowmfor the¢ snplpmentgioh I0f perfect

forward secrecy. This is seen more clearly in the re-key sequence shown later. An

15  exemplary master key calculation is as follows:

Calculate Master Key (e.g., by User}
kl=Y% ‘
k2 =R _
20 check whether k1, k2 =0, 1, or order(G)-1;
k = hash ( k1 fk2)  where | is a concatentation function.

Here, 'x' is the user's short-term private'authentication key (or, more generally,
second private kéy), and 'Y" is the received short-term public authentication key of the
25  service offering (or more generally, fourth public key). Alsc, 'a' is the user's long-term
private encryption key (or, more generally, first private key), and 'B' is the received long--
term public encryption key of the service offering (or, more generally, third public key).
The value ‘k’ represents the master key that can be nsed for encrypting data
between the user and the service. The value ‘k’ is a combination of the intermediate keys
30 °kt’ (based on the short-term authentication keys) and ‘k2’ (based on the long-term
_enoryption keys). A check can be made on the intermediate key velues of k]l and k2 at
step 314 to verify that these two values are not 0, 1 or order(G)-1; otherwise it could mean

there is a security attack being attempted This attack would result if the key were being
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key values 'B' and 'Y with a key confirmation value to the user for
verification (step 312) 10 as discussed further below in connec iﬁqﬁﬁgvmﬂ
Figure 7. This is shown as input (B) in Figure 6 comng from Fi"gur CA
this point the user is able to use "B and 'Y to create a naster key
using, e.g., advanced SPEKE cal cul ations. By using both 'B and 'Y
together to generate the naster key, the encryption nethod allows for the
i npl enentation of perfect forward secrecy. This is seen nore clearly in

the re-key segyengRnshown |ater. An 15 exenpl ary nmasicgicakedne® cul ation is
as follows: Calculate Master Key (e.g., by User) kl=Y"; k2 =B ; 20

check whether kI, k2 1=0, 1, or order(G-1; k = hash ( kI 11 k2) where is a

concat ent at i OfdrcbdinfetaisRRl sublel of total Yossibld kdyR EIf thS Blaci®r sSh¥PAL X LOLAY pi0} Vat e
"authentication key (or, npre 9ener.a

lly, seco rivate key), and 'Y is
the recei ved SRHEAMPIYICHIRR BHTHS P daﬁ?f"rf&?ﬂ‘%ﬁ&?yivélﬁe%gy Faute &h“l?‘éa}ser vi ce
of fering (or eRkethgeneak is Yot blipgktdghd. Iftiblwieter kieyalue oft190k2 dods fall fatot he user's
| ong-term private encryption ke or ., . nor ener al | fir private key),
a5 1o Fnevelbrg st ey b Benyite Br 06 SRt teriobe carvi co
of fering (6r, nor & agebseratidck is nottdatestetl, the ipbite kiyel)can be Tiked by &k user to ket r epr esent s
the master ke : f r WOk | ‘ t he user and
t he servi ce. }IluﬁEe{&\}acg?fg@&'mggal%gggb%gﬁ%e%t%dgg% p? ﬁ%‘a?x%%?ﬁnggf‘ate keys 30
'kl' (based oeereiinggtker tonfirmetanyaiitia thiagthy ksnwiteakaywiime sgh a{tbased on t he

long-term engyydal O putieNey ) A”. AlGfMary SdlcuRBonBER kGRodtinRation v AlMedi at e key
val ues of k1l and k2 at step 314 to verify that these two values are not O,

1 or order (G ¥#¥dB¥herwise it could mean there is a security attack being
attenpted {phis attack would result if the key were being 14 0 7 FEB 2007

WD 2005/ 107141 PC!ﬁ%O&g/ROOE}ZHGVA‘!or ced into a small subset of total

possi bl e keys. |f ¥he*% an X = 0 or Y =0, the comunicating
parties could get “Beseisdial Fhg= hesly(kiidlyeeofpfibliokeyTh) s wbdreTeceivelk” wi || ensure
that an attack_] LGS s & bhe MQUBHEE (e val ue of k1 or k2 does
fall into onéa%%@ﬁéggﬂgﬁaf?&g’%ﬁsetl greoups, trhe)hnegoti ation for a key can
be aborted (step 316). 5 If a subset attack is not detected, the master key

"k' can bejqsed by inBeoaaR% pirerale@Bdy colfliatloR Yol st ATdiRInbOAatoh@dape Sent by the
D e R o S ohh e roc LA B, 19 bl ot on
confirmation value could mean that 4 man-in-the-middle attack, or some other attack is
being attempted. The operation will be aborted in this case (step 322). If the two
confirmation values match, then it is assumed that a fully secure link has been established
20 (step 324). The link is marked as valid and after a short delay will be used for
communications (step 324). Using the newly generated verification key, the user sends
this value back to the service (step 326). This follows back to Figure 6 following label
(C). After a few moments pause, i.6., to ensure the confirmation is received by the service
offering, the user can begin to exchange data (step 328). A
25 Any suitable encryption and decryption methods can be used to encrypt and
decrypt messages using the master key, such as symmetric-key encryption/decryption
methods like the Advanced Encryption Standard (AES) (Federal Information Processing
Sfandards Publication 197, November 26, 2001, National Institute of Standards and
Technology).
30 Figure 7 is a data flow diagram of exemplary stebs carried out by the service
offering (e.g., within the service provider software) for carrying out the exemplary
approach shown in Figure 4 when the user is the initiator of the key exchange as shown in

Figure 4. The process starts when a user contats a service provider ‘out-of-band’ to

i5



bytes in the public key "A". An exenplary calculation to test ke
confirmation value would be: 10 Test Key Confirmation Val ue "Reldi Fed HIRT
= hA = hash (k 11 bytes of public key"A") where "received hA" canme from
the service offering, and k' is the local master key. 15 If the software's
generated key confirmation value for '"A" does not match (step 320) the
recei ved key confirmation value, then it is incorrect (step 322). An
incorrect key confirmation value could nean that a man-in-the-m ddl e
attack, or sone other attack is being attenpted. The operation will be
aborted in this case (step 322). If the tw’ confirga&&? <Wihues natch,
then it is asYOf8Y*T'Hat a fully secure |ink has been established 20 (step
324). The link is marked as valid and after a short delay will be used for
conmuni cati on ' t I dd ion key, the
user sends tEﬁéééiﬁﬂﬁaﬁﬁgﬁh?%eﬁ%éﬂﬁgﬁﬁ, %ﬁ%§@§%§%§g3.£%$§%ﬁgilIoms back to
Figure 6 fol | G%FAgevicalTais outtofhand michange hes peadisspedseveralisngswdaloe. | to ensure

t he confirmat iRidksS 16vEGEMMBHichidn thRteheSBd: WidG@vicdtkd b tRPsay itRgatiser can begin

to exchange data (step 328). 25 Any suitable encryption d decryption
net hods can bZ)“EFs CHERTIEEAL W‘e’ﬁd’ger&g@w&‘lypﬁlﬁggﬁ’éég°‘ﬂ’§ﬁ°ﬁ5€ﬁe'ﬁ’gemaster key,

such as synretis beginkie yrossad rOpp theowdr dess konpitttieerost saptidacbisvnl withenebdage (Allvanced

Encryption St g@%&@% @gg&refg@%%g% Fig%t@,rmg\jv ol Pl AEESSER0), Stpngar ds

Publ i cation 197, ene] p ional Tnstitute of "Standards and

Technol ogy) . 36viF; ryeridsr might §avy tegvar Surfdredspf Bier gieriing toftad kingihelisgrvist eps carri ed

out by the seryigeme,alck@¥itdiBovidtr ipassivehuhitl 1h8 udeF(RoiGR o AR tpit@Mhder sof tware)

the i n &1 at or et b REs R R A VST e Py Rt 1y SIS ocoss ot art o

when a useno cotieabirg saretaniptit @n Erporgediaier sooetunbérobapdr the werlfBils@o 7 FEB 2007

WO 2005/ 10714 I Y/ ; ; p 398). This
Lo %to r gglgfe?%{agl i e%@%@%‘tg&?ﬁsaﬁm&%%e%%{c%m&ﬁ '%hi .

corresponds with step ] ure he™ user's device,
out - of - band exEH&isge" warsnbeaf i sdarsdwerctsuyean 400% Mohe BerepEaISSY  provi des a
| evel of aut hegtrspgadit Sort-teh@intieRRatids REy, W iSREMoE Be ired whex (itpeywosay t hey

are. Once thi,s exchange is: ¢C | ete,. the user is fr a point in time
to contact the é“rewgc?glg%mfl%mﬁ)tgegg HeP ﬁ’ G%P%tc%nseé“.’ O%keeyfsﬁeg%%’e“rwc&oes cont act
t he host sébvi@abe uhidwhe iniptelmentation mgesatf perfect forward secrecy when re-key

operations take place, Figures 7 and 8.

The service offering generates a long-term encryption key pair for this user, in a
manner similar to the long-term encryption key-pair created by the user (step 402).
Exemplary mathematical calculations to create the service offering’s 10né-tenn encryption

20 'key pair are as follows (e.g., using a SPEKE method):

Pick A Long-Term Key Pair {e.g., by Service Provider) -
Pick Random b, 1 <b < g-1;
Calculate B = g°

25 If B = 1, keep choosing different b’s until B <> 1.

'i‘he value 'B' is the service offering's (service provider's) long-term public key (or
more generally, third public key), and the value 't is the service offering's long-term
private key (or, more generally, third private key).

30 In this example, the selected number ‘b’ is greater than 1 and less than the prime
number g — 1. Once the private key ‘b’ is selected and the public key ‘B” is generated, the
private key ‘b’ is stored securely, and the public key ‘B’ is eventually transmitted back to

the user so he can use it in his caloulations,
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arriving fromthe user's flow chart in Figure 6, the new user is verified
(step 400). Since a service provider mght have tens or hundrqg? €$ g@@{s
wanting to start using their service at any tinme, the service '%
passive until the user decides he wants to start the service. Even though
a shared secret has been exchanged this may nean very little, and 10 stale
shared secrets m ght even be purged after sone nunber of days if the user
fails to connect over that tine period. The arrival of the nmessage all ows
the service RyPyesHAPHsat0 find the new user and veri pgrtkaisomsghar ed secret
exists (step 400). In the nessage is the wuser's public short-term

aut hentication key, which is based on the shared secret (step 400). The -

nmessage al so Contﬂie@&v:&ehﬁfehﬁgfﬂso%ed@ﬂdﬁééﬁoﬁ-@ﬂﬁgmﬂﬂﬁtm@ﬂﬁéy&ﬁaﬁb&éﬁ dey (step
400), which 15 an be gﬁ 294)n t.he agrfegtatlgn to e perfect forward

secrecy when thees ?{%‘Ve"’“’d 0”%‘“3%% af)? tion o WE%S ¥8. The service

of feri ng genekadrisn ﬁethtﬂngeﬁl}ﬂﬁmthaﬁfmpﬂbﬂms k@)ﬁrenmng,a‘g),rthetshms user, in a
manner simlar tao. th n pair created by the user
(step 402). EXTRER E)rqangq?{x Stnf”ga 11¥<H g)algb%&é)ns to create the service

of fering' s51ong- tern1encrypt|on 20 key pair are as follows (e.g., using a
SPEKE met hod), Pi gy Agh, brviC Pebiferr OVi der) - Pick
Random b, 1 <b <g- g €ep choosi ng different
b's until Be 1. 'ﬁ%*%@@%@%lﬁyﬁiﬂﬁhe servi ce offerlng s (service
provider's) |ong-taamdeblktc key (or nore generally, third public key),
and the value' b' _is the service of ring's long-term private key (or,
nmore general |y, tH]rd15??€¥P§m¥%§Tm‘§ I'n this exanple, the selected number
"b'" is greater than | and Iess t han the prime nunber q - 1. Once the
private key "b'"ig,s ated t he
private key b zhe‘{ag?é’(tj éﬁr}qgﬁoqg agﬁgse{vﬁeprgM ﬁrggu?}i%&:%g is.eventual ly
transnmitted baﬁlenﬁcetlonﬂctydms&ene gsmraﬂxe f@&hpuhhtekey)s wﬂrﬁletwlse 'l tiaseticeons. 16 0 7
FEB 2007 VO ﬁf? QRb il hoftfelin %%99&6&%%{5@@%&&{19/ ifof pé»faerkeng al so
generates a short-term aut hentication pal r based t he shared secret
(step 404). LBlngI%m§ﬁWﬁP§ﬂmﬁﬁkﬁﬁpafthb Pﬂbﬂﬁﬁﬁpﬁmgﬁﬂkﬂwke& b eneration

net hod, exgnplwiy ké?ﬁ&lhh% AERtah& Sy* WAI evirtbally SelseifP todfifusdr tSdefilate Be Ger's o?xh e sane

assunpti ons f%raste key nd for x (as now applied to y) as bef ore)

The service offering then uses the public keys ‘A’ and X" received from the user,
and the private keys just calculated to generate a master key (step 406). By using both ‘A’
and ‘X’ together to generate the master key the encryption method provides perfect
20 - forward secrecy, To provide perfect forward secrecy, if desired, the implementation can
also use the private keys in the re-generation of subsequent keys during any re-key

sequenee. An exemplary master key calculation is as follows:

Calculate Master Key (e.g., by Service Provider)
25 ki =X ¢

k2 =AY

check that k1, k2 {=0, 1, or order(G)-1;

k = hash ( k1 || k2). '

30 Here, 'y is the service offering's short-term private encryption key (or, more
generally, fourth private key), and 'X' is the received short-term public encryption key of

the user (or, more generally, second public key). Also, b' is.the service offering's long-
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5 Pick A Short-Term Aut hentication Key Pair (e.g., by Service Provider)
Pick Randomy, 1 <y < g-1; Calculate Y =5sY; If Y =1, keep ch@cTSi[f%% )20[?7
until Y O1. 10 The value'Y' is the service-offering s (servic
provider's) public short-term authentication key (or, nore generally,
fourth public key), and the value 'y' is the service offering' s private
short-term aut hentication key (or, nore generally, fourth private key). In
this exanple, the selection of '"y' is between | and the prine nunber q - 1.
The 15 public key values "B and 'Y wll eventually be sent to the user
to generate tRg MWsREnSs OWN  master key. The servi ce mfrfcatmangistshen uses the
public keys "A' and 'X received fromthe user, and the private keys just
calculated to generate a naster key (step 406). By using both "A" and 'X
t oget her to gengrmivse el @r, et sererdigyhitdipavaerkey)y4pd Adi thereddived Igpe-bwn des per f ect

o o ook nerTallef Y GBI B6L (L SIYRIA pRAEGEY . | T des) 1o, he

i npl enment at i orf" e ener ation of
subsequent keys duFlerguaivyrepressitethe m@@dﬁé&@@‘m@ﬁb}’ thoserigt ‘&Wﬂwﬁ@t“é? key

cal cul ation i Sth@émtaQtﬂ&ﬂ!@teﬂ@%&b’&t@é@tmefmsm%tez(@y&nbcﬁb’dﬁﬁr vi ce Provider)
25 kI =XY; k2 = Ab; check tha or, qrder k = hash (

kI . 11 k2). 530ceneptig 43 befween hesomcr gad dhe “@rfﬂwﬂ‘gﬂ g m%t@f’%%rl vat e
encryption keym(efhliedmtmaé’ye‘kl’gwai’cﬁﬂtlhe)shorn‘-temu’ahﬁienﬁdfatlmate&) kdy)2’ (bagedion X' i s the

received short ter u ' f wbre generally,
second public f? i gnk%] “cryp%lgn eys) cg&g%a!ﬁé%g%eg ?‘Q&em{mﬁ(wvaul? 0 7 FEB 2007

WO 2005/ 107141km¢m@0®3 BOBELY Ghat thysprivig vilues are ngt 8yl qreqder(%r @hﬁ‘é‘ﬁ‘er ally,
third private K%Mﬂdmea@ﬂer&sak&m&t{aﬁ%@&ﬁgmé th@%sta@;cﬂwQMéult@fu@ncryptl on key

O o s Bk ot Loy BB PR RS o o1
same as the nasberYkeyhegaieunithiig phyiestchidd geseresultibkey vatesif 8 Thegpickan be used
for check will ensure that an attack is not being staged. If however the value of k1 or k2 (_loes
fall into one of these small subset groups the negotiation for a key can be aborted (step '
410).
15 If a subset attack is not detected, the master key ‘k’ can be used by the service
offering to test the key confirmation value sent by the user (step 416). One method for
generating a key confirmation value is to hash the key with a known string such as the
bytes in the public.key “B”. An exemplary calculation to test the string (key confirmation
value) would be:
20
Test Key Confirmation Value
hp = hash (k || bytes of public key “B”).

The service offering would then transmit the test string to the usex so thatitcan
25  verify that the master key generated by the user matches the master key created by the
s.ervice offering. The service offering then sends the long-term public encry'fption key ‘B’,
the short-term public authentication key “Y” (o, fourth public key) and the verification
string hg to the user (step 414).
Onge the user has generated its own master key ‘k’ it sends back a final key -
30 confirmation value to ensure the service offering knows that everything has worked
' correctly (C). This final step (C) is shown in Figure 7 as an input to the service offering at
step 416, If the key confirmation value was calculated based upon 'A’ and sent to the
service offering (step 416), then this is what the test looks for (step 418). 1fthe key
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5 encrypting data between the service and the user. The value "k' is a
conbi nation of the internediate keys 'kl' (based on the short- tﬁ 0l
aut henti cati on keys) and 'k2' (based on the |ong- termencryptl (o] }i&@s%ﬂ
check can be made on the internediate key values of klI' and k2 at step 408
to verify that these two values are not O, 1 or order(G-1; otherwise it
could nean there is a security attack being attenpted. This attack would
result if the 10 key were being forced into a small subset of total

possi bl e keysvo doésisbthf attacker sends an X = 0 or Y perRadid@og@Mruni cati ng
parties could get a resulting key value of 0. This quick check will ensure
that an attack is not being staged. |If however the value of kIl or k2 does
fall into oneoffmidasuedd dot ﬁﬂhﬁ%e@c@&%e&ﬂé@p&ﬁﬁﬁls'aﬁ&r!e@@teﬁ @10) a key can be

aborted (ste 5 | sub ck is t.ect ed, mast er key
'k' can be ug%ﬁ %fiyc?rf{%rng@wiﬁ‘éeésm%ﬁﬁ?@g é f‘sém‘feggmat‘ﬂgmf?e“ﬁ‘yﬂ?w mati on val ue
sent by the usésccirsti@pcofbbiicationgaiinetsia(ebpfizn). generating a key confirmation
value-is to hash the key with a known string such as the bytes in the
public .key "B". An exenplary calculation to test the string (key
confirmati ®n TheAekeey Data Klow fequer2® Test Key Confirmation Value he = hash (k
11 bytes of publi Y o wﬂ{ﬂ transmt the
test string to thglgﬁggt}sasﬁo&ﬂo‘;%glrﬁﬁgan 235511{}32453{&?59 tﬂ%%mﬂéster key
generat ed by Viffén e8wprekferadekey Sﬁ%@“’?r‘éi%"f‘é%‘*ﬂ?@f}“gcﬁﬂ &ey ip{pe enysonmsal vi ce

of fering. Theilgsbid @Figafes €Rians. tmli}r@ﬁﬂﬂﬂluhtl‘h&sh\@ﬂﬁln}&rueﬂlé)t\i@lbhé: encryption
key "B, the short- term u‘é“lﬂ?ﬁ‘ﬁ phhentlca fourth public

key) and the \F&PIYRIOPKE apefighong eEf%%F"“{"’é‘f?ﬁre‘&lZ&em‘ﬁeﬁe the user
has gener dbedstirts s:hexmhmmw oMWex'vicé offehnmmdrsa x’ma'(kky a désireiak rehpﬁged 30
confirmation I <nows t everything has
wor ked corrego'?:lh;ls (‘ gplg‘%lﬁwﬁﬁfsﬁg Se?v c&%m“ er Fa eln—£ Slfné % as an i nput
to the servi cexpisy firaeri Howeyer, thee erpmmny@thewayﬁ thecdceyhcm(knﬁmh@preon val ue was

cal cul ated bag&@a@p%eeserﬁ@m&&tmf@lsk,ﬁ@foﬁﬁm g%afs&%;éeﬂ&e gp 416), then
this is what tThe test |ooks for FEB 2007 WD
2005/ 107141 Peare Ean H65r0es s bep %ﬁﬂ%ﬁc%ﬁld\ﬁéﬁpweévégﬂwwrﬁﬁ%h the

expect ed vial ugmhibRr mpears@.tah@nkdyss daéixecrctre@u&@t@@a A3 methbd, nétBRekay

g(r)]g]; Ithrrg'([jl on Mle ongma'l sﬁlarré?secret cantbe used to generateahe nev[rTEd that a f U| | two- Way

As shown in the example of F1gu;e 8 a re-key request is received by the user, or
the user decides to cut a new key (step 430). Of course, step 430 could be executed by the
service provider instead of the user. The user software generates a new shori-term

20  encryption key (step 432). An f:xemplary mathematical calculation is based on SPEKE

and uses the same sequence as shown before;

Pick A New Short-Term Encryption Key Pair (e.g., by User) .
Pick Random x, 1l <x<g-1;

25 Calculate X = g*;
If X = 1, keep choosing x’s until X <> 1.

Here, 'x' is a "new" value generated for the user's short-term private encryption -
key. The value 'x' can be referred to either as an "encryption” key or as an
30 "authentication" key (as was doné previously) because the value 'x' contributes to both
aspects. In this ex_ampie, the selection of ‘x’ is between 1 and the prime number q - 1.
The user software then sends the newly generated public key value ‘X to the service

provider 434. This step proceeds to (D) where the service provider receives the value and
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and secure data communi cation path exists (step 422). 5 The Re-Key Data

Fl ow Sequence Figure 8 is a data flow di agram show ng exenpl ary tﬁ?@ 2007
within the user (e.g., wthin software) for a re-key seguence

regenerating another key in the environnent illustrated in Figures 1, 2
and 3. This procedure illustrates the utility of using the long- term
encryption key to enable the inplenentation of perfect forward secrecy. The
process 10 starts when either the user or the service offering decide a new
key is desired or required. For this exanple we will assune the host
(service pr OVl.v@%u%]noiyﬁz runni ng an encryption key expctiyazbdsiders However,
there are many ot her ways the encryption key m ght be re- generated. The
user mght decide that it is tinme for a new key, the user or service m ght
have fears thqobrfmmmﬂalatbaﬁulhﬁﬁm Step YD) gakieDinBiFighek aainpht dehesevicae the current
key value. 15 What ver. case, a new key is desired or required, and a
uni que net hod, PrYS ers ase Com lt’f"ne original shared secret, can be used to
generate the new k@ywthAsﬁr‘sdqowndf&rhaSthaepléwam@lcn\fltmﬁ‘gﬁlr@)®0‘@lﬁe key request
i s received byFléu!Pee) ¥RRins agﬁilmhmpﬂﬁc,eénctgﬁﬁh (5 Sy (@iscabtbd ﬁﬂ@%okv?%ttl( step 430).
O course, step 430 coul d be executed service prowé% i nst ead of

the user. The afseronSpriiciypiee ewafcatioady 3‘3 H@WE% Hotte b BB ERt ypti on key
(step 432). Arriguer aispoiiEthd 18 Rtabe &) us€id Rivlcapoaier's ewbuSied wiinth&PEKE  and

uses the sane sequenc ri--Term Encrypti on
Key Pair (e.g.>b eprf’fs%f Cﬁdedgnwﬂapn ﬁ key!fcieateamafér%{g(ﬂ%a ulate X = g'; If

X =1, keep ch@mmwd@PﬁK%calmmwlns, j 4 @tample Heyr wsing bo&hthﬁ existing' ‘Beawd thgatwie gener at ed

for the user’s«shglfe !o%emaertﬂevc@} fe %ﬁ%yﬁmemm caksrxmeTlm@eaaﬁau&l ofX' can be
referred to either as an l%%c@“ on or as,an 30 henti cati on" key

(as was dort® presfst Bprerdscorséc foryaad ngﬁxéan‘s?-acb&&ffﬁ‘tbﬁaEfﬁP% etdh$ bot h
aspects. | n théxgsstisgeanipk @e nd T8 Ge€basegitoh A oinal shared ScriginivbesxisingdBist he pri ne

nunber q - |. _The user oft en { d public key
value X to th& bglgerv\V/l?l(:ﬂéenewr ovoceaieq Y ey‘f‘ﬁtdlmn{’ bp‘%\lgrn ghgggg of (D) where the

service provi dédditoadli tb@%lsméB kay weame mghﬂumﬁm%owated\mhM5 1107141

PCT/ CA2005/ 0006 {fhaPfirE 64, @;ﬂfiantah@lé}ﬁkate%érﬁwuéérltﬁhﬂ&lgu@ﬁyepgssés@d theS taken into

Fi gure 9 as |n ut- on the service rovi der. side onnecti on.
g Ehaxed secret, would have been able Ft)o have the pnvate key ‘b saved to d1s(i( q”gxs % seen

more clearly in the exemplary re-key mathematical calculation to create a new master key
‘k’ :

Calculate Master Key (e.g., by User)
20 k=Y

k2=B%

check that k1, k2 1=0, 1, or order(G)-1;

k=hash (k1 || k2).

23 Here, 'x' is the user's new short-term private encryption key, and 'Y" is the new
received short-term public encryption key generated by the service provider. The value 'a’
is the user's existing long-term private encryption key, and 'B' is the service provider's
existing long-term public encryption key.

The value ‘k’ represents the new master key that can be used for encrypting data

30  between the user and the service provider. The value ‘k’ is a combination of the
intermediate keys k1’ (based on the short-term encryption key) and ‘k2’ (based on the
long-term encryption keys). A check can be made on the.intermediate key values of k1
and k2 (step 442) to verify that these two values are not b, 1 or order(G)-1; otherwise or it

20



Once the service provider has conpl eted those calculations wwth (D) shown
in Figure 9, it returns a simlar new public encryption key 'Y [g? ?Egs%ﬁ?
further below) with 5 a key confirmation value for verification

user (E). This is shown as input (E) in Figure 8 At this point the user is
able to use the service provider's new 'Y Kkey with the service provider's
ol der long-termpublic 'B key to create a naster key foll ovm' ng advanced
SPEKE cal cul ations, for exanple. By using both the existing 'B and the new
"Y' together §g.@enshate the key, the encryption neth ?I can provide

i npl enentation of 10 perfect forward secrecy. Per f ect WQRIZ{? %ecrecy can
be achi eved because neither the existing 'B nor the new 'Y are based on

t he origi nal sharedn 886 QL i ned th the new
'Y to creat ekf‘ﬁé&g k Sno%w%??%a%?ﬁmﬁég%ﬁedd& gsrtlep ﬁ% I%r]:l(évﬂ’?)r f&”ﬁl@@w

Addi tional ly, B thegg.gm éPhsPt@“@dhwe@Flamh@rammarﬁel cation
generated wt hbottb‘da(steprcmgl naI shared secret. Only an authenticated service

user, that origi n:i\tl SR Esse Il 5 shared secret, would have been able
to have the privat easﬁs K s 23\ etgetedy thy pefomasterkey K gandie used tordest e kevear | y i n
the exenpl &r ycqnémh@ewMBMMtthecsaMceaﬂfmg(aémwprdvmmﬁs%ﬁ&vﬁ] Astfg mast er key

G 1o 1 o Vo gfe “‘Zﬂ“’“@ﬁ*“%a’%@’%‘@i gl oo e PR kg ' e s &
new short -t er Fiipglike enoé thy prbliokeyloéYA”. dhakiphoach for taimlatienn key ecei ved

short -t er m publnfifnB8VaPbdn BB hK S REV: s rovider. The
value'a" is tf}lg user's existi nge oﬂgﬁt t?q %e%gftgg%ancgra§§{{$on key, and 'B

is the servic& FW?W@PE@“@EF%‘P]FW bet MavTecctved (Wemt4B), fhe kericasyoped bivekey. The

val ue ' k' IIOeptxmelr(tta:450)9Aﬂ@iﬂozﬁ&ﬂ&?&oﬂﬁﬁ&hbﬁﬁﬁm@@tﬂdﬁ@m%ﬁgmgﬁ th%”cryp“ ng .
' 1s a

data 30 bet w&%{aﬁ aga(% user al g | Em@g ervice provi eg The va
conbi nation o t BFRBYF A" BR7es atfepp ‘tﬂ?i%“é‘ﬂ %%ﬁée@ﬁ*&?ﬁﬁ term
encryption kefial kaxdofifndtibmeb uging hhmastdr Bsyok’ t(sea’pmsz;nmemaj: tRBmieeHs) - A check
verify that t el el 6l FERL B AL R B S aR! coblrmpfi v HovtatigRt s or 1t 20
0 7 FEB 2007 GNoBmosy Tompde ars@m@am@@ma@ﬁit&nmuk thedreiin hbeee S a
security at a€dﬁwbxel(m 489)! Biily @ Shott TR of thad therd & aBPMRY G FiIE Nl ye Of
that were previously transmitted could arrive in. During this period of several minutes the
old key is kept and tried if decryption errors occur (step 456).
Tuming now to Figure 9 this represents a data flow diagram of exemplary steps
within the service provider for a re-key sequence when regenerating another key in the
20 environment illustrated in Figures 1, 2 and 3, This procedure shows the utility of using the
long-term encryption key in conjunction with the short-term encryption key for
implementing perfect forward secrecy. In this embodiment we have assumed the nser has
started the process and has already created a new short-term encryption (or authentication)
key pair as shown iq Figure 8. The arrival of the short-term public encryption key ‘X’ is
25  shown as input (D). The public key is received and the user’s configuration information is
recalled and checked (step 460). The service offering then generates a new short-term
encryption key pair for use over the next segment of time (step 462). Exemplary
mathematics to create a new short-term encryption key is similar to what has been shown
before, except the shared secret 's' is not used.
30
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kl or k2 does fall into one of these small subset groups the negotiation
for a key can be aborted (step 444). If a subset attack is not detected
the new master key 'k' can be used to test the key 5 confirmatibn F&Budld?
sent by the service offering (service provider) as shown at step 446. One
met hod for generating a key confirmation value is to hash the key with a
known string |like the bytes of the public key of A'. The approach for
calculating .a. key confirmation value can be the same as previously
described. If the calculated key confirmation value does not nmatch what
was received (ste , the key is assuned to be 10 step 450)..
An incorrect k zﬁgﬁégination val ue woul d nean t hat gbﬁg%@%ﬁ@?ﬁe- m ddl e
attack, or sone other attack is being attenpted. O herw se the user
generates a final dgy, GANHoF b RBer¥lol Rep'Shin\dol BSFRSISEvidedY ' k' (Step
452). The key confiTnation valué 1S Sent to the service provider (step
454) as a final corfifRaomdnt <vs9dhown at point (F) in Figure 8. Then
after a short pausecadb@eyew:encrypti on key is used within the user 15
software (step 456)...Dyr,i ng,a shor er i f.time there is also a w ndow
wher e nessages thaI Y\%grké% pp%(’\?‘ln%fjmsuﬁoy %Srugﬁgfmgtlt‘ed could arrive in. During
this period dof several minutes the old key is kept and tried if decryption
errors occur (step fafexanht! Mé RRBoRAWE 4 s Sebvibb Land b Piirfie LBRESSEN R @ dat a

fl ow di agram of exenplary steps wthin the service provider for a re-key

&I L €D
sequence when r@§&neatviRgalbRssens o theder fogerersle appstenkey SR fERt i1l ustrated in
Figures 1, 2 and 3. Afldnpiskindfa@ew eHoft@end R@yyptidnikey pair] d nhaktyr kof isysien@d bhe
| ong-term encryption key.in.canjunct,l with the. .short-term.encryption key
for® i mpl ement | Reper vt PR PR b oo oGt M B M have
assuned t he 10segenérawt valse ‘gl By dsivg oty Abwd € tagetbir heasnertartbdety, ter eat ed a new:
short-term encrypih@inbddd pRRHBSRIHGRE iR secltB ﬁ&%émp@a%lﬁ&%% in Figure 8.
The arrival of thé short-term public encryption key™ 'S Zg shown as
i nput (D). The fAMRYoRisePles: r ecei ved and the user’s configuration
information is recalled and checked (step 460). The service offering then

generates a nem/shob&a} [ ase &GS t%ogﬂ%g x@ﬁﬁ@ for use over the next
segnent of tine (step—Ag%gi—%&eﬁ%§%r§——ﬂ3¥%Eﬂﬁ%}cs to create a new
short-term ddcrypti biFr®ey is simlar to what has been shown before, except
t he shared secret'si;dgh.not used. 30 21 D 7 FEB 2007 WD 2005/107141
ggcsggog%s:)ggr?? Plchcéé(tétk\flv& ggaolfgro;l('grr(é?_ll;fncryptl on Key Pair (e.g., by

* k=hash (k1] k2).

20 Here, 'y' is the service provider's new short-term private encryption key, and X' is
the new received short-term public encryptioﬁ key generated by the user. The value'b'is
the service provider's existing long-term private encryption key, and 'A' is the user's
existing long-term public encryption key. '

The value &’ represents the master key for the service offering (step 464), This

25  will be used for encrypting all data between the service offering and the uvser. The value
‘K’ is a combination of the intermediate keys ‘k1’ (based on the new short-term eﬂcryption
keys) and ‘k2’ (based on the long-term encryption keys), The calculation of °k’ is not -
directly dependent on the original shared secret ‘s”, but the values ‘A’ and ‘b’ carry some
of the authentication originally provided by *s’. A-check can be made on the intermediate

30 key values of k1 and k2 (step 466) to verify that these two values are not 0, 1 or order(G)-
1; otherwise it could mean there is a security attack being attempted. Ifk1 or k2 do fall

into one of these small subset groups the negotiation for a key can be aborted (step 468).
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Pick Randomy, 1 <y < g-1; Calculate Y = gY; If Y =1, keep choosing
randomy's until Yo 1. 5 In this exanple, the selection of |s beh8

1 and the prine nunber q - 1. The value 'Y wll eventually b

user to generate a master key (step 472). After picking a nEMIShOFt term
encryption key pair, a master key is generated by the service provider
using the value 'X that was just received fromthe user and the newy 10
generated value 'y'. By using both "A' and 'X together to generate the
key, the engyyRbshenanmet hod provides for perfect forpeacgzessmorsacy. An

exenpl ary master key calculation is as follomsz Cal cul ate Master Key
(e.g., by Service Provider) 15 k1=XY; k2 = A"; check that kI, k2 '=0, 1,

or order(Q-1; i?asudaaadihcl(ishotldétedﬁ)me&Q;teH&mq’ canybeuteatdtbsemseéyw ce provider'
new short-termprivate encr ryt}%t i on new.recei ved

short -t er m peABfEmEtion RN 5, bY If@i’/“’ﬁcg‘?é?ga@g’am@y qnﬁ'é’etﬁ%dgf’r ERFENG) ue' b i s

the service Wyawﬁﬁﬁitioﬁveﬁiehﬁb hayy the Beygritherknowarstrivalile trbytey jntthegnblicey, and ' A

is the user’ £XJ St e value 'k’
represents tEeé’ ﬁaé% ?’%Ell fglfml orécaglgrg%}fngaer%g é%te%‘gm Jéﬁged -Er This 25
will be u§edseﬁ'\¢ueof:fﬂmlgwpttlﬁimawwﬁmwbmmuhlhenmhm@é‘%faﬁ@h@ ng and t he
user. The Vakg, Qonfirfiatioh Fald hf &R &&@;t@t@mvgf m@eangfato@fh@w b kews ' kl' (based
on the new short-termencryption eys) 12" (based on the long-term
encryption kéﬁb’sﬁ)’ﬂﬁﬂvﬁ@néﬁwf’diﬁhﬁw%II‘FaIerrb‘R‘(E)ll%F‘ﬁﬁig directly dependent on the

original shared mﬁétﬁ&useﬁmgebﬁitedlﬁﬂwﬂﬁlwﬁey‘IA 1t@ﬂdibadkaﬁfz‘aarké)y some of the
aut henti cati on ori de on the

|1
i nt er medi at e *4% 8| %"ﬂ%@p"ﬁ%T(ﬁe”};fﬁa%?{'fgt“?fv%%atfé%’?m{‘% a@%’?’ik% that these two

val ues arg nebmetly (dtepo54 of Rigurd &pps shdwn a(}r)e‘m; fel step aB) ik chomeaFigurdre is a
security att aCk beétngﬁ%ér%gerg%{eg%(st%nﬂ Y. quﬁe l{égcogﬁ)mjaa%x valu Q&s%alglﬁ? dOf these

smal | subset ? € nego can orted (step 468).
22 D 7 FEB 20‘@1A' m@madﬁwga&emmrmmnmmtmteﬁlogisﬁofgre!ﬁtepattack i's not

detected, tNg;ABRR NS fimEtion e Bs M RRCH b dkfidled VAR ﬂk}a%}ﬁeratlon is

abbrted (step 478). Ifthe key confirmation value verifies, then it is assumed that a full

15  two-way encrypted and secure data communication path exists (step 430). Tl{e server
keeps the previous key for several mjnﬁtes juét in cage packets were on route during this
new key generation stage (step 480).
The above-described approaéh can be modified to utilize other exemplary
caloulations for generation (e.g., over-the-air) of secure keys. For example, a user (e.g., 2

20  mobile station such as mobile stations 30 or 32) and a service provider (e.g., 2 host system
such as host systems 20 or 22) can first share a small secret Key (e.g., cryptographically
weak secret key), obtained throuéh out-of-band methods such as those previously
described, and then bootstrap to a larger cryptographically strong key. The bootstrapping
is done in such a way that online and offline dictionary attacks are prevented.

25 For example, the exemplary protocols described below can allow the user (e.g.,
mobile station) and the service p'rovider (e.g., host system) to negotiate cryptographic keys
over the air, which is z;ssumed to be an ingecure channel. In this example, the first
protocol is for the initial key exchange, and the second is for key regeneration (re-keying).

According to one example, the first protocol runs the SPEKE and Diffie-Hetiman

30  (DH) key exchange protocols in parallel. The resulting master key is a combination of the
keys generated by the SPEKE and DH protocols. SPEKE combines a small shared secret
with the DH key agreement protocol to negotiate a shared key, in such a way that
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confirmation value sent by the service offering (step 470). One nethod for
.generating a key confirmation value is to hash the key with a g Fg 7
string like the bytes in the public key "B" (step 470). This calcu Bigm
can be simlar to those already described. The 5 service offering would
then transmit its new short-term public encryption key "Y' and the key
confirmati on value hB to the user (step 472); This transfer of the key

val ues and the key confirmation value is shown at transfer box (E) in
Figure 9. Once the user has generated its own naster key k', it sends back
a final key confirmation value to ensure the servi knows t hat
ever yt hi ng haf #6¥REH 10 correctly (step 454 of Flgﬁﬁgggkgggﬂghomn at (F).
This final step at (F) is shown in Flgure 9 as an input to the service

Of fer!Ng (St eRefyedd m ofrine'ilorf e g E&fﬁ&?ﬁ gtt%p&a@esmas@a&mm ed for'A

and sent to t service er mg hen this is what the test
| ooks for (st & keyageyment Witk fresme @%@)WF‘F% mati on val ue does not nmatch the

expected val ue t ha:hoda@m{nb@m is$he mm@eM@mQZ%stdné ketyh@reéﬁeyt
confirmation chn ver | f t hen 1 t wo- way

encrypt ed and® KROWg 1t aétoréﬁﬁ’fﬁngfﬁ?’lvgﬁmb" ?tﬁsqg"gm%"teés d(escf‘%c % ° The server
keeps the i evlliptisCixe\Cripagrapprbg Datankérsoutle dlepassst anil . \Gagane ﬁm«ws were on

route duri ng B go. NI, K3, 46 %Esi:t@gonﬁ)rf@ﬂ‘?efér&fcoelghéég).ucor%}ﬁe@bove descri bed

approach can b t'o ut i ze ot her exe %1 cal cul atl ons for
gener at i on (ehgfembbR?@Feﬂ‘teﬁ‘ﬁ-“&lPWP056Pfd§’§@ﬁtFa€“ “er‘iﬂéi wRAErEe & yser (e. g.,
a 20 nmobile s)rgjslt@mqwch as nobile stations 30 or 32) and a service

provi der (e.g., a host st ch 0 S 0.0r, . 22) can first
share a snal | secrBf*REY (@ ent%b"%g‘f’%isﬁtr@%ﬁe% E‘y g ot OnAféidst’er‘g% Tt key),
obt ai ned t % owgdvidedor-hodt sﬁa@mﬁcmﬁmm@dﬁﬂsmmcrmosvwapp@m ously descri bed,

and then bootstrapgt qaiﬁutéggkg&lbmﬁg&&gggraphl cally st rong key. The
bootstrapping is done 1 n such Fﬁﬂy that online and offline dictionary

attacks are prevenf&a:- 325111?1&91*’“‘@‘%(‘5’ sesuchgap e NIST (Matigna) Ingfjinis f Spd&fescri bed
bel ow can al |l ow t hgd m&;ﬁﬁolc(g?) afproved mlbltkaﬁdoﬁieﬂtph@ﬁ}veafbﬁﬂ Riiclsaivweihee provi der

(e.qg, host syst em%?gagt urrg | sae% Fedliht ﬁlo%l%rolc&.51%?/andar€s\i’e£1%catag air, which ' S

assunmed to be an i anne rst prot ocol is
for the inilfial ke&DxBukﬁmﬁg@Stamau@%" ‘o 23r800, Apfeodix kéogatedaener at i on

(re-keying). Accor ﬁepr),gsrér@st mpuﬁmimﬁm/ﬁﬁs% i/ﬁ;kﬁs%a%ﬂga%@b runs the SPEKE
and D ffie-Hell man exc an%*gmflrot ocols in rgar ‘allel. The

resul ting master kﬁya’f‘%l’"ﬁ‘t?,fmtﬁe&frf‘tﬁ“r?s e ERR0IPge A¥f 4t ed by the SPEKE
and DH protocol s. SPEKmeenmBiiiesuree sda ultiphtaioadvisecrisbe scaldrinl R e DH key
gg(r)(?aerrent pr ot ocol pomqonggg jgte a shared key, in such a way that 23 0 7 FEB

20 R=(xmod 2[51) + ?Jﬂ - where x is the integer representation of the x-
coordinate of the elliptic curve point R, and f'is the bit length of # (i.e.,
[ =|log, r|+1). '
The user 100 and host system 102 agree to use the above-noted parameters, or
other suitable parameters, which can be either publicly known or privats parameters, All
25  mathematical operations can be done in the group E(F,), except that some MQV

operations can be done in Z, (where Z, refers to integers modulo 1).

Initial Key Exchange

As noted above, the first exemplary protocol utilizes SPEKE and DH together for initial
30 - key exchange. In describing the example below, reference will be made to the previously

described flow chart of Figure 4, which illustrates exemplary process steps where a user

100 (c.g., mobile station) is the initiator of data exchange. Of course, Figure 5 is Bkewise

24



WO 2005/ 107141 PCT/ CA2005/ 000676 precludes an offline dictionary attack.
Specifically, SPEKE replaces the base point of the DH key agre@ge?}zsv%gl?
the smal|l shared secret. The second protocol is the MY techni(q
(Menezes- Qu- Vanst one key agreenent schene) known in the art. An exenplary
version of this technique is described in Guide to 5 Elliptic Curve

Crypt ography by D. Hankerson, A. Menezes, and S. Vanstone (New York:
Springer-Verlag, 2004); the MY discussion of this reference is hereby

i ncorporated wheiRiddRy reference for the purpose of pepaposhbiatki Ng the
general ly known state of the art of this technique. In exenplary

i npl enentations, the user 100 (e.g., nobile station) and service 10
E rovi der N (or t fh@;fa;cabﬁa(armmuﬁams &Qxﬂﬁl@ry grh@ssfsfebé »ﬂiéle@gerﬁﬁé’ﬂ?&‘ﬂﬁi/(%tgemspar aneters:
g-- afini

orde q) an elliptic curve over Fq,
such as the NISW“%%%?‘B‘HQP“’ITE@T?"PW@ éfs°gle§?‘ﬁffb?fa8’§tep%l‘??&dﬁﬂée‘}’ﬂﬁrd?@§y) appr oved

512 bit randomr&t ddsq@ibed: curve over Fq, whi ch curve has a cofactor of one
(see Federal Inforpation Processin and "Digital

§ gnat ur e o1 andar 1T 15eg S 7R, § a5t SR 0RAR sEop el

ht t p: / / csr e? nissteng 2 /cpnisk mauﬁabhsvpfqapjsﬁdiuapseﬂc&ay 2dséribpd 4B 6 xatbdnangel pdo; P
-- any point gf, %ra&%%é&ét sﬂaréﬂt‘ eP&a (a3 ha BibdiBeBhfer i XR

e i

-- represents e Iccurve sca ar t |ca|on ere X Is the scalar
and Ris a point ugge () (e- gaﬁﬂbﬂe“ﬁt@i@@E 3 b’%eﬁefif&a lopgitepkeg paitidten - where x
i s the integer{gpRHfks L%&mmertahﬂmx 1€2R1 qhd‘s@tcﬁcmtmgla& a@lgémﬂ%l C curve
point RR and f is the é-iﬁ j =+l The user 100
and host syst e‘i‘r‘f"fﬁ‘?laéﬁ}ﬂg%l‘cﬁ?“ §’ er?‘h’éﬂ’ﬁ (/sel‘”ﬁéﬁ[“é Eﬁf‘a‘ﬁﬁ@f g‘is‘spm'%? ot her

sui t abl e paoanedrnss thamsers ﬁbngaaﬂnbﬁaheke@hmﬁrsmiblﬁdk@)yankﬂam 04 as[destribad e

par anet ers. oper.ati.ons e in th roup E(FF),
except that sonﬁver\/%{‘)‘sbmérax op(rigmgél&rst}ong&eonﬁ@u& Ry %e r%?deus p% fefs to

i nt eger s nodul @uve)yalculdting. t The hseKEW (Ex olvbibptatidn Gamdteeebcmbbv@xe atamaAfl rst

exenpl ary prot ocol ngankeaé§§shﬁﬁﬁﬁﬁkeg@% @s{;fo@% R&F 100Qkn dr 'c&ka&me 30 key

exchange. In describrng the exa ow, erence W made to the
previously dederd tset sftp bwlﬁfﬁ&ﬁf s nd tiispginkean be dgpqtedis 54 Fheser strdienexenpl ary

process stqps. vheke raadd@ﬁmnberwahe(r@ @<n 1, MARL @cmtaxh&s)(eimpﬁc bt sbalie t § @t or  of
data exchange. m%tphcatlon) eI'hfa quag ut)rf E 1s§he user’ sl Sh(lJ(l't term pnvate key (or second private key) ‘
of the short term key pair (also called its short term authentication key pair), and X is the
user's short term public key (or second public key).
The user 100 can then send (step 110) the second public key X and the first public
20 - key A to the host system 102 along with first auxiliary data (Aux Data p'). As discussed
further bélow, the first auxiliary data will be used in generating a key confirmation vahie.
The first auxiliary data can be essentially any data strling such as a random data string, 01; it
can be other useful data, such as device configuration information that can be used by the
host system in configuring one or more devices at the host system's end. Its size is agreed
25  upon in advance by the communicating parties.
‘The host system 102 receives the long term and short term public keys of the user
100 and recalls the shared secret s (step 112). The host system can generate its own long
term key pair (step 114) by picking a random number &, where 1<b?r-1 and by calculating
B = bP (elliptic curve scalar multiplication), where b is the host system's long texm private
30  key (or third private key), B is the host system's long term public key (or third public key),
and P and r are as described above. Thus, in this example, the host system's long term
public key is also generated using an elliptic curve calculation. The host system 102 can

then securely store & and B. Of course, various steps can occur in'any suitable order, e.g.,

25



24 0 7 FEB 2007 WD 2005/107141 PCT/ CA2005/ 000676 applicable, mhich
illustrates exenplary process steps where a service provider ?‘Wéﬁﬁégﬁﬂ
systen) is the initiator of data exchange. Al so, the exenplary step

not occur in the order described. To generate and exchange a shared secret
(step 104), the user 100 and the host 5 system 102 can use any suitable
approach such as previously described above. Either party can generate the
secret and share it with the other via an out-of-band comunication. The
user 100 (e.g., nobile station 30 or 32) can generate a long termkey pair
(step 108) by Rickinp a random nunber a where | <a<ftprficaidfooby calculatlng
A = aP (elliptic curve scalar multiplication), where a |s the user's | ong
termprivate key (or first private 10 key), Ais the.user's long term

public key (Onudfibd @steﬂ by cﬁl&l&fﬁ}éhong ?eﬂmq pibEARR pﬁva@erk@ysaﬁor@@&kanléﬁﬂ/ above.

Thus, in this exanple, the user's ong termpublic key is generated using
an el liptic @H‘?l\?éeyd%fP’(?m‘%tﬁi%‘ﬁhe“ﬁﬁé user 100 (e.g., mobile station) can
then securely storme gaosRitdis fort e Bpeir @lep 114D, Shedbosybteh eafirk eppvapialier (st ep
108), the user, 100 can fir.st r .0 fooP0I Nt on
E(Fgq), and th|"“'ts“mfcgios|‘:‘mr Stoaﬁo%tonggpr‘%g dgm%al@ﬁ%c&tpgﬁe&%gd}ggcgﬁwt en 15 choose a
random nunbier aed thetmstsgstdm K% ane operatipgial framgwork ! shared paangtesytie a1 109 pt i ¢ curve

scal ar nul ti p'dn@ﬁasésg&ém thJ&hgéaaasthaMlu&uém %@ﬁost&ymaﬁm&@hms@rl vate key
(or second private he short term gxg‘g& (also called its short
u

t erm aut hent i ca&ﬂdﬁ‘ﬂ“%@‘s?ﬂbﬂl“?‘) Ly grfeand cansaleyipfe ”‘§“°s°ﬂla’? F2er m publ i ¢ key
(or second put}h&lﬁplxk@yﬂ) THelyBantit§ @ fs tHe(0st eatams it (8@ pdvalektycfor bi®) t he second

public key X and t ub 102 al ong
wWith first aux;mvat ey) C{J tt{e shot‘tg%fn hcé %31{ égo ba%gd sf'xcg-l téx%ﬁgtgegéan@é%ﬁaﬂ bel ow, the
first auxi IIDara,ndd'aﬁtthﬁl\thSYsteméS@gwpwllgbqyé?fé?%g“back@@y confirmation val ue.

The first auxiliar medﬁéteysfeﬁriomnﬁmeﬁm@{slew ¥m@%¥@y§&ﬂkﬂ?ﬁs@t¢@h as a
random data strin

can_be ot he devi ce
configuration FSH‘Bg}"H%FF ?lﬁ?ﬁtf"ﬁﬁd SEYHe “E}é‘ YStS@f ttaﬁgsmﬁ%%"\%ﬁ&%sjgﬁlﬁ &in
configuring onae&ulovﬁﬁgﬁmdﬁary@eﬂam the host systemis end. Its size is
agreed 25 upon in advance by the comrunicating parties. The host system
102 receives the Iong termand short tern} public keys of the user 100 and
recal | s thd3shistlke Bistem): The host system can generate its
own long term keykpaj.;gc (step 114) by pi cking a random number b, where
1<b<r-1 and by cal ﬁtul ing B =DbP (elliptic curve scalar nultiplication),
where b is the host™ tem s long termprivate 30 key (or third private
key), B is the hostifigy$iled thenls@dhg= tawiomnpubir ¢ key (or third public key),

if Iy = 0, 1, -1, then set k2= random number, and
20 (%, fegong) = SHA-512(k; || k2).

In the last of the above-noted steps, SHA-512 refers to the 512 bit "secure hash algorithm"
that ié known to those of ordinary skill in the art, and '||' is an agreed upon concatentation
function (see Federal Information Processing Standards Publication 180-2, "Secure Hash

25  Standard", Aug. 1, 2002, located at http://csre.nist.gov/publications/fips/fips180-2/fips180-
2withchangenotice.pdf). Of course, other secure hash algorithms known in the art, spch as
those that utilize a different number of bits could also be used. The reference to (%, keous)
means the first half of the result (first 256 bits) from the SHA-512 calculation is the
calculated master secret key k, and the second half of the result (second 256 bits) is a

30 quantity Koy that will be used in calculating the host system's key confirmation value Ay
(or test string) as discussed below. The steps at which k1 and k2 are tested to check
whether either of them is'equal to 0, 1 or -1 is similar to the check made at step 314 of

Figure 6 discussed previously to test whether there is a possible attack being staged. If the
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and P and r are as descri bed above. Thus, in this exanple, the host
system's long term public key is al so generated using an ellipt%qfﬁﬁﬁy?MN
cal cul ati on. The host system 102 can then securely store b and

course, various steps can occur in any suitable order, e.g., 25 D 7 FEB
2007 WD 20051107141 PCT/ CA2005/ 000676 the host systemcan calculate its

|l ong term public and private keys prior to receiving any public key
information fromthe user 100. To generate its short termkey pair (step
114), the host systemcan first convert the shared secret s to a point on
E(Fj, and thi%e P8¥8t4can be denoted as S. Since the YIEAXIIP™5 and t he
host system 102 are operating in franework of shared paraneters, the user

100 and host system 102 bothﬁ%gnerate t he sane value for_ S. The host system
can then choo®8dition is Aigteal e st §F botaBlend ks seto ragdom uperp e cyl ate Y = yS
(el l'iptic curyacubtealmaster kel Lill pbtintatth k@RJer's hiveer REyARE twloYway sdofre t he host

tem s short t key) of the short t
by pair (al SORRTREOTE Srbt bap PR ihee) el PR ey BRI P 10 and v 18

t he host syst pwtess ®hidsiptyde phogedst this stepe/if thoronfliion i metpubl i ¢ key). The host
system 102scan th r secret
y e H&él ﬁaéﬁiﬁcéﬁ&hg@?;gtg%%@onﬁgﬁlsa Tgﬁ@xﬂ %t?ﬁf gPRhE )

using the user rm and and second
public keys) ﬂ‘ﬁlfﬁ]gwmﬁhﬂ‘“‘?aé?‘l owi ng exenpl ary cal cul ati on: 15 ‘Cal cul ate
master key (e.g., by host systerr) k/—yX k2 = bA; if kr =0, 1, -1, then
set kt = random nunber;- if k2 = -1, then set k2 = random nunber and
20 (k, kco,,, () —’SHHMQ@%;M,MUW%i}mxpﬁfélsllféﬁﬁllé’ﬂl Ytllkﬁécﬁﬁove noted steps,
SHA- 512 refers to the 512 bit "secure hash algorithnf that is known to
those of ordinary skill in the art, and 'j' is an agreed upon

concat ent altti ofin thisgalatation Pm&ﬁézﬂﬁedm talthe|266 Wit TrashedomesPeayobetication Stieindar ds

Publ i cation 1% l%hm 4 ﬁoﬁ%ﬁcﬂd&%l lﬂ?&@&q"sge %C i{eyegglgﬁmg k’o?cat ed at

http://csrc.ni.st. go I catlon
2wi t hchangenotM%@gi)@ltgﬂnt“@m&cﬁhK@@GWbﬁ%rNWb%f@Tﬁ vaRegyest oAns known i n

the art, such C%§1me£t§‘9§@i Féﬂﬁ\%.ryl@g?lllzp@ge@ add bRy sy tnd vl Of bits could al so
be used. The ref erence k, k means the fi.rst q@f of the result

(first 256 bi &y FPER%E H@rwzﬁ?“@bl%fﬁf”&fer Qher ivesiqnp of a hashpdapgssaeey st er
secret KeyiX, oafhehtibdtion e eud adtadst thatfusd dxitffsres nilnibed of Biapoold Astoehicds) is a

. The quantify k.. (referred to previously) is a bit string provided as input to the HMA4C-
256 algorithm. Aux Datay, is the first auxiliary data provided by the user IIOO as described
above. Aux Datag refers to second auxiliary data generated by the host system. The
second auxiliary data can be essentially‘ any data string such as 2 random data string, or it

20 can be other useful data, such as device conﬁguratidn information that can be used by the
user in configuring one or mote devices at the user's end. Iits size is agreed upon in
advance by the communicating parties and -is the same size as the first auxiliary data, The
symbol ||' is an agreed upon concatentation function. 4, X, B, and ¥ are the first through
fourth public keys, and ASCI], is any predetermined ASCII code (e.g., for the letter "B")

25  programmed into the argument of the HMAC algorithm.

The host system 102 can then send its short term public key (fourth public key) ¥,
long term public key (third public key) B, and key confirmation value (fest string) %5 to
the user 10 (step 116). The host system 102 can also send its second auxiliary data (Aux
Datap) to the user 102 at this stagé. After receiying this information (step 118), the user

30  can perform its calculation of the master key.

_ The user 100 can perform its calculation (step 120) of the master key (or master
secret) based upon the host system's long term and short term public keys (third and fourth
public keys) using the following exemplary czilc'ulation:
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30 quantity koo"f that will be used in calculating the host system s key
confirmati on value hB (or test string) as discussed bel ow. The Zp? gt 07
which kIl and k2 are tested to check whether either of themis eat I % ?(9
1 or -1is simlar to the check made at step 314 of Figure 6 discussed
previously to test whether there is a possible attack being staged. If the
26 0 7 FEB 2007 WD 2005/107141 PCT/ CA2005/ 000676 condition is met, such
that either or both of kl and k2 are set to random numbers, the cal cul ated
master key k will not match the user's master key, and two-way secure
conmuni cat i on Rasegheypon a shared master (secret) ke i occur. O
course, the process could sinply be aborted at thi sy%qgé%déw@?&% he condition
is net. 5 The host system 102 can calculate its key confirmation value hB
(step 116) using the follow-ng calculation: hD = HVAC- 256 (Aux DataD I
Aux DataB Il Ad]., te'm'at>§k” "1 lASCIIl). 10 In this cal cul ati on, MVAC 256
refers to the t ‘ge aut hentication code" algorithmknown
to those of ordinarffy=skill in the art (see "HVAC. Keyed-Hashing for
Message Authenticatgopg, H Krawczyk et al., Network Wrking G oup Request
for Comments: 2104, February 1997, 11 pages, accessible fromthe |Internet
at http://vw?)vv_.fags.‘%’?’ﬁlofff'és‘]“ernfs‘éﬂwqqﬁrﬂﬂ}lbeﬁd course, other versions of a
hashed nessage 15 ifiythami] Raléen- eQda nusbsein@s those that use a different
nunber of bits, co |_s9, b . The quantity kko"/ (referred to
previously) is a bit{}tc’%g’t%r .S“g’g*%?@ﬁ%ed as input to the HVA C 256 algorithm
Aux Datao is the first auxiliary data provided by the user 100 as descri bed
above. Aux Dat aBumé g 6fife sbQe. ishd t ener at e .1 he host
system The, s co.ngqpauxi I arﬁf/%gd&% é?%gr# lgfe;eééoggen Fgfls?/curﬁttn‘?qag%/r& tring such
as a rando Hig [oWp g thogyof prdingrpy sielhin thert.sndh is an spdedibpod adregtensatioh as devi ce
configuration ifubinnElicreientd¥als, 2.4 mbs the Bt Y of BSresull §RY 25d LML 9uri ng one
or nore devi Ce%@%ﬁ‘lA£ﬁ§ca%§l§t{o};% fnc{. Itds si ze ig agreed upon I'n advance by
the conmunicating part;es SAd fsfled maner saye kevdsand theseconddali ofthe | i ary dat a.
The synbol ' | Fesuli{gecand 250hiteécthe puantitydoptat wil badstdin clluntdg teserdkey X, B, and Y
are the first Emﬁﬂh@&vﬂa@”{énﬁwg}éé)dﬁ%s%abémﬁ B%‘?eg IS an}é/ pr edet er m ned
i p

] |
ASCI | code 1(e. 9. for fghe letter ' rogram‘regln?l?ﬁbgvetﬁ argunment of
the HMAC al gor PPRRTR Behthe RS palulpiong prp intpoded sarprachesrihesamedralutsgordiog k¢ er m publ i ¢
key (fourth puls$produkegpy thithost shsbins chianigsvgubl i ¢ key (third public key) B, and
key confirmation vaj ' Stri 0. the user 10 (step 116). The
host system 102 can hﬁ%gr&b@%%@ A hgcﬁg%eé’g?{atﬂg&%t FYFIIR'y Koy sqnifrmpappn, value

(test string) according to the following test:

20 if hp I= HMAC-256 ke (Aux Datap || Aux Datag f44 8] Xl Y ASC),
then abort.

As discussed above, the quantity ASCII, is a predetermined ASCII code. It is not only
programemed into the argument of the HMAC algorithm at the host system's end for
generating Iz , but also is programmed into argument of the HMAC algorithm at the user's

end for checking #5. The symbol "{=" means "not equal to" as kmown to those of ordinary
skill in the art. '

25

The user 100 can then generate its own key confirmation value (test string) /14 that

is different from the host system's key confirmation value A g (step 122) according to the
30 following exemplary calculation: - |

ha=HMAC:256, (AuxDatap || Aux Dataz || 4 | B | X} ¥|] ASCIL )
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Data9) to the user 102 at this stage. After receiving this information
(step 118), the user 30 can performits calculation of the maste{zj Kk E 007
The user 100 can performits calculation (step 120) of the naster lzeg % Z
master secret) based upon the host systemls long termand short term
public keys (third and fourth public keys) using the follow ng exenplary
calculation: 27 0 7 FEB 2007 WD 2005/107141 PCT/ CA2005/ 000676 Cal cul ate
master key (e.g., by user): Kkl=xY; k2 =aB; 5if kl=0, 1, -1, then set kr
= random nunbigg spedbnk?2 = 0, 1, -1, then set k2= ranq,g MetRsdes and  (k,
kO4) = SHA-S12(k, k2). In the |last of the above-not steps, SHA-512 retfers
to the 512 bit "secure hash algorithnt 10 that is known to those of
ordinary skill in the art, and "Il' is an agreed upon concatentation
function. Theyr re K~" means the first half of the result
(first 256 bitt s‘% rlcgir%gont {ti‘%"”%ﬂﬁq%"fﬂ“ ﬁﬁeéﬁﬁleé‘ﬁr‘iﬁ’ﬁquf’@’ Pk ASChlicaanethed mast er
secret key ItpremmmﬂxfﬁhmMebafofth@lfeﬁdrM' pfo@r&ﬁh&dlﬁtﬁﬂﬁ .gne%ﬁﬁﬂm ts) is the
gquantity kco, I sers
confirmation v}jgﬁj mfnd)rg?]g%#ﬁ I‘iAEC zcang%f"e tSGg@I&ra“tBag Aﬁ&i‘e&ﬂ on the
above, it Ps ¥BUSERHméTIOl hgme pHe. Ebﬁexsérswltahdm ahd Insthakiee: syiceruted to
produce the S@t? yal ues for k and kc""f as produced by the host systems
cal cul ati ons e lﬂser 100 can then check (step 120) the host systenis key
confirmation val udhehostsegtens {2 caghen shesk st h2f) the ntersckey whfiowiiongalhest : 20 i f- ha
= HVA C-2S6 kit {iiigxacBatindlo ke fowinPat@B 11 A 11 B Il Al 1' 11 ASCI11),
then abort. As discussed above, the quantity ASCI11 is a predeterm ned
ASCI| code. It is not only progranmed into the argunent of the HM 4C
al gorithmiat the hﬂﬁﬂ-%&ﬁkﬁé@ﬁﬁdm@m!@&}ﬂ@ﬂﬂ eﬂtﬂll')ﬂ MRschyt alsois

at t

programmed into argunent of t HVAC al gorithm e user“s end for

checki ng hB. The d$8¢Adwrt "I " means "not equal to" as known to those of
ordinary skill in the art, The user 100 can then generate its own key
confirmation yal ue (test strln hA that is different fromthe host
system s key COFPP 1?9?”“]9‘&1"1}8‘3F“L‘%em(‘%f{t@@m?@ze}mla@e%ﬁcaico@ﬁs@ﬁthe

programmed into the argument of the HMAC algorithm at the host system's end for
15 checking iy, If the user 100 (e.g., mobile station) makes more than a predetennined
number (e.g., 10) of failed atterapts, then the host system 102 can deny service to that user.
Finally, the user 100 can zero out the quantities s, x, &y, k2, and Keonps énd can
securely store B (host system's long-term public key) and % (shared master key).
Likewise, the host system 102 can zero out the quantiﬁes 8, ¥, Ky, k2, and Koy, and can
20 securely store 4 (user's long-term public key) and k (shared master key).

A discussion of several security considerations with respect to the above approach

is now provided,

Eavesdropping atiack
25 The shared secret is a component of k; = pX =x¥ = xpS. The attacker is faced

with calculating xy8 knowing only X and ¥. Thisisa Diffie-Hellman problem and is
assimed to be hard.

Man-in-the-middle attack
30 Diffie-Hellman key agreements are traditionally proﬁe to man-in-the-middle

attacks. However, the base points used in the protocol are the shared secret key. ‘To

mount 2 man-in-the middle attack, all parties must be using the _samé base point. Since the
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30 follow ng exenplary cal cul ati on: hA=HVAC- 256k (Aux

Dat aD11AuxDat a8l l Al I BI I XI 1 YI | ASC112) 28 0 7 FEB 2007 WD 2005/ i}O?ﬁ% 2007
PCT/ CA2005/ 000676 In this cal culation, the various quantities afre

descri bed above, and ASCI12 is a another predeterm ned ASCI| code (e.g.,
for the letter "A") programred into the argunent of the HMAC al gorithmfor
generating hA. ASCI12 can be set to a different value than ASCII, to 5
ensure that hA is not the same as h8. The user 100 can then send hA to the
host system 102 (step 122). The host system 102 can then check (step 124)
the user's key confirmation value (test string) according to the follow ng
test: 10 if kA Y2256 k, -, (Aux DataD 11 Aux Dat er/Chieofpogers B || Al |

YII ASCII12), then abort. To carry out this calculation, it is evident that
the predeterm ned ASCI|I code ASCI12 is programred into the argunment of the
HVAC al gori t hm SH*EHhECcHRpS mow hersherad seceshlkpy howill st be Mdek suscpsdibly caléuldthe user 100
(e.g., nobile stiatndimjc Ak siciae®. t han a predeterm ned nunber (e.g.; 10)

of failed attenpts, then the host system 102 can deny service to that user.
Finally, the user 100 can zero out the quantities s, x, kI, k2, and kco, ,
and can secur el ymgeremating aMpbie Statioat eni s | ong-t erm public key) and k (shared
mast er key). 5 Li kew $3Re antalRkd ' ero out,.the.quantities s,
y, kr, k2, and ke, a@‘g can g%gg&e%%re S%%%S’%ggrﬁ%e(%usstesrméxl’(Cfiéngte%({:m public
key) and k (sharog’dg’f?é & SYRIERY) The Rosyfystem 39l calquinss kiseenal. Toeklitt the -
consi derati ons \wibdkey, ¢ pciter fidds td@temAROMPH AR PIMRAGKS distiSte 1QMeRY OVi ded.

Eavesdr opping a hared. secret is a conponent of k, = yX
=xY=xyS. The at ?gogﬁérﬁdﬁggﬁgiﬁ%e%@‘h cal cul ating xyS knowi ng only X and Y.
This is a Diffie-Hell man problemand is assumed to be hard.

Man- i n-t he- madligpatda amst@?{t&& e-Hel | man key agreenents are traditionally
prone to man-in-the-mddle attacks. However, the base points used in the
protocol are the sha#;%?ja“saﬁ‘i?lr‘eéfk’ek’@wm"?'dheSﬁ%ﬂthea'shwimndmyﬂﬁndfdﬂfd@fattack,

al | parties nustShethesbigs. trivbilasten) bamasdOidios wilMRicthe x 29 xwp. To
caleutate the same key the attacker needs to determine x from X, This is the discrete
logarithm problem and is assumed to be hard.

15 Preventing an offline dictionary attack
The best position to attack the password is to impersonate the mobile station, as the
host system sends the fitst key confirmation value. This allows the attacker o try different
passwords, and check if he or she has made the correct choice.
Assume the attacker sends X = xP, instead of x5, to the host system. The host
20 . System will reply with ¥=x§ and calculate k&; gosr=pX = »xP. Msanwhile, the attacker
will calculate &y anacher =xY = yxS = yxzP; for some 7 such that §' = zP. Using the key
conﬁ:maﬁo_n value &z, the attacker needs to find a value w such that wk 1 atgeker = WXY =
WyxzP = xpP =l yosr. Notice however, that w = zmod r, Therefore finding w amounts

to finding z, which correéponds to solving the discrete logarithm problem for .S, This is
25 assumed to be hard,

Preventiug an online dictionary attack
. The best position to attack the password is to impersonate the mobile station, as the
Host System sends the first key confirmation value. During each run the mobile station
30 tries a different password, and checks if he or she has made the correct choice against fi5.

This is averted by limiting the mobile station to a predetermined number (e.g., 10) of

- attempts to determine the correct secre s,
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0 7 FEB 2007 WO 2005/107141 PCT/ CA2005/ 000676 attacker does not know the
shared secret key he will not be able to successfully calcul ate d(iIZ,Fg@dzUW
hence cannot cal culate k. Inpersonating a Mobile Station 5 Since a

attacker does not know the secret s, he or she nust send X = xP, instead

of xS, to the host system The host systemw || calculate kI = yX =yxP. To
calcul ate the sane key, the attacker needs to determne y fromY. This is
the discrete logarithm problemand is assuned to be hard. 10 | npersonating
a Host SystemyShps@nan attacker does not know the segrRhfiosohROf she nust
send Y= yP, instead of yS, to the user (e.g., nobile station). The user's
device wll calculate k, =xY= xyP. To calculate the sane key the attacker
needs to det ekl Subkroup W@ This is the discrete logarithmproblemand is
assuned to be hard. 15 Preventing an offline dictionary attack The best
posi tion to attack* e SYFouRirc if @eirgviichsn pesksniries te force slsEY e st ation, as

the host sysbgneaitelslt foltemd frdnsh snke8 Yet 60Vafubs, Mok MipledBthd!BraciliinSosa! | OWs t he
attacker to try' fferent. . passwor i he or she has made the

di ) p nd, check, if e
correct choic .to}l{esésw t?tﬁlgimﬂ@%’R@’P‘ﬂé%@%p%ta-_“"&‘f—"‘f”?"ﬁ%"?‘é‘é’ﬂ“‘d\‘“&?ﬁ, to the
host systerh Fisemvbese for X0 Tisyadirebn ohedking theqdt iy ndfithie PoiM=axiSfidfyfone ad itklsat € Kr
MOST= yX = yxBp. {¥E apahil the attacker w | calculate k, a"a~ker = xY=
yXS = yxzP; for some z %‘ﬁ%ﬁ'that S= zP. Using the key confirmation val ue
Is, the attacker needs to find a value w such that wkr attacker = wxY=

WyXzP = XyP = Rbenbfaidn el 3EasiRPRBVELkeylnd YingWigvy |  mod 1. Therefore
finding wanounts to finding z, whi ct!u’ corresponds to solving the discrete
| ogari thm probl em fsgptedsaboys, fegenpigtionpha HYIATEeY Gokryingidn Be pRReel ent i ng an
online di ctl ORmdnpladt fa@kork cahhe AR StindRSNIOY @Rortn Rlolwa EindsbEr RRAMOrd is to
i npersonate t hg 1r.r[)t{%l3 | e sthat [ 0@ be?s te?e . ,E‘lcj)st System sends the first key
confirmation VAl e Buft My BERH0F N ie{Frace gl P mede ogeiag eentlPropess a di f f er ent
password, and sehedksvibfslyllescdired Sigared Bamd fpdedifbksiosaticfseCt choi ce agai nst |t B.
This is averted by,|kmti [ tation to a nredeternmned number
Ad gh Bt 8% iR ofestl &1
(e.g., 10) of att errp‘%uén ltl o%get s R A G tﬁ%%sgﬁg@ °§%he kivi @87 FEB 2007
decides to cut a new key (step 430). Of course, step 430 could be executed by the service
15  provider instead of the user.
The user generates a now short-term encryption key pair (step 432). According to
an exemplary mathematical calculation, the user 100 chooses a new random number x to
be its new private short term authentication key (new second private key), where 1<x<-1,
“and caleulates X = xP, where P is as previously described, and where X is the user's new
20  public short term authentication key, which can also be referred to as a new public short
term encryption key (new second public key). The user 100 sends X to the host system
102 (step 434) and also sends first auxiliary data (Aux Datap) along with X, where the first
auxiliary data is as previously described,
The host system 102 receives the user's new public short term authentication key
25 (step 460) and generates its own new short term authentication (or encryption) key pair
(step 462). According to an exemplary caleulation, the host system chooses a new random
number p to be its new private short term authentication key (new fourth private key),
where 1<p<r-1, and calculates ¥'=ypP, where ¥ is the host system's new public short term
authentication key (new fourth public key).
30 The host system 102 can then calculate (step 464) a new master key using the

following exemplary catculation:

Calculate new master key (e.g., by host system):
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WO 2005/ 107141 PCT/ CA2005/ 000676 Smal |l subgroup attack A small subgroup
attack is one in which an attacker tries to force the key agrquﬁng gefm&t
to come froma small set of values. For exanple if the attacker o] E

to be the point at infinity then kIl would be the point at infinity no
matter what the host 5 systemchose for Y. Therefore by checking that X s .
not the point at infinity, one or mnus one this threat is averted.
Regenerati on of New Master Key (re-keying using MQ/) As noted above,
regeneration of a new master key (re-keying) in the present 10 exenplary
framewor k can be done using the MV al gorithm known to those of ordinary
skill in the amo.207tsthe exanpl e bel ow, reference w IPCTE&0WEEWESt 0 certain
general process steps of previously described Figures 8 and 9, a

nodi fications thereto. As shown in Figure 8, a re-key request is received
by the user 100, or sfH@ «Bpficdt00 decides to cut a new key (step 430). O
course, step 430 could be executed by the service 15 provider .instead of
the user. The user derfetat&da new short-term encryption key pair (step

432). According to ;g NRIPS RNy TRENSEHRE 4 f£aly bk eadudld Qa4 he user 100
chooses a new random nunber x new prjivate short term

aut henti cation key E"n’éﬂwﬂse"‘(%rfdz(ﬁ?’l“g‘a“?é‘zkg X-CORABIROLZ. <r <r -1, and

cal cul ates Xs5= xP where P is as preV| ously described, and where Xis the
user's new20p i erma ntlc |onk WhICh can al so be
referred to as «?&?"ﬁ’%l#‘% §W6?l‘f“atef‘ P’Hfféﬁ‘iyﬁﬂ’?"tbﬁtyk‘@?geH@Wsecond publ i ¢

keyéI fThe ;Jser &a&wﬁmévt Ebtacaeubw to%?fi&ﬁm O zhsdisd roﬂ@fe}e) &?Gb al so
sends first auxi al on e

i 1 ary dat a P ASkiayp 6&@?{?‘ A Birve intaHbe t e S o 5 Mot ves t he
user's new publ y-coosdmrew;m@),rﬂmladmgialft(lnmma afithelabyissaR bit (aﬂ;ieepe 6P, ar(ald
generates its o ew, short terma ntication (or . enceyption) key pair
(step 462). @ccgﬁﬁcﬁ%ﬂ 'S‘f)m%?ﬁe &@%P@ﬁ@ﬁ?‘@ﬂf&?ﬂf ?f‘ﬁf,“lra't“}?é’%ﬁofg’f“ Ig?é?nﬁm chooses
a new random _nurﬂmamgnn&merb@helﬁtSShalfeﬁ\th@hmsvahere@hoﬁthe Sty qulcalaitoh @ribd cat i on key
(new fourth pri \ﬁ%&&k&&%&ng themgl{d%alféﬁé%ltslis thg%h e%faﬁcc; Juf‘ﬂ z@%&SXT%{) where Yis

the host systenlis new short term a entrcation new fourth
publ i c key). 30PfFHesho ﬂ“%?%?@ﬁf@ﬁ%e kleagd Khehecag v@tﬂeaqréed(@@r@ﬁe-my a new
mast er key usi ngnddi@p adaRkduewsRgie8 Xl ity al cul ation: Cal cul ate new naster

key (e.g., b%. host sf¥xes igogt@s:tem l%}can calculate (stép 470} its key confirmation value Jtp (test

'string) using the following calculation in the manner discussed previously:
kg =HMAC-256, (Aux Datap || Aux Datag )| 4 || B|| X || ¥}} ASCIL).

20 The host systern 102 then sends ¥ and /g (step 472) to the user 100 along with the
second auxiliary data (Aux Dataaj After receiving this information, the user can perform
its calculation of the new master key.

The user 100 can perform its calculation (step 440) of the new master key (or

master secret) using the following exemplary caleulation:

25
Calculate new master key {e.g., by user):
§,= (..\c + Xa)ymodr;
Z=s,(V+YB); -
if Z is the point of infinity, then set Z to a random point of E(F,);
30 (&, k conp) = SHA-512(xz}, where xzis the x-coordinat.e of Z.
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0 7 FEB 2007 WO 2005/107141 PCT/ CA2005/ 000676 se =(y+Yb)nmodr; Z=sB(X+XA);
if Zis the point of infinity, then choose a newy and re-cal cuI§t7e EE gﬂﬁ
Z, (k, k,.n) = SHA-512(xy), where xZ is the x-coordi nate of Z. htBh
above, X and Y are calculated from X and Y, respectively, using a known
approach in the MQ protocol. Nanely, to calculate X, the abscissa
(x-coordinate) value of Xis obtained (noting that X is an elliptic curve
poi nt having an x-coordinate value and a y-coordinate value), the |eading
hal f (left half) of the abscissa's bit values are dr 10 a

| eadi ng” 1" i §°"H¥EYt*%d in place of the dropped bi tsgaﬁgdogﬁ&gul ation of Y
fromY is done in the same manner. The first half of the bits of the
result of the SHA calculation is the nmaster ey k, and the second hal f of

the bits is tHethgaoue %Pﬂ%ﬂérepalw@ﬁﬁa@xdé%aﬁ%@ﬂbedmreéwsbugﬂw In this

exanpl e, separdfeds mheaﬂﬁulmnmalzmsaﬁr@ndmw@&mea al1Rdin i dxsp1d; €- keying, and
a step anal ogous t 466 i S not W&grrled ouf. 15 The host system 102 can
cal cul ate (Stéﬁp%% VI&V Ao Sl e Vel e 1Rd ¢ YR @paloeRts [ §8) usi ng t he

fol | owi ng cal cut Btbtearriedio. tmnngmﬁﬁjnedfﬁeddsaﬁdes@g&eh@usddycryﬂt@ﬁwmc- 256k V

(Aux DataD ]I ta }( BILL X1 20 The host system

102 t hen segnds ““e[‘)‘zmﬁ% %ytorw‘tl}ld}%remus terkegélfsﬁ Lﬁ]"%)n B he  second

auxi | i ary dat angteukey Dat, dBpewlyfatcalnted gremity/k ingndeth fodedonit e net sy keyhe user can

perform its Cc%?é‘l.h&lt' on of the new naster key. The user 100 can perform
ste

its calculation p 44830ﬂ of the new master key (or naster secret) using
the fol | owi ng exenpheassy ! a@;ﬁhf@b%ﬁtengﬁ)éah@sﬁwatmsm\ﬁmﬁmtmvak@y (e.g., by

user): SA=(X+ @Osﬂﬁgfaccor&gtﬁyfblﬂ%)mgtes‘t fs@hﬁs &egt%b %\'é@fouéﬂf infinity, t hen set

Z to a random poi nt of E(F 512(xz), where xz is the
x-coordi nat® of Z. 32 0 7 FEB 2007 V\D 2005/ 107141 PCT/ CA2005/ 000676

if hg b= HMAC-256, _ (Aux Datap || Aux Datay | 4 ) B || X]) ¥ |-ASCIL),

then abort.

If the quantity lta matches the expecied value, the user 100 sets the newly calculated value
15  of k to be the new master key.
The user 100 can then generate its own key confirmation value (test string) /4 that
is different from the host system's key confirmation value iz (step 452) according to the

following exeniplary calculation, as previously described:
20 by = HMAC-256 ey (Aux Datap |} Aux Datag || A || B || X || ¥ |] ASCII; ).

The user 100 can then send /4 to the host system 102 (step 454).
The host system 102 can then check (step 474) the user's key confirmation value
(test string) according to the following test:
25

ifhg /= HMAC-256,  (Aux Datap [| Aux Datag || 4 |} B [| X} Y| ASCIL),

" then abort.

If the quantity /4 matches the expected value, the host system 102 sets the newly

30 calculated vahue of k to be the new master key.
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In the above, X and Y are calculated from X and Y as descri bed previously.
O her aspects of the calculation are |ike those previously descii peRER 2007
Also, in this exanple, separate kl and k2 val ues are not generated during
re-keying, and a step analogous to step 442 is not carried out. During
this time, if a received nessage cannot be decrypted with 5 the current
master key or with the previous master key (if still avail able), then
pending naster key (i.e., the newy calculated quantity k intended to
beconme the new master key) can be tried. The user 100 can then check (step
466) the host systemls key confirmation value (test string) according to
the foll owm ng vestyoziwich as descri bed previously:. 1BCHGAZN§E00eze HVAC- 256k
(Aux DataD Il Aux DataB Il AIll B Il XIl YIl ASCI,), then abort. If the
gquantity Its matches the expected value, the user 100 sets the newy

cal cul at ed val ue 1*?5“381,thl%uiebw@eantzmmﬁéwqmétieemk@}dkco}hedmeqcursﬂtﬂo can then

generate its Omrmaﬁ@ﬁﬁs'tef K9y, 'LQ{QWM@-{hUﬁos( gyﬁ&ﬁ I(ﬁtcﬁﬂ B9 buth® ghfBfes 4, S di fferent
fromthe host sy con |rn’§t| on val ue (step 4§ according to

the follow ng’® ‘f’&?‘vm{sﬁ’f“&ﬂs prared @ ‘?’EWOUSI y descri bed 20 hA =

HVAC- 256, . , (AUX Da}lialEbuésion éﬁ,sxve%t:@&tylc)nsﬂerhﬂonﬁmﬂzlresb’ecf th the aolve HGhch2 ). The
user 100 carg t he ‘H’Wﬁ’? ﬂjdllA to the host system 102 (step 454). The host
system 102 can t Ck (step 474) the user's key confirmation val ue
(test string) according to the followng test: 25 if hA 1= HVAC 256k. J
(Aux DataD I M%nﬂaﬁ@ﬁ;dmaﬁackl BII Al I" Il ASClI2), then abort. If the
quantity hA matches xpeﬁ\é al.ue, the host_ _system 102 sets the newy
30 cal cul ated val ue gft"g’e‘ tiqnp] dnsfifuig ofiasgs g lechngleniNIS T g 2007 WD
2005/ 107141 PCTattEbkztﬁIOﬁxt BROGAGIRgaal dn WQV kg gers@tion:Ome an lohg hOthlbig- € he
quantities o térm;@logeﬁ%gsa%%lé%gn&mtﬁe% Lg?gqttﬁmﬁgn%c m:l&diéiqtp%B?geemSt er key]z

Li kewi se, the host s can zero ou antities
and can secur el ‘YISE'FP@?’@ Prblicatign fld 6 rigenenendags)on f%}' Blodlisivsest wshemef, Ds@?\/er aI

security consi deg adni@o3vinkdbndl ﬁﬁﬂ&@&fﬁtﬁd&&@n@ﬁ%&oﬁpﬁ&ﬂ% B
http://csre.nist. gov/CryptoToolkit/tkkeymgmt. himl).

15  Perfect forward secrec:}
Notice that the shared secret varies from one key establishment transaction to the
next. Ifboth the static (long term) and ephemeral (short term) private keys from a
particular transaction are lost, the shared secrets from other legitimate transactions are not

compromised because different ephemeral private keys are used in each fransaction.
20

Masquerade attack
NIST indicates that if an attacker compromises a victim’s long-term private key, in
MQV, the attacker cannot masquerade as a third party to the victim. (See, NIST Special
Publication 800-56: Recommendation on Key Establishment schemes, Draft 2.0, January
25 2003, National Institute of Standards and Technology, available at
hitp://csre.nist.gov/CryptoToolkit/tkkeymgmt.html). The ability to prevent the

masquerade attack is an advantage of the above-described approach utilizing MQV in re-

keying for over-the-air key generation, since if this feature is missing, and if the host
system’s long-term private key is compromised, the attacker holding the key can
30 potentially masquerade as any mobile station to the host system.
" Having described the above-noted additional exemplary first and second protocols
for key generation and re-keying, respectively, further exemplary aspects will now be

described. For example, a method for secure bidirectional communication between twa
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5 is now provided. Man-in-the-Mddl e attack. According to the Nati onal
Institute of Standards and Technology (NIST), this attack wll Unio;ﬁ‘ Be
successful against an MY/ key generation schenme. As long as the’l'o 5 7
termprivate keys a and b remain secret there can be no nman-in-the-mddle
attack. (See, N ST Special Publication 800-56: Recommendati on on Key
Est abl i shnent schenes, Draft 2.0, January 2003, National Institute of
St andards and Technol ogy, avail abl e at
http://csrc.nist.gov/CryptoTool kit/tkkeyngnt.htm ). 15 Perfect forward
secrecy Noti c®O2Mihe shared secret varies from onBCTKeOREPED| | shnent
transaction to the next. If both the static (long ternm) and epheneral
(short term private ke froma _particular transaction are |lost, the
shared secret Ssyqatqn@mrtﬁewéep. A &5t ke palt 4 perprdtey Py egfertetdie latih npr oni sed
because di f f eridhidingp e tminpablic ey thiamis@eletd bake®upds Shatedsc@aC Rirdt @nsact i on. 20
Masquer ade attack.N ST. i ndi cates th i f an.attack romses a victinls
| ong-term pri vsgcfogd?(ulebgc, &Snareﬁ?fgtﬁaste?%géts e%tﬁﬁlgpmcgﬁﬁ%’ﬁﬁ@g etdde as a third
party to the vesivedionf Besconfk8PmSheivath publighky ic gehéroel BSO uiG theReconmmrendat i on
on Key EstablishoBaleS ARGNESey fF @bdptnk nfssze g@{ma{exbﬁéa %8?3&59\'&“ onal

I fab e at Netp-i7

Institute of Standards and Technol ogy, avail | csrc ni st

gov/ Cr ypt oTool #ivete keykaespeepharivate key) the %H%P‘&B'P kay exi thedousth pykdip ket e rerasquer ade
attack is an agyanhagesednd kiyaiaheing 2 465 &bdnl gebLisy hRBGHR Ycbid FvBg MX in re-
keying for over-the-air k‘?%/?f;%’e l{?’téatlgn’ since if this feature is m ssing,
and i f the hosfey s&sreraiaya JQ PHRYG KPX/i5 Feaeyedy A pew pasisrey ricalaiated; he

at t acker hol di m@geiigtickeye @ralaiils Rhigatrhba bdoyndpaetpiey adeasy fayn Nobi | e
station to éhe utggcséysyst em Having described the above-noted additi onal

exenpl ary { rstoand 'second protocols for key generation and re-keying,
respectively, furt Aesnotherergipts yiistspeat is usel fdregteblishipga sedesiadirebingial For

exanpl e, a net . el 1 i i two 34 0
>*ER 2007 o opaPlist 40 Bl LR RmAN LRGSR (10, P8
key pair and asystewinsbdezepmemery endapeocefeingtmkcaepled tathe mawopie The prorsksingi ng a
second public k&Ms doRfurdi B LHRNRERIsRE gm&aygmgmeﬁaigwnggﬁfs%mkeyFI rst and

second public keys, are S(ﬁnt to a seconq( system and thjrd and fourth public
k eys are 15  anda first private key; generating a second key pair having a second public key and a

second private key, the second public key being generated based upon 2 shared secret
known to the first system and the second system; sending the second public key and the
first public key to the second system; receiving a third public key and a fourth public key
generated by the second system, the fourth public key being generated based upon the

20  shared secret; calculating a first master key based upon the first private key, the second
private key, the third public key and the fourth public key, wherein the first master key is
configured to be used in encryption of one or more messages; generating a new second
key pair having a new second public key and a new second private key; receiving a new
fourth public key from the second system, and calculating a new master key based upon

25  the first private key, the new second private key, the third .public key, and the new fourth
public key using an elliptic curve calculation.

According to another aspect, any form of computer readable carrier can contain
processing instruetions adapted to a cause a processing unit to execute the methods
described herein. The computer readable carrier can be any suitable type of carrier, such

30 as solid-state memory (e.g., read.only memory (ROM), random access memory (RAM),
etc,), magnetic memory, optical memory, other type of memory, or modulated '

waves/signals (such as radio frequency, audio frequency, or optical frequency modulated
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received fromthe second system The fourth public key is generated based
upon the 5 shared secret. A nmaster key for encrypting nessagesijg FE? %m?
cal cul ated based upon a first private key, a second private key, the ird
public key and the fourth public key. For re- keying, a new second key pair
havi ng a new second public key and a new second private key is generated,
and a new fourth public key is received. A new naster key is cal cul atpd
using elliptic curve cal cul ations using the new second private key and the
new fourth 10 public key. As another exanple, a first systemis used for
establishing a secure bidirectional comrunication path to a second system
f or exchangi ng"8AWSBM4Inpre nessages. The first syst BAWGAPPMEES a nenory
and a processing unit coupled to the nmenory. The processing unit is
configured to execute.steBs of : generating a first key pair having a first
publ i c key 15 SHEFYSEMRIkGRALPE {PIPRECAEAG Set of I@?ﬂé&rwﬁaclaon%%wﬁﬂd R 2pai r havi ng
a second publ i proksesingamitio@arryaahatebhpiqueydes@ibbddigieint he second public key bei ng

gener ated based up : t : 1e fj em and t he
second system _sengflﬁ’g“%gg“?ﬁelﬁ%%ﬁ&%d BT@%Q%‘?{’%%%%?W&H@ ﬁsr?%%@%ubl ic key to

t he second systisiychonsadapied tp epuss apFricesging gl i xeoie the ahpole-zpteiaigps h publ i ¢ key
generated bys the seGRRGpRYTaRFordbited ol ciitlhicfiok §¥eR gl RR1@ener at ed based
upon the 20 shared secret; calc at%n%fa fi Erﬁt mast er keéﬁg%sitd upon the
first private REFYWHEmEy BiTHe Usiergd PETRET vt farepHies Hopy ‘Key and the
fourth public kejudeswhieydong-téondes-pair st combinition witeyshorstemcammbitigatioe eyt 0 be used
in encryption qf. I i { X key pair

L, %%%raf&%rsﬁg a%eafgﬁ ga%%g B RPMAL %%g&g%ta?leﬁ;%gerﬁegﬁf?%d

having a new secon .and’a new sec receiving a
new fourth putﬁquQ?Y-k'E‘ylwg‘EmE ki ke s pyaay-Repleod wih thapidhertigttion PEliF ly . new nast er
key based up®n o2ipleah GuitfehiicTkchRit MaR-tdef ¥eys! N8 MADNs §6 6RRGoRAd BB EY, the
third public ke%., and.thg n%yrﬁ%ourth @ubl%c bl%nr us'hnlg an el Ei tic curve
cal cul ati on. ACTBPEFHRY LY B8 FREYC andbRAOIe iUy BT ORSAFRRY ‘PR adabl e
carrier can cont ai nHavipg dcedad in detdilristeranplanombodit eyt o€ dle presedt ivantes a

Ceadab e carri o Sag SREUAE AR SERPANS, 1 BRRP U B ol 20T

_ ) sul't 1y carri
solid-state nerﬂsfoybe(ié?rgg'cquéézggagrw?utﬁ@hﬁxffyreqtp@m’qts apcygingd hba eEEssynenor y
(RAM, etci), dibgdaénksGreFRERIY onlPRiwag of cxERIDMY are 88t BRfnt fo YRR tRfscop®NOry, or
nodul at ed wavezf/ts:%%naﬁl.s ‘gsuch. gs r.adi o %fe uency, audi o frequency, or
optical frequentyRBHHIRFLE™I5iHs ef%ﬁg’yi 9 °285/ 107141

PCT/ CA2005/ 000676 waves/signals) containing an appropriate set of conputer
instructions that would cause a
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processing unit to carry out the techni ques described herein. According to
anot her aspect, a conputer readable carrier contains processing
instructions adapted to cause a processing unit to execute thggaggée]m?ted
steps. 5 An exenpl ary password-based encrypti on comuni cation n@ i
wireless or wred environnents, having, if desired, perfect forward
secrecy has been described. It includes using a long-termkey-pair in
conbination with a short-termauthentication key- pair, generated using a
shared secret, to allow for the inplenentation of perfect for mard secrecy.
The | ong- terh@ﬁﬂﬁmmﬁlkey is piggy-backed with the aﬁ?ﬂﬁﬁ?%@%ﬁ ron public key
to 10 enabl e an authentic exchange of |ong-term keys. This enables the
correspondin arty a is in possession of the shared secret, to receive
and be able t %?éawﬁ | ong-term public key.  Having described in detai

t he exenplary enbodi mrents of the present invention, including exenplary

met hods of opgrat l‘\%tho& tared ofi® Qﬁ:sb‘%}gé}ﬁﬂ&@a@h&ﬁéﬁ «chil€bieRBEANI ONs  descri bed
herein coul d be carried out WI%, ferent elenents and steps. The

exenpl ary  15°OBMBBIER AP oRoEn (Bt BESHTEPIE A PO Y steayOoR e’é’kﬁ‘%‘?‘f@n‘%nd are not
meant to I|m&rrﬁo?eamsga@daahexﬁéthoﬂla@npmﬂgent i nvention, which is defined by the
fol |l ow ng g| ains. 36 F 2Q0h7 WO..200 (l]kg?é_él PCT[ 005/ 000676 What is
claimed: 17 A net ﬁ?ﬂ‘ﬁfat@étarﬁirs Y Bt asipe & iy puklic AR BFEE&Papl i shing a

secur e bi di r ect i opakbratingantoond leppdidnavipsd sacdnd pubiekey kvl stéondgrivaty kdvem and a
second syste met hod

conpri si ng: gEh é%ﬁ%@%ﬁ‘@?\%@%??&& %@ﬁsed%ﬁon’%sgg?d%&%ﬁgﬁ?g% &%ﬁ tI ic key and a
first privat eswwmdtwq@n@\%}istﬁg a second key pair having a second public key

and a second pri V%angﬁysecmm@ohéﬁgy%&impymﬂushclsﬁytoa@lsgwnaﬁa&{ ated based upon
a shared secret known to first aﬁ‘ySt m and the second system sending

the secondfpubl i cr%@‘?n%%‘ﬁ“‘ill”l’éh‘?lie}'é‘td Pﬁbhﬁé?'%mfeﬁ@yg’éé‘iﬁﬂ’& system 10
receiving a tRjskes, tmmﬁd@u&&memg@eﬁeﬁuﬂb&sem hesheysegeper at ed by the

second system th u ubl i.c ey bel ener ase on the shared
secret; calcul ati r?écuia?’f‘ g‘ftr?‘?ﬁgrtk@fgﬁ? lﬁ’ﬁvaﬁe e‘r’ig"efsft"?%fp“ﬁgl vate key,
the second pr kegathethirkpiplic kelyend thi fmd‘chpwuﬂﬂiclkcy, kfho}remﬂldﬁnsiheasiﬁ%dw tsh public key,
wherein the flJn%E’ur%§Geerechﬁ¥ncb§ on%‘?Eﬁeogh{Ex‘S%e%fQ%(?e used in encryption of one

or nore nessages, generat i a new secon al r having a new second
publ i c keylfand a reeigFating 2 new secon eypalr having a new second pu hc key and anew

second private key;

receiving a new fourth public key from the second system, and

calculating a new master key based upon the first private key, the new second
pﬁvate key, the third public key, and the new fourth public key using an elliptic curve

20 - calculation.

2, The method of claim 1, further comprising:
generating a first test string;
sending the first test string to the second system;
receiving a second test siring generated by the second system; and
25 authenticating the second system with the second test string and either thé first

master key or the new master key.

3. The method of claim 2, further comprising a step of receiving a data payload
having a Universal Description, Discovéry and Iitegration (UDDI) service enfry prior to

the step of receiving a second test string generated by the second system.
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second private key; receiving a new fourth public key fromthe second
system and cal cul ating a new master key based upon the first private key,
the new second private key, the third public key, and the new fourth
public key using an elliptic curve 20 calculation. 2. The mefhodESf 2807ai m
1, further conprising: generating a first test string; sending the first
test string to the second system receiving a second test string generated
by the second system and 25 authenticating the second systemwth the
second test string and either the first master key or the new master key.
3. The method of claim2, further conprising a step of e%g ¥&€g a data
payl oad haV|d&)QmﬂHFVersal Description, Discovery ahd it % i on (UDDI)
service entry prlor to the step of rece|V|ng a second test string

generated by the s 7 B 2007 /107141
PCT/ CA2005/ 000676 & Oké"ﬁﬁé%%m& WE‘F"“"B i ?St“"{?\ﬁear‘”éﬁvﬂ's “ﬁgéde‘f“’set systemis a
wi rel ess nobile deV|ce. 5. The nethod of claim4, wherein the second

systemis a hogt syséaandbf @ik AOvheSR e syflem iEARostsbD6kahg Cl @i M 4,
wherein the shared secret is conmuni cated over a secure 5 out-of-band
channel . 7. Th&W&thod of claim6, wherein the shared secret is a personal
identification nunber (PIN) automatically generated by the host system 8.
The nethod of g ai rm@mem%%m&nﬁ 4 WiRrel MRS REkdSaEd BlcorhSuriRebverkefufeom t he
second systen1thr b interface following a request by the first
system 10 fﬁ@ﬂﬁgﬁﬁ%ﬂm%? claim5, wherein the exchange of one or nore
nessages conprlses an exchange of e-mail nessages, http-based XM

nmessages, or htyt p- bas fendhk claifBsHReIhe shfled sIdi‘éi ikl iehifthtwhm 5, wherein
the wirel ess nobi Vi ce n1are addressed with e-nmmil

| e h%ﬂ
addresses or | PYEHHESDSE m”fgngwm$%@” ﬁ F*GF claim5, wherein an
el liptic curve calculation is used in calculating the first master. key.
8. The method of claim 6, wherein the shared secret is received from the second

system through a web interface following a request by the first system.
16 9. The method of claim 5, wherein the exchange of oné or more messages comprises
an exchange of e-mail messages, hitp-based XML messages, or hitp-based WML

messages.

10.  The method of claim 5, wherein the wireless mobile device and the host system are

addressed with e-mail addresses or I[P addresses.

15 - 11.  The method of claim 5, wherein an elliptic curve caleulation is used in calculating
the first master key.

12.  The method of claim 1, wherein the first system is a host system offering services,

and wherein the second system is a mobile wireless device.

13.  The method of claim 1, wherein calcdlating the first master key utilizes a secure
20  hash algorithm (SHA). ‘

14, The method of claim 1, wherein calculating the new master key utilizes a
Menezes-Qu-Vanstone (MQV) algorithm.
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12. The method of claim1l, wherein the first systemis a host system

of fering services, and wherein the second systemis a nobile wreless
device. 13. The nethod of claim1l1l, wherein calculating the first master _key
utilizes a secure 20 hash algorithm (SHA) . 14. The nethod of &17aFkEB12007
wherein calculating the new master key utilizes a Menezes-Qu-Vanstone
(MXV) algorithm 38 d 7 FEB 2087 15. The nmethod of claim2, wherein
generati ng the first test string utilizes a hashed message authentication
code (HVAQ)!S- 16.Thynesthask ofodainr 2, otlwiain genefating hie figOrBS i6hGHIRBEE KA ONe

or nore ne first master key or the new nmaster key.
17. A fi rs?%%?tégl#@é? eogftcé)gg Hs%ﬂﬁ“& a secure bidirectional comunication
path to a second system for exchangi ng one or nore nessages, conprising:
means for ner at| having a first public key and a first
private kgg : rrealgtlng]g I%)df aéﬁlétnét %ﬁr SERBHEIK EycrpRiing Mnevirmigors messagedl publ i ¢
key and a mgnﬂherﬁraﬁmtmaskeekeyélhﬂe&%ﬁﬁhﬁﬁel lic key being generated based
upon a shared secret known to the first systemand the second system
means for sending the second public key and the first public key to the
second sySUem AVERNSydH@R HEERILY; ¥,and a fourth public
key generated by the ¥ second sysltb}g%]g gtstﬁée111 %lljc?téﬁlén%t)lcm “l%lé“’a%’&ﬁtﬂt Efeherat ed
based upon StH8 %&‘i‘lefﬂ’r%‘@ﬁ%mgwairwwfr@messagasutMpmglga first master key
based upon the I cond r|v e the third public
key and the foufrn%eﬁl%fo{j)g Fﬂé tﬁgl%eﬁ[vﬁ eglpa" é“tglar tsL‘Pe‘Fy anhy Tirsg PEYHE | gur ed
to be usedkpw encryption of one or nore messages; neans for generating a
new second key pair. ﬁ%én@%ta new se ﬁfond Ehlbl ic key and a new second

private key; neans for°recel ving 4 fEWPHbarEpe ﬁﬁ?ﬂoﬂépt@v kt%’@hd # esosécond
system angrivaahsy, ftimer secaldopibiit kébgb@n@géﬂefw&it ke €Yn ét ﬁn@@n rst
i i the third pub the new

]E)I’I vat e ke%/h fhgts new. @ﬁlgogd rivate
ourth publi ?/’ ﬂgl B ACEPE ST curve cal cul ati on. 18 A fi rst system
for establi shi ngneanssee Wty @k s&ohd ORkC Eé}ngﬂﬂnt'hg qﬁét%ﬂbl@ key t%h& second

system;

means for receiving a third public key and a fourth public key generated by the
second system, the fourth public key being generated based upon the shared secret;

means for calculating a first master key based upon the first private key, the
second private key, the third public key and the fourth public key, wherein the first master
key is configured to be used in encryption of one or more messages;

means for generating a new second key pair having a new second public key and
a new second private key;

means for receiving a new fourth public key from the second system, and

means for calculating a new master key based upon the first private key, the new

second private key, the third public key, and the new fourth public key using an elliptic
curve calculation.

18. A first system for establishing a secure bidirectional communication path to a
second system for exchanging one or more messages, comprising:
a memory; and

a processing unit coupled to the memory, wherein the processing unit is
configured to execute steps of:
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second system for exchangi ng one or nore nessages, conprising: a nenory;,
and a processing unit coupled to the nenory, wherein the procesqug “?df
configured to execute steps of. 39 0 7 FEB 2007 generating a fi thy 0
pair having a first public key and a first private key; generating a second
key pair having a second public key and a second private key, the second
public key being generated based upon a shared secret known to the first
system and the second system sending the second public key and the first

public key to the sg@r@minﬁ%ﬁgtw pAiRing A kshuble k&l Ml 1irg PJeoxeddd a fourth
public key generated by the second system the fourth public key being
gener at ed based upoBSieHEINg[IFEwd ke pat having) seandtpublie keyfand asecapdt er key

based upo Eri(ﬂh@ kEy, E]%,t se%ﬂdvﬁ%‘ﬁc If(@}ywlr)]eiﬂé‘ Een%?a?éﬁ%%s&f ﬁﬁﬁﬂtaesth5§¥ Ee&&%%@h rgl public

key and the fourth public key, erel’n the first master key is configured
to be usedhsifistssgiempnd ée sedondsestes; nore messages; generating a new second

oy palt havi 19 2 OARCRIA ML KBV RN B MRV REPRS g koY, |
a new mastpsterkey based upon the first private key, the new second private
key, the third publig KSa AREpUIR 185 4hd QHLHR bR Le§ obsfatiPhy'en €1 1T PLIC
second system, the fourth public key being generated based upon the shared secret;
calculating a first master key based upon the first private key, the second
private key, the third public key and the fourth public key, wherein the first master key is
configured to be used in encryption of one or more messages;
generating a new second key pair having a new second public key and a
new second private key;
receiving a new fourth public key from the second system, and
calculating a new master key based upon the first private key, the new
second private key, the third public key, and the new fourth public key using an elliptic

curve calculation.
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