SUGGESTI NG PRESERVATI ON NOTI CE AND SURVEY RECI PI ENTS I N AN ELECTRONI C

DI SCOVERY SYSTEM CLAIM OF PRIORITY UNDER 35 U.S.C. 119 [0001] The present
Application for Patent clainms priority to Provisional Application No.

61/ 164,276 entitled "El ectronic Discovery Systeni filed March 27, 2009, and
assi gneSIUGGHSTING PRESFRVATIONNOTIGE aNDeSURVEX RECHIENTS

ref erence herein. m%mg&%#wﬂgﬁ% ki 0002] This

application is a continuation-in-part o application
serial nunmber 12/618,443, filed Novenber 13, 2009, entitled "Methods and
Appar atuses for Conmuni cating Preservations Notices and Surveys", assigned
to the sanme inventive GAIMYIF PRIGRIEM UNDER 360SA: §11F which is

i ncorparated herein by reference. FIELD .[00Q3]. I n _general, enbodi nents of
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pr oductey, {178l ARIES ERcIHBAC BYREYerd W stoBP HoP Rk i3], 200, and delighdd DY
suggestions 'tor potential custodiahs"to add to a case In an enterprise-w de
el ect r eusignati lecenf @ng hergby expreBBAKMGRELUNEd HhyoRkit¢ndelhertim.oni ¢ di scovery,
commonly referred to as e-discovery, refers to any process in which

el ectronic data is sought, |ocated, secured and searched wth the intent of
using it as evi dencEROSHREFFRENTCHTOREDYTEENABRRPOIGATION ecuriti es

i nvesti ion, a _fqrensics Jjnvestigatiqn or the like. E-discgQvery can be
carri cdootl of f s Erplzation 5 PP APIALBRPLPEH O F?‘PFHA(IE%HMB@ a&eﬁ?ﬂ&epi shed in
a_net WQLk.GRYiHeP RTS8 443 QAEPNoVREDAABUS60S Entidll it SHALAd RESthdes fott T €MEl Y
wel |l -suited for investigation. In particular, digital data can be

el ect r dinremirhigatieal resrerdatisns Notiesssandvihveveyal, apsigeed td dloasmsretigventive entity;
scrutinjzed. manual ly. [Furthernore, digital, data is difficult or inpossible
o conf etif gisaBsit sy WHGHETERMEr0 frref B st or od | n & nerwork
environnent. This is because the data appears on nultiple hard drives, and
because digital files, even if delet generally can be undel eted. In
fact, the only reliable nmeans of destroying digital data is to physically
destroyoaoy] and dhlgehétll etibbdigfenittidlilee inventfonstlterd methdd308Blents) t he process

of electronic discovery, data of all types can serve as evidence. This can
i ncl ud@pPpaRtus apdagreputshPogHE Pducts feralectrogigdispayay and pnaredaréaidaly, audi o
files, [gljlg'- i ! Si t -El ectronic mail
(i.e. % rrauflgggla‘%e%iedngﬁm %@%é%% & ﬁ@%ﬁﬁ%@% LhasP PR SHiBprise f8dd 071 C, O
or cri rderabnicidisogatnyeystelnecause people are often

_ BACKGROUND
[0004] Electronic discovery, commonly referred to as e-discovery, refers to any
process in which electronic data is sought, located, secured and searched with the intent of
using it as evidence in a legal proceeding, an audit, a securities investigation, a forensics
investigation or the like. E-discovery can be carried out offline on a particular computer or it
can be accomplished in a network environment.
[0005] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, whereas paper documents
must be scrutinized manually. Furthermore, digital data is difficult or impossible to
completely destroy, particularly if the data is stored in a network environment. This is
because the data appears on multiple hard drives, and because digital files, even if deleted,
generally can be undeleted. In fact, the only reliable means of destroying digital data is to
physically destroy any and all hard drives where it is stored.



| ess careful in these exchanges than in hard copy correspondence such as |
witten menos or postal letters. [0007] E-discovery is an evolving field
that goes far beyond nere technology. It gives rise to nultiple issues,
many of which have yet to be resolved. For exanple, identifying data
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identification, location, retrieval and preservation processes, especially
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infrastructures and the like. [0009] As evio no, =T y, as
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only that which is relevant to the request. Such searching is typically
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costs. technology infrastructures and the like. Therefore, a need exists to improve the

identification, location, retrieval and preservation processes, especially in instances in which
the enterprise system includes disparate technology infrastructures and the like.

[0009] As previously noted, e-discovery, as opposed as conventional discovery of
printed materials, provides for the ability to filter or search the data so as to reduce the
volume of data to only that which is relevant to the request. Such searching is typically
accomplished by determining a specific date range for the request, providing key words
relevant to the case and the like. Improvements in the area of searching are greatly in need to
further add efficiency to the overall e-discovery process.

[0010] Once data has been retrieved, preserved and, in some instances, searched the
electronic data may be reviewed by the requesting entry, such as a law firm, securities
commission or the like. While large requests are generally suited for online review, the

manner in which the data is presented for review adds efficiency to the review process and
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[0011] Lastly, once the digital data has been reviewed, data identified as
rel evant nay need to be produced in a tangible format for further analysis
or legal evidentiary purposes. The produced docunents nust be properly
identified and include necessary redactions and confidentiality markings.
[ 0012] ulpmatalyidrivesthe costdif slxonegiey praoesge Fherefong smpasremeotsdu ttegtarmer &
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di scovery associ ates have the daunting task of trying to determne who is

or m glspnfidensigiiyanatkivgswi th a case. This is a difficult and tine consuning
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research process I's not ool proof too en, during the actual
di scoveny cpdeas enatheranesasrepretexistingl edser rifheeefotehancedograstoto impreve theimanderal s

associated.with a case have not bee dded t.o the c .. This is . because of
vorsi ghiidhcapeset RRASHE A dOPEIHIA Y e GG ORI ABEToRaBEh ot od wi ¢
a case defilfdiflbor ORec FRRABMEMs RhP BRI, [ 0014] In addition, once individuals
have been identified as being associated with a case, i.e., potential

cust odi[@MS] a f urAtithe onfet ef neasatdlentronisediscoveryisesariades haye theedanniies teshi ¢

di scover,y associ ate. regardi ng.whiich of . th pgatent i al. t odi.ans
shoul d C'|f irgmg\}g %G%FBglgr ¥ 8h %H%Y? ibc? (?gsog}'?é?dg‘?ﬂfs?gr%gsgy gthgsn%/a %{rl fﬂ‘\;\éﬁlﬁ élﬁ&j gﬁi@t he

pr eser \@hiuing ehdcaosr thiGre@itRnbd Abctraticlioetivary siedihids fogaefovia refdaRtes vat i on
notices serve to notify the potential custodians of a responsibility

and/ or defermisieiwha is on mightheaswoatediwith agawe orhedatearcbrequitse thRled®aia o~ whi ch
t hey \Vi . r-\ g j . 4 . i . .adi

ol at e ¥E A Ao GNP RRFBUAS LB ihchiiich ap BEER BliskUTHALL Bhe

cust odizatd®r hevess anapfise-reldied databaséd)sudh sqiersonng dathbswsvethe lkesoci at es use
the answers tq the surveys to determ ae i.f &rses rvati on and/or. 3 collection

of dat alelesmifsdbaumsapeiner might parsspeiatea it 1BPeseaEel) PROFessitiftdent i fy a
Pgteﬁ?it ;tg&lggog)gﬁfé@%gﬁg% t@gerg}tdgir:ig g{eVﬁEdaPHisEWeWﬁha{sé oF RoaRtit RReRhinkaklare to
one or more individuals associated with a case have not been added to the case. This is
because of oversights or limitations in determining who is or might be associated with a case
during the research process.
[0014] In addition, once individuals have been identified as being associated with a
case, i.e., potential custodians, a further determination needs to be made by the electronic
discovery associate regarding which of the added potential custodians should receive
preservation notices and/or surveys and/or which of the preservation notices the potential
custodian should receive. Preservation notices serve to notify the potential custodians of a
responsibility and/or an obligation to preserve data and/or data storage devices to which they
have access. Surveys pose questions to the potential custodian related to data and/or data

storage devices to which the potential custodians have access. In turn, the electronic

discovery associates use the answers to the surveys to determine if preservation and/or
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device as relevant may result in inportant case-rel ated data being

i nadvertently destroyed by the potential custodian or overlooked in the
preservation/data collection process. [0015] Therefore, a need exists to
automat e the process whereby individuals within an enterprise system can
be r eadpllgetioned dathiieaccgssateion thenartiquldraaseymatieroc Failusd tadentify aqwéantialrhe

desi red, BLOCEIS s PRRHN GRSk N B BGSaHk .faﬂﬁl?e {o%da't{feﬁ%% o%%%%gz dJae Case and
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di scovery asso uring a nanual process o ent’i g preservation
not i ce oditld aase, stithvibyserrevipugy tdded Shihvidiad s. TigOkSiredirecéss lahdswstem pr esent s a

simplifi.ed su r f one or nore enbodi nen in order.to provide a basic
nder sERUAD BF IR TEAIB0N FRTEG: inTSoduEry AreHEE vith 3 B Hk o

over Vi epihf sofllehseh® tHeQ MRl RS RIL ANRPSHe IE BdsS ciaRNl d ifdil 1ah A8 Beslcdse dneitd her
identify Key or critical elenents of all enbodinents, nor delineate the
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concepts of an r nore .enbodi ments.in,a simplified.tor.m .as, a prelude to
the- nortry el e BER g e TRdee yish Sl Be il 0 B0febt oot ren <
of t he rgvigieRBlof bity@RhtiIMOtRESAR)/dr@ub)ss. eSlch ARPedsaindtres MRk B 9dentialand
conput er program products for el ectronic discovery and, in particular,-
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systens, apparatus, methods and conputer program products for automatically
determ ning suggestions for preseryation notice recipients based on an
associ ati on between previously i preservation notice recipients

and | ngoiieual s BOTONAPRE frdsuiea Sicck sEmmaBOL LS Bmor€ LA i 0018]

Thus, nt enbodi nent s~ provi de term ni ng suggestions
pr eser \oaddr oo prootdecehasieqindemtanding nf srchedndedimneite This swumagy isasean The

Geter Sl 00! S OSSO0 4 B SPIRRLL SO0 OF oL BUCh 25 PELSONIEL det2
not i ce o 8F iR ¥Rt al AR inRint < Hot RFndME the RoFAISH dnlydR all eRodiments.
Its sole purpose is to present some concepts of one or more embodiments in a simplified form
as a prelude to the more detailed description that is presented later.
[0017] Embodiments of the present invention relate to systems, apparatus, methods,
and computer program products for electronic discovery and, in particular, improvements in
electronic discovery that allow for electronic discovery to be efficiently and cost-effectively
employed across a diverse enterprise. In particular, embodiments herein described related to
systems, apparatus, methods and computer program products for automatically determining
suggestions for preservation notice recipients based on an association between previously
identified preservation notice recipients and individuals being added to a case, i.e., potential
custodians.
[0018] Thus, present embodiments provide for determining suggestions for

preservation notice recipients in an electronic discovery case. The determination is based on
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determ nation takes into account the preservation notice history of the
custodi an and/or potential custodian being considered as a recipient of
preservation notice of a specific preservation notice. [0019] The present
invention elimnates the need for the electronic discovery associate to
per f or mosepassorr efstata; sichtas pesoengtidata onflikehaspariated with iedividoals areyiquslysend
preservati.an.notices. .|n dition, th resent .1 nvention,.nak it less

Pl kel y estBeh A biegRati nofit asviaits PRCeRoRT Bheh R b BB Re s Thus, by
aut omatgeRgmidafoR fAReSHSo Accbbfths piékétUStidnSnotice ilstete @f aircbublogiap@ssiobi 1 ity of
om ssions, oversights and the like in identifying preservation_ notice

reci pi entestialraustodisndwing; considengd a8 o recipien\d psgserviaben nefigeiafy specifige
identification oft. reservation notice recipients. [0020] A nethod for
suggestpf‘:f“?ﬁwﬁ1 et TS preservation notice recipients in an electronic

di scovepylgyst emTefiprarest inpagiohietingnheckhavosdion the diectionicatisdosery The net hod
i ncl udes receivin at conputing device, first i nptfts t hat defipe a case

and r e@&iogiaigito H?Ff%ﬁn el ressREcde Wictcamine sy ply PRtSpiiA §u§tﬂ‘§?flsat8c§e plurality
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determning, via a conputlng ce processor rom anorig the potenti al
cust odijatesdedgpresepvation metiuggipined Theg ibyiaetunsating theprooess avme: gavangersvat i on

noti ces _assocjated w.th the case. The.determ nation..s.based on an
associ a@alaﬂﬁf’? e @%W%Wéﬂw? méﬂswa&t%'ﬁﬁlgﬁﬁs alhs sﬁglds%‘gmfﬁﬁﬁwﬁﬂ%
previ Otfﬁ,h%e féé@{ﬂéﬂté iR ek &eliPARIK Stolhe bGP FGRBINRALT @B iddAdFicafHn Addi tional |y,

the method includes communicating, via a conputing device processor, the
one or pmeseEvafipe sefticcaeciprenfsot i ces to one or nore of the one or nore

suggest eci piepts [0£021] I.n speci.fjc enmbadi ments of .the. met hod, the
det er m:[ﬁ(g%qr]on is 5’5&1@‘158“? es"’é@@é’g‘?“é‘? Wﬁseﬁﬁﬁb%éwt%%ﬁecﬁeqt%@ Pot ent i al
cust odigpRoaRdiddBPer9R9stoh JTRNEs Pebific RifFoinhel@ndf the @lentidt The &ftilfodof t he
preservation notice and previous preservation notice history of the one or

nor e potedndésatceaiving.cd icomputingdryive, first inputsthet defae prpse aadedidehtataof t he

met hod, determ.ni.ng further i es 1.1 L 84 ; devi ce
proces SCSWpuﬁ?g fi?a‘gcs; > ST élh @u&%&%ﬁ%aﬁu%ﬁéﬁé@o?%ﬂ%cg}é'tcglé%g‘?%ggo@é :Sléépgg wth
at | eashethoefi@thet eludeeddt@udningevih iafdoguriag dpHenpocasct, fopodmaniy the

custodi an. In alternate enbodi nents_of  the rTFt hod, determ ni.ng further
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predefi . t L OX] ] Qﬁpo
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[0021] In specific embodiments of the method, the determination is based on the
association between one of the potential custodians and the one or more previously identified
recipients of the preservation notice and previous preservation notice history of the one or
more potential custodians.
[0022] In further specific embodiments of the method, determining further includes
determining, via the computing device processor, at least one match between predetermined
data associated with at least one of the previous identified recipients and a potential
custodian. In alternate embodiments of the method, determining further includes
determining, via the computing device processor, that a predefined threshold of matches exist
between predetermined data associated with the at least one of the previous identified
recipients and a potential custodian. In such embodiments, the predetermined data associated

with the at least one of the previous identified recipients and the potential custodian includes
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classification, data source accessibility or generated data content. [0023]
In other specific enbodi nents of the invention, determ ning further

i ncludes applying a predeterm ned rel evancy wei ght value to each match of
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o) cace CARASSGHIAET VD B0l ans e SrEvHOIS IR BRY SPSFACHOnss At dnea
cust odicagsdib® of dereRiRg, ik AR ufihE defce processor, that a predefined threshold of

matches exist between predetermined data associated with the at least one of the previous

identified survey recipients and a potential custodian. In such embodiments, the
predetermined data associated with the at least one of the previous identified survey
recipients and the potential custodian includes one or more of employment chain-of-
command, employment locale, employment classification, data source accessibility or
generated data content,

[0026] An apparatus for suggesting potential preservation notice recipients in an
electronic discovery system defines further embodiments of the invention. The apparatus
includes a computing platform including a memory and at least one processor. Additionally,
the apparatus includes an electronic discovery manager application stored in the memory,
executable by the at one processor and configured to receive first inputs that define a case and

receive second inputs that add a plurality of potential custodians to the case. The apparatus
6



al so includes a suggested preservation notice recipient application stored
in the nenory, executable by the at |east one processor. The suggested
preservation notice recipient routine includes a suggested preservation
notice recipient routine configured to deternm ne one or nore suggested
reci pi etsosndidea apuegstedgtreservation noticd recipicatrpprisatietheopdtie feim¢mayst odi ans

The determ natjon is, based on an soci ati on between one of. th t enti al
cust odieEPEISHRPY e ¥ IASLABE BrseET oL e BT ATFICEHB OP T oire it s
preser Yﬁ%ﬁcﬂ:@ aYbbdsted C]){r tioh Bot%&ex_%bﬁ)ieﬁt fiaad b&fﬁiﬁlﬁe@tﬁ) deR8marRAEtUS, the

suggested preservation notice reciprent routine is further configured to
det er nminmere swggested naigens gfje proset vatw pitisa fiwnoimengst themetastioheustedianst i ce

based the associ at,i on, bet ween .t he .one of th ot ent.ial custodi gns and
the. ond MEACTRBREHFR F BER] O sERes FHaPS er e i AheRoteital syedproRe not i ce
and pr @y iis preRloRSISTid@kIfiRD ra@piets o trktRédrtioh Retine or nore suggested

reci pi ents. {)0028] In other specific enbodi nents of the apparatus, the

suggest@@27r eser aspasific embadiments of Pleanpaabig; the suggssted prevervadermntisgred to

d i ne_at, | . ' ' ith
[ cast oRa i pRE PR T W RiCUR F b ekl e BLAR 11
cust odipaiseffaticiehetiddivased fothe asgocrdeh bawdeh ieask@f thejotdmiat basodaisshd bet ween

the predeterm ned data associated with at | east one of the previous
i dent i fheene @ mere Prvicushadentiiedyseipisnisaf therressayation nofice grdiPrekigsti ment s,

the pr ] - dat: | 1 . one of the previous

i denti 3’? ge‘séﬁ{agléﬁ?g&é%?é&%m%&%g‘%eﬁr%%gﬁ%g@ g?i‘%@%ﬁ{lshcl udes one or nore of

enpl oyifedsichai n-lnbtheo sperifit; erebvelimymnte of theappiratus ahp buggested podsersatidii cat i on,
data source accessibpilify._ or ner gt ed data content. 9] Moreover, in
f ur t he OSBRI EHHIGE ilfhélf.@lgf ‘Eﬁ% ’(?%éﬁ gsﬁeamg a {‘lﬂ% 0L &%fg&zlé%we% eservation
hoti ce Xg&fé&e?fnﬁiyd daRiisbSGatbPwit'at RGSt ore %]ff k%@\qoﬁsoid@iﬁméd r@%ip{jeﬁé%am ned

rel evancy wel ght value to each match o i ata and sumthe

redet erm ne
pr edet gotintielcuseideman dgtermimedhdt avpatdefined threshold of matchessuipybetveeh thet ent i al

preservatjon not.i reci.pient.score. [0030] In other.specific e di nent s,
Phe: apRasiai s imet gybet Batambobi mbofh S dBRr Rt o ed | n
the nMemRttiaF8odlaabIEsull chlbBditentss BibtpréftferitifiatasOissodisted ikl thélatgash
suggest ed ?élr@vey r esgildpl efgd rquyl%e Murt%g 1|tl&(get‘er]mdne one or mtqre
suggestond of therprexiousae eI Teaatrecipicoim ag enligec #t IngludeyeRcdinagts o1 The
determ nation is,based on a L atl i al
cust oot RO ShEFSP Bl afPSAERR b Gl SFIEERe-2 R BhodE, BRAEILS)

al t er nakeessibhitg onBdticfated dta @iteitm nati on i s based on the association
bet ween the one of the potential custodians and t he one or, nore Pr evi ously

i dent i flP&PIsur veyMorearsrpingitierrgcifie @mbeﬁlél}%ltﬁ‘(fébe FRRSEYSy thsrsugastedne or
nor e . |

sugges tugehiafibn SURRLBR il s BRRY dhnfighBe 1 P T BRI iBlney
| east omdghtaslile tbeichannchvéthetpeedaarmdnedatata asisoo tht pcedateriinet] réleesity one of
t he

Q

weight values to result in a suggested potential preservation notice recipient score.

[0030] In other specific embodiments, the apparatus includes a suggested survey
recipient application stored in the memory, executable by the at least one processor and
including a suggested survey recipient routine configured to determine one or more suggested
survey recipients from amongst the potential custodians. The determination is based on an
association between one of the potential custodians and one or more previously identified
survey recipients. In alternate embodiments, the determination is based on the association
between the one of the potential custodians and the one or more previously identified survey
recipients and previous survey history of the one or more potential custodians. Additionally,
in such embodiments, the suggested survey recipient routine is further configured to

determine at least one match between predetermined data associated with at least one of the
7



7 previous identified survey recipients and the potential custodian or
determne that a predefined threshold of matches exist between the

predet erm ned data associated with at | east one of the previous identified
survey recipients and the potential custodian. [00311 A conputer program
pr oduc tPrévieusidenidicd seep necepients aathihe @oteatipl pusiodwnicd dsterhise thatpt her

enbodi i 1200 ; - i i first
et o esgadd phtFol KRkl o R EHPH BhedcRRHAR BRI Gl R, 3
case andeaf frgeedowdticfficdsoey rédpicaiadsd g patendinitiis@diaho recei vi ng second
inputs that add a plurality of potential  custodians tqo the case. The
conput éP03dadabl & FRIBPYIRR RIPEEM ey dacludingp computer-rrddleimediugy provides i ng a
conput g, hQP&x%JH‘hH&t? bF BI04 ARAAGN  Phe BRhARLLARIBISTHORLANR1uEAG: st ST €
suggested reci pients of one or nore preservation notices associated with

t he casd coddsdor chatieg aicoatputen to scéias ekt putsthaskfiot atchwundatsasad senef of t he
pot ent i al?s\(}ustodj ans and one or, _m)rer@{jevi og}sﬁlchde tifi gg reci pi ents of
the pr &8¢ a’EF%mﬁ&t‘iOB&’.“tqf&?F}‘f@ﬁf}ngﬂ‘?%O Rpe E1at addea HEY RERAEHIH ncl udes a
fourth 5gbaidhs £IHESashb OTh uG-rERBb RBHER 215 GAIRUNh L& JFlR6desaBE OF
nore preservation notices to one or nore of the one or nore suggested

reci pi eausng a f@OBREr (ohigermings frivarangtetgah¢ potemtaal pusiediaieg] ohebronofeor syst ens,
appar at us t hods ,an conput er program products, f.or..determ njng

Db ges chetrsarrRE S ou POR I ar TR L AR PP UL FOAE “di scover y
case. ARtcRaiRfon Is"RAsaRSLaMRadiARh BebwhRS e FhePpdisiiiapéistiiamfandehdor such

as personnel data or |ike, associated with individuals already identified
as pr egeere araviuslyridentdedredpignts of theqnepervidioninduies. Eurlriethie comphier-case,

emhoal neneete i isdibSe ThdeEie PERR K s HE R RBBy ol By

not i ce oheefimdte présor@fiodsolibésib@he bambee dfihc 88 & biaisngeddfed $&dipidatsON Noti ce
receipt. In likewi se fashjion, present enbodinments provide for determ ning

suggestlP@d for Jimsdyrthedepils aresprovidedbepwier sysemsetnparatus methods ard t he
; h i > i t.
t oat or SOpBRE pfodth BbRRSYor deblin Hfie MagfRichs (ETRRETR0 BoSQTRERRR® ||

cl ai s .anBleetrbaikldiscb gy desec rAsidteal) therddtdringnasion éxiededomucagpariseh of dath in
detail certain illustrative feat rgt?lig(ljyt he o&g or..nmore enbodi nents. These

f eat ur S4chasersoaneldafa or likgogisocipted w idyals alfeasky igendifigd @p preseryaiien j n
whi ch LG -0f: d de(gtm ] : -1ihi s
descri t&glﬁgﬁf#@%nﬁétigﬁdg%v%(%mlsﬁg?%de a‘?j?dgg’{};éﬁ errbgg{éﬁgﬁ'fggﬁ ée{:ér?gq'? Rel gtlgd
equi valcestbdian B BheDESERIRTHONhOPreTIdESs PRa N@Bstodiaf ORi3w]y dfpresegvations

descri bed enbadi nents aof .the i.nvention in general ternms, .reference wll
o b AEEEnt S1Eves as Striien Gesi 08 e gLTE HIFTEErogp SO epribio LEHRMIS or

fashion, present embodiments provide for determining suggestions for survey recipients.

[0033] To the accomplishment of the foregoing and related ends, the one or more
embodiments comprise the features hereinafter fully described and particularly pointed out in
the claims. The following description and the annexed drawings set forth in detail certain
illustrative features of the one or more embodiments. These features are indicative, however,
of but a few of the various ways in which the principles of various embodiments may be
employed, and this description is intended to include all such embodiments and their

equivalents.
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to scale, and wherein: [0035] FIG 1 is schematic diagram of an apparatus
configured for determ ning suggestive potential custodians in an

el ectroni c discovery system in accordance with enbodi nments of the present
invention; [0036] FIG 2 is a detailed block diagramof an_apparatus

confi giP@#]f or ddlaving thindescubriresbadimenss pEtheiiayension inoghngrd tarmsan

nvent Pt oR PN Bl g PR AANE R el I R PRl Il =™

suggest valpahenhein: custodi ans in an el ectronic discovery system in
accordance wth enbodinments of the present invention; [0038] FIG 4 is a
g

bl ock dP¥$lam of Hfe- dit eshemptiedigeme of acanpariys @nigwed fr

hi ahl i : - . § . . di N ¢
the. pr SedsRev TR B s o el o D T o
di scovempodimmmtesf the present inventia,cor dance wi t h enbodi nents of the present

invention; [0040] FJG. 6.is._a hlock diagram of a datapase,server in an
el ect r o361 i SCO\FéF‘Jy 91%99%%@ HOE BN SPERNE ToRRBIES B Ao

prese “%F%gb\é% ﬂ)(ﬁéﬁtjafl CR4ddiarksiPan CldcBofic RiRE¥erdl s AYR M b ctaaRe gl | on server

in an e ctronlc di scovery system in accordance with an enbodi nent of the
pr esentenibodmmnitoot, th¢ pE4ait iie@io i s bl ock diagramillustrating el ectronic

di scov nage .structure, in accprdance with an enmbodi ment. .of the
nvent 1071 0oas il &i€ 8 108 digtim gl g g R R A it B TPRF RPER Y g o
case OfcydtBaibkY in! AAGHEHORR digoPalysPSteMERT £eord8REBBwitle EABSdiREn R el
preservation notices, sending reimnder notices and creating and sendi ng
sur veysnvestienist odi ans, in accordance with enbodi nents of the present

i nventiQn...[ 0044] - 10 i flow.di aar am of . . .an
manage BREN n an P16 44t # BeR e Ve R, ERARER AERNE ARk RS
embodi mpshlighfing bemputRigaidiice veiotiag, in aBebrd4re0 45th dmlclimdsks afthe bresaite f1 ow
di agrans of nethods for harvesting different data types in an electronic
di scov@Rxenggsit em in accordance with an enbodi ment of the present

i nventi 9 DET . %: EN ENT [ 0046]
Enbodi r@?ﬁ% of t'r?gk%rgelggn I ﬁ\l/a! nt I gﬁ%%%@%%&%ﬁg?ﬁ%re’ ul ly

her ei nattadansi witlr erfiterdémentts bbihichpeesaniciavgsioyi ng dr awi ngs, in which sone, but

not all . .
[0040] FIG. 6 is a block diagram of a database server in an electronic discovery

system, in accordance with an embodiment of the present invention;

[0041] FIG. 7 is a block diagram of a collection server in an electronic discovery
system, in accordance with an embodiment of the present invention;

[0042] FIG. 8 is block diagram illustrating electronic discovery management
structure, in accordance with an embodiment of the invention;

[0043] FIG. 9 is a flow diagram of a method for initiating a case or matter including
creating search terms, creating and sending preservation notices, sending reminder notices
and creating and sending surveys to custodians, in accordance with embodiments of the
present invention;

[0044] FIG. 10 is a flow diagram of a method for custodian management in an
electronic discovery system, in accordance with an embodiment of the present invention; and
[0045] FIGS. 11 and 12 are flow diagrams of methods for harvesting different data
types in an electronic discovery system, in accordance with an embodiment of the present

invention.



enbodi mrents of the invention are shown. I|ndeed, the invention may be
enbodied in many different forns and should not be construed as limted to
t he enbodi nents set forth herein; rather, these enbodinents are provided

so that this disclosure satlsf% li cabl e Ie requi renents. Like
nunbers ref erDEFBAH'rE&D@ TIONQBE IMFb@ﬁﬁ Enlﬁw TEMNr eci at ed by
one of skill in the art, the present invention may be enbodied as a

nmet hod, system corrputer program product, or a conbi nation of the
foregoi ng. Accordingly, the present invention may take the form of an
ent i r el[§0459f t war &mienimehtsrefithe presemtunvangioh howma;ebe dessritibdmbors dbliyvar e,

m cr o- gcode, .etc or an enbodi nent conbinin nd har.dwar e aspects
That S Ganer Sith pomare RuRs S mdne D aaes in Wi SR PP TIbr o o
embodi réﬁ{%am?éntst SanPIEeRIn drB ¥R, Ol'ﬁdé@b{ tHealhﬁ‘enTnBﬁ QY eﬁ{boaledq{?mﬂ er

program product on a conputer-readabl e nedi um havi ng conput er - usabl e
pr ogr amtitferettdomndud sbdulidmot h@cmtruedms liro0eBie thmwnbcudimbﬂs ectdorthhewem; r eadabl e

ot oot REsctnbodicnrs M RIRSS frae ARG Ty MR o REattL BafX TP ©

infrare m@meﬁ@mmmﬂuﬁﬁe@gr&ef&éﬁmeléﬁiéﬁfsm'aghdi@w ce, or propagation
medi um re specific exanples of the corrBut er readabl e nmedi umi ncl ude, but

are notfl0047) ni t ed Asonax hearpsediaied byyoneel Silbisx the ev) the prese inventiomuiati§eone or
gl e‘t’“t ;%%me ab 5 g % b'dessés?éng_,; Astioully gro;@%%”;%%hu%? of‘&gﬁwﬁﬁ%& &t} fput er

a read-only nenory

(ROV , fedgéihgs alab@dmrggg n}&rpmhemﬁra&ﬂ)neﬂﬁgytanemrfynﬁ EPRCMtirely sbitaale nenory),
a conpact disc read-only nenory , Oor other optical or_ magnetic

st or agémpedincat (igpluding Agpweass, Wlé?éﬂi;oﬁ%fﬁ%ﬁm&%o -¢oelss@c abﬁb?mb?fbmewe | nt er net
or an h&%ﬁﬁlﬁ? ‘{A% fnd @&waﬁa Og&ﬁﬂatﬁﬁa)r g&pr i %efifsféhuﬂecﬁéf&g ag\éen be paper

or another s um up ramis printe
pr ogr arfsyseem beFatheahorenembddiyentapt treguesentineentioamayrisktethe éomocpﬁa c aI

scanni ng of the paper or other nediu hen_.c i]ed, |nter ted, or

ot her wic @PB%E%%E%‘SPT‘%‘HQ 4 %%m%erﬁﬁgﬂﬁbie mF‘P“‘HQ%&%a?PW“’&H& hi%nrogvfaa?- ed in
a COWpléB@éem?&{{ﬁ)ﬂl hé B4Rk, Conput er program code for carrying out
operations of e (}I ments of the present invention may be witten in an

obj ect [@@48ént ed Aegyrsupatdd compusmatgtle cepuoygmayhe nghzddan"ljlufagmlmmrh as Java,
Per | . Ct+. .or_.the |ik the,c uter gram. 10 code
For cartls THurs iy 11 G XIS PBLMAEHEL tora ol ot Sebs o rmy
al so bejestrbmbikticl 1ﬂﬁﬁ&ﬂvﬁf§ehﬂ&ﬁ‘hu&69§y@,%ﬁ{ %bpeﬁ‘ét@ﬂr&émﬂfbrtﬁﬂr H@Ages, such as
the "C' progranmmi ng Ianguage or simlar %r anmm ng Ianguages [ 0050]

8

Enbodi megdiwmoMare epegifieseamplas ¢é e compates r@é e impdinng dchevbutiarg eiter ence to
limited to, the following: an electrical connection having one or more wires; a tangible

storage medium such as a portable computer diskette, a hard disk, a random access memory
(RAM), a read-only memory (ROM), an erasable programmable read-only memory (EPROM
or Flash memory), a compact disc read-only memory (CD-ROM), or other optical or
magnetic storage device; or transmission media such as those supporting the Internet or an
intranet. Note that the computer-readable medium could even be paper or another suitable
medium upon which the program is printed, as the program can be electronically captured,
via, for instance, optical scanning of the paper or other medium, then compiled, interpreted,
or otherwise processed in a suitable manner, if necessary, and then stored in a computer
memory.

[0049} Computer program code for carrying out operations of embodiments of the
present invention may be written in an object oriented, scripted or unscripted programming

language such as Java, Perl, Smalltalk, C++, or the like. However, the computer program

10



flowchart illustrations and/or bl ock diagrans of nethods, apparatus
(systenms), and conputer program products. It may be understood that each
bl ock of the flowhart illustrations and/or bl ock diagranms, and/or

conbi nations of blocks in the flowhart illustratjons and/or bl ock

di agr awede foamatsping ept enesatioas ohembestipgnts of ghedayesent inMentiondnaioaiso beryagen
conputer progra | nstruction V] “chss ener al
pur posdh eOSTHER plSEMP-h @R ARl R G, 18, PR ERARNE BhededlS

pr oces gt BighiRP pieddiGirigdansaderce a machi ne, such that the instructions,
whi ch execute via the processor of the conmputer or %H]er pthog amabl e dat a
proces$¥¢¥lappar ﬁ*@k‘{dlr&?‘é&f’@hﬁﬁﬁqﬁﬁﬁilgwupﬁﬁfq‘%?JF Qfy MRECICTEREE fns/ act s

spect F i chils HfiRirad dRUGHAE bioRRMNBtar AGHicHbADRAA-RLOGSs B R bAF ESinpli 05 1]

These conputer programinstructi ons may al so tor 4 conput er -
r eadablpeogrammprgductsatlt man belundaritoad thatgaeh dilookrof dieBowgradgHestraibheardiaira

' t t unct i ' . ti . , h.ihat th
et uBLIRBAGLEEE.aBion OB ooks MGG N IRp G B0 SAHIORR i cl & of

manuf a | ' ' ' [ ' e N/ act
Cpoci f Kiagidind, B5 UElBEleinbied Uo o) @Bu@ Sl byt (i CTRE doRfbuter Ykt

conput émstymchopsanay beproutted tns preggssat e penefad puwdsoennepuiere spasid purpose ot her
progr ammabl e datﬁ_ﬁgrocessi nﬂ %g@ar atus to ca;#ﬁeta series of .oper tdéqnal
Steps £EmBEerSEofst ARG ERmE SR AREnS AORTHIEY o dis AmE IR ts 1o
pr 0ducC ¢y inGRidkshE whit Bt RURNI£the DrORSRE of teltohipater b stheNplogtigimhae dmhi ch
execute on the conputer or other progranmbl e ap&gr at us ar ovi de steps for

i npl empnedessing appafatvss cieateaneshesismg der iplementing filee fupptipnstigstspredtiedin the ock

di agrarg bl ock(s), t.ernativel ter programinpl enented steps or
acts na?“ﬁ’gmééﬂ%%gacw]ta%t%np@?é%ggﬂgr human i npl enented steps or acts in
order fgosigarry OHes@dbnefbadiro@ain iaftnidiend mye alsb d8 stopéllind cofilpuser- appar at us,

systens, nethods and conputer program products are herein disclosed that
provi déeqdgbledaeraonyithat san difgeiacompatics ot el BlogrRmunYls 432 PRoSESSINEINPaTaRY t er

Wi thi n2GNBA ﬁhggaﬁxaaﬁﬁg&eg,%ﬁ tﬂhﬁﬁq}{ﬁf&éﬁﬁﬂﬁtﬁ%ﬁ i B cgﬁtpﬁf?m&aﬁﬂlen. s
based on a conparison o at'a, such as personnel data or I'ike, associated
Wi th i meinvergtpadducaln eaitie efddadifadharetiidudiag esanchical heayts fvdrich imgemeniahes i n

the enterprise, whg formthe group,of potential, custodians. In addition,
t he corﬂi%tﬁo@ﬁf%C‘%ﬁfléng}@é{;’?’?%mégd/%'@logf_ﬁg@ﬁ%@o@f@frarre defined by the
case t 0(*)3{23”9 t he b umggﬁiﬁ%ﬁ%kﬁéﬁs'tﬁﬁy B4 OR8PS § cWinphicPot he

confi nes the tinmefra the case. Once the suggested potenti al
cust odictimes phegraminable ddti proerssiag appreagtud to cause presiesof eperatdonahstepd teder oni ¢

associ ate. ch e i t h added, pot enti al stodi.ans to,the case, and th
assoc: ﬁegogﬁ%‘%h VgamPPﬁan %tggre?rﬁﬁ?lgw éjg%pa{%ugl\ﬁqéfir?%},cetaoooglggte& nnot :dd

the syggestRtbdinbent hath thatthOmk@ictiods WhichCek@Eute on the computer or other
programmable apparatus provide steps for implementing the functions/acts specified in the
flowchart and/or block diagram block(s). Alternatively, computer program implemented
steps or acts may be combined with operator or human implemented steps or acts in order to
carry out an embodiment of the invention.
[0053] Thus, apparatus, systems, methods and computer program products are herein
disclosed that provide for determining suggestive potential custodians for a case/matter
within a comprehensive electronic discovery system. The determination is based on a
comparison of data, such as personnel data or like, associated with individuals already added
to the case and all other individuals in the enterprise, who form the group of potential
custodians. In addition, the comparison of data occurs over the specified timeframe defined
by the case to insure that the suggested potential custodians are within the confines to the

timeframe of the case. Once the suggested potential custodians have been determined they
11



[ 0054] Additional enbodi ments of the invention provide for determ ning
preservation notice recipients based on a conpari son of data, such as
personnel data or the like, associated wth individuals that have al ready
been identified to receive the preservation notice and other custodi ans

and/ or JsopiErnte todiaelseiranisassoriaty ghmerd witheddeduatentiol pstoditnstakisscapht o
aCCO“”FanH'&Ee asRo EXI?lgllaQ@% BRLT feferflimliBh s ﬁyf wﬁélﬁer% 350G AR 3R YO Potenti al
custodi an being considered as a reciplent of a specific preservation

not i ce.sugfitd]pokdnBal chspxltomitdése @asachenat i ¢ di agram of an apparatus 10
configur for determnpin uggest.ed preservation_nqtice recipients from
amngsﬁoﬁg‘ﬂemi a|A<£ﬂa%qr@8F1&ﬁ%cﬁm§ §ed ﬂ%edn&er@ag@rwgmfigtfenmﬁl%rpreservatwn
ent er prses yi . O v . = _

bl mones Mot SEL Bl cofiphimsith tafy IoR phimofief AREBPRR 1 ddbocired .
' r ef er switloindividiiatscthati towea klreddy beers ideot Bedbtotrecaiat the preservatiirenatico kadjethdevi ce.
In addition. to vin cecess,..it —w.ll. be understood that. a custodi an
usual | yor @dians e ptertaf SRS dpdgifoncibp BREETIE oL kS inyagaue e

pr oces Rsservatieh A6t @AM cTehdBiMdMHnAnaRr PotehtiAtubiiad B ThRIiAGEd Seyi ce. An
individual is a "potential custodian" if they have been I'dentified as
soneongedpichimicrwseific preservetigrendicenat t er. Once a "potential custodi an" has

been i i,fied, are.added to.the respective case/natte The

" pot enﬂﬁ@%é}cust o&qltlg'ﬁ')‘{ Previdysg §?‘8rﬂatf%&3gfaﬁlc‘fsfpﬁglapp%rﬁ§1§g icgﬂﬁglg%%@ra deci si on
I s nadeletedmbihg Qfkedad prebdroMonhaticOadclpisiid fomi bnghiPotdntiaPSustbdags her ei n,
the term "enterprise" refers to_a business, organization, association,

and/ or ad@eebtoot REse 0B Fatter/in gngnterprisgawidy elesbprid discavesy sysigntip agfordanse odi ans.
For ex e [ . an LS€r 1S & Mal or €0l atjon
that - eniRbgnoddinSaTr HERELAIA: Guioll ASUEL RS e Spf TR Bl RHER 1YL
dat a cusdiediuaingho hislaesss exddta on b ldytastorbgedieridae Minhddition fo haividg aatas, ibe

understqi) tha'gg thg term "custodian" usually refers to_an enpl oyee

( cur r entill begingerstoog that a cpypdiap gsually reads, widigs.cagates, stages, deleies, allerent er pri se.

[ 0056] Sarti% I . } > i ng

devi cescm[?%e%%{}gé egség’a coﬁﬁ%rﬁgbep atﬁ%ﬁ%qﬁzgﬂlgﬁengga}?&%ﬂ%&%%rocessor 14
and a rediekipallié a "poientsh eeitédian"dfithes haenbeen adertilfied knswamdiane of fdt@esippar at us

may take the formof ap electronic ,discover ager seryver 110 as shown
"0 and et Phos olhairi potdie ha berdotiuton Mo standabisdfar is 10

st or es +elReHVeRRbOmIHST AHRYotRMABRIoBRR! ik CRIARA t2th Wi Nalstodtanfhaus ed to
receive information fromelectronic discovery associates as a means of

def i ni nlgciginnasmade tomelleedatadfiame that partiular individiabcAs osddhetiisdbeterm syst em
As such‘é el ect.,roni c diﬁcovery manager a}glzgllt.i cat idpn 20 iﬁ}CO fi g]l.”e{j to
recei ve SPETPLPS | IFAGT 10 ¢ WAINSHS PI§RRZAN%, agsoshition gndigr somp GiReE ey ipal ¢ oy er y
nanagerysggiy infladdsaipldRlitySofamtsioliiafd abdrexamplel Mboat dntbddanetty, %n%gﬁ,ﬂﬂ@ei nput s

that add a plurality of potential custodians 24 to the case 22.
1s a major corporation that employs several thousands of employees, some or all of which

be

may be data custodians. Unless explicitly stated otherwise, it will also be understood that the
term “custodian” usually refers to an employee (current, former, full-time, part-time, contract,
etc.) of an enterprise.

[0056] The apparatus 10, which may comprise more than one computing devices,
includes a computing platform 12 having at least one processor 14 and a memory 16. In
specific embodiments of the invention the apparatus may take the form of an electronic
discovery manager server 110 as shown in and described in relation to FIG. 4. The memory
16 of apparatus 10 stores electronic discovery manager application 20 which is configured to
receive information from electronic discovery associates as a means of defining cases 22
and/or matters within the electronic discovery system. As such, electronic discovery manager

application 20 is configured to receive first inputs that define a case 22. The electronic
12



[ 0057] In accordance with specific enbodi ments of the invention, the case
and the custodian data received by the electronic discovery nanagenent
application are stored in case database 42 and custodi an dat abase 46
within the el ectronic discovery system dat abase 40. The case dat abase 42
i ncl uddscavery uraahgedr ppplicatias 801is adslstionallp senftgracde idive seond inputs that adéhe

system and each. case fil e has.one_ or e custodi ans 48 assigned to the
case. ﬂpéuréﬁgtog@pg:ﬁha%tggggy%g)}hﬁgp%%s a plurality of custodian files 48

and eagfipsyst odi af afdok@anb@siBNBe@fic BRBEIInRABT HdindERRA| fleRdsendiihé he
custodi'an. "As noted, the case database 42 is linked to the custodian
dat abasestddian datemeaetiet bytfbaclgcteanic digtarery Manafigaent epphicetineare sioeedddi ti on of

the custodian is, reflected jn.the respect] £ ] 4 se
dat apadirpsidiy R SRURD dppriad BARRTH HEraIt sbebr Solin BT 4
of t he 4pugthedhriatdhsdsRich@es 4 pRrdlitybf ivt (R84 dsheiaebwitd shdbaseiniBe and

t he cust odi an dat abase 46 provides for |everaging future cases/%;ters

based ohstpmanil gech e filsrhas gne enmeraenstodiang 48 assignrd te dceass. bhe sustpdiany ¢ he
case al abase - t AN i i f in

a5 BR8P BRDRe B Gy ey Bt i o

addi t i gaakly skaciandiesitls tgansiodtnp ssetadatiicanse dudhase42 edinkicé g theppl i cati on

30, which includes suggested preservatjon nptice routine 32. T suggest ed
pot ent icastodian daighass 4pothen feat ythepa Célétﬁéia@thsr %‘gltefi &0 y&pssy Wﬁ@g@ﬂﬁ QE@’Ped

Preser valbay iiehbaed fiht PlspBlive s AR AR AaaI6IsBUD fld Bk digd ween

previously 1dentitied presefvation notice recipients 38 and the potenti al
cust odirefiscta¥in tHhesptive cattodian 81 48aifithecnsprdéan dagataye 4¢.dEm lifk batween

preservation notice_recipients.38 and suggested tenti.al .custodi ans 24 may
i ncl uddhe gaie d?@*’?’?&t“zlaflgﬁt&e .5{0213%%%%6#0&5@? ﬁﬁg‘f’veém TCenpl oynent
| ocal e ’ca§é?»ﬂ??eit&yg‘@d§5d &h ?lse%iéds GdrRAl bdsBpdaudt 8sia SBRCohESpt b linkihk kife cabel

, overnnent |icensing/registration category, data

di vi si on/ busi ness unit nt i t
sour ce databessi2olthe gustaglanedatabase Yaisalisysted derthes i ralateon to T GSTARS 2. t he

suggest reservation not. reci pi ent . h-out lne. i I ess
enterpﬁﬁgﬁdat ab nz%n,mr\%]i@ﬁa@ga@g?gﬁg}dlggflg&ilge fl hsf%%g%% t %gvagl% erprise
i ncl udiRgce RRIPIGNABPliCAEbADOSEBICRRIIdE shidested peesprvatidrtitoticerowtihedgs dtieat i on
34 between a previousl i dentif i ed preservation notice recipient 38 and

the sugtgsasted notantiak susfodianspanetkiszaniigyod ty deterinesuggatjebricsvV#inient i al
cust odi an a I: ' [ f i | SBati
or esent AP B REHER 26 Bisgd obingHBelsdh 38 b R oA et reocllation o
speci f imticerdeiémess atdithepoteptitl dustodfane 2énThe assnciafion Bebatwgeeptegidusly
preservation notice recipients, 36 Lsmlg di spl %t such a%l, a gg -up w ndow or
the | i Keentifledprosgrvation BofsderiRieats S AR SPE%FSiRd g tephig@pstodiang an
el ect 1 Q164 ibiCRYSE HnASE Bf ! ol £ PRih B8 cbBnRBa LIS HREMAbIR) NoOtices. 13
[ 0060] qﬁéelﬁgér?rb?ﬁfé 1(:30 ?% 2,6%?%) Wnis a nore det ai I_ng% %ﬁock di agr am of
appar atenspld@nent spmsifitationl (incheliegspeoificgobltitic enddiyisenibuparessenider 110
enbodi ed within . an el ect.ronic dj scovery I
government 11cens1ngfreglstration category, data source accessibility, generated data content
and the like. Thus, the suggested preservation notice recipient routine 32 is configured access
enterprise database 26, which may be any database throughout the enterprise including
personnel databases and the like, to provide for an association 34 between a previously
identified preservation notice recipient 38 and the suggested potential custodians 24.
[0059] Further suggested potential custodian application 30 is configured to provide
an output for presentation of the suggested preservation notice recipients 36. In one specific
embodiment the output for presentation of the suggested preservation notice recipients 36 is a
display, such as a pop-up window or the like, that is presented in conjunction with a user,

such as an electronic discovery associate, preparing to send preservation notices.

13



enterprise system 100, according to enbodi ments of the present invention.
The el ectronic discovery nanager server 110 is configured to determ ne
suggested preservation notice recipients for a case/matter within the

el ectranic discovery system 100 and, in optional enbodinments, determ ne
suggest[@#Yur vey R@y@mgéﬁﬂﬁ 2.shawdiit 2 more detgledlenkriagiemad eppadetvaid, FI G
2 highl] ' . . t odi.nen | ect roni,c . di scover
ranager? e S UGB AL BLED i BRI N bR R B fe R e
devi ce.enfingrigersgstemt 1 0approatinistoantbodireého ofthe presaaGovaition! Yhbeeassdior med on
any fo:{ﬂ% of conputing device. [0Q061] The server 110 includes conputing

pl at f or Py RANAgeL Fervet &1 Uis capbigws aﬁeéﬂm%w&s@%edamseamqné@t%ns.

Conmput i 4 Wale 18 ' ri - yol atile and
non: vol'Sep EaR ot Sk WHERANSBRhic BV olThY L SO LEthuiolsl 0 Rau
and RO¢mboHPRDNE, dEERROsufdcaetl suaedsecimentanin additiomyto peoviding prearo dptatler

b vy TG 2D sty Mgt PO eaisor B e oHe ARea Ry mRa HR G o
medi a, 190t H3hclIBEbRe o AOR of %Y 6%Etof ehmPaedzdl &fice. RO ﬁ?e]serﬁ‘éggé}gtﬁils and

conputing pllatform 12 al so includes processor 14, which nmay
appl i canétbodsspe etdordinghytbegedbadedon anyi forrp oASb@hYtingadevateher chi pset,

roces | ogi c Gircuit r t her data processi devi ce. Processor 14 or
ot hor pP&idssor Angierver W acludes mmiiing plor g ek son Bereiy antl 8wy
i nt er f 3e@ides Al applRtidatCinhulink ?Fa@f%nﬁ’i 12An@idlesmeGha9Ne, RhRE N Foompiideh as

el ectronic_di scover¥ manager application 20, suggested preservati on notice
reci pi eplatilegs nonadlaie gemosy,gyels esaigad-anlyeydios cindpamaccessphémernyi(BAMO or t he

i ke st i |.ectroni c discovyer nager. server
1100t OO SRR ERPUONE nith B8 o aRE ] olbBOR IS WY P25
enbodi durther, mvaiogya6 enayfihdlodede, or 9ndrt Waslememod, cOgirhady R mytseendafy t hat
enabl e the functionality of server 110 and the operability of the server

on a né¥iRsHKY sispssslexinsi wich g Begadicigedia. aptigameadia, weart o arderd dible.i at i ng
and maiGHEN N0 GARRNLGALLAISIARInCIF A Bl FhBost {4 WRldShayEL YiOT KO

devi ce r the disclose cts, processl ng Subsysterns processor
14 nay applidatide-spevyfi sinbepystedrasg ABSICOpa] athetchipsetypiobessbe tgioit@igbscover y
manager _appljcation 2(({), .suggest ed resg{revat i on notice recipient application
30, sué’&?g?i%‘& PIGTPSIRE IeVaes: .%%S%dgwe f BIPCRIOnTUCE @b Aokt S RXECHE an

sub- no : (féggmm r t: : i ' udes
comnﬁggﬁgﬁggﬂodul e[r%%ﬁfe]elr}fg%% %isr? %rl %f?%e%ﬁll rn\xgkée}@ﬁééﬁgagﬁéé and
conbi nandhorsssledirmonmafiscov brytmamagd applicoiom?ti arpedebpresaroaigpntotce secipians
conponent.s af e el ectronic di.scovery nanager server 110, as well as
ot neeAPERR R At GRS roiBeR Dol BRP T S Yored i By Hus,
ComMuNioE el dttrbflic discovery manager server 110.

[0063] Processor 14 includes various processing subsystems 52 embodied in

hardware, firmware, software, and combinations thereof, that enable the functionality of
server 110 and the operability of the server on a network. For example, processing
subsystems 52 allow for initiating and maintaining communications and exchanging data
with other networked devices. For the disclosed aspects, processing subsystems 52 of
processor 14 may include any subsystem used in conjunction with electronic discovery
manager application 20, suggested preservation notice recipient application 30, suggested
survey recipient application 70 or subcomponents or sub-modules thereof.

[0064]  Computer platform 12 additionally includes communications module 54 embodied
in hardware, firmware, software, and combinations thereof, that enables communications
among the various components of the electronic discovery manager server 110, as well as

between the other devices in the electronic discovery system 100. Thus, communication
14



nodul e 54 may include the requisite hardware, firmvare, software and/or
conbi nations thereof for establishing a network comruni cati on connecti on.

[ 0065] As previously noted, the nmenory 16 of conputing platform 12 stores
el ectronic di scovery manager application 20 which is configured to receive
i nf or matddate 54 way ingheleshe wyuisitabardivers, fiomivered paftware agd/aseuabinationsor t he

i ke, tﬂpat fi n% .ckgtses 2 d/ or mat %.ers vm'ttihi n the el ectronic discovery
syst emtheARPTIpT.F3tabUFIURE P IS OTy CRPBLIGURR RUYSF " Ubpl i cation 20 is configured
to recepogsfirst AdppisudiPabtedahé iRnfrg 2661 &anp&'h% RdtReH dteredli Scovery
manager application 20 i's additionally configured to receive secgnd inputs
t hat ~adtbcpric discavery mapagesappliation 20 adiielhis cgegglﬁed tpareeqiveinformation M The
menory 16 of ratus. 1.0 additli | j i on

ot oo raerprERE AT APrSRLbM SR fr R B UIER SHif0EREEE BOATMA 0

not i ce wigeh fieNctionidctdistovers dystdhie Asugdesletopicelebvalinemagatappicatieai2pi ent
routine 32 is configured to determ ne suggested. preseryation notice

reci pi éneanfizpradde seretys thpidnpits et defingeasa ot elortngpicissqvenyaanagers| v

i ndenti f] . o ' () I pot enti al
cust oarEEBh H LMD B B o A B Dl o0 nmten 60
bet weemoteptigldeis@dinng 26 tate@ases220ci ated with previously identified

preservation notigce recipient, 38 and_ _current]y added potential custodians
D" BTt o cibsaurmHENUS of nerrallt 4P AfviHOTGY naydsh wBEeshe mienitgh '
Previ oyg;pL é?%%%@%ﬁ@ﬁaﬁ% 56 SyHiLB IR MO fudel fe@PRQVatiTN ot sdgsibRdonatcent i al

reci pi ents. e predeterm ned data nay include, but is not limted
to, enpRoiirestggiwipresefvatommeing, reapehosputing 32 soehfiguredin detemrine

classificatjqgn (incl.uding specifjcg.,.ob title and/or divisi usi ness
ohres syl et nafke B c et v ey TPt BbsciiafiaTL B bRt
accessigJiblsly PdefRARERM68h Aok ebplontsTiTartiugaeal L eidREgReYal | on notice
reci piént routine 32 accesses enterprise database 26 (shown in FIG 1),

whi ch reastbéiaan36.dBaedraswaticn Bghy cemprisees daieraringd dasa mach $8ibelvesar sonnel
dat ab d.t i ke . r ovide .an. i ati
or v otrisied et Ao e BARA-ERo L 8B AEEREL IO ndfos REMIEFTS g

| pfeservattion notice recipilen
cust odicafentBBaddel @oRBliall dustoares b6.dneplaflc smbbdinehts) the dermainationmay diba
match threshold 62 may be defined as a neans of determ ning whether an
associ deiberedon rreviopPIRRRTRtSNERtISE BISIOrY of Bierone o ;opt gy ed PRIt i ce
reci pi %‘E&?i"ﬁ‘g and potential custodians 26. For exanple, if the
predeterm ned data includes four categories/criteria the data natch
t hr eshqb@bflor an Tirgsealstamind dat ey delweicnbutésinotdimibel te, eraplofment chhinee of
the four, categaries. specific exa

cat egorqf'égmqnfle‘?rp%loé{‘ilngm?l?? R rFIRSRERE C@ﬁéﬁﬁt@%—(%ﬁ}q&%@ﬁi&éﬂ Ruds, (2

enpl oy nBAly: HRGAA/BIindsShin®) B BBt icRRsihd/tdeftraBfl cAtdorfal dut PRI &S

accessibility, an associatiron 34 between a previously identified

pr eser \aatassibilitpbr generated gite nonte8. Jihd suggested présgivation notice recipient routine
32 accesses enterprise database 26 (shown in FIG. 1), which may be any database throughout
the enterprise including personnel databases and the like, to provide for an association 34
between a previously identified preservation notice recipients and the potential custodians 26.
[0068] In specific embodiments of the invention a data match threshold 62 may be
defined as a means of determining whether an association exists between previously
identified preservation notice recipients 38 and potential custodians 26. For example, if the
predetermined data includes four categories/criteria the data match threshold for an
association to be determined may be a match in three of the four categories. In a specific
example, if the four categories/criteria are (1) employment chain-of-command/supervisor, (2)
employment location; {3) employment job title; and (4) data source accessibility, an

association 34 between a previously identified preservation notice recipient 38 and a potential
15



15 custodian 26 may be determned if the data match threshold 64 is nmet or
exceeded. If the data match threshold is three, less than three matches
results in no association between the previous identified preservation
notice recipient 38 and the potential custodian 26 and three or nore

mat che<CUptedian 26 may befleferadnaddf fherlatumafeh faeshold 4 isms) ob ercepdrenfithe daja
preser I i i pient t Lak i 6. [0069]
T ur CRar DBt Bk SRR R e ol s L P B Tt NSy b
appl i ecprévaowsadentifred pedservatioe dotilairacipehedoand the pbiential castddini @6 atdrtteée t he
wei ght ed dat a tch cate ories/,critg%ia results in a s ested .

pr eser VA{TSH %EGSP]é%’Pﬁ%é‘HQOC?é‘SPé4 tweep thergrigheidentafice pygsseyation

chai n- Qe OFEIRN ts's%)ﬁ{d’ﬂl%gj’ot&ﬁ?é &ﬁYcﬁ{i&%ﬂ?i ght of ten; enploynent |ocation
may have a weight of two and a} ot her data match categories/criteria my
have a [M@69ht of Indurther kpecific érsbaimentsj stk tawh relheanoy ewdight $4 yndydent i f i ed

e erPihsreh REAHE SR Ped e el Sty aohd dipotor S meouaidymatn
| ocat i QAteRtiesidiAérerefdisqh ?A%ﬁ%g@iea p?&%ﬁ)ﬁti&@%&%%ﬁﬁi’eﬁ{écb%é@1Fotr Reamdpggest ed

preservation notice recipient score 66 would be twelve (i.e., the sum of
t en ancdmphepment ghaigwisommsodisnparvisor miehaved wiightof$ey empldymsnhlsicatidror

i dentify] t ent..al., cust odi ans_ or. servation..notice,recipiepnts.is
cont | odb e a At DRy BhEHL P Bhia Bl RIBLURuAR R phvER CHERI Y
enbodi ropat $f iofs deteemindd et ilpretioudly ediatifedrhRedvAatRInghofieY rdciifiéndd8 and the
sub-cat egories/sub-criteria that provide for predeterm ned data matches 60.
For exdwpiniial qusiodiag2\had ke sameganplpyment chriawd commapd/suparyiser anddhpsasn 38
may not . i i Ll . ent | cust odi an
26 but A AchE iaat Bl Sl b ohe? 8% i RBOBAIE RPRARNEY P ert
bui | di ngeseifatisn nétiveaetiphn sesrb 66 wvahl Iss twelie-(£at elgodiym ?ﬁﬁegiaﬁ&tw@y Ike used
to deternine ap associatiqon between previously.identified preservation

noti ce wéb?rﬁb%ﬂmgn’fgetﬁe ERSEPI see ﬁ@?sm%adeaﬂélwot%m EYSAPRIIS OTj ¢ he
enbodi J tSe . rﬁi@u g i I : wei ght

assi gnﬁ&%ga?ﬁ%ﬁ@éégg% %rlmrl are(rgl‘r%sgg or%{it%ﬁfeﬁtgééﬂﬁlfge%s 'P%%E entire weight
assi gngto1lg t he daspgdiodmhodimeita ofithy ilpentiss thgpeetcbas@ebdalatd they selndeat egory

mat ch between th reviously identified preservation natice recipients 38

2nd" por B PP rubsiiesa 13y ProvE T PROCEPR RO ILPPRDIEED: SREGRITACE of t he
pr esentyrdiNan idemtifidd frBREvaRbR ibH&: feBibient BEnay hBhav@beSHRUSSE BOMBSARET Vat i on
notice recipi'ents 36 to be refined, inreal-tine or the Iike, based on the

i dent i fiuddinges thefpotendiabeustodian 39r oy eraydoiwsrerrhane peariveated ot thisang sgar d, t he

a1 gor Crihibn G bl ahiE 4t Fta FBbodiRgh Hinaeenp ot fudpip sl "
pr eser \atikefinine bh 8&otieGdPb&Ween Hrovidasidedtifibd pibserPasAthARe tRGiént@ssoci ati on

with nore than one previously identified preservation notice
and potential custodians 26. For example, if the embodiment implements data match

relevancy weighting 64, the weight assigned to the category/criteria or a portion less than the
entire weight assigned to the category/criteria may be assigned based on the sub-category
match between the previously identified preservation notice recipients 38 and potential
custodian 26,

[0071] As previously noted, embodiments of the present invention further provide for
the output of suggested preservation notice recipients 36 to be refined, in real-time or the like,
based on the identification of one or more preservation recipients. In this regard, the
suggested preservation notice recipient routine may include a clustering algorithm or another
like algorithm that provides for suggested preservation notice recipients to be determined
based on their association with more than one previously identified preservation notice

recipients 38. The clustering algorithm provides for assessing associations between all of the
16



reci pients 38. The clustering algorithm provides for assessing associ ations
between all of the 16 previously identified preservation notice recipients
38 and t he database of potential custodians to determ ne association 34
with the currently added potential custodians 26. [0072] Additionally,
accor diprayiquslysidediffed presepatipnnatics reeipients3 81amddhe datelase ehpetentifil scovery

manager_ ser.ver, 110 incl udes . .suggest.e y b RSN hcatdon 70 that
e R0 b R iR T B3 SR SRy 4354 BhERbBGOER 26T 10 )
pot ent (@723 ust odisaidfiod6lly,Ricemtlmigab ¥paiieembaiimbets casmobakest advti@hic
association wth one or nopre previously identified survey recipients. In
speci f disceysygiepesr servehbl aclkdes ugeestid svayeydrepicsbanplisaiitnoiD Balesi ous
survey hj o} i B . this
Fegar o OB o leidrinc e Red Vo ey 3ARRRILOAR, Rah Bkl gofRalBl ofiant 36 g
associ prdvislyrddbd pr the casesbasaliory my assed aiorewitls oagor mhiegiretiypsdy idehtiSed veys
have been recei,ved by a potential custodi an. consi dere S a, recipient in
e caSNRUTEGHONT. ReoRaCiRmDPReGh i ot minlg P o DFBLOBPIevE ych
ebodi BERES histdd§ o e VY of BREL aigg_aam pEhfd Recl ey 1hehi¢RRMIUed O

uggest e f

det erm ne survey recipients 72 in any of the manners previously

di scussegpested suwkptdcgnertt applétationi7fitalgs snig gesuptiasseastems atithapreviots ce

i pi t . h i i | t ti 1qt | . Wi thi th
pot ent PUveX (RARENIS A BB Atcs ! sEvRethave Prayeaxl ke pifeptiglepyodat’ " "
i ndi r eghhNIREEACd REPIen theRaRfAREr WehNandRIr i BrevioRdk cedmitittess. suggest ed

survey recipients may be deterni ned based on a natch between predeterm ned
dat a a$e®Bilat ed Wi sueh embadéments, dhesysyesvicerint appligation 70 reay bee FeddPpi ent s

dth i al di an. bei : ' d . .
Feci pr R ugers SRS A G i BLEDERG BpBRe B RURRI SURAEY e,
that t helatisre@elctar@ehihpsggbatd pRiervatidinesics eatbibits bebyled@parinpaaedioustii st

between the predeterm ned data associated with the previously identified
sur vey se@rgseratian apléres mathindeaetantipl ustodiginerulaben.iince sHarYetddeas

suggest J :Qly I . - .0 g%% vey
reci pi éiﬁrg gt[gﬂn@#lg%&ft@tag%tcﬁ%é?ﬁ\g{ﬂférQ#‘rﬁg{@%ﬁﬂ g‘fﬁdse ug‘élgés"ta@(ﬁ’ leBr e%‘ggﬁ notice
reci pi egfigients reryfbealder@indadbaskdiat amarhdeivedenprodetdmmined datacassaied oitht i f i ed
survey recipients, and _the potential custodians considered as recipients
may i né¥f 15’6%,0115ik?fe"il%lsh’o‘fie‘?tiﬁﬁdtsélﬁ"%@?c‘l"éﬁﬁﬁIaﬁg ROt PSR d

enpl oy gAY g bRl ReBRHLR afaedet Bayi Y,
Gener 2 e e R T s Bl

sur vey bemsets syphehat thgpplcdefateddhredi®ldafmiatvbes peedae be detenwiand (o swstdhtwasy to

determ ne s ested.survey.  recppients.and Ssu uent suqgested.surve

oot i i pERE AL G parecipet FOLEE P e R RN R B 1 B s
in a ragkadacdRtiant D84S LomedREd hhebostdd fecipfnts ihlopdérdbaBita@minatiodepnct ed of
a nmethod 80 for determning suggestéd preservation notice recipients for a

case/ mauggested survey s¢capiemnto fhimilar, to the determination of suggested preservation notice

recipients, the predetermined data associated with the previous identified survey recipients

and the potential custodians considered as recipients may include, but is not limited to,
employment chain-of-command, employment locale, employment classification, data source
“accessibility, generated data content and the like. In still further embodiments, the survey
recipient application 70 may incorporate relevancy weighting to determine suggested survey
recipients and subsequent suggested survey recipient scoring for the purpose of listing
suggested survey recipients in a ranked order.

[0074] Referring to FIG. 3 a flow diagram is depicted of a method 80 for
determining suggested preservation notice recipients for a case/matter in an electronic
discovery system, in accordance with embodiments of the present invention. At Event 82,

first inputs are received that define a case within the electronic discovery system.
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di scovery system in accordance w th enbodi nents of the present invention.
At Event 82, first inputs are received that define a case within the
el ectroni c discovery system 17 [0075] At Event 84, second inputs are
received that add a plurality of potential @ custodians to the case. As

previ o998 not ed Atdenii4, isegond inpubtiars freeligd dept edd a phisalidy af potegtialcal | y

i ndi vi W & hy e - DI i ghl:y:.: .

i 11 Shap{tgl Sl ol AR, orth B R TR, MUTE 388 e typically

cust odiimdisidosls evithirdtheieaieeprise ighiwlldvantiodqhe ca3c.dAdditiohalbypbteatialndi vi dual or
from devices a%fdggi ated with the individual. [007,6%? At Event 86, g
sugges_tceﬁoglfft%% {9 BFASHSPPURS pedl sPeiRtiansonseaderisioads mare Ifeauicadya The
det er Ml RAndliduior THAVASIGA RLRMRY' DIt B ahIdg, recipient Ts based on an
associ ation between previously 1dentified preservation notice recipients
and t h¢0Gitéded potteivientdo, e saggedied preseifMatompetineiratipient indygtetreinad fatthd bet ween
predet er m ned ta.assocpated with the previously.identified preservation
ot ce P eTETIRIoRoF Birered st St SaraHan noRSUpIERt 1 PR E08: mi nat | on of
suggestgdcRiies 8btvakh provitRislyGBeriBTed Pr&BHatisMHotiderbdfients REd Ukeaddedt chi ng a
predeterm ned threshold of "'the predeterm ned data. The predeterm ned data
may i metental cutgtlians ‘Rl asspeiaticaomabe & matadnbetmeengived oterminedaiatreasegciated

enpl oynent.,l ocati on,. l.oyment ..cl assification, .data.sour.ce accessibility,
gener 2ot s PR Diae R B it RO cqSBien R dn PR RS EFaBE o nat | on of
t he suggasbed, he dseniiabii@hoMpbéted ReicpiLidh SotifPtcipiatsufgey Rethehinchdet he
predeterm ned data based on respective relevancy to association. 1In such

enbodi meiehing & peedgierained thredioldeef the predeterriped et dheptedetgryinpddeammyd t o
result .j a E e i t] | Pi . t hr eshol d
score rlrﬂéd;uq‘?ébgéég ?Si%‘gﬂe‘f‘{?ag’f% lé%gﬁﬁggg}bgﬁ&ﬁﬁlg&d?\?%? %0 n%ﬁ% F%@nf ecipient is
det er meaptbsinient blasdificatiohodath stetceaccassibility ofFencaxaiaiadechntdnd QBihe likkef ur t her

enbodi nents clustering techniques nay be inplenmented to detern ne
associ a89YdAs bet 1oqally, fletprminatigh op the\ppagrsicy rersRRlien BeRGsedRiettt i on

notice > el . : i
cust odir%%?ﬁ&%{iﬁg%%?ﬁ%t}f'teg)g‘%]drﬁtégﬁgisedqgh 0\?v {J}?f I ec ﬁtq ? iél?‘%:vgg %ﬁngg%@%?g ci ations
bet ween sind quhhodaherty; tid wighted oakiley ofitid ddtepoined tlatalmaydhesstionhicrte resutt it he

i ndi vi dual bei,ng consi dered far. suggest tential custodia s well as,
| dent | FEREGH RPCREOR AP GGEPIH THE ok S5BTald e oS AE0 Bobk 85, an
out put g)SoeRic@\prdBAaftbn hdtRcFEdificH igﬁgtﬁﬂhﬁé@tf:cthy thed 5]&!&9@1@@&& g eservation

sh
notice recipients. In accordance with specific enbodi nents, the output my

be a ekeagdéd.presentation, such as a pop-up w ndow or the |ike, displayed
in conj ion Wt di .ay that provides for the.selection of

preser \;Q(?ZI%E‘L n not ih(l, Eurﬁngaflaﬁtgcqfépgs[cgﬁg&ngkc%%%ﬁ@y ?erﬁS{?leﬂﬁeﬁéo an overvi ew
of a coeRasinassRRtiehPbdtwesnM firality of previously identified preservation notice

recipients and individual being considered for potential custodians. Clustering techniques

allow for identification of associations between the plurality of previously added potential
custodians and the individual being considered for suggested potential custodians, as well as,
identification of the strength of the associations.

[0079] At Event 88, an output is provided of the determined plurality of suggested
preservation notice recipients. In accordance with specific embodiments, the output may be a
visual presentation, such as a pop-up window or the like, displayed in conjunction with a '
display that provides for the selection of preservation notice recipients.

[0080] As a means of providing an overview of a composite, enterprise-wide
electronic discovery system, which may be implemented in conjunction with the computer
monitoring of network status described above, FIGS. 4 - 12 are herein provide and described

in detail. It should be noted that the system shown and described in relation to FIGS. 4 - 12
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el ectroni c discovery system which nmay be inplenented in conjunction with
the conputer nonitoring of network status descri bed above, FIGS. 4 - 12
are herein provide and described in detail. It should be noted that the
system shown and described in relation to FIGS. 4 - 12 18 are by way of
exanpl erednl wapolbixaapleod) angras seelt, pyesentbcddspébdemhodimenis of the inveatiohvent i on
may be enhodi ed .wi thi.n ofher. el ect ronic discover st r y i npl enent
sel ect ™3 q“ﬁ?‘?glegfw’flﬁg O&eéglte?%?‘}?%dﬁf%‘@&gsyenésy%r%loéﬁ Wepﬁéﬁﬁlﬁégfégé ri bed.

[ 0081] pBitians 4f itlelUsttrbicRBscaler9 ¥ gitah dkpeiei@etibeni ¢ di scovery system 100 in
accordance wth an enbodi nent of the inventiogn. In sonme enbodi ments, the

envi r PRSI of t AAG. diilbustieten e cremplaneslgetopi HpsoVery systernidl iRRsFardsICsn
t echnol o | at f.or m,of. .an ' . . ' r
ot S e SR pRnFRLERP i 8fine LAboIARARPHE AvEmARSEaR L o

and neftwefrbnis ddcaay @t @ 60 igthe ifornmativattedmoluigy iplafoemaian keterises foa
communi cation netwark. I n particular, an ele téoni c di scoger managenent
ser ver examplegmatippal of mvisnatignsb gergorakiph.aand ipgiudes aapylfIldeiof SEVESy ver 130,

enterp .a%ﬁinggraﬁa %@l!wq‘fﬁ) %kﬁ\%;dévﬂ:ésom coﬁﬂﬁlﬁﬁ@:ftfoﬁﬁvig{t bife aBIEEEPer ko0, 1 ncludi ng

at | east one ’personal net storage area an | east one shared network
st or ageomnfmjcatioh aetiorls elngpaetidul &apay eestrdbddiscovegnmenagemensservar dé8, ater ver

170, hort - t agi dri 180, d | -1 t k st
et wor KABORAEAAOR STTF | B KAICCERTFSHOGY L0 ST ERHR AP SR SHRERFO B 102, The
commun 'eﬁﬁhir%l@ 1€ %é@@érg 130 3ndB¥ing BEledst Wné PeRb:2A nBEIOMR EtbrageRbdalifiingl1cafie

Internet, a local area network or intranet, a wireless network, or the
| i ke. [0B68Rredsetshdunstoiage bive, dnteapkisakmagt sarvars 160,@ cogyersing senvices BOHEIC

user | ot SRR R Seie s AT 1O Bl AR IR LRAGER] " v

ManageBimEidaYiBh ovdth dofnBuiBitiohSlevesrkt 103! ThaRomBRinR2LeSs fewovk 20Bmweb
browser. In one particul ar enbodi ment, the el ectronic discovery . managenent

ser ver beaovids area netwarksiaeludingshe kteraety @ focphiea pefjrofeoriabargcwiseless zi ng a
web browse (er{hgliﬂ?(:hi ne within the enterprise. Through the electronic
di scovéllf’tﬁ5 nagenent server 110, the user interface 118 may be presented

to a ugessA|or theadshopase sheWlockadiagiatgof Kl Setlraddchonic discoeayery process
and all processes described herein that are i nherent thereto. _ For

i | | ust meanegemenispryse 10 provides use infedaneaneigrast fonye Utsqlréntaﬂg??alrkﬁ- JBer

| nter a%am@%%hﬁné{?& thei&rghlt ﬁé&%@ Iﬁ%@ﬁgbﬁleﬁ{beﬁf&)h DY % Wbb SRNRALRE Of
t he conpany 0 Serves an el ectroni | Scovery managenent role, and

her eaf theractsedefie nmed Hrowss. fiend prdedaoansbodimemtatheelettrdgic diiceverysed i n
greater detail below,  the e-di scovet%&g%n e t.he user

tili
PNt or { ARERAEABNt SRR LIS A0 JEANSt WERYAFRISE oL BRY 28 APOSTEd Wing et ed
dat a. 'b&o@ﬁ%q &&hﬁ%ﬂﬁh%@&mhwvemau%ﬁ hRlelRR¥nit Ac¥ v & Managameht use the

user interface 118 to performthe manual Tunctions _
server 110, the user interface 118 may be presented to a user for the purposes of managing

the electronic discovery process and all processes described herein that are inherent thereto.
For illustrative purposes, it may be assumed herein that the primary user interacting with the
user interface 118 is an employee or contractor of the company who serves an electronic
discovery management role, and hereafter is referred to as the “e-discovery manager.” As
discussed in greater detail below, the e-discovery manager may utilize the user interface 118
to manage cases, custodians, collections, and collected data. It should be appreciated,
however, that any individual could use the user interface 118 to perform the manual functions
herein attributed to the e-discovery manager, and, indeed, that an automated process could
perform those functions as well.

[0083] Referring again to FIG. 4, the electronic discovery management server 110 is

in communication with the database server 120 and the collections server 130 via the
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herein attributed to the e-discovery manager, and, indeed, that an

aut omat ed process could performthose functions as well. [0083] Referring
again to FIG 4, the electronic discovery managenent server 110 is in
comuni cation with the database server 120 and the collections server 130

vi a t héommpupggaion netors h0heThpdatabrep serverd 28atsshawa iv thehdeckidiggramofshown in

t he bl i . i I i Vi ces
for tnd g & RRERMAN WhGyidS datba AR QN THdns QRGN BRARHARERECREAY 07 e
ndli Vi dual oust ool anes 1 he Case. dat abasa) 124, whLen ol daee data. el ati ng
i ndi vi dual custodj gns e case dat abase ich .includes data relating
to pa%ﬁaéﬁllaHPg %@3@}(‘%@%@@1% Gk %&@%@%yﬂ@b&g@uq&gg{mwla@ﬁg fhel udes
data r i I 4 i i,Qns server
130" ERefionp ok, Sl nhy B HALE 10 SRR chile, B0 R 0° 100 1<

di scusseledtionsibtiag indretaken by theshledtbnb scruerd@0s t Bapti cif ket foregolng databasgkat abase

o1 or oRAETE [ dABRRET ke Ab RIS in I PR 1 EwRERs veetdBiven ence

pur pos esyifplke Yiatabie seR%ANRLRE bd BEpILNS thGdad b LEHAE NarhBase sONLL 1RE Stored in
one dat abase server and the ongoing collections data 126 could be stored

i n anotréferendatoxbsisgle detabase sefve0B8 49r iIRegfrativk end carfvenicecapurbeses ofilyd&pabase

servers_enpl oyed, .it LS an h,ect..of enmbodi ne of the sent invention
Chat -asedipis e gt DRedPn e Sgte s HERE GE Blebpltsciit ofh EXFkolRec
server cdRétionslensnge édly be Wokddein GHstheddadbagdéedvdn the Unified Directory 122
and case data in _the case database 124 may be |linked or correlated within

the daf@¥de ser Fegardiespof the nuekeng ‘@!ﬁabﬂﬁeﬁwf‘@%@@ﬂpﬁ‘?% itei]f an gisétprded to
partic "él‘n%%dl §Sof tﬁélélteg(gft mn{ir&g ﬁhQF daéé{TgeEagglE% %Es&%%%‘}seanlﬁ é:ageg?g %g)gséd(imt o the

Ther ef or €, en a caseis initi i ze cus I an

case, ithd dutababd servdrd 0 iddepedentl pdinahile(castobiandatdah theUiFiad BideOoat iams for
that custodian) is accessed bi‘bt he el ectroni c di scovery nanagenent server

110 i napfeasgdlietaip dhe gase detabasy 139 may hedinkedior complatedswithiathe dajabaseisaryerked t o

the parlbb,%{ @ianf%%g?gl]eh%{l&gﬂiah@ﬁ‘@ as ldglé Xltiicﬁ'lgy%asgs}/ cﬁagdigﬁsdlhéy(cgé/ ery nanager

into the case. urthernore, Tn Itron to Separating ut allow ng
| i nkagenanmhedcsepiratti aftomrasmagdierforawhaasensemnagatival andracoetedag is and as

di scussed further bel ow, dat nmanagenent . processes relating to the
col | oo rBFelo frcas FURRtierqar it SR TO PO P FEdtHani o
di scoveftodihs) @hé&s@aw@é 88t InATAC ANy RABIL AR scARY 1 P41/ A LRAegTRNAGEMENT

processes. In this regard, the data collected froma particular custodian
i s st olbrkctogye b2 wtthe dathbasmstryehl 20rmddinged th the paricolamedse,oathanthamny r el evant

case inforpmtion dj.scussed bel o jt is stored in |ong-term network

st or agglarqg{ﬁ?% utltg’gt%? CHCOrEY ARed 1% tée “®Bfist odian, which is in turn

l'i nked [0gB5pne Or FiRh&moas 8§ additibiStol sepRAANRbADARNFANL BARMED 1) Sistddfan
management and case management processes, and as discussed further below, data
management processes relating to the collection of data from custodian storage locations
during electronic discovery are also separated from case management and custodian
management processes. In this regard, the data collected from a particular custodian is stored
separately from both the custodian information and any relevant case information (as
discussed below, it is stored in long-term network storage network 190), but is linked to a
custodian, which is in turn linked to one or more cases. This is advantageous because in the
event a particular custodian is assigned to multiple cases, data collected from the custodian
may be shared with the other case(s) to which the custodian is assigned. Therefore, the
various processes and components of the electronic discovery system 100 may be categorized
within one of case management, custodian management, or data management. And even

though cases, custodians, and collected data may all be managed separately, there are
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event a particular custodian is assigned to nultiple cases, data collected
fromthe custodian nay be shared wth the other case(s) to which the

custodi an is assigned. Therefore, the various processes and conponents of
the el ectronic discovery system 100 may be categorized wthin one of case
managenent, custodi an nmanagenent, or data nanagenent. And even though

cases, né¢esiapily Hilss betmebnaht badhsdatiatorestaylial imdregemeangé thesepallat el y, there
are 20 necessarily links between the various datastores to all ow nmanagenent
of theeE@@?lﬁFﬁlsc‘é‘feé}EP?"&ﬁﬁsc di scovery process. [0086] CUSTCDI AN [0087] Wth

regar dl[éq:gé ustod@%mnt, according to sone enbodi nents of the

presen nventi of, rfied Drectory/custodi an database 122 houses
i nf or N@OSGN r el atWitlgreghml taldustpdiie managenoanstasdording taisoine wmbhdimentserfithé se and

e e It Sy DRl L R385 00 TS LB S 0 1

exanpl g ali Péteftii LRHb@ISwIIRNRhe a&a;pﬁis@ald AL TR HRSERYE Bfosk ORNddidrsatort @
uni que nunber for each enployee of the enterprise), enploynent |ocation,

domai n datenrdihk infdinaipmetored methpdmifiedsRirestapnitZ2imassincyde fgrerprswatlarconput er ( s)
nanme, paths of. network .storage devices . the L odi-an, i di ng
Shar ed Caroad faf are Gt SEEMETANT SpallDE teBnrEf Rl IS, it
NManage kKEmbbERNA0AEREI1SyRlof thdetehiad) eemplogmentdoyatioh Ndomdiif epiidibdddessdshat

may be relevant to the discovery process. Since the human resources

i dent | mievork ysexidamyificatinm, ersonad compeisr(B)ramsd Paths of petweresteREodFiESSt s, the

Unified D 22 . | i ] S
i dent i f%ﬁfﬁ%%ﬁ%?&%ﬁéﬁ‘?ﬁ?lgg% |eg2ﬂ‘;‘ée?g?¢#gaﬁ{é§p%%§\7‘?ﬂe lUtnLS’fsll%gﬁ&Ei rectory
122I | S pERORY (ah&d%sj Iﬁar&ﬁmjl tehl;nsﬁgpbm ?cmmih?w)mnidl ain;r?nhamhfohpdt'&m that
applications _ and nethods of identifying relevant informatian. [0088] For
exanpl énaythegelsyantte 815 discaveydueseys- n%}ﬁ‘é‘g&‘ﬁéﬁmagé?s\%?ceﬁﬁ%nﬁﬁﬁerﬂﬂél tabase

server uhilo MedbRLEEIAGE i bdile BRI i )}ﬁﬁ‘ﬁ@c{)_ﬁﬁ@&o 1hRahTaN T esour ces

conputer ~systens O enterprise to co the inforrmation fromthe human
r esour oeganitatl abamd shé Introart fesourtésiiflensificDi Adeif dreyinfithatibmradaing teibwdherent s,

the electronic discovery nmanagenent. server 110 . al sg.reach..out to a
ot wor IUREEDREY Caah et FowBUAET P Broprss 208 Ty B BEAPPHSHIORS Cvor k
I esour Ga§ nfetldak 8fideRtiRAld defdtha infordibsh. ans and integrate this information
into the custodian entries including the copied human resources

i nf or mi09&®H. | nf dFomexadnapiesfthe clebleonitidisto ety Mianagersny serea Ifpr dhosdgtahase
obtained fr t he. napager. f the infar,mati t echnol network, i.e.,

O hooe Rt P LR TRERE SR Pk obBPuELifRN Snt BRIARIARco Bl | S0
and  nBoAEhSef thbRniéairise ¥ copy e SrEfoMBdtonGorh it 1M BsdBces databiReim®TR, i n

addition to retrieving information in _the manners descri bed above, in sone
enbodi rmfied Dirgetoryind2 dn spie embodiments, the electronic discovery management server

110 may also reach out to a network directory, such as Windows Active Directory, to identify
network resources related to particular custodians and integrate this information into the
custodian entries including the copied human resources information. Information for the
Unified Directory 122 may also be obtained from the managers of the information technology
network, i.e., those individuals responsible for setting up email accounts for custodians and
managing the various file servers of the enterprise. Furthermore, in addition to retrieving
information in the manners described above, in some embodiments, information in the
Unified Directory 122 is generated through applications initialized and/or deployed by the
electronic discovery management server 110. In particular, in some embodiments, as shown
in FIG. 4, a profile scanning application 112, and a mapping application 114 are provided.
[0089] The profile scanning application 112 may be deployed by the electronic
discovery management server 110 and is configured to crawl the communication network

102, scan each of the enterprise personal computers 140, and transmit to the database server
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Unified Directory 122 is generated through applications initialized and/or
depl oyed by the electronic discovery nmanagenent server 110. In particular,
in some enbodi ments, as shown in FIG 4, a profile scanning application
112, and a nmapping application 114 are provided. [0089] The profile
scanni ng application 112 may be depl oyed by the electronic discovery
managen2itidetifyieg irffdfnaind absutcach cgupeer, suchcas@vinptifee naaenuhifcaldran, andt wor k
102, scan. e of. the enterprise persopnal conputers 140, and transmt to
the’ darais SEALaRbiks. Belaby paitaiiogor R GrmE o b G ideRtifoRimut er
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server rd@fveddsht bgtatisobérver 120{ lciatabase, servahi DhudByhd pi6fikdefosaNesml user
identifications, to link the particular Qonglgter to the custodians in the

Uni f i edvioeh ey sicjudesoveraluses idetifications, thbakethg particnlae penputentoithhis. The
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cust odidatzbasecenied | 2Qmay atsh eeqordin dach cudtediamt eany it tha Unifiddt Ridedayryting profile
scannin |ication 112. Thus, the profile scanning application 112
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bel ow. 1[1Q@d@bGhately gruerotes adiseofiperdonslomepatdroukieddnyteactofustduan, andbthiis s, t he

mappi n |icati.on 114 is configured.to crawl, the communi cation network
105" andmBAHTREIEHE e fr G GpRoampiEs” brya FllCEten pEA PTG et
CoMUNikhinR(s) RehRlikedl 82 distuskQrdlRtaidwlenti fy the path of any personal
network storage area on each server. As used herein, a personal network

st oragd0@da i s an aeopdanke withsarge embedimentsodithe imemtionhthe nsdppiglge user who

reads dat fr ar ites.data.to it. Personal, net K storage.areas may
be i chLnsoht S} sofligRt € EaPLER pironiReRE Srai M thd SRR s our cos

Wi t hi n eatefgiseBil kst s ag@rediRingCsh @8 domBiunkation séteoFAETIX 1© 1hekeaidigentrpr
clarity purposes as "HoneSpaces." According to different enbodinents, the

mappi ndhepAsh Py ReFsopalnatsgTkistorpgaatehon prchsket.r dhpeeddicsdmaareysonglanagenent
Server , I;V?qué%{a?ag%%éaqg b o Sl ge 139 as Qi RAOLAE sthple'ifstr Wilo td18s data

conmuni ¢
from or writes data to it. Personal network storage areas may be in the form of network

storage devices or folders or other resources within a network storage device and may be
referved to hereafter for clarity purposes as “HomeSpaces.” According to different
embodiments, the mapping application 114 may be run on the electronic discovery
management server 110, the collection server 130, or another server in the communication
network 102. In some embodiments, the mapping application 114 is a Windows service that
is scheduled to execute through use of Windows Scheduled Task. As the mapping
application 114 crawls the communication network 102, it is configured to examine each file
server and transmit to the database server 120 the path of any network storage area within the
plurality of servers 134 that it positively identifies as a HomeSpace. In some embodiments,

the mapping application 114 is configured to explore the enterprise file servers 150 by
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network 102. In sone enbodi nents, the mapping application 114 is a W ndows
service that 1is scheduled to execute through use of Wndows Schedul ed
Task. As the mapping application 114 crawls the comuni cati on network 102,
it is configured to exam ne each file server and transmt to the database
server 120 the path of any network storage area wthin the plurality of
ser ver 9btaduing n@f revicwing theidjrsripripsiem eachisetven andevabating thegathspisach

enbodi ) ' I [ ' | GLIE e the
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identification to link the particular HomeSpace to the custodian in the Unified Directory 122

associated with that user identification. In some einbodiments, the mapping application 114
is also configured to recognize and transmit, and the database server 120 is configured to
house, an indication of the last time the HomeSpace was accessed by the particular user, for
example, the last time any data was read from and/or written to the HomeSpace.
Additionally, in some embodiments, the mapping application 114 is configured to recognize
when multiple paths map to the same network storage area. The collection server 130
compares paths for the same user to determine if duplicative entries exist. This
advantageously enables avoidance of multiple collections of the same data. Thus, the profile
scanning application 112 ultimately generates a list of HomeSpaces used by each custodian,

and this list may be presented to the e-discovery manager when a collection of a custodian’s

HomeSpaces is initialized, as discussed in detail below.
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interface 118. The file browsing application 116 gives the €-discovery

manageraseshevatie FIGadk hority within the conmuni cation network 102 to access,
in a limded manner e enterpri.se file servers 150 within the,
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interface 118. The file browsing application 116 gives the e-discovery manager elevated

authority within the communication network 102 to access, in a limited manner, the
enterprise file servers 150 within the communication network 102. While the file browsing -
application 116 may not allow access to the actual files stored on certain file servers, it allows
the e-discovery manager to browse through the directories of the file servers 150, locate files
that have been accessed by the custodian, and determine the size of the files. In accordance
with some embodiments, the e-discovery manager may initially have a general idea of a
particular file server within the enterprise file servers 150 that the custodian has used in the
past. For example, the custodian may communicate to the e-discovery manager a particular
folder name and/or drive name on which he/she has stored files. Additionally, in some
embodiments, the e-discovery manager may have already undertaken a local collection

process on the custodian’s machine, wherein the local collection application 132 returned a
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data from the MALLAYS, Sithds SHRfSn technology directories or lists, as well as deploy
the profile scanning application 112 and the mapping application 114, at regularly scheduled

intervals. Alternatively, rather than periodically retrieving data from the various data sources
such as the human resources databases, the system 100 may be configured such that the
database server 120 is continuously interfacing with the data sources such that the Unified
Directory 122 is updated in real-time as the data within the data sources change. In either
instance, each of the feeds of information into the Unified Directory 122 is regularly updated
to ensure that the data in the Unified Directory 122 is current.

[0097] In some embodiments, the database server 120 is configured such that all
historical data relating to a custodian is stored in relation to that custodian’s human resources
identifier in the Unified Directory 122. Thus, when the feeds of information into the Unified

Directory 122 are updated, in the event data relating to the custodian has changed, the
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such as the human resources databases, the system 100 nay be confi gured
such that the database server 120 is continuously interfacing wth the
data sources such that the Unified Directory 122 is updated in real-tine
as the data within the data sources change. In either instance, each of
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Di r ect auifid® Didebiaty t4ethei R @mgﬁﬁ&neﬁ% htdS o P piPALE LiStafh c‘ﬁ%%eg‘?%o%{‘ changes
from active to termnated, the electronic discovery nanagerment server 110
i s confacue Wdempnatgédt derlasgomiediscevery mmnegshent saver 19 0ds sorgfipaeedit® any case
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110 i's 1f5Rufd QHhfGel QiR uhGE3bh¥cted. I the event the manager responds in the

affirmative, the electronic discovery management server 110 is configured to automatically
initiate the various collection processes of the present invention. Therefore, the custodian’s
data may be advantageously collected prior to any destruction or unavailability that could be
caused by the termination. Alternatively, in other embodiments, the electronic discovery
management server 110 may not communicate with the manager and may automatically
initiate collection upon recognizing a change in employment status.

[0099] CASE

[00100] With regard to case management processes, according to some embodiments,
a case may be initialized by the e-discovery manager utilizing the user interface 118. In this
regard, the e-discovery manager may enter into the user interface 118 certain information

about a particular matter or case, such as a case name and/or number, a short description of
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initiate the various collection processes of the present invention.
Therefore, the custodian's data may be advantageously collected prior to
any destruction or unavailability that could be caused by the term nation.
Alternatively, in other enbodi nents, the electronic discovery nanagenent
server 110 may not communicate wth the manager and nmay automatically
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after span@bi Rhdt BELLRAS#Y name being entered, multiple custodlans may be a match.
[00102] The electronic discovery management server 110, after searching the Unified
Directory 122 with the input identifying information, is configured to present through the
user interface 118 a list of all custodians matching the input identifying information. In the
event only one match was returned for a particular set of input identifying information, the
clectronic discovery management server 110 is configured to automatically select the
custodian to be added to the case or matter. On the other hand, in the event more than one
match was located for a particular set of input identifying information, then the multiple
matches may be presented together to the e-discovery manager through the user interface 118
and marked so that the e-discovery manager must review the multiple custodian profiles
associated with the matches to determine the correct custodian that should be added to the
case or matter, In doing so, the e-discovery manager may consider the other information in

the profiles, such as corporate title, work location, associated custodians, etc. Such
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Directory 122 with the input identifying information, is configured to
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Furthermore, the electronic discovery management server 110 may be configured to store all

or a portion of the data received in the survey response in the Unified Directory 122 in the
custodian’s profile.

[00104] According to some embodiments, each transmission of a preservation notice
and survey to a custodian, and each corresponding response, is tracked in the relevant case
profile in the case database 124. The electronic discovery management server 110 may also
be configured to transmit reminder notices if responses to the surveys are not received within
a predefined period of time. The electronic discovery management server 110 may also be
configured to schedule reminder notices to be sent to custodians to periodically refresh the
custodians” memory of their duty to preserve files/documents pertaining to the matter. In
some embodiments, once a preservation notice has been sent to a custodian, the electronic

discovery management server 110 may undertake to prevent any reimaging or refreshing of
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Furthernore, the electronic discovery managenent server 110 may be
configured to store all or a portion of the data received in the survey
response in the Unified Directory 122 in the custodian's profile. [00104]
According to sone enbodi nents, each transm ssion of a preservation notice
and survey to a custodi an, and each correspondi ng response, is tracked in
the relevant case profile in the case database 124. The el ectronic
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managenent server 110 ,is configured to transm.t a tice t h st odi ans
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collected data to locate data responsive or relevant to the underlying issues in the case.
Storing the search terms within the case profile is advantageous as it creates a record of the
searching that is to be undertaken with respect to the data and aids in organization of the data,
as discussed further below.
[00107] According to some embodiments of the present invention, when a decision is
made that it is time to collect from certain custodians in a matter, the e-discovery manager
may use the user interface 118 to release the custodians from the matter to the underlying
case. This release triggers the commencement of collection of the custodians’ data. In some
embodiments, the electronic discovery management server 110 is configured to allow all
custodians assigned to the matter to be released to the case at the same time. In addition, in
instances where the e-discovery manager has previously created groups of custodians within
the case, the electronic discovery management server 110 is configured to allow a group of

custodians to be released from a matter to a case at the same time.
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collected data to | ocate data responsive or relevant to the underlying

I ssues in the case. Storing the search terns within the case profile is
advant ageous as it creates a record of the searching that is to be
undertaken with respect to the data and aids in organi zati on of the data,

as discussed further below [00107] According to sonme enbodi nents of the
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According to one embodiment, the local collection application 132 is configured to be

automatically installed on the target custodian’s personal computer. The local collection
application 132 is further configured to generate a snapshot of the data residing on the local
storage of the personal computer 140, for example, by using a commercially available
application such as the Volume Shadow Copy Service, store the snapshot in a storage area on
the personal computer, and transmit copies of the files included in the snapshot to the
collections server 130. By transmitting the data from the snapshot of the data stored on the
hard drive of the personal computer, the local collection application 132 advantageously
allows the custodian to continue to use her machine without substantial interference from the
local collection application 132 and even interact with the data stored on the hard drive as the
snapshot of the data is being transmitted to the collections server 130. |

[00112] In addition to the functions described above, the local collection application

132 may also be configured to transmit to the database server 120 a catalog of the files
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di scovery managenent server 110 to be deployed to the identified custodian
conputer. According to one enbodi nent, the |ocal collection application
132 is configured to be automatically installed on the target custodian's
personal conputer. The |ocal collection application 132 is further
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shoul d pathistforaomeSpdtes drottairedcDtivess theorhe glectronic? discovery management server
110 may undertake to collect the files from these file servers by initializing the file server
collection application 134 running on collection server 130 (as shown in FIG. 7). The file
server collection application 134 is configured to access the file server located at the given
path, whether the file server is a HomeSpace or a Shared Drive, copy the data residing on the
file server, and compress, hash, and transmit the copied data to the collections server 130.
The file server collection application 134 may be programmed with preset instructions that
allow it to only copy files meeting certain criteria, for example, files that have certain file
extensions. Alternatively, the programmed instructions may prevent the file server collection
application 134 from copying files having certain file extensions or other attributes. Either of
the foregoing is advantageous if the e-discovery manager is not interested in copying
executable files or source code, for example. In some embodiments, the file server collection

application 134 is also configured to generate a size estimate of the files residing on the
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application 132 imredi ately. [00114] If a custodian profile (for a

custodi an rel eased for collection) includes any paths for HoneSpaces or
Shared Drives, then the electronic discovery managenent server 110 may
undertake to collect the files fromthese file servers by initializing the
file server collection application 134 running on collection server 130
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information included in the Unified Directory 122), copy all email |ocated
t her e, [PMdBLdi ngRegardless of the storage resource location from which data is being collected,

or the particular type of data being collected, the collections server 130 is configured to store -
the data first (while the collection is still ongoing) in the short-term staging drive 180 until
the particular collection is complete, attach a barcode to the set of data resulting from the
particular collection, and then copy the data set to the long-term storage area network 190 for
permanent storage. Furthermore, the collections server 130 transmits the barcode
information to the electronic discovery management server 110 to be stored in the database
server 120, for example, in the custodian’s profile in the Unified Database 122, in relation to
the stored information about the particular collection, whether it was a local collection, an
active email collection, a file server collection, efe. Therefore, the barcode can be used for
reference at a later date to determine the origin of the data. Afier the data has been copied to

the long-term storage area network 190, the collections server 130 compares the hashing of
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emai |l s deleted by the custodian up to a predeterm ned period of tinme prior
to the collection, (for exanple, seven days prior to the collection) and
transmt the copied enanils to the collections server 130. [00116]
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custodians, cases, and data, certain processes of the present invention may affect more than

one of the foregoing.

[00119] The first process that falls within the case management category is creation of
a matter or case as a framework for litigation support activities, as shown in Block 202. As
described above, the e-discovery manager may enter into the user interface 118 certain
information about a particular matter or case, such as a case name and/or number, a short
description of the matter/case, a legal identifier, the particular requester (i.e., who asked for
the case to be opened), managers or contacts for the matter (i.e., individuals involved in the
substance of the matter rather than the process, like the e-discovery manager) etc.

[00120] It is noted that custodian information is stored separately from the case
information allowing for the same custodian in multiple cases. This provides for the
electronic discovery system of the present invention to have scalability, whereby evidence

associated with one custodian may be used in multiple cases.
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el ement of the categorization of processes within the categories that is
conceptual, and it should be understood that certain processes nay be
correctly assigned to nore than one category. Therefore, while the
architecture of the system 100 al |l ows separate nanagenent of custodi ans,
cases, and data, certain processes of the present invention may affect nore
than opgief] the "pERARIBEIC dﬂ&@*;ér?}na-ﬁggmﬁérﬁ §érv§}r A%9Seoted ﬁ?stinfro?‘llnlaﬁoﬁ'\fnt hin the
case nmanagenent category is creatfon of a matter or case as a frafework
for |itihgzasechatabappbd4 indlee database serversl 26h Gl chse dBtabase PA%ouds thidescr i bed
above, 1he e-.discovery mapageyr. nay enter into the user interface 118

cert ai nTHPEPREYS Otﬁat{é&ldafonglaé% ’.fe?{WIgé? a paiiciler plattgrrcaseis aplatgd vithéthse name
and/ or MERR datdbaSEA anddafser, i A% AhndeeorBhtf LEPEG hEuld %’El!erféc%@l%I fier,
t he particul ar requester él .e., who asked for the case to be opened),
manager ¥© a¢w @athedit e proffide ot the nagtet ercagé.. e. , i ndi vi dual s involved in the

subst an t he rat her..t.han the process, |like the e-discovery
manager@é?%. [ 00 &F P""?SSS%IE% c?ﬁ‘?é?an@%‘{lggil%lﬁeic ﬁ?‘i’rﬁ PISHIYEI% or ed
separ at miticed aBuirss 6p&fic lolth@ ARk, AOsHRMAWEISK 204, T ehis AdgRr L HRiLdi an in
mul ti plgi?cases. This provides for the electronic discovery systemof the

pr esent IFFYEM MHReEOmARroyah thenises injerfags bl & lsithengeneniea neasprosdradtiod Wi t h

' ' 1] 3.[00121] .The el '
o Scovantitees: e 8Faliitl s Pbllt Gt Bh fbuentp o Mt i Sasf pEHG R ©
dat abasthe &2 databbdeel Matradimsentivelyykik 4 BRservitorcasiee 0a5abPasArchdd stdrisgs this

i nformahi gn 6UCh tha{ all informgtion relating to a particular matter or
the dptabasq sevehi 39 tothrcass prote phibs speciiucase ar matigrait issuq chlsasvithimanager

case is
or cont@gt mafARniesistie | : | & |t a.profile of
the matt ermgr Qgc%ase. S[ Ooﬁggﬁnﬁﬁg&%g?&%rs éé‘g%lgﬁt\?\notﬁﬁ érgs‘%ggé&?r%sﬁ%tggﬁgnt Is the
cr eat i dBlook 20%.eAedesatibahabove the eslisnderg mianeye o8 peochthitorintanh i@ foPfhteise as

shown in Blo 204. In this.regard,. the e- discovery nanager nay, through
he. wsdPey heaht iies inpaace 1Bt FAGLIIMRE! Sarh o s R ScHgp pBes. or
Sur vey SaphRe®iARE ditd hhRRstB@fd thE LhR! Ifr 3GRe BhbORIefs, 8 s%?%lﬁ{e%%a Rt he case

profile in the case database 124 or, alternati vely, a preservation
not i ce lonited iovheyused with ggrtistlar eastodianstand/od stithtpasgeculee hoeestd® Bath oypdeheThas e

profile h i fic . case or tter i ssue. Also within case
rranager?ee%{(;h ik%r%tsﬁ’@ﬁ% SEYe4dR efcageégz%gl??si: «132‘?1%0 }55‘@? E‘P%W%F Sef{dHX appligd togg

r epr es éniragted ataBind Gked@GoniectidR $61h asthga@YBultihp SesPorlivc@Ner Y Manager or a
contact or manager for the case may use the user interface 118 to input

i ndi vi d88123ear chllicarprsssss of enteing redevantastashmentheotesppdl updatesctotane  dat a

h ted. | ) -anbadi nents, the search terns
T+ o agtidulhr CB i 3fer b0 By FID O IR ek REn G AR5 o Aoy
har vestRidclaat08 ahyl pe6.. THHE-dissedsry hahggeror Wichde dBAtasPeRhnaPerld HSy ER IR Gt abase

124 so.that t may he readily applied to
interface Pleffyto up%ag documents Xnd e%rt)er notes and other relevant data, including updates

and reminders, to be stored in the case profile of the case in the case database 124. Once
these attachments, notes and updates are added, they may be referenced whenever a user
views the case profile through the user interface 118, The cost estimation modules of the
present invention are also processes that are categorized as case management processes, as

* shown in Block 212. In this regard, the electronic discovery management server 110 utilizes
a cost estimation application to determine the cost of harvesting and reviewing data, based on
a number of factors including, for example, number of custodians, amount of harvested data,
data typeé, etc. Finally, case management also includes a number of tasking and workflow
processes that are represented by block 214.
[00124] Moving now to custodian management, certain processes falling within the
category of custodian management are shown in Block 220. While the processes involving

generation of the Unified Directory 122 certainly could be categorized as custodian
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harvested data and used in connection with storing the resulting responsive
data. [00123] The processes of entering relevant attachnments, notes and
updates to a particular case or matter also falls within the case
managenent category, as denonstrated by Blocks 208 and 210. The

e-di scovery nmanager or a case contact or manager may use the user

interf ﬁ@g}ﬁ dat a,

i ncl ud?‘%%a%%gé{t Qhéjpllog ?scej%l%n r;ﬁcaﬁ Cgﬁ%e?[&?e Sées gnige{gigég%? e of the
case i of bﬂtmd:asmﬂaﬁﬁimmepel@féh ca@ﬂoemattd:resmﬂaatr@afdmlﬁﬁr,st protass ofind updat es

are added, . they may be referen ev vi e t he cas rofile
t hr ougFu¥ipdianB@pagemest jngluded fBﬁﬁ%%h é}ges‘[“iad(rété‘m %"‘ﬁ?ﬁ E5° OF mﬁﬁ 3Hr esent
i nvent 's%@frpBl%Eﬁ 920" RE @és%ﬁ%e& Q%vea«!he ercﬁéc%ga@llﬁﬁﬂgasm@;aﬁ@ e pRgeNent

processes, own in Block 212." In this régard, the el ectronic discovery
manage irtetfacedr 8 do 11tk 6 custpdian’e profie frogt the ini Du‘nctalpfpl Raatheparienlatet er ni ne

| el LaRH PPE T RBred D £ of M suradet PRI Ave PRk eRea data,

data tY.998late8! The Ebﬂqirbaesse@aﬁﬁums@aﬁmhn@eﬁ@m Rehagasmissiuarer of tasking
and workflow processes that are represented bvBlbl ock 214, [00124! Movi ng

now t o pLrsstvetdrmROtings algbmmys te evstedipnsppodwseids Blegk 23y and theipreserfationt at egor y

f t k
vl veRg e RERBT S R eRORih B8  The er it Bibd e hARETRER, |
cat egokérel [@susesite@bh@bt 1ﬁfbrﬁﬁﬂ@gﬁm:lél tustédign’p beofils fethe Sndfied n')nedfd)@ma

i ncl ude those processes invol ving nmanagenent _ of custodians wthin, the
scope & transsisthe presgivetian notige(s) gad S‘Fré@é(ﬁ)cﬁtorteﬂén thecage EPE@E‘%}‘%‘?“SWQH’%"L odi an
manage or

rat o 1 B b Rnlsnp el i AR LB ol o b A mager
may us érotnhmellﬁﬁﬁed DirtetofarX? it 118 dustodianks emailiaddoekisa W]&nph@{:msltcehdrr drckshe
Unified Dire tory 122 éo t he artlcula case oflle in the case (ghﬁt]abase
124, THEBSMEh YRR A SRt Ao PR SPPes RLISTEES Hhe next
pr 0068%&%@%ﬁ b8 fégéﬁtec@t@ﬁbrmﬂegﬁ%ﬂnay%etcbﬁﬁgdre@m&ﬁm%&fshe Bﬂﬁfﬁ%vat i on
noti ces an surv ys to custodians, as shown in Bl ock 224, and t

pr esentlad § smwey i® humhmtlsalm/ta;rsnnt@eddlmk taiftherdetabass setrenm20 for Brasege ip 2@ ca¥he

el ectroni over nage server 110 uses the contact information in
the cudf eﬁpﬁ%flﬁag I% @%e Unified Directory 122 to transmt the
preser\[@émm not iged falln@gldltﬁlwc\a%ﬂﬁh nfdn@E&skrt s th prérsofRElehding to the
custodian. "I n sonme enbodi nents, a standard emai|l function is used, so that
t he onleystpeifny ﬁemuaonatte@é@ieeasef asovhowmdn Bhodk 228. Fhcecdisgoyeryapanager yiss the
custodi an'.s ddr es th r e survey
w | | aﬁlﬁ%répteﬁgce lrés? S aade%ﬁ%ursgq%lan sg%rgﬁ Sgﬁhs Egg‘gsg@a% ﬁ?&owﬁ%gg%te%?&

survey ¢pilédtioR®f BataS Ahisaday Gcdie ivithihie Sase\dayabagy1 Jdesimenhs gjstc&ﬁhtﬁmpﬂoﬁleh at
when she fills it out,  the survey |s automatically trapsmtted back to the

dat abadeliskadheretpp Orics thesgustosiza is released/mpgled, the electronic discovery

management setver 110 may access the custodian’s profile and initialize collection based on

the various data storage locations identified in the profile. Therefore, as represented by Block
230, the electronic discovery management server 110 may automatically determine the data
types and locations of data to be harvested by accessing the custodian’s profile in the Unified
Directory 122. Altematively, the e-discovery manager may manually make the same
determination by accessing and viewing the custodian’s profile. Finally, as with case
management, custodian management also includes a number of tasking and workflow
processes that are represented by Block 232.

[00126] The last category is data management, represented by Block 240. One major
set of processes within data management are the processes relating to the harvesting of data,
as shown in Block 242. These processes include the collection of data from all the different

storage arcas of a particular custodian, including the custodian’s local storage on her personal
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profile and the custodian's profile. [00125] Also falling wi thin custodian
managenent is the process of releasing custodians froma matter to a case,
as shown in Block 228. The e-di scovery manager uses the wuser interface 118
to mark the custodian's profile so that the custodian is now activated for
collection of data. This may occur within the case database 124 since the
cust odi ap fd | g . CLl | i

ol cascal iy Rusearty PR QFEL ool M MBELELRML 300 %y ety access
t he cusdreahi asars dpscoibed keraind Alhof thaldataén del aeions siorapaseds Bropiehangar i ous

data storage locatio Ldentifi in the profjle. Therefore, as_represented
by Bl ockensBied 1o e el 8?%&?%/%@1@6%?5@1%%{9&&@ r gach partioylep collgetion

aut omat4ypgikdib "y : 0 | - 0, be
har vest epg’ _ b)} gg)?tggféc:é?%ﬁ?%%ﬁgﬁ%{nﬁ%ﬁh%ﬁ@%&:g?%ﬁé@&?gbma %&?@?%go}rﬁ rectory
122. Al npastigydaricplegtiontih tenmpodirily steeadyin tendgetrtema ytapmgdaive y Sdraktil théie sane
determ pati.on .by accessing and. view ng.th ustodian's profile. Finally, as
wi th caoBectin S Somaicte 3 wieR apinh LT e Iopssten At B eRn stk SO0

t aski noassdishtibrt S¥pecTcIaa TR bBRbIAT Bhd RRBRR Y86k 1 1@523216(%%1 [ 00126]

The last category is data managenent, represented by Bl oc e maj or
set of BleekeddkcEhegdainmay aeauire dgerapdorcon standarditatiop fiortisse® healppli¢dy it o t he

har vest; ' | ock 242. These processes incluyde the
col | ectlbggdegkorggiozbefsre %‘%h%p%%p" REWEC ess[oglﬁgagﬁgr%cggs tg?t flﬁﬂ%‘gﬁg’iﬂcul ar
cust odiday mbmeaPethehig thdpelnglod theadtHtol tHE 8bnveERirP@eviedd sBR/kr Pﬂﬁ?@ﬁélysi§5 _
conputer(s), the custodian's network storage areas, the custodian's emil,

and anyAgRBYCIsigR apaecessary, peshaxariniBlaek 2 dPnce the flatads qonwerthet His n t he

vari ou 15, . ' ) .19 the collections server
130, ag@i&b@ﬁ_&&ﬂbﬁ%&@ glﬁ;r?&# %an gggvﬁr%gﬁ]ﬁ%{:’g&ﬁ}gg&igorgwggt lon application or
procesq001359n r eaklss fedlingeithial daeohigsmesriy te akSfiatidalof paesutht daagsdts om a
parti cul.%{ caollection is tengorari |y stored in the short-term staging drive
180 unt'Vih PHcUlGesAl SR feamg siepddn dhe cape profidniofybe seseidatapased2dr duithin ¢ he

| ong-t gEMegt i | iathon.: W B

R e e e L
The datagphed/torcetjainitgpadof dytptandior cortast austtaliai’s ddath.oAltbmatvdlnnsrthia sbachppl i ed

toit der for. it t bl / her wi | e, t he
noxt - preedaebegrbist o Ead ol E s ekl bt S Thi e W of ( he dat a

to the dRRWAICHIROVES MYINGSSMEREMEr 0% cEQEestNaLRS o i bt &GH | S
necessary, ag sho‘v{\i@i n Block 246. Oncg thee dat a ips c%nvert%sEI%&?%Cﬁ

r et ur néeimisgo bh epplindgandegsgocates g scarcleterme withthe U@ Code@ e apperpriate datai ew.

00127 . fallli itthin data nagenent i s t cji ati,qn of
Lart i CLSnglrlépél gerglé%lgmvgm\?ﬁ ?huspg}etsle%rgﬁé?r%éé"flg b8¥apglé¥t8$8?gﬁ%§n§?@rrgﬂﬂfsn t he
case prvflibegedratell @nd peegeriled @atiewdR 4or dralyishi ?ineﬂl?ﬁé’sr With BRIi@n search

terns stored in the case profile are stored with e intention of being
management categories, data management also includes a number of tasking and workflow

processes that are represented by Block 250.

[00128] With reference to FIG. 9, an exemplary process for managing a case is
provided, in accordance with one embodiment of the present invention. As represented by
Block 302, a case or matter is created by the e-discovery manager and stored in the case
database 124. Next, custodians are added to the case, as shown in Block 304, by linking the
custodian profiles of the Unified Directory 122 to the case profile. Next, as represented by
Block 306, the e-discovery manager and/or the case contact or manager adds search terms to
be applied to data harvested for the case, including instructions as to applying the search
terms to particular data types or custodians. Block 310 represents the determination that must
be made as to whether there is a matter or just a case. If there is no matter because

preservation notices are not required, for example, for an audit, then the process will move
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applied to certain types of data and/or certain custodi an's data.
Alternatively, certain search terns may be applied to all data collected
for a specific case. In either instance, the electronic discovery
managenent server 110 accesses the case profile, determ nes the search
terms to be applied, and associates the search terns with the barcode of

th ' - ' i i i t
o FI agg&gl pt{ tlﬁtéc%e ?xgﬁa?ﬁaﬁcﬁltéfda{h éogl@t&h&rf? ' Q:rtl?éi’\%iand Miderib oA fhert €r M8

at data an e results I!’ be generatéed and
pr esentiesh jhst arcave, dveartie Ereatiamel presesvatibn matitaes, is esjuiked, s shavmithBlockdhhigenent

categorje dat a nagenent al so ing¢l udes n er,of t.askjing and workfl ow
procesi@%@tgihat arl@e PESFYaReR B?fmﬁ’y?SBﬁ?’BW lﬁggflﬁ%fﬁgﬁs\ﬁlﬁﬁ _toetﬂgrence to FIG
9, an exahBhAY ¥idel RE 88 ndiRf, pERRPELNEe BmEAS AsisRowR PBIdR A 16/ dyefisddt dance

w th one enbodi ment of the present invention. As represented by Bl ock 302,

a case noticemmpd@e may beremlekdbyAstshews in Bledk By theuermmder ratiee s in the

case at abase 124. Nex cust odi ans,.are in
SR e R N S G T G L L AP
to t he neAsemMPEistRiandabut tRSpresivARatHtide biyd/ofleatid ARfodidnieo GHlduscovery
manager and/or the case contact or nanager adds search ternms tQ be applied

to dat survayveWithdegasd tq sisvevssia the pvantapwiey Hoeqwiead; o Hssited. feosBpE A ng t he
h 5t i i . : t
The. oBIp T hSuRBKI GHUAL ARl A ARREy BE (RUILPRl R priffiiK ibidlsg PO €N S

j ust adambase 1128, tAyashewhsn BloditeB2R et idymeaibico epstds dresatvegro bohitahsd &r e not

required, for exanple, for an,audit, then the process wll nove 36 straight
to t he andtrengnitied Pig{hepreguvalicndlqaticet i on. On the other hand, if there is
matter, er thap 4 i N6V & A9 @TmdY RRBL@lstkngOt | ces
IS req&?ér%?? as s}{\%\?\hds#ﬁé‘ﬁﬁblggﬁ)%li%.w’qﬁgglzSS] é'Iige prgesgrla\r}{ati on noti cglal, as
shown ifronBtieakatBd 4o the chscamhidhtingrlital ¢dilectiausitbel cestalimdsidatat dstshewmut t er |

per haps. . usi mai |.. As shown in Block 316,,.a remi nder notice dul e may

be. enpISgaE SoA S EiPP R Bt 818 oo R i aE AR R e E Lo anom 1

pe(rj' 0dizEedsEly tﬂ%@&suﬂﬂéd fid eeteﬂﬁihesﬁﬂle Ata tyHR aNAIdGASH e flcsRAtan@ver emai |
an

may rem nd custodians about the preservation notice and/or rem nd
cust odiimitislizes thé driplicehle cellactiey spplidationsto garcalled thadajayQned the dpfe haybepn g

survey i§ requiyed.or desired ,according. to | 2Q, A S

cr eat ef® ﬁ‘i’i‘é‘ﬂg‘ﬁ?\‘/‘é’yqﬂ% rﬁ%‘{egﬁ’ﬁglgﬁeq ?‘?Sl{gﬂg‘ggoaesa hg?'%%il% Ibgselgr? n? H%B%ﬁég%la! dat abase
124.  Asyshein ahd siBtpeloctdidn fioin whicReSsidiheed, as siaial & Bloek 328,\tRysdatchbe
attached to and transmtted with the preservation notices._ [00130] Next,

as showermsprayipesty sipred intlee easepriide may brapagned toihe dagasethasedor thedndts  from

the mat.ter t.o th i L0l tal ) ' . j.an' S
ot ARt Gt ne hE e, ityh SEBAERUMERLYBE offlida1E RURAAEL B 2
di scovehyrevala@esR Rt besgestated k@ 2eviacas $aemalyls. cust odi an profile, determ nes

the dat[goi[:}ylr])es an\%itil?_gfg;gngg tot FQIGb.el[)(,:glll le)?e%}lpeigfy p%cr)](%ss for managing a custodian is
provided, in accordance with one embodiment of the present invention. First, as represented
by Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile
in the Unified Directory 122 is linked to the relevant case or matter profile. In order to locate
the custodian’s profile, a custodian search module may be employed, as shown in Block 404.
Therefore, the e-discovery manager may enter any identifying information about the
custodian, whether it is the custodian’s name, network user identification, email address, etc.
The custodian search module will take the input information and search the Unified Directory
122 for a match. If more than one match is obtained, the user interface 118 will present all
matches and allow the e-discovery manager to browse the associated profiles to determine the

intended custodian. In this way, the correct custodian is identified and the profile of that

custodian is linked to the appropriate case or matter.
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initializes the applicable collection applications to go collect the data.
Once the data has been collected and a uni que barcode has been assigned to
each dat aset based on the particular custodian and storage |ocation from
which it originated, as shown in Block 328, the search terns previously
stored in the case profile may be assigned to the dataset based on the

i nput  foastructio ! e terns be
appl i ed[ to t]he da{qggéep?&g{lﬁﬂ IB? k?elg%ef%?'g}% %é%%gﬁtdé&ggagr@%gﬁrgﬁnts%w?re iewers
for anamyydsterine vdethewihetpartafubar enstedibn adde@.is 4 tentber efhoRhriptisprasass f or

managi n . ian i rovi ded, .in accardance w th one enbodi nent of the
pr esglnt %lﬂeﬁgﬁflfngﬁfs r'l?galff tt?gﬁé/a?g’ﬁﬁgééﬁﬁgwn 1%31%“6@&@@?051%& éltecléﬁllﬁﬁd! s
added t DjractoBt 122rth@th& feBeul b custdidinBERAH Got B@&&Mg@ﬂi@@gg&%@% anfi" the

Unified Directory 122 is linked to the relevant case e. In
or der t#¥ dlisenative confactshenld b ased spehofsianedministtive disistarted titcuswodiane may be

enpl oye . i lL.oack 404. . Ther re. the e-discover ager may
ent er a%{xte‘?‘g%‘ﬁ%%‘?"% gl a,? r?g GBI floz g’&?ﬂfl ?lﬁteszt%rﬁg P’O@P gﬁt,ag%ﬁ éf"ﬁ@’fnﬁrh tgi’ts t he
cust odi mostbenarassedHid Wosrsheas detcti@itel Widtiad bP Rot (REBItoBA AR Srs of gt list N€

cust odi an_riea.rch nmodul e will, take the input information d search the
Uni f i edDSitagingiagee, g deteppinatiomigaasde af to woethenrdraot theeustadiah shaildbe ai ned, t he

user i ng; Lk RBr mat ch a Il ow t he e-discovery
ranager R p ol i in RS ER oo 07D L gl et et
cust odi iaformiation fiir sherdgtodidnes ssistaactor otk SEh@h)isboildBobbhird. aag the profile

of that. .custodi is linked to the appropriate case or matter. 37 [00132]
As repriBiomation B@PE‘I’WQ lﬂ%fgffrﬁ%*n@ﬁtr@tm@wr\@haw@wéwd AEtMefenent server 110

may det@pmae wh I (W r ' g nmepber of .the
ent er pr[?se 3:]do- ng?%}&’clg}a?golr?%ck 'yquJn@Ito ﬁif gégf’ %gigr?%?ﬁ%ﬂgg & I?‘raa@e tl’t}’etrﬁgﬁfelcﬁ(&‘?lﬁ ation
i n the dsmventinaniagempemfsetver 110 dshte wikeiter e cuBlodag has Yeeh2ddéd@ta hlk@er or a

particul ar st odi an.shqul d nat he contacted regardi ng collections, and an
al ter na‘iaﬁ?leﬁﬁdﬁ?%sﬁ rB eo"“ﬁ'é’%@éﬂ‘,’e LRS‘ha%@O&H lﬁmc‘r]ﬁ‘gf‘r sppleneaid dateant  of

the cushodbaided A %@rcﬁﬁb&i‘éﬁbyoﬁlé BAhE URitledSirét 535 L 6 fed % Sh@h i 1St

stored in the database server 120 that nust be“accessed arnd searched to
det er mleckh. ged then throvarioue cellestion applicaiipsars indtielizbd by tHesdectrohie ei t her

i nst anc rm.onation | de .as..to et her ,or, not the custodi an shoul d
o a repP R ERa sSt P B Fulibiho BR oISbuRb a0k srivara hBlocke

di r ect 1428c i the bdlr hdddeifGOR aakdtter, tREPHERIAdIN G Ii a0 | st ant
(or other stand-ij n§ shoLI d be ottt;e{_ai ned. Th?gnl?ﬁ?%:@n%ﬁdgﬁgtgmﬁh 8P€{S’J§§ed

| ater fS8pwinBlosk i Prigprsseavationaotienissonti ieemaihth thacwstgdian pOAGBEJanNext , in
accord WM rmpation.is,made.b e electronic

di sc ov%?h%a_rgg{ln %g 3%‘% l(nslglg)\g/lé ﬁ%’%ﬁé gussg%dga%@f fhiep b HECEYI%?‘%%P’%HL?} §5°peen added

to a niketase,dor oma@s®n, ddta dbes it Bedtitd de chileted REMEMSHRGI@RM. IR myeri fied, as
i suppl emental. data my be added to the custodi an

shown g{} Bl (P)‘ﬁ]gnﬂg, . [ D : . cus

prof i | dUUFP: PYRED frfiopyes 4 tp cellest frompthe gustoipyitheenstogdinnskidhire tewctivated, as
shown in Block 422.
[00134] After a preservation notice is sent, a determination is made by the electronic
discovery management server 110 as to whether a survey is required, as shown in Block 414.
It should be noted that in alternate embodiments the decision on whether to send a survey
may be made prior to sending the preservation notice. In such alternate embodiments, if the
survey is required, it may become a component of the preservation notice and, thus, accessed
simultaneously by the custodian. If a survey is required, it is transmitted in conjunction with
a preservation notice, and the answers are collected by the electronic discovery management
server 110 and stored in the database server 120, as shown in Block 416. Reminder notices
for the preservation notices and surveys may also be transmitted to the custodian, as shown in
Block 420. Next, once it is time to collect data, the custodian is released from the matter to

the case, as shown in Block 418, and the various collection applications are initialized by the
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Bl ock 426, and then the various collection applications are initialized by
the electronic discovery nanagenent server 110 for collection of the
custodi an's data, as shown in Block 428. On the other hand, if it is a
matter, then preservation notices are required. Therefore, as shown in

Bl ock 410, a preservation notice is sent via email to the custodian or
cust odiRp, % ﬁﬁgéw‘eﬁy nAfagtnDsdrlerBl10Gr dhlidetidd 6 theiShsstiaNs Gy, dshBswhe

i nactivate romthe case because, for sone reason, data does not need to
be col ireBloek 428.0Mn thiseprocess,dli¢ ewstodian’s prefild imthe Bnifigddpir¢otory dag és adepssed o

collect fromt cust odi an he .custodi an will..be i as shown in
Bl ock #»%dey t@&%@i%tﬁ%ymgﬂ%ﬁ(éc‘sagp{}sawﬁg‘ﬁ%%ﬁ%og 1a?nsm£§gﬁ’&e Sg&%‘g i nation is
made byida19, & B6khMBockH3IBCRE LMtodiRITadeAENtoliefoder 110 as to whether a
survey is tequired, as shown in Block 414. It should be noted that in
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notices or thep

r reservation notices and surveys y also be transmitted
t 0 t he coll&t entiafl fironaklestifbahemnail addressk APprevidesly nomdeand in aceordinee with col | ect

data, th t odi i l d f th t t t ) h i
Bl ock PISCTRPHEST S5 BRIt § G oibpl PR G SO EARIR by t he
38 el e%&ﬂ&;ﬂo@ SBROVET YnAPRRIERESE arsGhYBhcchtt dnQhe ekippict k@RIl eérvhe

cust odi an ata, as shown 1n Block 428. In this process, the custodian's
prof i | €160, thiue tHereldotredickliscorerymyanh@omeny savercld 8iimay gnderthke te eollgst e ni ne t he
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FIGS. LinRddod &136) r@Wish GOEGHBetGisSePlee SE30).c dn 86ma enbiiattnBdthe aktive har vest
data from various data sources, in accordance wth emnmbodi nents. of the

pr esentemailrpplectionrappligation é l6)3peonfigheeddsaresss thepagiculpsMicrselidxchgnge at

Event 504, the. type of . J ' fifl L G el active
emai | tHAET Wgﬁ@o%gglgfi 1@8@%’%‘?‘# gef\w%xc adr%lg‘gﬁlg%¥ em 0?ira?lt g@%%s@%s (E\@%}r}t 508
t he autiormivadbaed bl GhediRirmaton iehided in tpifiat Daractosy 122)) @pg ntledaflo

collect email fromidentifjed email address. As previoysl X noted, and in
accor daeraeedihens, ingludingramallsiisletadom te agtesighated HV%‘%‘(“?W; O eXYMPlGIYER an

prof! | Sabd Blioro BHELRRLAM, it BERA 1dlcopiechfRA LML cbMECkivALSraf (£ |
address for an enmil accéunt on the en?erprlse emai | server (160), then
t he el eltereamilccollestvovapplicatndg alse nspablerofemplehid@finghylkumgusstsakd foro col | ect
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additionally capable of being implementing enterprise-wide and requires no server identifiers

or the like to collect the active email. In this regard, the email collection application (136)
serves to reduce security risk. |

[00136] At Event 510, a barcoding application is implemented at a staging location,
such as short-term staging drive (180) to attach a barcode to the set of email resulting from
the particular collection. The barcoded data is then copied and communicated to the long-
term storage area network (190) for permanent storage. Furthermore, the collections server
(130) transmits the barcode information to the electronic discovery management server (110)
to be stored in the database server (120), for example, in the custodian’s profile in the Unified
Database (122), in relation to the stored information about the particular collection.
Therefore, the barcode can be used for reference at a later date to determine the origin of the

data. After the data has been copied to the long-term storage area network (190), the
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application (136) running on collections server (130). In some enbodi nents,
the active email collection application (136) is configured to access the
particular Mcrosoft Exchange server within the enterprise email server

160 on which the custodian's account resides (which is known based on the
information included in the Unified Directory 122), copy all email |ocated

there, kogdcHeh@rrFiie .cgﬁﬁ)%tegﬁ]egﬁg%iﬁ‘g ar ﬂl%%aﬁqgkygxq? rehtp s'%ot‘?lgt% k)gtg(& 8{:}'%&1
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emai | s dafaimthestragingdnver(d 8@amndeif ticliRBhing isidenttuahipur@s Hheatutd REmaRre! i cati on
is al so_gapabl.e i mpl enent.i ng bul k requests _and for _collecting email on
a schedﬁ%@%ﬁgﬁgﬁgf,gdg‘u W& ’c}:ﬁ'ir“r%&?‘.mgr’ﬁge&ﬂ%‘i‘qd vaghaub theingpd tamerwtatheon i s

addi t i obalcbding apsitlago®bn BeEXGhahsBNBrB AL i se-wide uj res no
server identi%i%?s %r rtlhe Iikeégt)go co:a%l%??S?ﬁ%%@%@n%ﬁlsﬂﬁnﬂﬁ%g?dsm

r egar d, thefhsreodaiprocsss |1a eqondnngp plithemtiodimént 86l the prsate nvtentioe dne asoge!r i t y

risk. [ a _barcoding,application is inplenented at a
st agi ng ggggials%eﬁ‘bgﬂ@ﬁ?%@ang ﬁgrr‘fa-t? @’Pﬁ]ag‘il B‘S'ipet‘@m Ff-vEASETBEfe 1 4C- At t ach a

bar code[A0d3The set BierkFad) the esllctddhdil (¥ mb}8e RRLLLEHNAL FQcbget i on. The
barcoded data is then copied and communi cated to the long- térm storage

area net oIy 8% T £E$- Frélifessarchtermsges aplicd eelistivgof thehfdecad ect i ons

server géathisti m Q Lnf.or i to the el ectronic discovery
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exanpl eglsé stotedan thestatadasendesvep (10)) tetctibReldhy pRMideBRtiARBRRNCEARL to | N
relatio tP ﬁhe gitored i nformation about the particular collection.
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det er m get RuREhS v tHeR i | s been copied to the
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idgt ;hfe rf%%]g‘i%iﬁ@g dgl%l& err? %%gfl% a@%;-.“t? Qﬁuﬁﬁ%ﬂot%@mp Agfuresofisanailglafied wi t hout
t he neegbvifleske GetdarotpRford? %Mgdlé}gaﬁp&gie?%bh% 819 gle%tags)ég hRPEE.S §1 ti\)/,ﬁfze and,

as such no human intervention is neede ar code 'process.
accor davtide gial datgiselds taaded intd thelaealysie application emt, abByeno 568, ks ¢ngeet isray be

assi gne i an er data type and per event (i.e., case, matter,

etc.) [%8?’3%%%?&%&3%1:“&2”% r%ﬁ?ﬁ%t ed emai| data may be associated with

a speci[0Dt39]sear dhath BlsksRD s%iﬁ@t&hgr%ﬁ@x&ﬁﬁgé?&G&%aéar&@a(iggﬁchaa%p' led, a
e

listing of the files and documents including those terns Search term
hit |i<mail ageesser haeuehacrlieat-saneery eoliabonstiveanplicatigp siwhas ddtisrNdthe® dethabase

server YL20).e T He WS TPie PLGYIAIS 0, LOgLeati 0p of this Lo the

el ectroni c di scovery managenent’ ser

det er nitastd amit katanuallhkdrvesteU®A LA eme?ﬂse-gri& BRAeR ek ﬁﬁm%ﬂ:&ﬂalbbl%&ivgr e
nor e Iikejﬂ%.to be res?-gnsive. [00138] At Event 514, the colTected and

bar cod&gPLltissesuchas p LasPoming sepveron the Kke.
{00140] At Event 522, a barcoding application is implemented at a staging location,

such as short-term staging drive (180) to attach a barcode to the set of non-exchange server
email resulting from the particular collection. The barcoded data is then copied and
communicated to the long-term storage area network (190) for permanent storage.
Furthermore, the collections server (130) transmits the barcode information to the electronic
discovery management server (110) to be stored in the database server (120), for example, in
the custodian’s profile in the Unified Database (122), in relation to the stored information
about the particular collection. Therefore, the barcode can be used for reference at a later
date to determine the origin of the data. After the data has been copied to the long-term
storage arca network (190), the collections server (130) compares the hashing of the data in
permanent storage to the original data in the staging drive (180) and, if the hashing is

identical, purges the data from the staging drive (180).
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processing drive for subsequent analysis. It should be noted that the
nature of email data obviates the need to perform conversion and/or
decryption on the data set. At Event 516, the active ermail data set is

| oaded into the anal ysis application and, at Event 518, the data set is
exported to the requestor/reviewer for analysis. [00139] Data Bl ock 520
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the hashing is identical, purges the data fromthe staging drive (180). 40
[ 00141 Vithamut thedmowdige of His usel/¢nseynser. Ndhs-deryRbpg arpdisatie ﬁaf%aﬁn filga gt may be

associated with a specific search ch terns
are ap pﬁx?sgﬁ?y‘ﬁheir? 4 ﬁlgﬁn SPTER gys"%g% %éﬁéa%ﬁﬁé%agégﬁﬁéeﬁpn@?%% F%’gﬁﬁ%g@% terns
(the " sRababe WRE Mdiskr/édcsiptir Mdeubicgsantyadbetyptd the dataevi ewer and al so stored
in the database server (120). The reviewer nmay provide an _ indication of

p 3 i ndi
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of the thSBedurltes By(b‘éxdmngé Commission (SEC) or the like. At Event 536, criteria is
extracted from input system and manually entered in a designated third party system for data
retrieval.
[00145] At Event 538, the barcoding application is implemented at a staging location,
such as short-term staging drive (180) to attach a barcode to the set of journaled data resulting
from the particular collection. The barcoded data is then copied and communicated to the
long-term storage area network (190) for permanent storage. At Event 540, the collected and
barcoded journaled data may be associated with a specific search term set or sets.
[00146] At Event 542 source-to-processing is implemented to insure that any loose
files are properly formatted in a standardized format. In this regard, according to one
embodiment of the invention, loose files are examined for relevancy and, if relevant, stored in

a proper data format, such as a PST file or the like. The metadata associated with the non-

standardized files is retained and remains with the reformatted data files. Source-to-
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wi t hout the know edge of the user/encrypter. The decryption application
finds ID files that exist anywhere in the enterprise system creates a
dat abase of the ID files, associates the database with the user/encrypter
and subsequently decrypts the data. [00143] At Event 530, the non-exchange
server emai|l data set is loaded into the analysis application and, at
Event 53Zocebdiee ARtcdnS@LiohSmaY BO tdo@ifked Bn HREL Bed Alds PR hat A 61
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PC (140). At Event 550, the local collection dapplication : I'S )
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h deheeys har ' rding. to one enbodinent, of the invention, the
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standardized files is retained and remains with the reformatted data files. Source-to-

processing file conversions may be required on EML formatted files, MSG formatted files,
IPD formatted files and the like.

[00151] At Event 558, the local PC files that may be encrypted are decrypted using a
decryption application, in accordance with embodiments of the present invention. The
decryption application allows for decryption of the PC files data without the knowledge of
the user/encrypter. The decryption application finds ID files that exist anywhere in the
enterprise system, creates a database of the ID files, associates the database with the
user/encrypter and subsequently decrypts the data.

[00152] At Event 560, the local PC data set is loaded into the analysis application
and, at Event 562, the local PC data set is exported to the requestor/reviewer for analysis.
[00153] Data block 564 signifies data from network storage, such as a shared drive or
HomeSpace. At Event 566, the file server collection application (134) is implemented to

automatically collect data from shared drives and/or HomeSpace. According to one
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such as short-termstaging drive (180) to attach a barcode to the set of

| ocal PC data resulting fromthe particular collection. The barcoded data
is then copied and comruni cated to the |ong-term storage area network
(190) for permanent storage. At Event 554, the collected and barcoded

|l ocal PC data may be associated with a specific search termset or sets.
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col | ect The bar | t e
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sour ce-Ths-deenpHen ppRjicaEOR AREHOR ﬂ@@YPtéPq he metpigzk st%age dafgauithopt thes ar o
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anywhere in the enterprise system, creates a database of the ID files, associates the database
with the user/encrypter and subsequently decrypts the data.

[00157] At Event 576, the network storage data set is loaded into the analysis
application and, at Event 578, the network storage data set is exported to the
requestor/reviewer for analysis.

[00158] Data block 580 signifies electronic data for forensics. At Event 582, a forensic
collector application, such as EnCase® may be executed on the devices of interest to collect
data. According to one embodiment of the invention, the forensic collector application may
be automatically deployed on the device of interest without the knowledge of the device user.
In accordance with another embodiment of the invention, a computer monitoring application
may be implemented (not shown in FIGS. 11 or 12) that monitors the network to determine
the addition or subtraction of computers to the network based on network status indicators,

such as ID’s/IP addresses returned from the network.
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enbodi nent of the invention, |oose files are exam ned for relevancy and, if
rel evant, stored in a proper data format, such as a PST file or the |ike.
The met adata associated with the non- standardized files is retained and
remains with the reformatted data files. Source-to- processing file
conversions nmay be required on EM. formatted files, MSG formatted files,
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that exlonis toranstohigt erdaobnek €903 TN i Raih? LBfae AR BLER: 69k ARIEelnd! h; D

files, associates the database "wth the user/encrypter a equent |
decr ypt Bareededdfarensic doe rem) bemsswmiased wii@, spedific paradoiekm sétarrage. data set is

| oaded fhe a ' lication and,.at, Event 578, the nefwork

st or ag e[d(?gta%] set ‘lngg?(d[%rg g géd)lﬁfs %ﬁ{'ﬁré)ceﬁsg]&dﬁg’%lwlf’%ﬁa tQupsure dpat é%f(&?é‘? s.

[ 00158] filBatire fropaly HfAatsdddniafstgaal-ea e C I atidrdeia, Ewoﬁ'dlﬁg%&ﬁ neNt Event
582, a fo&(?e{gsi c collector application, such as EnCaSe(r) y %e execut ed
on t he ERYFURENHRT themyertion, lagse Hles ara examined forveteyanitynand; of rdeeantsbored irent  of

the inv ' | C | icati na b utopatically
dop! oyeaP oot ud BB ERARI 1RSF LT e REE, TORRHalAngat e ih Eoaet: ce
user. standaotineddiiec s refiaired andtdnerinewhb dicrefimeted &g filky eMouRR.to2 CONpuUt er

nmoni toring application, be i nmpl enmented (not shown in FIGS. 11 or 12)
Chat  moPPPe PSS eurral b BRIRg i MS(a diasad Blessltb et of

conput efilss bl thBgikpet wor k based on network status indicators, such as
I D s/1 P addresses returned fromthe network. 43 [00159] At Event 584, the
bar codi ¥§1@kpl i cadt Byeni §90, 1t fomenstcclilenthabmay bgtmgypiod atel deBryptedetheas

hort-t .{ i i 18 to.att X b de t th et f i
Garn 1 CEEERRA bR 8 afchf et Pl chthopismanio oy RS iBeasen ddbe | nen
copi ed dweg/ptieAapplicabealidws fobfec -6ﬁﬁ%é%{?§&an g@é ﬁ‘ﬁ? %@g%the (190) for

per manent stort%ge. At Event 586, the collecte a orensi c data
may be knosidedesod theyserensraberc iThe desatichartpiicationefindsIDSfdtsthaf ©@460] At Event

588 so - C g Js imlemented to i.nsure.that apy | pose files are
pr oper f@ﬁ%&%&ﬂ‘%& %?%T’%&sﬁyatﬁla‘g?f&?*faa detabasgef ﬂfe#h files, assqgiates thedatahageng t o
one  enbitdiheenér/dbrypte ahd vestbi@itly deassisthd @sa.are exanmi ned for rel evancy
and, if relevant, stored in a proper data format, such as a PST file or

the |iK8Y16Pe et Afdivant¥Poticdomasinidats setie loaded inge thedamnlysiz epplidatios ands
I T AT I e o G

[00163] Data block 596 signifies collaborative data, such as data residing at discovery

sites, for example LiveLink® or the like. At Event 598, a discovery site collector application,

such as a LiveLink® collector application may be executed on the devices of interest to

collect data. According to one embodiment of the invention, the discovery site collector

preserves at least a portion of the discovery site database in the e-discovery database,

including all files and all revisions of the files. In this regard, the discovery site collector

application queries against the database to define what files need to be retrieved, then copies

those files based on the result of the query. Metadata pertaining to the files is retained in the

case management system tables. In accordance with another embodiment of the invention,

the discovery site collector application collects the documents and the related metadata and

uses the metadata to automatically rename the files.

[00164] At Event 600, the barcoding application is implemented at a staging location,

such as short-term staging drive (180) to attach a barcode to the set of discovery site data

resulting from the particular collection. The barcoded data is then copied and communicated
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files and the like. [00161] At Event 590, the forensic files that may be
encrypted are decrypted using a decryption application, in accordance with
enbodi ments of the present invention. The decryption application allows
for decryption of the network storage data wi thout the know edge of the
user/encrypter. The decryption application finds ID files that exist

wh in th i t t dat ab f LD files,
reoc: 4 e oot aregp o o0 EEF PeRripl SRR Bk 82l y ' decr yor s
t he datgnedi@PafiardeduR0bverP dite 48 maQbeRsIoeiatlall Witls 8 bpdcsfid seagtfderninéed t he

anal ysis application and, at Event 594, the network storage data set is
export @dset® t he requestor/reviewer for analysis. [00163] Data bl ock 596

el | ab . _ > ] tes.
For exaBIETL1 verkRerSoBHeRies ol | ul b Mo U L BEEH onl!
col | ectfiés & ptopedt if@ratted UChstasdapdikéd/ folinak ( In thisakhed] acody tooati on may be

executed on the devices of interest to collect, data. Acgcording to one
enbodi eEthodiment petheiywmtipaiooseflesirg ssymingd &orirglepgiayand o relgyant stapeding;

| east i h i i t i ol V, lat abase,
I N R s L G

di scoveatandaidized diddslie edtained aphleinaatsivath the ecfoasattegalatestiles. hSodmtdbrase to
define what files need tq be retrieved,. th ie ose files hased on
Lhe T odUGESHRE PR D depyred %t%é\éﬁtfwétﬁg e NG droRled ffeaaPPionsitstned i n
the cagg JANRYRRENt systemtables. In accordance with another enbodi nent
of the Iinvention, the discovery site collector application collects the
docunmerft8laihd t heAt Bvett &6, the disat ernsite dalis st ig loedadaintodhe analysisiut omat i cal |y
renane the files 016 vent 600, .the barcodin pplication.is

ol eraibertian S50t BSFHJURob EFERvery st S SR HERed o PR R R ibE  150)
to attggfamdljagy code to the set of discovery site data resulting fromthe

particular collection. The barcoded data is then copi ed and conmmuni cated 44
t o t he [PBH]t er mSwsrmgrentembodiments tikrein disglosasiprpededgidmpravesieaiyan At Event

2 spocidoBis i T ReRR GRS Bt SRSt af i £EATpRpyREwAa5ES! 20 o0 WD

sour ce-diRoPéErgssinthatipSoviddl foreith asdbd W@entified, tochted] reaivyed,qeeRrvell | es are
properly' formatted in a standardized format. |n this regard, according to
one eriBuahefe FAVieTed and nrodussd i effisisaband gaskeHedive MARHEAST9ss the tigs ancy

and, if S - 1 ) A ST file or
the 1 1 a8 et AR by SR B Rl SR aisOHER BB S
r et ai nedsetmettere omsiotianrridhdat handrpart oid imet foetinkdee defwdes she Boey fiethen- processi ng

i M., f fil f . files,. | PD
][r:a lyege é{tpgc g&équqrggqaﬁzed inc%cranr%t gf?gentljfyiﬁg,’ lo%%%g a%ﬁ rxrgt}ite%gg dilta%%d leveraglgn%r mat t ed

results of previous e-discoveries with current requests.

[00168] Specific embodiments previously disclosed provide for determining
suggestive preservation notice and/or survey recipients in an electronic discovery system.
The determination is based on a comparison of data, such as personnel data or like, associated
with individuals previously identified as preservation notice recipients and recently added
potential custodians. In addition, in certain embodiments, the determination takes into
account the preservation notice and/or survey history of the potential custodian being
considered as a recipient of a specific preservation notice

[00169] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this invention not be limited to the
specific constructions and arrangements shown and described, since vatious other changes,
combinations, omissions, modifications and substitutions, in addition to those set forth in the

above paragraphs, are possible.
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[00166] At Event 606, the discovery site data set is |oaded into the

anal ysis application and, at Event 608, the discovery site data set is
exported to the requestor/reviewer for analysis. [00167] Thus, present
enbodi nents herein disclosed provide for inprovenents in electronic

di scovery. Enbodi nents herein disclosed provide for an enterprise-w de e-

di scov stem j or data t eddentified |ocated,
retrieaggyﬁ%rese{@g§§dﬁ@%%#&ﬁgg&n%%VFQﬁﬁﬁﬂaﬁﬁrﬁ?gaﬁ@%@gﬁﬁn%ﬂ“gfficient and
cost - efrhedificatipngaithejuddeasided babedinehts ca®Bé Csiflgusd witdue deparfing@fi@int i on, by
structuring nmanagenent of e-di scovery based on case/matter, custodian and
dat a arfBe poBe Red PRIt ofthe inventien. pherefere tthbtodkermdensinod tat, wishipiths soap¢ es are
roal iz ! o b . ] o :

| cver ag il aapBhdER Blerl 10 ckliiPmay 86 Bl ier i 43Rl AR Asilieg

[ 00168]hespreci fi ¢ enbodi ments previously disclosed provide for determ ning
suggestive preservation notice and/or survey recipients in an electronic

di scovery system The determ nation is based on a conparison of data, such
as personnel data or like, associated wth individuals previously
identified as preservation notice recipients and recently added potenti al
custodians. In addition, in certain enbodi nents, the determ nation takes
into account the preservation notice and/or survey history of the
potential custodian being considered as a recipient of a specific
preservation notice [00169] Wiile certain exenplary enbodi nents have been
descri bed and shown in the acconpanying drawings, it is to be understood

t hat such enbodi ments are nerely illustrative of and not restrictive on
the broad invention, and that this invention not be limted to the

specific constructions and arrangenents shown and descri bed, since various
ot her changes, conbinations, om ssions, nodifications and substitutions,
in addition to those set forth in the above paragraphs, are possible. 45
[00170] Those skilled in the art may appreciate that various adaptations
and nodifications of the just described enbodi nents can be confi gured

w t hout departing from the scope and spirit of the invention. Therefore,

it is to be understood that, within the scope of the appended clains, the
i nvention maybe practiced other than as specifically described herein. 46
CLAIMS 1. A method for suggesting potential preservation notice recipients
in an el ectronic discovery system the nmethod conpri sing:
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receiving, at conputing device, first inputs that define a case; receivVing,
at a conputing device, second inputs that add a plurality of potenti al
custodians to the case; determning, via a conputing device processor, from
anong the potential custodians, one or nore suggested recipients of one or
nore preservation notices associated with the case, wherein the
determ nation is based on an assockﬁgg gbetween one of the potenti al
cust odi ans and one or nore previously i1dentified recipients of the
preservation notice; and conmunicating, via a conputing device processor,
the one or re pres?{ tion notices . .to one or nore of. the .one or nore

o8 bieseriirals

suggest ed rdci pi énfethod forgugasiing pgtegtial resepyagion dP#'ni ng further

conpri $R3trffk Abtr Gystent] the hidehIUBRfdsg: devi ce processor, from anongst
the potential custodians, the one or noré suggested recipients of the one

or nore presegciring, ahcomputinggleaiveoliisamputsiihat detibea easse, wherein the
determnation is ba§ed on tt he, associ ati on q%a\é/eﬁﬁn one otf tfhet ﬁfélenti al

cust odi ans AV e & BREMBRURIC G EPRLERYS A AL PR AT BPEREY of the

pr eser ¢astb@and@lth€asend previ ous preservation notice history of the one or
nore potential custodians. 3. The nethod of claim1, wherein determning
further comgetesmining virheompRiing dgvige PrreesseRdinm Ao thedwtqptigbastadiansat

| east t e i (o]l i: .al.east one of
the pr UF SLBCFGu B RER B EPP it B BREA RS Rt Bl REP. 07 0
of cl aicide]l whete tie dedah@atidmisrt@sddiod fredssocnon sesedhadnerafitid pugentiali a t he

conputing device processor, that a predefined trt]reshol d of matches_exi st
bet weeFustpdigasansgRevs g previvslyddentdipd ieeipients Of the nresgEyatign @otiee: epd

previous id %BMJ&%&B%WRP h 86 utﬁ%dé&%eﬁﬂ&&@gdr%e oHe BMB%éseJﬂﬁn”et hod of

claim3, whereint redeter associated wth the at |east one

of t he nptieasitowae briaptd dfitheloticeai moenuggated redipiept ent i al cust odi an i ncl udes
one or nore of enploynment chain-of-comand, enploynment | ocal e, enploynent
classification, data source accessibility or generated data content. 47 6.

The method of cl aipFemer &lith ﬂealvﬁrém Refminiid ReheCQMMYriseSdetaRithivkNg a

predeterm ned rel evancy wei ght value to each match of the predeterm ned
dat a armvih thaeninpyting deyigeredesssarpfromcintarigsithe pyteniidl ghstodians éle ang aravuret in a

suggest ed tent.i.al preservation notice recipient _.score . .The thod of

ol 2 m oEpeRRREHD BB BT e Gns b arts Prevy e SR FROSRET I iy gpdcy et

reci pi ¢Rd gct@dniagionds bised loRitRNAsSoqkticH bdiReSOBOTIIRAHdtEial bestedigsemdalid on

notices. 8. The nmethod of claim 1, wherein conmmunicating further conprises
one or more previously identified recipients of the preservation notice and previous

preservation notice history of the one or more potential custodians.

3. The method of claim 1, wherein determining further comprises determining,
via the computing device processor, at least one match between predetermined data

associated with at least one of the previous identified recipients and a potential custodian.

4. The method of claim 1, wherein determining further comprises determining,
via the computing device processor, that a predefined threshold of matches exist between
predetermined data associated with the at least one of the previous identified recipients and a

potential custodian

5. The method of claim 3, wherein the predetermined data associated with the at
least one of the previous identified recipients and the potential custodian includes one or
more of employment chain-of-command, employment locale, employment classification, data

source accessibility or generated data content.
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automatical ly conmuni cating, via a conputing device processor, the one or
nore preservation notices to the one or nore suggested recipients based on
the determination. 9. The method of claim 1, further conprising

determ ning, via a conputing device processor, from anongst the potenti al
cust odi ans, one or nore suggested recipients of one or nore surveys
associated wth a case, wherein the determ nation is based on an
associ ati on between one of the potential custodians and one or nore
previously it@ent i Theadethed ofelgin 8cwikreintdetermthing hethorédiastise adlfinma,

one. or M ABE R R oHt e Vel e tufh Paeh Shtegrolsre e gysragumning |
reci pi et predétbrmihBe rdl&Vdpedweleht VALee 3 redtftqh %is?%ﬁiﬁt]zg ?Meﬂ{iﬂgnlrésjgﬁfaggﬁ eor mor €

suggested recipients of one or nore surveys conpri ses rm ni ng,
vi a t henatigarpesipieny sdeei ce  processor, from anongst the potential custodi ans,
the one or nore suggested recipients of the one or nore surveys associ ated
with the case, wherein the determnation is based on the association

bet ween one Df t hEneAéRAd blaiat 5! RAhGDNARGinEREIOME He NS Bfﬁq\é' ously
identified survey recipients and previous survey history o? t he one or
nor e polggRsied reginisnisds apyal recipiemtseprios theamwfmichtingthe prostreatdimnadieter ni ni ng
one or nore suggested recipients of one or nore surveys further conprises
determ ning, via the conputing device processor, at |east one match

bet ween pr edet er rMheatctied 6f ASHOL, wiieeein \bbinthudicalif@ firtHePNorRbridee Previ ous
identified survey recipients_and a potential custodian. 13. The net hod

of cl aidHunatically eorpmypicaling, Niacommitise device ppgetses thapneasimirent s of one or
nore s ; 3 I .04 DG - Vi he ¢ in evi ce
b b es drEEKAbbARS of Pe SRR BRI Rk b0l PR AabY

predet erm ned data associated with the at |east one of the previous

identified survey recipients . and a potential custodian 14. The nethod of
claimg, whzgr ein hl‘?én?ﬁﬁ%‘g%‘{é@m hdbrthescampesips dgierpinipe MaamUtingeast one

Orcl e RVRY pRSSOR Tk binbilos H(Rerh BRI RIS, b e BRI Al fdi3L 9F1 21
i ncl udes one or nore of enploynent chal n-of-comrand, oymerPt ocal e,
enpl oy maator gloassirféys asdosrated with a casey mderdic teskidoninatiyn trbagahet at ed dat a

content. 15.. An apparatus.for suggestin ofential preservation, notice
recipiéﬁ%?wWﬁngﬂ“%§?8ﬁ??%WF@OWPE%gWQPng§§E e‘Fﬁ%”gBﬁ%¥%¥h§d@BﬁEﬂising: a
conput isafreph@fipiedtsn i ncl uding a nenory and at |east one processor; an

el ectroni c di scovery nanager application stored in the nmenory, executable
by the at one processor and configured to receive first inputs that define

a case and rgcei vg. $eeoNdys claim 9, further comprising communicating, via a computing

device processor, the one or more surveys to one or more of the one or more suggested

recipients.

11, The method of claim 9, wherein determining the one or more suggested
recipients of one or more surveys further comprises determining, via the computing device
processor, from amongst the potential custodians, the one or more suggested recipients of the
one or more surveys associated with the case, wherein the determination is based on the
association between one of the potential custodians and the one or more previously identified

survey recipients and previous survey history of the one or more potential custodians.

12, The method of claim 9, wherein determining one or more suggested recipients
of one or more surveys further comprises determining, via the computing device processor, at
least one match between predetermined data associated with at least one of the previous

identified survey recipients and a potential custodian,
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inputs that add a plurality of potential custodians to the case; and a
suggested preservation notice recipient application stored in the nenory,
execut abl e by the at | east one processor and including a suggested
preservation notice recipient routine configured to determ ne one or nore
suggested recipients of a preservation notice from anongst the potenti al
cust odi ans, wherein the determnation is based on an association between
one of the potential custodians and one or nore previously identified

reci pi ents a8. t h@hpmesierdvattdlam fotlicosn dd6rmifiing appemuire suggested adcipidiBs
wherei n_the suggested gﬂgﬁervatLon notice recipient roq}ine is further

conf i g&F 88F PTG HFYRYR B OIS CCTIRE &t P8 CYPPUeiagtcepRgeessor,

preser Yl‘?f{t E?Ped%%&&ﬁlr&%ﬁ%f%ht&ﬂk% eR3ERGvEL] RRIABENRENdAth Sssomate@iwittBe
potential cCustodians and the one or nore previously identified recipients

of t he apleegeny af fherprecousidetiftedpnosely sesipients egé ppatental austodiga hi story of the
one or nore suggested recipients. 17. The apparatus of claim15, wherein
t he suggested preservation notice recipient routine is further configured

to determ nq4at |leR%hetRioMEMifHD, REHHER theireditéaiindd\@fla SRbéelateditathabted Wi th
at |least one of the previous identified recipients and the potenti al

cust odileast onesd theprevigns ieptified srsvesf reeipianfs and, thopefeatia cusiediay ghlesane

preservation Rnoti rechpie i i r i < er m ne
Phat - a opister AauiSmeSeiestorh ikt Bolymiet g, AbIAM L BCARE | T,
dat a agsRGbatcedcodstibilidy of gagtat@indutotoritdir. previ ous identified recipients

and the potential custodian. 19. The apparatus of claim 17, wherein the
predeterm ned data associated with the at |east one of the previous

identified recipi =Trle8 ' ' I G : ; nor e of
enpl oynent clﬁai n-ﬁgﬁ@ommn{fg?gue%g%’tg{gr#entntﬁﬁg%%?&%#p#g&ﬁep%& 1%}{?%%&1“ cation,
data shutrogicdiscesaly Bidtethythe appprates atrapriddag:a content. 20. The apparatus of
claim 17, wherein the s esée(g éreservati(gn 1noti ce reci gi.ent routine is
furt her conﬁcgmpéansal%%%ﬁgn UHRS A SIEY ARG 2L ERL PERRPCEEPHht val ue to each
match  of the ARG n%hge%?ﬁééﬂi%htsﬂﬁecpfnﬁﬁ@hi%hi@rﬁ%ﬁieélﬁélﬁé’ﬁjﬂEh\é vei ght
values to result in a sugQested potential preservation notice recipient

scor e. aRane fiveesappandauiigakd ¢ wiceive first inputhidat dadmgmicsserandaectivresent survey
reci pi ent ppl jcation, stored in the.nmenor execytable by the at |east one
pr ocesé?ﬁut%?a?ﬁp? Q}Bfaﬁléy3Pp(§ﬂﬁﬁggqsé%ha§ﬁg§g%ﬁ(f'aé%iaﬂlgent routine configured to
det er m ne oNggoested BreSotUBRST Riics Wecrsint applicatioaRicied mahe AARERt t he

potential custodi ans, wherein the determ nation is_based on an association

bet weerexensatdé by the a5 daasimuedirocessar sad invludingla srggceed prosevpianaaiss| y

| denti fr!ecelgientsr%{u\;{gél cc;n%cgjupeid%g ‘48termine onc or more suggested recipients of a preservation
notice from amongst the potential custodians, wherein the determination is based on an
association between one of the potential custodians and one or more previously identified

recipients of the preservation notice.

16.  The apparatus of ¢laim 15, wherein the suggested preservation notice recipient
routine is further configured to determine one or more suggested recipients of the
preservation notice based on the association between the one of the potential custodians and
the one or more previously identified recipients of the preservation notice and previous

preservation notice history of the one or more suggested recipients.

17.  The apparatus of claim 15, wherein the suggested preservation notice recipient
routine is further configured to determine at least one match between predetermined data

associated with at least one of the previous identified recipients and the potential custodian.
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22. The apparatus of claim?21, wherein the suggested survey recipient
routine is further configured to determne one or nore suggested survey
reci pients based on the association between the one of the potenti al
custodi ans and the one or nmore previously identified survey recipients and
previ ous survey history of the one or nore potential custodians. 23. The

appar atus of 1gl ai WHES & dni plent.routine is
fﬁrt her conf ilgur edgh‘tgé)ppget erﬁ%&glt% ’ I%‘g%%?? %ﬁgu%s%?f}gées? ﬁmégzr)ln I[l)ortlec &raPthed
dat a aswwtinaisddrthendohfigred eaddteronine thitit 4 fnedpfiresdi threshdld e finafchedesur vey

reci pients and th otential custodjan, 24. The paratus of claim 21,
wher gi ﬁﬁ'thgensrgxa QE@F%HHEWF\%{? "’ﬁs%?%‘?‘iamth FoGestRace ng’eﬂﬁvﬁ%ﬂd%fﬁﬁﬂ gured to
det er m Reipidnef and tRE potehtiIdstbiikgshol d of mat ches exist between the 50
predeterm ned data associated wth at |east one of the previous identified

survey recipients and the potential custodian. 25. The app?rat us of c:c aihm

23, wherein e determn dat.a associated wth.t at | east one of the

previous i defrldt?i fP{élge WA C&%&“Bi lgni” <L %H@%@Wﬁggﬁta@&?@@éﬁ%‘ﬁﬂh H®l udes

one or Jmiéast Gfc e PiwRL ideRafiat RbpiEBAdhe BHRAMN WBAbAhL FRlRles P40y MENt

classification, data source accessibility or generated data content. 51
more of employment chain-of-command, employment locale, employment classification, data

source accessibility or generated data content.

20.  The apparatus of claim 17, wherein the suggested preservation notice recipient
routine is further configured to apply a predetermined relevancy weight value to each match
of the predetermined data and sum the predetermined relevancy weight values to result in a

suggested potential preservation notice recipient score.

21. The apparatus of claim 17, further comprising a suggested survey recipient
application stored in the memory, executable by the at least one processor and including a
suggested survey recipient routine configured to determine one or more suggested survey
recipients from amongst the potential custodians, wherein the determination is based on an
association between one of the potential custodians and one or more previously identified

survey recipients.

22.  The apparatus of claim 21, wherein the suggested survey recipient routine is
further configured to determine one or more suggested survey recipients based on the
association between the one of the potential custodians and the one or more previously
identified survey recipients and previous survey history of the one or more potential

custodians.

23.  The apparatus of claim 21, wherein the suggested survey recipient routine is
further configured to determine at least one match between predetermined data associated

with at least one of the previous identified survey recipients and the potential custodian.

24.  The apparatus of claim 21, wherein the suggested survey recipient routine is

further configured to determine that a predefined threshold of matches exist between the
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predetermined data associated with at least one of the previous identified survey recipients

and the potential custodian.

25.  The apparatus of claim 23, wherein the predetermined data associated with the
at least one of the previous identified survey recipients and the potential custodian includes
one or more of employment chain-of-command, employment locale, employment

classification, data source accessibility or generated data content.
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