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II. Background

[0003] Wireless communication systems are widely deployed to provide various
types of communication; for instance, voice and/or data can be provided via such
wireless communication systems. A typical wireless communication system, or
network, can provide multiple users access to one or more shared resources (e.g.,
bandwidth, transmit power, ...). For instance, a system can use a variety of multiple
access techniques such as Frequency Division Multiplexing (FDM), Time Division
Multiplexing (TDM), Code Division Multiplexing (CDM), Orthogonal Frequency
Division Multiplexing (OFDM), and others.

[0004] Generally, wireless multiple-access communication systems can
simultaneously support communication for multiple access terminals. Each access
terminal can communicate with one or more base stations via transmissions on forward
and reverse links. The forward link (or downlink) refers to the communication link

from base stations to access terminals, and the reverse link (or uplink) refers to the



from base stations to access termnals, and the
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Initial access
receive one, more than one, or all the data streams carried by the composite stream.

Likewise, an access terminal can transmit data to the base station or another access
terminal.

[0008] An access terminal can utilize a random access procedure to gain access
to a system (e.g., to obtain allocation of a communications channel and/or associated
resources, ...). For instance, the random access procedure can be used for initial access
to the system, handover from a source base station to a target base station, uplink timing
synchronization for data transfer, and the like. Typically, an access terminal sends a
random access preamble on the uplink when the access terminal desires to gain access

to the system. A base station can receive the random access preamble and respond with
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response. When contention based random access is employed, the scheduled
transmission message or a portion thereof can be unencrypted. Further, non-security-
critical information can be sent in an unencrypted manner in the scheduled transmission
message, while security-critical information can be encrypted for transmission (e.g.,
included in an encrypted portion of the scheduled transmission message and/or
transmitted in a subsequent encrypted normal scheduled transmission message).

[0011] According to related aspects, a method that facilitates employing a

random access procedure in a wireless communication environment is described herein.

The method can include transmitting a random access preamble to a base station.
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unencrypted portion to the base station as granted by the random access response when

employing contention based random access.

[0014] Still another aspect relates to a computer program product that can
comprise a computer-readable medium. The computer-readable medium can include
code for transmitting a random access preamble to a base station. Further, the
computer-readable medium can include code for receiving a random access response
from the base station based upon the random access preamble. Moreover, the computer-

readable medium can comprise code for transmitting a scheduled transmission including
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E}?&bsg VB ﬁg{ogf apgessyygamble, receiving a scheduled transmission
message, which includes at least a portion that is unencrypted, from the access terminal
when employing contention based random access, recognizing an identity of the access
terminal based upon information included in the portion of the scheduled transmission
message that is unencrypted when employing contention based random access, and
determining a security context associated with the access terminal based upon the
recognized identity of the access terminal. Further, the wireless communications

apparatus can comprise a processor, coupled to the memory, configured to execute the

instructions retained in the memory.



can include a nmenory that retains instructions rel ated
to receiving a random access preanble from an access
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or encrypted portion of the scheduled transmission message that includes the
unencrypted portion received from the access terminal based upon the retrieved security
context.

[0020] In accordance with another aspect, an apparatus in a wireless
communication system can include a processor, wherein the processor can be
configured to receive a scheduled transmission message including at least an
unencrypted portion from the access terminal when employing contention based random
access; recognize an identity of the access terminal based upon information included in

the unencrypted portion of the scheduled transmission message; retrieve a security
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rocedure.
l?andover scenario in accordance with various aspects of the subject disclosure.

[0027] FIG. 6 is an illustration of an example system that sends encrypted
and/or unencrypted messages as part of a random access procedure.

[0028] FIG. 7 is an illustration of an example signaling diagram of a random
access procedure that communicates encrypted and unencrypted information in message
3 in accordance with various aspects of the subject disclosure.

[0029] FIG. 8 is an illustration of an example methodology that facilitates

employing a random access procedure in a wireless communication environment.
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signaling diagram of a basic random access procedure
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Botaimpl e access termnal that transmts encrypted

[or unepcrypted schedul ed. uplink nessa
W’Sél ess chlfmiicat #Eﬁtr%tg@% i eﬁe@g@]SYﬁP@qﬁatfnﬁ@e%ﬂhzmg a
EenlibiS AL Afbcely@h SXAIRLEcoHHLEL AGAIn VYA e
unencrypted and/ or encrypted schedul ed nessages
H0938] ved oEK& lains alpillustratmtumfrag caamalechystescbesmables employing a
Eﬁgcedure in a comuni atton envi ronment .
F SBACRIEPTOFEYS 1%\?1 W”ieie%f‘?fﬁ?ﬁuﬂlﬁa o0 AN RSP e
W rel ess network environnent that can be enployed in
conjunction with the various stens and net hods

descri bed herein. [M@IIFEIGD SCREPHION| | ustrati on of
§anp! eysySLEmiRh SORRIES, ML 0% ALARASB e drawings,

S proce ure tn a wr

Wﬂ&ﬂehﬂlﬁkﬁiﬁf@ret{c@ @3mkrdH £oc u@éﬂ ﬂo&ef&ﬂtd likeugémaits thitowfhoa In the
exampl e system that enabl es enpl oying a random access
o lovdradesciiption, {@rmerRases igvriRpden NBMCENY SPeHifedrtails are set

forth in order to provide a thorough understanding of one or more embodiments. It may

be evident, however, that such embodiment(s) may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block
diagram form in order to facilitate describing one or more embodiments.

2% ¢

[0037] As used in this application, the terms “component,” “module,” “system,”
and the like are intended to refer to a computer-related entity, either hardware,
firmware, a combination of hardware and software, software, or software in execution.
For example, a component can be, but is not limited to being, a process running on a
processor, a processor, an object, an executable, a thread of execution, a program,
and/or a computer. By way of illustration, both an application running on a computing

device and the computing device can be a component. One or more components can

reside within a process and/or thread of execution and a component can be localized on
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tdrhmshicatidrosystchstsiclams @@pldivisibn enultiplonidegs @DMA), time division
conputi ng device and the conputing device can be a

BoHbheGeess (GRVLY). fragpencyghysins mutiplg gosess (M1 ¢itheggnal
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BERSER P P ISCRLS ORIREA A EETRANEYiaT

I'zed ono distri et ween
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can execute fromyvar.i conput er readabl e di a
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renote processes such as in accordance with a signa
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of the signal). [0038] The technlgues descri bed herein

teirlcient psediofterhng lpgly sueh g FeleasldU MV ERA).JAltigydelkites
B uAR AR B E ST BuRr P EaR (TR JEEF g2 20, Flash-

oOBDINL )€ BTRASEd(IFDNIRA aerpjaRagandlerfdl getdRClel dtoMinSindéution
nmul tipl e access sin%le carrier-frequenc

Y 968 (BN T t3G&P(eL9£@DJN?§@ frositemihy £ éﬁoﬁnd%memlw§¥eé%ﬁs9f UMTS
eI A OPDYBL (BB SES o
tgotknol ogy such as Universal Terrestrial Radi o Access
fﬂ%&ﬁ) ’ 1ng%00%hi§tfge'qug1Tcy i\ifigi%L lflgu?tslple access (SC-FDMA) utilizes
single carrier modulation and frequency domain equalization. SC-FDMA has similar
performance and essentially the same overall complexity as those of an OFDMA
system. A SC-FDMA signal has lower peak-to-average power ratio (PAPR) because of
its inherent single carrier structure. SC-FDMA can be used, for instance, in uplink
communications where lower PAPR greatly benefits access terminals in terms of
transmit power efficiency. Accordingly, SC-FDMA can be implemented as an uplink
multiple access scheme in 3GPP Long Term Evolution (LTE) or Evolved UTRA.

[0040] Furthermore, various embodiments are described herein in connection

with an access terminal. An access terminal can also be called a system, subscriber unit,
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Rorr ed R mRaRicSedel feyii el defEfiSpophygisk, mesneic
§tBbE)erd))8PSaal diskd (LS. ESpa@Edibk [(OOP dighalyer§dtad HRR (D .
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brawit ayydwiandiflestsmemanedeviiess (¢apEBROM ycard shiplutikengrive, etc.).
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fo8d2ur es dBRsferdidpeitbvh er Bignl cawirtless communication system 100 is

illustrated in accordance with various embodiments presented herein. System 100
comprises a base station 102 that can include multiple antenna groups. For example,
one antenna group can include antennas 104 and 106, another group can comprise
antennas 108 and 110, and an additional group can include antennas 112 and 114. Two
antennas are illustrated for each antenna group; however, more or fewer antennas can be
utilized for each group. Base station 102 can additionally include a transmitter chain
and a receiver chain, each of which can in turn comprise a plurality of components
associated with signal transmission and reception (e.g., processors, modulators,
multiplexers, demodulators, demultiplexers, antennas, etc.), as will be appreciated by

one skilled in the art.
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FEREal T S Sif St sty R h e SRl By eicapedink 126,
fprRepRL PhsherdRIAHimE BHENSR é%pleﬁ(mm@ste@&,%awar@ﬁnm 14 and
be appreci ated by one skilled in the art.[0043] Base
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base station 102 utilizes beamforming to transmit to access terminals 116 and 122
scattered randomly through an associated coverage, access terminals in neighboring
cells can be subject to less interference as compared to a base station transmitting
through a single antenna to all its access terminals.
[0045] A random access procedure can be utilized in system 100. For instance,
the random access procedure can be used by access terminals 116 and 122 for initial

access, handover to and/or from base station 102, timing synchronization (e.g., re-entry

from non-synchronized mode, ...), and the like. A random access procedure typically
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terminal prior to sendlng the randorn access preamble, and this access terminal specific
random access signature can be transmitted by the access terminal (e.g., as at least part
of the random access preamble, message 1 in a random access procedure, ...) to base
station 102. Thus, upon receiving the access terminal specific random access signature
in non-contention based random access, base station 102 can identify the access

terminal from which the random access signature was sent. Further, this identification

related information can be used by base station 102 to identify a source of a received
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number of base stations similar to base station 204. Access terminal 202 and base
station 204 can each transmit and/or receive information, signals, data, instructions,
commands, bits, symbols, and the like.

[0049] Access terminal 202 can further include a random access requester 206,
an unencrypted message generator 208 and an encrypted message generator 210.
Moreover, base station 204 can include a random access grantor 212, a message source

identifier 214, and a security context determiner 216. Random access requester 206

transmits a random access preamble to base station 204. In case of contention based
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target base station, ...). A random access preamble can also be referred to as an access
request, an access signature, an access probe, a random access probe, a signature
sequence, a Random Access Channel (RACH) signature sequence, efc. The random
access preamble can include various types of information and can be sent in various
manners.

[0052] Further, base station 204 can receive the random access preamble and

random access grantor 212 can respond by sending a random access response to access

terminal 202. A random access response can also be referred to as an access grant
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transmission to base station 204. The unencrypted message 3 can be transmitted to base
station 204 rather than an encrypted message since the network (e.g., base station 204,
...) can lack knowledge of the originator of message 3 (e.g., message source identifier
214 can be unable to determine an identity of access terminal 202 from a random access
preamble sent over the uplink by random access requester 206 of access terminal 202
when using contention based random access, ...). If base station 204 is unaware of the
originator of message 3 and message 3 were to be encrypted, base station 204 would not
know which security configuration to apply in order to decrypt such encrypted message
(e.g., base station 204 would be unable to decipher the encrypted message 3 when using

contention based random access, ...). Thus, access terminal 202 cannot apply
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access terminal (not shown) to identify the corresponding source(s). For instance, the
unencrypted message 3 yielded by unencrypted message generator 208 and sent by
access terminal 202 can include the temporary identifier (e.g., C-RNTI, ...) associated
with access terminal 202. Further, message source identifier 214 can analyze this
temporary identifier to recognize that such identifier corresponds to access terminal 202.
[0057] Upon message source identifier 214 identifying the source of the
unencrypted message, security context determiner 216 can recognize a security context

associated with the identified source. For example, when message source identifier 214
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the source of a random access preamble when transmitted by random access requester

206 of access terminal 202. For instance, message source identifier 214 can recognize a
given access terminal specific random access signature included in the random access
preamble as being associated with access terminal 202. Thus, access terminal 202 can
send an encrypted message 3 yielded by encrypted message generator 210 over the
uplink to base station 204 since security context determiner 216 of base station 204 can
identify a security context associated with access terminal 202 to be used for decryption
based upon the random access preamble (e.g., rather than based upon message 3 as is

the case for contention based random access). In an aspect, access terminal 202 can
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access terminal transmits a random access preamble to a serving base station. For
instance, a common random access signature can be included as at least part of the
random access preamble, and thus, the serving base station can be unable to determine
the source of the random access preamble. At 404, a random access response can be
sent by the serving base station to the access terminal. The random access response can
be responsive to the random access preamble and/or can provide an uplink grant to the

access terminal.
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transmts a random access r esponse to the access
vaHethsaccesy i gam B Peyachrarisehaade gin vailpdy be pregypted.

Ldbgg Messyat Bferéice 39 ghg tShﬁlugt‘Feﬁ PR a'h%&%?%l méﬁaﬁﬂgc‘ Hfa‘éf‘drn 500

edul ed transm ssi fo't ase st at
stosongl aheelonet steaargy. dliztndpwel\nadéad chfgcttited sarhdban aaccess terminal

respo e schedy] ed tran ssi.on can be referred
transg?%zgogaggn% Sergf} ‘%mﬁour?@h i SHHEE (TR SHTEGH Wit Biect base
GRforPeThe BRaR 8ol a security configuration change, which can cause the
access terminal to send critical security related information to the target base station.
[0064] At 502, a handover command can be transmitted by the source base
station to the access terminal. The handover command can initiate the access terminal
to handover to the target base station. Further, although not shown, it is contemplated
that the source base station can interact with the target base station prior to the access
terminal beginning the random access procedure. For instance, the source base station
can employ such interaction to transmit a security context associated with the access

terminal to the target base station.



Radi o Link Control - Transparent Mdde (RLCGTM. At
308, the base station transmts a contention

WO e@8l15mM8Bdn nessage to the access term nal. ThRCT/US2008/067934
contention resol ution nmessage can be referred to as
message 4. Further, the conte#tion resol ution nessage
can signify an end to the random access procedure.
[0061] Turning to Fig. 4, illustrated is an exanple
R0gRRpI i ng di AQ¢t,ae 4Q@OssaérmipalitraksiRash canldesoder e pﬁmmmcoto the

(RRC) nmessage transm ssion, by n nchr on
trgct gset%am%ﬁ%resp@?sgﬁ%rmntﬁ %PM e%c Mé%é%e fpuigee base
ahisPnigad éc%en%ﬁ BesHARIRM ALE&SSnbRlent] g?orggg%x talqgettblage station
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3B oTial BLear iR 8 EFer i A ‘aebr agen to the

pakls tefmihhie ABIHOMe A668S ferRirRAFMsenitsaRAinbA$pted RRssage 3 to the
servi ng base station can be unable to determ ne the

togat bescotationan rﬁpmt@&@ers@elmderamr@ ACCABS w&mnse Fhadom
access [ ensl %nse can us (25 t[hebe%éce r%nenqa rakr)larsmssmn of non-
ntcry(? dt PHE AT Fert SThe "T'Ah om AcCe

g@aﬁ@n@&w@m&bﬁmﬁeﬁ poOashoecritical hﬁldoaadwmﬂae aﬁsnnanon an
preanbl e and/ or can prOV|de an upl.i rant to the

gleptaler relateqity fic qcopis 2qrmapal sp@ astafe- Rd‘&“élgg epEeRidipgIImangtor, ... ).
g‘i 5 (b %ﬁe {a&;‘et H%Je S%Og E[l%.ﬂgl’nlttso a E(;Iﬁ%ﬁfghtreﬁft%%%esg )ﬁ@% Iﬂ%q ?CCGSS

I s urencr the serving base
exaimal. eAt rexs ﬁ&g&céﬁs caminal (Sbmﬂa rnmaldehtdul ¢édetransmission, which is
corres Furt her, ssa

access termn .
SR ﬁw&?@e& bpst ﬁféﬂ%r@?rﬁastﬂg@e%&%wﬁ?% RAA gheduled
RERSAMSEcanSn108e éb@hﬁ@kcrgﬁﬁﬁnfdﬁfﬁﬁ&gﬁe 3.7 RSBV &RbRPlete critical

etc. {e.qg., nessage 3°can include a nessage
dﬁ@mmﬂmnnabor . ..). At 408, in response to nessage

e ser base statl n ontenti an
skl onShale i iR i SR RO d A 3 @Blnh based
FaRgbRANCEoss ttﬁ@ssé?gb' 38 @dﬂtB&ﬁleﬁ&? cHt MRS SROSC B erminal can
i ncl ude anot her i nk for the access term na

Wersattean-critinal omstion oAt Bg BlcseEs tlmeés%tagécwawd Further, the
5&%& tg}n%nal c&%%% C}% %ﬁoﬁﬁ%tn?ersg%ggﬁ_p i e?éﬁge{al% dlf t;a srpﬁglon at 410

sync roni ze een

acsess. Y ertiinhalt itfarmaignl thyt iRy sHetypdion fater bsletqnt&m based
uplink transm ssions {e.g., the contention resolution
%é%@@éC%QBT%P@HPf Yogepvehdn pen-co iR hrndey access, message

Qr‘fﬁéjéﬁc?ypted if" s%c 154«11:@ u? t%@co@&‘ﬁ the L sY Brminal can perform

transnlts a norna sche ran SSIOﬂ nmessage
utfifecdmt lastlaﬂﬂ deygpider, ort typt beragdoniangshpsecdiratd @ nencﬁqﬁ or

I.nst an t he_access terningl can utilize the up
GRERHICY FEPYIEEA 25 A [HFHOB BhTBAPM RO SBICE TS ﬁypﬁeg@h@‘e or exclude
§1P1dcRER iR hdslios 3GRGARIRH ITRSRBALacctR LAY pd, Control
information included in message 3 based upon the random access procedure type, delay
security-critical information to be included in an encrypted message based upon the
random access procedure type, ...). Although the foregoing examples describe the
entirety or most of message 3 being unencrypted for contention based random access, it
is contemplated that a portion of message 3 can be unencrypted while a remainder of
message 3 can be encrypted as described in the below examples.
[0067] Referring to Fig. 6, illustrated is a system 600 that sends encrypted

and/or unencrypted messages as part of a random access procedure. System 600



unencrypted nmessage 3, which can include the
identifier related to the access term nal and/or an

WO pBa3sM83Y as to the type of data to be transnmP@T/Es2008/067934
the access termnal, the enca%lpt ed, normal schedul ed
transm ssi on nessage can be act ual RRC nessage
{e.g., neasurenent report, including security-critical
information, . ..). Mreover, subsequent schedul ed
inoludak adcessntsmiasl 22untl has dtitenalddesherkactaspadrmiml 20 can
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stati'on.[0065] At 504; the access termnal transmts a
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es onset |n t he handover cmTadfrom
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BACIAsIvdE armld@ﬁuﬁmo%@@ndfnlg&o hadcgelerMmar2®t afthi hcaf R ul&d by
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masrdepPetecidsntpies b terccagnizpgcess temmtdrA03@e dipssource of message
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St a eraccess termna acc

b0 ¢Thad hithr R0&TItd iR 20D 8aed Yipbe thenR g aged3démity, mﬁd the security
target base station in response tqQ the received random
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Rbst RN AGRETRd SRR | RIIIBRELREA Rltssase pencrator 210 and
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€ access te n s C- RNTI sage
Bﬁ‘é@fi e na?wher ﬁ&? f c %ves@gega@a ILIG-oRD
L PO S Lﬁﬂ(c@(gﬁtl%mum%@%ké’d M%ﬁe (RESHYR) koh bdised in message

access termnal. At 512, theé access term nal sends a
AORIE)-UNE hesswioeprov iderferrbe s o thhiechiviesside, whereas RLC-AM uses

an acknowledgement from the receiver side (e.g., if an acknowledgement is not obtained
at the transmitter side, then the transmitter can resend the packet(s), ...). Moreover,
RLC-AM supports segmentation as described below. It is noted that except for the first
RRC message at the LTE IDLE to LTE_ACTIVE state transition, it is possible for
access terminal 202 to use RLC-UM and RLC-AM in message 3. Accordingly, access

terminal 202 can use non-transparent mode RLC for sending non-security-critical



encrypted, to the target base station. For instance,
this encrypted, normal schedul ed transm ssion can

WO p@BOsS3Ssecurity-critical informati on (e.g., PENUS2008/067934
conplete critical information . [0066] As shown
in the exanples fromFigs. 4 Bnd - 5 |n contention
based random access, nessage 3 can be unencrypt ed.
Moreover, the access term nal can transmt
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exanpl es 67] Reéferring to Fig. 6, illustrated is a
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n%%Sﬁges as tpanrt of a random cess ced re%%ﬁytg
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unencrypted nessage %éerator 208, and
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edldnbgkpgda pefiosboMessagd 3 isprocesdrd adpHRIFER(C adyedid thahetwork. Thus,
system 600 can incl ude gcgiénunber of additional access
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Hence, there can be a reduction in Control-plane (C-plane) latency.

[0073] Further, in case of non-contention based random access, the random
access requester 206 can send a random access preamble that allows message source
identifier 214 (e.g., network, ...) to identify access terminal 202. It is therefore possible
for access terminal 202 to encrypt the entirety of message 3 and for the network to use
the correct security configuration for message 3. Moreover, as opposed to the
contention based random access, access terminal 202 is not imposed a specific

restriction as to what it can send in message 3 in this scenario.



contention based random access i s enpl oyed, the
nmessage 3 sent by access term nal 202 can include an
W p@aasipt ed portion (e.g., yielded by unencryP@EUS2008/067934
nmessage generator 208) and an_encrypted portion (e.g.,
yi el ded by encrypted nessage ¥enerator 210). Access
term nal 202 can include a nessage concatenater 602
that can conbine the unencrypted portion provided by
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can resend the packet(s), . ..). reover, RLC-AM
suppsages3. stignamegatiagama® 0diepictsi Use df badom.actdss bg aneteds

e B R S L Rt R PO PG e (A ven it s to
BE&PYScihtBd Hahdknadfhg sirRilas6 iR MM adreipRbiCcNbd kilized in

message 3. Accordingly, access termnal 202 can use
eynunatign sy kendoves donRr ®©ures base pigtipg to a target base station (e.g.,

ORBABRELIN B0 ] GO A e sion

e@dthe abeesd enainal ensrtiiphedsd tfminaBlctdfingathahdovee ssagand from
3. [0070] It may conplicate network behavior if access
thespiisabasEpatios s skavenN Figtf dre)-message source
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02 Ao SR LG M L, specl ol | gL LIIGaLOLT0% o
REQWHES rbARE BRLEOBrmRRal B ehRletviRE 85R G ion. Message 3 can include
an unencrypted portion and an encrypted portion. The unencrypted portion can include
an identifier (e.g., C-RNTI, ...) associated with the access terminal, a message
discriminator, a special length indicator for the unencrypted portion of message 3, and
so forth. For instance, the unencrypted portion can be sent using RLC-UM. According
to another illustration, the unencrypted portion can be transmitted using RLC-TM. By
way of further example, a MAC layer PDU can be used for the unencrypted portion of
message 3. Further, an RRC message that includes security-critical information such as

a measurement report (or a portion thereof) can be transmitted in the encrypted portion



Data Unit (PDU) size. Mreover, it is contenplated
that RLG-TM can be used if Medi um Access Control (MAC)
wW@e@siss3d t he size information for the RLC TM ROIUS2008/067934
Further, the normal RRC nessage that follows can use
RLC-AM [0071] Encrypted neségbe generator 210 can
further include a segnenter 604. Since the size of
nessage 3 can be limted, an encrypted nessage (e.qg.,
&REesyrgsAgEhe encrypted patidedablye encugipt B Crads adeach supports
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access requester 206 can send a random access preanble
Pavanditd awhareldsagtorscignebng diegtanf 7@y cad be cfplgyed for contention

acce ermpal 202, It.i
et B bt wLe et HaBETRaBnR Ao s Cametyaprbased
tdnBonictdsst Fol@cfvvlﬂgﬂﬁélﬂﬁlsﬁa@d?ﬁ fdrQfont ddBtABENDEIEd kdhddiPaccess, the
the correct securit conflguratlon for nessage 3.

fireld\ee moshel Mpisaged caroba ¢nsTddet and{arean based usiaaddr-AM rather
ik %ﬁérg ¢ a%%%r u%fn%qr&?é 4%\9%011 c?nlng OMI}B %%‘i’es g%%ec' fic

restr nmessag
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term nal 202 can behave differently depending on the
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unencry ted for ention b sed m ss per the
ket ik termodoloRien G avt BRI o SR Ofler OB acts as gaye acts can,

Br ace61Agh QG RIRER dit o o8 Bhents, occur in different orders and/or
concurrently with other acts from that shown and described herein. For example, those
skilled in the art will understand and appreciate that a methodology could alternatively
be represented as a series of interrelated states or events, such as in a state diagram.
Moreover, not all illustrated acts can be required to implement a methodology in
accordance with one or more embodiments.

[0079] With reference to Fig. 8, illustrated is a methodology 800 that facilitates
employing a random access procedure in a wireless communication environment. At

802, a random access preamble can be transmitted to a base station. For instance, the



information in nmessage 3 in non-contention based
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access. Moreover, this scheduled transmission message can be transmitted with Radio
Link Control — Transparent Mode (RLC-TM); however, the claimed subject matter is
not so limited. Further, a subsequent normal scheduled transmission message, which is
encrypted, can be sent to the base station after receiving the contention resolution
message from the base station. This subsequent normal scheduled transmission

message can include security-critical information (e.g., critical data related to a Radio

Resource Control (RRC) measurement report, handover completion, handover failure,



part of the measurenment report can be concatenated
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inlelss%gé.r 1§1t1r%1d ifsollgw{lrl?gtt ig %gélll’?l c, 1% E)socotnlge%tlplat 3 thalt gl%}ﬂ%r use of the
unencrypted portion and the encrypted portion for the scheduled transmission message
sent in response to the grant included in the random access response can be employed
when non-contention based random access is employed (e.g., similar access terminal
behavior for both contention based random access and non-contention based random
access). Additionally or alternatively, non-contention based random access can yield
differing behavior for such scheduled transmission message whereby all or substantially
most of the scheduled transmission message (e.g., message 3, ...) is encrypted.
[0084] Turning to Fig. 9, illustrated is a methodology 900 that facilitates

deciphering data obtained during a random access procedure in a wireless



enpl oyi ng a random access procedure in a wreless

comruni cation environnment. At 802, a random access
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access termnals in the wrel ess communi cation

envi ronnent (e.g., the common random access signature

canmbeicats@terfvironmont exttdoana traden acessd proaabiess, be.receiyed from

Accor di ng o a th illustrati on t he random accesg
Pt B teTRiam | NHACCEIIREUNRIE A Higludg g&emman random access
igadame Ceéfscoﬁt&ﬂaﬁ YA cncdm adls@d. DOknd s SRNIIEANL O the
ra dom access, . ..). The random access prea
@ca:nsstterrmamlt candetuneblbasle mtcagmzmi thurthegifor nomrdomtdntlon based
acgess or rE entdr from non QIynchr naze tate ture that
PNELYAEESSS PRF 14 ‘P rERer PE%?HWE @n 1{1 8% 4 W&&E%“é §1gna ure tha
Rea{HRIt6 tHer cB tériid Moht Rich@hd ABINASBCEE plch@Blc(Washbbtained.
t ar&gt base station) in response to receiving a
Vapndooraensss epramsacai kepizanameticddo dhaaecpsderminal based upon
ST w00k S 208 PR R ARSETHF RAADn R e
i poioMtiRR CLHTnPryBRIDL . be & v RINBGMIRCARSS tErgE R vERn&aiploying
provide a grant for a subsequent upl i nk, schedul ed
eQTHPISION Depcsianganp gagessat Fag ostange thp BaRNCBIPtEd RMERH 63y igplude an
[ a
e A RIS o€ ol T ok rEpbiaR 1delifir -
BNAf}, ed). by twag of amsetheniHewasion rfesmnsmwmgm basqal raydong access,

ontentjon based. random acces Accor

e|sa%%dﬂlktd tERsMEsion GAR Ag P%if@a HOME B ¢ Ollf‘efgalmﬁé Stkgetgnatter is not
E@%ﬁé@(@y | d@bi ddcBls tél%nﬁal begﬁllbr c%ﬁ%%n{}%y&ffbr contention based
Tenporary ldentifier (G t he access
taadomrsatesh amdmwm;:@hettthm ‘t@sdfdadudiced atcreamsrﬁ sMiommvels a contentlon
tralnfqm' tted. tg X detnt flfl‘ can enagé d.
Faeatay H’teﬁ%‘ﬁe ee%e?}g?? B 2GS GERAPRL Y TBTPORIFEO ec"e%%we
t@edu1B@tranFEEL6AT REIGR, 86 @dehh{yyofcﬂ@@&&éss t@rfhﬁﬁ@ll ah ®d robhized
the access term nal, and enploy such security context

based yper infetmigos llft‘}éléi?délih theumrﬁlmkoftthe pehwilelsd bsgistionihat is

te r t rf
T L T
0RBSAQE thdl a2Edsk Mrfddad Can be detdrmivd B:B¥€E tporathe eddoghizedientity of
resol uti on nessage can be received fromthe base

eRCroh tarminag syoreay et hip preusiBhelixe g2 PawsHite dg@pher subsequent
e
BREARAEinterpRoh oOLRRA R tichoBlls RARMPL “Pofiranle, the subsequent
amgagnémﬁamaluen are be iy pided indresnceynpd dopartign obtht acticidoled
based random access, Mrepver, this sched

FARSUHQLMGH e éi‘ﬁ%l Eany qyergﬁgﬁqleltsglaeqa%dﬁr%isgon message
J&ia’f‘fﬁ b 1ea). Foli@i&‘%ﬂ?ﬁﬁé’ SO0 % {iRPrddMortiSOVENE sehddlRd

cl ai med "subj ect nat
transmission message (and/or the subsequent normal scheduled transmission message)

can be buffered until the unencrypted portion is processed (e.g., to determine the
identity of the access terminal, ...). According to another example, the subsequent
encrypted information can be included in a subsequent normal scheduled transmission
message.

[0085] It will be appreciated that, in accordance with one or more aspects
described herein, inferences can be made regarding employing encrypted and/or

unencrypted scheduled uplink messages in a random access procedure. As used herein,



not so limted. Further, a subsequent normal schedul ed
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can comprise a demodulator 1004 that can demodulate received symbols and provide

them to a processor 1006 for channel estimation. Processor 1006 can be a processor
dedicated to analyzing information received by receiver 1002 and/or generating
information for transmission by a transmitter 1016, a processor that controls one or
more components of access terminal 1000, and/or a processor that both analyzes
information received by receiver 1002, generates information for transmission by

transmitter 1016, and controls one or more components of access terminal 1000.
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bfo@[&ﬁh%@tﬁbrbﬁé R thah AR b 8ok kor B 2P USRS tihatan
controls one or nore conponents of access term nal

o8 cantiroe for rmemessworbytafsansimaitd [dAathyoesh antennas 1108 to
i nf or.mat.i r [ b eceiver, 1002 rat.es
S R0 TP%: R RALPERF i AR R rommpr 114

 antortRl appsd Rt thalh & s SN aRe idchtifibr ACI® SSutir ¢onfk determiner

1000.[0088] Access termnal 1000 can additionally

¢ b rdwiatgr higdgan hapatt ef pigspsaes VdHyr @dwpIbseOf Ryocessors

{%‘PQ r 1006 and that can store data to be

ransm tted, received data, and any other suitable

[0902) mat i oRig. @2 ahw@ds drocxpetplowintiegs dcomemv@cit@asysteini I08. The

and functions set fort erein. For instang nmor

weksﬁ%m%f:@%ﬁwghﬁﬂﬂidréplcrsan_at a¥F %%1839@33 one XC_CGSS

B Han 850130 akcdF ‘B?é?%g%%@@ﬁ' itS B dpfecided M&! %@ﬁrﬂ 00 can
reanbl e h y 1008

a random access p , and so forth. Menor
vahidaddirt thenaink past statwnpndioo owirs than vho rcbgerminhlysvherein

associated with defermning a e of ndom access ..
AREEEuThEesltamb oy et dmngy B b S R GERTR or different
Ro@XRMPId Kust 5@ASIN 210t hdhchAS Erdlidd 1950 dGeABSPBJIRG. In addition,
upl i nk nmessages, concatenating encrypted and

unseiedieyappegiatasisthaiduse statien tH dndies acqesp@opinat 1340 qanjgaploy the
j t t . .
SREECRe TS B0 10 DR G RN AR i o

fenitat atitcl@s befABMicatén taft bonetande both vol atile and
nonvol atile pmenory. By way of illustration, and not

[0083L at i onAt h%w&ﬂatlilﬁéo,ﬁ@ﬁ%? data £01 & nnkea of defaatrenmsis
f ﬁgﬁ’%t 'eteﬁ%‘t“f t 163k | ing t

r gg{egm{?a e W%&%%a el ect r(i cal 3? pglr)gegga%l e %Ré%/fordmg ©
LIESRRONG, cadr ddth atsdaneamdreytranvmlitéddi dver aesspeqtive antehme | Tl elata
random gccess menor, FgN\/p, whi ch ac s external
e.@eﬁ%%@r}ér@méy%%, érr 1Wtqu?§}’?SéF? B e baced on &
bt {13 dcihg RAME Sclauad R Rk@ dhil sIFN 1 BHATRIcRUB At
synchronous RAM (SRAM), dynam ¢ RAM ( M,
[0094] The coded data for each data stream can be multiplexed with pilot data
using orthogonal frequency division multiplexing (OFDM) techniques. Additionally or
alternatively, the pilot symbols can be frequency division multiplexed (FDM), time
division multiplexed (TDM), or code division multiplexed (CDM). The pilot data is
typically a known data pattern that is processed in a known manner and can be used at
access terminal 1250 to estimate channel response. The multiplexed pilot and coded

data for each data stream can be modulated (e.g., symbol mapped) based on a particular

modulation scheme (e.g., binary phase-shift keying (BPSK), quadrature phase-shift



synchronous DRAM ( SDRAM), doubl e data rate SDRAM ( DDR
SDRAM), enhanced SDRAM ( ESDRAM), Synchli nk DRAM

WO 3BR#E9 and di rect Rambus RAM (DRRAM) . The PE@&RDS2008/067934
1008 of the subject systens and nethods is intended to
conprise, without being |imt¥d to, these and any
ot her suitable types of nenory. [0090] Receiver 1002
is further operatively coupled to an unencrypted

kedsagaPien M-@hme-shﬁﬂﬁemgj@\dm%) thqmagdpdtené am’qﬂma@enodulation
en 012, can subst an siml
ﬁﬂe@é%p@ ﬁ‘]'}é%t%(ﬁg)é thp Hé‘iaaWS%‘mé‘meéffJe ufagioggymbols. " The data
d M&hg%‘&%ﬁ&&@ﬁloﬁ%%ﬁh%ta%ﬁgaﬁ a1’1: ) detgmnne((i) ‘tl)\élnstructions

respect Unencrypt ed nessage gener at or
aﬂtﬂimled@npm}fmedd)yrme@agﬂ 1gdder at or 1012 can yield a

UFR3F On. > Fobe R EARER Sl B P e Wit B B0 0.0 ¢

MIMG ﬁ}dce@of A0 WhAGCAR Fulh@ PRI Be ﬂlofdﬁﬁﬁbﬂ SyrAbd18 (e Mor
access response based thereupon. \Wen enpl oying

P&t T2 MIBAQ edoqessod d iR Giher providpsdhongptlaspnrwsbabsireams to Ny

f
R LR R

b cENIBNTEINRIpPHes RABH6EHI NG wWelzhe to eXadyphiRls MRS dge sBe@and to
be generated by unencrys/Jt ed nessage generator 1010,

thedntonng fropawhisk thenwAbeyistheine trwsdifkd: to anot her
dobHEt rati E h - EmiRENehY péc@@e%?&@?@e&ggs%:%g%e?{ly\%%ol stream

ield t e unencrypted portion
®nooyidt ede msma@gmegmtsoandlﬂmﬁemdyioeh (k.@anamplifies, filters,

ted rtio SSa . Moreo ubse uent
mﬂc [} ¢ aga é&tﬂné te P?%ﬂ% %@P%ﬂaﬁgé%gléueawe Qr
951%%9&611 Her QRAVYIIEhARS S @Qﬁh&eﬁg ﬁﬁ)ﬂﬁfateﬁ%&als%tﬁ RGhsmitters

unencrypted nessage generator 1010 can i nclude
hPagkough 1§22 aid trammitiadf foorrédriaotrensaci224s thrbggh 1224t

i nst ince, an identifier related to access term nal
H005 Ve essage di scrininator, etc. in the unencrypted

[Jd93IRJES, Wi h&c%sﬁt@ﬁﬁﬂl@lt %Onﬁ‘é R_ES BRI @thedl&g&mas received
I ncl ude security-critical i nformation in encry

e &z agienasAgé ds threughni233r ankotho repeiviefl sfanpk fivern e@@wmﬁéz@éé 25218
?1}10”?({%8 k&L ?erspg'c%l é ré‘c%gve? Igggg% %E%aetéreojngfr g tZIBJgrgtEag% g{&%g' re}; 254
&ﬁfd@t&ﬁlst(é BTN, arﬁﬁl@ﬁesﬁdtﬂdﬁw@ﬁoﬁlﬁ@isl}‘h eckpaiveeigngl, digitizes the
separate fromthe processor 1006, it is to be

ﬁp&%@éﬁ@&aktﬁﬂo‘a%wml% aerl fahsnprecepsercha sappleptpprovide a
861%5 #%%geg ﬁfggf&te% 1012 and/or nodul ator 1014
pr o

can essor 06 or a nunber of
Eﬁﬂ@ﬁ]sss or SAQRX dsthretiessof 008 ¢anfriecrivddnd mroams the Ng received

IR R T -
[BERLYES RYEH: AD YR BE oM tr@nfsa R BAAGRESSsor 1260 can
demodulate, deinterleave, and decode each detected symbol stream to recover the traffic
data for the data stream. The processing by RX data processor 1260 is complementary
to that performed by TX MIMO processor 1220 and TX data processor 1214 at base
station 1210.

[0099] A processor 1270 can periodically determine which available technology
to utilize as discussed above. Further, processor 1270 can formulate a reverse link

message comprising a matrix index portion and a rank value portion.



procedure in a wireless conmuni cati on environnent.

System 1100 conprises a base station 1102 {e.g.,
Waewessispoint, . ..) with a receiver 1110 thatPCEHUBI008667934

si gnal (s) fromone or nore access termnal's 1104

through a plurality of recei v® antennas 1106, and a

transmtter 1122 that transmts to the one or nore

access termnals 1104 through a transmt antenna 1108.

Radedver 1ThOrovarse tiak eicsegechio cmrapﬂlmrvaﬁbo:rnypacﬁ iMfrmation

L
fn@gs% OBl l%‘prog%gtﬁldw ada/ ﬂg%s?oraerQS aRRICH 2RE DR traffic data

proc ssor 1114 e simlar to the processor
ﬂnaamnﬁedoﬁ&mavarwnsrfmmgalad sborckilg36, Modudated hi atodukitor 1280,

0.a nmenpr t hat tore data. to,b .
Sflcied b8 e TRR ot bty (Ve B8 e et g)base station
12_9)4 (or a disparate base station (not shown)) and/or
any other suitable information related to perform ng
1094 0far i ouét b@ﬂeusmgnéﬁdjO,ftkym@md@lﬂ@d§@naESdrqnh a¢rgpselicrminal 1250
PGSR AL ek T Y OSSRy B 2R R e

ﬂé’rﬁdsddlzn@ﬁ Maﬁ pﬂoe@Séd Bna RiXedutd yidkedoP4Rite raxtfrm fRedreverse
Eartl cul ar one of access terninal (Jj) 1104 to reco ni ze
Rk mggsaes trynssrittedhby ageaps eeninal 1220c sygherepivepupr 1230cqgn process

{B%%%Q&?c?réﬁpﬁagg% JEGRlIYEdnM %P%c"oﬁﬁ‘lg Qﬁtltl% ?&ﬁs%rfoﬁg&&%ﬁmng the

term na a contention base om access
bemefoming tWwedgtas.ai med subj ect matter is not so |imted.

MBTRFES ©oPiocSubiioe) sudhe Besnabier dngPrraaeohiers manige,

gegi ?El%fﬁn & BA8E b‘tﬁﬁéﬂ/ 1 2@ c &0 idrRHRP ‘i‘ﬁji(ﬁ gesbectfvléﬁ‘y Respectlve
identified, particular access term nal from whi ch

pessags 133 Wasd bBiladanéd. asddorapal erth nicherg 234 artdyl 208 mh% >st0re

é‘%é?a%%%é%’ B8 BpeEipr e P R AT e SRS Ruatons o

udh§hnld Nl u B $&p8Rc 2t &@s Ftend iiflinkrand Hb&nGAl
be substantially simlar to nessage source identifier

respecsvelyi g. 2 and/ or security context determner 1120

gﬁq ?]e S Ubf'nz%ésg?étﬁ%éiscl ]gahaﬁlﬁelé %re c?a%giﬁea Ynt§ %BE Channels and

term ner nmessage sou

Tehgid Chargiels1 Lb@icahdbomirol <Embfidll yatﬁlﬁﬁlhﬂéih Hﬂ@adeﬁm(lwfrol Channel
1120 can provide inforpation to be transmtted to. a

%@Hétvmlcfm@zm ebe bios propdossting pysigim epirad xnfam%tme Further,
Ll QR SRR M A IPPL AL LS MGUALCH, whic s 1

depneclitba temnsfoes pagingapforambeord. r dordoler, gredoessib CoitdldChanhels can

istob reciated that e source identif]j
scrnertecduifRey Ceatobs et BTRT R Rithes apeintie-muldpoint DL
efpd%équse& folfll%%srﬁﬁﬁnmumﬁﬁédl%r&ide@s@%ﬁ@Mlﬂtkﬂaﬂt RrviRe (MBMS)
unber of processors (not shown).
scheduhng and control information for one or several MTCHs. Generally, after
establishing a Radio Resource Control (RRC) connection, this channel is only used by
UEs that receive MBMS (e.g., old MCCH+MSCH). Additionally, the Logical Control
Channels can include a Dedicated Control Channel (DCCH), which is a Point-to-point
bi-directional channel that transmits dedicated control information and can be used by
UEs having a RRC connection. In an aspect, the Logical Traffic Channels can comprise

a Dedicated Traffic Channel (DTCH), which is a Point-to-point bi-directional channel

dedicated to one UE for the transfer of user information. Also, the Logical Traffic



[0092] Fig. 12 shows an exanple w rel ess comruni cation

system 1200. The w rel ess comuni cati on system 1200
waele@sass3one base station 1210 and one access PEY/OBI988/067934

1250 for sake of brevity. However, it is to be

appreci ated that system 1200 ¥an |ncI ude nore than one

base station and/or nore than one access term nal,

wherei n additi onal base stations and/or access

Ceanmeisadas icdund deeMsilttastairbfifi@l Chans¢l M TCH pfior #bint-eo-enitipoint DL

frome | e .base ation 1210 and access term nal

QACIBEEE tﬁmsélr%é\?é% addition, it is to be

Fﬂoﬁb?j‘?' at e 4ha e&a?ﬁns?o?tt%eﬂnéh@%& ffféﬁ 1&8@%%@ IéL DL

rmnal 1250 can enpl systens (Figs ,
Tﬂm&mrt @ha;hnﬂscm]prlamleadnmt Kibdsnel ABGHL), BDOYnlgdstirartzbData

Bl CroRas) o bl SRR I BT i WGt poner

&, DkcdiRihdoitK &8por (?)MP?CManeQﬁﬂlélatQ@B@the network to
sour ce 1212 to a transmt (TX) ta processor 1214

heddk.di -ngy beingbresdaspidegvee ae ntiratcell sng hfang mnpetﬁeto Physical layer
[ es ctive ant

t) r@s&}rg déﬁ%ec% ?ﬁgﬁd Or 8%11 T contrr? dﬂrgﬁ"{c nne S aTI}thL Transport

rocessor eave

Chaddelsccafl @bmpBitd £Randvas Bdc3p Chapdl (RACHI a R@ﬁie@ng:hannel
schene selected for that data streamto provide cod

HREQCH) gogmnkrhharebRat (chapeel (BE-YaeH) and %pgltr%hé&ﬁf 85 Channels
[t {101 EHE P! dinRid Ol 818 12438 pAr (AARA0GA T channs,
re nr ques.

gquency |V|S|on nu
Boldixtaimpia kHeyDDIPHA tleamnalks |cmehyc1udb h@omniontPﬂsy Chadrel (@GHCH),

SIS e N AL SRl LT

@Bﬁtrdﬂ' dl&thSSBOGH)t YRIIGAS Forfrdf TR Al IR SE&r@d Uhat

processed I n a known manner and can be used
As&:tgmsettté}hmnﬂl(swaml)t Ackstwlndgemenhhareicl (fé@ﬁ@ﬁbeDL'ﬁhlgsical

SRS B Rl B P
I, AR TS B
Yy

Nhieig: Gt Py R PR v Bosareh arrarhsr e Gdennc
A i Bl QRS OG- 4 08By Channc

codK agl); An@nnosulsat inditafod Ch&ﬁ&m (ASIGH )3 ShﬁaﬁnRQQﬁbsbéhannel
determ ned by instructions perf or nmed or ovi de
TS U Dhisicd] 6oy DrieChiwal AiT-BS06) BooLorigoatisad Pilo
?gé@e{s%ﬁ ~can be provided to a TX M MO processor

, [ can further process the nodul ati on synbol s
{00106], f or [t@FONje. untiXrsiMoithgrtloc@sbalimd@ dedchibod peroini e de

OISR GUGHOT BN T APRSHS TRRYGDF e RYSOEHR: N
combination thereof. For a hardware implementation, the processing units can be
implemented within one or more application specific integrated circuits (ASICs), digital
signal processors (DSPs), digital signal processing devices (DSPDs), programmable
logic devices (PLDs), field programmable gate arrays (FPGAs), processors, controllers,
micro-controllers, microprocessors, other electronic units designed to perform the
functions described herein, or a combination thereof.

[00107] When the embodiments are implemented in software, firmware,
middleware or microcode, program code or code segments, they can be stored in a

machine-readable medium, such as a storage component. A code segment can represent



processor 1220 applies beanform ng weights to the
synbol s of the data streans and to the antenna from
woRioshssee synbol is being transmtted. [ 0096] PEETR2008/067934
transmtter 1222 receives and processes a respective
synbol streamto provide one nore anal og signals,
and further conditions {e.qg., anplifies, filters, and
upconverts) the anal og signals to provide a nodul at ed
s pgieadursd fuablien, b subpirogmsi b psogeampyiutindie dwbiditine, a module, a
ct}annel. Furt her, NT nodul at ed s'% nal s. frgﬁ
YHEHERPREEBS 2103885, PaRY SOIGRINE BB PT MstEuGiogs e YUt (o

R SORARNL2 %queflsggag&n R B8tou 1@&&%&{%@6 e s[egg%or a

t "access ternmn , the transmtte at
bargwatescimni by pessingahdiy riNRivang exiorasatidf 5¢da, tahguoneghs, parameters,
1252r and g;]? rIe{:ei ved signal from e{ach ant enna i)252 d
PISMEMER PR TR REiNL ATSHNGILY, BIRIFCHREVR) €4 F8R be passed,

forvarel, r3RAEmitleaeRing QG sViedblolHehsGREGHhE @tendr sBhring, message

filters, anplifies, and downconverts) a respective
pasgimgl toket passingerctvhek teamyalissioone’d si gnal to provi de

es, apd furd her.processes the sanples to.provide
TR s pobdti b S iR SGSRE 0, ob G PRIBE Bek By Ry fiisen be
thaglampiited @shanodudE( e.capréRaicY guaiidnprapd 86 on} thet pdrform the
recei ved synbol streans from NR receivers 1254 based

MCQQWW&IW&‘@@I% cElﬁq/%wftvrﬂr%@é% ciybe Eerediig menopy units and
BN s 5 o el S AP Rt Ry e procesorer

cdeacoditoahe prodessec iredhgli bl it sdnr @aronirournieadreBr coupked to the

traffic data for the data stream The processing by RX
BERCSSSP e Hadeys Mop af § KM B Msftthry to that perforned

00109 M MOWRROCRSSRE td i}% ég{‘iﬂu@&t&ﬁ%% sHECMESDO ihat eddbles

at base station 1210. | A processor 1270 can
pelrdiogla caldbmn adetse proceduraiin e wisles carbmenicetdmelvagyment. For

tilize [ ed. abave. Further, pro or 1270 .
Sl SR a0 RGBTt ickus G Ban T Rap g A ociated that
%5@%&1& X3007d @é‘pr_@ééhieh%@ iuNelidg ﬁﬁeﬁoﬁé@b%@kﬁ %ﬁémﬂ&%ﬁ)&ﬂonal

he reverse |ink nessage can conprise various types of

bletlot thatt epigsené dznciiprgimmemensethbin PeacessaAr. IspRiwargnel exmbination

1B BEELNBHM) S TPBA LG g o e

t@aponéds thatahi het ifladrguii@iona PorMsehcQfloded] @rsipirgars®? can
froma data. source 1236, nodul ated by a nodul ator .
inshge ap skgirtcrberapangni for pradingt aieadom 3agess picainble thatsngludes a

&mbh 20R1BhE 48&ks lg?g‘ﬁ%tutré)toba‘,a’&a%e Staftbh Qe %Bloying contention based

random access 1304. Further, although not shown, logical grouping 1302 can include
an electrical component for sending a random access preamble that includes an access
terminal specific random access signature to the base station when employing non-
contention based random access. Moreover, logical grouping 1302 can include an
electrical component for obtaining a random access response from the base station
based upon the random access preamble 1306. Further, logical grouping 1302 can
include an electrical component for sending a scheduled transmission including at least
an unencrypted portion to the base station as granted by the random access response
when employing contention based random access 1308. For instance, both the
unencrypted portion and an encrypted portion can be sent as part of the scheduled

transmission. By way of another illustration, the scheduled transmission can be



[00101] At base station 1210, the nodul ated signals
fromaccess termnal 1250 are recei ved by antennas
wa22pg/,15msendi ti oned by receivers 1222, denodul ar@€dUR2008067934
denodul ator 1240, and processed by a RX data processor
1242 to extract the reverse 1¥hk nessage transnitted
by access term nal 1250. Further, processor 1230 can
process the extracted nessage to determ ne which
piiecnghitady amdbi BlibSGqL@ntJﬁcﬁ'nfabSChdélﬁledi ramsnmigsidrhean be encrypted.

SRR PN e R e
%Ezéggéﬁgr Rﬁct%ns%%%la%cﬁkitﬁ’ Bled@itQl oRERE T304 %U@j %h 1308. While

, tespectively. Respective processors 123
I sdwingecxassddo atcatbryl 8 H, ety e mm@uddha@m otr atre of

P 1230 1270
ElsEp RIS b Cor 40 SL8 9 ey ML PEaEnCY and
[(ml !l")]se I eFRANELoTSE) rmeiesehes id ah@sté@{ 1400 @Rknables ernFloying a
downli nk, respectively. [00103] In an aspect, |ogica

vindomelcecss p@ceqhassn ft iwe@lqsm @(Unm@mcamn Qyinekst. fydtem 1400 can
res%re altP sct:gaflr*][egl terto 1 gsli]ae!,]sé {eoéli-ﬂs an\alcl\:gngﬁ %eélg{éd{jgl(széem F4OO

ﬁi@ﬁt@l@@funﬁ@@nab bRILCMSE ¢anTcpitsine ineaohs iedpldrndrdd Bt 4 pﬂ)cessor,
Furt her, Logical Control Channels can include a

eharel or cRBRHEfION Beryaf (e-ghIERVRE) aSDitere H4Ah tﬂclqdﬁ%\@ ¢ Togical
%goﬁpﬁlfglqrélg% 8?91' f}ﬁcélrbfo gﬁéﬂt?@lat %Pﬁe&n‘g&l@&&oﬂ%@él grouping

annel s can orrprl se
CHiEneaal 1n<(lﬁm-® ¢leatfitad komporenPirmbidiningulstheoledttradkmission

channel used r transmtti g Mul t { nedi a Broadcast, and
MGFEEE fstuddg %I?%aét MBS TYE é)&atm%oraﬁlae asvgIminal wh

es{)BgH%tdoﬁf%nﬁ&{ bRRE rfdoRtMeERI14M. %he@el%%;cgll dr¥upifs 1862 can

' 'i"shing a Radi o Resource Control
oohide e icbairiceh¢@nmmaniniel racegmoning ansdutihyofliis a¢dest terminal based

r ecel ﬁqm'@ﬂfe F]%F d%# é{hﬁg |u§e%C£¥Pt%$§‘FIDL‘}81é oggﬁaﬁ%ﬁieéi&fansmlssmn

ﬁ@ﬁﬁag@ h46eharyrehstddeCGh undMeiited SorBoef tht s¢iRUBRY fansmission

bi -directional channel that transmits dedicated
Biesragoran infloderan idsatifierdclotad thehapreesigrmumy. Muarpengr.dogical

%R&EQQGQ Eéﬁ) ﬁllclude aﬁ‘ gle@é%egédm&oggntl‘[(&g ? éVl ?gecuﬁty context

can comnp

{90 &lrled widhi ik ad:cﬁ‘zssatei?ﬁ)ﬂnﬁl based Psinthe bdcoglhllZﬁDidbﬁ)ﬂinf the access
channel dedicated to one UE for the transfer of user

teﬁ%}ahb‘!% rurthess dogieh grqupiieckl02 rrmfncludersarsirstricat gemponent for
3 £ash ﬁ l&f‘é Rlisst % ted porti
Sy oA IR 06 ot porion
oftht ﬁckeddmi aran$rﬁ@§16ﬂ}nelss"aga maaﬁpahuies th'Enmnﬁq:ryptbd @bammebmved
are | assified into DIa
rom the access terminal base pont e retrleve security context 1410. Additionally,
system 1400 can include a memory 1412 that retains instructions for executing
functions associated with electrical components 1404, 1406, 1408, and 1410. While
shown as being external to memory 1412, it is to be understood that electrical
components 1404, 1406, 1408, and 1410 can exist within memory 1412.
[00111] What has been described above includes examples of one or more
embodiments. It is, of course, not possible to describe every conceivable combination
of components or methodologies for purposes of describing the aforementioned

embodiments, but one of ordinary skill in the art may recognize that many further

combinations and permutations of various embodiments are possible. Accordingly, the



Transport Channels conprise a Broadcast Channel (BCH)

a Downl i nk Shared Data Channel (DL-SDCH) and a Pagi ng
w@b@angls3{ PCH) . The PCH can support UE power SBWI/H§2008/067934

(e.g., Discontinuous Reception (DRX) cycle can be

i ndicated by the network to the UE, . ..) by being

broadcasted over an entire cell and bei ng nmapped to

Physi cal |ayer (PHY) resources that can be used for

ad¢sabe Canbadimtiits afef intenddiatorvattsace hlesubh alf¢rat@pombdifications and

Channel § ¢ ri se.a Random Access Channel (RACH),

3@%@%@1@ EHahfun ArHun thepgpirtand seongnfithansraged sl 5 Furthcrmore, to

Rannst thhHhe R ina0aksa i Phsuh &l éﬁ%r @He 18 Ia@:%w%'tﬁn or the

[ 00105] The PHY channel s can 1 nclude a set

claam elch tamal isUhteotethtodicsnclEgye mxaalmrpﬂn@,‘r sinméar B thekm

channel s,,can i ncl ude.. ann (CP
SPRURFBIE 25t PO e A& P fo??%t?hﬁf W@hﬁ-@ot%ﬁ%sr%?aﬁﬂe‘imrd mna
(ie@eH) ; Shared DL Control Channel (SDCCH); Milticast
Control Channel (MCCH); Shared UL Assi gnnent Channel
(SUACH); Acknow edgenent Channel (ACKCH); DL Physi cal
Shared Data Channel (DL-PSDCH); UL Power Control
Channel (UPCCH); Paging Indicator Channel (PICH);

and/ or Load | ndicator Channel (LICH). By way of
further illustration, the UL PHY Channels can incl ude:
Physi cal Random Access Channel (PRACH); Channel

Qual ity Indicator Channel (CQ CH); Acknow edgenent
Channel (ACKCH); Antenna Subset I|ndicator Channel

(ASI CH); Shared Request Channel (SREQCH); UL Physi cal
Shared Data Channel (UL-PSDCH); and/or Broadband Pil ot
Channel (BPICH). [00106] It is to be understood that

t he enbodi nents descri bed herein can be inplenented in
har dware, software, firmvare, m ddl eware, m crocode,
or any conbi nati on thereof. For a hardware

i npl enentation, the processing units can be

i mpl emented within one or nore application specific
integrated circuits (ASICs), digital signal processors
(DSPs), digital signal processing devices (DSPDs),
programabl e | ogi ¢ devices (PLDs), field programrmabl e
gate arrays (FPGAs), processors, controllers,

m cro-controllers, mcroprocessors, other electronic
units designed to performthe functions descri bed
herein, or a conbination thereof. [00107] Wen the
enbodi nents are inplenented in software, firmare,

m ddl eware or m crocode, program code or code
segnents, they can be stored in a



machi ne-r eadabl e nmedi um such as a storage conponent.

A code segnment can representa procedure, a function, a
wWQuwpnsIgeam a program a routine, a subrouti NRCT/HS2008/067934

nodul e, a software package, a class, or any

conbi nation of instructions, Hata structures, or

program st atenents. A code segnent can be coupled to

anot her code segnent or a hardware circuit by passing

and/ or receiving informati @ii,Ald4$ a, argunents

paranmeters, or nmenory contents. Information,

argunents, paraneters, data, etc. can be passed,

ﬁgﬁ»ﬁ&@ggmdg; transmtted using any suitable neans

i ncludi ng nenory sharing, nmessage passing, token

passi ng, network transm ssion, etc. [00108] For a

0 RS Pl B S SR it
BERGQALESRS crVitORMbRANSompiidng0 on) that performthe
functions described herein.” The software codes can be
st or etfansmitgergndam aeceanprcanbleie edapstggiovcessors. The
remor Ychir\]Iint % aalqdobn? ai c!gs)é reeneonntsg (ferV\/i tthh ibgset srt]aﬁi A5 Edn R random
externar 1o tHe pro%essoﬁ?llw Ch case 1t ¢an e
syt aablevaldy coupled to the processor via various
means as i.s. known in the art, [00109] Wth reference )
to Fi Hanspytting|a sghedudgddimnsmisgiogyaessdacy 3bhtingpdesihipagis portion

[
kel AL GG RAGRLEE ok h e Bgppnse when
caployagi cdaetentidibascdmmlooessedsermnal . It is to be

appreci ated that system 1300 is represented as
i ncluding functional blocks, which can be functiona
bl ock$nd RREhot SRCRRANT furtHRE EdRBSsin JTRARIRRNE $hdMndom access
processor, software, or conbination thereof (e.g.,
picamipkrfey at 18ys benofliB0R1 aqvessudesntey froginoatsygehoempizetgstate, or
&302 of electric%l C %ﬁpneﬂ{j)thq;fcan act in

BUPUTICTIB & SOBGF OigsTatitedo eggperiYr oupi ng 1302 can
i nclude an el ectrical conponent for sending a random

access preanble that includes a conmobn random access.
3i gnal'be methodafishgn 1swheticonthanerioams ity schedueshiranmmiision

C . rth A '
e S R R
eampangittificaemperat) idgntélidr aind eAAECRS Sadferseaishlie rdcbgdize a source
i ncl udes an access terninal specific random access
of hpander acsesmecamde ang Be isehrdiled Araappisgon mgssage.
noncont enti on based random access. Moreover, | ogica

groupi ng 1302 can include an electrical conponent for
ébt ai Thamethodafidim d¢ietsr caspogerct ciomgtan@nizagen resolution

station based upon. the random gccess, preanbl e 1306.
BGreRe oM tg@ gﬁ%’il sta§togdpy F%@O%é%ﬁ?éﬁﬁ?dh‘%dl}%swmn message.
el ectrical conmponent for sending a schedul ed

transm ssion including at | east
5. The method of claim 4, wherein all or substantially most of the scheduled

transmission message is unencrypted when employing contention based random access.

6. The method of claim 5, further comprising transmitting the scheduled
transmission message which is unencrypted with Radio Link Control — Transparent

Mode (RLC-TM).



an unencrypted portion to the base station as granted
by the random access response when enpl oyi ng

W@ ovBasmsBdn based random access 1308. For i nstRBEDES2008/067934
both the unencrypted portion and an encrypted portion
can be sent as part of the sciedul ed transnission. By
way of another illustration, the schedul ed
transm ssion can beunencrypted, and a subsequent
nor malhs ekdodlof dlaim anfirihes tamprisny fensatiting ph edcrypted subsequent
AddiﬁionaL%g, system 1300 cantgnclude a nmenory %glo
pofaRal frapsiizsion pErsage i EHROIPO IO 18X ERCGCH GOHERET g ution message,
#2306 B8 duMek e h8Ah A1 tGAmEHBR 91{1:%;?«1%% id3Rbs S&D%ng'-cﬁﬁéjdl
1308. ile shown as being external to nmenory 13 10,
infornmtipn. be under stood that one or nore of el ectrical
conponents 1304, 1306, and 1308 can exist within
menory 1310. [00110] Turning to Fig. 14, illustrated
8S a FHSHRMoA4POLaiM AL fRMPESETR @MsAfttiRAg IR @aRAuled
access procedure in a wreless conmuni cation '
BaRsNHEMIrEMESSag@y et ananenPOcdoaesspeswiin emplppiag nopaprtcationbased
%%hq5%0%:base station, for instance. As depicted,
SVysS em"1400 i ncl udes functional blocks that can
represent functions inplenmented by a processor,
software, or caonbination thereof (e.g., firmware).

%}l/st efhamgthor ot claias. BirthegPRmBprigRGSUpi ng 1402 of
Cogi csP A ARRES bBeb e e PrREtu ST RE G e

conpodeatmihmyg valetiar or ngy ta caalkpahit schetlulad srahgsisgon message
gessgge inclggin t least an unencry&ied portion from
Rendiog @adhe Wenfiting typmehraadoiR 454y PIOGH Nt | on based

random access 1404. Further, |ogical grouping 1402 can

i nclude an el ectrical conponent for recognizing an
1@ent Thymefhotllné choo ds further compaisipeedatapamgithd wnematyipoad

DR SIS BOLS R Tl g g

unencrypted portion of the schedul ed transm ssion

nmessage can include an identifier related to the

dbcesshe methiod of clanprl@ofpether ¢apgfirtséie: gr oupi ng 1402 can

inclu I ri ne retrjey .
secur iy nsfiedls bR F BRGNP et ENEL Bb Moy messace with
Bas &8 obkPOR ddie LirkoOgtio? e driadRidw 1t ¥gcdfMbie(RAACEME) or Radio Link
term nal 1408. Further, |ogical grouping 1402 can

Chereldel arsnera MadsdRLEoRMama: for deciphering an

encr yHEr?sgqittﬂl rtﬁ@énr%fﬁ?cﬁg&ggrﬁggﬁ%%ﬂ&ﬁl&&%ﬁﬁﬁ%@@ﬁ nf¥ssage with

encrypted portion transm ssion

Redis dgek Chatroli-nstkmbededgementnidode (Rit@darti on recei ved
fromthe access term nal based upon the retrieved
security context 1410. Additionally, system 1400 can
WiBCl URe el Kladft 48, Wh@kin BE BhdRry A&t fdHabh Othe §eduled
executing functions associated wth electrica

tromposreoTt mesagAincludosnontskosrityagrdiciUibformaiph ecluding an access

terminal specific temporary identifier and the encrypted portion of the scheduled

transmission message includes security-critical information.



shown as being external to nenory 1412, it is to be

understood that electrical conponents 1404, 1406,
wa2e8/15med 1410 can exist within nmenory 1412. PODUSD)P8S/067934

What has been descri bed above includes exanpl es of one

or nore enbodi ments. It is, oY course, not possible to

descri be every concei vabl e conbi nati on of conponents

or net hodol ogi es for purposes of describing the

ajoremhmhkﬁmd@femhﬁdanﬁmmsnabmﬂmhqg of ordinary skill

in the art .may reco nlze thﬁ% y further

combi HEICHHEE BRdepEr W&P? 3 “B?tl‘%}’alﬂooél}éeaéh%d?%nt S

are p €
%éﬁ}gb@mg néﬁ?g tbafl u u@zﬁé—gfchﬁﬁ%rﬁﬂﬁw BBk Rerypted

are inte [terations
ptmipﬁ Dﬁﬂmlsolmiubaddranamwatonmsetghaand aI | within the

spirit and of the.a nded. c Furt her.nor e .
Lo t hWCRTPERPERR Aot ARETl i & R SEeh D SQUEY G {Cal formation
B donSleryphel sﬁilﬁE@hbﬁ%o%&lcsrchéﬁdlmrﬁfsnﬁﬂﬁﬁ)n%@ésﬁgb seﬁﬂ"t@ Rhe base
termis intended to be inclusive in a manner siml ar
statierhaftar eeqei viemihgcorlicnigon soludonpesssghg” i s

i nterpreted when enployed as a transitional word in a
claimCLAIMS What is clained is: 1. A nethod that

f4aci | ThatethodBikRythng, *hérddbeuAGREeF e AL Udes aiMedum
w rel ess communi cati on envi ronnent conpri si ng:

Aegans koo Y ACH lerdiroiacelReia piieRB- t o a base

station; receiving a random access response fromthe

base station based upon the random access preanbl e;

and t Thaswitotiofiglaim 9 0hiithbecbntprangemssopng tesergerypted portion
tion.that is unegcrypted

h |nclu es at |least. a
%ref{ f@ﬁéﬂ%@f@ opdion s t%fssca?%ﬁ?%aa%yn%srpél ST Blicisdg non-

&ﬁﬁaﬁﬁﬁqmmgﬁgn&ﬂpga%{pg contenti on based random
access. 2. The nethod of claim1, further conprising

transn1tt|ng the random access preanble for at | east

e of.. i ni entr fron1non .S nj ze
Bot orngetnodos SERRAD, i GeCTiini s PR B A fiE
ﬁé‘i%ﬁuﬁi(ﬁ{ neRagSas ablh@cAptdiodeRhgChRdiising NdHEERItdhtioR Based
portion of the schedul’'ed transm ssion nessage that is

demragesed i ncl udes non-security-critical information
and an access termnal specific tenporary identifier
that enabl es the base station to recogni ze a source of

ihe randestcacoassunifatianbhmpanines, thapsdhedul ed
transm ssion nessage. 4. The nethod of c¢laim 1,

f ur t hit ey thas Fakyny BeEnssiony rdated i lEnsmiting agwidem agess

preamble to a base station for at least one of initial access, re-entry from non-
synchronized state, or handover from a source base station to the base station, receiving
a random access response from the base station based upon the random access
preamble, transmitting a scheduled transmission message, which includes at least a
portion that is unencrypted, to the base station as granted by the random access response
when employing contention based random access, and receiving a contention resolution
message from the base station in response to the scheduled transmission message; and

a processor, coupled to the memory, configured to execute the instructions

retained in the memory.



nmessage fromthe base station in response to the

schedul ed transm ssi on nessage. 5. The nethod of claim
wa2o00h&1889d n al | or substantially nost of the sktiBUS10081067934

transm ssi on nmessage is unencrypt ed when enpl oyi ng

contention based random acces¥l 6. The nethod of claim

5, further conprising transmtting the schedul ed

transm ssi on nessage which is unencrypted with Radio

L8.nk Theitvireless cohiansipaticas appirates GREIGNT M, wherdih ehagirtiotlof the

of claim5, further conprising transmtting an
5 Yt g@%&%@ﬁ%@?@%@?ﬁﬁruﬂ? SRR Ecrudles ﬂ%%é%fg@tsr fritical

[RSRRAESE ah@ak Q@ceﬁset%ﬁhﬂlgﬁs Eé’iﬁE %&ﬁ}%&@rgr 18@19 Iisk P enables the base
nmessage, the encrypted sequen transm ssion
sreSeage ctapnigdesuse ol thet rgadom aeaesd pnearhblre rmatl ittensch&luléthe
Eet haod.of claimb5, further conprising transmtting the
ORI ULME A% i ssi on message as an encrypted nmessage
when enpl oyi ng non-contenti on based random access. 9.
The nmethod of claim5, further conprising: identifying
Mty p@hevvme@ﬁ&jmmlau@leets)np appaeiys ef @emm @ﬂ evsirgp el or ammtantlally
det erflﬁle SC gdl\ﬂh né hesrrnlg)sr nnrcr)lt taoe 165%%5 %whsrcl: hr%dfJ ng contention
AnNSm 53] sSage dEpendi'ny PTEGERET Bdwhgpe
Bgfsed@nﬂmm@e@égss procedure 10 The nmet hod of cl aim 4,
further conprising concatenating the unencrypted
portion with an encrypted portion within the schedul ed
ans
Pt norS At TERRARREadth AP R IEL R RNy i momory
fisther muminy inkthecti®a Inddueti edltransangingsaicatryped Sabsequertt lhoahal

| east. one of Radi o Link Oﬁntrol - Unacknow edged Mode
‘(rmS@llﬁmn YESSREHING CINORRS edhg Fegpived ‘T?I}i?fgi%‘r @Wﬁ essage, the

EfeGptdMubs@qifn fRRMrhishGid 18 8RG ﬁﬁlé’ltuﬁgs éé@ﬁﬁﬂy%tf%ﬁl

t he” schedul ed transm ssion nessage wth Radio
@doriragion- Acknowl edgenent Mode (RLG-AM. 12. The

met hod of claim 10, wherein the unencrypted portion of
the schedul ed transm ssi on nessage i ncl udes

DPN- SeR&HiksEEdrhinGRicatidhk QppRhiu Bf E18fEh UOlivAr&lR RCHESSTy
term nal specific tenporary identifier and t he

Briheyystaies poirudtion ropte e trarsnutingdle sohadided tansorission message as
oy ?‘ﬁ %%ae[ 4 Hl%%s%gg%ilgl? &Jfﬂé %n téo%r@entlorqggsreg%ﬂcfgﬂl Jc%essTh ©

risrng.” segnen
security-critical information into at |east two parts
22. The wireless communications apparatus of claim 19, wherein the memory
further retains instruction related to identifying a type of random access procedure being
employed and determining whether or not to encrypt the scheduled transmission

message depending on the identified type of random access procedure.

23. The wireless communications apparatus of claim 17, wherein the memory
further retains instruction related to concatenating the unencrypted portion with an

encrypted portion within the scheduled transmission message.



incorporating a first part of the security-critica
information in the encrypted portion of the schedul ed

W@ e@ALHI83si on nessage; and incorporating at | eBGI/US2008/067934
portion of a remminder of the security-critica
i nfformation in an encrypted sthsequent nor mal
schedul ed transm ssi on nessage sent to the base
station after receiving the contention resol ution
pessafbe WirélessT trammedtibatibne fappdratiuso i flainnP g rvehiancih hilee unencrypted

unencr o tion uses a Medium Access Contrql (MAC
éﬁ@ elﬁé’faéls%}?ﬁlon(nfl%ﬁﬁge ¢ u‘feﬁﬁ ke mear ??GH“PXrC““C&?
ﬁJfG”r‘n{Qtﬂ)Q mcﬁwlﬁ@ﬁ{e aeeezpferﬁams cqxfngsrahhﬁeﬂmmw pied
portion and the encrypted portion of the schedul ed
tucayrged paition ofrths selgelulpideransimissign morssapatieritdasnehagedritical
ndom access. 16. The nethod of claim 10, further
"8Png transmitting the schedul ed transnission
nmessage as an encrypted nessage when usi ng
non-contention based random access. 17. A wrel ess
edmuikhe witclsascamppanigatinns appavpiub of elgim 4. reliaseiy thvaemory
i;ugé allr pe 361:152121% ! u 110%1o atergals getgglgenim%¥ r ancsturpg%/tcrlﬂg | 1nf%rme(1jthn into at

lea$tttwa|paﬁ§ desgpora@neR fifsy phdt 0NMhR BB IE-0Fi 06! Zefdrmbdtinen the
or handover from a source base station to the base
sncayntehporfige ef icmghedutod fearmision daespags pyilsiacarpeyising at least a

?&%Sn oF 214 RNnfd %?ﬁn 398?[21&&1 IE%UEQqgf&%@t?cﬁlelﬁsdn%Elggﬁﬂyd%uhsequent

ransmtting a sc transm ssi on nmessage
heoredall sk&&daléd treashisdop orckdage s¢nin &d th|e3>a$mxtmny4fte6 ebceiving the
t he base s tlon as granted by the random access
FREBIREde ¥f ng contention based random
access, and rece|V|ng a contention resolution nessage
fromthe base station in response to the schedul ed
26.anshs wiimhssmmgm'catiamd appyratos eﬁsl@im 2?&0&1@@'(1 theourteherypted

s fi. t ti .
Poran s et et Senor s STBT A e Reb A e 4 PR
apparatus of claim 17, wherein the portion of the

schedul ed transm ssi on nessage that is unencrypted
£hel u@b@Wﬁ@wsg@mmumyatms appaptup af Jemnd.orheaeid thgmemory

& en
R8T St VIR ROREN o b STRALTEN L BRI bl Shch g nd
EieRERed pECion sf icaaiddutedandsinhiios eesigeathchraimgmodsdofention
message. 19. The wi rel ess_ communi cati ons appar at us of

basggl ﬁarnﬂ?m AR OF Hranymittye the pehedpled g]apymssmn message as an

encrypted message when using non-contention based random access.

28. A wireless communications apparatus that enables utilizing a random access
procedure in a wireless communication environment, comprising:

means for sending a random access preamble that includes a common random
access signature to a base station when employing contention based random access;

means for obtaining a random access response from the base station based upon
the random access preamble; and

means for sending a scheduled transmission including at least an unencrypted
portion to the base station as granted by the random access response when employing

contention based random access.



nost of the schedul ed transm ssion nessage is

unencrypted when enpl oyi ng contention based random
W@ewessi8320. The wirel ess conmuni cati ons apparB€UES2H8/067934

claim19, wherein the nmenory further retains

instruction related to transmtting an encrypted

subsequent nornmal transm ssion nessage in response to

the received contention resolution nessage, the

2ocr yphedislebsaquanhicaamnsappdratansfitissn 08 wiessage portion of the

i ncludes security-critical information. 21. The _. :

saneerleL aguhmion Hscslﬁgn%ﬁﬁ%? Hefley ponspegipyigitiGphmfermation

sﬁbﬁaﬂ%@s@xeﬁrﬁﬁ% @Eéciﬁ@ﬂﬁg’gar? AREREL i@ erfable@ tiRDhakOstation to

transmtting the sche ransm ssi on nmessage as an
Brogipt @sburessfaie randem agogs pydantplmant thosthedulicd trabsmietlon.
random access. 22. The wirel ess communi cati ons

apparatus of claim19, wherein the nmenory further

B@t ai Mhe WixglekdEdrhiAlnic&ics @Fpdratul E8hint ¥8 TartRerldbRPri®ing means
random access procedure bei ng enpl oyed and determ ni ng
{thieentbng ot onsbstantidhonggof tHwCEMr%@m&smgmagyn@mrypted

nessage.dependi ng on,.the jdentified type of random
IES28E S ERRARMIY Skl bERR o frhdiRE OF T anes

apparatus of claim17, wherein the nmenory further
retains instruction related to concatenating the .
dhenclhpraglcppranmaunigitians appapas 9pelan pofurther cRmpriswg means

e S R A S Rl B ontention
teselndoy pteedgpobihined fimin thiedascietthnl ie dedppasesaitissichaduled
nessage i ncludes the non-security-critjcal .information.
IARYTHIOTY o ROLEs YDt IM ARt RO Mal B i ssion digdegsgeurity-critical
Idstdibher and the encrypted portion of the schedul ed
transm ssi on nessage i ncludes security-critical
informati on. 25. The wirel ess comuni cati ons appar at us
clajm 24 wherein the nmenor fPrtheg rfetﬁ\i ns ..
? str Eh? %fﬁleﬁ%?oa%an%ﬂ@éanm‘?ﬁﬁa ¢lpign 30, further comprising means
FRGHIdihY thelsbhddaRld trankarse@hia®Bn bMdrPpted nlc§ASE whiR cRPldy$ng non-
incorporating a first part of the security-critical
pomtentioatbiasad tandamhacasper ypt ed portion of the schedul ed
transm ssi on nessage, and incorporating at |east a
portion of a renmai nder of the security-critical

BRf or Wa¢ ivixdlckdcammenickty ks afpa s eficleit 28 quBdr comprising means
schedul ed transm ssi on nessage sent to the base. .
r sPPGengtinR hepersTyptag PPIRION CHHY BYRICHPtGdBIieR WHRAIN the

gaﬁggga‘%%ss'ﬂ;}{a W rel ess communi cati ons apparatus of

clarm erel'n the unencrypted

34. The wireless communications apparatus of claim 33, wherein the unencrypted
portion of the scheduled transmission includes non-security-critical information
including an access terminal specific temporary identifier and the encrypted portion of

the scheduled transmission message includes security-critical information.

35.  The wireless communications apparatus of claim 33, further comprising means
for segmenting the security-critical information into at least two parts, wherein a first
part of the security-critical information is included in the encrypted portion of the

scheduled transmission.



portion uses a Medium Access Control (MAC) | ayer
Protocol Data Unit (PDU). 27. The w rel ess
W@ 0oRIsIsaat i ons appar atus of claim 23, wherei nPETES2008/067934
menory further retains instruction related to one of
enpl oyi ng the unencrypted por44 on and the encrypted
portion of the schedul ed transm ssion nessage when
usi ng non-contention based random access or
B6.ansWh¢ vinelpsd deenmahiedidne dpparatns ot slgino A3, Ifessagensisag means

ncrypt ed nessage when usin on-contenti on based
SaIRdeE B yﬁewptfﬁef Bpin add ﬂf&%@ﬁf@é&ioﬁmofgﬁﬁ%&hawgd
1Rk iSRGPN B Wikd Adl-BshtehtloRHANN AEERS ScLocedure in a

W rel ess communitati on environnment, conprising: means
for sending a random access preanble that includes a

nmon, randpm access. signature to ba t.ati on when
Sfipl o PRETEB CHvT BRI R APPAT AT JREEaE, sy fmpgnE means
Rtsendihd the AcKkRANRAMASHRSDN 18 R NG Spthd AH¥sJalBe wWhds @sing non-
station based upon the random access preanble; and
pardersiondasaslemadang agcesshedul ed transmi ssi on i ncl udi ng
at | east an unencrypted portion to the base station as
granted by the random access response when enpl oyi ng
s®nt eAtdogipubapeshrimpisiicacopssid®:. The wirel ess
comruni cati ons apparatus of claim 28, wherein the
por t i BROBPUtEHECadeHe MGABEN ¢QNARIEMSsi on that i s
unencr ypt eg, J.g} H&’If‘sﬁnﬁ%g'a%&q{% 5%/c'e§sr ARBE td BHRLGRAN
and an access term na pecitic tenporary identifier
t hat enabl eslctfhercoasmgsi@mhdaon ata@ss espgne fremaths bagecseath based

the random access pr earrbalng1 and the schedul ed
t r ansHRUsPeHANISE. acteis Pjamhle£8d cormuni cat i ons

appar at us - gfqcbAirfsABitink Y skheful GAPREMNs Y iABEMRg hOlkast an
sending all or substantially nost of the schedu%ed

t r ansmasihpedg®raen ortbabasgptatidn e geagd byitbaraadpinaytesg response
conten%i on bﬁsed raFed?m gecess. 31. The wireless
commuiiPERETBIY &SR ICRIOR OB LSO %65 ur t her

conprising neans for sending an encrypted subsequent

normal transm ssion in response to a contention
p®sol Th¢ epmprerspigerasbiraiive of flasmd B hehdsgiadhepertipp af the scheduled

LRI, B S IRRFRILLEL AORIICAR i R SRGEYRLESan

eque ansm ssSsi on

S&eLH teinyinglr dpbdi€iakerhpurayriadntidnr thdPenables thd 8¢ 8% fon to recognize a
communi cati ons apparatus_ of claim 30, further

T P ISh e AR CHsH PregBYRls Y theschsdpled pagmission.

transm ssion as an encrypted nessage when enpl oyi ng

noncont enti on based random access.

40. The computer program product of claim 38, further comprising code for

transmitting all or substantially most of the scheduled transmission as an unencrypted

message when employing contention based random access.

41. The computer program product of claim 40, further comprising code for
transmitting an encrypted subsequent normal transmission in response to a contention
resolution message received from the base station in response to the scheduled
transmission, the encrypted subsequent normal transmission includes security-critical

information.



33. The wirel ess comruni cati ons apparatus of claim 28,
further conprising nmeans for concatenating the
W@ e@sasispt ed portion with an encrypted porti onP@U/URI0N8/067934

t he schedul ed transm ssion. 34. The w rel ess
comuni cati ons apparatus of ctai m 33, wherein the
unencrypted portion of the schedul ed transm ssion
i ncl udes non-security-critical information including
4h acThsesorheuter pragrasp@odidtof tlaimpdo afuythercd@ntprisingrcoda dor
t he encryﬁ%(gagg élon of .t he schedul ed trans SSqu :
rassdyweithcs BRETIINONSS 41 STy PG BrTiagS When oying non-
%ﬁﬁaﬂkﬁqh§§ﬁaﬁ&ﬂﬂg&%§§tlOnS appar at us of cl ai m 33,

urther conprising neans for segnmenting the
security-critical infornmation into at |east two parts,

ere a first part of .the_.s t ritica
A3 or B FesmpitE! mehRi@hatel Sf FET Ak FpBitsontisingpodt for
tdiRaeaNAUhE ndrcApidd SrtiOnwib- an-EB@g)gieﬂ?bﬁfDi within the scheduled
communi cati ons apparatus of cl ai urt her
wensprssemg means for enpl oying the unencrypted portion
and the encrypted portion of the schedul ed
transm ssi on when using non-contenti on based random
a¢.cesThe Smputbeprokiagl ©S8ud oNMldith 43 widisinahpaiaittptddi portion of
claim 33, further conprising neans for sending the
thetrelrsiulsd tranamissios didyrlcs SoRmearkyytied 11#@@%@@ ipplading an
y&'e&ﬂtetglg ﬂ&%@%@g&#&ﬁb%é@qgetﬁ%g o @18 %ﬁa'gptegf%mtﬁn of the scheduled
ﬁmmmmﬁwnmmaﬂgbmemﬂadkmnm@@nnmasmﬁgnmnmﬂe for
transmtting a random access preanble to a base
station; code for receiving a random access response
ii5.0m The QasReSidLiafpBasE dr URRR 48 N&irthang %gir% de for
preanbl e; and codé for transmtting a sche
ﬁman&ﬁhgﬁwaﬁmnnymudpﬂgnﬁmnwuasnunmlmmemwxym@ewh@bhnaﬁmtpmt

to, the b se.station ran the ran om.acce
oLop o ReRutc DBy g % BRhERe Min' 65 kAt FBADT e scheduled
feR8Sion9. The conputer program product of claim 38,
wherein the portion of the schedul ed transm ssion that
i s unencrypted includes non-security-critica

for o) C t n [ rar e
Went T o0t b AR08 R PpLR TS, ARG o PRI witizing
theS@U@eptod pbitien had deronaspesipopti@bdtthe seirdulbd @ansmission when
schedul ed transm ssi on. 40. The conputer program
YL DRR-CRFteRtof hsIBrandQiR epRsSS-conpr i si ng code f or

47. The computer program product of claim 43, further comprising code for
transmitting the scheduled transmission as an encrypted message when using non-

contention based random access.



transmtting all or substantially nost of the

schedul ed transm ssi on as an unencrypted nessage when
we@peBaYisey contenti on based random access. 41.PATES2008/067934

conmput er program product of claim40, further

conprising code for transnittthg an encrypted

subsequent nornmal transmi ssion in response to a

contention resol ution nmessage received fromthe base

4%.at | hna wirclees@aomaanit atidnk ey sahedudppdratusaosiprismigon, t he

encrypt ed subsequent normal transm ssion includes

secur P?—Cﬁﬁpf?%]gfguf%@br mati on. 42. The conputer program

product of g &lif #dof U LAC hrEAIBRY los 11 G9HSn: Or

transmtting the schedul e ransm ssi on as an

encrypt ed mesivageandoenacenysirosponse fromdbnbasatsiaoon basddpon the

random gccess. 43.{% e conputer program product of

cl ai 2889 ™FAGF A B2 ﬁeplap ing code for concatenating

t he unencr ypis@dt PQHeH@ABd Wakidhiddloe e ldRieed 1081 4 @fencrypted

wi thin the schedul ed transm ssion. 44. The conputer

pr ogr bentipn gulihe tbasst steticai angagitedibetheirandoneaqgassirespppseyhen

porti on 1%f 1 hc%n%cgoelgﬁésgg aEllrdansaréi essssi on incl udes

non- s€COrrt )g-CI‘I AP RO R 161 nel udi ng an access
term nal specific tenporary identifier and the
encrypted portion_of the schedul ed transm ssion

#essadensthed thabtciiseey dacipheripg deta obfagred during @randes access
i .. th

PEeARTRLL L cRECAATLREARM S BonfbR, Dl U1 2

I nf or regtivorg 4 mhdomtcdeaptcambie fpan ks acavkheteaninal fir st

part of the security-critical information is 1nc| ded
in thga%ﬁqeﬁ%taganci%ﬁ APGESS r&qunﬁ%tos Fléaqj:p%‘@rmlna based upon the

;aql@g&rg@&g?&anﬂ)@e. The conputer program product of
claim 43, further conprising code for utilizing the

unencregpiverg gwheduded @mgntisseonenessyge, edighontludes abfleasteeportion

chedul ed tr m §si on_when .usi non- contenti on hased
PihBott Serueed T R R Ee-SSTRuT HEp SPLT: Siiaspiop pased fandom
gdcbdmuddB, further conprising code for transmitting the
schedul ed transm ssion as an encrypted nessage when

usi ngrasegiiong entdwhtbeidbelagegsrdermiaelcdmsed ygn ipfprgation included

YI\{ thé l gr%%nco? Eﬂ@‘s'éh&ﬁ‘ﬁé Whsi f{o%%es?y%eqﬁﬁ% ﬁltlel'tll%rypted when
conprising: a processor contfigureio: transm't a

capomeanaratopbaadipdrloinacacddase station;, receive a
random access response fromthe base station based

upon the
50. The method of claim 49, wherein the portion of the scheduled transmission

message that is unencrypted includes a Cell Radio Network Temporary Identifier (C-
RNTI).

51. The method of claim 49, further comprising receiving the scheduled
transmission message as an encrypted message when utilizing non-contention based

random access.

52. The method of claim 49, further comprising determining a security context
associated with the access terminal based upon the recognized identity of the access

terminal.



random access preanble; and transmt a schedul ed
transm ssion including at | east an unencrypted portion
w0 oosh&7shase station as granted by the random BCTESH08/067934

response when enpl oyi ng contenti on based random

access. 49. A nethod that factlitates deciphering data

obt ai ned during a random access procedure in a

wi rel ess comruni cati on environnent, conpri sing:

fRcei Yhargethod axidiaim &€ chistheipsomapriBing dacpican adsepgnt encrypted

termnal; transmtting a random access response to the
raatiop QPWWQI’&%%Q@&C&%% Ferppal Paﬁaaw%@é%@nﬁdéaﬂm% context.

recei ving a schedul ed transm ssi on nessage, which

includes at least a portion that is unencrypted, from

f4he athbessthodmfichah Sdhemthengingyisng reontiegthasubbament encrypted

donx ; d identity. of th
RSB Y B D BB R R BN o b i e
Q@bhb@ﬁﬁpﬁwqﬁ@n§§ﬂggPb@gntransnission nmessage that is
unencrypted when enpl oyi ng contenti on based random

access. 50. The nethod of claim49, wherein the

rti of ..t he .schedyl ed.transm ssi.on-nessage that is..
Bivenct Dbl RER RS, Rbub! SRS BRETR HReshiT civon of
thdeolidduledrtranSiNioh mdadage U6 e tufetrpdted p&itioh 49the scheduled
further conprising receiving the schedul ed
TABHYPHIQIS BRI PEYESHY- an encrypt ed message when
utilizing non-contention based random access. 52. The

met hod of claim49, further conprising determning a

S@cur Thy methot @ tladms S8 ctuathedcomprisitgrecacing sise subsaguoat encrypted

based upon the rec ized identjt f the access
%@?Imaﬁa_ agan ewtﬁ@?ﬂﬁaﬂwpt Heichaduled, e svon message
SORE! 3 R ARE tPRARIBS Q%H{%ﬁﬁgﬁ‘ RROILBDE FERLgd toI the access terminal.

I nformati on obtained fromthe access termna
utilizing the determ ned security context. 54. The
gﬁthoguoflclain153r QUrther cogprisjgg.receiving t he

bs eGuERT “EHCFYHGIPR ABRHAE SRTRESER encr ypt ed
por ti @thefory bt KEdIRIMk@GHoh REATES & RBci MRS 238RIdnh Adcess preamble
acconpani es’ the unencrypted portion. 55. The nethod of

EPm an Fwacss terripady transmpting p migndeut 4csessrigsponee terkg gqseesgerminal
BRSBTS SR s,
which includes at least a portion that is unencrypted, from the access terminal when
employing contention based random access, recognizing an identity of the access
terminal based upon information included in the portion of the scheduled transmission
message that is unencrypted when employing contention based random access, and
determining a security context associated with the access terminal based upon the
recognized identity of the access terminal; and

a processor, coupled to the memory, configured to execute the instructions

retained in the memory.

58.  The wireless communications apparatus of claim 57, wherein the portion of the
scheduled transmission message that is unencrypted includes a Cell Radio Network

Temporary Identifier (C-RNTI).



transm ssion nessage i s processed. 56. The net hod of
claim53, further conprising receiving the subsequent
wepwsgpsed i nf ormati on as an encrypted subsequegegit/US2008/067934
nor mal schedul ed transm ssi on nessage obtained in
response to sending a content¥bon resol uti on message to
the access termnal. 57. A wireless comuni cation
apparatus, conprising: a nenory that retains
pdst r The viokss @nameanticitomns apgirwtium gf dainhaffonheaca elssmemory

reanbl e froman access terminal, tra jtting a
blfﬁtaé’&sclé‘é%uctt@%ﬁi@%‘fiod e?%@“&é@e@&%’iﬁﬁ%ﬁ%ﬁé&“%ge as an
PR ADIAMAGERAR: RO LBTRL R jonIBEE] Mhiidh Bcaghedul ed

d R6E r
transm ssi og nmessage, Whi ch 1 ncl ud]%s at least a
portion that is unencrypted, fromthe access term nal

| oyj tenti based d
o T RS SRR e s e R
HR@Br foidify 1B @oné REAteRcdciphbhgs AMsEdueRt Geryp& information
schedul ed transm ssi on nessage that is unencrypted

obfemce oo aeccsdistaimal winliziashd deterumesd aewieits corderd.
determining a security context associated with the
access term nal based upon the recognized identity of
bhe aThessrelesd tonmmbinicatiths ApParAtes5alhim 60U e6€ln tige bRory

nmenory, .configured to execute the instructions . )
fusthst Fe&ang WSWO%W@J?@ toggeeivipg thg subpeaggnt encrypted information as

O O Epo PR oE AR A e A s LT e lfipicnghe

umsocpyglt edtiomcl udes a Cel |l Radi o Network Tenporary
Identifier (CRNTI).59. The wirel ess conmunications
apparatus of claimb57, wherein the nmenory further

GEL Al e LRSSV A0SicAtRIRbEshrhRs bEOSInY b NAviidi&n the memory
schedul ed transm ssi on nessage as an encrypted nessagé
furtbar retding imbtmgrtioonrataed rinifennp askedst tlenclemmaateston 60the

e C Ty s EnTs BREFASldePbrtetbhicheduled
fr%ﬁi@@oﬁﬁeﬁﬁ%& BhesdcB@dsubsequent encrypted

i nformati on obtained fromthe access tern nal

utilizing the determ ned security context. 61. The

el : . . ‘ . .
R U U T

fiether mtdigs inbeudiohs etitenio recsvivip tietsubsdq@Emdint 8/tedSn ffmation as
encrypted portion of the schedul ed transm ssion

b ecaAyicd sihsequcromIa Ehedwed tiarsmpsion Basspes elhtaed gpresponse

tU‘s%né%% &l BRRnGAPNOLES hRB A RPAE ALUSs REmfrlapl M 61,
wherei i the nmenory



further retains instructions related to buffering at
| east the encrypted portion of the schedul ed
WO e@RAM83si on nessage until the unencrypted poPCT/UR2008/067934
the schedul ed transm ssion nessage i s processed. 63.
The wirel ess comuni cations apbaratus of claim 60,
wherein the nenory further retains instructions
related to receiving the subsequent encrypted
oq1f or Aavirdessasmaminecativypigersubecneblics aopioging a random access
schgfuled trapsm ssi on nessage obtained in response to
BIOREH1E a? WYRCEhEIBRUMELEN AV BANHE TP S he access
term pal, &y obtadfide® EHSd ARG &GdPRSss ﬁEﬁHH% & &kt an
enabl es enpl oyl ng a random access procedure in
wianetypssl onerufromahé arwessteimmioalvelmn, engdopng somtgntiomszsed random
for obtaining a schedul ed transm ssion nessage
f¥%€Pudi ng at | east an unencrypted portion fromthe
accesmch@y 6} R_bgMARR af TRINAW HXUhE At hRNabRSEHupATEIMnation
access; means for recognizing an identity of the
webelsd it e mneriryised pertiap ohtherstloaduwiadi transingreion deassdgs: t he
B RIS SRS BTl Bl s
asEohik adcagnived flchi oleicaksedsesimng] addased upon the
recogni zed_identity of the access termnal; and neans
for dEErBHEF flerapherng 4B cppvRgd: Hsmahiche@Heditipsgission message or
LIGHAE oER ST ERSERRM EACTIRE AR i ludqiihe unencrypred
poreing rgoptved fpor theancase cemuad bised mpodhthcacteiessd doeuityrahtext.
based upon the retrieved security context. 65. The
Wi rel ess communi cati ons apparatus of claim 64, wherein
bhe URRDGAYRLERALALADRpbAEuS Shadih 68 WHANS ThSSicAbrypted
nmessage i ncludes a Cell Radi o Network Tenporary
pateint of thersciicduRNTransmE6ion Tinessagicriedledss adoathiRiadic &ctwork
ar at of . cl ai , further conprising neans for
?558?%ﬁy etﬂ¥ﬂ§§ﬂg%gﬁed transni ssi on nmessage as an
encrypted nessage when usi ng non-contenti on based
random access. 67. The wi rel ess comuni cati ons o
éppar fheyirgfeseanmupgating apprsatug e hplping phgurfpeieempeising means
fferl. t ner .nor h 1 SSI .
R R R e 08 PR B T R Ak B By SRR wsing
hérabG Tt nMasdBa8d@e abfkss. A conput er program product,
conprising: a conputer-readabl e nedium conpri sing:
code for obtaining a schedul ed transm ssion nessage

ERcl UGG iRes! &ftthunications apparatus of claim 64, further comprising means
for buffering the encrypted, normal scheduled transmission message or the encrypted

portion of the scheduled transmission message.



an unencrypted portion fromthe access term nal when
enpl oyi ng contention based random access; code for

WO 2@8g#is839 ng an identity of the access tern naPCHHS®AS/067934
upon information included in the unencrypted portion
of the schedul ed transmi ssi onthessage; code for
retrieving a security context associated with the
access term nal based upon the recognized identity of
68e asceapute progiah pradudt, comerifiag: deci phering an
encrypted, normal schedul ed transm ssion nessage or
encry e%pws%-fqgg%bl%m R SEMEHANEd t r ansni ssi on
message thgfqql fBPBMQﬁﬁlr%[ J‘&hé‘&lﬁ&?t"ré&{%hﬁgi&%éés%b ﬁﬁgﬁh@%@l least
fromthe access term nal based upon the retrTeve
secur it ynanonpexdtporééh franehe arrpsst temmipaloghannmrlogug tomention
claim 68 erein the unencrypted portion of the
schegh?@gr 8is1°€8i on message includes a tenporary
identifiercdRl Bt ﬁt@oérﬁziﬁ% @n ABABSofRE BB ternfiflal bRE&I upon
conput er program product of claim®68, further o
conpr ingpmption @I@hicgd in gheaingnergpicd posvhead thegheduled transmission
transg§§%jgn nessage as an encrypted nessage when
usi ng foneont enti on based random access. 71. The
conput er pesagrfancicthicd seefirig! @ntexb&sodibtct MEth the access terminal
conprising code for buffering the encrypted, nornal
schedb¥sed uporihs ipapgnizRd HeatRf thy aqchws tBmaipylptet
portion of .i{i&,s &&%ﬂékiﬁg a re%ﬁ#@e&ﬁio%al%ﬁ?cﬁﬂ@d frdhsthission
Wi rel ess conmuni cati ons®syste an appar at us
conpr mgksage oacrrytabsation ofithe gelicduted tran@aBkive n&ssage that

schedul transm ssi on nmessage.including at |east an
u nencmﬁ’%@athﬁm%ﬁptmi BOTOR &Cca e Eom Wierprst (SERa! based upon

enpl opicnGic PR QBLHIQRoRRZED random access; recogni ze an
h

identity of the acCess term nal based upon infornmation
included in the unencrypted portion of the schedul ed

anspmj ssi on nessage; retrieve.a security context :
68 Soci bt SembrPropa e ded of BB S8 hbbimdnd B inied portion of
1R GElkiuFRdrandantioh YnRfagde el A& @8mp &) fddhtificRelated to the access
deci pher an encrypted, normal schedul ed transm ssion

fPesgabe or

70. The computer program product of claim 68, further comprising code for
receiving the scheduled transmission message as an encrypted message when using non-

contention based random access.

71. The computer program product of claim 68, further comprising code for
buffering the encrypted, normal scheduled transmission message or the encrypted

portion of the scheduled transmission message.



encrypted portion of the schedul ed transm ssion

nmessage that includes the unencrypted portion received
WO c@ai151889 access term nal based upon the retriPUBUS2008/067934

security context.

72.

51

In a wireless communications system, an apparatus comprising:
a processor configure to:

receive a scheduled transmission message including at least an
unencrypted portion from the access terminal when employing contention based
random access;

recognize an identity of the access terminal based upon information
included in the unencrypted portion of the scheduled transmission message;

retrieve a security context associated with the access terminal based upon
the recognized identity of the access terminal; and

decipher an encrypted, normal scheduled transmission message or
encrypted portion of the scheduled transmission message that includes the
unencrypted portion received from the access terminal based upon the retrieved

security context.



