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AA.. SERVER DEVICE

BB.. TEMPORARY PUBLIC KEY FOR USER B
cC GENERATE RANDOM NUMBER H

DD RE-ENCRYPTION KEY

EE USER U (USER ADMINISTRATOR)

FF GENERATE GROUP KEY

GG USER M (GROUP ADMINISTRATOR)
HH USER B (GROUP MEMBER)

Il LOGIN

JJ GENERATE INDIVIDUAL KEY

KK.. TEMPORARY SECRET KEY FOR USER B

(57) Abstract: A server device of the embodiment, upon re-
ceiving a notification from a user device that a re-encryption
key is to be updated, generates a random number in order to
calculate re-encryption key information on the basis of a
stored re-encrytion key and the generated random number.
The server device transmits the re-encryption key information
to the user device in order to receive, from the user device, re-
encryption key update information calculated from the re-en-
cryption key information on the basis of the user secret key
before the update and a user secret key after the update. The
server device calculates a re-encrytion key after the update on
the basis of the re-encryption key update information and the
random number, and replaces the re-encryption key within
storage means with the re-encryption key after the update.
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