Collecting the information from
the host into the event flow

Transmitting the event flow to
the computing device

Event array enters adapter input, wherein the adapter generates its
internal event

A

Transmitting the array of internal events to the pipeline input

A

at least one internal event enters the signature block, where it is
checked for conformity with specific preset rules, and in case of the
internal event conformity with the specific rules the internal state
marker is created

A

transmitting at least one internal state marker to input of the
malicious activity decision module, wherein, if the internal state marker
total weight or probability of internal state marker maliciousness
exceeds the preset value, detecting the malicious activity using the
decision module on the basis of difference from the allowed behavior
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Creating a report on suspicious activity
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