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FIG.4

<101:AUTHENTICATION SERVER>

( START )

5101

STORE USER ID 102a,
ONE-TIME PASSWORD

<151:AUTHENTICATION
REQUEST CLIENT>

DERIVING RULE 102b AND
USER ID EMBEDDING
POSITION 102c IN ADVANCE

S103 v
RECEIVE AUTHENTICATION | TRANSMIT AUTHENTICATION
REQUEST REQUEST
S104

Y

GENERATE PRESENTATION
PATTERN DETERMINATION
INFORMATION 183

5105

GENERATE VERIFICATION CODE 193 BY
EMBEDDING USER ID 102a AT USER ID
EMBEDDING POSITION 102¢c IN RESULT OF
APPLYING ONE-TIME PASSWORD DERIVING
RULE 102b TO PRESENTATION PATTERN 191
GENERATED ON THE BASIS OF
PRESENTATION PATTERN DETERMINATION
INFORMATION 183 FOR ALL USER IDs 102a

YES

5106

VERIFICATION
CODE 193 WHICH MATCHES
DIFFERENT USER IDs 102a
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FIG.5

<101:AUTHENTICATION SERVER>

5107

TRANSMIT PRESENTATION
PATTERN DETERMINATION

<151:AUTHENTICATION
REQUEST CLIENT>
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INFORMATION 183
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S113
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