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atransaction terminal sends a transaction message
input/edited by a user to an authentication server

4

the authentication server generates a challenge code
according to the user transaction information, and generates
an electronic password at a transaction system according to
the challenge code and a current time parameter

4

the electronic password generating device verifiesa
power-on password

4

the electronic password generating device prompts the user
to input afirst information of the challenge code

l

the electronic password generating device prompts the user
to input a second information of the challenge code

4

the electronic password generating device receives the
confirmation instruction of the user, and generates an
€electronic password according to the input challenge code
and the current time parameter

4

the transaction system receives the electronic password at
the electronic password generating device input by the user,
and compares the el ectronic password at the electronic
password generating device with the electronic password at
the transaction system to perform the authentication

Fig. 2
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auser is prompted to input a challenge code by a prompting 301
information, in which the prompting information is an
information containing a meaning represented by the
challenge code to be input
A f 302
the challenge code input by the user is received

N

303
adynamic eectronic password is generated according to the f
input challenge code and a current time parameter

Fig. 3
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