WO 200511 17335 PCT7GB2005/QSf}02 Computationally Asymmetric
Cryptographic Systems This invention is generally concerned with
methods, apparatus and computer prod am code for a computationally
asymmetric hash function and computationally asymmetric electronic
WiANUIES 3 particular for use with symmetric cryptographiccaigarthmessoo
In this specification applications of embodiments of the invention will be
described with specific reference to electronic signatures computed using
a symmetric key shared with the party Validating the signature. As will be
seen below, a computationally asymmetric cryptographic hash function
can provide significant benefits within such a context; however
applications of the invention are not limited such a context. Symmetric
cryptography uses a common secret key for both encryption and
decryption; a nurahgr.ef Qgﬁgnwjg[g@vgg@@mlggg%gw access to
this key and one example will be described below. Typically a different
key is derived from this secret key for each encrypted message or for a
small group of encrypted messages. A well known example of symmetric
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computatieaathéd below. Typically a different key is derived from this secret key for

sach encrypted message or for a small group of encrypted messages. A well known
example of symef:ﬁc cryptography is the US Data Encryption Standard {DES)
algorithm and its variant triple DES (in which three keys are used in succession for

additional security); other examples include RC4 and the International Data Encryption
Algorithm (IDEA).

One commonly used technigue for generating digital or electronic signatures employs
asymmetric or public key cryptography which uses a pair of keys, one private and one
“public”; an infrastructure known as PKI (Public Key Infrastructure) is often used to
provide key management functions. However digital or “electronic” sipnatures can also
be generated using symmetiic cryptography although these are potentially weaker
cryptographically. An example is a message authentication code (MAC) which is
computed using the aforementioned shared secret key. An example MAC is provided in

I508731-1, “Banking-proved Algorithms for Message Authentication-Part I; DEA”;



asymmetric systems (some variants of which use a combination of both
symmetric slid asymmetric cryptographic procedures-"}, in embodiments
computational asymmetry referring to a difference in computation speed
between, for example, generating and verifying a signature. We describe
YBelowdiresently proposed scheme, the MasterCard Chip Aughenticalionseoti
Program (CAP) scheme in which a chip on a card operating in accordance
with BIM (Europay Mastercard Visa) algorithms stores the secret key of a
symmetric cryptographic algorithm. This,key is effectively unlocked by a
PIN (Personal ldentification Number) which allows access to a
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message authentication code (MAC). Figure I'shows a case in whic
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(personal computer) which derives’an improved challenge providing enhanced security.

Referring to figure 1, as previously mentioned authenticating a message M using a
symmetric key K is typically performed using 2 message authentication code (MAC).
Figure 1 shows a case in which a device DK containing the key X is not connected to a
device DM containing the message M. Thus, for example, M may be contained within a
users PC and the key & in an unconnected authentication token, here a small device
with a numeric keypad and screen and customised functionality. In the example of
figure 1 communication of information between DM and DK is performed manually by
the user. Conventional MAC algorithms or digital signatures are not suitable for such
an arrangement as they generally require more information to be fransferred between

DM and DX than a user can easily or reliably manage.

In figure 1 device DM may comprise any type of device incorporating a data processor,

for example a personal computer, a personal organiser or PDA (Personal Digital



3 Assistant), a mobile phone, a home entertainment device such as a
television, or any other type of device. Device DM is coupled to a back

end data processor DP, for example at a bank, via a. communications
network 100. Again DP may comprise any type of data processing

Byster1 Cornmunications network 100 may comprise any type-1o&:fixed &ho11
wireless communications network or combination thereof including, but

not limited to, the Internet, a personal, local or wide area network, a

mobile phone network, a cable TV network, or any combination thereof

An electronic signature S may be computed on a message Musing a key
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essenti cltgﬁéats the same process, since they are also in possession
of the key K, and compares the value S thus obtained with that provided..

In g@.@'&%ﬁg %%|%%g ggﬁggggsi%g5ggyced for each message,
ever, Itlt h%he device DM computes a cryptographic hash H of the message M.

2. DM truncates (or otherwise extracts a shorter value from) H to form a value C,

whose length is sufficiently short to be reliably transcribed by the user, and
“# which may be keyed in on the token DK, for example after decimalisation.

3. The user enters C into their token DK, (They may also enter additional
authenticating information such as their PIN or, for example, some additional
details related to the message.)

4. The token DK encrypts C using the key K, and truncates, and optionally
decimalises, the response to form the signature value S.

5. The token DK displays the signature value § which is entered into the device
DM to be used as an electronic signature on the message M.

The party validating the signature essentially repeats the same process, since they are
also in possession of the key K, and compares the value § thus obtained with that

provided,

In practice, so that a different signature is produced for each message, even if the
message has been transmitted before, a signing ey may be generating by encrypling a

counter stored in token DX (or more particularly on a card inserted into the calculator-



message has been transmitted before, a signing key may be generating
by encrypting, a counter stored in tokenDf: (or more particularly on a card
inserted into the calculator WO 2005/117335 PCB'/GB2005/050011 type
device), device DP keeping track of the counter value and/or, say the last
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counter synchronisation, Alternatively, the device DK may maintain a
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the device DM may maintain a clock ang include the current time in the
caIcuIatl n, of tt& ! aég % m event theﬁ?urpose is the same: to
prev%pnt 5 ek AT If &Rt P§crf<a° R PR BSRP L tad Ticasdye is
re-stityititdikio thisgievicei D Re Togan goigeapracticalsappreciation of the
Y peE%@@o@fSHﬁ%ﬂeﬂh‘t@tH%eﬁr hashidenath 1 22 A pacttaknciude the

purposes, E)rowdes a ?u stantlaéy unique value for each message but this

R Tor S8 ERIEPiRtS THARPIBRa A BIITATE Fidy HRre far B =

is far too 1ong for Us
trundatdahndetiscifhatisectdiprdvite alreighndifibacimberbat dproptemt,

withibisuigodbatignly.onemadied miliendries.gtengadsd 19, irsakig,
COde&gc{mdlsﬁ%{in alte %ﬁaﬂ E? rgg g ge corresponding to the same

num AT OURETI 908t &I of computer tinge. There is
therefore a risk that an attacker could spoof a message M, with a different

haS@d@mﬁdﬁ@%%ﬁahfbpp%%%m}r%ﬁﬁa% P& rdLdf aballpnae - and
thus& me sg}ng}ure value S ouldﬁ%éaccepted as authenticating

either he Ot‘ld“ hal MasSage At oF ﬁs S SRR s R IRE, %?fglbﬁcssaae
intektéptiny Brsiemledanfussane (ving®) tagir attaok@ nEyiswish testistiwite

thelm@%&r@a&%&%gm@ﬁe@éé\ﬂn \efgm%t%ﬂ{a%’a%g 49%@&9%5%1@ i

Tha{] s, q stdc%rglpﬁtte a messa or which the S% nature S

also vahd The BrHsH 805}533% 8&&8%%?&&%&?9* f?tﬁ%fbvent
the @ltfa%%étemﬁmﬁgmﬁméhl&haﬂﬁ 'santd misderewbicidue;tertbent to just an
trungation @flﬂﬂt{@rff?ﬁ@ C"fh't%:éﬂé%&t@f&%%@i@tﬁ@t findravalugfy’ s m«gsrsaﬁa

the truncate ua to here is.a limit to the length of the ™
valu}lé)rJ ﬁ ,'2? e%em A aeg?%&ff%thtﬁgt%mmﬁ@tlﬁg faidigighatienge
tran%éttbeatbyw h@maﬁwérefﬁomu@dmw@ kstauthentokencDhefthe

|eng¥hgﬂfathﬂeyﬁw&§1§@a!tﬁﬂk§ég%£ﬁd£g@@ﬁ of attempts at a message M"
that the

Thus on intercepting a signed message (M, S) an attacker may wish to substitute their
own message M in place of M, without invalidating the signature. That is, they must
compuie a message M’ for which the signature §'is also valid. The primary purpose of
the cryptographic hash H is to prevent the attacker computing A#' such that ' = H.
However, due to the truncation of & to form C, it may be possible to find a value M
such that the iruncated hash C' of M' is equal to C.

There is 2 limit to the length of the value C that may be employed due to the fact that it
must be reliably transcribed by the human user from the device DM to the token DK,
The length of the value C also limits the number of attempts at a message M that the
attacker is expected to need before a successful mateh € = C is found.

With the ever-increasing power of the computers available to the attacker (who may use

many computers to parallelise the work), it may already be or will certainly become



attacker is expected to need before a successful match C = C is found.

With the ever-increasing power of the computers available to the attacker
(who may use many computers to parallelise the work), it may already be

or will certainly become WO 2605/117335 PCT/GB2065/050011 r quite
Veasibleifiosan attacker to break such schemes as are currengly1heios/os0011
deployed in a. reasonable time, A standard cryptographic technique in
similar circumstances is to use a computationally intensive Procedure for
the computation ofIT froi-ri H. For example, use a normal hash, function
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valueakbnktdsegwer, this technique dramatically increases the workload of
the attacker, who must expect to compute many, many such values

before they are successful, However, whilst computationally intensive
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parameter, computation of said asymmetric value by said second met

beirf PA%ter HRATBTREI KLt HTstHBE Oah b SstEhHSHm G EshiFRat R AR™
asymuaetficsHash functiomeatyeTusingnsaid asy affoe tiquraliiey the validating

party would in such a case be infeasible, or at least require considerable investment.
According to the present invention there is therefore provided a method of determining
a computationally asymmetric hash function value, the method comprising: receiving
input data to be hashed; computing an asymmetric value from said input data, said
asymuietric value being computable by two methods, a first method employing at least
one first parameter and a second method employing at least one second parameter,
computation of said asymmetric value by said second method being faster than by said
first method; and determining a computationally asymmetric hash function value using

said asymmetric value.

In embodiments providing a computationally asymruetric hash function computable by
two methods one faster than the other enables an entity at the signing end of a
transaction (device DM) to be restricted to the first, slower method whilst a verifier
(device DXP} is enabled to use the second, faster method, The slow method need not

impose a significant burden on a human user since the computation may be constructed



In embodiments providing a computationally asymmetric hash function
computable by two methods one faster than the other enables an entity at
the signing end of a transaction (device Dlvi) to be restricted to the first,
slower method whilst a verifier (deviceDP) is enabled to use the second,
Yasteometbad. The slow method need not impose a significanrRtbyrden 88011
a human user since the computation may be constructed WO

2005/117335 PCT/GB2005/0>0011 6 so as to take less than ten seconds
or less than one second by the slower method, but it will be appreciated a
hacker constrained to use the slow method in order to attempt to
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orders of magnitude. An example of a time-lock puzzie is described in more detail

later.

In embodiments of the above described methods a hash of the asymmetric value (in
embodiments a time-lock puzzle secret value) is determined as this facilitates
compatibility with existing symmetric signature procedures. The asymmetric value may
be ‘computed from the input data or from a (conventional, symmetric) hash of the input
data. In embodiments the at least one first parameter and the at least one second
parameter share at least one common parameter, a difference in computation speeds
between the first and second methods being dependent upon a value of the at least one

comuinon parameter.

In another aspect the invention provides a method of digitally signing data using a

computationally asymmetric hash function.



be computed from the input data or from a (conventional, sytrunetric) hash
of the input data. In embodiments the at least one first parameter and the
at least one second parameter share, at least one common parameter, a
difference in computation speeds between the first and second methods
Yeingodepsmdent upon a. value of the at least one common pasaReIRE Mho11
another aspect the invention provides a method of digitally signing data
using a computationally asymmetric hash function. WO 2005/117335
PCT/G132005/05001 3 7 Thus the invention provides a method of
providing a signature for data, the method_comprising: determining a
compitatby RByFratHE HESA ORI B RS B3t fo B Lighamethod
outputtingidatécfenenopyptionyanib nete mingrendeyptadidatardelite d frombe

said; ASYTBMEHCR! AASR,IURCUA ,&W}Q&%ﬁ?g%ﬁg{g@%é&{i%wﬁo Qsaid
said data. The data derived from the computationally asymmetric has
surAEHOR THAY. 5" SrERish ST st BMLE RO S e mp stitiGially)

asymmetric hash value or a bash of the (computationally) asymmetric

basmwdam%téo%aag%\gvrﬁg%mﬁi@omﬁgga@ﬁg% :%%XHEH‘%%? Dash

value in some other way. en implemented on a device such as device

DK HRE0th 8@&%@%&&@%@8 BS VSRR RO e EBrHiURatioYNg or 2 bash of
asy@ﬁﬂ@tnioutaa‘smm etiprmistpefeimeltdyra physibatyhiseparatenteritenally
but igptheremRedimenis detammioa owﬁnthspmméﬂgﬁaﬁﬁemﬁ%%”

and_encryption of data derived from this may be performed on a sing
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data including an electronic signature generated using a computationally
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the cémmnt@sighajnﬁéata including an electronic signature generated using a
computationally asymmetric hash function the methed comprising: determining an
asymmetric hash function of said signed data; and verifying said electronic signature

using the asymmetric hash function result of said determining,

Preferably the verifying comprises encrypting data derived from the asymmetric hash

function and comparing a result of this with the electronic signature.

In the above described methods of signing and verifying digital data preferably the
encryption comprises a symmetric cryptographic procedure. In embodiments of the
signing method the asymmetric hash function result is truncated prior to outputting for
encryption; the encryption itself may utilise or be conditional upon additional

information such as a user-eniered PIN,

The invention also provides a method of electronically signing data, the method
comprising determining a hash value of the data to be signed wsing a time-lock puzzle

algorithm; and encrypting data dependent upon said hash value to sign said data.



In the above described methods of signing and verifying digital data
preferably the encryption comprises a symmetric cryptographic
procedure. In embodiments of the signing method the asymmetric hash
function result is truncated prior to outputting for encryption; the
wocryptionsself may utilise or be conditional upon additionalpfRFmatioRse 11
such as a user-entered PIIB. The invention also provides a method of
electronically signing data, the method comprising determining a hash
value of the data to be signed using a tije-lock puzzle algorithm; and
encrypting data dependent upon said bash value to sign said data. WO
2005/117335 PCTIGB20051050011 5 In a complimentary aspect the
invantiaarppiivides-a methad ofveetiyingelectionicallyosignethgalesihacally
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method comprising: receiving message data and said computationally

asymrysmﬁméﬁgp\é‘gmyé%g,amgn 6{1}9{&@@9@2‘%@!}%%&1&9 said

message data; and verifying said symmetric cryptographi ature
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comprigesiagalyencempetedobydic agymmie i@ an intermediate value used in
computing said symmetric cryptographic signature, the method comprising: receiving
message data and said computationally asymmetric signature; verifying said,
intermediate value using said message data; and verifying said symmetric cryptographic

signature using said intermediate value.

Preferably the intermediate value comprises a value computed by an asymmetric
cryptographic procedure, in particular an asymmetric cryptographic signature. This
intermediate value may be computed on a hash of the message data and afterwards
optionally truncated prior to symmetric cryptographic signing. The signatures

employed may be signatures with or without message recovery.

Broadly speaking embodiments of this procedure utilise the property that it is much
faster to verify an asymmetric cryptographic operation such as an RSA signature, than it
is to generate the signature in the first place. For example, generation of a 1024 bit

RSA signature requires 1024 squarings whereas verification requires only a single



cryptographic procedure, in particular an asymmetric cryptographic
signature. This intermediate value may be computed an a hash of the
message data and afterwards optionally truncated prior to symmetric
cryptographic signing. The signatures employed maybe signatures with or
withoet/message recovery. Broadly speaking embodiments @thiSg2005/050011
procedure utilise the property that it is much faster to verify an

asymmetric cryptographic operation such as an RSA signature, than it is
to generate the signature in the first plage. For example, generation of a
1024 bit RSA. signature requires 1024 squarings whereas verification
reqtRPEE NIV S RRIS SB08 TIP3 B T B 2650 oo sgpatifgarly
Thyscaccorep itationdbdsymimeimamaishe introduced, this being
particularly pronounced in so-called small exponent RSA. In
embodiments, to generate a message with the same asymmetric
cryPtearapsIE SigiRatete R ATRRTTRESatt Herase HEsmpltaipHasaphic
asysgraetrigfabish)ivwvgitd seiguire @ulprge nuinbenotthehelatively stomire o

sigm%,g. pRerRions Whereas y@@ﬁ&@g&iﬁgﬁﬁpatm@m%_ﬁﬁe%&%ﬁmed

quickly by a. recipient. Optionally, Tbr increased security, the signing
probuIFE Ay PR eErsb ey By 5irRE sORS BRI etiveb i R e the
10 S_ifgn’mg,mdnbmaseytheﬁfaat@? mmmvaﬂfasatmmﬂ@mmmﬁ _B'tgﬁirlg,

it willge wnderstoad thatdn.smberinents ofhe.eheys meihods neither

the "public” key nor the "private" of the asymmetric cryptographic

procedure need be protected and both these can be public. The invention
furtheri bievidés stom piuten prdgrdaneiee déilin gharticutaiodn idarrtas  fablic” key
implgpent the.abaye,de EQQQJEQ%}Q Sn i GALIGE TAY SOIRLISEs 4
data carriel;r%%ch ,asla d%lg, CD-or- V%slgél\% progrgmme%e #?emory%éﬁlc ot
as &G BADHREHGry (firmware), or an optical or electrical signal carrier.
Code to implement embodiments of the invention may comprise code in a

conpentional AragiamRivadangrags sHeh.asGie 9 IpWenisve! &9&%&5&“

as assembly language code, or still lower level code such as microcode
or CBRERPLEGH Y SR EBR B, Ein RS RO B 2 e pligarier such
despriptien EhguaecROd sporasiveritem (irademarkdadvdfly (waenpiigh
spegainiagrated hardwareidescriinion languageh ol the kel ne kil

erson wi . . . . .
P o? the invention may comprise cede in a conventional programming larguage such as C,

or lower level code such as assembly language code, or still lower level code such as
microcode or code for setting up or controlling an ASIC or FPGA, or hardware
description language code such as Verilog (trademark), VEHDL (very high speed
integrated hardware description language) or the like. The skilled person will
appreciate such code (and/or data) may be distributed between a plurality of coupled

components in communication with one another, for example on a network.

These and other aspects of the invention will now be described, by way of example only

with reference to the accompanying figures in which:

Figure 1 shows a computer system for message signing and authentication. Comprising
a hash computation device, a signing device, and a signature verification device; and
Figures 2a to 2¢ show, respectively, terminals programmed to implement the hash

computation, signing and verification devices of figure 1.



appreciate such code (and/or data) may be distributed between a plurality

of coupled components in communication with one another, for example

on a network. These and other aspects of the invention will now be
described, by way of example only with reference to the accompanying
figuressin which: Figure | shows a computer system for messpgeSigiRgsoo11
and. authentication. Comprising a hash computation device, a signing
device, and a signature verification device; and Figures 2a to 2c show,
respectively, terminals programmed to implement the hash computation,
signing and verification devices of figure 1. WO 2005/117335
PCT/G82005/050011 10 Itis helpful to first review time-lock puzzles as

embddirheinfs! of fhet methotsdestribed.haraimpiaferably @RI ds desoribed
procgedres: H%ﬁt 1, as will be seen, these procedures

arc em p{fgze%%%&gpnﬁﬂr?ne( m%v‘%}l%fg% %ﬁ?e é%%t% tgﬁ%%;rmclglﬁ\?éﬁﬁgr?ﬁlwm these
appliCAteh™ B r8A AP EARNY S TR IoEK U Aifermnt e thieifinety asional
follodeplGiten some parameters N compute a secret value B (this can be
understood with reference to the example below). The puzzle is

con rucé?d in such a,wa)é;[ihat this computation, whilst possible and
well-definedPraGUR S B TERSRIEAD R SHpiRation &llisiort Ghdithusdakesicters
somé’ tneuThe pasarnkteby aybebehaseRndoconl Rlthe, amo Aol effort

requikeshy A Phiz > 1 ;‘Qat, arty generating the =
paramgte% ) e L o s B e

and N AEWE B v Bl e able romeniariamel aifon dagl s @ked soms
alonémsutheprubietes: hayo beensproposes fak anpligatiansinvelving
encrypted ‘time- capsules'. These effectively encrypt some information

such thglt it will take a considerable time to decrypt the information - days,
weeks GF Q7R JRENS PIRS SR Brelihg arie Eeretisad te Toahatves plizzley andy o
is thmrdeswreyiethrDlyitie Uatvedibsemains whiehwhilsbseflicientte, more

solvefﬁla@,ﬁ%@,gpqsgp@ﬂ,tﬂ&g‘me capsule, a known (and very large)
computational effort is required to do so. The best-known time-release

cryptographic scheme is due to Invest, Shamir and
Such problems have been proposed for applications involving encrypted ‘time-

capsules’. These effectively enorypt some information such that it will talce a
considerable tithe to decrypt the information — days, weeks, or even years. The segret
value E is used to ‘seal’ the puzzle, and is then destroyed. Only the value N remaing
which whilst sufficient to solve the puzzle and open the time capsule, a known (and

very large) computational effort is required to do so.

The best-known time-release cryptographic scheme is due to Rivest, Shamir and

Wagner (RSW, hitp ://www.cs.berkelev.edulwdaw/maners/time]ock.ns}. This scheme is

based on the fact that given an RSA modulus 72 = bg (where p and g are two (large)

primes) then computing 4 = o mod 7 requires 7 sequential squarings (mod n) of the
value a, whereas knowledge of p and ¢ enables the computation of e = 2’ (mod (p-1)(g-
1)) and then & = a°, both straightforward operations. By choice of the value of 1, and
given an estimate of the time required to perform a mod # squaring operation, the time
required to compuie » without know} edge of e can be set arbitrarily, whereas the time

required to perform the equivalent calculation given e remaing wnchaneed
g I 1§ unchanged.



Wagner (RSW; ht ://www.cs.berlielav.edu dawic apersftimolock ns~. This
scheme is based on the fact that given an RSA modulus n = pq (where p
and g are two (large) primes) then computing b = alt mod n requires i
sequential squarings (mod n) of the value a, whereas knowledge of p and
genablesibre computation of e = 2' (mod (p-1)(rg- U) and thepdy e gbedd@tio11
straightforward operations, By choice of the value of t, and given an
estimate of the time required to perform a mod n squaring operation, the
time required to compute b without kn vyledge of ¢ can be set arbitrarily,
whereas the time required to perform the equivalent alert calculation
givels SeviEisdmrruneHarysH A ob 2o 1ae7E5s PeyR eI IEonB/idod ion
As e skillegepersan il cinderstanckiticoadly speakinga ey piograghic

ha [ e ims.t iate each possible value of
el oL oy Al R SR B
Wit tHE BirhBPibdifigtispl acrscaedaie Aadh osiire aBnashiorecpringicanill
represeftiativeiefihe-message. Brardyispaakipg weuwlllidesatdbe

icatian..of time- le.t i al t t ,
osoiR L e TS DS B o,

comp onallyasynnuetric hash ft
used¥52iA e srsaihieos ae GG B iS F eTetwofiboarmhtelds Setidareriig chage.
that described above. In this example we define a computationally

asy tric h action . cryptographic. hash function with the
A ARG B R e e
conipiedrTakifiEE SmelentiHin aiiHgnm eoaranbe S Iraemaetas Mi £
the tunedatla puzzle; theparameters Mitiayhaichasan: e conirbhen aone.,
amounyf ompURan a0 eR R R S caseq laluely, I Junclion
preferably also has the properties of a good Cryptographic 4sh function.
TimE TR B Hauigd H*égePﬁﬁ@&%ﬁo@éﬁ&ﬁ%&%@@q@é@?@ﬁ@&%@h@as the
funetiorrtyy Carpbining@rautichehthadguzzle (B) with the message itd or
a hash H thereof to produce a resultJ(M). There are many ways in which
such a combination may be achieved, but the principle is common to all.

As ATEARfpR-AsRSiBertRedreRotitRg Benfftdhcontedmetsius sy

on thedRENY adimeplock e paielGhpeses hn RSAG 00U BLRE thereof to

produce a result J(M). There are many ways in which such a combination may be

achieved, but the principle is common to all. i

As an example, consider the following definition of the function J, based on the RSW

time-lock puzzle:

b

L. Choose an RSA modulus 7 = pg.

2. Choose the value = I'S where § is the number of moduie »# squarings that can
be performed in one second, and T'is the number of seconds that should be
required to compute the hash function without knowledge of the secret E.

3. Publish the parameters N = (r, 1.

4. To compute the asymmetric hash J = J(M):

a. Compute a conventional hash H = H{M).

b. Treat the result & as an integer (it will typically be less than r, otherwise

reduce modulo ).

c. Compute L = ' mod n.



2. Choose the value t = TS where S is the number of modulo n squarings
that can be performed in one second, and T is the number of seconds

that should be required to compute the hash function without Imowledge

of the secret E. 3. Publish the parameters N 4. To compute the
wsymenetrigshash J=J(M): a. Compute a conventional, hash heldhbbsso011
Treat the result H as an integer (it will typically be less than n, otherwise
reduce modulo n). c. Compute L =H2~ 2 mod n. WO 200-5/117335
PCTICB200S/65G6',fl 3 12 d. Compuuted 11(L). In the electronic

signature pro(feqiggg t e }rla_tggg@éiction the above steps can be employed to
replace step 1, s epg to 5 (truncating the hash to form a challenge value
t, and so forth) remaining unchanged. Steps 4a and 4d above facilitate

sucth ehsubstibion dhas@rRRiRe e Hiemida:aims W deducs the m%m%%d

to atée;_gxgm less than it but without this_ step the. modulo ti computation a

step Acwill in-any Case perfor thisTeaUERBR. RB GG Siothes Grind so
conjeiBtiGH MR He lestedb St aidgninyg probedefecitiail heh appretiatedbut are

thabihiedunctignebiokes Ritnay Besunehanasdmakind IMRPeYaHous s

compu %%1(?&%%3 (%r&%trﬁc el?ctronlc sfé;nature techniques based upon

orApHIC RGBT RRAY STPAIBYREHERE to

encrpron using a’symmetric cgrﬁ?Btogra
implerretigyiaay 'ofacetiamieiniielsoftaaredsiming wndéviee BiMtand,

at tagpesifieationmnghnoiodevicd B byl basesognisetinat.inhe
abo%(?ndgf%ggbiﬁ exam elte? p ratrmeter.s (dn, t%need not b%e%grotected since
the security of the procedure does ho PGSR S RatatyPaR frge@tion
pardfiietd BT eofipestrhiseazotibin MrgritrwittGimiplyleesultinvinyalic
sigrmaauge;smﬁiwh Fﬁﬁ%ﬁﬁidml fwuémﬁ«psamm%i%ngﬁ&ﬁi%mﬁ%% device DP.
scheme.in any othe . It.will further be appreciated that, as computin
o e AL A8 BAARE b IS P
to rRETES tinge Siecgdediel ditbepubtjurtdtive nariflvation ©ndesteyy 4ichnde

replacettysstaps Soapeotehieir integrity will simply result in invalid signatures
being generated and will not compromise the signature scheme in any other way. It will
further be appreciated that, as computing power increases, it is a simple matter (i the

above example) o increase / to maintain a desired level of security.
At the verification end step 4 can be replaced by steps 5 and 6 below:

5. With knowledge of p and g, it is possible to compute e = 2 mod (p-1)(g-1).
Consider E to be the secret values (e, p, ¢).
6. Knowing £, J= J(M) can also be computed as follows:
a. Compute a conventional hash H = H(M).
b, Treat the result /7 as an integer (it will typically be less than n, otherwise
reduce modulo #).
c. Compute L = H° mod 1.
d. Compute J=H(L).

A consequence of the nature of the time-lock puzzle is that computation of step 4¢
requires / sequential squarings of H modulo #, whereas step 6e, which produces an

identical result, requires a single exponentiation modulo . Note that the operation used



5, With knowledge ofp and q, it is possible to compute e = 2' mod

Consider E to be the secret values (e, p, q). 6. Knowing E, J=JVV2) can
also be computed as follows-, a. Compute a conventional hash H=.H(M).
b. Treat the result H as an integer (it will typically be less than n, otherwise
veouee/maodslo n), c. Compute L = H' mod rt. d. Compute J=FHk)e Avoos/050011
consequence of the nature of the time-look puzzle is that computation of
step 4c requires i sequential squarings of H modulo r, whereas step 6c,
which produces an identical result, requires a single exponentiation
modulo it. Note that the operation used WO 2005/117335 PCT
IGiIZ2BEBI086U1 % 1h? VSt pEieantrae s W ERstodPasRrkaly Sirdhy:
openationydleehdbistdeth &R S @ryptosystéfin}nThenaforn) thiscsiep gaesc
not&}g&%ﬁpmﬂg diminish the-Grypiographic strength of the resulting hash
function!l. Returning again to the signature ,schem described in file
introduction, in embodiments of the invention the following points can be
not@diEonsgnatirehereations thicronlschiand e negiired istioreplagedhesnis
hasty funefion: il useds 18.618316: £ O the dryice DM with the |
computationally asymmetric bash function J. Thus the public information
AT is preferably present on the device DIVL. No changes to the device

DK laresigguire drckiegubntlylywhendeploying R SHibased enrptasykte Nssed

the integrity-of the emy&mmwma&w%amg&ﬁﬂmm retected,

However, in the case where J is as described above, substituting the
pargmﬁtﬁ@mézﬁ?%%ﬁwaﬁéﬁﬁﬁ%%a@vgeaﬁsgé??@ﬁ‘m@%a%éﬂwﬁéo

onlyta demealtdf semdgeradtack, since the resulting signatures would not be
validated. Crucially, it does not create a threat to the signature scheme
itself. Therefore, only minimal security measures need be tatter, to protect

the ?ﬁ@gwoﬂﬁg dﬁ&%&ﬁé?émased Cryptosystems, the integrity of the public key

information must be carefully protected. However, in the case where J is as described
above, substituting the parameters N'= (n, #) with alternative values chosen by the
attacker yields only a denial-of-service attack, since the resulting signatures would not
be validated. Crucially, it does not create a threat to the signature scheme itself.
Therefore, only minimal security measures need be taken to protect the integrity of the

% parameters V.

For the verification procedure indicated in the introduction the validating party makes
changes to their system to process the new signatures. Again, this consists of replacing
the hash function H used to create C with the function J. In this case, the values N and
E should be available to the validating party, so that the efficient implementation of J

may be used.

The secret data E should be kept confidential, since if it were to become public the
security of the signature scheme would be reduced. (The scheme would not be totally
compromised; rather the security advantage of using the computationally asymmetric
hash function J instead of the conventional hash function /& would be lost.) To do this,

procedural controls and/or specialist hardware may be used.



For the verification procedure indicated in the introduction the validating
part,, makes changes to their system to process the new signatures.

Again, this consists of replacing the hash function H used to create C with
the function /. In this case, the values N and E should be available to the
valideting party, so that the efficient. implementation of J mayaeuwsestosoor:
The secret data. should be kept confidential, since if it were to become
public the security of the signature scheme would be reduced. (The
scheme would not be totally compromisgd; rather the security advantage

of u?xlﬂt the po%gut’ationgl?l%/ asymmetric hash firnction J instead of the
convehtiohist Radh et T B R FEUF TR Hrstustirale 7 9
controisrahdi orcspee tisnhaieivaresmayrhelysed] WRE20051104%83%. Thus if

PCTYEHARPRRAARLL dda Indhe.6a86:0hI0G SXaMRISAIGRERGd ANNG MG o

operation performed using E- (e, p, Cj) is simply a modular
expoie Hﬁlgﬁ’gﬁj 15%‘@&%%’%%%“@8&& HRERER ptosystems. Thus if

specialist hardware is used to protect E, in many cases the existing RSA

fincti, gpalive af thaihawdwace, may bedenise M'A'm&%%ﬂxnai}?ﬁ%ﬁéc 0 7 for
n

practice the validati stem_may generate the parameters N an ar

e T RPST B GTHI PR (D the B LB THHEE R i per et
generpting NetmeaBdimacsepdiateveyste mtanglintporting dhidin valiieSossible.
although this latter option is also possible, The parameters N are

pref%%abl chotser%{tq ma e_t%e f%{nction J as computationally difficult as
possibie o1 thE attdEEN, With it Lrekiifgtn b risvernenpe gtionaly
legithiatel aserssilds foothputislpovitoincressesniiimay benseessalygitimate

periggligallytesfeyieny Hae v alties:chesany Mé&ﬁﬁkﬂﬂ%ﬁg&%ﬂé&?{%

in use, In the case of the example presented above this may be achieved
by cHARGiIRG T VAIBE GFE VRGP HEEEEs T AR P ERai sttt apife of
n. Npksaalso haits foe they procbehre tederiiged hctharatrboudtiont heddesarily

change tathe.laken.RKds;required. (Due to the number and inflexibility of
typically deployed tokens, such a change would typically be expensive,) 2.

There is no need for a change to the signing procedure carried out by the
useflote also that, for the procedure described in the introduction:

1. No change to the token DK is required. (Due to the number and inflexibility of
typically deployed tokens, such a change would typically be expensive.)

2. Thereis no need for a change to the signing procedure carried out by the user,
and therefore no user education is required.

3. In a worst-case scenario in which the value E is lost, the consequence is simply
that signature validation will be significantly slower than it was previously, not
that it cannot be achieved at all. The validating party may simply operate at &
reduced capacity until the parameters can be recovered or a new set created and

deployed.

It 1s useful to outline some differences between application of a time-lock puzzle
procedure to implement a time-lock puzzle per se, and implementation of a time-lock
puzzle procedure in the above described example of a cryptographically asymmetric
hash function. Thus in a time-lock puzzle per se the “back door™ value E is destroyed

after puzzle creation whereas in the above described example method it is retained for



and therefore no user education is required. 3. In a worst-case scenario in
which the value E is lost, the consequence is simply that signature
validation will be significantly slower than it was previously, not that it
cannot be achieved at all. The validating party may simply operate at a
Feducedicapacity until the parameters can be recovered or ame$84605/050011
created and deployed. It is useful to outline some differences between
application of a time-lock puzzle procedure to implement a time-lock

puzzle per as. and implementation of a {imne-lock puzzle procedure in the

above described example .of a cryptographically asymmetric hash
e S R e T
destiojeteafteropuzzl breatiombarhidreasimtitecdbdviideseribestéxample
metigehthis keipRed JeeN 00 Bl LA330P e 182 00 W e dark? and then

signgture%ali%%tion,[ in a tlrg%e-lode puzzleper see E is used to create the
puzZl & SACHEH N 18 G888 s OV PR PYEE S B PATAE A finerealy
hashkifessetiomiscasedion andéyiwmietiio Snshared K signing procedure:titn

is usgdhtQisreaiethe %gw&eggfﬁ@@lﬁ@%a@ﬁ@&%&@g@éﬁ@%ﬁ%&@%ﬁ%-

in attim%: lock puzzle the parametgers are generally chosen to impose a
slow AL UBHITET e SESRECHY ol (RS (0 e dre Mo frammie
embodinentebf thesabyove dabeiibdd methoits the olyptdgraghiee, RSW

asymipeticahhash.dunetiancemputation dmeisgsnetaly ja the range 0.1
to 1Q seconds, for.e am%Ie %pé%[oxim telg ne second. in the RSW
§ énels S

time-Tod& Phs2fe deSerbed s USRS At Uabaaraee-
be usedritethbasenfralpcomiputation ad furlesambie ceamdlwherea@s, in- 1.
asymmetric hash function method a different, message- dependent base

Of CXRORENIANON [315Ed SRCRUIE, (L EXAMDIGH B el figureS
2a to 2c show devices Zoba,‘ , C comprlang ta processing systems
prodiRsiATEREtbCrESEC ATy TSRS SR R Tarrie Eapbie dra Riaction, a
hag Iggﬁunmtimsi Bnisymoeediie: siga H\g@f@@eﬂm&eﬁml@ Qé@@ﬁdﬁ&g&ﬂémec} by
verifying a signature gene Y, asymmetric cr. raphjc
hash f{li%ctiofgi%,ﬂl1 These rﬁ%yfg e m%lé%%gtgecgggs 153?(%?%%/%%%%%%%; B

in ﬁéiﬁyécg_s_ DM, DK, and DF in figure 1.

In figures:2a to 2c like elements are shown by like reference numerals and thus these
illustrate a data processor comprising a data and address hus 202 to which are connected
{in the different environments) a card in place 204, a keyboard 208 and a display 210
(optional for device DP), a processor 212, working memory 214, and permanent
program memory 218 storing processor control code for controlling processor 212.
Devices 200, ¢ (DM and DP) also include permanent data memory 216. The processor
control code in program memory Z18 and/or the data in data memory 216 may be
provided on a removable storage medium, illustratively shown by floppy disk 220. The

permanent memory may comprise, for example, one or more of 2 hard disk and non-
volatile RAM/ROM.

In figure 2a system 200a (D44) has program memory storing asymmetric hash
computation code, truncation and decimalisation code, hard interface code,
communications code, and operating system code, loaded and implemented by

processor 212 to provide the corresponding functions. Permanent data memory 216



In figures-.2a to 2c like elements are shown by like reference numerals

and thus these illustrate a data processor comprising a data and address
bus 202 to which are connected (in the different environments) a card in
place 204, a keyboard 208 and a display 210 (optional for device, DP), a
pocessar2i2, working memory 214, and permanent programRamaYosoot
218 storing processor control code for controlling processor 212. Devices
200a, c (DM and DP) also include permanent data memory 216. The
processor control code in program mempory 218 and/or the data in data
memory 216 may be provided on a removable storage medium, )
illu ST BN BRRGWH By OBy BRI 3202 Y R s rrth S RRB ) rlgy method,
conpiisebfor exampte, /bn@.or Workinf adnard disksane: nOF @elatieibed above
PAWROM: 1013 U1%: 22 SHEM520024R1) has program memory

storing asymmetric hash computation code, truncation and decimalisation
code, hard interface code, communications code, and operating system
codégloadediand impieméenteddoyicpiotessbrr2dR4o provdaetttesoing

VGSQQA}%{J%QJ @&9@9@%&%%@5&%9@%@&%@ 1%&%0\4\5%9]%%%1#%%&%&@1

PCT/GB2005/056011 16 stores parameters for computation o
asy ST hESHerSrHBRGHTBY (reRSrR e rE gl ettt abbverBieahifies,
AT=mialorkinge demiang X1 Cstdnes:Nictad) teserihed aheud o) sarandd

after,regeivi B%QQHBJ @éﬂxoﬁ?@ﬂﬁﬁl gﬁsy%nl: e'@ﬂrfeg ?o? @Qmaan%yﬁﬁggagé)\%? ue S,

(device DX) with proagram memory 218 storing encryption code and user

intePFALE RO ARRIEHKif &Y BTG StRRG e SteaEdh? ferbfdrryayion s
valukeCusggut frorarie ylanaina=208 \gnid signatore ValugiSeutptiEatiés in memory

computationan the-displan 20 foatd.infarfacs: 204 inteHaces 46,2, 50iR9kne

smart card including, permanent memory storing a symmetric key for
cal TS SR PR RIS B HETRF A5 PA PP LR Bt ek Ao
a courtlerysiggenerate a further key which is then used to generate
signature S. Again processor 212 implements the code in memory 218 to
provide corresponding finctions, and this code may be provided on a

rerfoUABTe Solag e HiduR RSB HB AR RS e gt reeyaing e

mayrmg:@m bidettdmnalisation code, encryption code, communications interface code,
and operating system code, loaded and implemented by processor 212 to provide the
corresponding functions. Permanent data menrory 216 stores parameters for
computation of the asymmetric hash value by the fast method, in the sbove example
parameters £ = (e,p,¢). Data memory 216 also stores the same symmetric key as
employed to generate signature S, and, where a counter is used the last used counter
value. Preferably at least the parameters £ and the symmetric key are stored securely,
for example in tamper proof hardware. Working memory 214 has the same parameters
as system 200a (device DM). Thus system 200e is able to implement essentially the
same procedure used to generate signature § to verify the signatﬁre, but with the
difference that the fast method for computation of the asymmetric hash function value is

employed.

In a variant of the above described procedure the slow computation of the asymmetric
hash value involves a secondary or intermediate value L (say) that is communicated,

preferably with the message M and/or signature 8, back to the validator DP. The



single system. System 200c (DP) has program memory storing

asymmetric hash computation code, truncation and decimalisation code,
encryption code, communications interface code, and operating system
code, loaded and implemented by processor 212 to provide the
sarespondiag functions. Permanent data memory 216 storesparameitesSio
for computation of the asymmetric hash value by the fast method, in the
above example parameters E = (e p,q), Data memory 216 also stores the
same symmetric key as employed to gﬁnerate signature S, and, where a
counter is used the last used counter value. Preferably at. least the
pardpHétErsiEanwthé syrhastiekelr Mestored sBeurety docforblisasplarily)
in tapaperapnoof hardware. Working memory 214 has the same parameters
as system 200a (device Dlvi). Thus system 200c is able to implement
essentially the same procedure used to generate signature S to verify the
sigriafureteagith dHeCEhfsienea hatiang Fash methe for\dormpatihaotple,
the apymmetsicihash functionvalisers employadiin R vadantekthembove
described procedurs i siow compujation,of he asymmetric, hashvale,,
involves a secon ary or intermediate value f_?say that IS communicated,
prefetiab paiftiitie getsa genvirEpRl o Sidrattrer'Snbleleies thal v alidatoe S
DP vl b46.2005/117335 PCT/GB2005/05001 & t"z validator then uses
M, L and S to validate M against S. The user does not (necessarily) see
value L. For example, one can compute a conventional RSA signature on
M., EiEis 1ol Seprsielug favern koo gprelertheAlarimeatEch(s- to fiesien),
chalienge G {pigxragtitefram: dosorne-0thes wasi il ha validationeservey
then vagq%%t% the RSA si%C ature :%eg/{;\lidatiqrn bﬁ'ﬁl faster thggg_.

. Dase ciromc signature e i3 0 il %u puf 0 1oW.oper SA
signature generation) as well as Checklng the electronic sighature

bas&egraia et dhielrinne st ird foress gt theripiopead il acsiondata L
operation:{etg. Rofsign)kdand then validates that they have done so (e.g.
RSA verif)i,and the symmetric-key based electronic signature scheme is

tied to an output of the slow operation. A
No doubt many other effective alternatives will ocour to the skilled person. It will be

appreciated that embodiments of the invention can be employed in a wide range of
cryptographic systems, not just for generating electronic signatures. It will therefore be
understood the invéhtion is not limited to the described embodiments and encompassesi
all modifications apparent to those skilled in the art lying within the spirit and scope of

the claims appended hereto.



disadvantage of this variant however is the "'message exrtension' - that is

the extra data I, that must be communicated. No doubt many other LLOYD wisg
effective alternatives will occur to the skilled person. It will be appreciated

that embodiments of the invention can be employed in a wide range of

cryptographic systems, not just for gene?%tlng electronic signatures. It will
tiAarafions:be understood the invention is not limited to the described

embodiments and encompasses;.), all modifications apparent to those

skilled in the art lying within the spirit and scope of the claims appended

Hereto. A /1 edtalpragi@EAMS ranmetkiod- of orolidines ar Glattroniosing:

signatutetfar ataathenmethosh ﬂ?ﬁépﬂﬂﬁi%w delerminipg 2. GamPYaRanalic hash
asymmetr ({:ansh functlonJusm pto raphic.hash fu ctlon an

time-lock, puzzle (cf)or?fl% ingan ixrtl‘tn ‘m diStE VAl ”%mb UtaBie %E)P y @ first
firstheAetHogora @é%@ﬁdVﬁﬁequ)Whhféafcﬂmd)ﬁqh@ﬁnstﬂéndb sepdmdng at least one
mﬁmﬁh@@l&@m@w@@:m least t@@ﬁrs@@mmrbgﬁ% e ﬁmt@rs%u\é{m%ltt@cgﬁ%ute the

thod being intrinsicall uent ial t ute the intermediate value L
m? q?'ut e%%%%r? (FW‘% atfaﬁ‘lgorﬁ% iy e?ﬁ%l%y’?ﬁg ATTRERY B KR second
r@ammé{refi Ehetsbreby wresbooiddirethodtismiot intsigsically sequentiahd method is

@agﬁm@t%ggp@imm@g dSidepmptatipnally faster than said first method;
computln% the re%ult of the om utatlonallyéas ymmetric hash function J of

the data {8 B &N eE Usthl Hre TratHodHb o 1S B aTh R Rt S ikedata to

\balaenlgdandlzeﬂmﬁpmgegmtmuipu@ prrovidersalceledtrohicisignature for
said data.9pdhnethodas Glgimed i;glaim, Lwbersin computing g result of

the computatlonally asymmetric hash function J of the data to be signed
comprises computing a result of the cryptographic hash function of the
data to hensigmed ﬁOHmWédxtmyaﬁﬁ)mWUéi’r&gm mﬁnipﬂtﬁﬂg'lﬁﬁﬁalﬁé oY @ltieompisii@nally

saishhesher datad. AEHRd AR clRImed n dlam L wherein compying

reSult of the computationally asymmet nction
SiyReg eHTIHSB SUBs BN dRtntdinsisieddolianed byfromptitie didaintwediate
stgted.using said hashed data.

3. A method as claimed in claim | wherein computing a result of the computationally
asymmetric hash function J of the data to be signed comprises computing an intermediate value

L from the data to be signed.

4. A method of verifying digitally signed data. the digitally signed data including an
electronic signature generated by the method of claim 1, the method comprising:

computing a result of the computationally asymmetric hash function J of the digitally
signed data, using the second method to compute the intermediate value L; and

verifying said electronic signature using the result.

5. A method as claimed in claim 4 wherein computing a result of the computationally
asymmetric hash function J of the digitally signed data comprises computing a result of the
cryptographic hash function of the digitally signed data followed by computing the intermediate

value L using said hashed data.



4. A method of verifying digitally signed data, the digitally signed data e
including an electronic signature generated by the method of claim 1, the LLOYD WISE
method comprising: computing a result of the computationally asymmetric
hash function J of the digitally signed data, using the second method to
compute the intermediate value L; and V&rifying said electronic signature
asing theniesult.a5 cAimethodas claiped kuelginhd Moarey %’U@Hﬁiﬂgﬁ%nally
D e S T i
fiictiorr o the digieallyssigeiedhdata followed by computing the
intermediate value L using said hashed data. ?Ya'tiiDE, 9 6. A method as
laimed in claim 4 wherein computing a result of the computationally .
ey KL T SO0 STy L A B e B dea
cortpdifiog: dire irsrenthvé digdesyalue ris fromfthve tdigitaltycsigprech gldtareu o f said
m@@%g%gj@imgg&g@miéﬂb@ein said verifying comprises encrypting
data derived from the result of said asymmetric hash function, and
comparing the result of said encrypting with said electronic signature. 8. A
thethod\asethaimed!innaldim cTawheérdinrsaish @ncryppirige employs aymmetric
SWPRIEIHE: GryRigraphic procedure. 9. A method as claimed in any one of
claims | to 8 wherein a difference in computation speed between said first
and second methods is dependent upon a value of said at least one
éommaon firstiqaranieierd 10.rA metTethias claireddicanydome telaitag pitition
?p‘é’éa%? e§#gq1§?%9%%mgég%j lla%tﬁg)(!g?‘ssée oerr] %e%rtq%%ﬁ) ]:1 %’i‘&”&‘f”s%% faeﬁégsrt one
than said first method . 11. Processor control code to, when running,
TAPRMdHERY HstRod of any preceding claim. 12. A carrier carrying the
processor control code of claim 11. 13. A computer system including the

ocessor control code gf.clam 1. . . o ,
% %; met%oJas c%:meg in any one of claims 1 to 9 wherein said second method is at least
one order of magnitude faster than said first method .
1. Processor control code to, when running, implement the method of any preceding claim.

12. A carrier carrying the processor control code of claim 11,

13. A computer system including the processor control code of claim 11.



