;e3e\ XXyt [4@ $d\ 6\ T\t | 01 DESCRI PTI ON CONNECTI ON SERVI CE PROVI DI NG SXSTEM
AND CONNECTI ON SERVI CE PROVI DI NG METHOD TECHNI CAL FI ELD The present
invention relates to a connection service providing systemand a connection
service providing nmethod for providing a connection service from an

el ectroni c device used by a user to a network. BACKGROUNG ART In a
connection service for a network, e.g., the Internet, when a user would

li ke to be authenticated, the user shoulld i nput his/her personal
identification data (e.g., a user identification prescribed in advance by
the service provider or a passwor y the user) into a term nal
that the user. would like to conni@gm%ﬁ(ﬂé connection service, and send
the identification fromthe termnal to the network. Conventionally,

| ocations from which network connections were requested were limted to
e.g., offices ox hoGIXNNEGEON SERVICECRROVIPDING, SYETERY XNponnecti ons from
various | ocations have increased with the perneation of ubiquitous

conmputi ng on account @P%@SWWRW%€§QWMMWTM| e electronic
devices and the global spread of the Internet. There is a demand to found a
schene .fox establishing secure connections readily with networks from
anywhere. However, in accordancerRCHNIOAS, FIEVS- nenti oned net hod for user
aut henti cation, each user can use only a connection service for a network

t o which the usEre mebentiinpenticmrelites i achnhatiohaeiniss pryidihe sestehi sidgr
personal jdentification data. A thoygh a nefwork connection servjice can be
, provi ded orgg ét{?gleﬁ%l"f{,ﬁﬁoplﬁglcﬁgg ‘%@?L&{r F"Sep‘i%ldf%% ) EPRRACKIONt $Favise | Som #mobl em
that the aaiveikdsanQed ePhiddtoldfetiopt s On the other hand, when a
nobi |l e el ectronic device located in various chops, public facilities, or
the like is connected to a network connection service, a wreless 2 LAN
schene such as the | EEE 802. 11 schene_has been used. however, security
weakness has been pointed out WBACKGROUNBART scheme. For exanple, with

Wrel ess LANs, v r | g i ier than in wred LANs, Accordingly, it
is an obj ect of 8%1@3‘? g@%}l?‘gﬁvﬁ\%}e{ﬁ??‘d’ﬁw&q&e&/i the %’tw’eﬁ’ﬂ‘%& Useg f or
provi di ngila tache\RiitheRBBNRA! PSS Hotkd I I [ [ €, ener al
public can access, 'wherein ealéh usgr can eﬁll gf] ?f@éﬁ%ﬁ%cﬁﬁﬁﬁa@a

DI SCLOSUREEOR T4Er | iNeEnfitation prescribedanc edviide by iHes besde phovaliert B8 a
present invention coggeecti on service providing systemfor providing a

net wor k CSATENAREHILLDY thecger) inte,a serzminal that the werewolddihstogonaent with
provi ded.i, I Bgn ML, ' WSty Ldentifier acquisiti ans, whi ch
acquires, f?%‘rﬁ% %ﬁgla e@élrj?n%%%_ t%%fedﬁhgl?c?}ﬁgel_‘ %gglr ,gl‘%atef’@r“?ﬁqﬁﬁlqﬁf YERTT™: er
for i dentGonyemngoridily, TBdations (R6M Adich etwérld koEndERBas R fediafld WaksD
measures a time instant at which the first identifier acquisition neans
acqui r ed lintited torasg. nefflicegarhdnideer Hawayen in redent yedrispnetsiatrk bessectiong frogi or es
the tinme instant asg}r ed by the first tine neasurenent nmeans and the
termnal Ldentilrerty guf 8 _.ea?)e;?i PR the BE AL PY BPLaqUP SPEPSHNEEhs i n
such a Mabaing lob Hapkdiulentin pashPRbndl b LBGIL idiNAL. LA LhPtne gl
correlated with each other; second 1dentifier acquisitron . neans s

acqui r es spteadtofthe hetbriedienThézeds afdeamrtdie fohed hisehdrte @R\Hs€blRRthe secure

aut henti cat oglPl[lrean whi ch aut hﬁnti cates the electronic device on the basis

of the t&VHHSEEPNS FRadiyrviEh ngtwprks &eprmgnywhewsi rst terminal identifier

acquisition me : o] ' he .ysepr i nformati on database,apd t he ot her
term nal ident iﬁfgi%vgra&gc%i é%gr%aem%hgnéshec%lﬁd 4 85?1HQP?1€PE c&'tﬁtg?‘ii H&shs,

t he aut hentlientichtion, @aRsdLceR Mshiocdly 2QRnhbRiRASIrSicR ol RirstRbbh AL | on
and a tine ,period el apsed after the tinme instant measured by the first

ti me mealtf wiREsubsazihes andive thieh belehe bamesgistereddusivec pessonal idehtifiedtioned t o
the el eclyrQni vice or, nuf. According to this aspect, since the term nal

i denti fi g%@'e%ﬁﬁ'uﬁ é B‘h%vr?éf‘ AU ”f‘o‘l"g?’ﬁ%ﬁ?'ilibﬁimﬂ"’ﬁﬁé froprere whar da Rt used
by the Us@hsckibea6GHb atwidk thErLA EEREN o bi | e
termnal, the user can be I’Jenti%i &eg,&%glaﬁg{%gg.hﬁ%@% g%@%r‘%%ggrr% ion
correl ategeri th t he phone nunber and registered by the service 3 provider
of the nobile éer inal . According to this aspect, the elect .tunic device

i s aut henti cat 88 15 othr hang, when a mebiie elsetraniestervicadetated in variowrshiopast
ter m nal pi, st tdeflites. aFtiH Bid § 0 in_the user infaormation
dat abase and the ot her H%Ehonée!lér)lﬁb e?ﬁzc%&g Fglé"[g'%dctohlem%técé})ﬁed'vfcﬁeﬂt"flf"f gys
acquisition neans, and then it is determ ned, on the basis of this
authentication and a tine period el apsed after the tine instant nmeasured by
the first tinme neasurenent means) whether the connection service should be
allowed to the electronic device or not.




Therefore, insofar no the tine open fromthe time instant, at which the
user used the nobile termnal to send the caller nunber notification

i ndi cating the phone nunber, to the tine instant, at which the user used
the electronic device to send the phone nunber of the nobile termnal) is
within a predetermned tine period) the utilization of the connection
service is allowed to the user. Only if the phone nunber acquired by the
call er nunber notification fromthe nokile term nal coincides with. the
phone nunber acquired .fromthe el ectronic device, the utilization of the
connection_service in allowed. Accordingl urreptitiouslﬁgilization of

y
connecti6ﬁu%é¢W¥%%sﬁ§lGﬁ§bﬁﬂEﬁﬁb892&§éFg@Fe REBP OIS g ONEvEh SR A ber
can be reduced, ., A second.aspect . of. . pg€ ' ti ORI J1SeSitH N
addition“FSE?ﬁ% Pf%i%gggg%%?@o?uﬁﬁ%ﬂéﬂggg%w§f%§g%?¥§ﬁ; ???st tﬁ%§r§#éans
whi ch Meggaes 11As, oV REFpiag i8L 2SR iheyiréd BANSI® i nstant, at which the
termnal identifier was acquired, neasured by the first tinme neasurenent
means and er asiAngprdigly ivisianobirch of shet presestrimvention theprovidesy systemand auser
i nformati an, dat abase _on the basi.s of the neasurenent, g¥ the first tiner
means) wRtBth foth BroYIdiRg i inCY PRI CRRREREOR SEBYIRT Metd AR AURVPREVEEIMER i on
service shoul d_hg.allo 0 N i S. - : not term nal
dent 1 BPatal gEiCisn e b Bn A Wl RSB BOTLARERRE, U0 O The
aspect, the erasing nmeans erases the termnal identifier in the user
i nformati on dat abase on the basis _of the neasurenent by the first timer
means while the authenti cBIBEROREHE GHeTHENEENHENer t he connection
servi ce shoul d be al |.owed ar, no onl n.the basin of her ot the
terminal ident PP i%¥FoP8R KR & ieiﬂ'?ti AeReRE °6s"_2‘? i i “rl%\ﬁg%fa arﬁg@g‘? e
Accor di ngb¥id\GoRiapee st A\l YRR idiRe AUNAGBEL edidRNoReivi@ B aatlidnidlevi ce
can be sinplified and the necessary stormcapacity of the user information
dat abase dewine Inged bg taniset éxdprokidedi r Thasyetetm ofmpiieempiivet ddentifisraegiisition
conprises, in addition to,the first aspect of the present invention. Second
(i e, oa SRSt HICR BEHATGn FOR HEELHP SETINA Heed e uthbses = (giPERaL HErhBer
connect i . e r =1 (OB L i ns
wni on e SRR RE: (b BE ASBTAICRNS Y hiRe i AR R B RET
the secongnd iARaRE a6 WIREE the BN Henfifidr GENMISTE{INOMeGR Wb hiréth Ehs taviiaal
ceases providing the connection service for the electronic device on the
bask o t lidentifeslinementinfoymation slatwhege whinkstereathe tidge Wnstank meapuredapect : |
since providing the connection servige, for the electronic deyice,is, ceased
on' ¢ he babe S bR AR AIPABY 2Pl e detay i"#é?’fr*r?éé}ffg?lrﬁ%‘ byt dUSF bl o
to cease, : di : C [ ' ind0953 & nittihb ikZliag ti me
peri od hé‘génﬁgfgﬁggu%ﬁ%rne@g?ﬁéﬁ% Eﬂg:g %Iel?l%‘lhiti& f&‘%gﬁ? P ﬁlg pect %(IJI t':n lﬁ eglgﬁr esent
i nvent i ond&RAYY e Totdtatbdiwith agdieethedf sdebitd pdetGifiet: dequiitioromeankartdchn t he
second idantifier acquisition neans further acquires a predeterm ned code
f r om t he sefi@iees thei terrdinal édentiffes feam thhelegiromie devicat s whawbsRYcHiNthREEPE at es

the el ectranjc vi.ce on the basis qf .the cgde,in addhti . O it 2L M na

i denti fi éY]EQh aﬁ’rgﬁW'Fé‘iaé?% tl?%@"’fgrﬁﬁécc_ F8Ee &8n eopa?%%é%gﬂhg_e%gren‘is&plr @\%PE |lr'31{g:]r| t he
connect | QRg:REY Ibgeth&%s% herindt i At fer0RGuESHION hddthsbasd stopéd iahe ater and
the nmeasurenent by the second tinmer neans. A fifth aspect of the present

i nvent i orinfomptics edatihasef andt thea gthert tegminaleidensidient adaminedt by thevrseein t he

connectiqn service is, provided,via base,station_ located in .
or edet er SR FAEHE B rbe BB RO AT oaRF AP BETRER P Ly basts of

identifyi .2a: O . ' | [ Lon
reans autot La e Rlerl € pRSf - ubila 05 ARTE Lt Aphanea pyant
i denti fi efrst AimROGleadi@Bnieat tv@ntewhithek the emindetion serBse sticuid be aflowhd to

aspect, since the authentication neans authenticates the el ectronic device
on t he bdbpslastropiialeyjwaritgdntifier, e.g., the ESS-1D (Extended Service Set

on L he ! L e e &g _ [ endes
51t I s possi bIAFCPRURE T oAb AeARS FerrH gL WRRHORR oy TRONPESLP IR ¢
devi ce C%P}Hahﬁ%ﬁgit@égﬂmbheiema@ﬁ% W BLudeR s B AREJIWY ChetBet Quifieess O

t he connection ser
notification from the mobile terminal, the user ean be identilied on the basis of the

user information correlated with the phone number and registered by the service



A sixth aspect of the present invention conprises the first aspect of the
present invention, wherein The first identifier acquisition nmeans acquires
the termnal identifier of the nobile termi nal before conpletion of a
connection of a call fromthe nobile termnal. 13y virtue of the aspect,
since the first identifier acquisition nmeans acquires the phone nunber of
the nobile term nal before. conpletion of a connection of a call fromthe
nobile term nal, the communication fee gan be avoi ded for the acquisition.
A seventh aspect of the present invention is a connection service providing
met hod for; providing a network connection service for an electronic device
used by apmme.rofrﬂwmeb%@r%w«i ses: step (1) for acquiring, froma nobile
term nal used by the usep... a termnal identifier. for. idenfifyi t he bile
termnate step %?)mfig %?réha%ﬁ‘?lfeﬁé‘ °f heﬁémf‘ HsT4an e%tnug ﬁncﬁaﬁeﬁie‘yﬁgei‘r%nl%aﬁh ot

i denti fi efheVWifondCihh&da@fuifideBy thel fikst BlrBRn4PldehBlies h104hiBlidnmdaks @hd

i nformati on databass the. tine Instant neasured at step (2) and the

term nal stdeadtinfthe useripddmmeaticn dafabase(drd the athehphoneamnebext drguiteddytthae

i nstant and t %,rrri nal jdentifier are correlated with each other; step

e ter] .
(4) for a%?a%ﬁcr MIRRIANGE acaysiien meaBhand Hien it dmdeFRmupet PH DAY PEENS  ep
(G for | i ) i i / i efm, nal
et 11 o MBERLLARE Ak 4 B Lol AR 1 e Bnd iSeatSh e tied BT LSBT
i denti fi etfimacAcasuesimaht sicafs,(Whethen¢hé esnritetion FeRifgshaild bealbagdscahet hi s
aut hentication _and s tinme period el apsed after the tine instant neasured at
step (2),clopteamiedeviprorpefnect i on service should be allowed to the

el ectroni c devige or nat. JAn eighi.h aspect of the present inyentij.on
conpri s6s. i aRrElest pictehas bk e PrRB B tht frpfreins ah P hih B oA,
step for yimapymdsleltbanidaleo B&id 48 i | ' L

whi ch t heut erm nal iedenti fai er Q(\'/g{vas ac%glla?ggql%g]sgﬁﬁg%ﬁ%% 1@%%“%?{& pz;lr?ggf (0)
erasi ng timembex bo thedl timddnstaht,ert winich lthe usar usedf the rebdctmnicdd vibaimesend thhe
basi s of the nmeasurenent of the tine period, wherein it is determ ned at

step (5) RIMEEHYMPereCl BimBObile feTRinglcs wiBm 8 Medeerawmed BRenprrith thae
basi s of mg(?gf%h Hihe C%&gﬁ?ﬁg&vﬁ&ripag%%qg%é Léegr. is stored in the user

i nf ormation t abase: ni'n aspec e present invention conprises, in
addition to theosigvierhd phsne GluntHer tdquizbd 19 dhel GARR @i ber A iTichBbn ffldm
measuring a tinme instant at which the termnal identifer was acquired at
step (4),theonobileatarniingl edimcidéswithetheopharicapembien fepriradhfremntteseleetdonii me
instant, and for, ceasjng. providjng the connection seryice fox the

el ect r oni C'Hf8vi é’é’ o'%‘lﬂ 9 dts ti&‘? EHIEoHER s AP 12 o rllprade| afeerdinghe
peri od. : f ot tonl i > (o | -aspect
o the pr i HSaRfaton chSoREEFER sok AP B (URGARE A AT of iy RIdbbBERTC
at step (thg phone noebevtinebé redidedn, wherein the el ectronic device is

aut henticated on the basin of the code in addition to the term nal
identifiers at Afegndaspeetd ths dresent pBeAtinm goe Prises im additinn wethe 8estf or

t he el ectroni.c vi ce i g .ceased ep (6) on the basis of,the code and
the moas (FBRECRY Y TREIdBERAT HSPt HEBHGmENTF BPETLRER SR bt P BREod
present iyeREl Rfct AP iR8SinkRmt! R WhAPekd teimidi® PERARGE WA ABliPdy,
wherein the connection service is provided via a base station located in a
pr edet er nnaeired &y, thatferstitima easurkmednnaans wanl erssing teans Which erases

i dentifyi he ,area,or,t he, bgse statiqgn, and rein the electyonjc,device
o aut horfiPc B, ML e biee MBimAOGn IRRBS ol RO b Hhe
{er M nal ORULLLEL Sy Arelcbl ASPChlbafl, WGP IRA o L AnC AHELS oS

t he seventh aspect of" the present |nvention, erein step (1) for acquiring

the ter midetérmitentvlictleer the dohfedtindi sevicershivnl hé allewed ot adt befibe dasis of
conpl etion of a connection of a call fromthe nobile term nal. BRIEF
DESCRI PTIEhe¢ther qrpulphawe s abidpptidies iy stogedsbhidestser infoenatinp dptaPage-net wor k

connection serwuce. provi ding system according to an odi nent , of ..t he

resent | nvent itbh i veths el bE R RS GIeRe eRR 1Ge StruBA HRHRR on
dat abase tha {se# inBinakkn CRBNEE RNtIRLHNLIS f RhO helsiteray St BIMBE GRECLiRGt O
t he enbodi nent of the present invention: Figure 3 is a sequence di agram

showi ng anestswwhide gbamethénticadionvineans d@termines whether the connection service

should be allowed or not, only an the basis of whether or not the terminal identifier is




provi di ng nmet hod according to the enbodinent: Figure 4 is a flow chart

showi ng operations of a connection-service-providing server according to

t he enmbodi nents and Figure 5 is a flow chart show ng operations of the
connecti on-service-providing server according to the enbodi nrent. BEST MODE
FO L CARRYI NG QUT THE | NVENTI ON Overal |l Structure of the Connection Service
Providing System Wth reference to the drawi ngs, an enbodi nent of the
present invention will be described. Figure 1 is a schematic view showing a
net wor k connection service providing systemaccording to an enbodi nent of
the present invention. As shown in Figure 1, the network including the
connect i ostosed \incthepuser diformation edntabaser diAmgordinglye the agetess | imyelved o
conprises nobile term nals 1 used by users, el elgflgaroni devices 3, a

wirel ess Eathendisatian of thmelpetranicghavinet $oonbs eip -dp?"b‘i P FECREERTetioreRe

public network 2 r _conngcti t il ] 1 with the ‘
connectioﬂ%%aé’ﬁioéggepF?ﬁyilaroﬁﬁl ag@p\;igﬁaﬂi%g cgﬁ&% %E%gr%géd;r ea network 4 for
connecting the al#gid Reieet dEYhE pPesdnWiiteritin ennpesds| o additior e phodirei ng
server 10. Each nobile terminal 1 is a davice which can be connected to the

publ i ¢ nenswack oPthegprdsénidnpersion, ferondxiamy | ecasauvbitt @ophd Hhithsmgapires ayser
and a terminal [dentif.ier hone nunber.or, the |.i ke) .assigne 0.t h bile
phone. Eam%ﬂné&qx&ﬁi‘ﬂ‘lféEQQ?mgc%%S%ﬁﬁﬁfﬂf %lfa&‘l%wcﬁﬁg BSfartsl Ee“%n_ﬁo
connect i 0P AEr i Ghs PRI hils Sk Ble Mny i Grddie eMipssd Csifed Ahb 258 sthdton 5

| ocated in a service area B, such as a shop or public facility using a

Wi rel ess kAstedehE thdlebond tife théfsur8A2nt maekeard cbanectioangintrol theans
el ectronic device 3 may he a personal conputer, a PDA (Personal ,
Di gi t al . Asdiic easege pPrawifling the qopsectitresarvicafosthe slectmniedetion e ihasbaads of

I?,o;:ﬁﬁ gg [ %%El%%ﬁ{?\é{eﬁgkﬁﬁﬁg%ﬁ%ﬁ?@ 'Scat es with the el ectronic devices
gh | : e AN schene. In order to protect
communi cati on bgiWeRfued BE the rLpesS diddd RasEdgathd Robnédiidnt havRleefsr! thai C
devices 3 from bei ng eavesdropped by a pseudo wirel ess
electronic device is ceased on the basis of the messurement by the second timer
means, it is possible to cease providing the connection service for a user whose
utilization time period has reached a predetermined limit.

A fourth aspect of the present invention comprises the third aspect of the
present invention, wherein the second identifiey acquisition means further acquires a
predetermined eode from the electronic device, wherein the authentication means
authenticates the electronic device on the basis of the code in addition to the terminal
identifiers, and wherein the cunmeclivn conteol means ceases providing the
connection gervice for the electronic device on the basis of the code and the
measurement by the second timer means.

A fifth aspect of the present invention comprises the fourth aspect of the
present invention, wharein the connection service is provided via a base station
located in a predetermined area, wherein the code contains an area identifier
identifying the area or the base station, and wherein the authentication means
authenticates the electronic device on the basis of the nreo identifier in addition to
the terminal identifiers.

By virtue of the aspect, since the authentication means authenticates the
electronic device on the basis of the area identifier, e.g., the ESS-ID (Extended

Service Set Identifier) used in wireless LANs in addition to the terminal identifiers,



8 LAN base station 7 that nmay be | ocated near the service area 6, a speci al
identifier such as the ESS-1D (Extended Service Set ldentifier) is added to
the contents of comunication and/or the contents are encrypted with the
VP (W red Equival ent Privacy) algorithm The connection-service-providing
server 10 can be realized by, e.g., an application carver connected to the
Internet. In the enbodi nent, the connection-service-providing server 10
conprises a first identifier-acquisitiongunit 11, an
identifier-acquisition~tine-instant nmeasurenent unit 12 (first tine
measurenment unit), a second identifier-acquisition unit 13,

a
servi ce- pridvissipgfsiblearte - ideptily ideahasesdslieenwith whieh 1the( slastpnia idgrice
measur enent it an henticati uni t i ..and.a connectjon cont.rol
i ¢ 160 TiotBhieared bR bUF the SR Fhodt Ut elechpini i SRIRIE e GEHE]
user i nforgaicen dat abase server 100 that -manages information related to
the users o the connection service. The first identifier-sequisition unit
11, which is conhetthdaspetih of ke putdent ineswbiork c@npreeputhe firsthespeet wf rthe
identifier (phone nunber or the |ike) transrmtted fromthe nobile term nal
1 and tran®dipend inengioguivhedeite the nlifsti Wentifier ercayisiliory qepany peawren e

identifier .t he,uses |inf t. t Se carv 100., For. exanpl en a
user uses ErRBHR# PR ot eRe TRiey e P BR6orE SrmRleens £ Rowe Riats o
assi gned t@omhtBemdbile tefgidalfi er-acqusition unit 11, the nobile termnal 1
can notify the first identifier-acquisjtion unit 11 of the phone nunber

al | ocated to t héBmslbtuech therspatt, singy the finst identifier sequisition undams acquires
notificatign. ,The first identifier-acquisifion unjt 11 acquires the phone
norber *of | PRRBE S A aF““fl’.‘]er*%‘HB‘r“t"(llzg'“{N‘* CarEPletion & Hrgpesiion o a bl
notificati I ] (ARANIER-TcJIININY I r l,zed by,
e.g., an I%%n(tlﬁﬁﬁa{bg%t%%{/ﬂé dit(}:lréc esponéé%a %%gpgﬁﬂh%ﬁéﬁf%ézlglacﬁggﬁﬁi er
may he anot her skbenmth supsetad the Prddegtseventidaniid yorvieatibe herviddi SlovRbng
identify the user of the nobile termnal 1, instead of the above-nentioned
phone nunitfepthef feharovising @ netyategnnection serviqedor py efpctfonér degeuisidtlivon
unit |1 c acui re .t hone nunb ssigned tq the nmobi.le ternj nal

bef or e co%eg't %mthofaae %dg’fﬁfé%?ﬁ %tﬁpgﬁ) rﬁﬂ%’ma mﬁg’tkf"lgerﬁﬁﬂﬁrq ussdebYi nal
1 and the ghhl gderl depidfihl’ RGeS fof erif i inlat: of
the nobile ter r?irnal 1 ceasg%ﬁt gﬁcfg*l H((a:on e%%%%%‘ﬂg%ﬁ gégﬁ?lﬁlgir%tgg%gc r

t one bef ormeddweingoapinet inpherdaf att hkichethk teshafal iddriiftr, wishecqndredLat tap (D0 f ee
can be avoi deg for the nunber natification. The

i denti fi eriter ERifen #PYAE 9 Aewsphitfarm ahien daiabaamthe e instapt pwgreendittaten ne

i nstant at i he f.irst,identifier-acquisition unit 11 acquyict he
torm nal 1 GLRRE APEPBTnh idehbBRt acadred REptep (1L AR b nreess theb et on
this tine jha@h8Nind thd Rerdial 18P hbO BBt IALE Ya¥R  othBR - stéP&(4F g6
identifier-acquisition unit 13, which is connected. to the w de area

net wor k 4,acgnitirgr qubier gsrtriveal p bbngifiww nifenn ofhd helepipbiike deeiced nakp J (Marfde a
predeterm ned code from the el ectronic device 2 via the w rel_gss LAN base
station 5.A4thentdcatingd cf&a?ﬁt\"’ﬁ‘il“e eviea,0f &he bass ghihe teymipalwdsptibex ploveR Hui r ed

phone nu : i, - .1 se
Cerver 100 e NRC BRI GEREb G BRERHED ol Rk BL ORI EALERLS, |
phone nunzayd ok ldetartadingp oh e makisl & they AutiRntiéatibw sfdes tinperisievlapeed.
The el ectronic device 3 transmts the .input phone nunber to the second

i dent i fi eraftgrdghe sime ipstandipeapsrad at atae (2 whethes $he eonneciion servins shoubhbe
identifi er-lfcggi Si ioln tt{_ni.t 1.3 acgugcr es the phone nunber of the nobile
ternnal PUOFEE R ihe BlEgTPHS deying OB figkt  oni ¢ device 3. The predet er i ned
code, which w llaheiditheddpee bP tRE pRBserRCROERtiSH $Smprisks, dint BHAHRAHTRRL
defined by the connection service provider discretionarily. The access code
may cont aisavewthameeetiof int pfosent ingegtion, tsheter §H-thexturirtg thdaitbe bbdsd tlhwsed

service area 6._or, the wreless, EA‘S‘I base, station. 5. An exenplified t hod
for of ferialtprdieiime destant sdaehich the dprmiymal ddentaiareay pepitesth yreasurad at

di stributi r C e .like ach, of whigh an.aceess code i s
or i nt ed. . SEoR iy B R RB5R e Mk RocBRoF 88 U bt ardit e GiaRa 0"
charge. ThBe $E¥iof Chdm@é oAk af thel iR PerRbUihe FBA $H QTP minBa bt d¢kp (5)
nmeasures the tinme instant at which the second identifier-acquisition unit

| 3 acqui r evhather Pirosranactidre servicetshouktbbs mBowed ok mal or the darishd vehetber oni c
device 3. Then, the service-provision-start-tinme-inatant neasurenent unit
14 transmts the neasured tinme instant to the user information database
server 100.



10 The user information database server 1.00 records the phone nunber of
the nobile termnal 1 acquired by the first identifier-acquisition unit 11;
the tine instant, which was neasured by the
identifier-acquisitiontinme-inatant nmeasurenment unit 12, at which the phone
nunber was acquired fromthe nobile termnal h and the tinme instant which
was neasured by the service provision start tinme instant nmeasurenent unit
14, at which the phone nunber was acquirgd fromthe el ectronic device 3.
The user infornmation database server 100 stores themin such s manner that
the tine instants and the phone nunber are correlated with one another.

Mor e specirfot ¢hé tarmiasl idbotifier is storgdie tRe usdrdnicerationfdatabaseon dat abase
server 100 stores a termnal identifier 101, a first,i dﬁ?}t,i fier-acquigition

time instant 107 nipthagensd of therpicpsririnYesiinws FaRRess; Herddtien e thoeveshly an

access code 04 .4 i.Een T, r_L.nf ' : r
100 can baspesid! #o vy ent FARRSE, bper 87 S5 ot B B2 1ot E ARSI T

i denti fi erteddinal SddritEieR RPAEa HHRAT atOdtep 9, TODMeasitfigthakime périohkipséde
first identifier-acquisition unit 11 was notified by the nobile term nal 1.
The first aftheshistinessused)tims instamttandsfor neasimg pryiding theveonnegon pervipstlont
which the first identifier-acquisition unit 11 acquired the_ phone. nunber

f rom nobi It8e elchoRie device fche dai ot tais measeasenteh the £lamset HRF Pt 103
is the tinme inst t e Nng, . (=1 L Sk 10 i
acquired the teﬁ?npér\nét 5}8 e%tt%}}%ﬂérepx%g%&a%xe ﬁﬁgﬁgg’g@?g@%%}éﬁi 1!th rﬂéérlanJC %:f]é}?b

el ect r oni @ressnt devéhtichy mtheesino predebermised codd ix furtherracgairad as astee(d) dor 100
includes a_record erasing unit 105 (erasing m_eans?h,e an ]

access- perthe sxthanicgtipn.gherehetheilaeteqnie devies ifcruthenfiegted grdhg basis of the

servi ce-proyi sionsperipd,tiper.107. (seeond i mer ans) 4. The recotd erasing
unit 106 é’Pé%éré agdﬁboélo&’dthenpﬁ?ﬁlén%s@%nﬁﬁfﬁsr ﬂﬁaﬁeg n(ﬁg:ﬁrhcﬁ%’gmsl@rvg‘fﬁi%%}b% t he
basi s of thgnsMRREWBHBE Forbihe! d16ctAGHEE AR viRE GaTLEdHel! -8 (B)Cor] thiLhasiO6f tH1e
access permssible period tinmer 106 neasures the elapsed tine after the

ti me i nst ande andshy mdasirpment by dbesédond timermieans.i on-ti me- i nst ant

measur enment unit 121. !111 Mor e ecifically, .the access-ger 1 ssi bl e- Qeri od
timer 206 notif AFsClRFRAthAEBEH of PheshrsgeRiPYention eqmpmaesihe fenth aspect of the

pr cdet er m I .5 i . 1] r ) d
since the ﬂt}?%él%ﬁhg%lg% gﬁﬁ%%ﬁ%:%ﬁ? %8“%%3’? Ellrlu 11 §e18 Qrﬁgﬂﬁggﬁﬁea ?’ glg?n%h%tﬁ) to
notify thdomesdest a Qredeyingdpatdd, dvRgreethercolld @ntiing @harea nidehkfier The
.record erasing unit 105 erases the termnal identifier 101 (i.e., the
phone nuniidentifyinge thoirbe drethd habe lstationl ahd Whersin jthe neledtirenic adayidesit i on
time instant, 1D2 (i . e., the time,instant a jch, th hone nunber was
hcqui red. AREhATRetebEn £hs G gl thy Are, FeniRier i AORIRT R ther Soyaanl
server 10Qiapkurservi ce-provision-period tinmer 107 nmeasures the el apsed
time after the tine instant) which was neasured by the

servi ce- provi ai euvsil&htsspeoref thespraéntnibasui@netpigkstthé 4uvatithwhpeh of He:

second identifier-acquisition unit 13 acquired the phone nunber o the
mobi | e t ereseal invesdion, wheteie stepdl) far epawunngdhe deraimal idesdines obthemabile

ULt 3t kb s OB S S 0 B o

acqui red hyrhfiglsecond identifier-acquisition unit 13 fromthe electronic
device 3 with. the termnal identifier 101 stored in the user information
dat abase server, x00. In addition, the authentication unit 15 determ nes
whet her the connecti on i I | ectronic device 3
or not on the basis o t%ﬁﬁ%@@#@ﬁmﬁﬁ nmeasured by the
access- perm sai bl esneri : : : gt

Shone. numbor  vad BB isdhchpBhe Wi BdiPihe orioPP etk A sdtvidt IhE R

el ect r oni aysiewi agolihg anankehboliitertGEehs peadat b4ntioget her with the
termnal identifjer 101) whereby the authenticatign unit 15 ma )

aut henti cat e t hd'iguect o bloa%\ﬁgwam ghowing pases la‘iorméwpe#%ﬁ%%e in the
identifier t CCes 104 i code
10415 o MoHSEICBhioR G, PRARARS svofdin THOIARP fo BE KinbdiBeAEGEER.

di screti oRRkidny invimtRyxenpl i fied method for offering the access codes to
users is distributing scratch cards, on each of which an access code is
printed. In thi Figersed ishe seguencentiggran shovingaBanetvwskyemnneckion sereee t he
nunber defined by the connection service provider as access code
information 108- The authentication unit 15 collates the term nal

identifier 101 and access code 104 which 12



have been acquired fromthe nobile termnal 1 with the access code
information 108 stored in the user information database server 1.00,

t her eby det erm ni ng whet her the connection service should be allowed to the
el ectronic device 3. The connection control unit 16 ceases providing the
connection service to the electronic device 3 on the basis of the

measur ement by the service-provision-period tinmer 107. |If the tinme period
measured by the service-provision periodetinmer 107 has exceeded a
prescribed time period, the connection control unit 16 notifies the

el ectronic device 3 of the remaining available time period, In addition, if
t he remai nprgyidogamedhddadenrding éo thedehbadimeapsed, the connection control

unit 16 can di sconnect the session wi,ith the electronic device 3. Conpection
Servi ce Provi di nijenet hbte Bywidharihendes peerabeng ok e cpupetignggrsasproyiding
connection_service providin t hod .by .t he connection service providing
system hav?eﬁg"(rt f&°k %}éq%fseg?tf%eg?raﬁéture according to the enbodi nent
wi Il be describepighfy ei paf tigr . aFi gig® 3 chiri? SRS GpasHtAMsShQp ngLa

net wor k connection service providing nethod according to the enbodi nent.
First, a wsaneqimn yovicd Prowaingsenvrs scherdinm trethe) eombaidémente uses a nobil e
termnal 1 to initiate a call to the connection-service-providi ng server

10, thereby transmtting the termnal identifier (i.e., the phone nunber

according to the enbgghi g%ﬁﬁ Qﬁwﬁﬁ' NVE
connecti on-servi ce- p§g§ﬁ?%@§ﬁ/ﬂ;§ b;iﬁ% E’e ca eIr numgﬁnoti fication
(S201). The connecODverallStivitare of theiCingcetion BerviddPrwitlihg Syefiete phone

nunber of the mobile termnal 1, and then stores information on the
acqui red phone n¥itbaefarpncette the drawinger smemnbpedisrentiof the present inyetigspild) |

Al t hough tihe ! tyermonal. 1 sends.fthe conriection-service-providin
cerver 10 Tha%RabeE B Top & REBtio GeTainrits aneehpry oSERHRELERRe o
the connecipidiseiyst&R RERU I RUSEhNRlimbAt bEARNESedtQnidiRigal | initiation
fromthe nobile termnal 1. Therefore, the connéction-service-providing
server 10 can ac¥uishewhhén phignee nyntler retwotle inclbdirg tthe neamaketiom\sekviee

cal l er nunber, notification before conpletion of the call connection with

t he robi | @regidingaystem acgordhng tie dhe wresenb Arvantionptramrrisesmebile terrmnalsobi | e

t erm nal en,.S201, .in turn, conngcts the .el ec i.c device 3 Ln the
servi ce aﬁlé%h6%%oqisﬁlés’c’51r$ﬁgrg orey&Fi ?e- Br SUFEleRRy fa‘é%rbafﬁ \?Fsat“frheb* a

Wi rel ess lobhnbaie-diike-proidink@redty 10, Al Adtvaek LhRr RBRRR MR mekild he
nobile termnal, 1 (S203). Additionally, the user uses the electronic

devi ce 3 tterminwde thevith rthectdimrctensenicepnoviding pesery 0, bAdt hewidec@ssa code
printed on the scrgtct} card di st,ributgd at .a shop and .the |ike w.thi Mhe
servi ce ar®iWerk sof4) 1orn o CIBRAEAE o8 er FIREORG Y| dRNItRS sed veM ity ¢

acquired t . : il € termnal 1 and the access code from
t he el ect r%ﬁ?%ﬁg@\%eg@g%ﬁ%‘g%gggg@ﬁg' phone nunber acquired fromthe nobile
termnal x at stERhSROBilaVtédininAE 10i800 Qe MidiBeiicRGaui e torideatad fietied pabk®Nni C

device 3 at step 5203, thereby confirm ng whether they coincides with each
ot her or rstworh3 arshinebideanfos example, proohils phpnseraedbyipusarratiten termipal es

t he access,c uired fromthe.ehkect.ronj evige, 3 .at step S204 with the
access cod8&® Otﬂ%f?(cﬁﬁ?‘i“eoﬂ“%? %rttg?gl}{eb ﬂs?lﬁﬁe%goe&‘ei‘ﬂ%}%ﬁqrﬁn dat abase server
100 (S205). If igachas BRefrofieN i BEBE: t ha t h@nacadbhRfnidioNe WHRDEr $he
coincide with each other and the access code is legitimte and if the tine
span bet weenntdtentdepeice-psivadingzatrwrnilolviz He: whehes iultbessawstiat §locaeed frir om
the nobile terminal 1 and the tine instant,_at which the other .phone nunber
was acqui rieSfIvice Areme: sichasbpher ercpnidic fgcility weing mware&rsém EARGTRY SHS
period th u y Spel.SSi:Rhes i | t he
s haTERE SHAH décﬁgm%. ! gxfe%ﬁ@?z £HH él&t?&hgfigmff?eae,agyoiru]énﬂ‘gaémjoﬁﬁl

connectionsezvice-providing serv I OWs™ pr ovi d ectron
servi ce t quiliaiel 8 PO (PCasIRY DHgital Ass2t), My theklnre, the
connecti on-servi ce-provi ding server 10 ceases providing

The wireless LAN base station 5 is located in the service area € and

communicates with the electronic devices 3 through the above-mentioned wireless
LAN acheme. In order to protect communication between the wireless LAN base

station 5 and the electronic devicea 3 from being eavesdropped by a pseudo wireless



the connection service to the electronic device 3 (S208) if the el apsed
time period neasured by the service-provision-period tinmer 10? has reached
the prescribed tine period, Next, internal operations of the
connection-service-providing server 10 will be described in detail. figure
4 is a flow chart show ng operations of the connection service providing
nmet hod by the connnection-service-providing server 10 according to the
present enbodi nent. 14 The connection-gervice-providing server 10 first
acquires the termnal identifier (i.e., the phone nunber according to the
enbodi ment) o the nobile termnal 1 by the caller nunber notification from
t he nobi | d.AN habeatatibn(7 880Inay Phdomatéd peaotheeteriion agsen 6i 2 epenighiddntifer

server 10 records the acquired, phgne nugber.as . the.termpal jdentjifier.:101
TR The useReh e oieBe D e S Seob a3 = RAGH & AR GERPRES °f he
connection_servi.ce: Us e ' ] : il Fui r of
t he nobi | 5°Perur#1§1§f‘°%1§'t&g£{1ﬁ%e %%%%tgﬁrgﬁﬁgéb\%ﬁ&%?%w iﬁ%hgg?ger 1%%139@
wher eby t IpgiwRINQebdifinser vi ce-providing server 10 acquires fromthe

el ectroni c device 3 the phone nunmber of the nobile termnal 1 (5303). In
turn, the connediheoronectipeeeryicevndvitgng creyear 10 cagqbier tealizpd b ck&s &bde

fromthe elegtronic device 3, and record he access de a he access
code 104 iarﬁ‘pf’ﬁ'ét"ﬂ‘se?"jrl"?ﬁ ofIRTEFS 0‘3; 533“ Ak 13‘0_ i%ﬁes_ﬁ@_ﬁ?‘)glw&ne?hﬁ hat
t he acces%oﬁl%iﬁio}l%%r\'riﬁe-?va'icﬁhgtagﬂreWIBr&ohlibgishe?é 'ﬁrQ@ildeh%ﬁgf-%ﬁlﬁéiti@QZlnﬁﬁﬂf;m) :

Furthernore, the connection-sérvice-providing server 1. | at es the phone
menber of anhidentified-scquésitivmraimetimtant megbirement neitel 22firstofine rdeasuremantai t h
the termnal identifier 101, and collates the access code 10d with the
access cod@iPnpdernd ilentifier-pspiigifion wnisdd #i wavicpprevidiopetaddinginstany
contains an identificati.on, (1:SS.1D or the |ike).fo[ i if Vi

service ardPiRrgpetee %’%@é‘?gﬁ& CHRsALE g‘tepgﬁl)né“f)’ %’ﬁeﬂq}gﬂéntg&hﬂg e 15,
connect i ORGArVerReti@Vedithd vo® M2r 10 can identify from which service area
6 the user accesses, on the basis of the access code 1.D4. The

eonnect i on- ser vilthe- poundctiongesdeaproviding| beywer t K¢ isoworractesh widhyrceawstn t he
el ectronic device 3 at, step S307 if the phone nunber an tge a%cess coge
have been ipoFrmatien d&é&hﬁﬂaiwy%&Q%w%wﬁa%a%ﬂn?qm&w aled; tgtheiuserzpt s306
is "Xes"). (= .hand, if the phone nunmber is not verified or the
access co&g'glggﬁ%g{’lgﬁﬁg%{vt@hate (if the decision at step S306 is "No"), the
connect i on- ser viTgR- fid daitifersREuRitickD undt 17, ivilsich i€ cohestsdRiith teypaklic

t hat the connection service cannot be provided to the el ectronic device 3
(S308). Adutwidngl 2opuinchéhe drmwionl dlendidieyi(pkonsr oumitiengr the like) trongmittdd es
the el ectronic, devige, 3 t.h t he, connection service cannat rovided to
Lhe ol oot R EREROPS el NG BT Ao aREES FEmineh depIaREaLS Fers

i nformati . peration of the
accesa- pe?‘?nr SsSi e@gigg?ga&ah&%?;%%%ﬁ%gﬁgﬁ%gga%%?ﬁgg described | ater.
Next, the conne(or@rRample/ ivienpd adexiung s erobtde tdfmirat dresinithaceld aall tosliant .

at which the phone nunber was_acquired fromthe el ectronic device 3 (i e.,
the tine inhonanumber apsigred toche Srncidentifiensasurizisionawitall, shpmobye forminal

el ectroni V] Q i.dentifi. | Sht 4O [ i | OU
't he usar Ao et MEaBRE0REBERN iiF 1 RO BhidORubhBPANUABERY | 0
period frqnetRbkild ittAnioast By Yidahs t &1 tlse lcwil6€ ritinthers hetifi@rionod Themailrstl07
(S309). If a predetermned tine period has el apsed since the tinme instant
at whi ch tiflentdfonmegqtisitiors eniti te asres) thevphbrteontimbre pé the ombile devnnald. (i f
the decision at step S310 is "Yes"), the caonpnegctiqn-eetvice-providi

server 10 T8RorEed by the icallernimbet SRHEEAE, 2‘21‘3\/{“&5 15 "y 1i"‘ﬂ)"l‘liuli‘ﬂsg@\/i ce
3 (S311). dracpUE Focdided b, & kOU IR (o RRATIOVAIRS RRLDAAE) &hdth e ITHE tériinal
access- per xni aS|% e-pertoa tinmer 8 I'n the connection ‘serviceproviding
server 10.1ddntifdr, mbj e @aoiRe bilosne efieh @8 -apUiMi (lseg Idmsitite Mddulee aduslesarat
step S401 the tinme instant at which the phone nunber of the mpbile term nal
1 was acqutleniifyathesuaes Césibi.momﬁe?ﬂ@ﬁnhhgt insteass pf) the apovsymantigned phane 1. 0
.records inf rrraotg,i n og.the t.i nf i nstant neasured at step S401 as the first
i denti fi ern-“é’EOlEﬁTi ithe BebEe frminat knt 102 in the user information database
server 100 such fihak,eiih j gl il WBSEAUiILS bt [ WAk AQmbt
correlated wit hT: ehféefr ?ndé;#gﬁ?égﬂﬁgﬁﬁ %ﬁq sﬁ%%gbth%ﬁfﬁt E:t'e . i
connect i oressienvd tetlprmobilk tynesslkebefdrdcamelstior of b lkennéchionmé gicstl hetwpered
fromthe tinme instant, at which the phone nunber of the nobile termnal 1
was acquired, using the accees-permssible-period tinmer 1.06 (5403). The
connecti on-aervi ceprovi ding server 10 erases the termnal identifier 101
(the phone nunber) and the ~xrst idexiti"fxer-acquisition tine inatsnt 102
(the tinme instant at which the phone nunber was acquired) at step 5405 if a

N T o o o N - oy



is wth the termnal identifier 101. Advantages and Effects of the
Connection Service Providing System and the Connection Service Providing
Met hod According to the connection service providing systemand the
connection service providing nmethod of the present enbodi nent) the term nal
identifier, i.e., the phone .nunber for identifying the nobile termnal. 1
is acquired by the caller nunber notification fromthe nobile termnal 1
used by the user. Therefore, the user can be identified on the basis of the
user information correlated to the phone nunber snd registered by the
service provider_of the npbile termnal 1. CbnsequentLy accordjing to the

connect i orthe archilectepminal di trd e fissh idpptifiersacaydsitien ivant Lbr iheaelorduf g g
nmet hod, it _is ssi b g i.dentify t pef;son 0 Lke .t 0.US e
connect | o kerl PEEmBre HERURETE tasb e BRI RpE R Rikeha U EE
Ther ef or e pefdre | theC@siiplbfioh AfNEHe ¥al? doRdHlfsB8RR, TR chhfnbhik@idg8e aahobd s
done via the connection service. According to the connection service

provi di ng ssyisled forthe mumbaomtifeation service providing nmethod of the present
enbodi nent, the _electronic device 3 is authenticated on the basis of the
phone nunber acdderiggnByer FRAMETHAR PR NI R MeRYEMANE | WHE dAiTheastireh 1% he
ot her pho . I e j T YR 1.t 43,
bot b of wihh AatEht B BAAE ek 1R BARAPLeA AL st 1 PRI VB wiBihal
addi ti on, iddntiffer@@t)ed fobReE ta¥nehBET, diidetra RANES ihfePmEEHY béehiNdubkdnianetd oved
to the electronic device 3 on the basis of this authentication and the tine
peri od el 4heugerdnfarmation datanseserwntlOfeasur ed by the

access-perm asi Ql.e-periqq tiper 106. .Therefare, . i.nsofar as,the ti, span
Fromtne time i 3 beeRmnd en g aremmisien Bt et Hs AR IRt B e RS 240

send the ' urg;ﬂ; o d [ N iﬂﬁﬂ{e- n bpne “ﬁn‘% 1t
time inst g‘%’%‘g',&g{t q\’/\/m cl a?ﬁ%*%gsggéu@gbéiet he e gc?fr t(gﬁigclﬁdew ctg 't(ﬁi ]s‘e%lc# ?ﬁe
phone nunipeededérnrined nodd fremt dwerdlecttonic déxdeand win theavirelegeLANbaxacktatiome 5.

period, the utilization of the connection service is allowed to the user.
The connediiegifcais iepipraoqsign Sty 43 trangupiptheqreguingd nhone nawphesand

i i he . . i h b
SOt t 1 cat Y plddetdfiined bodd18s RENGHoALHA St fbee' v dE hono nunber
acquired from t peorelspedifi@iiyCtiteydet &f the M6 tHrRALYL 1 PO B bh umber

utilization of connection service by disguising a user or eavesdropping the
phone nunidpcatath thehe auialdledtermivalt hdo rebratronde dovide Bg Thetdiectromia deticard
service providi,ng.systemand the connection_service providing nethod, the
time peri GPPEHH thsiippt phane AitA G0t Areopd idrnttfiesiacqwisitionsinis 18ivig thed t o
t he prede Lhed. 1l r . . L Is (o eport
the phone "Bert et iR RE" TG sebdh R bR poqiBEEy duif 13 3 RRE e RLEP O
service, subitRPof theombild tdrividdll Pfragbmithed fomRRdletroigé dévee gan 6e reduced
al t hough the communi cation is eavesdropped by the pseudo wirel ess LAN base
station 7 whi chThayredeteouineddtodeawhichewidlebe referredda 6. anntaoesdi sndes ds the
canneati an_service,proyi.di syal xna and the wnnecti un service provigi ng
met hod of UHe, FEBURT HeHBR| e fhe PRRSGHAROPRViABTaYieinseetigBatibng dthet e
term nal igaal ichiSmdy Qdntabd) dh RrdaidbnBiBer| SNtk 1 oAl GRS Beof

t he acceas- pcr r$1 ssiuﬂ)zlbé- peri oél tiﬁtgrer 106. E!,%\dd'lgt’i ona??s‘:kﬁtlhegaut hent | catci on
unit 16 detmvice ares @hmet ther witedesschANCbagnstation e Ahosdethplfied hetled dr not
only on the bhasis of whether or not the termnal identifier 101 ie stored
in the us@HTAE SPARAPEHE® Gadetprseeernof thn ersregiien sprdeisoisibytingsaratrhi n

h hent i fatio0; | j . devi inolified while th
nececsary ek e LR, iRl o S Ulad B e bl taf e e3P ol iifip' o

be restri elﬁ@gbrvjﬁegaégﬂb&gt}{@r{E;h;ﬁoﬁg)é}ﬁﬁ?é_i on service providing systemand the
connection service providing nmethod of the present enbodi nent, since

provi di ng t he cd@hacemviesnpmuisivicelafiplinrhigselndorramrondetuié lignoeasedtion t he
basis of the nmeasurenent by the seryice:-provision-period tiner 107, it is
possi bl e 5-18'1(‘03’&2%‘1 ?’@)V?‘l’flhn'é‘et EﬁzgmggHﬁg@fﬁeg'@cg@,sw%u?grI%a%gﬁ:ews@one _
Ut | 22t | QnleleoPEhi OfohAP FAGHAT 13ERAPITLCETRed ity ACiBONapLY: I f

the tinme period aval or the connection crvioe iIe cot r eac t he

access CoSeviderposividn: serttimerihiiane reeisiosrnént] enitC s trhnshlits thd hiezahiiedn
time period of the connection service can be managed for each user

Fur t her noF&e instang do Ehgypeqyinformatiopdafpbase rerves 1§8r vice area 8 distributes
t he scratch cards, each an which the access code is printed) together with
articles for sale and the like that the




|l a shop treats, it is possible to inprove utilization of the shop and to
contribute to pronote sales of. the articles and the |like. According to the
connection service providing systemand the connection service ,providing
nmet hod of the present enbodi ment, since the authentication unit |Ib
authenticates the electronic device 3 on the basis of the area identifier,
c.g., the 1;SS-IDin addition to the termnal i.dentilaere, it is possible
to identify the wirel ess LAN base statiomw 5 with which the electronic
device 3 conmuni cates and thus the service area 6 where the electronic

devi ce 3 access g t he g%nnecti on service. Accordi ng t.o tha nnnnectinn
servi ce prnvidi ng & peentamir g daishARR #ERT 460 verdg bha Phanegnwabioef e t he

present erm,q.@hmrminsih gggﬂ;& & iy ﬁﬁa.tﬁJsfiﬁf&miﬁ#ﬁ%@@ﬁ%w‘1ﬂ991H%@. tihie RGEHHT €S

t he phone nunber of t e‘termnal 1 be conpl etion 'of a connection
of a call ivihivh whemeadided b theideiltifibr acfeistUirliNedakisan dasufaieiarmy 02,ded
for the acquisition. Mdification It is not intended to limt the present

i nventi on &bwhigh Hemhnpesumnbarav anpentirashfromrthermpbile treminsloti anshthentagebe
nodi fi ed as wéll bel descri bed pel‘qv& he service,provider of the connection
service mayrEY stEHN n W aRERReY D or HBifsi AP RN REath RS tAT
service an ; f : J Lnal j .
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unit 11 and {)%f: | D, agquired by the second identifieracquisition unit 13
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general pulekminaddn access, wherein each user can be identified certainly.

The secoud identifier-acquisition time instant 103 is the time instant at
which the second identifier-acquisition unit 13 acquired the terminal identifier 101
and the access code 104 from the electronic device 3.

Furthermcre, the user information database server 100 includes a record
erasing unit 105 (erasing means), an access-permissible-period timer 106 (first timer
means), and = service-provision-period timer 107 {second timer means).

The record erasing unit 105 erases a record in the user information database
server 100 on the basis of the messurement by the access-permissible-period timer
106.

The access-permissible-period timer 106 measures the elapsed time after the

time instant measured by the identifier-gequisition-time-instant measurement unit
12. '



20 CLAIMS 1. A connection service providing systemfor providing a network
connection service for an electronic device used by a user, compriaing:
first identifier acquisition mans which acquires, from a muLile Lerm ual
used by the user, a terminal identifier for identifying the nobile
term.nah first time nmeasurenent neans which neasures a tine instant at
which the first identifier acquisition neans acquired the term nal
identifier a user information database viflich stores the tine instant
measured by the first tinme neasurenent nmeans and the termnal identifier
acquired by the first identifier acquisitign nmeans in such a_. manner that
the time inst antMaFﬁjﬂR%@i FihA aecasaeRTIEB bl Terien tiearAAnafifion tBAEPEes her s
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the first termnal identifier acgluisition neans and stared in the user
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conprising: first.timer means which neasures the tine period el apsed, after
the tine itsninal 1 in thenses infyemetionidatabase senver il89. was aoquired, neasured

Corminal | dent o ey RIBAERERARA BFT IH7 P dnBats ety TR 8% R
nMeasur emenfim@y id#lentBr ®hichi Wils WB3R8red by the service-provision-start-time-instant
measurement unit 14, at which the second identifier-acquisition unit 13 acquired the
phone number of the mobile terminal 1 sent by the user with the electronic device 3.
The authentication unit 15 in the connection-service-providing server 10 aa
shown in Figure 1 collates the phone number of the mobile terminal 1 acquired by
the second identifier-acquisition unit 13 from the electronic device 3 with the
terminal identifier 101 stored in the user information database server 100. In
addition, the authentication unit 15 determines whether the connection service
should be allowed to the electronic device 3 or not on the basis of this colation and
the elapsed time measured by the access-permissible-period timer 106 after the time
instant at which the phone number was acquired from the mobile terminal 1.
Additionally, the electronic device 3 transmits the access code 104 together
with the terminal identifier 101, whereby the authentication unit 15 may
authenticate the electronic device 3 on the basis of the terminal identifier 101 and
the access code 104. As mentioned above, the access code 104 is a number or the
like defined by the connection service provider discretionarily. An exemplified
method for offering the access codea to users is distributing scratch cards, on each of
which an access code ia printed.
In this case, the user information database server 100 stores the number
defined by the connection service provider as access code information 108. The

authentication unit 15 collatea the terminal identifier 101 and access code 104 which



wherein the authentication neans determ nes whether the connection 21
servi ce should be allowed or not on the basis of whether or not the
terminal identifier is stored in the user information database. 3. The
connection service providing systemas recited in claimt, further
conprising second time neasurenent ra,eaus which neasures a tinme instant at
whi ch the connection service for the electronic device started. second

ti mer nmeans which neasures the tinme perildd el apsed after the tune instant
measured by the second tinme measurenent neans; and connection control neans
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i denti fi edisebnidee thofisbidnivithtnablebipbic detiesp| eti on of a connection of a
call fromthe nobile tertniz~al. 7. t1 connection service providing nethod
for providing a network connection 22 service for an electronic device
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A connection service providing method by the conneetion service providing
system having the above-described structure according to the embodiment will be
described hereinafter.

Figure 8 is a sequence diagram. showing & network connection service
providing method according to the embodiment. First, a user who would like to use
the connection service uses a mobile terminal 1 to initiate a call to the
connection-gservice-providing server 10, thereby transmitting the Lerminal identifier
(i.e., the phone number according to the embodiment) of the mobile terminal 1 to the
connection-service'providing server 10 by the caller number notification (8201).

The connection-service-providing server 10 acquires the phone number of
the mobile terminsal 1, and then stores information on the acquired phone number in
the user information database server 100 (S202). Although the mobile terminal 1
sends the connection-service-providing server 10 the phone number of the mabile
terminul 1, il is unnecessary that the conncetion-ocrviee-providing server 10
responds to the call initiation from the maobile terminal ). Therefore, the
connection-service-providing server 10 can acquire the phone number of the mobile
terminal 1 by the caller number notification before completion of the call connection

with the mobile terminal.



identifier for identifying the nobile termnal: step (2) for measuring a
tinme instant at which the termnal identifier was acquired at step (1):
step (3) for storing in a user infornmation database the tine instant
measured at step (2) and the termnal identifier acquired at step (1) in
such a manner that the tine instant and the termnal identifier are
correlated with each other; step (4) for aeqitiring the termnal identifier
fromtho el ectronic devico~ step (5) faxd3authenticating the electronic
device on the basis of the termnal identifier stored in. the user
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phone number acquired from the mobile terminal 1 at step S201 with the phone
number acquired from the electronic device 3 at step 8203, thereby confirming
whether they coincides with each other or not. The conneclivn-service-pruviding
server 10 further collates the access code acquired from the electronic device 3 at step
S204 with the access code information 108 stored in the user information database
server 100 (S205).

If it has been confirmed that the aequired phane numhers eoincide with each
other and the access code is legitimate and if the time span between the time instant
at which the phone number was acquired from the mobile terminal 1 and the time
instant at which the other phone number was acquired from the elecironic device 3 is
within a predetermined time period that can be measured by the
access-permissible-period timer 106, the eonnection‘service-providing server 10
allows providing the connection service to the electronic device 3 (S206).

Furthermore, the connectiom-servies-providing server 10 ceases providing
the connection service to the electronic device 3 (S208) if the elapsed time period
measured by the service-provision-period timer 107 hae reached the prescribed time
perivd.

Next, internal operations of ther connection-service-providing server 10 will
be daseribed in detail. Figure 4 is a flow chart showing operations of the connection
gervice providing method by the connection-service-providing server 10 according to

the present embodiment.



23 the baeis of this neasurenent of the elapsed tine period. 10. The
connection service providing nethod as recited in claim9, wherein a.
predeterm ned code is further acqui xed at step (4) for the authentication)
wherein the el ectronic davice is authenticated on the basis of thc: code in
addition to the Lertttinal identifiers at step (5), and wherein providing
t he connection service for the electronic device is ceased at step (6) on
the basis of the code and the neasurened# by the second tinmer neans. 11.
The connection service providing nmethod as recited in claim 10, wherein the
connection servige i s grgvid ase stati | ocated.in
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The connection-service-providing server 10 allowa the connection service to
the electronic device 3 at step S307 if the phone number and the access code have
been verified according to the collation (if the decision at step S306 is "Yes"). On the
other hand, if the phone number is not verified or the access code is not legitimate (if
the decision at step 5306 ia "No", the connection-service'providing server 10 notifies
the electronic device 3 that Lhe connection service cannot be provided to the
electronic device 3 (S308). Additionally, the connection-service-providing server 10
notifies the electronic device 3 that the connection service cannot be provided to the
electronic device 3 when the terminal identifier 101 in the user information database

server 100 has been erased by an operation of the access-permissible-period timer
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Next, the conneetion-service-providing server 10 reenrda the time instant. at
which the phone number was acquired from the electronic device 3 (i.e., the time
instant at which the connection service was allowed to the electronic device 3) as the
second identifier acquisition time instant 103 in the user information database
server 100, and measures the elapsed time period from this time instant with the
service-provision-period timer 107 (S309).

If a predetermined time period has elapsed since the time instant at which
the ecomnection service was allowed to the electronic device 3 (if the decision at step -
S310 is "Yes"), the conmection-service-providing server 10 ceases providing the
connection service to the electronic deviee 3 (S311).

Figure 5 is a flow chart showing aperations related to the
access-permissible-period timer 106 in the connection-service-providing server 10.

First, the connection-service-providing server 10 measures at step S401 the
time instant at which the phone number of the mobile terminal 1 was acquired at
step 5301, The connection-service-providing server 10 records information on the
time inatant measured at step S401 as the first identifier-acquisition time instant
102 in the wuser information database gerver 100 such that the first
identifier-acquisition lime iustant 102 is correlated with the terminal identificr 101
(8402).

Then, the connection-service-providing server 10 measures the time period
elapsed from the time instant, at which the phone number of the mobile terminal 1
was acquired, using the access-permissible-period timex 106 (54083).

The connection-service-providing server 10 erases the terminal identifier
101 {the phone number) and the first identifier-acquigition time instant 102 (the time
inatant at which the phone number was acquired) at step 8405 if a pradatermined
time period has elapsed since the time instant at which the phone number of the
mobile terminal 1 was acquired Gf the decision at step $404 is "Yes"). If the access
code 104 haas been also recorded such that it is correlated with the lerminal identifier

101, the connection-service-providing server 10 erases the access code 104 together
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with the terminal identifier 101,

Advantages and Effects of the Connection Service Providing System

and the Connection Service Providing Methad

According to the connection service providing system and the conncction
service providing method of the present embodiment, the terminal identifier, i.e., the
phone number for identifying the mohbile terminal 1 is acquired by the caller number
notification from the mobile terminal 1 used by the user. Therefore, the user can be
identified on the basis of the user information correlated to the phone number and
registered by the service provider of the mobile terminal 1.

Consequently, according to the connection service providing system and the
connection service providing method, it is possible to identify the person who would
like to use the connection service but does not subscribe to the connection service.
Therefore, it is easy to identify a tortfeasor and the like when a tort is done via the
connection service.

Accordinp to the connection service providing system and tha connection
service providing method of the present embodiment, the electronic device 8 is
authenticated on the basis of the phone number acquired by the first
identifier-acquigition unit 1l and the other phone number acquired by the secoumd
identifier-acquisition unit 13, both of which are stored in the user information
database server 100. In addition, it is determined whether the connection service
should be allowed to the electronic device 3 on the basis of this authentication and
the time poriod elapsed after the time inatant measured by the
access-permissible-period timer 106,

Therefore, insofar as the time span from the time instant, at which the user
uved Lhe mobile terminal 1 to send the caller number notification indicating the
phone number, to the tir..ne inatant, at which the user used the electronic device 3 to
send the phone number of the mobile terminal 1, is within a predetermined time
period, the utilization of the connection service is allowed to the user. The

connection-gservice*providing server 10 provides the connection service only if the
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surreptitious utilization of connection service by disguising a user or eaveldroppmg
the phone number can be reduced.

Furthermore, according to the connection service providing system and the
connection service providing method, the time period permissible for providing the
connection service is limited to the predetermined time period. In addition, since it
is necessary to report the phone number with the mobile terminal 1 in order to use
the connection service, surreptitious utilization of the connection serviee can be
reduced although the communication is eavesdropped by the pseudo wireless LAN
hase station 7 which may be located near the service area 6.

According to the connection service providing system and the cunnecilion
service providing method of the present embodiment, the record erasing unit 105
erases the terminal identifier 101 in the terminal identifier 101 on the basis of the
access-permisgsible-period timer 106. Additionally, the authentication umit 16
determinas whether the conneetion service shanld he allawad or nat only on the basis
of whether or not the terminal identifier 101 is stored in the user information
database 100. Therefore, the process involved in the authentication of the electronic
device 3 can be simplified while the necessacy storage capacity of the user
information database server 100 can be restricted.

According to the connection service providing system and the connection
service providing method of the present embodiment, since providing the connection
service for the electronic device is ceased on the basis of the measurement by the
service-provision-period timer 107, it is possible to ceage providing the connection
service for a user whose utilization time period has reached a predetermined limit.

Additionally, if the time period available for the conncotion service ie eet for
each of the access codes transmitted from the electronic devices 3, the utilization
time period of the connection service can be managed for each user. Furthermore, if
the shop or the like within the service area 6 distributes the scratch cards, each on

which the access code is printed, together with articles for sale and the like that the
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promotc salcs of the articles and the like,
| According to the connection service providing system and the connection
service providing method of the present embodiment, since the authentication unit
15 authenticates the electronic device 3 on the basis of the area identifier, c.g., the
ESS-ID in addition to the terminal identifiers, it is possible to identify the wireless
LAN base station § with which the electronic device 3 communicates and thus the
service area 6 where the electronic device 3 access to the connection service.
According to the cannection service providing system and the connection
gservice providing method of the present embodiment, since the first
identifier-acquigition unit 11 acquires the phone number of the mobile terminal 1
before completion of a connection of a call from the mobile terminal 1, the

communication fee can be avoided for the acquisition.

Modifieation

It is not intended to limit the present invention ta the ahnve-deseribed
embodiment. Rather, the embodiment may be modified as will be deseribed below.

The service provider of the connection service may regiater in advance an ID
for using the network connection service and the phone nmumber of the mobile
terminal 1 in the user information database server 100 in such a manner that the ID
and the phone number are correlated to each other. In this case, the user of the
connection service should register the phone number of the mobile terminal 1 that
the user uses hefore he/she uses the connection service in the service area 6.

Next, the phone number of the mobile terminal 1 acquired by the first
identifier-acquisition unit 11 and the ID acquired by the second identifier-acquisition
unit 13 from the electronic device 3 are collated with the corrclotion registered
previously. If the combination of the phone number of the mobile texminal acquired
by the first identifier-scquisition unit 11 and the ID acquired by the second
identifier-acquisition vunit 13 coincides with the correlation registered previously in

the user information database 100, the user is allowed to use the connection service.
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terminal 1 and transmiasion of the ID by the cleetronie device 3 are necessary for
using the connection service. Therefore, surreptitious utilization of the connection
service due to eavesdropping with the pseudo wireless LAN base station 7 and so on

may further be reduced.

 INDUSTRIAL APPLICABILITY
As has been described above, by virtue of the present invention, there is -
provided a eystem and a method for providing a network connection service ugsed in a
location where the general public can access, wherein each user can be identified

certainly.
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CLAIMS

1. A connection service providing system for providing a network connection
service for an electronic device used by a user, comprising:

first identifier acquisition meuns which acguires, feosn o mobile terminal
used hy the user, a terminal identifier for identifying the mobile terminal;

first time measurement means which measures a time instant at which the
first identifier acquisition meana acquired the terminal identifiex;

a user information database which atares tha time instant measured hy the
first time measurement means and the terminal identifier acquired by the first
identifier acquisition means in such a manner that the time instant and the terminal
identifier are correlated wicth each other;

second identifier acquisition means which acquires the terminal identifier
from the electronic deviee: and

authentication means which authenticates the electronic device on the basis
of the terminal identiﬁnr acquired by the firat terminal identifier acquisition means
and stored in the user information database and the other terminal identifier
acquired by the second identifier acquisition means, the authentication means
determining, on the basis of this nuihenlivation and a time period elapsed aftexr the
time instant measured by the first tilﬁe measurement means, whether the

connection service should he allowed to the electronic device or not.

2. The connection service providing system as recited in claim 1, further
comprising:

first timer means which messures the time period elapsed after the time
instant, at which the terminal identifier wne acquired, messured by the first time
meagsurement means, and

eraging means which erases the terminal identifier in the user information
database on the bagis of the measurement by the first timer means,

wherein the authentication means determines whether the connection
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service should be allowed or not on the basis of whether or not the terminal identifier

is stored in the user information databsasc.

3. The connection service providing system as recited in claim 1, further
comprising:

second time measurement means which measures a time instant at which
the connection service for the elestronic device started;

second timer means which measures the time period elapsed after the time
instant measured by the second time measurement means; and |

connection control means which ceases‘ providing the connection service for

the electronic device on the basis of the measurement by the second timer means.

4. The connection service providing system aa recited in claim 3, wherein the
second identifier acquisition means further acquires a predetermined code from the
electronic device, wherein the authentication means authenticates the electronic
device on the basia of the code in addition to the terminal identifiers, and wherein the
connection control means ceases providing the connection service for the electronic

device on the basis of the code and the measurement by the second timer means.

b. The connection service providing system as recited in claim 4, wherein the
connection service is provided via a base station located in a predetermined ares,
wherein the code contains an area identifier identitying the area or the base station,

and whoerein the authentication means authenticates the electronie device on the

basis of the area identifier in addition to the terminal identifiers.
G. The venneclion service providing system as rccited in olaim 1, wherein the
first identifier acquisition means acquires the terminal identifier of the mobile

terminal before completion of a connection of a call from the mobile terminal.

7. A connection service providing method for providing a network connection
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gervice for an electronic device used by & user, comprising:

step (1) for acquiring, from a mobile torminal uscd by the uacr, a terminal |
identifier for identifying the mobile terminal;

step (2) for measuring a time instant at which the terminal identifier was
acquired at step (1);

step (3) for storing in a vser information database the time instant measured
at step (2) and the terminal identifier aequired at step (1) in such a manner that the
time instant and the terminal identifier are correlated with each other;

atep (4) for acquiring the terminal identifier from the elactronic device;

step (5) for authenticating the electronic device on the basis of the terminal
identifier stored in the user information datzbase and the other terminal identifier
acquired at step (4), and for determining, on the basis of this authentication and a
time period elapsed after the time instant measured at step (2), whether the

connection service should be allowed to the electronic device or not,

8. The connection service providing method as recited in claim 7, further
comprising:

a step for measuring the time period elapsed after the time instant, at which
the terminal identifier was ucquired, measured ai step (2), aud for erasing the
terminal identifier in the user information database on the basis of the measurement
of the time period,

wherein it is determined at step (5) whether the connection service should be
allawed ar not on the hasis of whether or not the terminal identifier is stored in the

user information database.

9, The connection service providing method as recited in claim 7, further
comprising: _

atep (6) for measuring a time instant at which the terminal identifier was
acquired at step (4), for measuring the time period elapsed after this measured time

instant, and for ceasing providing the connection service for the electronic device on
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the basis of thia measureament of the elapsed time period.

10. The connection service providing method as recited in claim 9, wherein a
predetermined code is further acquired at step (4) for the authentication, wherein the
electronie device is authenticated on the basis of the code in addition to the terminul
identifiers at step (5), and wherein providing the connection service for the electronic
device is ceased at step (6) on the basis of the code and the measurement by the

second timer means.

11. The connection service providing method as recited in claim 10, wherein the
connection service is provided via a base station located in a predetermined area,
wherein the code contains an arey idenlilier identifying the area or the hase station,
and wherein the electronic device is authenticated on the basis of the area identifier

in addition to the terminal identifiers.

12. The eonnection service providing methnd as recited in claim 7, wherein step
(1) for aequiring the terminal identifier of the mobile terminal is executed before

completion of a connection of a call from the mobile terminal.



