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‘present invention relates to a systemfor using digital contents, such as
i mges, video and audi o, that have been distributed via conmunication, a

broadcast, etc., and in particular relates to control over tmmmmmmwmm
contents when contents are witten onto an external storage wmm
BACKCGROUND ART In recent years, systens in which digital contentsgs;guch as
nmusi ¢, video, inages, and ganmes, are distributed via the Internet or a

digital broadcast and then used hpSTREPIEGN he | npl enent at %ﬂw‘z,maﬂe.

As can be understood fromthe patent docunents #1 to #3 |i st u”{ma
conventional content using SBNEENTaUSINEnSYSTHEMhas been di a
a broadcast is bound to a network so that the content can be shatcégozni t hi n
the network and used. Here, the 20 "binding" of a content to a network
refers tyECHNTICALOFIFIMDE only authorized termnals on the network are
able to use the content. Putting this another way, if a content is bound to
the fetwork, elBR Preaeatsmuemiionnsalat@snsei acaystem dar usingrhigitald to

t he net h i i) t I .1 he t .

Addi ti o\rll\g{’h;t/,eﬁrf’ agggmcon% ewpétgr{gg h\g@egjgeﬁn?guﬁgaﬁéf at"ri%{]v\gg&el sb%%\r}ed to

anot her digtmibleted evien nahsrmumilchitiorot hebroaticask, wttl, aad he pitéchlaruse

the content. As one ex | e, Wnen a content that has been encrypted and

then di stelasgsde Fenitﬁ%aﬂgveat £t 6s@ afamiantiswhemsontaake afs WEithepk)

the cont gRkoCAR %@té‘?\‘ﬂ]d%lf&atgﬂ?n’?@@jw by having term nals on the network
e nt w tho

use the encrypt conte ut “conversion and by converting the
encriypti on of the encryption key 1 for the content. Here, "converting the

encryptign r a cess where the encryption key for the content is
re-encr y%ﬁi@ﬁr@umeﬁgﬁptl on key (hereinafter called a "network key")
that has been phafeate ) yid¥ s edySemsnimdyRGe digitd1eBoAtEARS £8L dHals has

been bound to the network is used, an appliance on the network that stores
t he net wBlWSie\Vidge,iseagnrs, and gamesnore dsyribvitescyimthedatesnesmr

cont ent - Sraichbet BRORBTRE BRI isF ¥R VG Faacen ik IMBICRIEY R e,

hand,5 ansta@gél ance that does not store the network key cannot decrypt the
content encryption keé and so is unable to decrypt the encrypted content.

Wth the conteff €@NnBesyBdersterdciionadthe RAEHadanumsniRetils te1#80 #3
:c' sted bﬁg]?é\ﬂ Bé v 2t %ﬁoﬂ%dti@i’ﬁéﬁeaﬂ'ﬂeh%s"iﬁ\%§§9€%ﬁf & WHeht B
ol | ows. ce t S to a ne rk, thé

a conten as been boun generation o
copi es ohas beenedistriblutéd ianaebrozdcagpis dokes to ashetwgekiedithatsuch
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applz@ncepindig 26 f e ontenti e aexefibek Hé@?@ct'éc_ﬁ)céﬂi@it?@ﬁt\ﬁﬁéré?lﬂéli 5' ted.

Pat ent Docunent” #1 Japanese Lai d- Qpen Patent Application No, 11-3
Pat ent Da&iihefizes teyminalspesi theanetwosk ape abbkydolssepthenconbentent #3

Putting this another way, if a content is bound to the network, even

if a different, non-authorized terminal is connected to the network,

such terminal will not be able to use the content. Additionally, if a

25 content that has been bound to a network is moved to another

network, terminals on this other network will not be able to use the
content.

As one example, when a content that has been encrypted and

then distributed is imported into a network (such as a home

30 network), the content can be bound to the network by having

terminals on the network use the encrypted content without

conversion and by converting the encryption of the encryption key



The specification of USP 6,016,348 Wth the background art |isted above, in
reality it is not 30 possible to wite a content outside the network with
the content in a state where the content is not bound to the network. In
spite of this, there are demands fromusers who wish to wite ("nove" or 2
"export") a content that has been bound to the network to an external

st orage nedi um such as a DVD-RAM D-VHS, an SD (Secure Digital) Card, etc.,
and then use the content. In this way, there is the probl emthat

convent i I n usi ys& o..not .consider the witing of unbound
cont ent S?&Sotl'g eéﬁﬁg%ﬁté tolqgﬁéi sfS%"’SKgrUEQr t&@m&ﬁ{bgyo%ggpi béﬁ{r%gh%\;& aN t h
such conpeocessalyviris the, epceppitfon tkawrfdoere! | f&- in
an unbou‘rzl)g,state, t here woul d gg t he réi!‘gk of it @B‘gﬁﬁ%ﬁﬁ\ggsf%?f@%& an

unl i mi t eYSHIRHLRP BNCEVRFION Key Hbegsipaftericadeh ast' bednwntediey ") Thhat | eads
to probl g Heesr ShadeBoBH IHLndRb AL 1hodd{8hckhe content. The present

i nvention was concelved I'n Vi ew above problens with the background

art, @nd has aWhepeztcorftentovhat e s beer dotung itogtisy Setw b PRtisnig¥d des,
for contents that have been 15 bggt;nd to.a network, a favorable bal ance
bet wveen PReARBNANGE PRENG RetyodaERat stares kbeapetwornkdie i smmusedine
providin r 0 td Oy, i i eH1O VAR ) j ect
of the prgggg%tﬂ P%S@r??ko%égoﬂd;;agvcﬁg?ta%n e'fltt uséﬂgf‘gé@penm afhggmo%ér ovi de
i 0 suffibeem reoppcrghtedrandcthen ubel theaeafyptegl don teertaafergptieher s

regardin h (tin f _contents, which have been bound to a network, onto

a sporagge&eg?mé%‘%(ﬁ&%wtﬁ%ﬁ NTFON 25 The stated object can be

achilgved by a oenttéd otHerd Hasdemnahnappldhée Cﬂmtefaoé§.Hé€ds%}eg. wor k
in

to which a plurality of apparatuses are connected, conprising: a I ng
uni t t hahetwaiikoleyegainnal dessyptoblae ocontenplanciyptjonf keypanat seets and

i's opera i k by putting the content in 3o
a state \%@rbggo% %‘%&f’%‘gﬁ gﬁ]csré@)ttg%fe{:ﬁ@tt\é’g\&mm can use the content; an

I D i ssuing uni Withathes qumbdrtedusim gt sy s sordesdribbe Rhundld tyagdnt
apparatuses and is g er abl gotl_o issue a content ID that 3 corresponds to
the cont 8REUWRNENTH % pERn# b lisiedy betevwni Hinikations are bnmosedmon ddeini t

t haty g i t f I | t i
operab e pa0e B qontlinesCas rotfiv e,  Afich dstrirefy bad MR b3EIA TS 4, an
unbound Beiwerka thet geperatton haf cepiesprafviadednterdt almhsthene 9terithe

I it d i ble t i t he,. nt that h b
but 1 SECEYBERAL RaSBD BiSrade R B rotrhdhe fard A SR GG Eade E um o
tabl e unhetiwork issunliaviteedfdmsath! eaed iRResitd m\é?JéJfﬁ’éidéthaofs seawcft uses

and is operable to store a table show ng the content 1D of the conten

0 the network. However, the number of network appliances that
20 may use (for example, reproduce) the content is limited.
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25 The specification of USP 5,878,135
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The specification of USP 6,016,348

With the background art listed above, in reality it is not

30 possible to write a content outside the network with the content in a
state where the content is not bound to the network. In spite of
this, there are demands from users who wish to write (*"move” or



lo witten by the witing unit; and a suppressing unit that is provided in
at least one of the plurality of apparatuses and is operable to obtain the
content ID of the content to be witten by the witing unit and to suppress
witing of the content by the witing unit based on a content of the table.
i5 Wth the above construction, each content that is bound to the network
is assigned a content ID, and is managed using the witing table for
contents, so that the unlimted witing of contents by the witing unit can

c at the d | i
cont onts SREORST ouran i 1AL DoBRCREH | A MRk b En o i

i s possi Bkéerpakatdragemnedipmosech ashe RYPHRAM, DfVIAS;@nt 6M (Seicuee
sati sfyi t.h mands, of indiyidual usgers wh jsh to wite a content that
has beentgm)gga'ﬁ'hg%"n%? t:ﬁ(erbMS@ iﬁgt%‘?'& dium so that it is
possible to stihkehia hauoretd e b@lmgﬁéﬁléﬁﬁf&ﬁa{t@ceﬁgfe:dg%hag Aritert

f
users regardi ng 25 personal use and of the copyright holder. Here, the
suppressHgiNareXstesnspde and e considesithe myitiog efitunipound nententensot o be

witten th | tin el el O ) 0 .5 C ent |1 D has not
been al rgﬁﬁy”ﬁé‘é%‘? ggdglak'i@{fy]etl'\eagsg? Q%@%@ﬁ% e‘ﬁ%'&}rﬁﬁgg %)ﬁév abl e wi t hout
suppressi ng t hwithi suob ednveatfhglosyeténty, ebenwifi it Dereipossabik it
suppress the Wl,czgllg'&%[n()f .the content by the witing unit if the_ obtained
content WH't& & G i &k unpendsStatg, Bhere Wewlé kedde disk @f 1t the

cont ent il ﬁf‘ﬂgg i I [ [ esses
t he writlb%héfﬁéig%g%ﬁﬁan yatrﬂgh\ﬁ}ﬁ??{ti%?gﬁﬂm?tér?g%@?% etwic{q@% each
contkht bwtohsteragéenmendiia. c@hiddepdsntot prioblermsandgahdingrobpprigdet f or
the 5 secong %)E.rre ?nv\&%bds. HFre the suppressing unit is operable to obtain
the cont BRPLEEFIGN [@e tASNERAFERY be written by the witing unit, to add, if
the obtained c lRAtS i i i liey, \Ai t gk pe t ent
IDto the tabl Zhgd@r'?ls!adats”g@%ﬂﬁbbgf%g Swé]?lﬁggl\{)e;d)tlﬁ‘e thw?iﬁt ?ﬁg%ﬁi tQPeg/%d lo
t o suppr Bseblemswithridepackgnatind agtuaind hiast ae objedtnefiproridintg @D i s

present | t a er_of. witegs has ,reach redeterm ned
P mum Smsant BFirfo SstalB, BREE e s o HBheeiRoEanR JRhNe: b

suppressedurie by id imstvoyrk e Wavbiradlenbslanen béeveent eRt tbnfliclhgsent
inthe i5 table and the nunmber of wites has reached a naxi mum nunber, so

that wiiM$ By satésiming Hie @have dsafedpanandseandi providingagerysigdhthe
maxi mum gyg‘gg& b}y, each content and prohibited when the range is exceeded.
One val ue my Ee set in advance as the maxi mum nunber, or the maxi num
nunber nmay be Petting #vish dmthert embdy, sit tibadnt b jedtanfe thet wmessdrite
conflicting aiJrs. of users.and the copyright hol der can be set flexibly.
Her e, théng?ﬂh'ior{b tehi Prpg"il%eﬁaﬁloé‘t@(g%bi NgheS¥IRBnthal CRE RANYAEE by

encrypt i BafAcramMt eBbyeyht ProBeefivhl Wwhgld QSti%??rr?@fthléSdlé‘ﬁmana@fowé%&ey
that is shared in advance with the plurali t¥| 0
regarding the writing of contents, which have been bound to a

network, onto a storage medium.

DISCLOSURE OF THE INVENTION

25 The stated object can be achieved by a content using system
in which a content is used on a network to which a plurality of
apparatuses are connected, comprising: a binding unit that is
provided in at least one of the plurality of apparatuses and is
operable to bind the content to the network by putting the content in

30 a state where only the apparatuses on the network can use the
content; an ID issuing unit that is provided in at least one of the
plurality of apparatuses and is operable to issue a content ID that



25 apparatuses. Wth the above construction, it is not necessary to _
re-encrypt the content itself using the network key, so that the processing
| oad of binding a content can be reduced. Here, the plurality of

apparat uses include one content 3o inporting apparatus and at |east one
content using apparatus, the content inporting apparatus includes the
binding unit and the ID issuing unit, and each of the content using
apparatuses includes the 5 table unit, the bind renoving unit, the

It ' ' it. Wth th t tion, th
LS, HBhes BB Rge B AL hastbenis A R brd B St
can be censd rahedviy Uit HEnisCprolIERed ihnst RS Bhiesor fRY p Al Whi o

is present on the network. Here, e content using apparat uses
i ncl ude: Of appafrgtusesinandojseiogigrahle hotpay, theaortant thabasabebaen

f [ ti.ng.unit. ..oth tent using apparatuses of at. |east
Phe i o carond BFchE HiRgiNE da it 8b. i Breic. P et o SURBHTRO A sda tsior o
in tie tphbeidedt imhed Rawtt idrieabf athd Spl_r&%eﬁltye%ff ragiaa’:r%%?%fs GHY et
usi ng appar at T Wth the above construction, the content of the table can
be easi | p@&ég’ e donwrite the gomtentithat bas herrmutus the appoundsstaten 15

t he net K : LIS Y. I_.n es _one,content.. i rting
e et VB KR ARG D E, SSCR e B R sSRRE SN

i npor ti nip gMEvideds innat Udastt baebomiding plﬂllrblitghéflé:bpéﬁa‘tdﬁbé”ﬁﬁd ishe
table unit ang&t he suppr essi ngllunlt, and each 20 of the content using

appar at uSR&ErA ‘Futéféss € Bi fd %M@Wéngnm?. eantent 1pief ddeumantent: h t he
Gona,; Wttt bTthe WriRfs Whtie Giidla SUBoteRs 18, Pt IS droyifBd i g

of writiiy atatedst e coft rtheequUnatityekQ:foawaraiﬁsie@pahtd ng @Déﬁéb{eﬂ&o 0|n| y
f Leh. t th t . .Each content using apparatus_only

needs t cOBERrb BT ENT PR LTS AT En VP BROVELBRCBEIthS DITANGriBHe

cont ent aMRIOtd iU PIRRA riein g Bf tebd c%@éaggtwrtth% M‘Pﬂiﬁgcﬁﬁﬁf B%s%?ihégad for

I ndi vi dual content i nporting  apparatuses. he content using net and
content As¢RtenbefdMetable. present invention have the same construction,

openation and gfifgclise %60858095%&?89, WP cdhtent that is bound to

the network is assigned a content ID, and is managed using the
writing table for contents, so that the unlimited writing of contents
by the writing unit can be suppressed. That is, the writing of
contents in a state where the contents are not bound to the network
20 can be limited. Asone example, it is possible to sufficiently protect
the copyright of a content while satisfying the demands of individual
users who wish to write a content that has been bound to a home
network onto a storage medium, so that it is possible to strike a
favorable balance between the conflicting aims of users regarding

25 personal use and of the copyright holder.
Here, the suppressing unit is operable to obtain the content
ID of the content to be written by the writing unit, to add, if the
obtained content ID has not been already recorded in the table, the
content ID to the table without suppressing the writing of the
30 content by the writing unit, and to suppress the writing of the

content by the writing unit if the obtained content ID is present in
the table.



BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 shows the overall construction of
a content using 5 system according to the enbodi nents of the present
invention. FIG 2 shows the overall construction of a content using system
according to the enbodi nents of the present invention. FIG 3 is a
functional block diagram show ng the constructions of a content inporting
apparatus and a content using apparatus 1o according to the first

enbodi ment. FIG 4 shows the conposition of the ECM section and the ECM

according to t [ g;tm;g o t t e
noved cont ent Wst‘ gc%or Ing to t%tﬂcl%rosr? Zﬁbtcl)‘?j? PS?Eé’ng@f?dsoglPéagk}

f | onchar prehewntrig tive tadeethei spppresging mn*et&tﬁpttdrssemnlnenlvrntim@rdf ng
appar at u accordlrﬂ_gb\ﬁ(% t he first e odlﬂ%r*:t Fl G is_a flowhart show ng

the cont ERE GRANYS Be WLt YRl the W'Qﬁ‘&a95€9§ha%%m?%nh Yto the
first emppdi WeRingFliffit 8ahsba pepMfib@d orhewiaHy tth%rF@%ﬁu”ltJlt@’dOF&d‘ﬂﬁbng

process 20 of the content using apparatus according t
enbod neAECORIAGLiNgE enwandsachart showi ng the generation of scranbl e | Ds

i ng appar at uliXEe ot apRAydsHng; PBR s e et e S oitiia

show ng meomﬁ@ dcﬂﬂlerm D@OBQSWertehhbyZ’éhéOWﬁ’Ftnﬁ ughig BPRAIAL ¥5 the
according to the first enmbodiment. FIG is a funct i onal bl ock di agram

showi ng PRéatnediGarieinEDds nm@pceﬁeahﬂn.tﬂmmb@ H®abiainedmontent
£ ovenar FOLRRARAIAL A 4o Bnbifbaf of AR T b T Ing Miligegn®

per fi) medo stpyeerss beeoonitimg hysting vanippiqusiest tise wblialaedocé heesetbnd

enbodi nent. FIG 13 shows. t osition of the noved content |ISt of a7
first coft &€ W%dnagﬁﬁr S@E&rﬁ:’& rEhegntpkeE QEwWriesnBag reached @ 14

shows t hereg@Rashtind %akhﬁurfﬁvﬁgn%&t ent list of a second content using
apparatus according to the second odinent. 5 FIG 15 shows the wite

synchr oni zat i oWithfdrerabicsre aoostiekjone thl@esepmedsmgmmnmmtppnéﬁeQG i s

S port 1 noNBwEled S5V 3HERRIBH dffie WBeiD 5Tt 180s: BfegeRt fhbe ni o
embor mefabld @rfd Ehelduphions otfhﬁrift@@iﬂ?éstr'e%ft%éﬁ at Hﬁaﬂ'}»ﬁuﬁﬁl%mﬁqbtéw S0

content _id descriptor in which the content IDis witten according to the
third enbBafiuhitinglty the Ms'lanfg sdh£an Heowergn ithed cwithint ai rayvgeioly

Grmboai menne reX YT, nlFRBRE! R SR Rty AR I Mol i the

accor di nganget tis exicetdedodi One .vAU@ rAdYi Sb@ §ebwirhaadvahowi Ia@ tth%
content witin rocess of the content usin aratus accordi
third enbdax g{rﬁ number, or Eh& Maximum Wumber may be set Ipogr eac
20 content, so that the balance between the conflicting aims of users
and the copyright holder can be set flexibly.

Here, the binding unit is operable to bind the content to the
network by encrypting a content key for decrypting the content
using a network key that is shared in advance with the plurality of

25 apparatuses.

With the above construction, it is not necessary to re-encrypt
the content itself using the network key, so that the processing load
of binding a content can be reduced.

Here, the plurality of apparatuses include one content

30 importing apparatus and at least one content using apparatus, the
content importing apparatus includes the binding unit and the ID
issuing unit, and each of the content using apparatuses includes the



20 FIG 21 is a functional block diagram show ng the constructions of the
content inporting apparatus and the content using apparatus according to
the third enbodinment. FIG 22 is a flowhart showi ng the content witing
process of the content using apparatus according to the fourth enbodi nent.
25 FIG 23 is a flowhart show ng the noved content |ist synchronization
process perfornmed between the content inporting apparatus and the content
usi ng apparatus according to the fourth enbodinment. FIG 24 is a functional

bl ock di m showi t he. 3p constructions of the content inportin
appar at uggéﬁ?d Fﬂét'cg%teeg?”’lﬁi REMIY At UBitac thediwgitingt wait, fand the
enbodi ne i ygita fl owchart showi ng the content inporting process 8
8t
PQEFGS“’?& Ugits

of the conten i_nﬁortl ng apparatus according to the fifth enbodi nent. FIG
26 is a flowchWithdihewahgveneonstitections ithenprecessing fir the bindingtofusi ng

i he fifth enbpdi . 5_FI G 7 i f i |
oPPe S A Phé et tatlgROP R CEtent 1D R n e Ichmnan thatadra: at us.
the @ontEmé deritethtoiPRPOREVY appfratas! %ﬂgc&ﬂ@ ﬁmﬁﬁaa S et o8 thg the

sixth enbodinent. FIG 28 i's a flowhart Show ng the content wiie process
of io thBEEW®Kat using apparatus and the recording apparatus according to

t he si xth enbodingnt E FOR. CARRYI NG THE. PRESENT | NTI ON
Fi rst Enbodi meﬂ?lirlas 'T’Hg gqul}%g%%r CHpAATAYISES; Efé’rﬂ;RE&rnéHF‘\l%/gei hé
present hotégingrunit dperableitohnoeffgr enkent 8 whte2hbacheendparidigned G 1

shows tnﬁ O\ﬁ%m |..constructi Bn of a content using system 1 according to the
first enBY¥dHRMWIiLNG MNiE, 8LBRr coNteRt dsingrapppsa sraf atilegstybeem

ophncconenfD Caild BB LRt Whit Speradle BORARRE SeRRIESoREd 1 i s
conposedirothe tabdeamitiwhent a mptifipatitnuis t@0elved fiomrahdthericHt®nta

st or age agloar at us 90t{ a plurality of content using apparatuses 110-1,
110-2, 149'"P qRRArakUBt  use contents, and a network 120 that connects

t hese 25 appli A} ?;ﬁgl i [~ N i nt ent
froma br oadcag“:l?/\;\{;‘ee g(r? bi %ﬁthgegm’eﬁ%é% edﬁgﬁ\%g‘ﬂqg@ R&/ﬁm be
decr ypt i @@sdvonasie gocmateht irk @y plufalitynof @onteatt Usin g dgpatatusest oan

encrypt i f the content (hereinafter called the "content 30 key")
and 1r%e- e%gﬁﬁ%gﬁfhe content key information using an encryption key

(hereinafter ddered the "oehtenk kesihg t Besktdas beenEEar /fthd N cyhtaMke on
the network 1 isis to sa t he content 9 i nporting apparatus 100

"convert'@PHéﬁg‘&I@hllﬂgﬁﬁﬁt%"aﬂ@ aloleast RBE iGENtient iusingaa ppratuspl e,
2SS ounwhierkl it cobfterRhBortiY L g M AR Phb DRUIREEURTE' TOP
the ID issuing unit, the table unit and the suppressing unit, and each
20 of the content using apparatuses includes the bind removing unit,
and the writing unit.
With the above construction, the processing for the binding of
a content, the generation of a content ID, the managing of the table,
and the suppressing of writing can be concentrated in the content
25 importing apparatus, only one of which is present on the network.
Each content using apparatus only needs to perform writes in
accordance with the suppressing unit in the content importing
apparatus, so that managing the table creates no load for individual
content importing apparatuses.
30 The content using method and content using program of the
present invention have the same construction, operation and effects
as those described above.



5 broadcasts and perforns a process that (i) receives a content subject to
-access control according to CAS (Conditional Access System and an
encrypted ECM (Entitl ement Control Message) that includes the content key
as access key information, (ii) reconstructs the ECM section, (iii)
“decrypts the encrypted ECM (iv) re-encrypts 10 the ECM usi ng the network
key, and (v) outputs the content and the re-encrypted ECMto the network
120. It should be noted that, ECMis realized using a "private" section
defined according to the MPEG 2 Systens, and has a construction |ike that
shown in FIG 4. It should be noted that MPEG 2 Systens is defined
according to the 15 international standard |1SO | EC 13818-1. The ECM section
shown inBifE 4 is constructed so_as to include a section header, an ECM

payl oad, E DESCRIRTION QOF ;THE DRAWINGS on). As one exanple of the

content of the aw Ctul ' ' | a
version 20 nunggrgyl go)éy%?g?\tfrﬁf Eggg?ﬁmicp@%tﬁg&é@m erbnft %M@;ﬁ{ﬂé‘gﬁl ength
privel e dystenmamatdoadprgittytidetentbodirentds dhthe grdsenhimbentiopws t he
ECM version. The copy %ontro i nformat.ion shows whet hfer cop ingttis_
pernmitted (" $_GFREE'5, OW\EI{WKO ", CO@@BWF\EVE‘RO etfc GONENE Hesid@nt ent .
+ The cont 8yistky dctotdifigd tRE EmBOGiIMEntERt e itesditdingehtitrh  Of

encrypting and ecrg/t)él g the content. e priva ddées any
freel y-chosen fa6a a funcsionval bkatle dizgam shbwingnthez icomstetetions dat a

is set f e ' ering with the ECM It shoul.d be noted that

t he encrgﬁtgdkggﬁ%ﬂgfﬁﬁﬁg?gﬁ AP Rty gnd E%l\ﬁ%éﬁ%tad‘,'s'm aPRar ypt ed
usi ngo 3oazcoPtingeno ehetfiest elkebdlphdr.di stributed via an EMM (Entitl enent
Managenent I\/bssa&te). The cogy control information described above is set by

the 10  copyr Féf: hsh@ys shetgrmpngition pf sthiedBEM seetian pinsl therECM c.
Here " ! . | IS not permtted and that the content
can onfggguﬁﬁﬁ%ﬁgﬁé ﬁ'/\nltﬁeﬁﬂggggﬁtegﬁt‘ not being bound to the network.
"NETWORK COPY" Fi@an$ tdradwsophes coanpbsitioaelof Theadaoveld) abhfamt aigy i vate
network, with the conéean bei ngaﬁund to the network. "COPY FREE" neans
that copP&SOKSNGd the rela@BbQAiMeant. bei ng possible to bind the content
to t net wor Kk | t i$\ 5 di grent ,
the Sontent provedct Taarus HohArt SHwIfE RER et LpdRt R Hroteas bt

wr i t es( cbbeecgntent impard{ngtapparaks acaording dodthen €irstiermpadipuent pat h,

tc., inth Ivate .dat a,d i b .aouch i.nf ti. d
condi t1 ons. Tof St d 1 # AL VRN SOy THA e HRUUELS B PG PE9FRESaRT
cont ent s theago heeRt bﬁﬁgﬁayﬂg rbeus ecdtridiRgkto theTﬁ?sﬁte‘?ﬁﬁ%‘%liﬁWﬁf.at us 90

stores the content that has been inported By the content inporting
appar atus 100 &AE.tthis adhewehardshowbngdhicoronkest repcodpicing precessn

wher 2D | n8f tHE corftertt ofie alf AR ALtRrdths k8" fie WS EMES bRelor age
apparatus 90 i FIGhe9 lisree fkavgharsistawing Ehe géneratiores scraandldilsks

drive, anczlggacatn be accessed bé agglian%es on the network. The content using
appar at ué 11 recoreling pracessein . thekantenhVES@nPrasess naf e ent
key info ' I MPL | e r e content

i mporti ngﬁgﬁaﬁﬁeﬁoﬁ% é%:gggg@gg’aﬂéﬁﬁoéﬁﬂjeéégmﬁ?he encrypt ed
content key usFi§.tH isatflowchant shewimgtha wetdyrésemepracessd dfadhet r act

th t , t th t ent i h t ent, ke dth
the Zont SANERESTT FhnAGRuEAEEBEAlG B8 bTE 418 Etheinetthe prurat ity
of content usi FgGappanat gses 1$thtidﬁ9r23|géﬂ-2 3diggfam CIHARMNGCItHO the

network 120. As one exanple, as shown in the content using 11

constructions of the content importing apparatus and the content
using apparatus according to the second embodiment.
FIG. 12 is a flowchart showing the moved content list
30 synchronization process performed between the content using
apparatuses according to the second embodiment.
FIG. 13 shows the composition of the moved content list of a



apparatuses 110-1, 110-2, 110-3, etc., may be appliances such as a digital
TV 110-1, a D-VHS 110-2, a DVD recorder 110-3, and a PC 110-4, etc., that

di splay a content and store the content onto a renovabl e nmedi um such as a
D-VHS tape, a DVD-RAM and an SD 5 nenory card. Alternatively, the content
usi ng apparatuses 110 may be appliances that conbine any of these
functions. The network 120 is a network that connects the content inporting
apparatus 100 and the content using apparatuses 110-1, 110-2, 110-3, etc.
to one apother, .and is. realized for exanple by an 10 | EEE 1394 bus, |EEE

802. 3 (1 /r:ti GoBdEhtTysing %;R@EQI&%?CPP&PUwit@ the seaansambiosimentgr am
content usi ng apparal oD Wiioss ORIt ion Bt IcYREEBntEnRd RSB el

const rucsedond t lcatnteott entsinghatapparatosen dgoording t ke nehwor keébnelan be
identified li)ngivi drﬂ:ally and limtations are inposed on the witing of
cont ent sSMPRAUNGNE - where the contents are not bound to the network. It

shoulgl be not epIGhat1n ShEwsd thee Hired © SANRAINtSHGH APRAGTRISHOHD | S

used to represent the content using apparat etc.
t hat haveceaedngrdothe sraondtermbodineestor age apparatus 90 and the

network 120 ar | so; sho i.n E 3. The content. inporting apparatus 100
includes an i nﬁ{ﬁ'u_n} 1@, %4 ggﬁg}:%ﬁq‘ﬂg Bﬁ(??kloé',aggpa{ﬂnt éﬂPVWéEQ ‘the _

i nf or mat conseneetiphisodf ANy IoH tehtuiinfp ok g 3a 58S s | dh NS g At@ i t
104, and a, 25 nultiplexing unit 105. The input unit 101 inports an MPEG 2

t r anspor USH19 a&pRaratyry agcogdingi tathgridindembedianentput stream The

transport stre i S160 t by el g i ng opt ent ECM
an B0 Psi (ISt akt opald #. Her e oiReSSIOHS & 3 et s 3o
by the PtomtéRhcictdéSs)iptbdrtihenhbettehentemf IDHs wiehsh @idcorHi®gFo
packet s TSt- ac eqtsa. The separating unit 102 separates the transport

r Od:!/'

stream 1 MEBY nput unit 101 into the content, the ECM etc.

Vor & b0 Lr S LB, 18 Fe SPRAALN AR, SRbIWIHEPChE A [T Rl E iR Rt

(Program Map Table) and obtalns e elenmentary co
stream @ftdhe hcontend sppoating @ppardiisexacevedirg5 tw othes thiad

refers t in the header parts of the TS packets and separates the
pacaer’fs g?‘h&ﬁgﬁbgrsﬂtent and the ECM etc. The content key information

encryption convEGSi D9 YRioiwd Othd e€oRfidsieion tof theMhevdPed ent %tECM

packets received fromthe separating unit 102, extracts the ECM an
convert sBEgRrdin g ferthe ithirdrembodimmentthat is, the content key information

encryption co Sy ; LR n t

net wor k key dggg?i 1?93'ya%'ot'é’%h?géﬁg&@{)‘y}ﬁﬂgr}%{e@{)ﬁ&&% Sﬁfgéégs Or}e
speci fi c%he yconﬁwhtECimm% zﬂbpar?msh eatdomdangtmh ehwnml iedt?mtiéadﬁﬁyhﬁas been
encrypt ed usi e rk. key of the CAS apd then nultiplexed in the

br ogé’cast vvavg%érhe ntlént \ékeyﬁur‘ﬁﬂﬂnﬁjtipr‘é'ﬁcr@'&gr@rmcoﬁbéwﬂ@w &het 103
decr ypt scd Rt e j h ey r t e
cont ent (I:D_ generé?ﬁ%ggﬁw lf? tcg{ti ggygrg'ﬁn @é\##ﬁ‘f%%r S ﬁ?erﬁgyr}t ent

| D, whi cstg apgeardsyaceoadinig it the Windeembdligreatati ng unit 104 in

d it hi t, Jnt he .d ted E ad th - t
Che BN usi nd Wi 2%l 58 Hoksh Aty shagng EE ntentuiTiing Biorerapn & °
usual | y thegortermdusing aabﬁé%tu@fadc%rg‘ﬁ't\%;ﬁta eHBdFd uYth %:HE%@HQ@@Pﬂs.t wave

before the distribution of a content, s 1at the conten
i nf @Bmati on erfckpt 28n iSorveflovephan tshowingn thie amoved workekdy list

the- cont DHTCREDA AN BrofEst e ariieaRbilben, th foffertibRgiibl and
the cont@pparétusrame tee woritentousihg ldyardtes according to the fourth
embodiment.
FIG. 24 is a functional block diagram showing the
30 constructions of the content importing apparatus and the content

using apparatus according to the fifth embodiment.
FIG. 25 is a flowchart showing the content importing process



30 units for the assigning of content IDs may be events that are identified
by the separating unit 102. Here, an "event" is a content that corresponds
to one broadcast program In this case, the 13 content key information
encryption conversion unit 103 identifies an event by obtaining event
information such as an event id froman EIT (Event Information Table) in
the SI (Service Information) in a TS, and requests the generation of
content IDs in such event units. 5 Based on the request fromthe content
key info ty i 0 i i 3, te I e ting
it ToaP oot RN CRrRRItG  aRpAta e Sac iy The et
gener at i pgnboidimknt.has an i nternal counter and on receiving a request for

t he issuing of c ent LD fromthe content key 10 information encryption
conversi on uni F?%Qé]é pera Boyechapk 5@'9%‘%9159ea%‘¥m'§9ﬁt WidlipGeREAEECES it er

value astRecoohedfit UsiAgtappar#tRd aocdidiRg Uy the filth EhbbRifidie unit 105
performs a process that nultiplexes the content received fromthe
separ@ati ng uni FIG02 AAd ishe aenfupptimhdls Bk ecdiagrdrhr oshowengpnttbet key

i nf i Ot | ' it 103
stroam SADSEPGFUBLSHE ERE Gl Iparting Shesigl 0 crteBEiitngd from
the mul t aplpadigtasynahdlGhe %ddﬁiﬁ??%pbé@tué hecCORAiIRNY 651 tHe agpahat us

110 includes 20 a separating unit 1I1, a content key information decrypting
unit 112embagi@erbntent |ist managing unit 113, a noved content |ist

storing unit 1 an gont r.ol it e yd i ng
unit 116, a coﬁ %;m2§u'{§p§?f'8§fggﬁﬁtn58§¥¥'?‘91¥@? géét?eolngo\&ﬂght Btﬁ)gggéﬁmlt
118 1nd sheord rbentvuisi hgoapipatatiud aasd thet sedo@ihgua ppagatostsccardinhle
separat i Egm#]ni t. 111 o Brat_es as follows. Wen a content display request or
a conten & iSigt @d‘B odim@Nbeen received in the content using apparat us
110 fromthe user, the separating unit 111 separates the content and the
re-encrypted ECM from a transport stream obtained fromthe content

i mporti NG ESTaMODE FORCARRYIING OUHJe THEPRESENT INVENTION key

i nf or mat ion .decryptin nit 112 receives the re-encrypted ECM fromthe
separati Eﬁnﬁ{ﬁg—gﬂ&%éﬂdecrypts the 14 re-encrypted ECM using the
netwg k key. Wrere ¢ollodvisg ddsdriBedssr fipas @ﬁﬂﬁ)@irﬁéﬂteﬁft%ét rEkdipguest

the content key infornmaticdn decrypting unit 112 transfers t ecrypted
content keyensiaméndetaihwidbcrefgriemsgento tthel ettachedhdrawingas been j udged

by 5 the noved nt en | aq| ni t W i mfted.
More speci fi caﬁi?' ,?hteshléio\i%eﬁi{?@é&@?ﬁﬂ&:ﬁﬁ#@@h Jﬁfi%gdﬁﬁﬁtlﬁgg@@tcrypts
the re-esysyehed &€dbrdinte bherfétstoe im kediraentiofatsd preséhe invahendn) D
i ncluded in thiBE to the noved content |ist rranagi‘?geunit 113. Th

r

L1 e
content key in i teRLYSING gy sk M 1P ntents ket aceidistrifutedyeirent
res f 5O BREFH | & j et oM h he
i ig of CIGRBLTBRARICAT BPe 1388 BP PP (s e T et ARSI & ang
when t he natiwgenent Tihés utentent peinigt sydtem rhrisf eomphsedeof yateantemt ent
key to t content_decrypti unit. 116, In this ,_the noved content |ist
15" mmnagh T A R0 mRsH A Ak fhas TibortRfaatent®lia sEBrage ARRREACE f o
i ndi vi duglo canpRivaityseftédsitdit iusiAgt apparalliseso1 wolim{edly, ouf gus,
contents in an unbound state to the outside. Wien a confent diSplay request
has been@tEecithadl tisencoRsenssy andeapnetvsdikng 20 that csomreactkdhese
infogmtig;sbl ﬁ{:égti ng unit 20 112 is the sane as when a content witing
request |§| een Tecei ved. However, the judgenent result received fromthe
nmoved content [t conteaitionportingldpparatusdi@0otn poess bt co aBEntifpgnt he

r epr oducti on/ di qpla of the content and not a |udgenent result re%ardi ng
whet her i "Or?gﬂs %S%évwet@adobllfsﬂ&htbﬁt santeptTie the detwarknl 20 iy

managi ng i ' i feh tLim a

cont ent _dEtrypria B Eted conEaRTey 3R bAoA has PTiibRe, ot 1eatt
(her ei nafteEenavgiptionhleeyifor the content (hereinafter called the “content
30 key”) and re-encrypting the content key information using an
encryption key (hereinafter called the “network key”) that has been

shared in advance on the network 120. This is to say, the content



stored in the noved content list storing unit 114 and updates the MCL.
Here, the MCL is a list that includes at |east the content IDs of 30
contents that have already been witten. The judgenents as to whether the
outputting of contents is permtted include judgenents as to whether the
witing of a content is permtted and judgenents 15 as to whether the
reproduction/display of a content is permtted. Mre specifically, when a
content I D has been recel ved fromthe data I/O control circuit 12, the

moved co | st mana tw 113 whet her the witin of a
cont ent 5"@%%&'@%%!3 %]#865 Y'Y '%éggé%e@ﬁ&‘npﬁ'@"(/% atHe ?Cé)ntl?é]tow
(A) The R@yafihf@@ﬁ’i@ﬂbn' i st managing unit 113 judges whether the received

content IDis already registered in the MCL and when the content |ID has not
been regi ster e @A8seXpRHt 86t sShowr inoFIGe 2/Cthendopéent tisnpbetimgi ti ng.

mnagi ng?bReratts " A0f 17T eh nSTR, [ CHRE! ThR" B o IRE “PefeleRdodidital 1
perms tbeoadichsty ahdt hperforhest aoprpcesse theit iy he s gasd aarﬁbrwebﬁequent
the content being prohibited. In this ‘case, the s a

writings o
cont ent W)Bﬂ‘?%'i 53 %C%ﬁt@w&rqlh@tcmﬁénm K@a@y“%eéﬁoxﬁkdltmﬂomes’me

non-r egi f C |

condi tlgo%%;?é %aﬁtq ﬁa gﬂggﬂp &E?’gt Ie%E‘e oV & corﬂc@ﬂ- '|M§?5§§‘ﬁggﬂr{% uni t
1ﬁ3 leggn'\;cw!uuas tﬂmetckmtlearxtekeﬁcbs:antess Kdy heformhatisty, ﬂﬂaﬁet@gs&ﬁﬁ@d in

t he ntent..l.D ,has not been regi st e noved cont ent

i st nangb?%cmﬁ?c Pi"r i)sdersyPre tg@n@@ﬁfg gnE&Ma i), renfn GrvRfSs
whetyhper t h S r [ rdance
W e e ush e ﬁﬁSW?E§$EYoﬁH§rW’%B‘E“S%Wt?ﬂt Ahdihs "o

has beenre-enetyptat B tootheel nedmark 1Ri0st Heshguhd hennbtédXHat) EeM

whet her I f the con ent erm.tted or prohihit cor dance
weh thetsrealizgtiltsiBa p o iuRtEr serBioRaREnd asaroinots teMPEenS
witing sgpEéMHNANBYhES 8 RBhStFhEHORUMNE HatVdHANf PR RIGONgENty @
wite desti n?tlon 30 (the kind of stora%e mediumfor the wite), a witing

pat h (angney @&%Lﬂ?tﬁ%lmt MRBar2 systemmds tdhefiniek according tadbe the
Wi tyighg mte?ﬁ%fi&(%ﬁgf EP& b3y fgp?gﬁﬁnlﬁggbeqance Wth the witing

conditions eac conten r-'of permtted wites for a
content may beThbeeEdMbsecbtiorcsliewn uni HQGappatﬁtwlﬁ@trlﬂ&eUh%b #wne the

managi ng hPEe 3350 iRk hatiare R 1RCH PayIoRtc LR AISestan daileroiarent | s
Fonoh. Sorn BTESHan, 1 ABcohaTRNgERS, Dhe kST RENK B B8 b
condi ti opayload, chre enCMv sectigrncastbwinonn. this drawing has a version
20 number, copy control information, a content key, variable-length
private data, and tampering detection data. The version number
shows the ECM version. The copy control information shows
whether copying is permitted (*COPY FREE”, “NETWORK COPY”,
“COPY NEVER" etc.) for the content. The content key is also called
25 the scrambling key, and is used for encrypting and decrypting the
content. The private data includes any freely-chosen data that is of
variable length. The tampering detection data is set for detecting
any tampering with the ECM. It should be noted that the encrypted
part of the ECM is the entire ECM payload, which is encrypted using
30 a work key or the like that is distributed via an EMM (Entitlement
Management Message).

The copy control information described above is set by the

10



The noved content |ist managing unit 113 al so securely 1o manages a hash
val ue of the MCL stored in the noved content list storing unit 114. This is
used to detect whether or not the MCL has been tanpered with and so ensures
the authenticity of the MCL in a case where the MCL is stored in a
non-secure region of a hard disk drive or the like. Accordingly, whenever
the content of the MCL is 15 updated, the noved content |ist managing unit
113 cal cul ates the hash value for the MCL and nanages the cal cul ati on

resul t. f f, i : h e,
the hasreoBrnD R ABRAEC BE e Eor e BrarRitT S ERA BrBYid e § HeRe

t amper - r®GONYaN EVERYwaneang0that abpyinan.isthet rpaeditted @rd |thgt thaagi ng
unit 113 nm aﬁEs t he ['ra i mum si ze of the N%and/or a tkhr)e_shold relating to
t he nurrb%?ng? GRIERD!Y B HPRAdUGed e WiEh{tRE feNtepENOt bRing baindkegre a
th hol WVRHETAHOR [ rrhee[ f

by': 2: ?hg?é?gﬁhggr&?ix!tten In tﬁ;%?i@gﬁﬁ%ﬁﬁcﬁggaﬂgﬂﬁg t?ﬁres e(;?d for
the MCL madeautydwitdtunta privateaetwonky withdthece ntent béorgrboiund tor t he
| dest | i Ny ifically, th tent, |ist
managi ngtiei et STk anatetP ¥ TRER dneHtis taREARIRS FeRi DT EERG Bad on
for the Mﬁthaadadm@{a@@sm@etolﬂimﬂd thercéhtehol thé WOk | B@tmﬁhgger I's

returned to the 30 start of the MCL, so that it is possible to dele
i nf or mat thi$ k8 ROt MGCESSAY-he ol dest content ID. Alternatively, by witing

cach content i 't HenEreshF  ERmodimsifly: Biecs o™, migvlRRLEPNIER i ng
froma heprotidemt can \weth thiee ﬂn@\bﬂﬁiuﬁ\:CﬁS{Fnbe&qwnWrité‘i,%@chi@tsj)\/eltMe
i nst ead of _autorratdféal |y deleting information as 5 descri bed above, the

i nf or mat WEHR (O WP We| destimatinn: mhdrthenyribe(eutrutPat 1 akc.usiér thAd t hen
del et ed Byi téS€fa eh%t%dygeﬁg;%wéd cafl Rt ihri'temlsdrtﬁéehn%umsteqllétsﬁOres

the MCL and 1s realize di Sk drive or e conten
out put coatnddtiomsi forleanbialpimgstice w Eitin g w@mditre poodarttion/ dispda g af f or

controllin h t put ting of content .to the content output selecting
uni t 11799%5%9%3&3%%@&% geggg%ldngng'% tﬁf‘@nf‘@ﬁwocﬁkspl ay request or a

contignt write TRausEdrdd@Bpparaiss 90 Rofast 8é @WHBAt ¢AREIRAsUBEEn115
generates content output control information indicating an outputting of

the cont ¥RParéedhbycHie cantentdimpartingiappasatits 40w mpdtthengostterte

cont roiKAYdntaffREh WheSeoobfybublphEshe Ry Srmetf, 7 Ns, SR

decrypti storagé abifa ttisyP0storesahd ¥ohednt dntestatdWie seise fdotddnt. t he

content decryptin nit 116 20 perforns a process that uses the content key
obt ai ned'¥ E}@r\quil %ctj?ﬁ@ﬁt"\@&k-i nformati on decrypting unit 112 to

suceggsi vel y dﬁgrdﬁéye_tér@qéeftﬁeogtéﬂa‘ppefjteﬁ % ethgaégohéwﬁe?@?régﬁﬁ(@red

using the content ke . cbntent ou cting unit ol's the
transf er showiedni kG 2n iotludhes @hiaedt disds ddivy ahd canthleatacnessed bynt r ol

i nf or mat | | hed omthe content output control unit 115. Mre
speci fi Cé?’ﬁ!ﬁ%ﬁﬁ@@&%ﬁtn%ﬂwﬁﬁg- sel ecting unit 117 perforns a process that
transmts, V\hemhbh%om%‘t“hsm@pr{)@\QBlU@és' RfQ-mat 1qp-showy g4 Seltey, . the

0
content to the content display unit 118 and 30 transnits, when t’he content
out put cBRtAbN ithEor RANtERtsWE dhe i centens dJeey agofermiationt Hyhose ent

to t c iti uny 19 The te di ni, .

0o, CEREEIbH LS et S ereelle PSR hbed.BhRat D pBofuns

cont ent, agparddast NOOMPEGHhE ster@ge aipyparatano®ndeeryptitthd bh crgpitedt to a

noni tor. The coq(t ent witing unit 119 perforns the processi n% )
content key using the network key that has already been obtained to
extract the content key, decrypt the content using the content key,
and then use the content. Also, in the present content using

30 system 1, the plurality of content using apparatuses 110-1, 110-2,

110-3, etc., can connect to the network 120.

As one example, as shown in FIG. 2, the content using
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5 required to wite the content and a process that wites the content onto
a storage nedium More specifically, the content witing unit 119 perforns
a process that converts the encryption of the content to bind the content

to the nmedium and converts the format, etc. FIG 5 shows one exanple of the

data construction of the MCL 10 that is stored by the noved content |i st '
storing unit 114 and is nmanaged by the noved content |ist nanagi ng unit
113. This MCL is a list in which contents that have been witten by the

tent i1 i t 9 t j ted t ducti / di I b
Che. cont BRPAEEMEES 1APR13 M0 7L S0k a0 b i e PRRIAN Grs auisd aBI 15
MCL i ncl dégitad TMnDEO- of VD h\ass mbtg,obeqijafPéeaﬁdeanﬁjh@-wi rfd RAPIE

correspondi ng to each content |ID. The nunber of wites shows the nunber of
ti mes wildiGrgtoRrte. stbphigdismayum rantepénapdr stonedthercantent @ntanta by

medi um - camoablE BT et & DL S g VAN ¢ SRR Ry 1 <
per mi3 t etheerywddrad .paiitehwativehg thepeonteateussnghapparatlisasoatygit
(conpressed/ unconpr essed), and output image quality

di gi tal out put 1
( SD( St an%ﬁth%qu IapReAHRAS §RMRNG AN RS these fupesionont ent 1i st
managi ng unit I Moinfior i t i d i i ons
and wite pat h-:si:ﬁf%r :)Wn%/tt thr :f\%lgt égdgﬁgeﬁw%% sér%’gqmﬁéF%grﬁ% é‘?ﬁtﬂet
Ehe ihnf o'rnmdrttmgrapmaramsCM drOdOmysmc;)bheiq:mstmmtl m gmﬁngrmpbaﬁgfm%silni@mﬁ;i on
such as e .copt ent, and PSI/Sl) inclyded in a hroadcast wave and set
t he obt ailbrz)d%'nfiﬁﬁét iegﬁ' it ?Re mﬁ‘%'ﬁ nRg levealizad lfar@é@mum R¥ @t or ed
| h 30 adyBEEC1394 bud) FERRI809M 710MVOBEYEIEN oFEIUABOVRL W th the

above constructi on, !t I'S pOSsI eto I:lOWt er of times a content
has al ready beEhGw3 ts afunssiamal btack diagram sbowndmigethe Icoststrmantiging uni t

113 can KEmif ot i.td n f_a con . withi ran stipul.ated by a

i mom GEnkhet dotfert otpBpriinth "aPRaratus, ddh " IRE 8, cRhEN otk
content appagatyst dmd showr e FIGNSLr ucthien cdpferitbekiabosy dtangx [ ai ned
bel ow usi ngsthe fl owmcharts shown in FIGS. 6 and 7. FIG 6 s a flowchart

showi ng £ABSEGHE R SabbatierNistisetRabihave hesn dneundpte tthey netpeonk us

100.4csThe~LRP ALt i r i t o] rgadcast
nevd % ot SaRls, faeh IR RAVIEEaly BREERBIIGEE LS TP ROSBA BT RERS 1 om
t he i npuwniting &6lcontefrerssin @ shat@vidheoé tHe chhteatiscase ot beapad aies t he
TS packef,s_of conte nd TS packet s, of E nd the |like (step
$402) . Tﬂ%eFfl“EfWQﬁgw R@ %a'h%U eﬁt%&?@@iglﬂam@ gﬂﬁ%t gﬂal% single ronentr e
witten pBinde apy h Yisl Qj [ t , e rat i it
102 separ a{ﬁe‘g thesaera'ly%JSI aggg?sl.s %%%oﬁ?en%i@fwotrﬁn%t i%ﬁﬁgrl{@r yd;;?lngﬂr:
conver si 8aRP@iptuses oblBris tlHk09% pddies odta.hethEDM heaontheucdamene ECM

T 2 canSeiEtope thE, SHERG Ehaataci o, aif e atthdik dadare >
" COPY NEYH® sHowncienFegt ey information encryption conversion unit 103
does not bind tB/% content to the network and so does not performthe

processi ng bel bAe(EARLGAL ricppoating apnaratusy 160 imeludes @én inpuseunit t ed) .

't or e 1037 acespafatint A 162, &, conigi KE,) i met] o £8EHgtio™
descri bedoh¥kersioMhanit he08opp camtesit 1D ogentrating UARPY RERndi ta may

not necessary .to bind content to the network, though the content key
i nf tmﬁbﬂ poi Uﬂﬂbéﬁgr sion unit 103 may bind the content to

The input unit 101 imports an MPEG-2 transport stream

("TS”) of a digital broadcast as an input stream. The transport

stream is constructed by packet-multiplexing a content, an ECM, an

EMM, PSI (Program Specific Information), etc. and can be identified

30 by the PIDs (Packet IDs) of the header parts of the transport stream
packets (TS packets).

The separating unit 102 separates the transport stream
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30 the network with the nunber of wites set at "unlimted". The content
key information encryption conversion unit 103 sends a content ID
generation request to the content ID generating 20 unit 104. The content
| D generating unit 104 receives this request and generates a content ID
(step $S404). The content ID generating unit 104 sends the generated content
IDto the content key information encryption conversion unit 5 103. The
content key information encryption conversion unit 103 enbeds the obtained

cont ent hﬂdd}tbﬂegg%é%ﬁgat%ﬁﬁt)10%[&&%!%‘@&6&?%6%tﬁé‘%éﬂ?{%. D

generating unit 104 generates a content 1D dsing the counteér Is stored
i nternal ly andMarenspecificaily, tbatsapatrdting uhé t62 eeferseio iRSbeatieidon

ti i it 10 103, Th t.ent. k i nf ti ti
comvarsi BrPHRE PrRigtBe M, Table) it SRERS risTelementary RSt e | o
the ECM cOsnposeettribtitarm . TeARs yhigr thgﬂgaﬁaﬁéa@@ bﬁiﬁaﬁoi%ﬂgﬁékﬁgeé%t o the

private data part of the ECM shown in F may b€ used. content key

i nf orEnEt PsAceREtiRt trfersrimetRe HIRsiin theshesdes-pacts et sherEs ]EF.[Emkst!Sng t he
ancr ypt | SHe:SRVETBEGR i PR PLARE POMLebr B BEREAIEY B Koy that nas

been shared i nThdvaoatent kég infonardtiendensppptidirs comveridofuKRY 103
re-encrygtﬁgt he ECMin which the content ID has been enbedded. In addition,

20 the cHREGRASLRUGES Ehgr REM secdienyiFonanthe ReMs packetst racveshikams ¢ he

encrypte | pagpkiet d r S Kk h
mul tipl egpﬁgguéﬁr%l%ég ?‘ﬁﬁ%nﬂ]@’pl %&?ﬂr%étﬁn?thteggge%l téi)@ﬁeictgi“{%ethghﬁacket S
of tHe cemceyptietedfethér @GMhe Sepal aisi, nghenidont@htarkey hinfoSnpatioet s of

coy. 1 nf RGBT PG BV BER L UalEs 10 (SIS, FaEcRNSTyPredabad and -

mul ti pl exiseg, th&enEOAbPRIkEH EEMiBea abevdtd rret-g?lc‘% toife IMRHRted 90.

Alternatively, the content and ECM are 30 inputted In cont ent "usi ng
apparat uECMO at the sane tine as the content and ECM are stored in the

The 230 “bher ytre Speclyikaluf W EM S iustRbiERd, P G kAt FRRSEE R ont.
t hat1shas El@MnhagubéehOehheyEeémnukin@ruh@ vwork 9y Id? tlseSEAT Arid@heEM
e content. On the other hand, FIG 7 is a

Wbﬁﬂh;fm”ﬁhibféegﬁ Ei@wétbgt t@ﬁPaS!C@wsrtt Wiy §r o&Bes contens ket urfiormatign
appar at UgnklQptidh [ vERALH WMt YO8 dddrypEe the ey BREdt BEMFQLiRGE
the work key of the CAS, requests the content ID generating unit
104 to issue a content ID, inserts the content ID, which has been
20 generated by the content ID generating unit 104 in accordance with
this request, into the decrypted ECM, and then re-encrypts the ECM
using the network key. It should be noted that the work key is
usually distributed via an EMM that is multiplexed into the broadcast
wave before the distribution of a content, so that the content key
25 information encryption conversion unit 103 can obtain the work key
in advance.

In this way, by inserting the content ID into an ECM that
includes the content key which is the encryption key for a content,
the content and the content ID can be securely bound. Here, the

30 units for the assigning of content IDs may be events that are
identified by the separating unit 102. Here, an “event” is a content
that corresponds to one broadcast program. In this case, the
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separated fromeither a transport streamreceived fromthe content

| nporting apparatus 100 or a transport streamthat has been read fromthe
storage apparatus 90 (step S501). Mre specifically, the 1o separating unit
111 performs a process that refers to the PIDs that are in the header parts
of the TS packets in the transport stream and separates the TS packets
corresponding to the respective PIDs. The content key information
decrypting unit 112 receives the TS packets of the ECM fromthe separating

unit 111, rEcoE tructfs 15 the ECM section, and obtains the re-encrypted
ECM TheC@BAREBRKEEINTATBARRN BACHERENR cRpVERSion it Hdh3 idendisies aRe
encrypte t Lof ' ; Kk i 4N l.n_advance
(step SSg\Zl)eﬁrtT%g %%%ﬁ@kggéﬁgfIb?ﬁg?ﬁ)ﬁgegegggﬁt%%Sérl]meﬁ{%drg'g)s P e 20
cont ent EDTt(fmemiabnfoamatidreddbie) in the SE{Service EAFb(rsiatipoBp08)a TB)

d to. fi t.h i ti [ [ tt f th t tent, th
content “RE§! TeATREEE aEngatibn Afrrentant i n et Ky 4THaH Rt ont 1 D
to the moved cpaseqt dnSthéﬁr&éa'u&turfrgnilﬁheZ%oﬂt%n'fowﬁ%ﬁscr?ﬁb‘?ma&ibﬁt.

managi ng unit 113 reads the MCL fromthe noved content t storing unit
114 (st ePNEEYRLIOMIEE NBI&io b o Eni 0Bj, sheranagend Ihigenamatingsunitbl 8idns

conditio h_as t W t stipatign and the.wite path of .th nt ent
fromi nf%%r!riett%po?u ?'Qﬁjgﬁeaseqrﬁgqﬁoﬁﬂent ,Mpﬁg é&ﬂ%ﬂ&ai'% a'_ﬁ/ §Pf‘t?ﬁ‘§| E ed in
the 3o tgengratingtuadmig4fhay aar edaisl doiintdre avd oM PEW@RGAg A the
system and then confirns_whether the wite destination and the witfe path

i ndi cat eEﬁ%yeﬁﬁele'ée?h%aiS%fiylgt R cbnapntent Bt dpossod)e gontent key
o o8 Guirtietthabior Bhery BUSEEBRyCPSISh AR 105, BERESTHS pPBLesg it ©

wite des rovi in a |

appar at ugssighs £heDpyesentt beuntet erdlueaasbe asmntdretn ID0 aRdvViiScrédmierfzen t he
wite de@;'i natiop that is provided in 5 advance in the content using
appar at us'8 4PYRI®ISH card", such witing to DVHS is not possible. This is

| th h ' ' Amndicat ed
by the user s ereatflexe e 1T peFolhi s brtesk iria R RIABXE
usi ng ap@e sontentore aaiy esbfroatthensaparating united Oehaadatise erary ptedi um
lo | ddj-t t d t Li ' upit 113 jud whet h th
contiant FEM edcaliel oftame  EBR: et keft] AN mfFormatiofp e RErvATPM 12 1o
present ¢onveesidA Ubitep0 $5Flecbhsthoet @ Bansert shatamhen there is no

MCL in the noved content list storing unit 114 (a pre-initialization
state), an MCLThe gsitdegtedapparatusi 50 zatosesi theer tamepyrt Watreame

j udgeneng i Sy N jo | S y, when a content IDis not
pr esent éHt?HEE%f% heth%mr/‘ﬁgt'c%l\r%yéﬁp Plﬁéﬁa naging unit 113 perforns a
process that uDdatlee dtreeVilanal)die coetenteu$ftlg iappavatusy td Ocindianled i st

e D 8 Yeparnating (BT 1 Tog doptent Rey MR Fmation abfysting Gnit'112," ' ®
a moved content list managing unit 113, a moved content list storing
unit 114, a content output control unit 115, a content decrypting
unit 116, a content output selecting unit 117, and a content display
unit 118 and a content writing unit 119 as content outputting units.

25 The separating unit 111 operates as follows. When a content
display request or a content writing request has been received in the
content using apparatus 110 from the user, the separating unit 111
separates the content and the re-encrypted ECM from a transport
stream obtained from the content importing apparatus 100 or the

30 storage apparatus 90.

The content key information decrypting unit 112 receives the
re-encrypted ECM from the separating unit 111 and decrypts the
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In order to record the witing of the content, the noved content |ist
managi ng unit 113 adds the content ID, the nunber of wites, the wite
destination, and the wite path to the MCL, 25 recal cul ates the hash of the
MCL, and stores the MCL in the noved content list storing unit 114, in
addition to replacing the hash value stored in the noved content Ilst
managi ng unit 113 with the recal cul ated hash value for the MCL. The content
key information decrypting unit 112 extracts the 30 content key fromthe

ECM and transfers t ntent key to the content decrypting unit 116, and
al so insf?u%@§r\{m'ée£oﬁ1§ tU%UQpG%ecﬂﬁttW&r key. 119hen tdaHg 50t ife tBant ent

to the cpaeenth |trhgg§un t &hte ﬂtlgé\{ﬁﬂnpheré@ﬂébfnegnégu% controng on

and wite path (ste Accordl n content ani t
115 cont nmﬂm'mauormdeenypbmtg)um|tsdl1e?:tra1gsﬁﬂnsttmﬂ?laolrywtedecmrhhembkwnt on

h di ¢ t
bnct 11680 EbbtEnEeRnAucY FRlt 116, SoReidiaR ki ias HeSHATELRY, AT ng
uni t 5111tHé|rﬂ(é>vféh°~‘c§ﬁﬁéﬁE"hs|€%a% intednit thh%@a@é%hté% gpéFrﬁfﬁfEH' on

decrypting unit 112 (step S509). e ‘content output selecting unit
t ransf er Morg spafifigatly, E@&@mt@mtbkevhmf@@m@hp No gtegsury pEong rwnitubil 115,

ot | nat PorraRES e EEL ARV idd MGG EoE bR A iR EEodblerBon ont

onto a stheagentedtullD( ShepudedOlin Whee ETMCitbi ¢hkl ymobeRl cesWiRInt dtt i ng
unit 15 119 encrypts the content in a sujtable manner, changes the format,

etc., inMAapagiRdcenil dd 3 ne Thecastenddkem infigrmation mmna)g S,

S dAen o g PecSLe anber IR SAARICERI D, MBSRd BEpUgaTER |1

MCL, thermanadingnimeittliBssh@wimgnatiethearnide mﬂtungi@ésthmebhtenwwtthng i's

perm ttegth &rnc{%inbti ltlqu permitted or prohibited, and when the judgement
result is “permitted”, transfers the decrypted content key to the
content decrypting unit 116. In this way, the moved content list

15 managing unit 113 judges whether writing is permitted or prohibited
for individual contents, so that it is not possible to unlimitedly
output contents in an unbound state to the outside.

When a content display request has been received from the
user, the processing of the content key information decrypting unit

20 112 isthe same as when a content writing request has been received.
However, the judgement result received from the moved content list
managing unit 113 is a judgement result regarding the
reproduction/display of the content and not a judgement result
regarding whether writing is permitted or prohibited.

25 The moved content list managing unit 113 performs a
judgement as to whether the outputting of a content is permitted or
prohibited based on a moved content list (hereinafter "“MCL") that is
stored in the moved content list storing unit 114 and updates the
MCL. Here, the MCL is a list that includes at least the content IDs of

30 contents that have already been written. The judgements as to
whether the outputting of contents is permitted include judgements
as to whether the writing of a content is permitted and judgements
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using the information in the MCL that is related to this content ID (step
S511). More specifically, since a nunber of wites, a wite destination, a
wite path, etc., are recorded in the MCL for each content ID, the noved
content list managing unit 113 refers to this 25 information and confirns
whether witing is permtted. As one exanple, when the permtted nunber of
wites for each content is "3", if the content 1D of the content to be
witten is CC]\ITENT-ID11111 in FIG 5, the nunber of wites is "1",

meani ng t hat tvm@ |tes are possible, so that the npved 30 content
list man@§it®y § r1;§ ButRREOduckionfdispiay of A sesdentels peemittedg so,

oo i o 1O, SRRy " Htich ' ot 18 ETheRh LR M, PTe

dest i nat the datd I/@ cunttrel patdult 4@ttt movedngostenbtispenbaagdd onitt he

wite degtination _an th| di cat ed t he user. Wen the

cont ent EB?’ i d@@ﬂ'ﬁﬁﬂfﬁ F‘ﬁ-rg @mqt@r{g@ PraMitted rﬂﬁq,cbl'tceﬂgby t he
5 use¢y igg d}&é@g\gs sLIE!th§ (l)@_ahlae f wites is "2" and the wite
destination is so that th rmve content |ist managing unit 113

j udges that the wrlte |s permtted. If, at this point, the wite
destination i ngdjcat by the user RD' for. exa en though the
maxi mum nunber{j%f e,:ngs rﬂgge otcod'et&ptlg'&dpﬁéﬁg'ﬂge t]afgoﬂnu d9&s t he
wite deaiHetderorhé Feelvée@idotiterd 1D fs tam@ét@v%gqef&ﬁéu n‘t'tﬁTe Mmasnag uni t

113 j udges that the wite is not permtted. In the sane way
content wber thewonteant wemesgtotahaenrfeegtsteeegatalddmﬂwemef;t IDdouser

pat 19 ot 5, MEL, ang (et is The?WriBRd,ICuMERTinG oot il (B85 APty 155"
j udges tbeemmgwteredu theemovdd dontentistnnidwayind et 3 protabae by

the user . is "D ﬂ'hé EIHE% thellmtatlon on the wite path is not
sati sfi ebe writ \seEas@niteit POsSH lﬁﬁﬁgpﬁ&mhlthelmlﬁlﬂﬁgég thgat the

t
%&'&C?@%@?#N Bficel it thetecf an8 SibseaLeM: Wiitifas.of the ..,
t he rmve((:jton\;h\;]nmtmhmlgspmhlmgedg uImtthIlSL&aJse(;Ig:de'ﬁeMGlL |5mtaec:]mtee|t|HDMBt .
[t t t 511 YES"' ichis to s t he
vl cof eriOmt e Hino Rave 2158ATY | BERm RERtERe QPcRe 95 1he
perm t t edonthegistradicPoifenicontentMEn3ai the MCL idlth & RBAd i dwsighes the
MCL (step S507 The detail ed processing fromstep S507 onwards is a

descri be@oag&}@n)s@ﬁ w4itingsaregntet.of such has been onitted.

(B) The moved content list managing unit 113 judges that

20 the received content ID has already been registered in the MCL.
When the content ID has not been registered, the moved content list
managing unit 113 registers the content ID in the MCL, and judges
whether the writing of the content is permitted or prohibited in
accordance with a predetermined writing condition or the MCL.

25 When the content ID has been registered, the moved content list
managing unit 113 judges whether the writing of the content is
permitted or prohibited in accordance with the writing condition
corresponding to the content ID. Here, the writing conditions may

be a permitted number of writes for a content, a write destination

30 (the kind of storage medium for the write), a writing path (analog
output/digital output, etc.) and the like. In this case, the writing of
each content is limited in accordance with the writing conditions for
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When the judgenent in step S511 is "NO', which is to say, the 30 noved
content |ist managing unit 113 has judged that the wite is prohibited, the
content witing process is termnated. In this way, in the content using
system 1, when a content |ID 25 is assigned to a content that has been
bound to the network and the content is witten, the witing is confirmed
using the MCL so that it is possible to inpose limtations on the witing
of contents. Also, while FIG 7 is a flowhart show ng the content writing
5 process rl]l he copt ecnl'rLF' usin afrat us 110, FI G is a flowhart show ng
the cont ERCT ePPERIBEL E{BP@gpﬁg)o P eupided wries fQJ’ at%ﬂ!‘t[ﬁ*ﬁc@@é{ R in
steps S6 t rée t r wn in
FIG 7, g%et ﬁ]al'tﬁﬁgﬁsfr(?f t(FU;rPl sucth:aéB@eagﬁie%%a%te Q\ﬁ Qﬁ?ﬁé j%ﬁ genent
of the rrneéwor%kemmutbe nahngrkglaﬂl,tforlexam[sheep 8606 is "NO', which is

,  Wh ' h h
tontant has ot ReDoNEY cotiterlyidtmanasdind bEat tud Bt OBsShrthar the uni t
113 jmidgesp rbahcthﬁyfcﬁabww gncah@éﬁﬁs'ﬁeﬂwméd%(} pEShibREd! f1f thent ent

key 15 information ec&l)éltl ng unit 112 ger orms a process that extracts the
content Rayner vy haSECkendrocassesr (A h@l'tﬁbn(lé)]t abeye, 0 thioaiglonsach

(aoser anbiabPronh e o B Chade o hrsp R s Conbety R e b7 dicpiay) hg
t he cont eohditiokey, bt Toraentr writing coRdRMdnkey i nformation decrypti ng
unit 112 (step ggg?% The content output selecting unit 117 transfers the

content to thel Rved <EARLERh st 1M anagimd praiki dgl 3 halsnseskrelyased
on ”%aﬁégte@eacﬁﬁgﬁ”\t/aﬂt@ IlEi“fttl’? e szFétq]JnJrSc %Q-g@rpgdcgg}j'g?ht%&pl ay

unit 118 outpdts the conte V Set or en the
j udgenenstofinghenibddet. co'm'hesms Iu&'ﬁd bardatieny whieth&tdr nosttéie BEI6 hias

"YES", h | D i ,
ved cobean tamiRersl withea fHES Brs S s Bie b el i Of %Bﬁd&&!{ EY R
pernittegdaqe W’I’@Febtlﬁéqvlﬁ_ Egswﬁedrﬁ\oé%h% l]Jré he 'V&h &f! aﬁhP@ Eh%kt he

present content 1D (step S . More specifica Moved content
managi ngdmme OI‘l'Ghedlke.coﬁquomllmlgby,hmh&nevaumhercoht&nttce‘sthmsi\/lCEakshed

uhert T he CHBASHHR Fafmdiad adhg HE0 et s DERh it 4 Hplchu s the™

repr oduchlasm val@ecfbrturieeM@b@hd hfﬁaﬁégléﬁlm@lﬁméﬂlatfohwéﬁﬁt haadoheen
reached. \Wen i udgerrent in ste is " which is to say, when

r epr oduc €Xainpie rﬂ trhegh Oﬂhéobr%@é@ng@angélbé El@@8h@ﬁh/avabues the
e buc AP VA U HPTRE StDrBERSIY o2 seh) LAMUR Rufth 0,
In this ‘t&ampen-rtetsestmrashran‘dmm@.nt using system 1, even for a content that
of 38 Cont ent s B, e nEPURHoGO AL 1S Maraging ' tnif 113 P
manages the maximum size of the MCL and/or a threshold relating
to the number of content IDs or the size of the MCL. Here, in a case
where a threshold for the maximum number of content IDs or a
maximum number of bytes that can be written in the MCL is provided
25 and this threshold for the MCL is reached, control is performed to
delete the information for the oldest content IDs in the MCL. More
specifically, the moved content list managing unit 113 manages a
pointer that shows the next writing position for the MCL and when an
upper limit for the MCL is reached, the pointer is returned to the
30 start of the MCL, so that it is possible to delete information starting
from the oldest content ID.

Alternatively, by writing the time and date when a content
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15 that during the display (reproduction) process for a witten content

al so, the MCL is used to confirm whether reproduction of the content is
permtted, thereby inposing limtations on the usage of the content.
However, there can be cases where the witing process is 20 interrupted
(fails) due to the power being cut off or the user canceling the process,
for exanple. For this reason, the present content using system1l is
designed so as to be able to resune the witing process. Mre specifically,

in FIG 3,_ the content_key information decrypti unit 112 assigns, | Ds
(her ei nalias JYETIH 25 BaealNiQiinatin 1k gach SenkaBEeinintne Mk
exanpl e, ighAl t gl i he nt gat } eqd+LRti I S

updat eq)?évr\ﬁ'ﬁﬂt.hgoggrﬁmtﬁhggprg:/gtai ngaunpyﬁ@ﬁregge%&lbﬁghﬁe?% erﬂ’]iey
and t hi sinforandtion withdhs towestupccesswaegpeinay.t he content has been

t f dt h t t.wrjti i 119.. i is.to. , Lt what
Corne the i CAESTeERET, NSt dthr Slitemistichly Heledin g iR flemERic R atng.
When st hedeseeised abacelé afordAatidIe tvbé idéle@é@tfﬁéﬁwb :tﬁelrﬁw_

. y biee
content decrypting unit 116 transfers the stored scranble ID to the content

27  keySelg@edbyothadtsshand then deleted bynhat usre gperatienng can be

f owchar t s shohfe, e eosttent Yidk SESHRE BT 33 bHOfREs BieMChpRY e
process fealinedtbypoa darehdésk dmve ar sher Hge, medi um This draw ng shows the
processing fromthe start of a wite ui) to an_ interruption (a "cancel"” or a

"pause") and t hBR GBNE@NE RUER cafteo! Hinify LdPnguUsPYEssCORERNE CdWnt i s
oo o ontrt AtoFRiaflgRitBreRontt ShINE RAE SGrblitding of BIHAEANRS the,
content ¢emténtooutpubrselecting iunmitudilt7.11Maetedpedificallsyr, bavsedt ong a

int | I d (st S702). VW h
o1 ocess Faataot disBlhy KBRSy S Cantens WalkaheakBst o BT FaeiHTERRY pt i ng

unit 112c6MeEHt CSUBHEP G0l Wihite 1!’1*53fbéﬁé\r/@feé’§%ﬁ1ﬁ@& %‘Eﬁgdt“‘ﬁh?t@'t teﬂé

the content witing process is term nated. n the power 1S cut o
processi Wfospratied yndicrtingnapt eptprbtng ofi the uhyeenthto hdve tdontentt ent

pectSour ey MR 1 dfe L i aiR; of e codliéit O b B hegtit e
when t hewgitihgnt upds Heed Ar@utirahsmitan enéi reoRtemdlotitiitt . c6hepolS709
is executed. The content key information decrypting unit 112 assigns a 25

scr anbl eiNfErmatiosn te thasoatemtioutrup setegiinawmndt dokedi fi cal Iy, by
uniformy assigRkLN d?@‘_cﬂ, : uni 4 ept .d j uni t
116 and/ or theﬁ@gn%gn&vﬁ)tl ng ﬁ‘ﬁ@aﬁ}dﬁéaﬁlu%eht%g@% Dglt‘?o%ﬁ{ecc r%ggle how
far the eontént. hasMpregrspecificalhg e <ordente déctyptingasangned 1i6s

d insi h Kk i nf i d i i 12 h
2o20 r aPSHATDY 2cPAREPESI BIab ST M e T KB FIo heuni «
112 readgohbent Gy ﬁﬁ'ﬁoﬂfﬁatifdrp@etcwp%ﬁk\g %ﬂﬁttffﬂ%ﬁ)ef,?cé@@si@g%?w and

pt S705) . re,

28 scranble ID to the content decCry ng unit 116 (step in
consi der BSi prackets wfsdhehaantent whati hpye cbeepeerray pded wsihigt ythes
contents @f‘f }agtlg rupted, the content ID of the content to be witten may
be transt@rted ‘&t her with the scranble ID. 5 The content decrypting unit

116 receives tTiReceohtaht keutpnt ddlectiigiphit 1R A Tomrréidthe tRensfEN ent

decrypting unit 116 decrypts the encrypted content using the content key
and 25t edRgtinAtienr & the senierptebasest ansthanbpatantt ougpuinrentugl ting

has been;a¥ph §tigh (ShERned from the content output control unit 115.
More specifically, the content output selecting unit 117 performs a
process that transmits, when the content output control information
shows “display”, the content to the content display unit 118 and

30 transmits, when the content output control information shows a
write to a storage medium, the content to the content writing unit
119.
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10 S707). The content witing unit 119 wites the content (step S708). When
it has been judged in step S703 that an entire scranble unit has been
outputted, the noved content |ist managing unit 113 properly registers the
content ID of the content being witten in the 15 MCL (step S709). It
shoul d be noted that while the scranble IDis described as being internally
stored when the content that has been encrypted is decrypted by the content
decrypting unit 116, the scranble ID may be internally stored when

i fi i h b 2 itt di
CPored i che ther o8nkeRt CHiseTuo e 18 racoriskaels i s MBEGT2: 110,
FIG 10 &r@mﬁmypgafe%wﬂ@rh%err@ @J'tk%tércﬂsﬂﬁ@%)orit'é%tprd@@é&eéflt\}? g the

process has been i'nterrupted. The processing In FIG 10 cbémences en a
content MPEGa2 eBmentbeyrstmeamsiandidutpidsi thercahtientt be avBhonitor.

dravi ng, the coReorpSaLERY oIt Ha Drufe TG AR TErie ERE fdtesaiBee | b
to the ceatenteday Write tBEi ConEest vpid agpﬁ@tésélﬁa(tSW?Re%S&lé corfteHte

cont ent ke)é i nformation decrypting unit 112 receives the scranble ID (step
S802). TREtEomiERragey medisihat i Moresspopifical uinthe rontesHpwringounitt he

o  he 120 PETOREIASTp o0 Bt Ml o Al En B S Aol B 1
content keiind dheetontenedtoyytie mgedium hh?d fcomileerttbet i fberritg eetest ween
| 2t "tranom 1 ElGecs SHOWS PBE SRAMPIS GBSNReTe FaconsaruFtios 8 Eae¥Ciqual
Lgl %o gg'rtlﬁglgarg BE6pEE! Byvﬁhéeﬁ@\txed“céHYéHEehstprs%‘Fm& hhite9d 4 Wghger from
managed by the moved content list managing unit 113. This MCL is
a list in which contents that have been written by the content writing
unit 119 and contents subjected to reproduction/display by the
content display unit 118 are written. As shown in the drawing, the

15 MCL includes a number of writes, write destinations, and a write
path corresponding to each content ID. The number of writes
shows the number of times writing on a storage medium has been
performed for each content by' the content writing unit 119. The

_ write destination shows the storage medium, such as a DVD-RAM,

20 D-VHS, and an SD card, for which writing is permitted. The write
path shows the output state, such as analog output, digital output
(compressed/uncompressed), and output image quality
(SD(Standard Definition)/HD(High Definition)). The moved
content list managing unit 113 may obtain information such as the

25 write destinations and write paths from the private data in the ECM
shown in FIG. 4 and set the information in the MCL or may obtain
such information from information (such as the content, ECM, and
PSI/SI) included in a broadcast wave and set the obtained
information in the MCL, or may even set values that are stored in

30 advance in the present content using system.

From an MCL with the above construction, it is possible to
know the number of times a content has already been written, so
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When the judgenent in step S803 is "YES", which is to say, the difference
is equal to or below the threshold value, the 1o resunption of the witing
process is permtted and the content witing process is resuned (step
S804). It should be noted that the operation follow ng the resunption of
the content witing_process was described with reference to FIG 9, and so
description of such is omtted here. 15 Wien the judgenent in step S803 is
"NO', which is to say, the difference is above the threshold val ue; the

cont ent ifi rocess is cancelled (step S805). In this way, in the

pr esent %ﬂ% éﬁg ﬁ&@ﬁ%ﬁ@ﬂ%ﬁsmﬁé’g&eﬁt%mt %%WPPtQm't&\%M'@nQDS are
assi gned | skt i SSti VL8 s i ris
cut off SE?? néﬂ@ﬁﬁv&ﬂﬁ;ﬁ%?éﬁ%? ?tH?gJéE%?\éEth W tllieﬁameﬁb]vrl %P%ﬁ be
saf el y rwaitas for eagh simgleseomtent. bei ng conproni sed. Second Enbodi ment 25

The foll ow ng crj ec enbodi pent. of .the present jnventiqQpn, with
reference to tﬂgaat(%'g%'fﬁeﬁoﬁrafﬁ'%&e EPateﬂ iS199) e‘cﬂ"agjr am'gho%ﬁg t he
constg uctbastAlictionontestritddy FYGVEeM id aesgined t hé iy Sassiy ehedi ment

of the present invention. It should be noted that in FIG 11, construction
30 el eneflPWEMArtSasBOMWR IBARGSs 6 @Nchd.content using system 1 of the first

FG 3 o t ot Gulh o Ry bRAFL SHEREG PRE RN ABoM il DERERRE e
r ef er encthewant@ st anportmdapparatule400.pti on of such has been onitted.

The cont ent usjgﬁg S Stﬁ:m 2 shag in FIG 11 is characterized as foll ows.
Wil e the cont i'ﬁﬁé’ ti'-’fﬂjtaﬂ\sg} af@eeMRF hads trpRSBOshnBtaR®: (fieM 0@ as in

t he ﬁp_ntBP(t)aHEE%Q WHYEe(BthPE4de) first enbodi ment of the present

i nvention, each content  using apparatus 110a further conprises a noved
content |ist sVhetsepardtiggunit P02 cbidinshentiassori strezrefirotothent

25110, OB YA 02 By B PIER Bt PSS 3 e ML 1

moved COFRENES!patk et O PHoH tethtuAhld O9d T ' €
transmtting an%l recei ving synchroni zation ?%géﬁgﬁgﬁ ?ﬂrEF&aﬁ/‘)&tpg and

from ot hbkecfieghS482hg APpeaPiDsssbowing the TSt packets lof the ad nterttent

whert S oo e Hce Mkt e PMT SBURANBY nereRbing B Rt
managi ngtheigepdidatingnshitr $02yseparateatthasea Mppariiers. f or the updated

content IDto He noved content |i st _s%nchroni zing unit 901. The noved
content |ist si/. gncentenhkamipfognatien NELyRHPE §QRYEIrsH R 4nignl03

i nf or mat hgpa fris %Hgt e ptaf&rqtggg% He EEMY mﬁrﬁ%gglaﬁaeéﬂnesﬁt G, to the

networ k. The noved content 11 synchronf zing uni t each 0 € ot her
cont ent avidngeappptat e enicr§pteithECMcasing tthie vegrik keyi (mteipo8403).

i nf t ansf th hr oni zat i on, i nf tian to,th tent
|1 s 2t ARA R, “Wheh EaElEm EOukRoh rarostiEm phdneoderty DR G T
t he novepd CQOPNNEVER” SEHE ic%t@mittkéﬁnféhﬁamm@;m l‘ibﬁrtdﬁvéu'%qo?-{tﬂﬁ: in

different content using apparatuses 110a is ensured. one exanpl e,

synchr onHRithd Ghdeamnosrbing, tber éantant do theoretwpsok)and safdoesitniain t hat

has been PESH e i a Lncl h . f the ent

t hat hasp%een rgoﬂqﬁ {b'{%%%ﬁg@%@gagﬁ" ?ﬁ@%@ﬁ@ﬁil‘ﬁ@%ﬁﬁx ﬁﬁ&h&d,
synchronceatént isf permtitied)ray Wehénoatieastopy 'domtirel Wiifornrhflonl2isshows
a seqjuen\gﬁ when the moved content |ist . ) )

2 ETWORK COPY”, the content key information encryption
conversion unit 103 performs the processing described below. When
the copy control information is "COPY FREE”, it may not be necessary
to bind the content to the network, though the content key
information encryption conversion unit 103 may bind the content to

30 the network with the number of writes set at “unlimited”.

The content key information encryption conversion unit 103

sends a content ID generation request to the content ID generating
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31 synchronizing unit 901 synchronizes the MCL with the noved content

| i st synchronizing units 901 of other content using apparatuses 110a
connected to the network. In this drawi ng, the updating source of the MCL
(the content using apparatus 110a that 5 updates the MCL and broadcasts the
synchroni zation information) is set as the first content using apparatus
110a whil e the updating destination (the content using apparatus 110a that
recei ves the broadcast synchronlzatlon i nformation and updates the MCL) is
set as a sec d coaifnt u g ifparatus 110d., 1t _should be noted that 10

t here rra&’nlb'é "pl un 8 t:9n dit ggnarat H@Eéﬁﬂ&r]&%§@§eﬁ©§ thiieasasdspond
to the u nat h the second content using
appar at ug ?13% e| ngbua;ed oécrﬁre”?e@@t hese ‘content using apparatuses 110a
in the foll ow fheequreeatt drﬁ) g%neratmtg ngnid A6 esends htheogen eratednt

i st managin i 15,113 of t t content usin aratus ,110a gbt ai ns
Lhe: cont CANCERYRL ko The Comtant RelyinTarEahe i Gt ah AT o TN g
updates I € e
S10013 o3 VO RBIRERT kop ITHYPMAIOhCERCHY Ptiofl EohTersitn it 165°P
CO\ITEI\I'I'emb@Q§45he| thime@ncoateahom im thieGEQM, (steprS40i5)n 2M0(reontent

s addedPsUfiEaNs toeCtdntent 1ROPReLBHE MR TR qsneratER dcertelt o
this poi iD, usinghthe counitter tHat tibestbitedtintednalyt Badeeandntiest iils usi ng
appar at us 110%3 has n t been nogfl ed of the vvrltlw%hof the content with

the cont ERNTE z@t fent keygnfgymatdon;erer @Brﬁowlfﬁjoé.‘dﬂ)&ktat us

110 0501 t I

shout & pd Ut o J P, Soriteht, kEgAtor BlaiGENIREY Aot Famyersidn il Hoal’  na
have beesepsrth@ nede(Mdt comteat IO inra specifiad fibkd m)thféJECMﬁbWS ohewrl tes
that are ern‘itjted maX| m3o nugger of wites), are racorded as the

i nf or mat EXRMBI% P R Ehe o nran kDGR InSekedinto ihey PhiM#Sey,
when thed%eggrﬁgpgtdfotrhé)f d@Mcé’ﬁBWH ihsF nwﬁi) efh@%dr eproduction of the
€er o

content is 32 permtte | ong ast ites is yet to reach
t he maxi num nuirber contenitt kay m’ﬁoumatzmneenneyp'annmonmaﬂsemnaﬂnm 108s has

'he bont ohrenchaBHE g FFH, JoIE &% Hebdofk oed [+ 5806T0r “MoiR.o

t hat haVSple@ﬁcEHly} qheedonbéhtikey snfoshbkioh eh@yiRiowtidoplergienondit he
remai ni ng nunber of permtted wites, with this nunber being decreased

every tid3 |\F\)|tﬁf'€aié( 560F@$ naf. engryption ey thal has besmrkhaked déuct i on

The movedaualen OIF tBECHERNTR #8568 P Vndbh Ky HBNEER TS 1
appar at uth&lBEMéhi whésh tthee conedntdiD ¢vdds biegin eymibbddeidzi nin laddlt&ﬂi of

i nfo n relatl to, the updated content |ID
spectd csFRCSRERNT Bl nTBRmARION SR CIEPGN RO RNEESIOTGUBIT 1A3 & @Qrag@riasontem

usi ng apmﬂéaéﬁérylﬂ%’d et mfings Té?z)arae@c% éﬁd%agogﬁ E%\&ﬁ%@{rfg? et t eun' t

901 of the entire record with the content ID MCL
of the fithetmytipdexiog ugitapPar.at us 110a shown in FIG 13. The noved

T20a gener at oo 1115 O HERROIIRL R LuBS  LGHRLERES R B RFo s, BERE,
rel ating comtelmt rexdived frid AP EMpa Ir@tg-g‘&ﬁntrl%w@tﬁé% pEKaErsesf

content |jst_managing unit 113 (step The synchroni zati on
i nf ofPat the ESM. gﬁlame.ehnq:trxptlw h550h@eaxaﬂﬁwerb¢dx wesesyed Hrom e on

| nf or mat IO RELa Rt ERCBYBRrD cdibreford ST 0% | Geilc,

content B403@)apparatus 110a every tine the synchronl zation information is

generated. Mor ecificall the session IDis D which is realized by
a counter to wﬁifggr 'I‘“lﬁ '3%&% » S Fantent 3@"5‘1/%— rﬂrfatslteﬁeijn\‘"brtr?fﬁl on

i's gener h ng@ Ng APRA I D r Iy
st ored |%ttt8ﬁae go%t t'téjdsqsng@gppaaat uﬁf%%lp SH-ER%M%BIt bnloe E@Ma Eﬂ%
30 inputted into the content using apparatus 110 at the same time as
the content and ECM are stored in the storage apparatus 90.

In this way, in the content importing apparatus 100, the
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identifying the content using apparatus 110a. As one exanple, when two
content using apparatuses 110a sinultaneously wite a content with the sane
content I D and synchronization information is broadcast by both content

usi ng apparatuses 110a, these content 5 using apparatus |IDs are used as
information for distinguishing between the two content using apparatuses
110a. The content ID (CONTENT-ID) is the content ID of the content that has
been written. The nunber of wites, the wite destination and wite path
are 10 all fun arrentfaHﬂé lbg&sane as in the |nforrrat|on in the MCL. It
shoul d bENGEYREIRhA iIBsePRVRELLGe thesgb é(sgﬁh’@rﬁﬁwtr@rﬁ%ﬁql‘ttn

0oL oo 08y HAVUATer B SHAAY eRErAELRBrin AT LBREAR 151 0L fh ThE, 10

is used as the s roni zation I nformtioh 1 n € ex ana w. 15
Next , thECrM\Mthlclmnsenwltupdexeylnwhtrmrth:a ngnlJent 901 of the first content

using apparat us, 1 atrans ts t g erat |za,t|o i nf ormation
1301 (step SlO@I) %Rﬁ/b?té‘esrp ﬂq'cgfq;yepﬁﬁ '%n?EHW'Pigs the\eRM&H: zi ng
uni t §01\Aﬁrf|t|h@€pf'bté§sC@F‘tﬁétcdﬁté}& %@ﬁ)ﬁgaéb'ﬁa?ﬂéﬂi’s Brigpdcasts the
synchroni zation information 20 1301 on the network. The noved content |ist

synchroni zi ng Lii th QOS_GBﬁF@H@gseUblrtd 1ddint éhe ¢ointgndppadattine IHOM3 arecei ves

cont ent - PEBRTAENAGT RO Ehed o tERPPARH Bfeeaie S uF iR S, | ¢

read fromipoatimyeshsaratn 1106 tors hotraitspvtt sﬂr%nﬁ“ﬂwéb%d@%@ér??@b@im
list man un|t 113 of the second content using apparatus 110(3

cal cul at &@mh@ﬁa‘iﬂﬁ’r@tget pePAratusofPacsien BSQh) .cuMarsl spaailicallyh thiee

bt H2ne s Separaintd SrPyEL VBRI L prBRERR s tterk v tRs REDS! Tdthe
noved coarenn UhesheayjmhpamszoﬁghenTs pdk st Bptisd @P8hs pbirt sheedch hadnot ed
t hat when _an ? ﬁ.tSB nt in the noved content |ist storing unit 114,

the 34 SﬁB@éa ) ﬁa%@'f’f@stﬂﬁrl' g tgehis sespective iP0Ses) the
MCL. The ”DvedTﬁ@“é@ﬁtehtkteﬁMWn‘?Qtl%in‘ae‘é?ygtﬁtﬁﬁ 4N $eCRMes PNt

usi ng apparatus 110d confir he session cont ent  ustng
appar at u$S| packeds, OﬁdhpaEWtfrr@moth@rﬂGMramegmmtr ddei vedconstrutks noved

t.ent th the h f t 301,
and TagthE FEM S thto pnd hidihg: HHE, -aTtaPsAc, 56 nothd Gattent ect ed
in the Mcey( mmrﬁée% dé@ryq:tsﬁgcufmt:aiiz thég aeate,dpt:s)rth@feddr%lpt'e@

synchron|2|ng uni t j udges whether the content of the synchronization
i nf or mat PaAt ﬁoﬁhﬁsEGM Ulslhlégu'dt%l netwaek dai dhatds ohéamd dn adyamee t he
content @éﬁ#@h )has not been updated. Wen the judgenent in step S1007
is "YES Is’to say, when the noved content |ist synchronizing unit

901 j udges thaThet cosut'eﬁtnbeysa'a‘ro;rnhatiwdata:nylmtm@Lunwﬁalrn)\lmhd:@rtih@lt
ved content Fist nanag un|t

l'ist, synchr i nit 901 notifies e

11324 (Rentent Y Hhe %ﬁ@%h%ﬁnoﬁmaeﬂe@?anot%tdeﬁrmquaﬁ@tth

content &i nggl i n f e
synchron::::zsgt:',l’)t(;r"ratl ?ﬂfgrgdngfllﬁgnjcgnoﬂfﬁﬁat ep g‘TgOS) |tk/l'g$ E@S‘nﬁ@?{aﬁcg 'f)thteh
cont ent presaetmmnbent,eﬂheywhéesécloew icdor ematiosi dgcapparmg u:snﬂ:l(l!?;Zshovvn

in FIG i hronized s the coptent of the MCL stored by
the fi rsﬂr%c%ﬁte t&t'El ‘i Ot‘ﬁrtst%tlﬁl @h%vmqvﬁ centeqt fI"IEIE RANALIOGt ent
list manggithg 1Bt 113 of the second 25 content using apparatus 1103

recal cul at es the hash of the MCL, internally stores the hash val ue, and
wri %8s the MCL Thetmaved gendenddistemanaging vt dd Jineads the MGlp frsumng) |

When the dﬁ%{? 0 ved
cont ent |st sync ro%%rﬁglﬁi gg%ﬂd?% yﬁdg f\ﬂ% {kﬂlei) %@%ynomgbgggﬂj
updat e tbenb€ht listenparagiigsynithld3 fixst wbtains conditions such as the
write destination and the write path of the content from information
(such as the content, the ECM and the PSI/SI) included in the
30 transport stream or from parameters that are set in advance in the
system and then confirms whether the write destination and the
write path indicated by the user satisfy the conditions (step S505).
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process is termnated. Mire specifically, it is possible for the

synchroni zation informati on 1301 to the repeatedly broadcast a 35

plurality of times, so that a process is perforned that refers to the
session I D of the synchronization information 1301 and the content using
apparatus I D of the synchronization information transm ssion source and

di scards unnecessary synchroni zation informati on 1301 5 when the sane
synchroni zation informati on 1301 has been received a plurality of times. It
shoul d be noted that the content inporting process of the content inporting

appar at UAs1001€ (e nWhen tthey Bsetedisptese” PoMtEnt QFSIHE? aypHeat us
110a, angq %?Elé:t‘?ﬂhe n&eé)r\ﬂfjl'ﬂgtﬂgg e?f?ﬁ;ﬂ%ﬂg%g%%@%ﬁ ad\PiRe

appar at us ar e e Sane as and SI nce ?hese
pr ocessetshdaaaantaenbaalslrtgaeapwasatrusbmuodssétj-MHSﬁ thescomtentoaant da here.

I t hi 1 1 1 2
L nehr onatire bR HE, B E i R e, pi e Sam b BBb it i BEOYEdedda on
net way K. 3 dliah dEaRS thalcoMtdrt WsihbBea r%%suﬁ'lr@ Y Siggin éalscﬁ'mv‘@u'c'ﬁ the

first enbodi ment of the present invéntion, |limtations such as
per mi t t ewnitingeto &-\eidft Ennolirpassibie e |Trfpsssdal§aohlnat@ge for tbenwertle usi ng

o e, oREENs SBnatubiesS SRecRHeEpath Al cien pYPe el atiifestne s ant
usi ng appaitad peah éii@ﬁldé'@l|hda&Vbﬂ@enﬁﬂthE%ﬁtéh@Wsnﬁg%ﬁér@ﬁﬁs atdird

enbodi ment of the present 25 invention with reference o the at t ached
dr awi ngsthejeentent saantobr Wirdgeanoskeve s§oragecaRdiunt i on of a content

't TS be AT EERRIEE, e ROV ESnEBRRdIST Hasteqlnly IR RTY JLAGRE 20,
I renthscanns st gcams o ovms e
constr ucs %yg%mﬁh‘t@%ﬂaﬁi'%@éﬁs&ir\ﬁéﬁ ﬁ?\%ﬁéﬁﬁ&tgpeggﬂé nuﬁ%’i'&@@h?q n
FIG 3 an@teasehap'wRBnOthdPe isSHEMMERs inatt oRbLeRrcohRERRIIRE beofifiy

content using system I r st odi ment o the présent” invention,
t he cont undt usi by st epres-inHbalizatior Gstaée)s arar a\dCb_rl e d genda teans .

The nt i_nmpor.ting aratus 100 further includes a noved content |ist
a];'tio UHF'taqEZLﬂﬂ 'sn898€° ﬁpént list storing unit 1402 and a content 1D
recel Vi ng uni t WHER. th&i jLrd ge FRERE MR mm%%earsat‘mfil%|tﬁ0isl%sséve
unit 111, the content key information decr uni t he

separatin ypt

cont ent Mﬂl%ta conteat 1Riis maspresentdnttde Mk ypei Iﬂi@\(ﬁﬁ?tcomentt%%t

cont ent sel j ' t [ ngd the

content {2 PHGIAg, Bl 10 3 BerbHns ‘TREGES et dRBbseE fheictpind

transmi tstogesnmhe 1MO:4. nﬂiheheomwedl npntenngllitiomroﬂb ng WAk Merpgestape
content, usin ar.at us wites a co tent or

i sA%ys SR oateetyisacashs dhiis THGRE Hink IEE N RETHAR fonghe

i nqui res raskbhe ‘E@ﬁg@ﬂf i nporting apparatus 100 whether the witing is

permtte or prohibifed and the witing and display of the content is

control | ed baskd ondeneto esetoradfthe j waiéngnofbyheheonbentnttherpoonviedy

appar atu S ther the. ermtted rohibited. 20 All
o "the cortannt s pfdfeaiia’ d8im! e AldsaeRE Siate 25 H Rl B.af
i npor t edwriites | Nghes ORirte QéSt‘i@\a‘-tvéhenhﬁdartﬁer G\Qrﬁtteer;%'th ntd h@hé/CM@Enaged
by the content using system 3, and MCL, only the content |Ds of

cont&ht s reralcwaiesodd hash afrthe é"lﬁb,v Iaemd stmrQSnﬁmé\’IEhdm the mevesht 1D
oot L BB Y s BER 0.2, PR DY P RTE g s B ALY
unit 140%tofedihénnehecanosed | Ebntent list managing unit 113 with the
recalculated hash value for the MCL.
The content key information decrypting unit 112 extracts the
30 content key from the ECM and transfers the content key to the
content decrypting unit 116, and also instructs the content output
control unit 115 to transfer the content to the content writing unit

23



The noved content |ist managing unit 1401 of the content inporting
apparatus 100 reads the MCL stored in the noved content 30 |ist storing
unit 1402, refers to the MCL, and perforns an update process and the |ike.
More specifically, the noved content |ist nmanaging unit 1401 perforns
processi ng that receives a content |ID 37 to be registered in the content
I D generating unit 104 fromthe content I D generating unit 104 and
registers the content IDin the MCL, etc. Wen the content ID of a content
to be witten is received fromthe content using apparatus 110b, the noved

content 1P ¥ia thecpmGrmed write destinstianens write padhi estes 55Q8) or

prohi bi t S e
roved conesTafgl: Aheconentburii Corttel iy Cis o iRhis L Forlgc
initialioeadputtsedbating baitdtiettohatitehherebintdatfon thel idietitad whitehash
of the E.nd securely manag ﬂ the hash 1o value are the sane as those
descri bedesENation; a1d t of the present i nvention, so that

19023 1 the conpensohteltidedy gteng uilt 135 e RBtE Ndeaqambes [ oy
and is r&&l packeby odaﬁaandddfmlmchhe/seqnarartmg umait 1P1 Tsingothiergonti2nt

br ocess Rektobamark&Pons EbgnrentepbRsY dnBSERIoN ola YRH RS e 112

repr oducpgtef @Bd9§, content ID transmtting unit 1404 of a content using

appar at us 110b transfers the content IDto the noved content |ist managi ng
unit 1401, andTheaeemtenrt ordpes sekegdiratunissll 7, tramsfarshaansording ttioe

a8t nREEL, e R o B RIE S LB PR

usr ng apeenaens wmm%T@mthmtgeptsrh@ thenpdithted white dédtinaxibheapent ent
using 25 apparatus 110b perfornms a process that receives the content |ID of

the contWiite ®at8.witten or reproduced fromthe content key information

decrypting uni ?;Qé]t?onﬁérftnﬁmttrﬁ t@ﬁrtci”l‘be\ﬂ@'rt'e@ltg-ge tBALEAR o‘?ﬂ{%é%trog‘ég /i ng

unit 1403 of t conte |rrpor ng appara recei ves
result, m«ttursnhc@weephﬁsnm)e wMdrieng pecificaplsy, nthé econtemt omitimgdunand

t f h It to th t k i t d t
RS B et R TR T 2 A P AR AR e (S T
present pf¥enhi cardahbe WRﬁtEWé ét%lrﬂ&hebﬁécﬁmrﬁ %hcwsssé?we Rvmcamnt

of the present I nvention are exanpl es re the content IDis set in the
ECM t hoBgNH$, @id tbepowiritas theecenteahiontd tResstorage medimm.on asi de

asi G from t ho ety DatAGE TR HE8h,AEDT 16 DS wotetikhi s Tonky o

met hod wirdten ttihe comntent ttDmSpﬁ@éen@ i thévace, Sterfé iAo verdcbheeg@nisint is
pointed to fromthe PMI by a PI D may be used. AS one exanpl e of setting the

cont2tht MPNAGIMG Uk 1 13 ¢u Qﬁsswcbwstl”@rcw&tmﬂéweerrm&ted or prohibited _
cont ent hgﬁﬁgstﬁ-{é F?ﬁ rm‘é{*ﬂl&ﬁ‘ |h5¥|ﬁ’§f|*ér'”¢q_dtﬁ8t |t§attel%t89n£c?q:th é&&ﬁf&r’?@ AR

i nserted |rst part escriptor part
(step S511). More specifically, since a number of writes, a write

destination, a write path, etc., are recorded in the MCL for each
content ID, the moved content list managing unit 113 refers to this
25 information and confirms whether writing is permitted.

As one example, when the permitted number of writes for
each content is “3”, if the content ID of the content to be written is
“"CONTENT-ID-11111" in FIG. 5, the number of writes is “1”,
meaning that two more writes are possible, so that the moved

30 content list managing unit 113 judges that the write is possible.
When doing so, the content of the MCL relating to the write
destination and the write path is “-", which is to say, that there are
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Any desired descriptor that can be defined on a system by-system basis can
be set in the descriptor part of the PMI, and a digital copy control
descriptor in which information relating to digital copying is 15 witten
and a CA descriptor or the like may be inserted in this PMI descriptor
part. In the present content using system a content_id_descriptor is newmy
defined in this descriptor part, and the content IDis set in a content id
field in this content _id descriptor. The decision as to whether this
descriptor is 20 set in the first |loop part or in the second |oop part can
be made PPebMitakioste pVEysthenwnite dassinebon anedrthe widtedath,see thatt he

first |ogpipar r .5 f | e
second | S55nig: c4fHE PRTEG AR RO HE vitiPe st RO FBET e s Pty e
f ol | owi n{nhdiesateidoes byn exhapl eugder e t hewdmm entthleD | gointeatt ed[[35 ijg t he
PMI. Ho r, he co nt IDis inserted sonewhere aside fromthe ECM
as descﬁ?émgm;h‘ﬁ&ﬁ' g aRd Ehexwdite HeesWnatian indiepkgdi biye§hel y
repl aced t; h Y, | tel UNe) b he
cont oh _usgr RCPOVTYAAM?, IROHIEMCL the rFRERITRE WALEETSTTL did n

i nf or mat wnitendegpiniadio B ois/YRYBrRAME, 128 thatt thecanbeeld icgrarentngdist
appar atus_ 100 convert.s .t .encr ] O f the, ECM the conyersion, of the
encrypt i BAANE94g: Ypked ]\r/?tJHdtgr%p%hﬁE e yyrite|ig R&&m\@g% enigfs%c{'&'lsed to
the ECM miﬁh,altgtghﬁrft@a%@,gireétcﬂohhi?ndieat@atb;'/ th@ fsTRCid eEP NP~

speci fic exanp , a method where the result’ of an XOR (Excl u5|ve-CR t aken
for the eXANOPkekeyemmtheonghctie enaximuwm numbes oftwoitesimas mptt beenet wor k

the f MeScReRb RNl it ¥R e W e Heplnatinb e nBl et BT6ET By 2
hash al gehet moved cdomnte fHifist, manthding Left! 11 Bguheds thlatetis whigerised in
the ECM or a nethod where the ECM1s encrypted usi Eg the content I D and

then encft REUBIHEAhe A8t vidt& RBARWBE UBIEN TRBELCODICRW AR IS
descr! besCRONPENRID W88 ditNe WPENoGeh IEICARENCRY KRY ARdrtfe
and the ey fo

content | result I's used as an entryption re-encrypti ng
t he ECM “DhgitepdiSd ) Grihed lithEatioison tisé mumbsdreof vrited arnt thenwritect i on

descy i bed ove is.descr.iped below wth reference . to 15 FIGS. 18 and, 20.

o T4 5Pt Y e hothr S tinhE, o0 fhet bhe OV As DRt RbeBeBaginguanitant ent
i nportin I : ew ti c UR} eGRiV t am
f?gm a b?(}?é?gg?ﬁvtﬁsttgg ‘édlﬁiS“Ogi)l.s gqu'ﬁgtjesct‘a'ngatt ?ﬁaéﬂn?@@i\ggrttﬁe?g{t@es t he
t r anspor indicatad npihenhesenpist "Rigital (HD)%f the limitakioRl De thet weitesS

Pocket = PR, RSt S o e S BRI Y Bl B
t he ECM dre3 uidiges thatt tiee RMfiitesie hbétpéhdiBRrAr athngddibnl@hen the
20 content ID is “CONTENT-ID-77777", the number of writes has
already reached “3”, so that the moved content list managing unit
113 judges that the write is not permitted.
When the judgement in step S511 is “YES”, which is to say,
the moved content list managing unit 113 has judged that the write
25 is permitted, the moved content list managing unit 113 updates and
stores the MCL (step S507). The detailed processing from step
S507 onwards is as was described above, so that description of such
has been omitted.
When the judgementin step S511 is "NO”, which is to say, the
30 moved content list managing unit 113 has judged that the write is
prohibited, the content writing process is terminated.
In this way, in the content using system 1, when a content ID
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25 refers to the PMI when separating the TS packets. Also, in order to
generate the content ID, the separating unit 102 separates the Si
information. As one exanple, this information is an EIT (Event Information
Table) in which event information is witten and a TOT (Tinme O fset Table)
in which the present tine is witten. 30 The content key information
encryption conversion unit 103 receives the TS packets of the ECM
reconstructs the ECM section, and decrypts the encrypted ECM usi ng the work
key (step S1503 The content key information encryption conversion

. .40
uni t 103P%§ﬁ859'%le€c¥ﬁ’t aifiontsnjcthathasnbeegueeungne the retwork @ fhei on on
the EIT, tig. i Nl i t tt
thg cont gﬁﬁ?Bgdgnwngtbléﬁgqﬁ% ?ﬁ‘—f{ggﬁ' % ?h%‘ﬁ@%ﬁﬂ?@h@e%&wg&ng% I ngﬁﬂni tO
104 r eceisvipogsibies torifoposei bmibati onsgoesthewrigang roft cogtentint ent | D

(step S1504). re, as,o xghpl e, ,the content | D generating unit 104
generates the gg?ﬂ'ewt "%ﬁﬁgn?t'ﬁeasgpww_ﬁ dselﬁ@wt'ﬂg %Q' c&rmecq'ﬂfewﬁl't'éQSnt
timegn A hi U Si r Skgaedqi; ' i me.

| acdr ¢ Poacepy ol BN ConEaRE. LS D p S AT FIGT B a v dart T o
with a ushgwindotheagontenhrepraductinmrdisplayhprocessnt i nporting

appar atus 100, ;1 t—si ossible to generate a c nt | at_i | obal I'y
uni que. The COHJI, g&kﬁl%?ﬁgtﬁf%cﬁﬁﬁ&ga{%é%ﬁﬂstﬁgbﬁv\%s%édgraé‘ﬁsé%‘grs@d“feo t he
moved cogsqnttHe ebntBRRAY Fidingiproté8s dhowindiel FIQ. gRdas ehhbelddeki#ieni s 15
transferred to the pnultiplexing unit 105 in order to generate a

cont ent _PH skt hiast Beem omitéadt he content IDis witten. Also, in order to

secyiel y bind eﬁ&ﬂ}eﬁjﬁ%@@%én? FYHE M oV B é&ﬁeﬁﬂﬂ'fiﬁﬁnéggi_ﬁabr@iﬁf erred

to the content key in ron_encrypti on COnversion U

recei vi nfj 1Ghin stepeB60BDis BNO", whioch tibeocsayeathem thenprasént domtient04,
t he novegd.content |i st nagbgg [t 1401 reads the MCL fromthe goved
content 1PstS 1ok iRESRNY 1A (@(&:‘p sheopyesrat: egnieat shasenebnbesn | D

recei ved h I r ah i ﬁﬂéln 0] uld be
not ed th\g{ﬁi%ﬂ@é{ﬁ ?ﬂgﬂ%te'ﬂ £ ﬁé&?\gta gégggrr]\?q!stnt t he é@bﬁ@ @éﬁt g)r%tB Hl(sj@légt oring
uni t 14obhatuthee produatioat ptoardsiisi peamittat, serthatt tiee Mantentkeyosed

i FILG. 19, In the MCL. in.FIG 19, th f [ [
Feqiat erform et drsEy pbd HRIE 13 L kP tiim A PhecRSa et GACES M8t or age
medi um s@oheent 3Rey NFrstél theh EGMNMBHdTUFERLFEE thfe WdH P Key o' thiem®
(maxi mumtinmes/period), an interval ("penalty period") for performng

control €8NtEBL deEYRbinongnHr 14 & 6stemtS6A8)r ohibited for a fixed period
41 follow n e L o} ' |

previ ous wi th\h/vgsca\péF%%?grjeé;&( ﬁ@%ﬂ@%ﬂ@#&&ﬁgr@?%&c@?‘ay]ﬁ%%Pﬁe MCL.
As one eX&npheketsrobtainednframh the iseparationg entit | I GNRgNThé Rokiteht', the
MCL showg thaE oneq]i/rite hﬂs beeg 5 erforFrEd and t he maxi num nupber _of

wri @05 pEEVaPtaied framydhiesfonsephykey dnfarmatian deqysingding w2t e e
cont ent {g{rggz %0'9 g a single day and this content may be witten one
further tine. e genalty period is set at "1 hour", so that control is

perfornmed to ifheseonterhautputsealeatindenit ltizhgransfidrs theconteotitto a
storage Jo nmediymjs,.prohibited.f one_ hoyr follgw ng the previous wite
Lime " 22t8: Sontel WiRblay (unii ) 18, {67 displayina the |qonintl, bBseAoPBd t hat

in the peeperdl ByLEsk: ByHteritheutputreohErgIekitof 19rites per unit time and
the penalty period are set sei)arately for each content, though it is

pos@idl e to selheueanpanbidisplay iunisath8noutputs theseontsntsamd TV set

restrict] i, A ontents on an MCL basis. In the present
enbodi mgfﬁ%gkﬁuh%te&o%@@?t es is incremented (with the nunber of wites
of contents thWh@n\mmmdgemewcldftme neovedi contdnzHse)manalgiagpuaress
for mark%lg% contents that have been witten, so that it is possible to

di sti ngu HesReB>086c st RS, thichis o the preseatcenrtrrbIb ishat

h i Jh | L [ 1 it
the upaabiaoRar I HEMCTG iR oM Sontam B aRsBb i Liaory
25 Bite coonéirm&ayhebher mep rod wetionpis perotibted Sroprohibitéd3usies thiee

tent | d t.h t Kk ived, f th tent I D ti it
content ReIaan 15" LR YICY FEERNa ko R RS So! o TS el o
content &7 Nf oMBYd §pebFicay e RN FLOAtEAL istR ardiAR@lnitOR1Ror the

content I D and an
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30 encryption key that is internally stored and has been shared in advance
on the network, and re-encrypts the ECMusing the result of the XOR In
addition, the content key information encryption 42 conversion unit 103
converts the re-encrypted ECMinto TS packets and transfers the TS packets
to the multiplexing unit 105. The nultiplexing unit 105 nultiplexes the TS
packets of the content received fromthe separating unit 102 and the TS
packets of 5 the ECM whose encryption has been converted, received from

i 1 pl caong T its WRBLAEF (3T HIGPHEILBE HEREE fopd alied this FRximum
content hBmbeei oW fites) bkl ?thge@,ttﬂ\é)c Ferebaiudtionnist péPrhitted vaReht s
this content id descriptor into_the descriptor part of

_id_ ] t he PMI 1oé%§;ep
s1509) . thet Maximymi Aurnbetoaf enritesphras mpthdrent (eagbed amsl typt i on
of the | A ; e i : t he
et vor k, | TREodSEHER i BrofiBR eI B R Al Bler Or RIRS I,
mul t il ebeenwiréachkee.content. The content ID 15 of the inported content is
al so registered,in the MCL. On the other  FIL is.a f]owhart
showi ng t he coﬁf@%’f‘ ébr@ U9 eIPentsin ﬁéﬁpog%&% BS Skfe%gowj'éﬁh \Estagsay,
appar atu b ' idy ofes qQUHHLS e ' |
appar at U O TP OEB I O e T S el The S o008, g
prohi bi t odwards $& eadwtenkd, t he processing of the content inporting
apparatus 100 {5 alsg sho I n the.drgwin the, separating upit 111, the
content and th j &‘%J i o%‘net%gﬁégn'épowi) s'.twgéﬁl?r'éc PveRYd r om
t he 1qpnt WHeh FRProULtAPRAE FrohibRRd, e toprbatiredretidctidd prloceserar at es

25 the PMI, obtains the content ID fromthe content_id _descriptor of the
descri pt BerpdPated. t he PMI, and notifies the content key information

uni 1120 ansiBeds M EEIT U Rreo it FORER ol SR 0 RYSIFP R 1, o
t he cont eohteRt3that dresribdemowvitténléfidaastbitawe onridiom) Bhieransgiithid ng

unit 1404 transnmits the content |Dto the content inporting apparatus 100
(step sﬁ@z-as?bﬁ@y thak %Sﬁpé{nf)% ther eeBEQNEJSupresanbonoihefRebwarkniso

ot o ARRRIAR O DISERS) NP B AT RS B SHPR AR Lo
noved coalsoy the MCheisagsed tonianfitel whesteert hep Miuttiom o ehewmterint ent
o A SeH Bl AR, SHAS kg hr A FARE T o) St el
prohi bi t gdnipaned |
However, there can be cases where the writing process is
20 interrupted (fails) due to the power being cut off or the user
canceling the process, for example. For this reason, the present
content using system 1 is designed so as to be able to resume the
writing process. More specifically, in FIG. 3, the content key
information decrypting unit 112 assigns IDs (hereinafter referred to
25 as“scramblie IDs") in scramble units (for example, the units in which
the content key included in the ECM is updated), with the content
decrypting unit 116 receiving the content key and this scramble ID
and storing up to what point the content has been transferred to the
content writing unit 119, which is to say, up to what point the writing
30 of the content onto a storage medium has succeeded. When the
process is cancelled, and the writing process is resumed, the content
decrypting unit 116 transfers the stored scramble ID to the content
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on the content ID and the MCL (step S1705). More specifically, the 1o noved
content |ist managing unit 1401 perforns a process that refers to the
maxi num nunmber of wites per unit time and the penalty tine for the content
ID that are registered in the MCL and judges whether the limtations are
satisfied. Wien the judgenent in step S1705 is "YES", which is to say, 15
the judgenent result is that the wite is permtted, the noved content |ist
managi ng unit 1401 adds one to the nunber of wites in the MCL, updates the

MCL, and, stores the, MCL in the noved content |ist storing unjt 1402 (step
s1706). KRY fesmationedearyptingdaitn1ense that thesprecassing cambe

j udgenentaégmbd from Qﬁégcﬁi@ﬁ%&%bp receiving unit 1403. Wen the
p S : [

j udgenent 1n step S1705 | ch is to say, the judgenent result is
that the writeThis prokesstisdiesdidbeavbelawnising thetflowckg ntg ahownlid0l

transmt jud t result to the content ID receiving unit 1403. 25
The cont Eh{igeljér%gi:ﬁ?ng unit 1403 of the content inporting apparatus 100
trangnits the Fudgenrng flewehiartkMiwl tw%r@@eéé%rb\ﬁ%ti 8 dntdned

fromthe noved content |ist managing untt 1 to the conte usi ng
appar at uenteod starragesmedjunthe Thistdirawimg tshowsi thenpracessingofram t he

t ent ' ' t i yd t result show
whet ot SATR GBI il 28,4 RTEINEFRUPERA R0 CRRRe ! SR0es AHRUSEDh and
t ransf er andhthéndgprnentheesntdt to the content key information 44

decrypting unit 112 (step S1708). The content key information decrypting
unit 112 det er INg&s thigedEinghPraGassdopraceanteént isneosomenceds the be

per fsgy me i Bqa C i t j r ko A0 e

1 g Do VedEEREAE Fetihadalfd WHERTY 2L BN IuRERNY SR 497
"YES', wbonben$ IDb ofathe Wuarteritebpinigeseittene@telp SPoE).that the witing is
permtted, the_content key infornmation decrypting unit 112 obtains the
re-encrypted E erS’rﬁtter\'be/slé%\ér mr%{@ngﬁqqn 19ecrypkieg awnitor 1 r cheakse

net wor k &Sm hhﬁrﬁ@ﬁﬁteﬁ{(oé&s ?H?eﬁﬁ?ﬁti&ﬂg éfﬁ?%QQEQUQECQﬁt% @gﬁ'ﬁ?/‘t o

(step S1 The conte ey I nformation ryp uni
cont ent p r90i2)e E@Whend thearpifaress Heas onbenbelesy inbetinep et dite
5 0

< . . S At ] ; (
contbl  BANYShE o inrBrBiation decptitd idlndad SRR tén ST i i ng
unit llowtalemwhénlthe Brodessthas, béda Rfdrelbted! PtHe CUHtett Writingld

controls the content output selecti n&bunit 117 so as to wite the content.

The cont BREC@S8S igpteipinaiedl1oVne ibes poavet st off .t tlae2pramessitiet s

obt ai ned rating unit 111 using the content key obtained from
t he contgﬁw(ggyvier?ﬁﬁati on decrypting unit 112 (step S1712). Based on

control by thelrositegmt SBOGHuit dsnjudyedniwhéthert tise cooheaht ohbBUbeen
sel ecti ng gnm 117 transfers the cor&gnt to the 25 content witing unit 119
in dWder OLEPHAIRE Imant &NRe $aiaipbleg 7unit. TWEhernthecoptentdaminoti1g

e o s BBeROBLABLLREHOIR A @iRtes TAaHibleLAALSLELD ST 35 Nopckitdd, | Y.

the content wit uni t encrypts the conten a sulta od for
a storagwhitgliwhenstbe eenkenvh&\\beenDoVEsuttediar asn eindirfe sora mbled

Sir06°i sUBStel R 09 Y ExelBtEln It e ] Ldgement result shows that the
witing is profhei tefitehfekéy information decrypting unit 112 assigns a
25 scramble ID to each scramble unit (step S704). More specifically,
by uniformly assigning IDs to each scramble unit, the content
decrypting unit 116 and/or the content writing unit 119 can use
these IDs to recognize how far the writing has progressed. The last
scramble ID to be assigned is stored inside the content key
30 information decrypting unit 112 as the last transmitted scramble ID.
The content key information decrypting unit 112 reads the

content key from the ECM and transfers the content key and
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content key information decrypting unit 112 cancels the content witing
process. In this way, in the present content using system3, a content ID
is assigned to a content bound to the network and at the same 5 tine the
content IDis registered in the MCL that is managed in the content

i nporting apparatus 100. When witing a content, the content using
apparatus 110b enquires to the content inporting apparatus 100 as to
whether the witing is pernmitted or prohibited and the content inporting

apparatus 100 yses the MCL to judge 1o whether the zvriting]is permtted or
pr ohi bi t 8eramieetly tokha cagtentideenurdngnu He1 Wi tStep S/ Qoht eftere The

cont ent Weg?r%.‘i'gﬁk?ﬂoﬁdbﬁ'@é@e WW@F@%PFMF&%%&@ E&Fﬁéﬂfﬁg@?iﬂgnllob

is perforne € same processing oW as I d so
descri pt obncafitenth dare ontertreghtet; theegentent IB ofdcbes@ontemtatendet he

b ocess! Myt raay So ThaRstewed LOARLRBr SEAUENE STBMALE dht 117
trangfer, in avﬁ@ré@ﬁt:éntﬂfdbgrgatm&hrnget1u]@ré&emééwhé%ﬁgqutﬁg%naontrol

unit 115, the content to th ontent display unit 118 so tha cont ent
20 i s rephed@ambiedl Hstap&7@6)t The fol | owi ng describes a fourth

enbodi nent of p t invention with.reference to.the attache

drawi ngs. Fl GII-B% iéo%ﬁt%glto(%qzeéﬁyf(&géﬂ] i ﬁd‘_qehgeﬁ'(‘%éﬁ UUW oﬁnﬂyale@ant ent
usi ng sygbateAtarsioigdting dontelma keyrdid eAbeeh aRptstofrebthdisesamblenypnt i on.
It should be noted that in FIG 21 construction elenents that are the sane

as in thefcansere@mRilend ¥ stamwhigh t weitiagt hiasd hedddcaamedeew( staprl G
16 hagye ?Iﬂpjx’jy been described with reference to FIG 16, so that such
construction %’-el enents have been given the sanme reference nunerals as in
FIG 16 and 46Thedesntéptivoritiofg suvit 1S Wweitasdind cettefunfEteqd SZD8 he

content using stem 3 of , the third enbodi f the present invention,
The. cont ent | usMiBeS ks ResRANAgRdANGten S/ SihpL @b EREEF 85T3 1A Ius.
The cont gRGt | I t Ohi Lk St itting
ni ¢ 18057 b o pEepoRtBRRRLd: Hhe GOV cortert Vs MEgihg yhitlEs |
usi ng appaoperty registers thencoadendniRof thecondeait\beaimamirittedoih ithepl ace

of t c | D mitting unit 1404 and al so includes a noved content
Iist{bsrang&ﬁﬁgtsﬁﬁpt g?@gg'and a moved content list storing io unit 1804. The
content i nportinghapnartse yrotkRP tHaRagRAct Hite Merapiisld B @oAkRSRFibEd G
apparatus 110c receives a copy of the MCL fromthe content inportin

110c f g,
appar at upeing iatersahyr starathwhen thegcanteat $praiyh ag berent emcspsedaised on
t he recej o eqd,.co S Ljng
ani 15 drgsvhEed 30t SonkEhe deatinG QAR TTET e BEERAIEIR G |
1801 in blee intetreallyi smleldonghﬁbpparmﬁsagjm\ ltt:hatsnigE:scohe_eNELhas been g
content usi, appar at us Cc re specifically, the is transmitted to
ever3 colaHENSN & SHsEasSEuIY GEORRET N HE StOsROEMIBURdSyaGe ved
regi ster eechmthBecdfite rtiﬂngj"ﬁn‘?ﬁ’rltl@.t 20 inporting apparatus 100 newy
inporting a content or (2) whén a content has been witten by a content

usi ng appar at uf1G1080 shewsrithentpraredsinige tivaitt restardst éneshaedrdhe

recei ved fromthe.content usin ratus. 110c and mar ki ng has been
perfor rreB’rPGFStshﬁftc,eJnﬁré%tprloﬁqS% 5552‘??% 'ir}jlfefﬁlépﬁfﬂ' to indicate the wite.

Here, the 25 MPheTpyobesHimpneFG.ap0dtmenankes whemha ddmasmt 5D @it
met hod. When a content has been witten, the noved content |ist receiving

uni t2380Dasbegh esavisionalhgegpptaradisn thw Mekfisr discovsreshsw hemua

transmt n ' o] t t he content inporting
appar at uze%ggngﬁg%&véuseén% Eécb&ewgbbﬁgﬁ%ggﬁgﬁgﬁgu in the content
i mpor ti ng appailnattids diawinegeihegohite ntale diyiptihgaenitel 56 dransniks thas been
updat ed. The ved C%Tt eer l'is rranagi ng unit 1803 ip the content 47,
stored scramble to the content key information decrypting unit
112 (step S801).
30 The content key information decrypting unit 112 receives the
scramble ID (step $802).

The content key information decrypting unit 112 compares
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usi ng apparatus 110c manages the MCL in the noved content |ist storing unit
1804. More specifically, when a content has been witten, the noved content
list managing unit 1803 perfornms a process that transfers the content ID of
the witten content to the 5 noved content |ist receiving unit 1802, _
receives the MCL that has been received by the noved content |ist receiving
unit 1802, and updates the MCL in the noved content |list storing unit 1804.
The noved content list storing unit 1804 in the content using apparatus

110c is the unit that stores the MCL and is realized by a io hard disk
drive or tR@dast tsansraitied | ssupmabledbr thet is stored svidhethe scsamible 1D

betveon [ecelad fromf i Content Wediting 0fif, 16, THPRPL SRR oo MBskar at us
110c in specifocaly; the ognigatdoey infoshTattdaddesryptides emiberl abfings | t

shoul d bg noted that the processing perfornmed when a content is inported by
t he cont @?‘@ é'ﬁﬁ%ﬁ'?% ?ﬁPUQ‘QCﬁFr?@Ef% I recgived Sropartdie gondiedin i n

FI G <18 4 i h i Ofhi i By I 0 uch
s om 1 SqCRAPEQ AR, S1E0ANAE RIELE RSttt stPafifofl 1B ARy o ess
of 20 thildgin@rhatdihegdififerencedseqeal horseekvata tiyreshold ¥alsesetat es

th t f 0t he  t t st i df th tent

mpor ¢1 i ASOATE S PIEVerFaa earr AFIRg thar ST TOERBGs o5  he PMT,

obtains the cowieah tH2 fjua@drientoi ebepi d8¢es ¢¢ INVERS” OfyHibR i%stéi%%i,i pt or
|

part of the PMI, and notifi'es the content key information decrypt uni t
112 (st efh®16bfference cisnte@uaketoi orohelovontbiecthpeshgldnivialaey thensfers

t he nt ai_npe ramsi; fl it 111 .to the, noved caontent
et e RBh ™ poth & ARG 3R e, 18, BRrvutten Raiagn®, ot Psos
reads t herMthgf proeddeisreesdnrodi(etép!38049t ot tholiidt bé §ftel S tRAL BHR02) -
At this point, i is stored in the noved content |ist storing unit

i1 f ng MCL :
1804, th P%@E‘@"téﬁﬁémmg dhesgesumpigmefuthe coatenje Myiitings PAOCEISS.  The
noved c ' ' j argh t see d e
cont ent O‘P’%@%%éﬁ@ﬁ%%?&é%éhfé%@@'igr;ff%'r%(rjra 1 g%@@r{;}gﬁ %Eﬂhpt'snz IS
present OBithedlod®. 5 Wien the judgenent in step S1903 is "NO', which is

t , When t t |Di t in the INCL, the d t ent
2 mnaning Wt ThE T udgahrent In Biearetons Nal chihich iscro saumEReec: on
to the c@ifferéntansrdbovepRALAFESHARP Viathiep tﬁ@@&hteﬂb%ﬁ?m%&&g‘%‘%ﬁbm he

i nformatjon decrlyptl ng unit 112 receives TS to packets for
separ at i Bgcance!led (ster &8Ob)ct s the ECM section, and obtains the

re-encrypted nt.en i i decrypting unif 112 takes an
XOR for the nmrhlgﬁ’é’égadﬁ t'hée%%érége’ﬁ{ %%ﬁl& ﬁgﬁipﬁyﬁﬁm inc,y?’ Sf‘ea part
of the E€dhtsnhgis hwrittew|,t setahftsleXADéshee I5WghedlToTipdieateNthkey

i nformati on decry;%tl ng unit 112 extracts the content key fromthe ECM

t r ak®f erRrQ@ECSS e veyta 050 fhat dhthe: pauearyis cul Olﬁﬁﬂt{"iilg,a sdteloso
i t t h p i t f i
quest | ort1% BREPOIRr BB NG OhiE, e wifite' ol ¥ SardilG RS 8, "

cont ent withowt chet setunitytb&ihd omeronoised.he content out put sel ecting
unit 117 to wite the

Second Embodiment
25 The following describes a second embodiment of the present
invention, with reference to the attached drawings.

FIG. 11 is a block diagram showing the construction of a
content using system 2 according to the second embodiment of the
present invention. It should be noted that in FIG. 11, construction

30 elements that are the same as in the content using system 1 of the
first embodiment shown in FIG. 3 have already been described with
reference to FIG. 3, so that such construction elements have been
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content. The content decrypting unit 116 decrypts (descranbles) the TS
packets obtained fromthe separating unit 111 using the content key
obtained fromthe content key information decrypting unit 112 25 (step
S1907). The content output selecting unit 117 transfers, based on the
control of the content output control unit 115, the content to the content
witing unit 119 in order to wite the content (step S1908). The content
witing unit 119 wites the content onto a storage 30 nedlun1(step S1909).

More spe t he con tent wit g ni_t ges the format or
encryi)ltosg‘ltl ﬁag'héf/éﬂmeef% er%%é{lﬁh& %\Ilﬂse”?ra,:t@dgf @F‘dt E@SEf'&té@;'% Gfedi um
such as gu@HDthl\,bgémgm,tQaeyHS and then wites the content onto the

storage nedium_Wien the judgenent in step S1903 is "YES", which is to say,
the judgenent FB&ucentent higinghsy stemedtshawnsinpFEGerit1 usnchraaramnzelde

wnet hor ERe raNPWR, "MIE: Shel Zeriehtr uFfiirillo (abbAratds o) oiias e

specigi cghnye eonserma&onumeﬁnOEhéwwﬁ@entT&xsuwwstte@ﬁ pebfUFhé ﬂré\‘ie
etc., are recor ded for each content IDin the , the noved content |i st

managi ng &MPPABENY 6f she P&%@@hlnweatmn eachrePrigMt usmg\mmauuseh
U0 say (AIF 4 Ger t8nBERAS'E mVRTEBR RIS paeARO BRI n g Rt Yten: o

gigglel)rrpo_?ﬁrd bpmrmmd:atest Wetmmtmgorzooneent Iuﬁthﬁp@@Iragugest%ﬂ@Q&Hﬂ ep
e proces onwar st ame as the processing
descri be@" gb%\(?é"h‘?r%eé:g é‘NOBk §9c|’iﬂﬁ§sth§ S@éh B S¥Renromized he
j UdgpIrENb ety 1S %Qié’hty‘i of“@bnté‘ﬁ't %Ih? \é;\?@%tu&% ifggement result is

that the wite is prohibited, the cont ting process Is cancelled
(step S1911). ¥he nraved eontent Histt syhchirogizing umite381t spanchranizes s t he

20 t I t t tent | t

managi ng e FCiady SrafRmEGRa A ESHa g kiick rroes B Mmt g evep

S1904 i nfot €he?ICL Qof BAJCAHYANGtHEP @0 tee tadBH R lapp ittt $20a and

synchroni zes the MCL between the content inporting apﬁar atus 100 and the
t

content 0§itgeapte amavadoeontentHiall mesazBngouddt t hhB pf thesremlithe

cont gnt 1 { n epr ese a

Cour e | R iRty Ja0 el BmilRe Wik & gorfrertotss B E A thel g
appar at usMa@LJIS;O.cpth@dpehécm'mvm:l zopitentd$stt hednagheg \(Asitand3 Tyaabfeny zes
the MCL. The contenE I D of  the content that hagqtﬁgn witten, which is 30

stored i RYINEOTRSVE] '@dht'@rfprm%’i'oﬁa LT 6PNtRBEC IR dor the ng
appar at Ugn dvae. cbﬁtéﬁ@'ﬂ%fteéyfﬁﬁhF&nfﬂﬁ BMRdg ci”t e‘\“{\enhﬁ%vé@%‘?in"t'eﬁl ey ¢

1802 and is transmtted via the netvvo to t e con
appar at uSYDEh rostigin G0t 9.0 Irhea nendts d:bm synchlrsnlzaanslrmrtfolrrrgaumnttol801

o o 85 C8REnd TR B BR AR BB b Bacd A T AR e SR ER g AR 20
The moved content list synchronizing unit 901 of each of the other
content using apparatuses 110a that receive this synchronization
information transfers the synchronization information to the moved
content list managing unit 113 and by reflecting this information in

25 the MCL in the moved content list storing unit 114, the
synchronization of the MCLs in different content using apparatuses
110a is ensured. As one example, the synchronizing information
(synchronization information) is information that has been recorded
in the MCL and includes the content ID of the content that has been

30 written. As one example of the synchronization method,
synchronization information may be broadcast on the network.

FIG. 12 shows a sequence when the moved content list
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5 1401. The noved content |ist managing unit 1401 reads the MCL in the
noved content list storing unit 1402 (step S2003), adds the received
content IDto the MCL or updates the entry for this content ID, and updates
the MCL in the noved content list storing unit 1402 10 (step S2004). At
this point, the version nunber of the MCL is updated. The noved content
list managing unit 1401 transfers the updated MCL to the noved content |i st
transmtting unit 1801. The noved content i st transn1tt|ng unit 1801

transfers the updated MCL to the content usin |BItGrat uses 110c (step
S2005) . &\snﬂbreﬁézl@gan\anét 204 mxnchwmizes thest MGlanwithtthg umioverBol

may broa h a ar The mpyed

cont ent ToREePECdis nay B Y SRl Epies S SR BT oh8Prent® 1B

recei vesapb«arapdaésdlwla coherect2e0bo m”eirtétwﬁlerslhhﬁwll‘seéﬁawfﬁ Mghe 0 the
nmoved content . |ist mana e|:gge'umt 20 1803. The moved content |i st mana gi ng

unit 1804PA&ting SR M hUtber cantent using appavetusntl Qankhates
h
| udgameng PURteE R GO UIE hRad e the eviichrigisBid ftornlBt NG | .

newer veset @s meanedonmenEnMSingstaprpaa@tum 1u.h®u idflEe ridre agedating MCL
in the veg. C ntenz | ist s% aﬁunl t_ 1804 with iBe cei ved MCL (ti'@n
S2008) . 1npEthe eqn ﬁa K19 rRPReratys st dPagt ﬁtt FeCRMaRS t ent
list stoprpadedist shitéh Eftioh! '

unconditionally wites E(ir\@ﬁfe#féwéﬁ\cjenggna |%bo§|§]ﬁn@ﬁg ggcﬂcﬂrﬁ m%éﬁl st st oring
uni t 18035 a\REFONECPNEgBiEIsinghapparasasal10g. " Nt'shenidibe notedsthyat 51

uni 20550616 Aol helH BuBIEY BE Coffenti il Snnataidns aitod iitten:

usi ng sysberegpEndad Bne dﬁhaﬁln@abglﬁﬁﬂbttlénafdiofH@'MCLh%tHat%é’@@@othP”ﬁ/C}_O

the network and 5 at the sane tine the content IDis registered inth
that is @@REgBE UsingRPRahratWs iR heaing upedrts tepnementrbhespmontent

t t t t ent to b
wr ot on, UEFS BAPEEUNE 1 160 1A, ARETOADIINE REABRAIEY, 2 SO0 T 00% 50 P
used to j udge Wheehevritinag \arcmatent,pﬂ}immbvédoconge?t ﬂlsgbhtagtbglh@e%w
s on t eWI’It.In 0 cont ent.s I ft odi nent e
fol I bﬁéeeﬁf%?r% FoRERNEsIRC RAPaEALiSd IReoktains o centant AD
: .
referencgdm Ehe c%rﬁt"é?rﬁleﬁeg/;ﬁ’{\fdﬂﬁatl& ider g‘?ﬁ @nft 24% %‘n@*&ﬁ#&"" ng

the construction of a content using system d| ng to the
enbodi nethe dGlheeadfeom itheemowved Ico ndlentl tlsbeshm‘tmg Uhalt i HsBep4

construc t he s in the conte usi ss ml of
the fi rs%llm mp%ﬁ%f ﬁﬁ%Il—'llyG erfh\; & Co8k ntb@’éfwh QJ&?%\E

ref er enceCONTFERT-8D- m:{ct@’t |§Lwh|t‘ténsté$lf§H&Nnelr$fﬁfGSlfﬁvmﬁb?ﬁ"i ab\hen “the
sane reference nuperals as in FIG 3 and descri ption of such has geen

oni #0ed. (¢ANtRBLCHR: AU MBERGOE yWIHeS, oftENe rElating dof dhet Icoattiesti #Bht s of
the presesHNTERALIBN 1944+ P ARAY %o tHEPME Stored in the first content

using apparatus 110a. At this point, as shown in FIG. 14, the MCL
stored in the second content using apparatus 1108 has not been
notified of the writing of the content with the content ID

25 "“CONTENT-ID-12345" by the first content using apparatus 110a, so
that there is no record for “"CONTENT-ID-12345" in this MCL.

It should be noted that in the MCL shown in FIG. 13, the
number of writes that have been performed (the number of writes)
and the maximum number of writes that are permitted (maximum

30 number of writes) are recorded as the information relating to the
number of writes of a content. Accordingly, when the reproduction
of a content is controlled, the reproduction of the content is
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z5 content that is inported by the content inporting apparatus 100, the
content key information is re-encrypted using only an encryption key that
has been shared in advance on the network, so that it is possible to use
the content in real tine and to use the content after first recording the
content onto a storage unit, such as a hard disk 30 drive, that is
connected on the network. This means that when the content is witten,
limtations can be inposed on the witing using the MCL. 52 On the ot her

hand, in_th tent usi 5 sh inthe fifth di th
D aaent | PeIEHERSN Sk, 13h a3 Shemmumbes afnaiEety (8 St g6 riaeh dhe
cont ent, n§&KIMlurhNAQRIBEF OF Mit%%o%}?és@ h dReeCtHY $RBXIW ANheABEFAF | S

re-encrypted by making 5 use of this seCret information, and when a content
is witt&Titeshrasibeed) reakbedyta@mtralsisngesfgraneduso 149 ¢oi prb kisiethehe

output d i i on an bt ai ns, the secret information fraomthe cpntent
i mporti ngaétﬁapﬁﬁﬁo&én@%@&co § QHInéBFB 9\# i"‘_frét?? éﬁr'%ﬁﬁﬂféfe‘i R
cont eft . tRBIBuhFhéP oFaNritasiirir haverswedgse Hormad! Gt itdst i§s siHiBto
destination of the content fromthe content using apparatus 110d to the

content AMgIMNatiyehppacarddheoremaining neahen el Lelimitedewsitestwith

desti nat i hik : st.0n j Lpqre tinme
or repr ogﬁg %&f@g@ggh@g@@g@g@%@%%ﬁ pl?t %g%ggﬁg!é@%gﬂ rZIl ei ved
fromt hfetb'cmtea!;e;LStluei rvgn;]iamt_:gr ahds r@;ﬂtbdm@oclormrena icmjmewﬁnq)@ww&t Ufs
100 confirns.the wite, ere inmposing a limtation over the witing o
contentsprgﬁ‘éég&q Me'ﬂstlﬁTﬁgnéVép@ﬁl%FMWﬁrﬁaF S 28rPs characteri zed as
foll . The ¢ [ i [Warell S [ t it
101, he sopar gt an A LHREREERRE HAGN if LESof Be iR edtiiettt
conver si tisingi appasatusd hidd tngtiEeisnthemoveeb coarte ndnistus pnchreaieistg
processing.unit.2101, and the conient using apparatus 110d inc]udes the
separ at i H%'E%@lﬁg,'Wfﬂén}%m?@nfe@ngn r ilﬂ)ﬂdagﬁayﬁf’ngﬁngdﬁ gsitf,pthe
content QI@EYR)COMbPE $imeéifichily,2bhé Nt OPEd CE6NEERT YRSt 'ﬁ_gaHﬁ?tinélgni%he
content output selecting unit llfa the content display unit 1I8 and the
cont ent \Mi:fiQfgtbﬁi firsh canterdnusigoapparatug Lhlos nodifdeanthritrpevedquest

the Bont SanERRsoRBE neynbfkohlB6TEE G PtotAETe AR FEEAY Bt e 36 an
ar bi tr ar gonteintg IBndOGNT ENT-AD-12B4 5 KewHeneM@ lofkebig firat deatdeen
shared in advance on the petwork and the secret information to encrypt the

content MSNOPBPAEAIWS . 110a shewm InFIG. dguest unit 2102 of the content
usi ng apparatu I j nput he ntent. i ng
appar atus 100 Zshje;gﬂgh/te%t%qi%ﬁs!'grogvbﬁé?%ﬁh%%oé&rggﬁog)uc[:ri‘%gﬂg&a
content @omtemd ousing repaHEtus otdfgi ngemerat2solthd tsysmatordagtion

i i f 100 it t t. jnf ti h t
| eooas o ABRRBRIAR . Fraf. b iPrORTIAt TR elotist okb - Jhithq Capbant 4D 1104
obt ai ns O NTFENTF-IDV 12 36 onrddiveldhe freftethd eTReV2Y  2Bfhteh® CRetent

key information decrypting unit 112 decrﬁ_pts the content key infornation
usi ng t héNABAEIRE Bt 433 (ster &I 3) nf dhaxsymrchreniaa tiws Hyfargmation

The cont a0 B PABWEHERIGE LT 1€ 958 Sthbl€, RE"HER, aye RB=glgn:
accor dan¢efovrhlatidwe. oditrisytetiromtation Infdrimatiorstl 3 edicrnpogled be
present | pvent t he cont eﬂ%ﬁ&mé’é%bl nf ormati on encrypti on conversion

on,
uni t2203 LB tHormation desss ratus 100 converts the encryption of
t he ECM usi ng y i L e t I e

content is i rrpg-lr?fee%‘,:éts\sggébetsi ﬁgrgtr%ltq]gnﬂlﬁgqée%é?aﬁoﬁegghg‘?@?\??%yﬂﬁﬁﬁ ng
and the BEparatus ehtOpptedensi tignehdhectsym&hkenizatiohhdnfeomettién is

i nformation. the timng for, generating the secret jnfor i on,. as,
exanpl es g(q{}eet@:@,cgt iM?B?%ﬁPPSFﬁ% Ybe“’t%n%?%ﬁ'@@ f@? ga@n gW;I}HF?'e\}%nt)
and/ or foeafigeld CHY et 20UnReN FEW WAL “1”f°ri£rﬂtér§;&ebs. 868?{'atﬁﬁg%t he

previous secret information is deleted. In this way, by using a’ nmet
whet 3@r syarchiranizatian iinformasion 48 @enevateshl y a peri od during which the

secret i nformatd I l.id,..the ten t, t can be

i denti fied. Thglhgtcﬁ’mt\é%qﬂgﬁg &%@55@?4@%@‘ Eii@?“@#ﬁﬁﬁ l?oh'?g%'ina”y

i npor t i ngtepedr ahuthe0Qd st @§in%$a bparatlsutl resuasd fier e cpot go¢ from
the content using apparatus 110d, the output 30 destination for a content
and a challenge that is used for authentication, generates a response from

the challenge, and transmts the resposge and the secret information to the
cont ent



54 usi ng apparatus 110d as the request response. The output request unit
2102 of the content using apparatus 110d transmts, to the content

i nporting apparatus 100, an output destination in accordance wth whether
the content is to be witten 5 or to be reproduced and a challenge that is
used for authentication. The output request unit 2102 receives the response
and the secret information transmtted fromthe content inporting apparatus
100 as the response to the output request and authenticates the response.
Only when, the authentication succeeds does the output 1o request unit 2102
per f or m feREEKING thantcantent disinghapparalus diaat iAs ooet exacoplent key

i nf or mat | ptd It | I 0 t etails _of the

chal | eng T2l SERLOREHE deihE” 3 RarEtelges 2 0 s it tRUR WA A

tlgou%h thelniaenhevmitthddrté eanpﬁm_ ITtBLDdlamd)gmglhm'gczhiFla'tim\ IﬁH'fg)ﬁﬁHEId 3 'lgmstdwd as
t he chal l enge-response that is used in al | enge ndshake

At hent | BEPPORIBE S dapST Forakant S0, aPRICREUSERy b1 Doy THRETDEAGRIEME of

t he nt Si m r daas [ aBov eqicsi "

bl on Us o T he P e her DS " WELE g 19RThakiin SR st fgaRAiny”

f 1 owchar begwmmGhtehéWprcﬁatehthS/ingnappamatusesi]leaported by the content

i nporting app tus_ 100, e | i 01,receives ra ort stream

fromthe broagtﬁgtc%&w I@@@Mﬁ“‘ﬂﬂ '§$b§r%‘?ri‘%n€ﬁbt°€gger%‘?% t he

t ranspor that Hebldeginw?bctdye, | nput unit 101, refers to the PIDs of the TS

packets, and separates the TS packets of the content and the TS packets of

the ECM (step Spgopymber pfiverites ptlheiwtite fdastinaticonaad wiciye patbraret i on

205 hpadl, BIRRLIERRalD tne Balfe b e MBrERtioh o Ry o ™ !
content ghyuldf dseatrictednthypt ithie cH@Er §tBifunnaylOBe Thse@Ona&ntthieey
i nfornmati on gncrﬁ%l_on conversion unit 103 55 receives the TS packets of

the ECM SYBEBRGIWAREISN he IRTMIOSLiI®RN, ditPulr yptRet heS¥REhypNdgationm usi ng
t he wor k;j i ﬁ@f) t [ [ [ [ :

conver si bﬁrﬁm;&l?&% SO srhe(?:-\gﬁsfr?tﬁlgﬁs]' tlﬁY%Ingﬁ??né ttﬁg rggg'g?ﬁ\? (ﬁ?%tlggcket S
of the Hnifoanatiosbiraithe ekplanation ifedomat i on. The content key information
encr,ypti on conyversiqn unit 10 enerates, secret infQrnmati on ipn event units
(step S2204). K&GP@ gﬁi@cimpé’%qs &%f{{ﬁ@a{cﬁﬁﬁeﬁﬁnaéspfﬂwagnﬂn'%@@?acegﬁheon
conver si ARstinicont@htaensiiiy CapPafaRAC QRN trafShfits! N Myditdte

fixed byte 10 |l ength using a random nunber. The content key i"nformation
encr ypt i SYNEBRQBIZAHANUINformatiosed 3k (stepral 6049ecrMorens peaificalhy,and

cont ent 115 TR SR IS 1 VBrEBhIARE yRTE a1 0 HhechPet cfifiant &
encrypt i osireg g@ppbhatus uthOas bABadcadtsndes SNec YR hida th AnNfHFotmaEids t he
gener at e?Bae;gret i nformation to encrypt the content key part of the ECM In

addi4¥ on OFLERERERMPIKnf or mati on encryption conversion unit 103

encrypts the bl d:_‘%éé | . 0 n LAt tion
encryption comng'ﬁon ltu%n'f\%rgggsg?r}verﬁdﬁ%éngg‘?%ﬁtcgygt Eéé@év%?ﬁ%@s
packets eodtentnsfusing he apgrkatus o OBl triege¢wesg witie 1Qroadeast

mul ti pl exi Q5 mul s of the content that have been

recei vequBgnEShLz§ B8 Hlfltdr{gll‘gﬁﬁn i&ooﬁncat('ﬁé TEAURKS §|_"6f mMae¢EEANtAe
Koy T i ommsanechna ARITLIZ Lo Ted Ahe ML J3tep; ST008h,) O™ ' com e
25 The MCL is read from the moved content list storing unit 114
and the moved content list managing unit 113 of the second content
using apparatus 1108 calculates the hash of the MCL, compares the
calculated value with the value stored by the moved content list
managing unit 113 to confirm the authenticity of the MCL, and
30 transfers the content of the MCL to the moved content list
synchronizing unit 901 (step S1006). It should be noted that when

an MCL is not present in the moved content list storing unit 114, the
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In this way, the content inporting apparatus 100 generates secret

i nformati on and uses the network key and this secret information to convert
the encryption of the ECM resulting in the 30 content being processed so
that the content cannot be used without first obtaining the secret
information. On the other hand, FIG 26 is a flowhart show ng the content
56 writing process in the content using apparatus 110d. Wen the out put
request unit 2102 of the content using apparatus 110 directly wites a

content that i,s broadcast,in real. tinme, the_output request. unit 21
gener at e@QV@HaFPQ?FSQ%( Eﬁ&hn"%nafﬂ'@gr éfm&mlﬁr ")e'f%egpzm'&aﬂﬁﬁg)a%e
aut henti pton process with the content inporting apparatus 100, and

transmts the challenge data and an output destination of the content
(whi ch indi cat #be Feovedteontent listgsymehranizingt enjt 901t bé thenseaond

request  SPORETET NSTdr By BtR e FBHRF M bTE: S5t S uahtog e
receiyes comtetitali st e pwrdtue DD} Ritc. deshhparesths cbfteAbtgUthe aq@gst
fromthe content using apparatus 110dm(;steE) S2302). The out put request

processi hCBRY®d XTOM | thr dvomest kontemt list gnanading usrit the3 cwittethe s
itt LR : . | fi.cally, t
S SR T g T e S

dest i nat symchnonibatiort gnforma@tésn, 130pahasuldhdeouefigctdesin ndie MO t h
the limtagions gg)(ﬁbe Wi desti nat.ion fhat are defi ngd for the system or
by copy &8FEPoIS or maMYe wiREH Gallt hetheoaMaNed naGentanl st

det ergn neyndiroifzinge Wil cobd PRIGHESCAnPlethe?n! Bd ottt 2of the

chal | enge/response procedure I's performed with a certain content using
appar at usynaiondzation anfarmaiiomel 3dpoisedodnindiaded tn theotoatenbt@nt by

not havi t out put r.equest progessin ni 101 receiyve a chgllenge from
25 ot her Qﬂgnm %tl'J—szltll-tFt aﬁ?ﬁ lf@é@%af"(gﬁet m&%nlﬁot?e%? ‘I’Egéitgang

chal | enges froRvhBn Epatjttigetpiend i@@@égtme@ﬂi@dm@' WhIdH i to say,
predet erm ned nunber of "chal | enges has been reached. en the judgenent in

step S23%¢he8 theemoved; content bst synaHenizing anis R0 dydgas phatisis ng
°P oTo . 30 oL onilel .
oquiS: CheREdAOed il Bie MLy B nBddd BNt IS oV BRNPPbRb g

sets theurds@dtenatifiehehgemevednfontant disti managhsqamiasl a3r efudsd

response %step 57 82304%1. When the judgenent in step S2303 is "NO', which

is to safonEEt Phether pubchegnizatignotRtarimgtian 13941 angk theuge@viesht t he

out putti i riedy B i t P%péxﬁeg S| i ‘#’ﬁé

gener at eg%ggéé&rlgéfu ﬁ‘ei@ggéﬁgﬁjorﬁmyr}glﬁrgt t he Bﬁ?gﬁt@% l#\%glld;%%o I Di ngdo%nd

sets thi $hien aynehsamdzation r atieapo 1Thestap p@E10@8lest Paressi ng
¢h 3. dzaki enflorgnati risz0 s

o2 E st epeging)iv: 4 Aray of e MG S5a08¢ BV: ik aracin Rt
appar at u&uslﬁglé%g)armaiququl%ﬁcmheﬁ FES PO &is( 8YyaRhPEAGPed 286 as to

aut henti cates t response (step S2307). Wen the judgenent in step S2307
i s "YES' Maktlknthe eensapt ohdhe MChustenedchyi shepfisstscontent udsivadied,

t he out p‘étpﬁé?rcb‘t‘?ﬁst llirdd S%Jo%noilﬂt pi@s f:jpe secret information and transfers
al . .

t he secr

The moved content list managing unit 113 of the second
25 content using apparatus 110B recalculates the hash of the MCL,
internally stores the hash value, and writes the MCL into the moved

content list storing unit 114 (step S1009).
When the judgement in step S1007 is “"NO”, which is to say,
when the moved content list synchronizing unit 901 judges that it is
30 not necessary to update the MCL, the present synchronization
process is terminated. More specifically, it is possible for the
synchronization information 1301 to the repeatedly broadcast a

35



15 information to the content key information decrypting unit 112 (step
S2308). When the judgenent in step S2307 is "NO', which is to say, when the
aut henti cati on process has failed, the output request unit 2102 does not
obtain the secret information and the content witing 20 process is

term nated. The content key information decrypting unit 112 decrypts the
re-encrypted ECM using the network key and al so uses the secret information
to decrypt the encrypted part of the content key (step S2309). The content
key information decrypting unit 112 also 25 indicates the wite destination
and the Puralipaoh tigies, sodihathe poocess is perforovaddhatbnefans tortheol

decr ypt o328 AP by oty hEnEBRTesfneaosmaftuhison shd HB XAt 3o
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(t he wri aephierstlityaof dimaesd the 5 wite path, etc., for the content)
received fromthe content ou t. control unit 115 (step S2312). The, content
writing unit 1&‘95991’"39“3%'?1%%‘5‘3 : the g eéltofrﬁ‘gﬁ’é)rﬁ’é'gg d?ﬁc("sgsvspogztﬁ‘%). n
this way BRSO RGN i S i i J 1 e for
out put ti ﬁghgé(r:‘grllt ent Hilﬁaréégpbtrla?rlégglo@%’ Eﬁglcg)gﬁe&nrgngrg?g’rb?%%\%%%ggitwt he
cont ent ) candieby ustngnap pprabgs tiHd a panenth & ep nitehdrnegriosdu ok o nop e sst

i nfaryat i whi ch i enerated _when t content, i s inported nd et wor k
coy 001 b ittt S808 AR BP AL 8851 83 0 Arentos *satlie i dn BELfiesty the
15 secrebmbbaifRinton §A8 UsSidee theBkeNproddisess R@vEavalrebdynebeamn ent

i nporting apparatus 100 perforns control so as to transfer the 'secret

i nf or mat A@SCtbesh descripfieadohsusdy ioorodtednbensi ng appar at uses 110d,

there is no ne re i v of

hi gh security gﬁ&hg? %ma |Wg&i] ?ﬁ%glg'g?%?@t g&#%@l%ﬁ??f"%ﬁ%@gngﬁ%ﬁ@tl n. As
one exanfs syndhropigedy betweey al pneditynoé Eontentansieny dppisratseshen
the copy_control informat l(on_ LS, ~~NETV\Q?I}|CG_3Y' ), When the content is

i npdrx edl1ila jah pRebrerke iTthissengansnthati Whils IRathagcenteabnidsing
importin t i i B r b Qf 1 t the
ngencrygysgﬁﬁf)? t'é g@@n‘tﬁ%ﬁékg@sl{ ﬁr natlpgﬁﬁlﬁrﬁﬁl:‘g '?rf)%%hgﬂﬁ"’t%?‘%s er the
secret i Hoitakiarm suchnbg bhe perneittedsnugnbepraodt aentéad, waitashareonl y

one copy, be, gener a fr.omthe network. 1t shoul.d be notgd that, the
pr esent Hﬁ%g)cﬁ%n € EE%E‘?O*B!eJOanC&'@&ﬁBl e%@geamrg%w&ﬁﬁmert'irhgfhe
appar at ugoh®enenGs iy Syldtero2 CAMeritisAY EAROPEBRIMPBSEY th iR aegirt
information, which is generated when the content is inported, and the

net wét k REFWalk, cwhishariseker §avi cankayl ofad ipdusakitydobncontenkt wsing i n

advance, e tent is permtted and controls the witing of the
cont ent Eggjgd‘agks%%el(rfgs%dlt of this judgenent. The recordi ng apparatus 2401

can be an apparatus, such as a DVD-RAMrecorder or an SD CARD writer/reader
t hat vvrllrﬁslrda ESm%%nch%qnéngnto a storage nedium
The following describes a third embodiment of the present
25 invention with reference to the attached drawings.

FIG. 16 is a block diagram showing the construction of a
content using system 3 according to the third embodiment of the
present invention. It should be noted that in FIG. 16 construction
elements that are the same as in the content using system 1 of the

30 first embodiment shown in FIG. 3 have already been described with
reference to FIG. 3, so that such construction elements have been
given the same reference numerals as in FIG. 3 and description of
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The content witing unit 2402 perfornms the processing required to wite a
content onto a storage nediumand wites the content onto the storage

medi um The noved content list storing unit 2404 is the part that 1o stores
the MCL and is realized by a hard disk drive or the |ike. The noved content
i st managi ng unit 2403 manages the MCL stored in the noved content |ist
storing unit 2404. More specifically, the noved content |ist nanagi ng unit
2403 perforns a read/wite process for the MCL that reads the MCL fromthe
noved contept, list 15 staring unit 2404, updates the MCL, and wites the
MCL backSPﬁBoh?ﬁeb%%Oe%"UgH% nt |list storing unit 2404, and al so receives a
content 1D of @oPABBPEY tb Pendl IddrN @sthd! SjReemidl ugt ! (RE kst

content witing unit 2402 and uses MCL j udge whether to allowthe
witing embadimantoof then@resendginvedtion, toe tentent asing sgsteibas,

W th ref : eq k. art .shown in Fl 28, the operati.on of .the
cont ent géﬁ&@*%b?ﬁ%ﬂ\ %Ee%%r@&tgﬁz&d 855@1 Eb‘@ﬁ' abd?/%.coﬂ%%ﬁdmia%@ Nt ed
that 3 heappretusi 10O furth epr ipntad esea fpiowd RoritentcRst PAbnad@AGt i Ak
appar at ui4 00 is the sane as in 25 the first enbodi nent of thé present

i nventio RadNQviesh P MK disc steEing swntthdi4 Q2 eandsar icontemtofDsuch

, iy _ : . _ . A
of the coarafiiig Ohit 14032 phils FEBRTEE RN aphfarstlis i ol I fReY 5o
tThe sepaEhEitsapmuing_luﬂige?Mat{aﬁ ¢¢mtet:|w:<e9¢irﬁo?mélﬁoﬁ@/ét{mi? Ou?itt
ranspor reamrecel ve rom e onten | ortin appar at us ste
52501I)O. éf‘z, t%f‘e%&ﬁ?@ﬁto%a}iﬁ?ﬁ'a?r Yt Hker YReiGRn pt{)d@;@wp'éaéi yBi tﬁe

TS ke f ot ‘ Riqto 1 m}&t t heECM
secfliqf)n, tlgnac)i tsli)é]g:bt al rrist ‘?Hteﬁgg%ﬁggff'g’ egﬂlli%%llzl’hgﬁ%oqlt ent é)‘#ﬁlﬁ%pﬁéﬁ on
decrypti dd &iand the atmtemt writingr enéndlPoasdcpatent owft putteu EES), widi@ a

ot or mat FONCRBEr T, aeSBRrERkD il TEHORC TR, SOBFehEodReTREd and

transf er apipiratost ¢00 kednbgddeheoPGINt sdeehiPtwRenuthe édAtéat aisingp03) -
The content key 1o information decrypting unit 112 also transmts theé

Yy t .
i nf or mat APPA@EHSak1 PReWFitiesca gontiendt obdisptaxhérepredupash a eonkentont ent

contis “PfiE"Snteht uSfrg bbdrands AR akiges B8 R Rs itk pot i
appar at uappératusni@diivhethet the endtitigds peamittesd Br pFohibiadsand om

the ECM . the content | hat is used to judge whether the witing of a
cont ent F'%ep\é’ﬁ'h’i'f‘ﬂeérlffchB \biQfe(HhénGOﬂrtﬁﬂgfb5r§°tﬂ¥é056ﬂt dasadban the

cont ent I ! ﬁ&{m i
transfergél%'ﬁcrett 8@%?%%?5?{!%{?%%??&90 es .ﬁ%%%?ﬁ%ﬁ%#gw&ag’ﬁ% t he
cont ent whther&hecwiritgngnist peonittediorcpnobibitedt.put control i nformati on.
The ntent degr i uni 6 .decr s, (desgranbl es) the TS packet

obt &hed from ?‘th%giegg?aﬁr&%il Slﬁg&lsli"%ﬁetﬁge&ﬁts Qnﬁayt%b$%m€%'a€$rom
the cont enatkhnvienfiseant igipstaedy Ahitdd tHel teoitedts teding? dte mS 3Tre

content output selecting unit 117 switches to outputting to the recording
appar at usCaISIENSss By the M{el daanaged biptiheceontent usingnsystems 3 panche

cont ent nt p.al i t 5 1.5.S .t e and
t he cont ﬁ?ﬂgjm’ ég'rw#@let Fg#'g?ﬁgtlﬁsng?s&at%%%%?%ge%&m{t%| ting
uni t 2402aref mdvwkeacoMhipgmayses ahat E4€1conteny dD igeneatingt uand 10%
content out put control i:nforBati on fromthe content using apparatus 110e
(st ep s28ERerages a content ID whenever a content is newly imported and
that it is necessary to inform the moved content list managing unit
1401 of the new content ID.
The moved content list managing unit 1401 of the content
importing apparatus 100 reads the MCL stored in the moved content
30 list storing unit 1402, refers to the MCL, and performs an update
process and the like. More specifically, the moved content list

managing unit 1401 performs processing that receives a content ID
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The received content output control information is transferred to the noved
content |ist managing unit 2403. The noved content |ist managi ng unit 2403
reads the MCL fromthe noved content list storing unit 2404 (step S2508)
and 5 judges whether the wite is prohibited or permtted (step S2509).
Thi s judgenent as to whether the wite is prohibited or permtted is
performed using the sane nethod as described in the first enbodi nent, and
SO description of such is omtted here. Wien the judgenent in step S2509 is
"YES", n the wite has been judge 0 bhe permtted,

[ ., 10
the voL O BuReblbtaREH 1N s o prenhd Dhaaiae catinghin e ol 0d dromy th 1
2404 (StEqu%@ﬁ%q)Dr% TR LYY '1td4“%mf‘e'rég £ s thé! Sontdt rI\E')C4r8% F-

comrence the content witing procéss £ Wr'tTng unft
t he cont ¥ILomte. théNh]EnsttdneagmmmmrhE( sokpa Seémtgnt| tosbeulwlrlbeennotsed

h wh S2500 i wh h
et e heBefdfdd ST o bl S8 dpharatusd LhE i Mhevalsahtent <
t er mimat fet ﬂﬂhﬁ@gmg\ﬂynm n4de Aigg§est ' WAgeSYStSEHMitdd dYCL IS

20 managed in the recordi ng apparatus 2401 and the I's used en writing
a cont enProbibitede amdtupdates the MCli.s pdsaj whencanprchi ks ned, storerchat

shoul o bl nEieartae O £ORtsPE 1R, Sakins, b 03, har e EoRaW - |

i ncr easegepre ranietioa Atyindeig BREES ![h%hmntleﬂsé n&ked th a1eE18s Fhie®A okt find of
t he conteni IDis not limted to the nmethods described in the first to

fourth af@l@iRtN@BinASH Obithend Gl card: seaueaty dnanegingthenhash may
e s I3net 9hfile WHerth & sHihd o EROSRBANTIGED MOS80 Billad e Eb e 1y

assli gned IN SCra e uni e conten ernative
be assi gpedsentunmemtumny\/slocmbtndecsrrqpaomt oﬁmc(m$srom¢tuw$n)erie0r

reproductlon 8 recor di ng, are nmade by users. speC|f|c.
exanpl es, such'{fi ﬂ’nﬁﬁ(?dbecqrﬁ??ﬁ%ﬁéﬁ (HFOTIRGr Uniki %QE@S ithd eﬁQn'%ﬁn
recor di NemigirkingiNepphPSL S L 00N 9 CRESpARE tht SloFEs ot AL 4AgMd he

sel ection y the user unti e sel ec I on of another channel .
5 The firealizedfbyra thandd disiktdrieebodithentikeof the present invention show

exa es wher gnt en engrated, b tent | D gener at uni t
704 11 “the- conT B8 CoREsRETTES sy did st Aol e CPotplarBPertiatom 1
the cont appalrBtaeneoetpaeroms alwo@eéstmwa@%tef\ﬁéﬂheomht@ht i® 8¢ gned
in advance to input data 10 (such as data (the EIT, etc.) that is

distri buﬁeateagépr{@ wiiitten as resroshiged framethe sontentdd tranpsmitting

Spect 11 Bty 1407 1o Gl fthgBbaPiRTARYn, SR £l dodfiht e
cont ent IDsto bheenrmaxed/ebymtevnitdristcmmeagm@mma\/moiemmsransmts thant ent s

5 the transm SSI on side, .such conte may be used. The enbodi nents
des bel¥gafpreat vt WMFQnﬁhPé’V%s § ﬁ‘@d ‘&['tthng his d%@n'f’@rﬁt%wr

i nf or mat FPBh it8e tﬁ@cé‘ﬂ)éd pﬂr@mnghanmoégé cbmgwe ﬁgfh giﬁ@huws not

limted I's mbt | nst ead separatin cont ent
and cont 340 k&9 the |cmfnt|enm:tIlbrtramysrbettm;gommbdlouyoﬁrthembndmntlunsnrtga

above e i.nents, ween the content inporting apparatus 100 and the
cont ent ngggﬁggﬁéga}iﬁ $ 110, between a plurality of content using

appar at uses 11PheafgnbghveHD ﬁH&@\sQﬁitttﬁﬁ% WAt 40P 3hatHE édAtaRE Gding
recordi ng apparatus 2401, the content IDiIs transmtted and recei ved in

or d&5 t oapearatHst htOm pertgiosrarratessnthat seegives the aontewt IDsof

content 51t pCPNEBREr b “Prr VLR 87 rePrhuftel o i PlelRERIreRt, L35
encrypt i inforayatie noefdanypttn§ounstichl 2 ortrd AseRitsOth&O0c6heens UMD Efitithe r om

being content ID receiving unit 1403 of the content importing apparatus

100, receives the judgement result, which shows that the writing is

30 permitted or prohibited, and transfers the judgement result to the

content key information decrypting unit 112.
The content using system 1 of the first embodiment of the
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30 replaced or being tanpered with. At |east the content key information
encryption conversion unit 103 and the content 1D generating unit 104 in
the content 64 i nporting apparatus 100 and the content key information
decrypting unit 112, the noved content |ist managi ng unit 113, the noved
content list storing unit 114, and the content output control unit 115 of
the content using apparatus 110 are parts that perform5 processing which
relates to security, so that these units may be realized by nodul es, such

as securi ules. with_ta r-free cqonstructions. AlLso,. the first ,and
fourth eﬂt_%ﬁgﬁgn'trgv%@t'f)ﬁ‘ea ; qorﬁgrﬂi Hﬁ'@ﬂoW%&ﬁ@&gnﬂfeE%e$%c9ﬂg

content gphbgdameaitten thid Bresdnt unprertiepntad kamphesiniheté8thrd a
content writi ng unit 119, though the content using apparatus 110 does not

need to FRBtené IBbisset inHdw t $hoggh iméhéserahodirient tpeoatent110

may i ncl yde @nl nt, i y it 1 r en i a rat us
110 may rﬁclﬁdegggl gﬁa '@(@é{gﬁs&!\?ﬁi t#ﬂgeunﬁ?o@wﬁm?ncétq#s é@%@% gﬁg or
bot h ®f {riforeeation).ouAswxanmsiesl ofugiith Ihbo amatide axdedirbnethRUECM,
selecting unit 117 can also be omtted. The first to sixth enbodi nents of

the pres@nng WheretbessnkeRt Ibhis sehin NiEcPMhosm Methed whergeen
Tl ! ant! ; " i tal

br oadeast e ST I8, IS 8BS & pSpEdTsectioh TR fik. CORERAL IS BOBted a0

L\L shoul dolfeonm\t]i!'mJEM'hday ahRIPrespnbe use]:dti OAs aame teex i | e eof SQ(tjt;ingase ]
ere coptents ny, f ormat, are or m a conmuni cation medi um suc

as the | ?@rr@&%ﬂdy@ énr(—F@(ﬂ'd?@n&t&gm{gua%%saap&%%%gd‘”?@ﬁ?ug 25

In tite akeveeptDAdi ABBEFiptOFAWNRH [ akfined WPthhera eBhRENLITTY c%trPB'éte“t’

a display unit Tor reproducing and displaying a content on a nonitor and a
witing 68tt isdnsartedng anfisstloppgpaitdifum descripsoripart, of HhwgyRMTe

Poca i o dsisdPeli o ASkribkBk sfucfah 158 48R ek P 8 e Babyr By 868 s
const r uchiagits \WaeT e Set $n jthdgdesehigitorpa eoPthpUPMTG i o BRgicante

to
the digital bus is permtted or prohibited in the same way as for tE_tg
writing GANtEO| degsriptateimpdiicheifermation relatingito digitah copyipanisent
usi a : ! C di tS, : . A
ni 12 g et hd 3 B aetertoborn O h S TR RV e hRB LAY Ahyp B MIoh: ene

in a stadesgriptare pletcont &nt flse ngdrdsmnid conthatnehsiork, syistenser amay be
able to select a,wi,iting of the content .jn a . bound state, Al so each of the
above enbomRBiidRHESERIRtoRStS nevdy Sgfinad WnEA'S AESETiRtast Pare ROC
reaches | MRERBI ZEp angls co nt ;h Ds can de t fues

cont ent H?)ét g@l?e_deltZt eﬁjfrg?ntﬁg%wml_hi saget%(?mé\@@d'gig:cgﬁaﬁg g“o at.l?[asndom
nunber . Aeditendndd] descripdach dihe decidioreastisowihethies, this« esodipton isunber

e 129 coRBEORI fikEr FESR At n BRE Seluld 10 S iRt e & mid e ool wner e
i nf or mat ipreddlatsydtenn et hRe destiritdokSis AoPeiallytsst o theolirgttiedp s set
somewhere aside fromthe ECMin the transport stream )
part when there are parameters for each program, and in the second
loop part when there are parameters for each elementary stream.
The following describes an example where the content ID is inserted
25 in the PMT.
However, when the content ID is inserted somewhere aside
from the ECM as described above, there is the risk of the content ID
being illegally replaced or tampered with, so that it is necessary to
securely bind the content and the content ID. This means that
30 when the content key information encryption conversion unit 103 in
the content importing apparatus 100 converts the encryption of the

ECM, the conversion of the encryption is performed with the content
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Finally, the content inporting apparatuses in each of the above enbodi nents
may be physically integrated wwth any of the content using apparatuses. 20
| NDUSTRI AL APPLI CABI LI TY The content using systemof the present invention
i s conposed of a content inporting apparatus that is connected to a network
and at | east one content using apparatus. The content 25 inporting
apparatus includes a content IDissuing unit that issues a content ID and a
content key information encryption converting unit that converts the

f content key infaq twork key that is shared in

aavance 01 BryiRe: 58en SYsellialiatho the ke By farthak thacednban anhiben ey
i nf or mat t@ﬂtéﬁermthﬁgeﬁturé’»@:etrdt@dn&ecrﬁ(ﬁ)t é&?.&%@éﬁﬂpéeyd%%ft i on,

whose encryptlon has con usi n nove content
| i st stowhgreuthe necsulttocﬁramg(QRr(checduswe OR) Itakten(f@_uhe metwerlk key

are uri t B0 BBe e HEEIBCBR e eSSl RBaRAG thFteRuorR KRaTihaeer he
Wi ting ebndeALTEN US%@%”@Hé% T@H'l&!j ¢dr hasem cp m?ptth‘g%l}.’ﬁlanlt% E’FUSI g

present invention is utilized in a nt ent S1 ng syste
net hod, & @&t Where)adppahdsuealcahated (fonttdaret costent Jboysémg tehhaswite a

perm 11 c8SFERBRT EiEns BrACL AR PRI ahad A Bl s sk e a
content tise BEM,mr a mettlowhée vhe BCHM [ uh@lrybre@fuﬁwtﬁémeaﬂe
connecte Si n a binding unit that is provided in at |east one of

t he pl urg[pl doﬂ"ﬁﬂp &ﬂi@é@dalﬂlé'ng e maiveortly keydnaye beomsest. t Shene
t t epnt | th
o Lo %ﬁggg%ﬁ”ggﬁtgﬁt Harmplé e OR AR [ BRI Faf §hen " "

| east onnetwarke kayrahdt thef eyt Uesandd the oesabl B tsedsas an
content D thagli corresponds to the cont ﬁnt t hat has been bound by the

bi ndi ng GRFTYPEAN k&Y EXBVRAENGHY PEINALNESEEMyi ded in at | east one of the
15 plurality ofhapRipaiaien agd tfe ORBIABNE tWkiRY P&&ANtENlyitRatpRas

been bound bg the bi'nding unit in an unbound st albe a witing unit phat IS
prOV| dedCPnsErucCkant deseridfed labqverial degzcnnbead)rtmlaws.mhandfemmmrtabl eto

has been put in the unbound state by the bind
|ngELﬁ gﬁt%ﬁgaé‘?brage 20 nedium a table unit that is provided in at

Ieast one of tREGPI1S & id §loW cHEPEERDWIRY BRE donBReY ﬁ*h'p%ﬁtﬂw%?ﬁo%e%st abl e
show ng tEe content I D of the content witten by the witing and a

suppr essPhghgnfontent imperdngdapparaius 888t one of the 25 plurality of

apoer a uses, s AN e 457! PRBEES ATk PahShBLE' IR 5° o

witten by the witi 0 SUPpress wi t he
witing bnoadbasEdNanea(smm S1t501)the table. 2. A content using system

e 2ont ont 1 0T Be BRbaERHIGh NS 102 Fed8lmyhendansRorigstRam fomad, i
the obt atRedimont edhit Q625 Aoterle’B Rheedbd 6P RS T8 Hikal! eanlhe
separates the TS packets of the content and the TS packets of the
ECM (step S1502). The PIDs showing the TS packets of the content
and the ECM are written in the PMT, so that the separating unit 102
25 refers to the PMT when separating the TS packets. Also, in order to
generate the content ID, the separating unit 102 separates the SI
information. As one example, this information is an EIT (Event
Information Table) in which event information is written and a TOT
(Time Offset Table) in which the present time is written.
30 The content key information encryption conversion unit 103
receives the TS packets of the ECM, reconstructs the ECM section,
and decrypts the encrypted ECM using the work key (step S1503).
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68 content IDtothe table w thout suppressing thewiting of thecontent
bythewiting unit, and to suppress thewiting of thecontent bythewiting
unit if the obtained contentlIDis present in the table. 5 3. A content
using systemaccording to Claim1, wherein the suppressing unit is operable
to obtain the content ID of the content to be witten by the witing unit,
to add, if the obtained content IDis not present in the table, the
obtained content 1o IDto the table and ~~1" as a nunber of wites by the

\glr:)it ;: Egdugiotntenp% EBn%éHrP;se 'h?ﬁrt 8‘?@}55\%@59&%}%&#% %f”tt E@Bhas
reached aepldsdatcemtle(rﬁdllhagemanatlogﬂae%quéét@qd%henﬂatﬁ élll‘\sﬁc{l@ngrﬁ{jrﬁtﬂjp

di I ndl n | IS opera e (0] In e
Sontent " TRErEI Tt (U chBab phaRg Bttt Bitibuked oGRSt (the
cont ent Eéh'ﬂ@n@ t'bei:H@ri‘or'fﬁ‘é’nE ey ﬁ'e%eﬁ%%fer?r# dr‘i‘ltaf'(ﬁ”%lt‘ﬁcfzﬁeté@ni)éh‘f jpi ty of

appar at uses. . A content using syst according to 4, "wherein the
plurdi tgetﬁfer@rtm aunslesl Qdcradeiviimg d:deemfonmpatmlmgam@paeqUestaaddat

the-bi naosytat M R BB (en 33 S0 HerS s dfe SRR EREe thes: ng:
appar at ugentene! MblegehBEating @nli'f“lt04td@nél'é‘l€b§ %ﬁ@vwatéﬁttm tfPSrﬁ{Vft'hfe' ng

unit, and the suppressi ng_uni . A content using system according t
C ai m 5, SebVigeeridi af the lgb'ﬁtaé’rﬂ thei peespphtunesicsthar®er |Inct1hjdeca$e,

o1 o SalReL RS e BRI in IRTRL BEihE, "3 BGRNCRSH!  Te'eRls N

10 point the content ID is generated in association with a unique ID that
is internally stored in the content importing apparatus 100, it is
possible to generate a content ID that is globally unique. The
content ID that is generated in this way is transferred to the moved
content list managing unit 1401 in order to update the MCL and is

15 transferred to the multiplexing unit 105 in order to generate a
content_id_descriptor in which the content ID is written. Also, in
order to securely bind the content and the content ID, the content ID
is transferred to the content key information encryption conversion
unit 103.

20 On receiving the content ID, etc., from the content ID
generating unit 104, the moved content list managing unit 1401
reads the MCL from the moved content list storing unit 1402 (step
S1505) and registers the content ID received from the content ID
generating unit 104 (step S1506). Itshould be noted that when the

25 MCL is not present in the moved content list storing unit 1402, an
MCL is generated and initialized.

Here, the MCL is composed as shown in FIG. 19. In the MCL
shown in FIG. 19, the number of writes is registered as the number
of times a content has been written onto a storage medium so far.

30 In addition, a maximum number of writes per unit time (maximum
times/period), an interval (“penalty period”) for performing control
so that the writing of a content is prohibited for a fixed period

41



| east th
stored i
cont ent

4, inclu
apparatu
unit, th
each of

th it t
ol udi t;g'gﬂ\lg’qlegnmﬁt Wi Hig |Qfgtaﬁpﬁﬁa¥a§taaldata thas SdnmNU'tgltwmema ng

R PRITLE Wik S SuER b EfforTRE (prtd BRRTWILLE el 97 rReBrdhicin

I ncl udin
apparatu
unit,

using ap

the suppg

wher ei n

e content |ID; and an updating unit operable to update a table
n the table unit when a notification is recei ved from anot her

using a ppa ratus. 5 7. A content using systemaccording to Oaim
di ng one content inporting apparatus and at | east one content using

s, wherein the content inporting apparatus includes the binding
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the content using apparatuses includes the bind renoving unit,
8. A content using systemaccording to Claim4, 15
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impose a penalty soythat the writing of the content onto a storage
medium is prohibited for one hour following the previous write time
%22:22:22", which is to say, until *23:22:22”. It should be noted
that in the present embodiment, the maximum number of writes per
unit time and the penalty period are set separately for each content,
though it is possible to set such parameters in each MCL and to set
common restrictions for all of the contents on an MCL basis.

In the present embodiment, the number of writes is
incremented (with the number of writes of contents that have not
been written remaining at zero) as the process for marking contents
that have been written, so that it is possible to distinguish between
contents that have been written and contents that have never been
written.

The moved content list managing unit 1401 writes the
updated MCL in the moved content list storing unit 1402 (step
S1507).

The content key information encryption conversion unit 103
uses the content ID and the network key received from the content
ID generating unit 104 to re-encrypt the decrypted ECM (step
S1508). More specifically, the content key information encryption
conversion unit 103 takes an XOR for the content ID and an
encryption key that is internally stored and has been shared in
advance on the network, and re-encrypts the ECM using the result of
the XOR. In addition, the content key information encryption
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uniformy incrementing or uniformy decrenenting;, (c) a unit operable to
‘generate and issue the content ID using 5 a random val ue that generates a
uni que value; (d) a unit operable to generate and issue the content ID
based on data distributed together with the content; and (e) a unit
operable to obtain and issue the content ID fromdata distributed together
with the content. 10 11. A content using system according to C aim 4,
wherein the IDissuing unit is operable to generate a content IDthat is

! pe! ) : t
150 coRPalieadn il P, GEtve e, e g ey pleaBE] kR oY b diatong
unit is epel ekl ®sfarsOEneres %)éé]@eti‘soﬁéet'ﬁie h%!‘t%le@éﬁp GARE %ts t hat

corresponds to_a broadcast program 13. A contenf using system according
to Caim4, whéh& Mukiplexing Undt l;kﬂa% moltdplaxeorhehd p@cé&ensl oéthe

oper et cBeBhe gt Bhr b FRCoRARAEMG | Bt B3 S HERSBRRNE 15,
i nf orgrat the BCM emﬂwds@rerecwptﬁ@ndﬁaslw@én%bnvﬂé@tefdﬂ ﬁé'céh)%d’wfl'éhﬁ‘&h%“'t s

to wite the content. 14. A content using systemaccording to Oaim4,
wherei n CRALEREI kayncinfesmatios: mmfptsﬁawq@\eewone Lb‘u h 1B of &Aheont ent

wrt ting SRaNBRxing o A0 RROEDUrARer d Sl R TR 1 e
path in the content ID received from the content ID generating unit 104 and
inserts this content_id_descriptor into the descriptor part of the PMT
10 (step S1509).

In this way, in the content importing apparatus 100, the
encryption of the ECM is converted so as to generate a content that
is bound to the network, the content ID is set in the PMT, and the
re-encrypted ECM is multiplexed with the content. The content ID

15 of the imported content is also registered in the MCL.

On the other hand, FIG. 20 is a flowchart showing the content
writing process performed by the content using apparatus 110b.
Since a process that enquires to the content importing apparatus
100 to see whether the writing of the content is permitted or

20 prohibited is also performed, the processing of the content
importing apparatus 100 is also shown in the drawing.

In the separating unit 111, the content and the ECM are
separated from the transport stream received 'from the content
importing apparatus 100. The separating unit 111 also separates

25 the PMT, obtains the content ID from the content_id_descriptor of
the descriptor part in the PMT, and notifies the content key
information decrypting unit 112 (step S1701).

The content key information decrypting unit 112 transfers the
content ID received from the separating unit 111 to the content ID

30 transmitting unit 1404 and the content ID transmitting unit 1404
transmits the content ID to the content importing apparatus 100
(step S1702).
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which the witing unit is to wite the content. 15. A content using system

according to Claim4, wherein the table includes information show ng a

permtted 5 nunber of wites per unit tine for the content , and the
suppressing unit is operable to suppress the witing when a nunber of ,
wites of a content per unit tine by the witing unit exceeds the permtted

nunber of wites per unit tinme. 16. A content using system according to
Claim4, wherein the table includes information showing a tine interval

froma witing_ of a content until a next permtted witing of the content,

and the suppre Bﬁn@ODFﬁ*'ﬂtl 1D spsehying W"s'ub‘b@@s@ftth@ @enteng Ib"yporﬁan%

writing
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18. A cont ﬁqte usi ng system according to Claim4, wherein the table unit

stores alft shol d value for deleting content IDs that have been recorded
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on the content ID and the MCL (step S1705). More specifically, the
moved content list managing unit 1401 performs a process that
refers to the maximum number of writes per unit time and the
penalty time for the content ID that are registered in the MCL and
judges whether the limitations are satisfied.

When the judgement in step S1705 is “YES”, which is to say,
the judgement result is that the write is permitted, the moved
content list managing unit 1401 adds one to the number of writes in
the MCL, updates the MCL, and stores the MCL in the moved content
list storing unit 1402 (step S1706). The moved content list
managing unit 1401 also transmits the judgement result to the
content ID receiving unit 1403.

When the judgement in step S1705 is “NO”, which is to say,
the judgement result is that the write is prohibited, the moved
content list managing unit 1401 transmits the judgement result to
the content ID receiving unit 1403.

The content ID receiving unit 1403 of the content importing
apparatus 100 transmits the judgement result about the writing that
has been received from the moved content list managing unit 1401
to the content using apparatus 110b (step S1707).

The content ID transmitting unit 1404 of the content using
apparatus 110b receives the judgement result showing whether the
writing is permitted from the content using apparatus 110b and
transfers the judgement result to the content key information
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the table has reached the threshold value, the table unit determ nes a
content I D to be deleted based on the tine and date infornation. 20. A
content using systemaccording to Claim 18, 5 wherein the table further

i ncl udes access information for contents, and when the nunber of content
| Ds that have been recorded in the table has reached the threshold val ue,
the table unit determnes a content ID to be del eted based on the access
information. 10 21. A content using system according to Claim 18, wherein

h bl ' d wh h nb f | Ds
that  navBekeeRtHEaIRLGT1 2 (REWSHARES Foached the threshol d val ue and
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content using systemincluding a content inporting apparatus and at 1 east
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= cont enfCeSy UElic: Witft e BlbaReABRE SHSHIE aHolih Y FRLN BB e W kEp e he-
cont éht isnpETrhitgedpEste B1 709)udi ng: an obtaining unit operable to obtain

a content and encrypted content key infornation, which includes the content

key for the 256\5%%/@}119; JHAgRmMRatn ster:ShA0PDsyeXESA: iwlgiamils tepsawbl e to
te : f ' f . A . t ai ni ng
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decrypti ng unit operable to decrypt the re-encrypted conte
i nf or mat tB8 BEMJstep Se7ud )k key; a second decrypting unit operable to

GocryPt cu oy R EoBrdRE M6y TRFGPHAHEN Sderybling GRI 112 EBtaiRs THE" ' "
content key from the ECM and transfers the content key to the
content decrypting unit 116, in addition to instructing the content

15 output control unit 115 to transfer the content in question to the
content writing unit 119 (step S1711). By doing so, the content
output control unit 115 controls the content output selecting unit
117 so as to write the content.

The content decrypting unit 116 decrypts (descrambles) the

20 TS packets obtained from the separating unit 111 using the content
key obtained from the content key information decrypting unit 112
(step S1712).

Based on control by the content output control unit 115, the
content output selecting unit 117 transfers the content to the

25 content writing unit 119 in order to write the content (step S1713).

The content writing unit 119 writes the content onto a storage
medium (step S1714). More specifically, the content writing unit
119 encrypts the content in a suitable method for a storage medium,
such as a DVD-RAM or D-VHS, converts the format, and writes the

30 content onto the storage medium.

When the judgement in step S1709 is “NO”, which is to say,
when the judgement result shows that the writing is prohibited, the
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a witing unit operable to wite the content decrypted by the second
decrypting unit onto a storage nedium a table storing unit operable to
store a table in which the 1o content ID included in the content key

i nformati on decrypted by the first decrypting unit is associated with a
nunber of tinmes the content corresponding to the content |ID has been
witten by the witing unit; and a suppressing unit operable to obtain the
content ID of the 15 content to be witten by the witing unit, to refer,
in the table, to the nunber of times the content corresponding to the
content £OnNk@Btbkey infiarneatioanded yntipgesnitvli2ngaoicelhehmmamtery t he
writing i o nunber of tines has reached a predeterm ned nmaxi num
nunber o €$HEQ5P3%E§§: A content using systemaccording to Cl aim 22,

wherein at | eabt thi® wayl bnthespngsenpaoritent! usingisyistehydesaadmamduci ng
] e to, repr,oduce the content that has been decrypted by the

nit operab
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th t I t A bt ity . fer,
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content €onhestbivponking eappandtus $00pr e¥¢heapvodticid o byntdrt, the

reproducé' Qn upit when the nunbeL @g’ times, has reached a predeterm ned
nmaxi num énﬁﬁﬂgelrls'(ﬂ‘g tIRearabs WlPh,enaUIGesnEo stiie erPRERRY dMBOTrENA ai m
22, 74 aral | I8t fu i el : I
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cont ent éﬁﬂnghéppaﬂzﬁe%em‘lp@mdinmappaeatwmlbOOsueﬁdatl&d, MiQie toahludge

syn onj, ZJ bt 5. ]S ES chroni zation .info i on including at
Ladd Crithein theonBARE S eSS S il SR by masig ng
appar at ugasitatiothsvbentisg nwhitpng Zef coRteAter mation is received froma table
synchroni zing unit in another content using apparatus, the table

synchroni zi ng UREt capdgnésrepeodustion n(displawpl precess nig thie .carterst A
cont ent ' aﬁﬁél‘adf‘ui n ' ﬁﬂzﬁ ok i . and at | east
one contHe‘ré\itﬁgsi g app:;ts'rgtkﬁgjI i{%ﬂ%?rs rgaawhgf%ékggg@, B%gé‘gglgagglﬁv%ﬁs S
bound t owasneshvwhk bp &IG.y[R0 nhardnsentddenriptioer neft i such Wy dhmiin@ddides a
cont esnt e regui red. to 15 decrypt the content, using the network key,

1 owever, it is necessary to amend the procedure so that the
processing in step S1706 is never performed and the processing in
step S1712 has the content output selecting unit 117 transfer, in
accordance with an instruction from the content output control unit
115, the content to the content display unit 118 so that the content

20 is reproduced.

Fourth Embodiment
The following describes a fourth embodiment of the present
25 invention with reference to the attached drawings.

FIG. 21 is a block diagram showing the construction of a
content using system 4 according to the fourth embodiment of the
present invention. It should be noted that in FIG. 21 construction
elements that are the same as in the content using system 3 of the

30 third embodiment shown in FIG. 16 have already been described
with reference to FIG. 16, so that such construction elements have
been given the same reference numerals as in FIG., 16 and
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t he content inporting apparatus including: an obtaining unit operable to
‘obtain a content and encrypted content key information, which includes a
content key for the content, fromthe outside; 20 an I D generating unit
operable to generate a content ID for identifying the obtained content; an
encryption converting unit operable to convert encryption by decrypting the
encrypted content key information obtained by the obtaining unit, adding
the content ID to the decrypted content 25 key information, and

re-encrypting.the copten ey information,using the network key; a table
storing gir%stcgbrbtépﬁb? Spgﬁ'gF@%ebgepaprt ®d¢ records the content ID of a

content that ha:@rhg@rrrewriﬁdeﬂq@ntc@r?céitor@gﬁgmgtgg@ﬁy ) %ﬂtmllét e\:'ﬁiﬁag

apparatus; 30 a table managing unit operable~to , when a wr
per mi ssi @Mpodienant of e prasenthirviention,vthe fcament asingt system 4
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write tneraBnEaR coffedtbPdy fatihBabntis S dhdirantorstne Wittmge
medi um  2hRelisHNBARGEBF dotitethtsyBheBY ARl HH PecaiveatiaedL . i mporting

apparatus and at |east one content using apparatus that share a network
key, where a c¥hentthe M&kngteedna khewsraved content lis§ stoningt ukély

i : ) . I . - : ,
Lo ST d%Mh2 M TheSh! HBTMA L oMM E iRy [ 1isP HEHRIcaAg, GAT -
_obt ai ni ngaﬂlltinptiae ;ddretetr[t rportieg Eppardtuend 0 eransatits areMCkeno

i nf or mat %QE va/m ch. inc]Judes a content key for the content, fromthe

out si de; Bnéﬁﬂér‘dﬂ% ARPArapes alﬂ-@cglo ener speciicallyetha MELr iso
L dent i TybPanEAALRR 3d'E8VEPP EBhtent using apparatus 110c when (1) a

content ID has been registered in the MCL due to the content

20 importing apparatus 100 newly importing a content or (2) when a

content has been written by a content using apparatus 110c, the

content ID of the written content has been received from the content

using apparatus 110c and marking has been performed for the

content ID in question in the MCL to indicate the write. Here, the

25 MCL may be broadcast as one example of the transmission method.

When a content has been written, the moved content list

receiving unit 1802 in the content using apparatus 110c performs a

process that transmits the content ID of the written content to the

content importing apparatus 100 and, when the MCL has been

30 updated in the content importing apparatus 100, receives the new
MCL whose version number has been updated.

The moved content list managing unit 1803 in the content
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an encryption converting unit operable to convert encryption by decrypting
the encrypted content key information obtained by 76 t he obtaining unit,
adding the content ID to the decrypted content key information, and
re-encrypting the content key information using the network key; a first
table storing unit operable to store a table that records 5 the content ID
of a content that has been witten onto a storage nedium by a content using
apparatus; a table managing unit operable to use, when a wite perm ssion

j udgenent reauest ha bﬁfn received froma content using apparatus, the
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FIG. 22 is a flowchart showing the content writing process of
20 the content using apparatus 110c.

The separating unit 111 separates the content and the ECM
from the transport stream received from the content importing
apparatus 100. The separating unit 111 also separates the PMT,
obtains the content ID from the content_id_descriptor of the

25 descriptor part of the PMT, and notifies the content key information
decrypting unit 112 (step S1901).

The content key information decrypting unit 112 transfers the
content ID obtained from the separating unit 111 to the moved
content list managing unit 1803 and the moved content list

30 managing unit 1803 reads the MCL from the moved content list
storing unit 1804 (step S1902). At this point, if no MCL is stored in
the moved content list storing unit 1804, the moved content list
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an encryption converting unit operable to convert encryption by decrypting
the encrypted content key information obtained by i5 the obtaining unit,
adding the content ID to the decrypted content key information, and
re-encrypting the content key information using the network key, each
content using apparatus including: a first decrypting unit operable to
decrypt the re-encrypted 20 content key information using the network key;
and a second decrypting unit operable to decrypt the content using the

content key included.,i e decrypted cantent key information, and the
cont ent W%l??ﬂbnﬁd-b%tafﬁb i HeNEdhgS 38 MClriting unit operable to wite a

content onto a OfrRffe e i | Ay t a
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encryption key that is shared in advance on the network and the secr

i nf or mat FoR; resiltof te XOR £5teRtSHPB69ssi ng unit operable to receive a
COEDL Out Ut ThENEReht KR FRLESk T Yt BBRG R T SRR T, °
content key from the ECM, transfers the content key to the content
decrypting unit 116, and also instructs the content output control
unit 115 to transfer the content in question to the content writing
unit 119 (step S1906). Accordingly, the content output control unit
20 115 controls the content output selecting unit 117 to write the
content.

The content decrypting unit 116 decrypts (descrambles) the
TS packets obtained from the separating unit 111 using the content
key obtained from the content key information decrypting unit 112

25 (step S1907).

The content output selecting unit 117 transfers, based on the
control of the content output control unit 115, the content to the
content writing unit 119 in order to write the content (step S1908).

The content writing unit 119 writes the content onto a storage

30 medium (step S1909). More specifically, the content writing unit
119 changes the format or encrypts the content, etc., using a
suitable method for the storage medium, such as a DVD-RAM or
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25 information, and the content using apparatus including: an out put
requesting unit operable to transmt an output request, which includes at
| east an out put destination of a content, to the content inporting
apparatus, to receive the request response, 30 and to obtain the secret
information; a first decrypting unit operable to decrypt the re-encrypted
content key information using an encryption key shared in advance 79 on
the network and the secret information; a control unit operable to output
content output control information for controlling a selecting unit; a
second dBcMbRiagdishenopeitas sheccaateppronteethacstprage meditmnt usi ng

the content key; o3 | L.t .ap I Sgl & n u estination
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t he conte@nfirms whetlaarithe waitons grarméteichf or mati on decrypted by the

cor i9spond! ng Whefehe InBRBREALIE Bem SR bTESHe MRl i S8eav: and
the judgement result is that the write is permitted, the content ID is
temporarily stored in the moved content list managing unit 1803
(step S1904). The processing in step S1904 onwards is the same
as the processing described above and so description of such has
15 been omitted. _

When the judgement in step 51910 is "NO”, which is to say,
the judgement result is that the write is prohibited, the content
writing process is cancelled (step S1911).

FIG. 23 is a flowchart showing the process that transmits the

20 content ID, which has been temporarily stored in the moved content
list managing unit 1803 of the content using apparatus 110c as
shown by step S1904 in FIG. 22, to the content importing apparatus
100 and so synchronizes the MCL between the content importing
apparatus 100 and the content using apparatus 110c. It should be

25 noted that in FIG. 23 the content using apparatus 110c that has
written the content represents a plurality of content using
apparatuses 110c, with the other éontent using apparatuses 110c
also performing a process that receives and synchronizes the MCL.

The content ID of the content that has been written, which is

30 stored in the moved content list managing unit 1803 of the content
using apparatus 110c, is transferred to the moved content list
receiving unit 1802 and is transmitted via the network to the content
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a suppressing unit operable to obtain the content ID of the content to be
witten by the witing unit, to refer, in the table, to the nunber of tines
the content corresponding to the content ID has 30 been witten, and to
suppress witing of the content by the witing unit when the nunber of
times has reached a predeterm ned maxi mum nunber of tinmes. 80 31. A
content inporting apparatus that binds a content to a network to which a
plurality of apparatuses that share a network key are connected by
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st ep whi ¢iPdatedy f dhaemovedtcanrtant sk nmanagéngoupitut 40ilt tragisfepsihe uses

bound "t o U e MICE Yo, iRV o TRRa st RrafSuftBYT Ul FRR0RS otep
which is perfoffimed moved teasénerigstotramemittingl uhyit Af8@ppaaaisfees el in

whi ch a cont ent II\E Ef a Bontent, whi ch has been bound to the network and is
to be wi4R@ated MGL kb shgacankent ysinghapPadatugesabiloc (stan §2Q0R) ent

0 2 BN sReple (HE rARNpREEALIS USSR QAR Logiet ) |2
broadcast the MCL to every content using apparatus 110c.

The moved content list receiving unit 1802 of the content
using apparatus 110c receives the updated MCL (step S2006) and
transfers the received MCL to the moved content list managing unit

20 1803. _

The moved content list managing unit 1803 refers to the
version number of the received MCL and compares this with the
version number of the stored MCL (step S2007).

When the judgement in step S2007 is “YES”, which is to say,

25 the received MCL is a newer version, the moved content list
managing unit 1803 replaces the MCL in the moved content list
storing unit 1804 with the received MCL (step S2008). It should be
noted that when no MCL is stored in the moved content list storing
unit 1804, the moved content list managing unit 1803

30 unconditionally writes the received MCL into the moved content list
storing unit 1804.

When the judgement in step S2007 is “*“NO”, which is to say,
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made; a bind renpoving step which is perforned in at | east one of the
plurality of apparatuses and in which the content that has been bound to
t-he network by the binding unit is put in an unbound state when the
judgenent in the judging step is that witing is permtted; and a witing .
step which is perfornmed in at |east one of the plurality of apparatuses and
I n which the content put in the unbound 15 state in the bind renoving step
is witten onto a storage nedium 33. A content using nmethod perfornmed by
an appar gt us that ?ﬂcontent that has been bound to a network by
encrypti ﬁa cB‘ﬁ?%WtecijaC 1Rk ioMeWRT chersignidtieameyedncortgnt Hist i s
Ail18
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step has@b edthat wr|t|n IS permtted. . A content using pro m f or
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| eagty on t a content
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I ncludes a content key required to decrypt the content, using a netmork
key, the Rt nt, usj ng programincluding a first prograntlo that is
executed—gﬁ—tﬁgﬂ%%aﬂﬂgﬂﬁinporting apparatus and a second programthat is
Pxecuted DY, 2 TRE! palioWahBI dUURAIBLLS, fifth [diblodiReRRBF AL G SHIbuL o

function as: an obtaining~ unit operable tarn a content an ted
content legentibor with crefewance tothedattachedtdmawirags.for the 15 content,

For Todent | Ty niiGheldolt dhiblouicitad e PO Sheg comstrughen of & >
content using system 5 according to the fifth embodiment of the
present invention. It should be noted that in FIG. 24 construction
elements that are the same as in the content using system 1 of the
first embodiment shown in FIG. 3 have already been described with

20 reference to FIG. 3, so that such construction elements have been
given the same reference numerals as in FIG. 3 and description of
such has been omitted.

In the content using systems of the first to fourth
embodiments of the present invention described above, when the

25 content that is imported by the content importing apparatus 100,
the content key information is re-encrypted using only an encryption
key that has been shared in advance on the network, so that it is
possible to use the content in real time and to use the content after
first recording the content onto a storage unit, such as a hard disk

30 drive, that is connected on the network. This means that when the
content is written, limitations can be imposed on the writing using
the MCL.
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an encryption converting unit operable to convert encryption by decrypting
the encrypted content key information obtained by 20 the obtaining unit,
adding the content ID to the decrypted content key information, and
re-encrypting the content key information using the network key, and the
second program having a conputer function as: a first decrypting unit
operable to decrypt the re-encrypted 25 content key information using the
network key; a second decrypting unit operable to decrypt the content using

the content key i ent, key,information.decrypted the first
decrypting uni “Q‘%’ﬁ!‘%@%#‘t '%%Qﬁa%q’%@%t HF_"?% styy e@%rﬁéh?“ﬁ?&&ﬁﬁﬁ?ed by
the 30 sfigdndedebodbinart USf Ltioe presentosniedititn, awlakh etBeodoitewt
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cont ént UBeofoft thi$ seorentirtforhsationt t emdywhied va i tongenbi is weitteher, in
t he tabl nber of tinmes the content corresponding to the content

, to the > ng .
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nunber o LBS i e p ' 4y fell to 35.
A cont en? VLD dBBTIHABRC ARy DOBESH TR S ST EHAREo©' frghfieibet by
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content H§iMG amRatatedil kéyto thereorienteimpayingfapparatoss dédt yndd by
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onto the storage medium in real time or reproducing the content.

Here, when an output request has been received from the content

15 using apparatus 110d, the content importing apparatus 100

confirms the write, thereby imposing a limitation over the writing of
contents.

The content using system 5 shown in FIG. 24 is characterized

as follows. The content importing apparatus 100 includes the input

20 unit 101, the separating unit 102, the content key information

encryption conversion unit 103, the multiplexing unit 105, and an

output request processing unit 2101, and the content using

apparatus 110d includes the separating unit 111, the content key

information decrypting unit 112, the content output control unit 115,

25 the content decrypting unit 116, the content output selecting unit

117, the content display unit 118 and the content writing unit 119 as

content outputting units, and an output request unit 2102. The

content key information encryption conversion unit 103 of the

content importing apparatus 100 generates secret information with

30 an arbitrary timing and uses an encryption key (network key) that

has been shared in advance on the network and the secret

information to encrypt the content key information. The output
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a table storing unit operable to store a table in which the content ID
included in the content key information decrypted by the 25 first
decrypting unit is associated with a nunber of tines the content
corresponding to the content I D has been witten by the witing unit; and a .
suppressing unit operable to obtain the content ID of the content to be
witten by the witing unit, to refer, in the table, to the 30 nunber of
times the content correspondlng to the content ID has been witten, and to
iti e wjting unit when the nunber of tines has reached a
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The output request processing unit 2101 of the content
importing apparatus 100 transmits, as the output request for a
content from the content using apparatus 110d, the output
30 destination for a content and a challenge that is used for
authentication, generates a response from the challenge, and
transmits the response and the secret information to the content
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using apparatus 110d as the request response.

The output request unit 2102 of the content using apparatus
110d transmits, to the content importing apparatus 100, an output
destination in accordance with whether the content is to be written

5 orto be reproduced and a challenge that is used for authentication.
The output request unit 2102 receives the response and the secret
information transmitted from the content importing apparatus 100
as the response to the output request and authenticates the
response. Only when the authentication succeeds does the output

10 request unit 2102 perform processing that transfers the secret
information to the content key information decrypting unit 112. It
should be noted that the details of the challenge-response
authentication are not described in this embodiment, though the
authentication process may be performed using the same method as

15 the challenge-response that is used in CHAP (Challenge Handshake
Authentication Protocol) or SSL (Secure Socket Layer).

The operation of the content using system 5 constructed as
described above is described below using the flowcharts shown in
FIGS. 25 and 26.

20 FIG. 25 is a flowchart showing the processing when a content
is imported by the content importing apparatus 100.

The input unit 101 receives a transport stream from the
broadcast wave (step $2201).

The separating unit 102 receives the transport stream from

25 the input unit 101, refers to the PIDs of the TS packets, and

separates the TS packets of the content and the TS packets of the

ECM (step S2202). To make it possible for the content key

information encryption conversion unit 103 to identify an event, the

separating unit 102 separates the EIT packets and transfers the EIT

30 packets to the content key information encryption conversion unit
103.

The content key information encryption conversion unit 103
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The content key information encryption conversion unit 103 also
reconstructs the EIT from the received TS packets of the EIT and
obtains the event information.

The content key information encryption conversion unit 103
generates secret information in event units (step S2204). More
specifically, the content key information encryption conversion unit
103 generates, for each event, secret information of a fixed byte
length using a random number.

The content key information encryption conversion unit 103
uses the generated secret information and the network key to
re-encrypt the ECM (step S2205). More specifically, the content
key information encryption conversion unit 103 uses a certain
encryption algorithm, such as AES (Advanced Encryption Standard),
and the generated secret information to encrypt the content key
part of the ECM. In addition, the content key information
encryption conversion unit 103 encrypts the entire ECM using the
network key. The content key information encryption conversion
unit 103 converts the re-encrypted ECM into TS packets and
transfers the packets to the multiplexing unit 105.

The multiplexing unit 105 multiplexes TS packets of the
content that have been received from the separating unit 102 with
TS packets of the ECM, whose encryption has been converted, that
have been received from the content key information encryption
conversion unit 103 (step S2206).

In this way, the content importing apparatus 100 generates
secret information and uses the network key and this secret
information to convert the encryption of the ECM, resulting in the
content being processed so that the content cannot be used without
first obtaining the secret information.

On the other hand, FIG. 26 is a flowchart showing the content
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When the output request unit 2102 of the content using
apparatus 110 directly writes a content that is broadcast in real time,
the output request unit 2102 generates a challenge (such as a
5 random number) for performing an authentication process with the
content importing apparatus 100, and transmits the challenge data
and an output destination of the content (which indicates the
content writing unit 119, etc.) to the content importing apparatus
100 as an output request (step $S2301).

10 The output request processing unit 2101 of the content
importing apparatus 100 receives the challenge and the output
destination as the output request from the content using apparatus
110d (step S2302).

The output request processing unit 2101 judges whether the

15 outputting of the content is permitted or prohibited (step $2303).
More specifically, the output' request processing unit 2101 confirms
the output destination (the write destination) in the output request,
compares the output destination with the limitations on the write
destination that are defined for the system or by copy control

20 information written in the broadcast wave, and determines whether
the write is permitted or prohibited. When a challenge/response
brocedure is performed with a certain content using apparatus 110d,
a limitation can be imposed on the writing of a content by not having
the output request processing unit 2101 receive a challenge from

25 other content using apparatuses 110d on the network or by
receiving challenges from the content using apparatuses 110d only
until a predetermined number of challenges has been reached.

When the judgement in step $S2303 is “YES”, which is to say,
when the output request processing unit 2101 has judged that the

30 outputting is permitted, the output request processing unit 2101
generates a response from the challenge and sets the response and

the secret information in a message as a request response (step
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when the output request processing unit 2101 has judged that the
outputting is prohibited, the output request processing unit 2101

5 generates an error message showing that the outputting is
prohibited and sets this in a message as a request response.

The output request processing unit 2101 transmits the
request response to the content using apparatus 110d (step S2305).

The output request unit 2102 of the content using apparatus

10 110d receives the request response (step S2306) and authenticates
the response (step S2307).

When the judgement in step S2307 is “YES”, which is to say,
when the authentication process has succeeded, the output request
unit 2102 obtains the secret information and transfers the secret

15 information to the content key information decrypting unit 112 (step
$2308).

When the judgement in step $2307 is “"NO”, which is to say,
when the authentication process has failed, the output request unit
2102 does not obtain the secret information and the content writing

20 process is terminated.

The content key information decrypting unit 112 decrypts the
re-encrypted ECM using the network key and also uses the secret
information to decrypt the encrypted part of the content key (step
S2309). The content key information decrypting unit 112 also

25 indicates the write destination and the write path, etc., for the
content to the content output control unit 115.

The content key information decrypting unit 112 transfers the
decrypted content key to the content decrypting unit 116 (step
S$2310).

30 The content decrypting unit 116 decrypts the encrypted
content received from the separating unit 111 using the content key
received from the content key information decrypting unit 112 (step

58



10-uy=10% u& ()-!'t 0 %40%u& ()- 'R0 %40%uu& ()- !(

940% u- u& ()-Z $10% u& ()-L!o” $10%iu& () - Lt AUAVAA>BCDDAE7 10-uy' 9%0%gZ

& ()-S'" %09 ()-S'° 9%0%& ()-S'H %0%& ()-SLm'10%g& ()- 10-u

10- uDE. GHHHI z[ 9E7 10- u! C&8" 109%&' () - &8"10%gP& ()-" 3%40%g& ()-!}"

39409 ()-!" 3%0%& ()-!> 39%40%& ()-11111 JKnLM Y7

10-u! " f $10%u& ()-3!f$10% u-u& ()-3!'y " f$10%iu& ()- 3! kf $10%u& ()-3 10g 10g
10g=10%g&" () - M NNOSPPPPWUG+7

10- U@lowg( -1 f3$10%uu& ()-3'e f$10%iu& ()-3! f$10%u& ()-3!f$10% u- u& (
)-31s°f$ ) - 3PPPQRRRSAB7

10-u@n’ 40/&00/&Th)e aoﬁ‘tféaw&tpu&s}m&fw?@ Wni8! 1 #74884 dtk- 8o VA& the3 10-u

10- USSUUgX%\t/MWEQ’oB the content writing unit 119 in accordance with the
content output control information (the write destination and the
5 write path, etc., for the content) received from the content output
control unit 115 (step S2312).
The content writing unit 119 outputs the content to the
storage medium (step S2313).
In this way, the present content using system 5 is provided
10 with a mode for outputting a content in real time to a storage
medium (or reproducing the content) and by re-encrypting the
content key information using secret information, which is
generated when the content is imported, and a network key, only
content using apparatuses 110d that have been able to obtain the
15 secretinformation can use the content. This is to say, if the content
importing apparatus 100 performs control so as to transfer the
secret information to only a limited number of content using
apparatuses 110d, there is no need to store or manage the MCL,
which has the advantages of high security and of making it possible
20 to simplify the construction. As one example, if copying is only
allowed once for a content (such as when the copy control
information is "NETWORK COPY"), when the content is imported, it
is possible to impose a limitation by having the content importing
apparatus 100 refer to the copy control information, convert the
25 encryption of the content key information in this mode, and transfer
the secret information to only one content using apparatus 110d, so
that only one copy can be generated from the network.
It should be noted that the present embodiment describes an
example where the content importing apparatus 100 encrypts the
30 content key information using the secret information, which is
generated when the content is imported, and the network key, which
is an encryption key that is shared on the network in advance,
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Sixth Embodiment

The following describes a sixth embodiment of the present
invention with reference to the attached drawings.

FIG. 27 is a block diagram showing the construction of a

10 content using system 6 according to the sixth embodiment of the
present invention. It should be noted that in FIG. 27 construction
elements that are the same as in the content using system 1 of the
first embodiment shown in FIG. 3 have already been described with
reference to FIG. 3, so that such construction elements have been

15 given the same reference numerals as in FIG. 3 and description of
such has been omitted.

Compared to the content using system 1 of the first
embodiment of the present invention, the content using system 6
shown in FIG. 27 is characterized as follows. The content using

20 system 6 further includes a recording apparatus 2401 for recording
a content onto a recording medium. While the construction of the
content importing apparatus 100 is the same as that of the content
importing apparatus 100 in the first embodiment of the present
invention, the content using apparatus 110e does not include the
25 moved content list managing unit 113, the moved content list
storing unit 114 and the content writing unit 119. The recording
apparatus 2401 includes a content writing unit 2402, a moved
content list managing unit 2403, and a moved content list storing
unit 2404. The recording apparatus 2401 manages the MCL, and
30 when a content and a content ID received from the content using
apparatus 110e are to be written on a storage medium, the
recording apparatus 2401 uses the MCL to judge whether the writing
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based on the result of this judgement.

The recording apparatus 2401 can be an apparatus, such as a
DVD-RAM recorder or an SD CARD writer/reader that writes a

5 content onto a storage medium.

The content writing unit 2402 performs the processing
required to write a content onto a storage medium and writes the
content onto the storage medium.

The moved content list storing unit 2404 is the part that

10 stores the MCL and is realized by a hard disk drive or the like.

The moved content list managing unit 2403 manages the MCL
stored in the moved content list storing unit 2404. More specifically,
the moved content list managing unit 2403 performs a read/write
process for the MCL that reads the MCL from the moved content list

15 storing unit 2404, updates the MCL, and writes the MCL back into the
moved content list storing unit 2404, and also receives a content ID
of a content to be written onto a storage medium from the content
writing unit 2402 and uses the MCL to judge whether to allow the
writing of the MCL onto the storage medium.

20 The following describes, with reference to the flowchart
shown in FIG. 28, the operation of the content using system 6
constructed as described above.

It should be noted that the content importing process
performed by the content importing apparatus 100 is the same as in

25 the first embodiment of the present invention and has already been
described, so that the description of such is omitted here.

FIG. 28 is a flowchart showing the content writing process of
the content using apparatus 110e and the recording apparatus
2401.

30 The separating unit 111 separates the content and the ECM
from the transport stream received from the content importing
apparatus 100 (step S2501).
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(step S2502).

The content key information decrypting unit 112 extracts the
content key from the ECM and transfers the content key to the
content decrypting unit 116 (step S2503). The content key

10 information decrypting unit 112 also transmits the information such
as the write destination and the write path to the content output
control unit 115 so that the content output control unit 115 can
control the content output selecting unit 117 to output to the
recording apparatus 2401. In addition, the recording apparatus

15 2401 reads, from the ECM, the content ID that is used to judge
whether the writing of a content is permitted or prohibited and
transfers the content ID to the content output control unit 115. The
content output control unit 115 transfers the content ID, the write
destination, and the write path to the content output selecting unit

20 117 as content output control information.

The content decrypting unit 116 decrypts (descrambles) the
TS packets obtained from the separating unit 111 using the content
key obtained from the content key information decrypting unit 112
(step S2504).

25 The content output selecting unit 117 switches to outputting
to the recording apparatus 2401 based on the content output control
information from the content output control unit 115 (step S2505)
and transmits the content and the content output control
information (step S2506).

30 The content writing unit 2402 of the recording apparatus
2401 receives the content and the content output control
information from the content using apparatus 110e (step S2507).
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he moved content list managmg unit 2403 reads the MCL
from the moved content list storing unit 2404 (step S2508) and
5 judges whether the write is prohibited or permitted (step $S2509).
This judgement as to whether the write is prohibited or permitted is
performed using the same method as described in the first
embodiment, and so description of such is omitted here.
When the judgement in step $S2509 is “YES”, which is to say,
10 when the write has been judged to be permitted, the MCL is updated
and is stored in the moved content list storing unit 2404 (step
§2510). The content writing unit 2402 is also instructed to
commence the content writing process.
The content writing unit 2402 writes the content onto the
15 storage medium (step $2511).
It should be noted that when the judgeme'ht in step $S2509 is
"NO”, which is to say, when the write has been judged to be
prohibited, the content writing process is terminated.
In this way, in the present content using system 6, the MCL is
20 managed in the recording apparatus 2401 and the MCL is used when
writing a content to judge whether the write is permitted or
prohibited, so that limitations can be imposed on the writing of
contents by each recorder.
It should be noted that if there is a generation unit that
25 uniformly increases or uniformly decreases the content ID, the
generation method of the content ID is not limited to the methods
described in the first to fourth and sixth embodiments of the present
invention. The content ID may be generated using a unique
random number.
30 The content IDs may be assigned in scramble units for the
contents. Alternatively, content IDs may be assigned in units in
which button operations (user actions) for reproduction and
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recording, etc., are made by users. As specific examples, such unit
may be from when the user indicates the start of recording until
when the user indicates the end of recording or from the selection of
a channel by the user until the selection of another channel.

The first to fourth and sixth embodiments of the present
invention show examples where content IDs are generated by the
content ID generating unit 104 of the content importing apparatus
100, though it is possible to omit the content ID generating unit 104
and to use information that is assigned in advance to input data
(such as data (the EIT, etc.) that is distributed together with the
content) as the content IDs. More specifically, in the case of a
digital broadcast, the service_id and the event_id that are set in the
EIT may be used without amendment as the content IDs.
Alternatively, when content IDs have been assigned to contents on
the transmission side, such content IDs may be used.

The embodiments describe examples where a content is
associated with the content key information using the multiplexing
unit 105, though such associating is not limited to this method.
Instead of separating and multiplexing, the content and content key
information may be associated by any method.

In the above embodiments, between the content importing
apparatus 100 and the content using apparatus 110, between a
plurality of content using apparatuses 110, and between the content
using apparatus 110 and the recording apparatus 2401, the content
ID is transmitted and received in order to confirm the MCL,
synchronization information for the MCL is transmitted and received,
the content is transmitted and received, and content output control
information is transmitted and received, though encryption may be
performed for such communication to stop such data from being
replaced or being tampered with.

At least the content key information encryption conversion
unit 103 and the content ID generating unit 104 in the content

64

10T



%40% u-u& ()-!y[ %0%u& ()- %0% & ()-,\zodY70-!!!4%0%& ()-&3 10-u 10-u

10- u@10% u& ()-!x " * 940%IU& ()-!x " * 940%IUu& ()-! *

0A0%IU& () -\ <wWU3dY70- ! 49400 T& () - &3! "~ 4%0%& () - &3! HAYL0Y&' () - &3! 4% 0%TT&' (
)-&3! 4%A0%&' () - &3! 24%A0%&' ()-&3h), -./3r}~?0-! F& $10% u& ()- 9Z"10% u& ()- ~
10T 10T 10T= 109%& ()- a 4%0% ()- &3

4%409FT&' () - &3r HRTaB} A?0- ! " F" 10% u& () - F" 10% u& () -

10% u& ()- @0% u& ()-!LLsZ"10% u- u& ()-3910% u& () - Thm}[ 9} ~20- 11" &$$10%u#U

i 8 TA% }'%% %u%éﬁafgfé&&ﬁtﬁ MU&g%b@eg%XE%r?é)?(ey |§1)forma$tjio(r){élec#y)ptzlrﬁglo%
P Vs2mt' 109t Wi 2) @%—%%C()Cdn@&%“%‘tuﬁﬁéha@n@l@l%tu&1(3 t%é-anYlaH FF

s$10°/<hh&()-|FF S$10% { & ()-9n 10%& () - 0-u 10-u,=
10% u& (Fonteos lisk-stwring unit 114, and the content output control unit 115

0% L spRioebhie L S botes 8085 abe iR e LoBHOARO L

10% & () pro¥e¥divd which\ térae¥7€o ! decurity, so that these units may be
realized by modules, such as security modules, with tamper-free
constructions.

Also, the first and fourth embodiments of the present
invention show an example where the content using apparatus 110

10 includes a content display unit 118 and a content writing unit 119,
though the content using apparatus 110 does not need to include
both of these units, and the content using apparatus 110 may
include only a content display unit 118 or the content using
apparatus 110 may include only a content writing unit 119. In this

15 case, one or both of the content output control unit 115 and the
content output selecting unit 117 can also be omitted.

The first to sixth embodiments of the present invention are
examples where an MPEG content, which has been multiplexed
according to MPEG-2 Systems, is imported from a digital broadcast,

20 though this is not a limitation for the present invention and it should
be obvious that the present invention can be applied to a case where
contents of any format are imported from a communication medium,
such as the Internet, and/or a recording medium, such as a
packaged medium.

25 In the above embodiments, examples that include, for
outputting a content, a display unit for reproducing and displaying a
content on a monitor and a writing unit for writing on a storage
medium are described, though the present invention is not limited to
these and the content may be outputted to a digital bus such as an

30 IEEE 1394 bus. Here, it is possible to use a construction where it is
judged whether the outputting of the content to the digital bus is
permitted or prohibited in the same way as for the writing units in
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construction where in addition to the writing of a content in a state
5 where the content is not bound to the network, the user may be able
to select a writing of the content in a bound state.

Also each of the above embodiments may be constructed so
that when the size of the MCL reaches the maximum size and
content IDs can no longer be added, the content ID to be deleted

10 from the MCL is determined according to a random number.

Additionally, in each of the above embodiments, the
maximum number of writes, the write destination, and the write
path can be set as the write conditions in the ECM, but it is possible
to use a construction where information that shows whether writing

15 is permitted or prohibited is set somewhere aside from the ECM in
the transport stream.

Finally, the content importing apparatuses in each of the
above embodiments may be physically integrated with any of the
content using apparatuses.

20
INDUSTRIAL APPLICABILITY

The content using system of the present invention is
composed of a content importing apparatus that is connected to a
network and at least one content using apparatus. The content

25 importing apparatus includes a content ID issuing unit that issues a
content ID and a content key information encryption converting unit
that converts the encryption of content key information using a
network key that is shared in advance on the network. The content
using apparatus includes a content key information decrypting unit
30 that decrypts the content key information, whose encryption has
been converted, using the network key, a moved content list storing
unit for storing a moved content list (MCL) in which the content IDs
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The present invention is utilized in a content using system, a content

5 using method, a content using apparatus, and a content using
program that write a content in accordance with the above
judgement of whether the writing is permitted or prohibited.
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1. A content using system in which a content is used on a
network to which a plurality of apparatuses are connected,
comprising:

a binding unit that is provided in at least one of the plurality
of apparatuses and is operable to bind the content to the network by
putting the content in a state where only the apparatuses on the
network can use the content;

an ID issuing unit that is provided in at least one of the
plurality of apparatuses and is operable to issue a content ID that
corresponds to the content that has been bound by the binding unit;

a bind removing unit that is provided in at least one of the
plurality of apparatuses and is operable to put the content that has
been bound by the binding unit in an unbound state;

a writing unit that is provided in at least one of the plurality of
apparatuses and is operable to write the content that has been put
in the unbound state by the bind removing unit onto a storage
medium;

a table unit that is provided in at least one of the plurality of
apparatuses and is operable to store a table showing the content ID
of the content written by the writing unit; and

a suppressing unit that is provided in at least one of the
plurality of apparatuses and is operable to obtain the content ID of
the content to be written by the writing unit and to suppress writing
of the content by the writing unit based on a content of the table.

2. A content using system according to Claim 1,

wherein the suppressing unit is operable to obtain the content
ID of the content to be written by the writing unit, to add, if the
obtained content ID has not been already recorded in the table, the
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content by the writing unit if the obtained content ID is present in
the table.

3. A content using system according to Claim 1,
wherein the suppressing unit is operable to obtain the content
ID of the content to be written by the writing unit, to add, if the
obtained content ID is not present in the table, the obtained content
10 IDto the table and “1” as a number of writes by the writing unit, and
to suppress the writing by the writing unit if the obtained content ID
is present in the table and the number of writes has reached a
predetermined maximum number.

15 4, A content using system according to Claim 3,
wherein the binding unit is operablé' to bind the content to the
network by encrypting a content key for decrypting the content
using a network key that is shared in advance with the plurality of
apparatuses.
20
5. A content using system according to Claim 4,
wherein the plurality of apparatuses include one content
importing apparatus and at least one content using apparatus,
the content importing apparatus includes the binding unit and
25 the ID issuing unit, and
each of the content using apparatuses includes the table unit,
the bind removing unit, the writing unit, and the suppressing unit.

6. A content using system according to Claim 5,
30 wherein the content using apparatuses further include:
a notifying unit operable to notify, when a write has been
performed by the writing unit, other content using apparatuses of at
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7. A content using system according to Claim 4,
including one content importing apparatus and at least one
content using apparatus,
wherein the content importing apparatus includes the binding
10  unit, the ID issuing unit, the table unit and the suppressing unit, and
each of the content using apparatuses includes the bind
removing unit, and the writing unit.

8. A content using system according to Claim 4,
15 including one content importing apparatus and at least one
content using apparatus,
wherein the content importing apparatus includes the binding
unit, the ID issuing unit, and the table unit, and
each of the content using apparatuses includes the bind
20 removing unit, the writing unit, and the suppressing unit.

9. A content using system according to Claim 8,
wherein each content using apparatus further includes a
second table unit operable to store a copy of the table by obtaining
25 a content of the table stored in the table unit of the content
importing apparatus, and
the suppressing unit suppresses the writing of the content
based on the copy of the table.

30 10. A content using system according to Claim 4,
wherein the ID issuing unit is one of (a) to (e):
(a) a unit operable to generate and issue the content ID using
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(d) a unit operable to'generate and issue the content ID based
on data distributed together with the content; and
(e) a unit operable to obtain and issue the content ID from

data distributed together with the content.

10
11. A content using system according to Claim 4,
wherein the ID issuing unit is operable to generate a content
ID that is associated with an ID for identifying the content importing
apparatus.
15
12. A content using system according to Claim 4,
wherein the ID issuing unit is operable to generate the
content ID for each content that corresponds to a broadcast
program.
20

13. A content using system according to Claim 4,
wherein the table includes information showing a write
destination of a content for each content ID, and
the suppressing unit is operable to suppress the writing when
25 the write destination shown by the information differs from a write
destination into which the writing unit is to write the content.

14. A content using system according to Claim 4,
wherein the table includes information showing a write path
30 of a content for each content ID, and
the suppressing unit is operable to suppress the writing when
the write path shown by the information differs from a write path in
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wherein the table includes information showing a permitted
5 number of writes per unit time for the content , and
the suppressing unit is operable to suppress the writing when
a number of writes of a content per unit time by the writing unit
exceeds the permitted number of writes per unit time.

10 16. A content using system according to Claim 4,
wherein the table includes information showing a time
interval from a writing of a content until a next permitted writing of
the content, and
the suppressing unit is operable to suppress the writing by the
15 writing unit when an interval for writes by the writing unit is shorter
than the time interval.

17. A content using system according to Claim 4,
wherein a hash value of the table is securely managed by the
20 table unit.

18. A content using system according to Claim 4,
wherein the table unit stores a threshold value for deleting
content IDs that have been recorded in the table and deletes, when
25 a number of content IDs that have been recorded in the table has
reached the threshold value, at least one content ID from the table.

19. A content using system according to Claim 18,
wherein the table further records time and date information
30 showing a time and date at which each content ID was registered,
and
when the number of content IDs that have been recorded in
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5 wherein the table further includes access information for
contents, and
when the number of content IDs that have been recorded in
the table has reached the threshold value, the table unit determines
a content ID to be deleted based on the access information.
10
21. A content using system according to Claim 18,
wherein the table unit generates a random number when the
number of content IDs that have been recorded in the table has
reached the threshold value and determines a content ID to be
15 deleted based on the random numbetr.

22. A content using system including a content importing
apparatus and at least one content using apparatus that share a
network key, where a content is bound to a network by encrypting
20 content key information, which includes a content key required to
decrypt the content, using the network key,
the content importing apparatus including:
an obtaining unit operable to obtain a content and encrypted
content key information, which includes the content key for the
25 content, from the outside;
an ID generating unit operable to generate a content ID for
identifying the content obtained by the obtaining unit; and
an encryption converting unit operable to convert encryption
by decrypting the encrypted content key information obtained by
30 the obtaining unit, adding the content ID to the decrypted content
key information, and re-encrypting the content key information
using the network key,
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content key information using the network key;
a second decrypting unit operable to decrypt the content
5 using the content key in the content key information decrypted by
the first decrypting unit;
a writing unit operable to write the content decrypted by the
second decrypting unit onto a storage medium;
a table storing unit operable to store a table in which the
10 content ID included in the content key information decrypted by the
first decrypting unit is associated with a number of times the content
corresponding to the content ID has been written by the writing
unit; and
a suppressing unit operable to obtain the content ID of the
15 content to be written by the writing unit, to refer, in the table, to the
number of times the content corresponding'to the content ID has
been written, and to suppress writing of the content by the writing
unit when the number of times has reached a predetermined
maximum number of times.
20
23. A content using system according to Claim 22,
wherein at least one content using apparatus further includes
a reproducing unit operable to reproduce the content that has been
decrypted by the second decrypting unit, and
25 the suppressing unit is operable to obtain the content ID of
the content to be written by the writing unit, to refer, in the table, to
the number of times the content corresponding to the content ID has
been written, and to suppress reproduction by the reproduction unit
when the number of times has reached a predetermined maximum
30 number of times.

24. A content using system according to Claim 22,
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wherein each content using apparatus further includes a table
synchronizing unit operable to synchronize the table with tables of
other content using apparatuses, and

when the table is updated, the table synchronizing unit

5 transmits synchronization information including at least the content
ID to table synchronizing units of other content using apparatuses,
and when synchronization information is received from a table
synchronizing unit in another content using apparatus, the table
synchronizing unit updates the table in the table storing unit.

10
25. A content using system including a content importing
apparatus and at least one content using apparatus that share a
network key, where a content is bound to a network by encrypting
content key information, which includes a content key required to
15 decrypt the content, using the network key,

the content importing apparatus including:

an obtaining unit operable to obtain a content and encrypted
content key information, which includes a content key for the
content, from the outside;

20 an ID generating unit operable to generate a content ID for
identifying the obtained content;

an encryption converting unit operable to convert encryption
by decrypting the encrypted content key information obtained by
the obtaining unit, adding the content ID to the decrypted content

25 key information, and re-encrypting the content key information
using the network key;

a table storing unit operable to store a table that records the
content ID of a content that has been written onto a storage medium
by a content using apparatus;

30 a table managing unit operable to use, when a write
permission judgement request has been received from a content
using apparatus, the table to judge whether writing of a content is
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permitted and to update the table based on a judgement result; and
a content ID receiving unit operable to receive the write
permission judgement request from the content using apparatus
and to transmit the judgement result obtained from the table
5 managing unit, and
the content using apparatuses each including:
a first decrypting unit operable to decrypt the re-encrypted
content key information using the network key;
a content ID transmitting unit operable to transmit to the
10 content importing apparatus a write permission judgement request
including the content ID included in the decrypted content key
information and to receive the judgement result;
a second decrypting unit operable to decrypt the content
using the content key included in the content key information
15 decrypted by the first decrypting unit only when the received
judgemenf result shows that the writing is permitted; and
a writing unit operable to write the content decrypted by the
second decrypting unit onto a storage medium.

20 26. A content using system including a content importing
apparatus and at least one content using apparatus that share a
network key, where a content is bound to the network by encrypting
content key information, which includes a content key required to
decrypt the content, using the network key,

25 the content importing apparatus including:

an obtaining unit operable to obtain a content and encrypted
content key information, which includes a content key for the
content, from the outside;
an ID generating unit operable to generate a content ID for
30 identifying the obtained content;
an encryption converting unit operable to convert encryption
by decrypting the encrypted content key information obtained by

76



10 10! " 3c- xV4| Z80b! | * 53%40%& () - ! 53%40%& ()-! GUL0%gg& () - ! ROMOYE ()-
@A0%gg& ()-! A0%gg& ()--0123>Acr bCOb! |~ 5394 F' 109g& ()- Y F'109%g& ()-Y F"
109%g& ()-Y F'10%& ()-Y 10g 10g 10g= \

109g& () -rs~eAbCOb! | “5#3[ D' F'10%g& ()-Y F'109%g& ()-Y F'109%g& ()- Y1 F'10%g&
() - Y#3[ D' dK* °

1((33/&;&' (g- “F'1099& ()- Y#3[ D' F'109%g& ()-Y F'109%g& ()-Y F'109%g& ()-Y F'109g&
()-Y8L|[:* ° 10 s@O0%& ()- "Y'1098& ()- $1098& ()- VW $10%8& ()- &

$10%&’ | o () -#&{Z9%. 1 ( Y%0YB&' ()= 94.098B&: () -
snove: () 1 80Ut i fdaimaatls FonEEholR 1o YhhfFRI VRIS sortlers -
1098& ()« iﬁf&@@%ﬁ@éﬁg -a ﬁd"/(ir@%&'cf?pti?@w&édhtehf (ké/‘}oi%@f‘%rh%agion
JC~|[:NAA1O $ Y'"1098& ()- Y'10%.:& ()- YL1I0% % & ()- L gl0% % & ()- QY
Y" 10% % &S(fg theynework kewy s| [ NA410 sL
a first table storing unit operable to store a table that records
5 the content ID of a content that has been written onto a storage

medium by a content using apparatus;

a table managing unit operable to use, when a write
permission judgement request has been received from a content
using apparatus, the table to judge whether writing of a content is

10 permitted and to update the table based on a judgement resuit; and

a table transmitting unit operable to receive synchronization
information from a content using apparatus and to transmit the
table to the content using apparatus,

and each content using apparatus including:

15 a first decrypting unit operable to decrypt the re-encrypted
content key information using an encryption key that has been
shared in advance on the network and to output the content key;

a table receiving unit operable to transmit synchronization
information for the table that includes at least a content ID to the

20 content importing apparatus and to receive the table;

a second table storing unit operable to store the table;

a table managing unit operable to update the table in the
second table storing unit using the table received from the content
importing apparatus and to judge whether writing of a content is

25 permitted using the table;

a second decrypting unit operable to decrypt the encrypted
content using the content key only when a judgement result of the
table managing unit shows that writing is permitted; and

a writing unit operable to write the content decrypted by the

30 second decrypting unit onto a storage medium.

27. A content using system including a content importing
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content key required to decrypt the content, using the network key,

the content importing apparatus including:

an obtaining unit operable to obtain a content and encrypted
content key information, which includes the content key for the

10 content, from the outside;

an ID generating unit operable to generate a content ID for
identifying the obtained content; and

an encryption converting unit operable to convert encryption
by decrypting the encrypted content key information 'obtained by

15 the obtaining unit, adding the content ID to the decrypted content
key information, and re-encrypting the content' key information
using the network key,

each content using apparatus including:

a first decrypting unit operable to decrypt the re-encrypted

20 content key information using the network key; and

a second decrypting unit operable to decrypt the content
using the content key included in the decrypted content key
information, and

the content writing apparatus including:

25 a writing unit operable to write a content onto a storage
medium;

a table storing unit operable to store a table for recording a
content ID of the content written on the storage medium by the
writing unit; and

30 a table managing unit operable to judge whether writing of a
content is permitted using the table and to control the writing unit in
accordance with a judgement result.
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28. A content using system according to Claim 22,

wherein the first decrypting unit is operable to generate an ID
by uniformly incrementing or uniformly decrementing a value in
desired units and to transmit the ID to the second decrypting unit,

the second decrypting unit is operable to record the received
ID and transmit the ID to the first decrypting unit when a write
process is to be resumed, and

the first decrypting unit compares the received ID with a most
recently generated ID and permits a resumption of the write process
only when a difference between the IDs is a certain value or below.

29. A content using system in which a content importing
apparatus and at least one content using apparatus are connected to
a network,

the content importing apparatus including:

an encryption converting unit operable to convert encryption
by decrypting encrypted content key information, generating secret
information for influencing a content key, and re-encrypting the
content key information using an encryption key that is shared in
advance on the network and the secret information; and

an output request processing unit operable to receive a
content output request from a content using apparatus and to
transmit a request response including at least the secret
information,

and the content using apparatus including:

an output requesting unit operable to transmit an output
request, which includes at least an output destination of a content,
to the content importing apparatus, to receive the request response,
and to obtain the secret information;

a first decrypting unit operable to decrypt the re-encrypted
content key information using an encryption key shared in advance
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bound to a network by encrypting content key information, which
includes a content key required to decrypt the content, using a
network key,

the content using apparatus comprising:

a first decrypting unit operable to decrypt the re-encrypted
content key information using the network key;

a second decrypting unit operable to decrypt the content
using the content key in the content key information decrypted by
the first decrypting unit;

a writing unit operable to write the content decrypted by the
second decrypting unit onto a storage medium;

a table storing unit operable to store a table in which the
content ID included in the content key information decrypted by the
first decrypting unit is associated with a number of times the content
corresponding to the content ID has been written by the writing
unit; and

a suppressing unit operable to obtain the content ID of the
content to be written by the writing unit, to refer, in the table, to the
number of times the content corresponding to the content ID has
been written, and to suppress writing of the content by the writing
unit when the number of times has reached a predetermined
maximum number of times.
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network to which a plurality of apparatuses that share a network key
are connected by encrypting content key information, which
5 includes a content key required to decrypt the content, using the
network key,
the content importing apparatus including:
an obtaining unit operable to obtain a content and encrypted
content key information, which includes a content key for the
10 content, from the outside;
an ID generating unit operable to generate a content ID for
identifying the content obtained by the obtaining unit; and
an encryption converting unit operable to convert encryption
by decrypting the encrypted content key information obtained by
15 the obtaining unit, adding the content ID to the decrypted content
key information, and re-encrypting the content key information
using the network key,
wherein the content ID is used to manage writing of the
content, which has been bound to the network, onto a storage

20 medium in an unbound state.

32. A content using method of using a content on a network to
which a plurality of apparatuses are connected,
the method comprising:

25 a binding step which is performed in at least one of the
plurality of apparatuses and in which a content is bound to the
network by putting the content in a state where only apparatuses on
the network can use the content;

an ID issuing step which is performed in at least one of the
30 plurality of apparatuses and in which a content ID that corresponds

to the content that has been bound to the network in the binding
step is issued;
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which has been bound to the network and is to be written in an
unbound state, is obtained, a table in which content IDs of contents

5 that have already been written is recorded is referred to in a memory,
and a judgement of whether writing the content is permitted is
made;

a bind removing step which is performed in at least one of the
plurality of apparatuses and in which the content that has been
10 bound to the network by the binding unit is put in an unbound state
when the judgement in the judging step is that writing is permitted;
and
a writing step which is performed in at least one of the
plurality of apparatuses and in which the content put in the unbound
15 state in the bind removing step is written onto a storage medium.

33. A content using method performed by an apparatus that uses
a content that has been bound to a network by encrypting content
key information, which includes a content key that is required to
20 decrypt the content, using a network key,
the content using method comprising:
a first decrypting step of decrypting the encrypted content
key information using the network key;
a second decrypting step of decrypting the content using the
25 content key in the content key information decrypted in the first
decrypting step;
a judging step of obtaining a content ID of a content, which
- has been bound to the network and is to be written in an unbound
state, referring to a table, in which content IDs of contents that have
30 already been written is recorded, in a memory, and judging whether
writing the content is permitted; and
a writing step of putting the bound content into an unbound
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includes a content key required to decrypt the content, using a
network key, the content using program including a first program
10 that is executed by the content importing apparatus and a second
program that is executed by a content using apparatus,
the first program having a computer function as:
an obtaining unit operable to obtain a content and encrypted
content key information, which includes a content key for the
15 content, from the outside;
an ID generating unit operable to generate a content ID for
identifying the content obtained by the obtaining unit; and
an encryption convérting unit operable to convert encryption
by decrypting the encrypted content key information obtained by
20 the obtaining unit, adding the content ID to the decrypted content
key information, and re-encrypting the content key information
using the network key,
and the second program having a computer function as:
a first decrypting unit operable to decrypt the re-encrypted
25 content key information using the network key; |
a second decrypting unit operable to decrypt the content
using the content key in the content key information decrypted by
the first decrypting unit;
a writing unit operable to write the content decrypted by the
30 second decrypting unit on a storage medium;
a table storing unit operable to store a table in which the
content ID included in the content key information decrypted by the

83



" #$UR' ()*+,-./0123456789: ;
<=>? @GABCDEFGHI JKLMNOPQRSTUVWKYZ[ \ ] ~_" abcdef ghi j kl mopqr st uvwxyz{| } ~
F"#S9& () *+, -./0123456789: ; <=>?@\BCDEFGH JKLMNOPQRSTUVWKYZ[\] " _"abc

10

15

20

25

30

first decrypting unit is associated with a number of times the content
corresponding to the content ID has been written by the writing
unit; and

a suppressing unit operable to obtain the content ID of the
content to be written by the writing unit, to refer, in the table, to the
number of times the content corresponding to the content ID has
been written, and to suppress writing by the writing unit when the
number of times has reached a predetermined maximum number of
times.

35. A content using program executed by an apparatus that uses
a content that has been bound to a network by encrypting content
key information, which includes a content key that is required to
decrypt the content, using a network key,

the program having a computer function as:

a first decrypting unit operable to decrypt the encrypted
content key information using the network key;

a second decrypting unit operable to decrypt the content
using the content key in the content key information decrypted by
the first decrypting unit;

a writing unit operable to write the content decrypted by the
second decrypting unit onto a storage medium;

a table storing unit operable to store a table in which the

content ID included in the content key information decrypted by the

first decrypting unit is associated with a number of times the content
corresponding to the content ID has been written by the writing
unit; and

a suppressing unit operable to obtain the content ID of the
content to be written by the writing unit, to refer, in the table, to the
number of times the content corresponding to the content ID has
been written, and to suppress writing by the writing unit when the
number of times has reached a predetermined maximum number of
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