System And Met hod For Assigning A Network Address To A Wrel ess Device

FI ELD The technol ogy described in this patent application relates generally
to the field of 5 wireless conmunications. Mre particularly, the
application describes a systemand nethod for assigning a network address
to a wireless device. BACKGROUND Systens for transmtting data to and from
a wreless device are known in this field. 10 The technol ogy described in
this patent application, however, overconmes many of the deficiencies of

t hese known systens by providing unique network identifications for

mul tiple w rebgsandan Method Kdvi Assighen Sy Negwbiihatidanaivbe. Watdesds Devkee
transmtted through a conputer network to a wireless device using a

net wor k address, such as an internet protocol (I1P) address. 15 SUMVARY A
system for assigning a network address to a wirel ess device includes a
network server, a virtual device manggglp and an address resolution (AR)
nodul e. I n one enbodinent, the systemis operable to push information from
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Systerns for transmitting data to and from a wireless device are known in this field.
10 The technology described in this patent application, however, overcomes many of the
deficiencies of these known systems by providing unique network identifications for
multiple wireless devices within the system that enable data to be transmitted through a
computer network to a wireless device using a network address, such as an internet protocol
(IP) address.
I5
SUMMARY
A system for assigning a network address to a wireless device includes a network
server, a virtual device manager, and an address resolution (AR) module. In one
embodiment, the system is operable to push information from an information source within
20 a computer network to the wireless device. The network server is coupled to the computer
network, and 1s operable to receive a network identification for the wireless device from the

information source and return a network address associated with the wircless device 1o the



and may be accessed on the conputer network using any of a plurality of

net wor k addresses, including the network address associated with the

wi rel ess device. The AR nodule is coupled to the virtual device manager,
and is operable to receive the network address 5 associated with the

wi rel ess device and determne an identification of the wireless device
within a wireless network. In operation, the virtual device nmanager
receives information fromthe information source that is transmtted from
the information source to the virtual device manager using the network
addr ess assfoonatoadsoniceh THeevimiial elees rempads abndoapleéssds cdnymitARenodl] e t o
determ ne the identification of the wireless device within the wreless 10
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10 network. The information is then transmitted to the wireless device via the wireless network
using the identification of the wireless device within the wireless network.
In another embodiment, the system is operable to transmit information from a first
wireless device to a second wireless device using an IP address assigned to the second
wireless device. This embodiment includes a mobile data system, a network server, and a
15  wvirtual device manager. The mobile data system is coupled to a computer network, and is
operable to communicate with a plurality of wireless devices over the computer network via
one or more wireless gateways. The network server is coupled to the mobile data system,
and 1s operable fo receive a network identification for the second wireless device from the
mobile data system and to return a corresponding internet protocol (IP) address to the
20 mobile data system. The virtual device manager is also coupled to the mobile data system,

and 1s operable to receive the IP address from the mobile data system and to return a

wireless identification for the second wireless device to the mobile data system. In



operation, the nobile data systemreceives information and the network
identification for the second wireless device fromthe first wreless

devi ce, accesses the network server and the virtual device nmanager to
resolve the network identification for the second wireless device into the
wireless identification for the second wirel ess device, and transmts the
information 5 and the wireless identification to the second wrel ess
device. In one enbodi nent, the systemuses an |IP address to transmt
information froma first wireless device associated with a first conputer
net wor k t @perageic dheimabitedats systhev icelveambooiativreshdiht hetsvosle slonil i@t omp for élie
network. This enbodi nent includes a first nobile data system a network
server, aswiontivakeldsvicerc fnager firsawiraiiey esscd, as@kits itlonnétARk sepdtulaad tend 10
a second nobile data system The first nobile data systemis configured in
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The second nobile data systemis configured in the second conputer network,
and 10 a second mobile data system. The first mobile data system is configured in the first

computer network, and is operable to receive information and a network identification from
the first wircless device via a wircless network. The network server is configured in the first
computer network, and is operable to receive the network identification from the first mobile
data system and to determine an internet protocol (IP) address associated with the second
15 wireless device. The virtual device manager is configured in the second computer network
and may be accessed using any of a plurality of IP addresses, including the IP address
associated with the second wireless device. The virtual device manager is operable to
receive the information and the IP address associated with the second wireless device from
the first computer network. The AR module is configured in the second computer network,
20 and is operable to receive the IP address associated with the second wireless device from the
virtual device manager and to determine a wireless identification for the second wireless

device. The second mobile data system is configured in the second computer network, and



3 is operable to transmt the information and the wireless identification
to the second wireless device via the wireless network. An exanple nethod
of pushing information to a wirel ess device using a network address
assigned to the wirel ess device, includes the follow ng steps. Providing a
network 5 identification for the wireless device that uniquely identifies
the wireless device within a network. Using the network identification for
the wireless device to determne a network address associated with the
wirel ess device. Providing a virtual device manager that may be accessed
on the netywrekablsiortepnamit tbé irdoyplanioalaind yheofireless ibimki fieal dhinas siessccomiclvinelegsg t he
networ k address associated with the wireless device. Transmtting

i nf or mat i devitovit e wirgltasaletvl@dkdevi ce manager using the network address
associated with the wireless device. Using the network address associ ated
with the wrel aasexdgiptddetiRdd ARt fisHnBan Rkl § kGRldsORcAte LGy aMdEh&SS
device within a wireless network. Transmtting the information to the
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wirel ess device. Using the I P address to determne an 20 identification of
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information to the second wirel ess device using the identification of the
Wi r el ess pdvprkeaddress associated with the wireless device. Transmitting information to the virtual
10 device manager using the network address associated with the wireless device. Using the
network address associated with the wireless device to determine an identification of the
wireless device within a wireless network. Transmiiting the information to the wireless
device using the identification of the wireless device within the wireless network.
An example method for transmifting information from a first wireless device to a
15  second wireless device, includes the following steps. Providing a network identification
associated with the second wireless device. Transmitting the information and the network
identification from the first wireless device to a processor in a computer network via a
wireless network. Using the network identification to determine an internet protocol (I1P)
address associated with the second wireless device. Using the IP address to determine an
20 identification of the second wireless device within the wireless network. Transmitting the

information to the second wireless device using the identification of the wireless device

within the wireless network.



within the wireless network. 4 BRI EF DESCRI PTI ON OF THE DRAWNGS Fig. 1 is
a di agram of an exanple systemfor pushing data froman information source
to a wireless device using a network identification associated with the
wireless 5 device; Fig. 2 is a diagramillustrating one exanple

i npl enentation of the systemof Fig. 1; Fig. 3 is a diagramshow ng one
exanpl e of how data may be pushed froman information source to a wireless
device using the systemof Fig. 2; Fig. 4 is a diagramof an exanple system
for transmtting data froma first wireless 10 device through a conputer
network to a second wireless device using a network identification
associated with the second wireless device; Fig. 5 is a diagram
illustrating one exanpl e BRIFFEDESCRIMTOONGIF THE Bystamay Fig. 4 in  which
the first and second wirel ess devices are associated with the sanme conputer

network;  Fi 9. [y.i1Sifa dii@gidMrShow g0 Be@xammPbeshafs AW Rt an BibA8tion
transnltted froma first 15 wireless device to a second wi rel ess device
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exanpl e |np enentations of the systemo iIch th Irst and
second % %%S devices are associated with different conputer networks.
20 DET g SCRI PTION Referring nowto the drawing figures, Fig. | is a
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Fig. 3 is a diagram showing one example of how data may be pushed from an
information source to a wireless device using the system of Fig. 2;
Fig. 4 is a diagram of an example system for transmitting data from a first wireless
10 device through a computer network to a second wireless device using a network
identification associated with the second wireless device;
Fig. 5 1s a diagram illustrating one example implementation of the system of Fig. 4 in
which the first and second wireless devices are associated with the same computer network;
Fig. 6 is a diagram showing one example of how data may be {ransmitted from a first
15 wireless device to a second wireless device using the system of Fig. 5; and
Figs. 7 and 8 are diagrams illustrating example implementations of the system of Fig.
4 1n which the first and second wircless devices are associated with different computer

networks.

20 DETAILED DESCRIPTION

Referring now to the drawing figures, Fig. 1 is a diagram of an example system 10

for pushing data 11 from an information source 12 to a wircless device 14 using a network



5 identification 16 associated wth the wireless device 14. In addition to
the information source 12 and w rel ess device 14, the system 10 i ncludes a
network server 18, a virtual device nanager 20, and an address resol ution
(AR) nmodul e 22. The information source 12 may, for exanple, be an Internet
or web server, a 5 software application executing on a processor coupled
to a conputer network, or sonme other type of information source capable of
comuni cating with a conputer network. The data 11 and network
identification 16 nay be stored in a nmenory device accessible by the

i nf or mat i edensiboative 1P asspeipieB ewithn thet wirelesshdevied of.nebi widitioutocde 1gforhatowgh a
user interface or from another device or system or may be acquired by the
i nf or mat i eoursoUR cad MRireisisndpveent, 118 ofsteet 1Rriovindaset hewhork heveret 8yar kirtual
identification 16 may, for exanple, identify both a host nane for the

wirel ess devit€gaddzeans aadd@ﬁaairébsmmw‘oﬁr(AREmoaeﬁemrk server 18, but could
al so be sone other type of suitable network identification. The network
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conput er network. The network server 18 is operable to receive a network
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network that is 20 associated with the host nanme. The virtual devjce
manager 28MAEALOR §purek AhpTay, bejary tpthcielumatoreaircel obErughiayes interface or
from another device or system, or may be acqu'iréd by the information source 12 using some
10 other known method. The network identification 16 may, for example, identify both a host
name for the wireless device 14 and a domain name for the network server 18, but could
also be some other type of suitable network identification.
The network server 18 may, for example, be a domain name server (DNS) operating
in a computer network.  The network server 18 is operable to receive a network
15 1identification 16, such as a domain name and host name, and identify a network address 24
associated with the network identification 16. For example, in the case of a domain name
server operating on a TCP/IP network, the network server 18 may receive a domain name
identification and a host name tdentification, and resolve the domain and host names into an
infernet protocol (IP} address that identifies a device on the TCP/IP network that is
20 associated with the host name.
The virtual device manager 20 may, for example, be a processing device operating in

a computer network. The virtual device manager 20 may be accessed on the computer



a conputer network. The virtual device manager 20 may be accessed on the
conputer 6 network using any of a plurality of network addresses, with
each of the network addresses corresponding to a different wireless
device. That is, the network address 24 corresponding to the wreless
device 14 is assigned, either statically or dynamcally, to the virtua
device manager 20. In addition, network addresses correspondi ng to other
wirel ess devices are also 5 assigned to the virtual device nmanager 20, such
that the virtual device manager 20 may service a group of wrel ess

devi ces. Tistvaldwiagsny of el pitiably ¢IARwonkdulde:s@2, willy cafloof éxanplek abéresses
software nodul e executing on a processing device operating in a conputer
net wor k. |correspending ool mEiidrent fvarelese xiavipt. eThithg thFhdrwdid £1d22s Dy ob&pexieyt ed
by the virtual device nmanager 20, or by 10 anot her processor coupled
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nodul e 22 is operable to receive a network address 24, Such as an IP
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14 corresponding to the network address 24. For exanpl e, t%e AR nmodul e 22
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type of w i denti.fi ipon 26, that identifies the wireless device 14
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comun cati on 95Y'59.30BRLE L0\RReLELE, LN N2 MLl seo, nefarky g 1
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operates Ie;?amplc, the AR module 22 méy be excculed by the virtual device manager 20, or by

10 another processor coupled through the computer network to the virtual device manager 20.
The AR module 22 is operable to receive a network address 24, such as an IP address, and
identify a wireless identification 26 for the wireless device 14 corresponding to the network
address 24. For example, the AR module 22 may access a lookup table to match the
network address 24 received by the virtual device manager 20 with a Mobile Access

15 Number (MAN), or other type of wireless identification 26, that identifies the wireless
device 14 within a wireless network.

The wireless device 14 may be any mobile communication device adapted to operate
within a wireless network, and is preferably a two-way communication device. The
operation of the wireless device 14 may vary dependent upon the wireless network in which

20 the device 14 is intended to operate. For example, a wireless device 14 that operates in

North American may include a communication subsystem designed to operate with the

Mobitex™ mobile communication system or the DataTAC™ mobile communication



North Anerican may include a conmunication subsystem designed to operate
with the MbitexT"' nobile conmunication systemor the DataTACTM nobil e
comuni cation 7 system whereas a wreless device 14 that operates in
Europe may incorporate a Ceneral Packet Radio Service (GPRS) conmunication
system Thus, the format of the wireless identification 26 will depend
upon the wireless protocol used by the particular wireless network in
which the wirel ess device 14 operates. For exanple, wireless devices in the
5 Mobitex network are identified using a Mobile Access Nunmber (MAN). In
oper at i on,systéte, WhEmanmatwicslessolevice 1#2threcmirates imEnepwondy indembidd ¢&idnen! 16,
such as a domain name and host nane identification, that is associated
with the Hatlel dsslicd@vivice (3PRS)anthmuecdten dyiemnetivey, khe eésivier of8hd ovireless
determ ne a network address 24, such as an | P address, corresponding to
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address 24. The wireless identification 26 is then conbined with the data |
1 and t hecwsgsgending to the network identification 16. Using the network address 24, the

10 information source 12 then transmits data 11 through a computer network to the virtual
device manager 20. The information source may, for example, combine the network address
24 with the data 11 in accordance with a network data transfer protocol in order to transfer
the resultant data packet 28 over a computer network to the virtual device manager 20. The
data packet 28 may also include a sender identification for the information source (SDR ID),
15 such as an IP address or domain name, to enable two-way communication with the wireless
device 14. Upon receiving the data packet 28 from the information source 12, the virtual
device manager 20 querics the address resolution module 22 to determine a wireless
identification 26, such as a MAN, for the wireless device 14 corresponding to the network
address 24. The wireless identification 26 is then combined with the data 11 and the sender
20 identification (SDR ID), for example in accordance with an appropriate wireless protocol,
and the resultant data packet 30 is transmitted to the wireless device 14 over the wireless

network,



20 identification (SDR ID), for exanple in accordance with an appropriate

W reless protocol, and the resultant data packet 30 is transmtted to the
wirel ess device 14 over the wireless network. 8 Fig. 2 is a diagram
illustrating one exanple inplenentation 40 of the system 10 shown in Fig.
1. This enbodi nent 40 includes an information source 42, a domain nane
server (DNS) 44, an address resolution (AR) nodule 46, a virtual device
manager 48, and a nobile data system 50. The system 40 al so i ncl udes a DNS
table 52 accessible by the DNS 5 44 and an AR table 54 accessible by the AR
nodul e 46. Al sdigl? ustrddganailestating reak esampiahedayerb8ionad Wof dicesstenet or k
60, and a wirel ess device 62. The DNS 44, AR nodul e 46, virtual device
manager 4&hoandn DIl eTkiatebsyBic@MbGnelad® aarigfematdny sduied 4geddomdidhing he
sane | ocal area network (LAN) and protected behind a common firewall. The
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prot ect ed behind the common firewal |, but may alternatively cofmunicate
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15 wirel ess devigce 62 and a domai n name
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that i dentglalfiwgggﬁ’ﬁbwbﬂg’sdﬂ:fw?rgz& ang guwirclegslevigy .6§Usi ng the network
identification,_t informati on source 42 queries the DNS 44 through the
LAN or WAN foFIhsrfﬁ\égé ior AR coritides 80,34 sy i mAnBae dhea Wb lssd i BpIERS 62
The network address_  rmay, for exanple, be determ ned by the DNS 44 by

mat chi ng @HePiEraidy qu‘déﬁtwlfm@éhq eamg kpcal area network (LAN) and protected behind a

common firewall. The information source 42 is preferably also included within the LAN
10 and protected behind the common firewall, but may alternatively communicate with the
LAN through a wide area network (WAN).
The information source 42 uses a network identification to push data over a virtual
TCP/IP connection to the wireless device 62. In this embodiment, the network identification
associated with the wireless device 62 preferably includes a host name that identifies the
15 wireless device 62 and a domain name that identifies the DNS 44, (See, e.g., Fig. 3). Using
the network identification, the information source 42 queries the DNS 44 through the LAN
or WAN for a network address associated with the wircless device 62. The network address
may, for example, be determined by the DNS 44 by matching the network identification to a
corresponding network address in the DNS table 52,
20 The network address is preferably one of a plurality of IP addresses assigned to the
virlual device manager 48. The configuration of the virtual device manager 48 within the

local area network is based on a networking technique called virtual host technology in

9



correspondi ng network address in the DNS table 52. 20 The network address
is preferably one of a plurality of I P addresses assigned to the virtual
devi ce manager 48. The configuration of the virtual device manager 48
within the 1local area network is based on a networking technique called
virtual host technology in 9 which nultiple |IP addresses are assigned to a
single device, either statically or dynamcally. The |IP addresses assigned
to the virtual device manager 48 may be tied to one network interface or
to multiple network interfaces, using a networking technique called virtual
i nt er f ace ™HichdngpleTRiaddiretenardassigntd yua singlodeprowvitiesstaicelly budimamerlly.p
stack for each IP 5 address assigned to the virtual device nanager 48,
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devi ces, each having a TCP/IP stack. Using the network address, the
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virtual device manager 48. The virtual device nmanager 48 then queries the
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resolve the 10 network address into a wireless identification, such as a

| k
MAN, tsat addij&@tabmgrﬁ@ b bR \)’M’Lﬁzﬁ device ng:ﬁé{gic? s, %awﬁﬁg{::fh@ vidl81 YAy a@%ﬁg %@r

60. The AR nodul e 46 may, for exanple, reso net wor k
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-area net V\tﬁ l{ modulc 46 preferably using a standard address resolution protocol, to resolve the

10 network address into a wireless identification, such as a MAN, that identifies the wireless
device 62 within the wireless network 60. The AR module 46 may, for example, resolve the
network address by matching it to a corresponding wireless identification in the AR table 54.
(See, e.g., Fig. 3) The AR table 54 may, for example, be a database that is stored in a
memory device accessible by the AR module 46.

15 The mobile data system S0 receives the data and wireless identification from the
virtual device manager 48. The mobile data system S0 is a secure gateway between the
virtual device manager 48 within the corporate LAN and a wide area network (WAN) 56,
such as the Internet, and transmits the data and wireless identification over the WAN 56 to
the wireless gateway 58. The mobile data system 50 preferably also converts the data into a

20 format compatible with the wireless device 62, encrypts and compresses the data into a data

packet, and formats the data packet and wireless identification for transmission over the

WAN 58 to the wircless gateway 58. The mobile data system 50 may also perform

10



such as the Internet, and transmts the data and wireless identification
over the WAN 56 to the wireless gateway 58. The nobile data system 50
preferably al so converts the data into a 20 format conpatible with the

wi rel ess device 62, encrypts and conpresses the data into a data packet,
and formats the data packet and wireless identification for transm ssion
over the WAN 58 to the wireless gateway 58. The nobile data system 50 nmay
al so perform 10 additional functions, as described in the foll ow ng
co-owned PCT applications, which are hereby incorporated into the present
appl i cat i eddipnalefpetemseas destebalaini tboddllodppd icc-atinod PKIA. appPCIU @AORhRL QT
entitled System And Met hod For Pushing Data From An Information Source To
A Mobi | e Geretyrincaidroisd Dayiteepkaat wshirgidy BnataeiRyI@¥mithRaDapgicalibh 8@. Jul y
5 12, 2002; International Application No. PCT/CA02/01072, entitled System
And - Met hogrdFoC A0ROY 41 g1 8e BP4tem DRE R MGIRRS BorF Plishih MDAl B ofe0 BRURES AL
Device, filed July 12, 2002; “International Application No. PCT/ CA02/01073,

entitled %%ﬁltc@m&@%%@ré@&nﬁ%ﬁcaﬁﬁvbgi%&ﬁ?@ﬁa%ﬁ@iy@%% D%&g '1665!- Jull%

Transcodi ng For A M e Communi cati on

Rese sl 3ienanBlLeal g lONRI S LR PR 08B PISUAT B P

referred 0 as an ermns st'e

dinth t | i i t fare. ith,t t
2 e B DGR PP Rk A B R ! s
irel id i f b h dth
R T R R LN

device 62, The wirel ess gateway 15 58 may, for exanple, convert the data
bet ween V\RN’T’SF‘?OP%G‘}%S%N%“W Faapeodggrier \ﬁoﬁébw Sveenincatigd lesiss, filsd Tuxtld,
packet for transm ssion over the wireless network using the
2002. In these related applications, however, the mobile data system 50 is instead referred
10 to as an "[P Proxy." The terms "mobile data system" and "MDS" as used in the present
application are therefore synonymous with the term "IP Proxy" as used in the above-
referenced incorporated applications.
The wircless gateway 58 provides an interface between the WAN 56 and the wireless
network 60, which transmits the data packet to the wireless device 62. The wireless gateway
15 58 may, for example, convert the data between WAN protocols and wireless network
protocols, address the data packet for {ransmission over the wireless network using the
wireless identification, store and forward data to and from the wireless device 62, and
perform other typical interface functions.
Fig. 3 is a diagram 70 showing one example of how data may be pushed from an
20 information source 42 to a wircless device 62 using the system of Fig. 2. In this example,

the information source 42 first queries the DNS 44 to resolve the network identification

"USERT.COMPANY.COM" into an IP address. In this case, the host name "USERI1"

11



wireless identification, store and forward data to and fromthe wrel ess
device 62, and performother typical interface functions. Fig. 3 is a

di agram 70 showi ng one exanple of how data nay be pushed froman 20
information source 42 to a wireless device 62 using the systemof Fig. 2.
In this exanple, the information source 42 first queries the DNS 44 to
resolve the network identification "USERL. COMPANY.COM' into an |P address.
In this case, the host name "USER1" |1 corresponds to the particul ar

wirel ess device 62 to which the information is to be delivered. Using the
DNS t abl e cBfespohds PNBe s4tidelewirtiossdavive 2Roaddeieds i4fb8Rati@0is 0d bOAdlivered.
corresponding to the network identification "USER 1. COWPANY. COM " and
transm ts Udheg the DNAr eds GRerthé lBNBetnoddedsing MRSARPNaRIrER (1ve.1i00f00MRat i on
source 42. As illustrated, the 5 DNS table 52 may include a plurality (1-N)
of networ koiregphdihj; ¢ thcomswamddehFRA @S PONER NEONIP ARE. CONL ( dndNraRiniighor k
addresses. Having resolved the network identification, the information

sour ce 42 1pis@gretdSver RSB 45! aﬂ"eﬁﬂﬂg@ &3tk 10Brmk A0sh g.%)«f%s O/ix% [ 131@@5&:&, l%@ e

1 U
data through the LAN to the virtual device nmanager 4 ustrate t he

irt deyn , 48 | igned r.al A 1 f 1P .
Vi sk IR BRORGRD 4845 ASRIANOENT A, iAol giEpoeS
TCP/ I P stg%alf@r(lﬁa ghalwze@(w% el ess devi ces having access to the system The

|
virtual dévice é)?er ‘#@eﬁSC&Ueri es the AR nodule 46 to resolve the IP

oo 1 PR T LS. PO ot B L
wireless identification (2000AB 1) are then transmtted to the 15 nobile
data syst é"rﬁ*gi“ﬂt IWﬂdéFFSﬁr(&f?a]r@sthi tedtagsmirthe datisthorush ghe dAMdo WnvERat o
the device manager 48. As illustrated, the virtual device manager 48 is assigned a plurality (1-
10 N) of IP addresses in the network (i.e., 192.100.01.01 - 192.100.01.N), in order to emulate a
TCP/IP stack for multiple wireless devices having access to the system. The virtual device
manager 48 then queries the AR module 46 o resolve the IP address (192.100.01.01) into an
identification (2000AB1) of the wireless device 62 within the wireless network 60, as
described above. The data and wireless identification (2000AB1) are then transmitted to the
15 mobile data system 50, which prepares the data for transport over the WAN 56 to the
wireless gateway 58, as described above.
Fig. 4 1s a diagram of an example system for transmitting data 82 from a first
wireless device 84 through a computer network to a second wireless device 86 using a
network identification 88 associated with the second wireless device 86. In addition to the

20 first and sccond wircless devices 84, 86, the system 80 includes a mobile data system 90, a

network server 92, a virtual device manager 94, and an address resolution (AR) module 96.
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wi rel ess gateway 58, as described above. Fig. 4 is a diagram of an exanple
systemfor transmtting data 82 froma first wreless device 84 through a
conputer network to a second wirel ess device 86 using a network
identification 88 associated with the second wireless device 86. In
addition to the 20 first and second wi rel ess devices 84, 86, the system 80
includes a nobile data system 90, a network server 92, a virtual device
manager 94, and an address resolution (AR) nodule 96. 12 The first and
second wirel ess devices 84, 86 may be any two-way nobile conmuni cation
devi ces adapt edrtico fiopenat ecwintihivircissM deelces Sdnetonandy. bEhanynekwardy mobile
identification 88 and data 82 nmay be stored in a nenory device on the first

wirel ess dewinngicalién @vid¥RYadaptell NBUbpdrRct RELW § elR8ISssdaMiveek. 84Thd QEtvRRNPI €
through a user interface. The 5 network identifi catl on 88 may, for exanple,

i ncl ude a jp@stichanEsd Ald 4dhess %9% s\%ré@lr@é fhentd cg& M@ \ﬁ é]@és'@lcﬁ%re

for the network server 92, but Could alternati e sone er type o

i dentificali gpyhbak 1H{§'ﬁtq£9thy %’hl%?c@g 851%'15‘? é«-rl N&r %Qz&?@g t@%ﬁ@agﬁﬁer&?%g%geng ?lele

within a conputer ata

a processi ' a__10,co net wor k he nobil e data
syst em%90 nlgg;"ogﬁe!ri gibllrggtf o coﬁ?ﬁh E P ampley r@ ? ppgdnamg @éﬁé% %ecaté‘sl iwéree?ie\?? a
the wi reI \t%I él receiv the dat 82 anggt Eetw denti II cation 88
fromthe f‘ Y1§‘f aInglae ANYBiaps 18y thq ’i‘f’t‘éfa FH%HV& %% EUHE 90
is coupled hr ough a co uter network to the network server 92 and the

vi rtual dé’\‘}ieé af %‘%ﬂf@ Ao that gpigeely adenjidics fisorearchiéreleprodiies 86 WHEIMBbI | e

data system 90 may operate on the sane 15 processor as the network server
92 and/ or *PmButgf Retwark. devi ce manager 94.

The mobile data system 90 may, for example, be a processing device operating in a
10 computer network. The mobile data system 90 is operable to communicate with the first
wireless device via the wireless network and receive the data 82 and network identification
88 from the first wircless device 84. In addition, the mobile data system 90 is coupled
through a computer network to the network server 92 and the virtual device manager 94. In
alternative embodiments, however, the mobile data system 90 may operate on the same

15 processor as the network server 92 and/or the virtual device manager 94.

The network server 92 may, for example, be a domain name server (DNS) operating
in the computer network. The network server 92 is operable to receive the network
identification 88 from the mobile data system 90 and identify a network address 98, such as
an IP address, associated with the network identification 88.

20 The virtual device manager 94 may, for example, be a processing device operating in
the computer network. The virtual device manager 94, similar to the virtual device manager

20 described above with reference to Fig. 1, may be accessed on the computer network using
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The network server 92 may, for exanple, be a domain nane server (DNS)
operating in the conputer network. The network server 92 is operable to
receive the network identification 88 fromthe nobile data system 90 and
identify a network address 98, such as an |P address, associated with the
network identification 88. 20 The virtual device manager 94 may, for
exanpl e, be a processing device operating in the conputer network. The
virtual device manager 94, simlar to the virtual device manager 20 ‘
descri bed above with reference to Fig. 1, may be accessed on the conputer
net wor k usimg! aBlussyy of retvpdriiraldidssespfvithetashrietaciir ekisas cont:¢pondiagho a
networ k address corresponding to a different wirel ess device. The address
resol uti odiffeAE)t witstisk dcQ6s. Bhietddedss te@olulien AR Bdhle 96 22mDdr thitg: AR mdtye be a
sof tware nodul e executing on a processing device operating in the conputer
network, apafifk, oNenSMROA saeRire MRHuRER¥QGIH §F 2 B¥odehigngViididtadpetBNl G the
manager 5 94. The AR nbdule 96 is operable to receive the network address
98 and | deghblt RorwGAl LEFROBA o RENSAS, hOBRLI{hSUhODiAPIL AL hifgsecond
wirel ess device 86. In operation, the first wreles evice 84 receives
data 82 a - r jdent.if] i.on that 1S, oGl al.edow th second
wirel e%s g‘gvﬁ:}g&eg\\gp ngorﬁiglccgﬁﬁ% r?gfgr%]ﬁeto %g?l\%\%r%&e ingté"ﬁ)? l? g‘(i:rg%sl g% a§§ ’g%}rglef&aat a 82
into a da t 102 faor. transm ssjon . over wireless 10 network and to
t he nobi | é&dﬂgﬁgﬁ%\fvgﬁe%@qﬁ%mw g(ﬁ)lp@f:w&secl‘ﬁ% Vﬁﬁﬁ}eséﬁ%c‘? g‘%l ude a sender
identificati onI(SDR |.D) for {Ihe first wirel ess device, such as a network
i dent i fication™ |9BCTaQr 4 firgly Wiieless edayigeg St ricervat i G $20 @A abl BEWREC way
comuni catjon with the second, wireless device. The nobile data system 90
t hen quer dgRtikqgEion SdWhrkissispargted withghe sewndevirelprs deaiopoitk apdlepmpinee g on
88 into a network address 98, such as an I P address. Using the

network identification 88 and data 82 into a data packet 102 for transmission over a wireless

10 network and to the mobile data system 90. The data packet 102 may also include a sender
identification (SDR 1D} for the first wireless device, such as a network identification, IP
address, or wireless identification, to enable two-way communication with the second
wireless device. The mobile data system 90 then queries the network server 92 to resolve
the nctwork identification 88 into a network address 98, such as an IP address. Using the

I5  network address 98, the mobile data system 90 transmits the data 82 through the computer
network to the virtual device manager 20. The mobile data system 90 may, for example,
combine the network address 98 with the data 82 and sender identification (SDR ID) in
accordance with a network data transfer protocol in order to transfer the resultant data
packet 104 over the computer network to the virtual device manager 94. Upon receiving the

20 data packet 104 from the information source, the virtual device manager 94 queries the AR
module 96 to determine a wireless identification 100, such as a MAN, for the second

wireless device. The wireless identification 100 is then combined with the data 82 and
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15 network address 98, the nobile data system 90 transmts the data 82

t hrough the conputer network to the virtual device manager 20. The nobile
data system 90 may, for exanple, conbine the network address 98 with the
data 82 and sender identification (SDRID) in accordance with a network
data transfer protocol in order to transfer the resultant data packet 104
over the conputer network to the virtual device manager 94. Upon receiVving
the 20 data packet 104 fromthe information source, the virtual device
manager 94 queries the AR nodule 96 to determne a wireless identification
100, such seiglen iN@Nifichiorn t(RBRsé@pnia aosprdehes svidhe ticc epprFpmatod wigtlessnetwork
identification 100 is then conbined with the data 82 and 14 sender

i denti fi catdtorol( SIORhE BYsultantatato pabdoic Bdonstthanbi&ted o fHel airdcssi Heel@k So niet wor Kk
protocol, and the resultant data packet 106 is transmtted over the

Wi rel ess nReiwdrkrdds hgce §Econd wirel ess device 86. Fig. 5 is a diagram
illustrating one exanple inplenentation 110 of the system80 of 5 Fig. 4.

Thi s enmbodi mentjel Qs b el v de $i1aSeIPoHR BABISRIpISheddNR) 11513 h s IRRI depdat a

system 114, a virtual device manager 116, and an address resol ut| on (AR

34 and an et abl 5 T8 BRGS0 PR Bl IR NG T e
st wir g SE@Z}Z 1%@? R e maaa%rtlé@“aﬁa fepSRELES GRTRN IS et
Vit ual “oSOTED HArAgeRL 6 VaritP A AT ot 1 DY af vy RSt

Wi t hin the sane | ocal area network IEJ)_ANzﬁ 134, and are preferably separated

froma wi BECs¥s bR EtwOR Qa1 81 38s0 dlystatad ACHEV I Fless A spvay thy4.e first mobile

device 126 operating within a first wircicss network 128, and a second wireless device 130
10 operating within a second wireless network 132,
The DNS 112, mobile data system 114, virtual device manager 116, and AR module
[18 are preferably included within the same local area network (LAN) 134, and are
preferably separated from a wide area network (WAN) 136, such as the Internet, by a
common firewall. The first and second wireless devices 126, 130 may operate within
15 different wireless networks 128, 132, as illustrated, but could alternatively operate within the
same wircless network.
In operation, data may be transmitted between the first and second wireless devices
126, 130 using unique network identifications assigned to each of the wireless devices 126,
130. For example, in order to transmit data from the first wireless device 126 to the second
20 wireless device 130, a network identification for the second wireless device 130, such as a
domain name and host name identification, may be input to the first wireless device 126

through a user interface. The first wircless device 126 may then format the data and
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common firewall. The first and second wirel ess devices 126, 130 nmay operate
within 15 different wirel ess networks 128, 132, as illustrated, but could
alternatively operate within the sane wireless network. In operation, data
may be transmitted between the first and second wirel ess devices 126, 130
usi ng uni que network identifications assigned to each of the wrel ess
devices 126, 130. For exanple, in order to transmt data fromthe first
wirel ess device 126 to the second 20 wirel ess device 130, a network
identification for the second wirel ess device 130, such as a domain nane
and host maverk déentifititoat udmg theayppoepriabputircless plogodol,raid warseliteths rdevtgte 126
through a user interface. The first wireless device 126 nay then fornmat the
data and difa pactenovds thaheintlifs avoRr28%d Mg viktsapREvPy it e w rel ess
protocol, and transmt the resultant data packet over the w rel ess network

128 to the wirehessrdat NRYval2tha RS raﬁhﬁﬁe%faa%a%yn HeA wREeRYd Qa%oms)
interface between the wireless network(s) 28, 132 and the WA

simlar tg4 hﬁaz%ﬁ@'&?é AR PIRYimBardRS G| Qﬁ*ge&b%;a&é’y 3 de?cr{b@a %%8&9%5110

Fig. 2. The wreless gateway 124 refornats the data for LFansm ssion over

the VN @gem%tmgrbsnﬁ@wﬁllg%wdg&%mmf”%gs 1 e 4L 2o PHRL Bk RA T e

nobi | e dat a stemd14 i's Secu ween and’ef e WAN

136, sim nmobi a syste des r| above with reference to
Fig. 2. U%{N IS% ?’WB“%SIF%&%H) tée H’é’%ﬁg%aﬁﬁ ‘?catl on fromthe WAN
1136, the nobi #,e daélg gglstem 114 10 queries the DNS 114 to resol ve the
network i denti f FERPPERIHPEIAN A5 fich secuadpieway bawern the [N 1ppangifhe AN
associated with the second wirel ess device 130. The network address may,

for exanpi® sipidardetls mohde dey sysremNSiesaribedyabayg ehthrigieravee treFigork Upon

identification to a
receiving data and a network identification from the WAN 1136, the mobile data system 114

10 queries the DNS 114 to resolve the network identification into a network address, such as an
IP address, associated with the second wireless device 130. The network address may, for
example, be determined by the DNS 112 by matching the network identification to a
corresponding network address in the DNS table 120. As described above with reference to
Fig. 2, the network address is preferably one of a plurality of IP addresses assigned to the

15 virtual device manager 48, which simulates a TCP/IP stack for multiple mobile devices 126,
130 within the system 110,

Having received the network address from the DNS 112, the mobile data system 114
uses the network address transfer the data to the virtual device manager 116 through the
LAN 134. The virtual device manager 116 querics the AR module 118, preferably using a

20 standard address resolution protocol, to resolve the network address into a wireless
identification, such as a MAN, that identifies the second wireless device 130 within the

wireless network 132. The AR module 118 may, for example, resolve the network address
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correspondi ng network address in the DNS table 120. As described above with
reference to Fig. 2, the network address is preferably one of a plurality
of I P addresses assigned to the 15 virtual device manager 48, which
sinmulates a TCP/IP stack for multiple nobile devices 126, 130 within the
system 110. Having received the network address fromthe DNS 112, the

nobi | e data system 114 uses the network address transfer the data to the
virtual device manager 116 through the LAN 134. The virtual devi ce manager
116 queries the AR nodule 118, preferably using a 20 standard address

resol uti oypnagtinoplit tot o cormspbndng herclvet Wontkfiatidn é&s shd ARotablewi2Rel Ess e.g.,
identification, such as a MAN, that identifies the second w rel ess device

130 wi t hi iig. l6¢. ThirAdt edée Bl way,kiol 3eamplheARIAmANK B 4ABmERYdeviar acexsaivpl e,
resolve the network address 16 by matching it to a corresponding wreless

i denti fi cayiten ARNmbige AB. 1 dddved BRGwtforl addreld Bito Blvircll§ iddRikidbe, 122
may, for exanple, be a database in a nenory device accessible by the AR

nodul e 46 shdHaMuN Gk RS Hhangskting thet M&skth@%{aea%ﬁ vluF@E&s%éMtl €4 RBSack through
identification, the virtual device manager 6 then sendls the data ahd

wrel ess 'tlgzquthé ﬁétxﬁmlebﬁ&l%ggtgﬂﬂ %érefn@t%ls%fa‘w td %ets?%ﬁm%e%s g%@? pystem.

114 for transm SSIon W rel ess device e data
system 114 for ntifigcatio n tran mts
The Posui tant oot Z“O*’Q?@é’%{?se%m CRE S B8 Ve Ra e e B3 B M3
addition, . the. , stem 114 onvert the data intQq

format coHpX QD@G SRR 1t ﬂ%‘gvﬂaf’]@i yEr ggv}’@tﬁ 11§g metﬁ‘é r“ﬁ}ﬁilesér%&te(‘,"dﬁ‘plrzés aInt he
data, and cgrform addi ti onal 10 functions, as descri bed above with

r ef er ence®{tig. ghe mobyip dlafy yysicas §14aru sy PacH Kesndate dhio er fosmetheorppatihle

packet fromthe nobile data sgstem 114 into a wrel ess network protocol,
with the wireless device 130, encrypt and compress the data, and perform additional

10 functions, as described above with reference to Fig. 2. The wircless gateway 124 then
converts the data packet from the mobile data system 114 into a wireless network protocol,
addresses the data packet for transmission over the wircless network 132 using the wireless
identification, and transmits the data to the wireless device 130. As noted above, the
wireless gateway 124 may also perform other interface functions, for instance in the case of

15 multiple wireless networks 128, 132, the wireless gateway 124 may determine which of the
wireless networks 128, 132 was last in communication with the wireless device 130.

Fig. 6 1s a diagram 140 showing one example of how data may be transmitted from a
first wireless device 126 to a second wireless device 130 using the system 110 of Fig. 5. In
this example, the first wireless device 126 transmits data to the mobile data system (MDS)

20 114 addressed with the network identification "USER2.COMPANY.COM." The host name
"USER2" in this example identifies the second wireless device 130. The MDS 114 then

queries the DNS 112 to resolve the domain name and host name into the [P address
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addresses the data packet for transm ssion over the wirel ess network 132
using the wireless identification, and transmts the data to the wrel ess
device 130. As noted above, the wreless gateway 124 may al so perform
other interface functions, for instance in the case of 15 nultiple wreless
networks 128, 132, the wirel ess gateway 124 nmay determ ne which of the

wi rel ess networks 128, 132 was last in communication with the wirel ess
device 130. Fig. 6 is a diagram 140 showi ng one exanple of how data may be
transmtted froma first wireless device 126 to a second w rel ess device
130 usi ng "tHeleqek&m usim grc BNg. tale 126, Ahilduseradpthe, DNAdalfle rIg0 inglnddsess
device 126 transmts data to the nobile data system (MDS) 20 114 addressed
with the métraidyk(liNeol ndtivoekt idontiflddSER aidOVRANYSpo GO "plihktyhdst) ofanework
"USER2" in this exanple identifies the second wireless device 130. The MS
114 then addressees the DNS 1 1 2 to resol ve the domain nane and host nane
into the IP address 17 "192.100,01. 02" using the DNS table 120. As

il lustrated, tleiDINS IPabliessl@9? Ilo@bud@ﬁfr@}n tlﬁ’é %@l fabi¥ 1(2@ N MHS Neh WRES a

|dent|f|cat|ons and a corresponding plurality (I1-N) network addresses.
Wth the hau%@h@l t&sRclidP%ith Qe QdudRdekdOmtne ? ah&gkr?ds]igg dattaqg {%@@lrﬁzéﬂ
opens a networ k connection with the vir devi ce manager

sends the Q@E@ ntla%d%cgell\@ il % gt!ler tgeycsgl@e qﬁ‘é“’i‘ﬁ %GJS? d"'% gr(%%%%gﬂﬁgsglr the

| P address Into a torrespon W T el éess ication oF t he

FETRR Ciifi T 255053?9 foﬁth%%g%%f’%%%%%@s ERIVRR G T O
192, 100. 01. 01 192. 100 0% i r to emul ate a TCP/ | P stack f
ot ol i dek g btk prihed st RGP sddtitcs e agarork 1.

queries the AR nmodule 118 to resolve the
192.100.01. Ol - 192 100.0I.N), in order to emulate a TCP/IP stack for multiple wireless

10 devices 126, 130. The virtual device manager 116 queries the AR module 118 to resolve the
[P address (192.100.01.02) into the wireless identification (2000AB2) using the AR table
122. The data from the first wireless device 126 along with the wircless identification
(2000AB2) are then transmitted back to the MIDS 114, and from the MDS 114 to the second
wireless device 130, as described above.

15 Fig. 7 is a diagram illustrating one example implementation 150 of the system 80 of
Fig. 4 in which the first and second wireless devices 126, 130 are associated with different
local area networks 152, 154. Both local area networks 152, 154 include a mobile data
system (MDS [ and MDS 2) 156, 158, a virtual device module (VDM 1 and VDM 2) 160,
162, an address resolution (AR) module 164, 166, and a domain name server (DNS 1 and

20 DNS 2) 168, 170. Also illustrated are the first wireless device 126 operating with a first
wireless network 128 and a first wireless gateway 172, and the second wireless device 130

operating with a second wireless network 132 and a second wireless gateway 174. It should
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| P address (192.100.01.02) into the wireless identification (2000AB2) using
the AR table 122. The data fromthe first wrel ess device 126 along with
the wireless identification (2000AB2) are then transmitted back to the MS
114, and fromthe MDS 114 to the second wreless device 130, as described
above. 15 Fig. 7 is a diagramillustrating one exanple inplenentation 150
of the system80 of Fig. 4 in which the first and second w rel ess devi ces
126, 130 are associated with different [|ocal area networks 152, 154. Both
| ocal area networks 152, 154 include a nobile data system (MDS | and MDS
2) 156, 188, undessioodubdwereyitbet wpelbéreertvBimdntatics ¥BMag) sdBBd witd&s damices
address resolution (AR) nodule 164, 166, and a donmai n nane server (DNS I
and 20 DNS28) 13068ay df7@atc Avifon ithd wasteraireessarcevdrke If sfostd Mo B asderdend tatr 126
operating with a first wreless network 128 and a first w rel ess gateway
172, and tihesyseaoiid sviutehlessatideliitauds3Dsin@Rer il dsd Gatinhi (o RRGOREs WultBlEeSS
network 132 and a second wireless gateway 174. It should 18 be understood,

however,  thialess Ret@bher 28Mmoodh MR Sic LG el ctk (Andysggond wirel ess devi ces
126, 130 may operate within the same wireless network. It should al so be

under s§ood t hakimithaoSHs ts?s%r{]r oq OC&H+I'?[ng: %)%(/9 il Vl%fé/reﬂ-lc%céoulqg.s g 1(3%9 %ﬁa%zbet o

W reless gateway that 1 nterfaces nu W el ess networ
above. it b Fay SrbRon s M bty G h T Thnd e MR SRR RS e 150
netvor k 1 B PERuff SRR BB E A ety oF M Wi Erode ey | dbe ToFon 30
For example, ,in order to transmt data fromthe first wirel ess device 126
to the seCOP'wi'POfEELo rauippt datd Som therlpipirkessalonicrri2Ede tsnsepoid vitelesrecond
wireless ggv\{ci:eCIeBOr,rg%egv%rlic ? e%%iﬁgagio;hfgr tfhle rsggond wireless device may be input to the first
10 wireless device 126 through a user interface. The first wircless device 126 formats the data
and network identification for wireless transmission, and transmits the resujtant data packet
over the wireless network 128 to the first wireless gateway 172. The wireless gateway 172
reformats the data and network identification for transmission over the WAN 136 and
forwards it to the MDS 156 in the first LAN 152.
15 Upon recetving the data and network identification from the WAN 136, the MDS
156 in the first LAN 152 queries the DNS 168 to resolve the network identification.
Because the second wireless device 130 in this embodiment 150 operates in association with
the second LAN 154, however, the network identification should identify the second LAN
154. For example, the network identification may include a host name identifying the
20 second wireless device 130 and a domain name identifying the DNS 170 in the second LAN

I54. Therefore, upon being queried with the network identification, the DNS 168 in the first

LAN 152 instructs its MDS 156 to forward the data through the WAN 136 to the virtual
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10 wirel ess device 126 through a user interface. The first wrel ess device
126 formats the data and network identification for wireless transm ssion,
and transmts the resultant data packet over the wireless network 128 to
the first wireless gateway 172. The wireless gateway 172 reformats the
data and network identification for transm ssion over the WAN 136 and
forwards it to the MDS 156 in the first LAN 152. 15 Upon receiving the data
and network identification fromthe WAN 136, the MDS 156 in the first LAN
152 queries the DNS 168 to resol ve the network identification. Because the
second wi Kgyies snagasar & DD 167 in iessambddiAient4.150heopdiSat @s map, &ssaabplei on
with the second LAN 154, however, the network identification should
identity thessdcdNS LANN t!hSéecoEcd)LAékbﬂmb@,roxtidketheanmrIBG indéind ichwedtaddrssmay

i nclude a host nane identifying the 20 second wirel ess device 130 and a

domai n nanethird@atv AN 3¢ toh@e PINB11¢é0 i n the second LAN 154. Therefore, upon
being queried with the network identification, the DNS 168 in the first

LAN 152 i nst r ugtySildrtts tﬂ\éufmﬁﬁfhemeﬁr%sﬁ\%e'réidésbﬁbaﬁétﬁv& hLoughvit iz (AN k36hd O
the virtual 19 device manager in the second LAN 154. The DNS 168

NDS %fsgr W@‘?‘ﬁ’? e [F‘!‘Qgé’lm“g’ @ﬁ"’?ﬁfﬁ%ﬁﬁ%ﬁ%ﬁﬁ SR R EA E:r
162 i

s'ual o GBI SR Bl Wél AL

associ at i o1 '\%Dr{ghgﬁf“ﬁgc?éic%lﬁg‘ ?_gf%' : E&? Fﬁ“&‘ mgd‘i'eﬁ“dv?dﬁgl s 'g’fqué agdrgisc e

130. Havi g_g r c&;iq i I%['he data and network address fromthe first LAN 152
the VDM 1897GHE AL AN d SAhIdte 52657+ e OGN 16A fissccond LAX! 134

to resolve the network address into a wireless identification, such as a MAN, that identifies
10 the second wireless device 130 within the wireless network 132. The data and wireless
identification are then forwarded to the MDS 158,

The MDS 158 in the second LAN 154 formats the wircless identification and data
and transmits it over the WAN 136 to the second wireless gateway 124. The MDS 158 may
also encrypt and compress the data, and perform additional functions as described above.

15 The second wireless gateway 174 converts the data packet received from the MDS 158 in
the second LLAN into a wireless network protocol, addresses the reformatted data using the
wireless identification, and transmits the resultant data packet over the wireless network 132
to the second wireless device 130,

Fig. 8 1s a diagram illustrating another example implementation 180 of the system 80

20 of Fig. 4 in which the first and second wireless devices 126, 130 are associated with
different local area networks 182, 184, Both local arca networks 182, 184 include a mobile

data system (MDS 1 and MDS 2) 186, 188, a virtual device module (VDM 1 and VDM 2)

20



to resolve the network address into a wireless identification, such as a
MAN, that identifies 10 the second wireless device 130 within the wirel ess
network 132. The data and wireless identification are then forwarded to
the MDS 158. The MDS 158 in the second LAN 154 formats the wrel ess
identification and data and transmts it over the WAN 136 to the second

W reless gateway 124. The MDS 158 may al so encrypt and conpress the data,
and perform additional functions as described above. 15 The second wi rel ess
gateway 174 converts the data packet received fromthe MDS 158 in the
second LAN9IONntY. andvian etidsss medlwootk (AR ptnoddk ,194dthce sbesdditve, cefhosfithe i@d! dat a
using the wreless identification, and transmts the resultant data packet

over the wdazelcessknBi2wwskart3dupledtd hensacondweils @essoglevi ce 130. Fig. 8 is
a diagramillustrating another exanple inplenmentation 180 of the system 80

20 of Fig. 4 iBiidrCl thbeydtih StsoaidcFRLOMIvI i8] BF&HRVICES. $28ata 130 B €
associated with different |ocal area networks 182, 184. Both | ocal area

net wor ks 1@Rsmi484 iih r&ﬁ.ls Woged m@bfr&% thgeﬁré’t @%ﬁ%&”@ié\)}@slﬂé an J’@gor%) wirafss 188,

a virtual device nodule (VDM 1 and 2) 20 190, 192, and an address

resol Ui' 0%&1@5136“9%%& géprel\ggeleésnncq‘ggxlkg 198, I?Zﬁ%}jsgf 1&@%1}1681%%&%' /i

net wor 84 are cou conmbh nét wor erver

the syste 5 bove th r fer [

tranem ¢ & &30 PO e@?@&%gféﬂ?e@n‘ﬁ@f R RaipaRToE Bos bRt 2 fB )] 78he

second mnr deV| e or npre ess networks 128, 132

and a wi dé % i“ﬂ%?%ﬁﬁﬂ??Véﬂ&“%gglﬁgﬂp“85%@@ﬁﬁ%%@§kgﬁ%mever the wirel ess
network(s) 128, 132, wireless gateway( 172, 174, and wi de area network
(WAN) 136 are frothe systema d P ez $ q:qieéa ng: et destined for the second wireless device 130

is transmitted from the first wireless device 126 to the MDS 186 in the first LAN 182. In
10 addition to its payload data, the data packet transmitted from the first wireless device 126

may include a sender identification of the first wireless device 126, such as a wircless

network identification, and either a network identification or a network address uniquely

identifying the second wireless device 130. For example, the data packet may be addressed

with an 1P address in the second LAN 184 that is associated with the second wireless device
15 130, or may be addressed with a unique network identification, as described above.

Upon receiving the data packet from the first wireless device 126, the MDS 186 in
the first LAN 182 queries the AR module 194 to resolve the sender identification of the first
wireless device 126 into a unique network address, such as an IP address, associated with
the first wireless device 126. The AR module 194 may, for example, resolve the sender

20 identification by matching it to a corresponding network identification in an address

resolution {AR) table.  Similar to those described above, the network address of the first
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In the system 180 of Fig. 8, a data packet destined for the second wreless
device 130 is transmtted fromthe first wireless device 126 to the MS
186 in the first LAN 182. In 10 addition to its payl oad data, the data
packet transmtted fromthe first wirel ess device 126 may include a sender
identification of the first wreless device 126, such as a wireless
network identification, and either a network identification or a network
address uniquely identifying the second wirel ess device 130. For exanpl e,
the data packet may be addressed w th an I P address in the second LAN 184
that is aggweidsatedcan A0hs pretcrsdyond ofi plirdgy ot BvadtlecsscSisdgGd totha@R MO
addressed with a unique network identification, as described above. Upon
recei vi ngid the fositlab ) 48K ethilr omuidne f TCRAP whdlefoesmlipdyinokild@&iceshe MDS 186
in the first LAN 182 queries the AR nodule 194 to resol ve the sender

i dentificationliddithe, tHerMDS MGhHEHRSSsOENNCS2 k&6 dpBists @nitiingbion 8hwayith
address, such as an |IP address, associated with the first wirel ess device

126. The AR dwdstk@cA A 198 Yor &Qn X BTS2 WeSQ! Y6e LB PERISE: B maintains a |
identification by matching it to a corresponding network identification in

an add¢ es [ ut . J..m - . cryl.hes ve. i he
ot aor k- o SR8 dPlotdtRle baBSe, Rl @il Ol BROGASICHERAL ARG, e,
plurality_ pf Ir. Sl Q) o,the VDM 190 in th "y 82,
Phich i miElfodfeTo8 %000 SR, idiSeolRihd Lol BotAN B2, T5e
the MDS 1 i he first LAN 182 al so opens co nication Jipk with the
net wor k sgﬁ?/éepg&l%,m? nsli‘é%f*‘éﬂf?fh@daﬁgsapwﬁf neferk nddgess réﬁfr st Wirglges

mai ntains . a. 5 i bl e, such as an_el ectroni c database, that_ associates

uni que nefiGwiTk! 636%? PRk oent fnatipp doipthe dirgls wirglsss dadeer 2B addiiponyjit Fe
network addresses in the first or second LAN 182, 184. The MDS 186 queries
t he net woR¥Week gsressder the yeears] warelase dadead R verddroe peovidad tnhidie fdataspacket

W rel ess
10 transmitted from the first wireless device 126, then the MDS 186 also queries the network

server 198 to resolve the network identification of the second wireless device 130 into a
network address, such as an IP address, in the second LAN 184.

With the network address for the second wireless device 130, the MDS 186 opens a

connection, for example through a WAN, to transmit the data and network identification of

15 the first wircless device 126 to the VDM 192 in the second LAN 184, Similar to those

described above, the network address of the second wireless device 130 is preferably one of

a plurality of IP addressed assigned to the VDM 192 in the second LAN 184. Having

received the data and network identification from the first LAN 182, the VDM 192 in the

second LAN 184 queries the AR module 196 to resolve the network address for the second

20 wireless device 130 into a wireless identification, such as a MAC address, that identifics the

second wireless device 130 within a wireless network.
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device 126 into a network identification for the first wireless device. In
addition, if the network address for the second w rel ess device 130 was
not provided in the data packet 10 transmitted fromthe first wrel ess
device 126, then the MDS 186 al so queries the network server 198 to
resolve the network identification of the second wireless device 130 into a
net wor k address, such as an | P address, in the second LAN 184. Wth the
network address for the second wirel ess device 130, the MDS 186 opens a
connection, for exanple through a WAN, to transmt the data and network

i denti ficati onFofm tiesVDhE 1P2,rtbe duliarie feverdide de DG 188 dlbee ViDMILORikkest he
second LAN 184. Simlar to those descri bed above, the network address of

t he secondienlifiedteasofdby saend 30rdss peeter adlayd dwenaforkaidpitification wf dfe it
addressed assigned to the VDM 192 in the second LAN 184. Having received

the data amdicdetwaek 126lenht NMDBIS8Peh® Mcbheclibh SlithLhNndBork sB&e VDM, 192 i n
the second LAN 184 queries the AR nodule 196 to resol ve the network

address fetamifle SReoNAyAN WiehRSsdgd f8wLA0 sbREO 188 Wol RlsERR the network
identification, such as a MAC address, that identifies the second w reless

devi ceg 13Qiemiﬁ(mtigk/%gﬂfg’grgﬁﬁelgs%ﬁég{%gg%g%ﬁg EML e OIS ’agg' rs‘sdﬁﬁeaM 8

forwarded to the al on e Wreless identifi on of e

second w Vi C , the network identifjcation the first
wralese b RE SAG Y Al MR B MGl EEH AT Rl it Mo ver
198, for _ex l (€. A ., and queries fhe network server 198 to resol ve
the’ net wolBoBo) iEHRHTItoR floRicot oM FIGGE diiel BOeTb U R FO Pt #
associ ated network address. The MDS 188 then formats the data for

transmi ssPONOTGYeHEICabon iy thi frsl wadlewalrvics 1380 al ong with the wirel ess

. identification of the second wirel ess device 130 and the network address

and This written description uses examples to disclose the invention, including the best
10 mode, and also to enable a person skilled in the art to make and use the invention. The
patentable scope of the invention is defined by the claims, and may include other examples

that occur to those skilled in the art.
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network identification for the first wireless device 126. This witten
description uses exanples to disclose the invention, including the best 10
node, and also to enable a person skilled in the art to make and use the
invention. The patentable scope of the invention is defined by the clains,
and may include other exanples that occur to those skilled in the art. 23
Clains 1. A nethod of pushing information to a wirel ess device (14),
conprising the steps of: providing a network identification (16) for the
wirel ess device (14) that uniquely identifies the wireless device (14)
within a network; using the network identification (16) for the wirel ess
devi ce (14Flaimsdeternmine a network address (24) associated with the

wirel ess device (14); providing a virtual device manager (20) that is
accessi bl elon t henetbodvoff fushisp irgfoamtionad aavifplass ddvite/ (10, caaprgink theddpestes,
the plurality of network addresses including the network address (24)
associ at ed W t hpiohiiing 4 @dtess idenifeatidnldy) antheaslekfdetie (pi) lﬂia@hhiqﬁel?f

net wor k addresses corresponding to a different one of a plurality o

Wi rel ess dri¢hERS thoidlrcledy ®RvREEEHSIBIiS a VbR drkie virtual device manager (20);
transmtting information to the virtual device manager (20) using the
networ k addr esgg; i ] i _ i ). si,ng the
net wor k address§?£4¢é§§§§@?gﬁé f%%ﬁbgﬂgﬁupégﬁggﬁédev%ég$V%%@%F8H%gternine
an identif] i AT vice, (14) . within a wirel ess network;
and transn#%?%ﬁgﬂ?ﬁ%sp%$8¥%% %gﬁﬁ@gﬁ?ﬁg€&§%é%@§§3 évice (14) using the

identification of ... , . : . :
providing a virtual device manager (20) that is accessible on the network using any

of a plurality of network addresses, the plurality of network addresses including the
network address (24) associated with the wireless device (14) and each of the plurality of
network addresses corresponding to a different one of a plurality of wireless devices that
are accessible via the virtual device manager (20);

transmiiting information to the virtual device manager (20) using the network
address (24) associated with the wireless device (14);

using the network address (24) associated with the wireless device (14) to determine
an identification of the wireless device (14) within a wireless network; and

transmitting the information to the wireless device (14) using the identification of

the wireless device (14) within the wireless network.
2. The method of claim 1, wherein the network is a computer network.

3. The method of claim 2, wherein the computer network is a TCP/IP network.
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the wireless device (14) within the wireless network. 2. The nethod of
claim1, wherein the network is a conputer network. 3. The nethod of claim
2, wherein the conputer network is a TCP/IP network. 24 4. The nethod of
claim3, wherein the network identification (16) includes a domain nane
identification and a host nane identification. 5. The nethod according to
one of the clains 2 to 4, wherein the conputer network is a local area
network. 6. The nethod according to one of the clains Ito 5, wherein the
plurality of network addresses are internet protocol addresses. 7. A
system for pushing information froman information source (12) within a
conput er nét wor kh¢ sedodiof elrisr 8, wesrpin dhq netyorkddensificationy Shinaketlosor domainver
(18) coupled to the conputer network, the network server (18) being

oper abl e t nameilentifécationetdwhdst ngenidehiifiattioon (16) for the wirel ess device
(14) fromthe information source (12) and return a network address (24)
associated with the wireless device (14) to the information source; a
virtual device nmanager (20) coupled to the conputer network that is

accessi bl e50n  Themehop ué@FdiRetodichof Usd M nRMo af wieRinthekbhyutef nedeb s K
addresses, the plurality of network addresses including the network

address (24 )ocaiss@chaked Wwth the wreless device (14) and each of the
plurality of network addresses corresponding to a different one of a
plurality of wireless devices that are accessible via the virtual device
manager (20); and an address resolution nodule (22) coupled to the virtual

devi ce mangger "fl?eq}1eth5£§ccording to one of the claims 1 to 5, wherein the plurality of network

addresses are internet protocol addresses.

7. A system for pushing information from an information source (12) within a
computer network to a wireless device (14), comprising:

a network server (18) coupled to the computer network, the network server (18)
being operable to receive a network identification (16) for the wireless device (14) from the
information source (12) and return a network address (24) associated with the wireless
device (14) to the information source;

a virtual device manager (20) coupled to the computer network that is accessible on
the computer network using any of a plurality of network addresses, the plurality of
network addresses including the network address (24) associated with the wireless device
(14) and each of the plurality of network addresses corresponding to a different one of a
plurality of wireless devices that are accessible via the virtual device manager (20); and

an address resolution module (22} coupled to the virtual device manager (20), the
address resolution module (22) being operable to receive the network address (24)

associated with the wireless device (14) and determine an identification of the wireless
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address resol ution nodule (22) being operable to receive the network
address (24) associated with the wireless device (14) and determ ne an
identification of the wireless 25 device (14) within a wirel ess network;
wherein the virtual device manager (20) is operable to receive information
fromthe information source (12) that is transmtted fromthe information
source (12) to the virtual device manager (20) using the network address
(24) associated with the wireless device (14), and to access the address
resolution nodule (22) to determne the identification of the wreless
device (14) wthin the wirel ess network, and wherein the virtual device
manager (@®&)icd (S4pwehiablverdlestheansiki t i nformation to the wirel ess device
(14) via the wireless network wusing the identification of the wireless
device (14) w t®héreinhBe Wirtugl &S &cMRARIrK20)8s ofdiebls YSleE iV Onfehakith fromvher ei n
the information source (12) is part of the systemand conprises a server

operating Sforhfagos SR ga) et Wt Kamifled HB8 SY BIEMASHE W HEOA 28 B @BSiRk T he
claims 7 to 8, wherein the information source (12) is part of the system

d [ LGAL ' : oupl ed t
The conput S kAT ark. CAB et B RN RRES T M Pl OO s BOHEY 26 0%

wher ei n th@gs’rﬁlg t tc%;s%r?he FARL iresfg u(t)i%xi%%o%@\ﬁe@g}oth%te{?oﬂ%nﬁ#%érigé{&%icsaﬁgﬁ §thhe .

accordi ng one o e clalns ron"conpri ses
her r r . .Th m rdin n | ai 7 11,
\?m\greaelf net h\gle‘%%ﬁtﬁ?ﬂzfg (ilz% w1£ll-1me thseyw%}c?ess %gt(%v%rlg, an \x;h%re?n E‘le%m}aﬁ]gevﬁceamggager to
(20) is operable to transmit information to the wireless device (14) via the wireless network

using the identification of the wireless device (14) within the wireless network.

8. The system of claim 7, wherein the information source (12) is part of the system and

comprises a server operating on the computer network.
9. The system according to one of the claims 7 to 8, wherein the information source
(12) is part of the system and comprises a software application operating on a processor

coupled to the computer network,

10. The system according to one of the claims 7 to 9, wherein the information

comprises a stock quotation.

I1.  The system according to one of the claims 7 to 10, wherein the information

comprises a weather report.

26



identification (16) includes a domain name identification and a host nane
identification. 13. The system according to one of the clains 7 to 12,
wherein the systemis a system for pushing information froman information
source (12) within a local area network to a wreless device (14). 14. The
system according to one of the clainms 7 to 13, wherein the plurality of
network addresses are internet protocol addresses. 15. The system
according to one of the clainms 7 to 14, further conprising: a nobile data
system coupl ed to the virtual device manager (20) and operable to

interface the virtual device manager (20) with a wide area network, wherein
t he nobi | el@at aThysisem icsovigy talvhne of thetctaams iite 11, hveheraih dremetweok to t he

wirel ess network via the wide area network. 16. The system of claim 15,
further codentifdanign &l Qadcbwdy a domplnachnicddémigicwsiclearalr st meahavdeit fidadbn,
interfaces the wde area network with the wirel ess network, wherein the
nobi |l e data systemis operable to transmt the information over the w de
area network to the gateway and the gateway is operable to further transmt

the inforymtiopyd %sieﬁ?ac%xrd‘?rl S9nB8F WRlcknime7 td 12, willfeiS URLSHAGE Q5 1O

one of the clains 15 to 16, erein the nobile data system 1s operable to
convert thg . i ' ] f. ;€O L evi ce
(" Lo "R AR 0 TR PORRL B PSR LR,
w de area net\AorA< .i &he I nt er net .

witeless evme?l ).

14. The system according to one of the claims 7 to 13, wherein the plurality of network

addresses are internet protocol addresses.

15.  The system according to one of the claims 7 to 14, further comprising:

a mobile data system coupled to the virtual device manager (20) and operable to
interface the virtual device manager (20) with a wide area network,

wherein the mobile data system is operable to transmit the information to the

wireless network via the wide area network.

16.  The system of claim 15, further comprising a gateway coupled to the wide area
network that interfaces the wide arca network with the wireless network,

wherein the mobile data system is operable to transmit the information over the
wide area network to the gateway and the gateway is operable to further transmit the

information to the wireless network.
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17, The system according to one of the claims 15 to 16, wherein the mobile data system

is operable to convert the information into a format compatible with the wireless device

(14).

18.  The system according to one of the claims 15 to 17, wherein the wide area network

is the Internet.
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