Ttle of the | nvent i dn Crypt osystem

BACKGROUND OF THE I NVENTION Field of the Invention The present
invention relates to a cipher comunication in the comuni cfedodn? Heg wor k.
Description of the Rel ated Art One exanpl e of a conventi onal

ci pher conmmuni cation systemis disclosed in "Installnment and eval uation
of the LAN ci pher jcommuni cation system', OFS- 38(1994-3) P.7 - p.12,
published by the Institute of Electronics, Information and Conmunication
Engi neers. ‘This system is configured by a communication ternmnal and a
key managi ng Tiarksbdt iths, Iwheahibnacl ude ci phertext conmmuni cati on boards
and are connected to the Local Area Network ("LAN', hereinafter).

The above conventional cipher conmuBirgatoenstenm

. BACKGROUND OF THE [NVENTION

Field of the lnvention
-t The present invention relates to a cipher
communication in the communication network.

Description of the Related Art

One example of a conventional cipher
communication system is disclosed in "lnstallmen& and
evaluation of the LAN cipher communication system”, OFS-
38(1994-3) p.7 - p. 12, published by the Institute of
Electronics, Information and Communication Engineers.
This system is configured by a communication terminal and
a key managing workstation, which include ciphertext
communication boards and are connected to the Local Area
Network ("LAN", hereinafter).

The above conventional cipher.communication
system is shown in Fig. 38.

Communication terminals 210 and 220 are connected
to the LAN 10 through encryptors 410 and 420. 30 denotes
a key manager.

The communication terminals respectively inélude
applications 2110 and 2210, communication controlling

units 2120 and 2220, and cipher communication controlling
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to the LAN 10 through encryptors 410 and 420. 30 denotes
The conmuni cation termnals respectively include
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2110 and 2210, comunication controlling units 2120 and 2220,

mruni cati on controlling
and 2230. The key manager 30 includes a session key
it 310, a session key nanagipgg unit 320, a session key

it 340, a session key sendifg unit 350 and a session key
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unit 320, a session key encrypting unit 340, a session
key sending unit 350 and a session key enquiry receiving
unit 360. The encryptors 410 and 420 respectively
include session key decrypting units 4110 and 4210, user
data encrypting/decrypting units 4130 and 4230, user data
sending/receiving units 4140 and 4240, and session key
enquiring units 4160 and 4260.

Fig. 39 shows a configuration of the session key
enquiring unit 4160 in detail. The session key enquiring
unit 4160 includes a session key memorizing unit 4161, a
session key enquiry sending unit 4162, and a session key
receiving unit 4163. The session key enquiring unit 4260
has the same configuration as the above session Key
enquiring unit 4160.

Data communication procedure will be explained in
the following in the above conventional cipher
communication system.

Both encryptors connected to the communication
terminals have the common session key to encrypt/decrypt
data for the cipher communication between two terminals.
To have the common session keys in the encryptors, a
procedure called "key distribution” is ;xecuted.

The cipher communication requires a key



Fig. 39 shows a configuration of the session key enquiring unit 4160 in
detail. The session key enquiring unit 4160 includes a session key
menorizing unit 4161, a session key enquiry sending unit 4162, and a
session key receiving unit 4163. The session key enquiring unit 4260 has
t he sane configuration as the above session key enquiring unit 4160.

Dat a comruni cation procedure will be explained in the followng in the
above conventional cipher conmmunication §ysten1 Bot h encryptors
connected to the comruni cation term nal s*have the commbn session key to
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procedure of user data has to follow the key dlstribution

procedure in the cipher communication with an arbitrary

partner.

-~ in the following, the key distribution procedure
is explained when the application 2110 of the
communication terminal 210 communicates with the
application 2210 of the communication terminal 220
connected through the LAN 10.

It is assumed that an address of the
communication terminal 210, which sends data first, is
"A" and the communication terminal 220 has an address
"B*.

Fig. 40 is a sequence chart showing a procedure
of distributing the session key in the conventional
cipher communication system.

When the application 2110 of the communication
terminal 210 starts to communicate with the application
2210 of the communication terminal 220 connected through
the LAN 10, the application 2110 activates the
communication controliling unit 2120. The application
2110 sends information of the address "B" of the
communication terminal 220 to the communication

controlling unit 2120 as an address of the communicating



procedure. Conventionally, every sending/receiving procedure of user data
has to follow the key distribution procedure in the cipher conmunication
with an arbitrary partner. In the follow ng, the key distribution
procedure is explained when the application 2110 of the conmunication
term nal 210 communi cates with the application 2210 of the comunication

termnal 220 connected through the LAN 10. It is assuned that an
address of the conmunication termnal 210, which sends data first, is "A"
and the communication terninal 220 has an4address "B". Fig. 40 is
a sequence chart showi ng a procedure of distributing the session key in
the conventi o®@" t"&"pher communi cation system When t he
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through the LAN 10,,the applicatjon 2110 actjvates the .c ni_cation
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- storage (this is not shown in the figure) and sends
- information of the address "B" of the communication
- terminal 220 to the cipher communication controlling unit
2130.

The cipher communication controlling unit 2130
sends a requesting command of starting communication
including the information of the address "B" to the
encryptor 410. The requesting command of starting
communication is sent to the session key enquiry sending
unit 4162 of the session key enquiring unit_4160 of the
encryptor 410.

The session key enquiry sending unit 4162 gets
the information of the address "B” included in the above
requesting command of siarting communication. The
session key enquiry sending unit 4162 generates a key
distribution requesting command "KEYREQ” including the
address "B” and sends the key distribution requesting
command "KEYREQ" to the key manager 30 through the LAN 10
(see S13 in Fig. 40). The session key memorizing unit
4161 receives the information of the address "B” from the
session key enquiry sending unit 4162 and memorizes the

information of the address "B”.



2110 sends information of the address "B" of the conmunication term nal
220 to the communication controlling unit 2120 as an address of the
comuni cati ng 4 partner.

The communi cation controlling unit 2120 stores the address "B" of the
comuni cation termnal 220 in storage (this is not shown in the figure)
and sends information of the address "B" of the communication term nal
220 to the cipher conmunication controlligp unit 2130. The ci pher
conmmruni cation controlling unit 2130 sends a requesting conmmand of starting
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encryptor 410. The requestin conmmuni cation 1s sent
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unit 4160 of the
enquiry receiving unit 360. The session key enquiry
-~ receiving unit 360 gets the address "A" of the
instructing partner of the key distribution requesting
P command. The address "A" is defined as an address of a
key distribution requesting partner. The session key
enquiry receiving unit 360 also gets the address "B" from
the information included in the key distribution
requesting command "KEYREQ”. The address "B” is defined
as an address of a communicating partner and is sent to
the session key managing unit 320.
! The session key managing unit 320 stores a pair
. of the address "A" of the key distribution requesting
partner and the address "B” of the communicating partner
in the storage (not shown in the figure). The session
key managing unit 320 also activates fhe session key
generating unit 310.
When activated by the session key managing unit
320, the session key generating unit 310 generates a
random number. This random number is sent to the session
key managing unit 320 as a session key.
The session key managing unit 320 stores a pair
of the above session key and the pair of the address "A"

and the address "B” in the storage. The session key



encryptor 410. The session key enquiry sending unit 4162 gets the
I nformati on of the address "B" included in the above requesting command of
starting communi cation. The session key enquiry sending unit 4162
generates a key distribution requesting command "KEYREQ' including the
address "B" and sends the key distribution requesting comand "KEYREQ' to
t he key manager 30 through the LAN 10 (see S13 in Fig. 40). The session
key menorizing unit 4161 receives the information of the address "B" from
the session key enquiry sending unit 416f and nenorizes the information
of the addres
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The session key encrypting unit 340 encrypts the
session key by a master key (key encryption key) and
sends the encrypted result to the session key managing

P unit 320 as an encryption session key.

The session key managing unit 320 sends the
encryption session key and the pair of the address "A”,
the address of the key distribution requesting partner,
and the address "B", the address of the communicating
partner, stored in the storage, to the session key
sending unit 350.

The session key sending unit 350 generates a
session key distributing command "KEYDIST” including the
encryption session key and the address "B” of the
communicating partner and sends "KEYDIST" to. the
encryptor 410 connected to the communication terminal 210
located in the address "A" of the key distribution
requesting partner (see S14).

The session key distributing command "KEYDIST"
received from the encryptor 410 is sent to the session
key receiving unit 4163 of the session key enquiring unit
4160.

The session key receiving unit 4163 gets the

encryption session key and the address "B” of the



instructing partner of the key distribution requesting command. The
address "A" is defined as an address of a key distribution requesting
partner. The session key enquiry receiving unit 360 al so gets the address
"B" from the information included in the key distribution requesting
command "KEYREQ'. The address "B" is defined as an address of a

communi cating partner and is sent to the session key managi ng unit 320.
The session key managi ng unit 320 stores pair of the address "A" of the
key distribution requesting partner and the address "B" of the

conmuni cati ngcBARUA®Eati Mgt ier SO am( HAk SBeWMohnkehedikaviBhtinge
session key managing unit 320 al so activates the session key generating

uni t 310. comman¥NeRERB I Syat edihy delig id@Ske9n rke¥ i FRAGIUAYtUNT B3 320,
t he session key generating unit 310 generates a random nunber. This random
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The session key managing unit 320 stores a pair of the above session key
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sessi on key
4110.

- The session key decrypting unit 4110 decrypts the
encryption session key by the preset master key. The
decrypted result is sent to the session key receiving
unit 4163 as the session key.

The session key receiving unit 4163 sends the
session key to the session key memorizing unit 4161. The
session key receiving unit 4163 also sends a session key
acknowledging command "KEYDIST-ACK” to the key manager 30
(see S15). The session key memorizing unit 4161
memorizes the information of'the address "B" of the
communicating partner stored in the storage and the
session key as a pair.

The session key acknowledging command "KEYDIST-
ACK" received by the key manager 30 is sent to the
session key sending unit 350. The address "A", the
address of the command sending partner., is got from the
command and stored in the storage as the address of the
key distribution requesting partner. The address fA" is
also sent to the session key managing unit 320.

The session key managing unit 320 checks the



6 managing unit 320 al so sends the session key to the session key
encrypting unit 340. The session key encrypting unit 340 encrypts
the session key by a master key (key encryption key) and sends the
encrypted result to the session key managing unit 320 as an encryption
session key. The session key managi ng unit 320 sends the
encryption session key and the pair of the address "A', the address of the
key distribution requesting partner, andgthe address "B", the address of
the communi cating partner, stored in the storage, to the session key

sending unit 38Mress of the ¥y SESHrABUE§YNSeBYLBE WAL pdPOnEENRI Bl ES a
session key distributing command "KEYDI ST" including the encryption

SﬁsEii:) ?gT}fe%'Oaﬁﬁet hadpddsess TR 1y te 1 rG8UHYBhCAEYDEsRRAENBE r 8AElr sends
previously stored in the storage. Based on the above
check result, a pair of information, that is, the address
"B" of_the communicating partner and the session key,
- corresponding to the address of the key distribution
requesting partner, is selected. The address "B" is
stored in the storage and the session key is also sent to
the session key encrypting unit 340.

The session key encrypting unit 340 encrypts the
session key by the preset master key and the encrypted
result is éent to the session key managing unit 320 as
the encryption session key. - ’

The session key managing unit 320 sends a pair of
information of the encryption session key and the address
"B" of the communicating partner stored in the storage to
the session key sending unit 350. The session key
sending unit 350 generates the session key distributing
command "KEYDIST” including the encryption session key
and the address "A" of the key distribution requesting
partner stored in the storage. The "KEYDIST” is sent to
the encryptor 420 connected to the communication terminal
located in the address "B” of the communicating partner

~  (see S16).

The encryptor 420 executes the same operation as



encryptor 410 connected to the communication termnal 210 |ocated in the
address "A" of the key distribution requesting partner (see Sl14).

The session key distributing command "KEYDI ST* received fromthe encryptor
410 is sent to the session Kkey receiving unit 4163 of the session key
enquiring unit 4160. The session key receiving unit 4163 gets the
encryption session key and the address "B" of the

7 communi cating partner fromthe session %ey distributing conmand

"KEYDI ST". The session key receiving unit 4163 stores the address "B" in
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decrypting unit : . he session key decrypting unit 4110
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decrypted resu s sent to ssion key~“reCel ving
to the key manager 30 (see S17).

- The "KEYDIST-ACK" received by the key manager 30
is sent to the session key sending unit 350. The address
. "B” of command sending partner is got from the command

and stored in the storage as the address of the
communicating partner. The address "B" is also sent to
the session key managing unit 320. |

The session key managing unit 320 checks the
above address of the communicating partner with the
address of the communicating partner previously stored in
the storage. Based on the above check result, the
address "A” of the key distribution requesting paftner,
stored as a pair with the above matched address of the
communicating partner, is selected and sent to the
session key sending unit 350.

The session key sending unit 350 generates a
communication starting command "START" including the
address "B” of the communicating partner stored in the
storage. This communication starting command "START"” is
sent to the encrypfor 410 connected to the communication
terminal located in the address "A" of the key
distribution requesting partner (see S18).

The communication starting command "START"



unit 4163 as the session key. The session key receiving unit 4163
sends the session key to the session key nenorizing unit 4161. The
session key receiving unit 4163 al so sends a session key acknow edgi ng
command "KEYDI ST- ACK" to the key manager 30 (see S15). The session key
menorizing unit 4161 nenorizes the information of the address "B" of the
communi cating partner stored in the storage and the session key as a pair.
The session key acknow edgi ng conmand "K Dl ST- recei ved by the key
manager 30 is sent to the session key s di ng unlt 350 The address "A",
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320. Ssi on managi ng unit S the
sending/receiving unit 4140 gets information of the
e address "B" of the communicating partner from the
communication starting command "START" and stored in the
.~ storage. The user data sending/receiving unit 4140 also
sends a key distribution recognizing command to the
communication terminal 210.

The key distribution recognizing command.is sent
to the cipher communication controlling unit 2130 of the
communication terminal 210. The cipher communication
controlling unit 2130 gets information of the address "B”"
of the communicating partner included in the key
distribution recognizing command. A bair of the got
address as the address of the communicating partner -and
information showing "ON" of a communication starting flag
is stored in the storage. A communication starting
notice including the address of the communicating partner
is sent to the communication controlling unit 2120.

The keys are distributed as described above and
the encryptors 410 and 420 have the common session keys.

In the following, sending procedure of the user
data will be explained in detail when the application
2110 of the communication terminal 210 communicates with

the application 2210 of the communication terminal 220



8 address of the key distribution requesting partner with the address of
the key distribution requesting partner previously stored in the storage.
Based on the above check result, a pair of information, that is, the
address "B" of the communicating partner and the session key,
corresponding to the address of the key distribution requesting partner,

I s sel ected. The address "B" is stored in the storage and the session
key is also sent to the session key encrrﬁting uni t 340. The
session key encrypting unit 340 encrypts e session key by the preset

master key angoh@ceBer ¥R¥8dghr /el LAN Si(eent to the session key nanagi ng
unit 320 as the encryption session key. The sessi on key managi ng

unit 320 sends a pair 1@k abpf GEFRIHRM P tde 1L IAUMMUNT c3aSPnon key and the
address "B" of the communicating partner stored in the storage to the

The sessi on ke o B S S e S e s bt on

session key amt tfe 1pddicemmunica @f oh hee kdhall 20 by itave requesting
communication controlling unit 2120. The communication

- controlling unit 2120 sends the pair of user data and the
address "B” of the communication terminal 220 to the
encryptor 410.

The pair of the user data and the address "B" of
the communication terminal 220 is sent to the uéer data
sending/receiving unit 4140. The user data
sending/receiving unit 4140 sends the pair of user data
and the address "B" of the communication terminal 220 to
the user data encrypting/decrypting unit 4130.

The user data encrypting/decrypting unit 4130
checks the address "B” of the communication terminal 220
with the address stored in the storage as a pair of the
address and the session key. The user data
encrypting/decrypting unit 4130 encrypts the user data
using the session key stored as a pair with the address
"B” of the communicating partner. A pair of the
encrypted user data and the address of the communicating

partner is sent to the user data sending/receiving unit

4140.

The user data sending/receiving unit 4140



partner stored in the storage. The "KEYDH ST" is sent to the encryptor 420

connected to the communication termnal |ocated in the address "B" of the
comuni cating partner (see S16). The encryptor 420 executes the
sanme operation as 9 the above

encryptor 410. The encryptor 420 generates and sends the session key
acknow edgi ng command "KEYDI ST- ACK* to the key manager 30 (see S17).
The "KEYDI ST- ACK" received by the key manager 30 is sent to the session
key sending unit 350. The address "B" of command sendi ng partner is got

fromthe comggele rafdsshoneslr i datdeseHdihydR ommahide iadduashgothehe
communi cating partner. The address "B" is also sent to the session key

IR AL oEERRLO ey, T v kg maaguns unshypEoectegls the
conmuni cati ngdaakt BAH PREVAQYFE s SIBT &F ithe communicating partner and
- sends the user data sending command to the encryptor 420.
The user data sending command received by the
L encryptor 420 is sent to the user data sending/receiving
unit 4240. The user data sending/receiving unit 4240
gets information of the encrypted user data and the
address "A" of the communicating partner included in the
user data sending command. The user data |
sending/receiving unit 4240 sends a pair of the encrypted
user data and the address "A" to the user data
encrypting/decrypting unit 4230.

The user data encrypting/decrypting unit 4230
checks the address "A” of the communicating partner with
the address of the pair of the address and the session
key stored in the storage. The user data
encrypting/decrypting unit 4230 decrypts the encrypted
user data using the paired session key stored with the
address "A". A pair of the decrypted result of user data
and the address of the communicating partner is sent to
the user data sending/receiving unit 4240.

The user data sending/receiving unit 4240 sends
the pair of the user data and the address to the

communication terminal 220. The pair of the user data



t he storage. Based on the above check result, the address "A"' of the key
distribution requesting partner, stored as a pair with the above matched
address of the comunicating partner, is selected and sent to the session
key sending unit 350. The session key sending unit 350 generates a
comuni cation starting conmand "START" including the address "B" of the
communi cating partner stored in the storage. This conmunication starting
command "START" is sent to the encryptory3410 connected to the

comuni cation termnal located in the address "A" of the key distribution

requesting paghfethésefddsN received byThBeCeBRMOhGakt @OnStarmimgl command
" START" 10 received by the encryptor

410 is sent toophesUs@F 1IN aserfend nWler @efinihIgatnbh §3A0roThengsen | dat a
sendi ng/receiving unit 4140 gets information of the
2220. The communication controlling unit 2220 sends the
pair of the user data and the address to the application
2210.

e In the conventional cipher communication system,
every sending/receiving of user data should be preceded
by the key distribution on communicating with an
arbitrary partner as described above. The information of
the encryption key should be registered for.each
communicating partner. An extra unit of the cipher
communication controlling unit should be included in the
communication terminal to utilize the cipher.

As another example of conventional cipher
communication system, "Common operation key setting
device for an encryptor™ for a plurality of domains of
data communication network is disclosed in the Japanese
unexamined patent publication No. SH054-93937,
(corresponding US patent application: US Serial No.
857,531 filed on Dec. 5, 1977).

In the conventional cipher communication system,
the communication terminal has to request the session key
to the key manager for each communicating partner. The
session key is distributed to the communication terminal

from the key manager prior to starting the communication.



address "B" of the conmmunicating partner fromthe comunication starting
command "START" and stored in the storage. The user data sending/receiving
unit 4140 also sends a key distribution recognizing conmand to the

conmuni cation term nal 210. The key distribution recognizing
command is sent to the cipher comunication controlling unit 2130 of the
communi cation termnal 210. The ci pher communication controlling unit 2130
gets information of the address "B" Ofn;ﬂﬁ comuni cating partner included
in the key distribution recognizing co d. A pair of the got address as

the address of ot §6eCEOHVBLEROAT PRIMAETLarfith oo SRy anshow Rds” O of
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commoDn sessi on Keys. n'the follow ng, sending procedure of the

user data\Mlgoug%_gépggkggggin detail when the application 2110 of the
c

communi cati on term nal muni cates with
Another problem is that the communication

o terminals connected to the encryptors cannot send/receive
plaintext (unencrypted text) such as electronic mail,
etc.

Another problem is that it is impossiblg to
choose the communication mode between plaintext and
ciphertext depending on the communication terminal,
application or communicating direction. It is also
‘impossible to encrypt data using an arbitrary key
.selected from a plurality of keys.

Another problem is that data cannot be encrypted
under various condition being different for each
communication terminal, when a plurality of communication
terminals is connected to one encryptor.

In Japanese unexamined patent publication No.
SH054-93937, a common encryption key can be set for
encrypting data among plural domains, however, it is not
disclosed a case that the cipher communication can be
performed using the common encryption key in a plurality

of overiapped groups.



the application 2210 of the conmunication term nal 220 connect ed
t hrough the LAN 10. The application 2110 of the comrunication
termnal 210 sends a pair of user data and the address "B" of the

conmmuni cation termnal 220 to the conmunication controlling unit 2120.

The conmuni cation controlling unit 2120 sends the pair of user data and
the address "B" of the conmunication termnal 220 to the encryptor 410.
The pair of the user data and the address,.'B" of the conmmuni cation
termnal 220 is sent to the user data seHHing/receiving unit 4140. The

user data sending/receiving U§UMMﬁ#ﬁq“sﬁE§;'WWQNQQbN of user data and the
address "B" of the comunicati ' user data

encrypting/decryptingTH@!Frﬁ%ggt invention TiR€p4%i ddd 3o solve the
encrypting/ decrypting uni

above problems. The invention provides a cryptosystem
- where a plurality of physical groups is formed by
communjcation terminals performing cipher data
. communication on one network.

The invention also provides a cryptosystem which
enables an arbitrary encryptor to switch the
communication mode between ciphertext communication and
plaintext communication.

Further, an object of the invention is to provide
a cryptosystem where a plurality of overlapped logical
groups can be formed on one network or among a plurality
of domains.

A cryptosystem according to the present invention
includes:

a plurality of groups of communication terminals;

a plurality of encryptors, each of which
corresponds to at least one of communication terminals,
and each of which comprises:

(a) a session key memorizing unit for memorizing at
least one session key for encrypting/decrypting
communication data sent/received by the communication
terminal which belongs to each of the plurality of

groups,;



checks the address "B" of the communication termnal 220 with the address
stored in the storage as a pair of the address and the session key. The
user data encrypting/decrypting unit 4130 encrypts the user data using
the session key stored as a pair with the address "B" of the comunicating
partner. A pair of the encrypted user data and the address of the

comuni cating partner is sent to the user data sending/receiving unit

4140. The user data sending/receiyjng unit 4140

12 generates a user data sending conmand I ncluding the encrypted user data

fromthe pair (@f) t BecepreyPpescsSeing dafia Fod herggdiaggdeBryptinge
communi cating partner and sends the user data sending command to the

encryptor 420.the communidB€igfeda fAla SRNAHRY see¥TRAdKE§Gehrad by the
encryptor 420 is sent to the user data sending/receiving unit 4240. The
user data sendicng/ eggitdi 8EndMhG/ F2diving unit for sending/receiving

the communication data processed by the cipher processing
unit.

According to the invention, a cryptosystem
includes a plurality of cipher managing domains, each of
which includes one of a plurality of key managers, at
feast one encryptor and at least one communication
terminal. |In the cryptosystem, each of the plufality of
key managers includes a session key generating unit for
generating a session key to be used for its own cipher
managing domain. And in the cryptosystem, one of the
session key generating unit of.the plurality of key
managers generates a common session key for the other key
managers to be used for ciphertext communication among

the plurality of cipher managing domains.

Brief Explanation of the Drawings

A more complete appreciation of the present
invention and many of the attendant advantages thereof
will be readily obtained as the same becomes better
understood by reference to the following detailed
description when considered in connection with the

accompanying drawings, wherein:



gets informati on of the encrypted user data and the address "A" of the
communi cating partner included in the wuser data sending conmand. The user
data sending/receiving unit 4240 sends a pair of the encrypted user data
and the address "A" to the user data encrypting/decrypting unit 4230.

The user data encrypting/decrypting unit 4230 checks the address "A" of
the communi cating partner with the address of the pair of the address and
the session key stored in the storage. fhe user data

encrypting/ decrypting unit 4230 decrypts the encrypted user data using the

paired session key stpygd wigdhowishan addngse of\'a Aepwdrk ofyd tem decrypt ed
result of user data and the address -of the comrunicating partner is sent

to the user datargemgli ng/tHRCHi ivisRg enbbtifed®. of the invdmeisiser data
sendi ng/receiving unit 4240 sends the pair of the user data and the
address to the commupjgatgd o temtiotkl d239ramhehpaingod & hep ticeys thad a
according to the first embodiment of the invention;
~Fig. 3 is a sequence chart showing the
e distributing procedure of the session key in the
cryptosystem of Fig. 2;

Fig. 4 shows an example of grouping in the
cryptosystem of Fig. 2; |

Fig. 5 shows an example of a screen for-setting a
valid/invalid information in the encrypting system;

Fig. 6 shows the contents of the "KEYDIST”
command; :

Fig. 7T shows AND results of the information of
the mode switch and the valid/invalid information in the
cryptosystem of Fig. 2;

Fig. 8 shows a flow of the communication data in
plaintext after switching the mode switch and setting the
valid/invalid information in the cryptosystem of Fig. 4;

Fig. 9 is a block diagram showing another
configuration of the cryptosystem of Fig. 2;

Fig. 10 is a block diagram showing another
configuration of the cryptosystem of Fig. 2;

Fig. 11 is a block diagram showing a cryptosystem

according to the second embodiment of the invention;



13 and the address received by the comunication termnal 220 is further
sent to the communication controlling unit 2220. The conmuni cati on
controlling unit 2220 sends the pair of the user data and the address to
the application 2210. In the conventional cipher conmunication
system every sending/receiving of user data should be preceded by the
key distribution on communicating with an arbitrary partner as descri bed
above. The information of the encrypti omgey should be registered for each
comuni cating partner. An extra unit of the cipher comrunication

control ling unit shouFdgbeipnghewedan rexdid | ec@fmanineatwiodR tiecrudahgt o
utilize the cipher. As anot her exanpl e of conventional cipher
communi cat i on t§ySiceyp toSPamen OPEF pd.i dnf key setting device for an
encryptor” for a plurality of domains of data comunication network is
disclosed in the JapaFege 18nexews Ngsb 11ed edx anphlle @Ft iaomeloo rgH0S4- 93937,
(corresponding US patent application: US Serial No. 857.531 filed on Dec.

5, ,1977). including the cryptosystem of Fig. 11;
Fig. 14 shows another example of a network

including the cryptosystem of Fig. 11;

'§

Fig. 15 shows another example of a network
including the cryptosystem of Fig. 11;

Fig. 16 shows logical groups in the cryptosystem
of Fig. 11; |

Fig. 17 shows another configuration of the
cryptosystem of Fig. 11;

Fig. 18 shows another configuration of the
cryptosystem of Fig. 11;

Fig. 19 shows a network system according to the
third embodiment of the invention;

Fig. 20 shows a NODE encryptor;

Fig. 21 shows a HUB encryptor;

Fig. 22 is a block diagram showing the
cryptosystem according to the third embodiment of the
invention;

Fig. 23 shows an example of the encrypting
condition to be memorized in the encrypting condition
memorizing unit shown in Fig. 22;

Fig. 24 shows an example of the port condition to



Ln the conventional cipher conmunication system the comrunication
termnal has to request the session key to the key manager for each
comuni cating partner. The session key is distributed to the communi cation
termnal fromthe key nmanager prior to starting the comunication

14 In the conventional cipher comunication system it has not been
considered a case that a plurality of conmmunication termnals |located in
the sane location is bound as a group. g Anot her problemis that

t he communi cation term nals connected t3 t he encryptors cannot

send/recei ve @';ﬁ‘érﬁ‘&ﬁ?‘iecli U ey Ri8q. ESKH)t?b‘ﬁ*\né\ﬁoPIﬁPﬁéqut @{dyn etcC.

Anot her problemis t I s I nmpossible to choose the cComruni cati on node
bet ween plalngﬁxﬁlepd§20|phertext dependi ng on the comruni cation term nal,

Fig. 25 shows relation between the basic pass
condition and the special pass condition of the port
condition of Fig. 24;

. Fig. 26 shows new logical groups of the network
system of Fig. 19;

Fig. 27 shows an example of a network including
the HUB encryptor;

Fig. 28 shows the port condition set in the
communication terminal 22 in the network of Fig. 27;

Fig. 29 shows the encryptor for connecting to the
LAN;

Fig. 30 shoﬁs an example of a cryptosystem
including the encryptor connected to the LAN:

Fig. 31 shows another example of a cryptosystem
including the encryptor connected to the LAN;

Fig. 32 shows an example of network including the
encryptor connected to the LAN; |

Fig. 33 shows the encrypting condition set in the
encryptor shown in Fig. 32:

Fig. 34 shows a network system of a cryptosystem
according to the fourth embodiment of the invention;

Fig. 35 is a block diagram showing the key

manager according to the fourth embodiment:



application or communicating direction. It is also inpossible to encrypt
data using an arbitrary key selected froma plurality of keys.

Anot her problemis that data cannot be encrypted under various condition
being different for each communication termnal, when a plurality of
communi cation termnals is connected to one encryptor. In
Japanese unexam ned patent publication No. SH054-93937, a common
encryption key can be set for encryptinqodata anong plural domains,
however, it is not disclosed a case that "the cipher communication can be

perforned using the qoygrogEngout itAR Ke¥siifnakeiuiabl & Ysh&fn OV@r#g%ped
groups. - 15 MVARY

OF THE | NVENT4£N The present invention is provided to solve the
above probl ens. The invention provides a cryptosystem

Fig. 37 shows another grouping of the network
system of Fig. 34, where each group includes a plurality
of encryptors beyond the cipher managing domain;

. Fig. 38 shows a configuration of a conventional
cipher communication system;
Fig. 39 shows a configuration of the session key
enquiry unit of Fig. 38 in detail; and
Fig. 40 is a sequence chart showing a procedure
of distributing the session key in the conventional

cipher communication system.

DESCRIPTION OF PREFERRED EMBODIMENT

Embodiment 1.

In a first embodiment of the invention, a
cryptosystem will be described, where each encryptor
memorizes one session key and the communication mode can
be switched between ciphertext communication and
plaintext communication (unencrypted communication).

Fig. 1 shows an example of a network system
according to the first embodiment of the invention.

This network system includes two LANs (Local Area
Networks) connected to LAN/WAN (Wide Area Network) 15 via

a router/bridge (a router or a bridge) 12. A key manager



where a plurality of physical groups is formed by conmmunication term nals
perform ng ci pher data comrunication on one network. The

i nvention al so provides a cryptosystem which enables an arbitrary
encryptor to switch the conmunication node between ci phertext

conmmuni cation and pl ai ntext communi cati on. Further, an object of
the invention is to provide a cryptosystemwhere a plurality of overl apped
| ogical groups can be forned on one netwgrk or anong a plurality of

domai ns. A cryptosystem according to the present invention

I ncl udes: is coniedHéd {0 He UARUAS v@h GRANBHB§BtbPN4GEr M nals;

a plurality of encryptors, each of which corresponds to at |east one of

communi cat | Oncaﬁlpm] Né4 Bion Ak i) Of ceimeh i €97PbhS 8P Earé@ﬂns@s§e§§| on key

menori zi ng unit menori zing at | east one session

S Yo Cean Ao, VG e ey e
encryptors 41, 42, 43. Communication terminals 24, 25
are directly connected to the LAN 1 without through any

. encryptors. Further, a network manager 13 is connected
to the LAN 1.

In the example shown in Fig. 1, the encryptor 49
is connected to the key manager 3 and it is assumed that
the key manager 3 and other communication terminals form
a group. The network can be configured in various ways,
for example, the encryptor 49 may not be connected to the
key manager 3, or another example, a plurality of
communication terminals may be connected to one
encryptor.

Each of the encryptors.41 - 43 is located between
the LAN 1 and each of the communication terminals 21 - 23
for encrypting/decrypting data, which prevents the
communication data on the LAN 1 from being intercepted.
User data is encrypted by a specific secret key
encryption method, which operates fast and is highly
concealable. Data should be encrypted on the network
from the encryptor of the sending partner to the
encryptor of the receiving partner.

The key manager 3 distributes session keys to the



gr oups;

key; and

16 (b) a cipher processing
unit for encrypting/decrypting the comrunication data using the s

(c) a data sending/receiving unit for sending/receiving

comuni cation data processed by the cipher processing unit.
According to the invention, a cryptosystem includes a plurality of cipher
managi ng domai ns, each of which includes one of a plurality of key

managers,

at |least one encryptor and at 42ast one conmuni cati on

essi on
t he

t er m nal

In the cryptosystem each of the plurality of key managers includes a
sessi on key genergptagsuhot émerypeimgy akaitagaadsebseomekeyheo be used for
Its own ci pher managi ng donmain. And in the cryptosystem one of t
session key genergpitngsuhit-of3.the plurality of key managers generates a
common session key for the other key

Fig. 2 is a block diagram showing the
cryptosystem according to the first embodiment.

As shown in Fig. 2., the key manager 3 and the

encryptors 41, 42, ... are connected to the LAN 1. An
input/output device b is connected to the key manager
The communication terminals 21, 22, ... are connected

the encryptors 41, 42, ... In the figure, only two
encryptors 41 and 42, and only two communication
terminals 21 and 22 are shown, while further more
encryptors and communication terminals are used in an

actual case. To facilitate an explanation of the

he

3.

to

operation of the system, an encryptor is not connected to

the key manager 3 in the example shown in the figure,

and

one encryptor is connected to one communication terminal.

The communication terminals 21 and'22
respectively include applications 211 and 221,
communication controllers 212 and 222.

The key manager 3 includes a session key
generating unit 31, a session key managing unit 32, a
session key start detecting unit 33, a session key
encrypting unit 34, a session key sending unit 35, a
communication terminal group memorizing unit 37 and a

valid/invalid setting unit 61. The session key



managers to be used for ciphertext communication anong the plurality of

ci pher managi ng domai ns. Bri ef Explanation of the Draw ngs

A nore conpl ete appreciation of the present invention and nany of the

attendant advantages thereof wll be readily obtained as the sanme becones

better understood by reference to the follow ng detailed description when
considered in connection with the acconpanying draw ngs, wherein:

17 Fig. 1 shows an exanple of a netamork system according to the

first enbodi ment of the invention; Fig. 2 is a block diagram

showi ng a cryptosysateny acordl ruenes attles fi sssséobokeyehor oéne hept hvent i on;

Fig. 3 is a sequence chart showing the distributing procedure of the

session key idathe Thgpsesybtrerkeyf eficgyp2;ing unit 34Fegcrypshotle an

exanpl e of grouping in the . _
session key, generated by the session key generating unit
31, by a key encryption key. The session key sending
unit 3b sends an encrypted session key to each encryptor.
The communication terminaf group memorizing unit 37
memorizes‘grouped communication terminals. The
valid/invalid setting unit 61 sets information showing
validity/invalidity of the mode switch of the encryptor
for each of the encryptors. The valid/invalid éetting
unit 61 sends the information to the corresponding
encryptor.

i The encryptors 41 and 42 respectively include
session key decrypting units 411 and 421, session key
receiving units 412 and 422, cipher processing units 413
and 423, data sending/receiving units 414 and 424,
session key memorizing units 711 and 721, mode switches
712 and 722, and valid/invalid judging units 713 and 723.
The session key receiving units 412 and 422 receive the
encrypted session key sent from the key manager 3. The
session key decrypting units 411 and 421 decrypt the
encrypted session key received by the session key
receiving units 412 and 422 with the key encryption key,

being specific for each encryptor. The cipher processing

units 413 and 423 encrypt/decrypt communication data by



cryptosystemof Fig. 2; Fig. 5 shows an exanple of a screen for
setting a valid/invalid information in the encrypting system

Fig. 6 shows the contents of the "KEYDI ST* conmand; Fig. 7 shows
AND results of the information of the node switch and the valid/invalid
information in the cryptosystemof Fig. 2; Fig. 8 shows a fl ow of

the communication data in plaintext after switching the node switch and
setting the wvalid/invalid information im4he cryptosystemof Fig. 4;
Fig. 9 is a block diagramshow ng another configuration of the
crypt osyst em gheFisgss2on key. TheidatalGengiagdireck idiiagr ami $hodd Ag anot her
configuration of the cryptosystemof Fig. 2; Fig. 11 is a block
di agr am showi agda42dypendyit ens i v cidradioogmun ichd isacdadaepbodesead bf the
nventton, the cipher processing units 413 and 423. The session key
memorizing units 711 and 721 memorize at least one
session key for encrypting/decrypting communication data.
The mode switches 712 and 722 set the communication mode
between ciphertext communication or plaintext
communication in the cryptosystem. The valid/invalid
judging units 713 and 723 judge and determine the
communication mode between ciphertext communicatfon and
plaintext communication based on the set of the mode
switches 712 and 722 and the valid/invalid information
sent by the key manager 3.
The fqllowing will explain the session key and
the key encryption key.
The session key is used for encrypting user data,
whereas the key encryption key encrypts the session key.
The key encryption key is used for distributing the
session keys to each encryptor from the key manager 3
| without being intercepted by a third party. The session
key encrypting unit 34 of the key manager 3 encrypts the
session key with the key encryption key. The session key
decrypting units 411 and 421 of the encryptors 41 and 42
decrypt the encrypted session key with the key encryption

key. Each key encryption key differs for each encryptor.



Fig. 12 shows an exanple of a network including the cryptosystem of Fig.
11; Fig. 13 shows anot her exanple of a network including the
cryptosystemof Fig. 11; Fig. 14 shows anot her exanple of a
network including the cryptosystemof Fig. 11; Fig. 15 shows

anot her exanple of a network including the cryptosystemof Fig. 11;

Fig. 16 shows | ogical groups in the cryptosystem of Fig. 11; Fig.
17 shows another configuration of the CQ%ptosysten1of Fig. 11;

Fig. 18 shows anot her configuration of the cryptosystemof Fig. 11;

Fig. 19 shows a nEt“D$§t§V%éeﬂkﬁ@ﬁﬂr@h@gbe|Bheke9hh§dpgﬁﬁ@ﬂm@@nt of the

I nventi on; ws a NODE encryptor Fig. 21 shows

i encryptquhoa throu§ﬂ % Lﬁl? QGkndiiggeam showi ng the
cryptosystem according to the |nent of the

Setting procedure of the key encryption key will
be explained below.

1. The key manager 3 generates a key encryption key,
being different for each encryptor.

2. A key encryption key setting command is input from a
local console connected to the encryptor to change the
mode into key inputting mode.

3. The key encryption key generated by the key manager
is manually input from the local console of the
encryptor.

4. The encryptor is powered OFF and then powered ON.

The session key is used for encrypting/decrypting
the user data. The session keys_for the encryptors
belonging to the same group of the encryptors are all thé
same.. However, by providing a plurality of the session

- keys, it is possible to make overlapped logical groups of
a plurality of the encryptors (this is explained later).

Setting the session key is performed ON-LINE.

The following is setting procedure of the session
key by a request of the encryptor.

1. The key manager 3 generates a session key.
2. The session key is encrypted by the key encryption

key. being different for each encryptor.



lLnventi on; Fig. 23 shows an exanple of the encrypting condition
to be nenorized in the encrypting condition nenorizing unit shown in Fig.
22; Fig. 24 shows an exanple of the port condition to

19 be nmenorized in the port condition nmenorizing unit showmn in Fig. 22
Fig. 25 shows rel ation between the basic pass condition and the speci al
pass condition of the port <condition of Fig. 24, Fig. 26 shows
new | ogi cal groups of the network systempof Fig. 19; Fig. 27
shows an exanple of a network including the HUB encryptor; Fi g.

ﬁgt \SAE?\Q'SO]E hgi por tyieandiHe %oﬁgptbm uBeﬂoﬁ@n@unmn:,ati@qhé@ﬁrﬁgwaion%?arim_ t he
g. 27, Ig. 29 shows the encryptor for connecting to
the of sending the session key is automatically output to the
key manager 3 from the encryptor.
4. The encrypted session key is sent to the requesting
encryptor from the key manager 3.

In the following, another setting procedure of
the session key will be explained in case the session key
is set by an instruction of a key managing person.

1. The key manager 3 generates a session key.

2. The session key is encrypted by the key encryption
key, being different for each encryptor.

3. The extent of the encryptors for sending the
generated session keys is decided by the instruction of
the key managing person. The instruction can be manually
input previously or whenever it is needed. Four kinds of
the extent.of the encryptors can be considered as
follows:

(1) All the encryptors being powered ON when the key
manager 3 previousliy observes the status of the
encryptors.

(2) All the encryptors being powered ON when the key
manager 3 previously observes the status of the
encryptors, and belonging to a predetermined group.

(3) Predetermined encryptors.

(4) All the encryptors.



LAN; Fig. 30 shows an exanple of a cryptosystem including the
encryptor connected to the LAN, Fig. 31 shows anot her exanple of a
cryptosystem including the encryptor connected to the LAN; Fi g.
32 shows an exanple of network including the encryptor connected to the
LAN; Fig. 33 shows the encrypting condition set in the encryptor
shown in Fig. 32 Fig. 34 shows a network system of a cryptosystem
according to the fourth enbodi ment of the7g nventi on; Fig. 35 is a
bl ock di agram showi ng the key nanager according to the fourth enbodi nent;
20 Fi 4. 3%hshemsryhtesessssomnk&pgysabre dhswnibuntédgto 8b] the
Fig. 37 shows anot her grouping of the network systemof Fig. 34, where
each group i nehudeptarpl unaluded in the extent determined at the above
step.
Another setting procedure of the session keys
will be explained below referring to Fig. 2. In this -
case, a timer is provided in the key manager 3 to
automatically generate the session key when a
predetermined time period has passed and the session key
is distributed to each of the encryptors belongjng to the
same group.
The session key is distributed to each of the
encryptors belonging to the same group connected to the
LAN 1 from the key manager 3 every predetermined time !
period. And the session keys previously set in the
. encryptors are immediately updated by the newly
distributed session keys.
The communication terminals 21 and 22, and the
encryptors 41 and 42 are grouped as "group A" and the
group A is registered in the communication terminal group
memorizing unit 37. The timer corresponding to the group
A is included in the session key start detecting unit 33
of the key manager 3.
The cipher communication requires the key

distributing procedure and the actual sending/receiving

procedure of user data. In this embodiment, these two



af encryptors beyond the ci pher managi ng domai n; Fig. 38 shows a

configuration of a conventional cipher comrunication system Fig.
39 shows a configuration of the session key enquiry unit of Fig. 38 in
detail; and Fig. 40 is a sequence chart showi ng a procedure of
distributing the session key in the conventional cipher comunication
system DESCRI PTI ON OF PREFERRED EMBODI MENT Enbodi ment 1.

In a first enbodi nent of the invention, azacryptosysten1mﬁll be descri bed,

where each encryptor menorizes one session key and the comuni cati on node

can be S\M’tCfmclé%%gncshpberé%uwp%tﬂa%xa/ng_ pl ai nt ext

communi cati on (unencrypted conmuni cati on). Ig. 1 shows an exanpl e

of a network system gqurgimg 50sthferddd ThabaNomEmy ahet he i nvention.
This network systemincludes two LANs (Local Area Networks) connected to

LAN VAN (W de {raa iNakWRgkp rdBelliife &F MOH Qidd¥iigiogela router or a bridge)
12. A key manager
In the figure, S1 shows the session key
distributing command "KEYDIST" from the key manager 3 to
the encryptors 41, S2 shows the session key acknowledging
command "KEYDIST-ACK” from the encryptor 41 to the key
manager 3. S3 shows the session key distributing command
"KEYDIST" from the key manager 3 to the encryptor 42 and
S4 shows the session key acknowledging command ;KEYDIST—
ACK" from the encryptor 42 to the key manager 3.
(step 1-1) ¥hen the timer corresponding to the group A
included in the sessfon key start detecting unit 33 of
the key manager 3 becomes timeout, the session key start
detecting signal is generated and sent to the session key
managing unit 32 by the session key start detecting unit
33.
(step 1-2) The session key managing unit 32 activates
the session key generating unit 31 on receiving the
session key start detecting signal.
(step 1-3) On activated by the session key managing unit
32, the session key generating unit 31 generates a random
number and sends the random number as a session key to
the session key managing unit 32.

(step 1-4) The session key managing unit 32 stores the



21 3 is connected to the LAN 1 via an encryptor 49. Conmuni cation
termnals (comuni cation apparatuses) 21, 22, 23 are respectively
connected to the LAN 1 via encryptors 41, 42, 43. Conmmunication term nals
24, 25 are directly connected to the LAN 1 w thout through any
encryptors. Further, a network manager 13 is connected to the LAN 1.
In the exanple shown in Fig. 1, the encryptor 49 1is connected to the key
manager 3 and it is assunmed that the keg9nanager 3 and ot her communi cation
termnals form a group. The network can be configured in various ways,
for exanpl e, abeversgspiar k&Y iy thet sheraganast thie t 92 3heon K8y rf@iager 3,
or another exanple, a plurality of communication termnals nmay be
connected to thme gesw ypt orlhe session kaghmanaghegewe ypldreearichess3d js
| ocated between the LAN 1 and each of the communication termnals 21 - 23

the encryptor corresponding to the group A from the

communication terminal group memorizing unit 37 and finds

the encryptor 41. The session key managing unit 32 sends

the session key to the session key encrypting unit 34 and

informs of encryption of the key for the encryptor 41.

(step 1-5) The session key encrypting unit 34 encrypts

the session key with the key encryption key corresponding

to the encryptor 41. The encrypted result is sent to the

session key managing unit 32 as the encrypted session

key.

(step 1-6) The session key managing unit 32 sends the

above encrypted session key and the address of the

encryptor 41 to the session key sending unit 35.

(step 1-7) The session key sending unit 35 generates the

session key distributing command "KEYDIST” including the

encrypted session key to store in the storage. The

session key sending unit 35 sends the above session key

distributing command "KEYDIST" to the encryptor 41

located in the received address (see S1 in Fig. 3).

(step 1-8) The session key receiving unit 412 of the

encryptor 41 receives the session key distributing

command "KEYDIST". )

(step 1-9) The session key receiving unit 412 extracts



f-or encrypting/ decrypting data, which prevents the comunication data on
the LAN 1 frombeing intercepted. User data is encrypted by a specific
secret key encryption nethod, which operates fast and is highly
conceal abl e. Data should be encrypted on the network fromthe encryptor of
the sending partner to the encryptor of the receiving partner.

The key nmanager 3 distributes session keys to the

22 encryptors for encrypting data and obsgrves the encryptors 41 - 43.
Fig. 2 is a block diagram showi ng the cryptosystem according to the first

nbodi t. T (Rl nal + ki h
enbodi men thezdataAEoFPPWW‘ﬂﬂbld ng?the €E§E¥E?§8236£S$°ﬁn?%t £rom

encryptors 41, 42, ... are connected to the I nput t put device

13 oo odnk b b6 HEGRTAREE fuy i AN S(EVDISTE IhOkandl,

the data portion to the session key decrypting unit 411.

(step 1-10) The session key decrypting unit 411 decrypts
the data portion including the encrypted session key with
the key encryption key, which has been preset in the
encryptor 41 by some other way as described before. The
decrypted result is sent to the session key receiving
unit 412 as the session key.

(step 1-11) The session key receiving unit 412 sends the
session key acknowledging command "KEYDIST-ACK” to the
key manager 3 (see S2). The session key is also
memorized in the session_key memorizing unit T11.

(step 1-12) The session:key acknowledging command
"KEYDIST-ACK”, received by the key manager 3 from the
encryptor 41, is sent to the session key sending unit 35.
The session key sending unit 35 informs the session key
managing unit 32 of completion of distributing the
session key to the encryptor 41. The session key
managing unit 32 sends the session key for the group A to
the session key encrypting unit 34 and informs of
encryption for the encryptor 42.

(step 1-13) The session key encrypting unit 34 encrypts

the session key for the encryptor 42 in the same way as

the above step (step 1-b). The session key sending unit



encryptors 41 and 42, and only two comunication termnals 21 and 22 are
shown, while further nore encryptors and conmunication termnals are used
in an actual case. To facilitate an explanation of the operation of the
system an encryptor is not connected to the key manager 3 in the exanple
shown in the f igure, and one encryptor is connected to one conmmunication
term nal . The communi cation termnals 21 and 22 respectively

i ncl ude applications 211 and 221, connunépation controllers 212 and 222.
The key manager 3 includes a session key "generating unit 31, a session key

managi ng “”it.3§2§eﬁer§%§i PRe KE¥s $1&H tk AEtAGH MG UNing 33mmangessi on key
encrypting unit 34, a session key sending unit 35, a conmunication

term nal groupkEyERST2i RECYNHTng 1RO dalfove’ ArcHyg el 1s@s38bhi R@yuRhly 61. The
sessi on key 23
sends the session key distributing command to the
encryptor 42 (see S3).
(step 1-14) The above session key distributing command
is received by the session key receiving unit 422 of the
encryptor 42.
(step 1-15) The session key receiving unit 422 extracts
the encrypted session key from the session key
distributing command and sends the encrypted seésion key
to the session key decrypting unit 421.
(step 1-16) The session key decrypting unit 421 decrypts
the encrypted session key with the key encryption key,
which has been preset by some other way. The decrypted
result is sent to the session key receiving unit 422 as
thé session key.
(step 1-17) The session key receiving unit 422 sends the
session key acknowledging command "KEYDIST-ACK" to the
key manager 3 (see S4). The session key is also
memorized in the session key memorizing unit 721.
(step 1-18) The session key acknowledging command
"KEYDIST-ACK" received by the key manager 3 is further
sent to the session key sending unit 3b.
(step 1-19) The session key sending unit 35 informs the

session key managing unit 32 of completion of



generating unit 31 generates a session key for encrypting data. The
session key encrypting unit 34 encrypts the session key, generated by the
session key generating unit 31, by a key encryption key. The session key
sending unit 35 sends an encrypted session key to each encryptor. The
comuni cation term nal group menorizing unit 37 menorizes grouped

comuni cation termnals. The valid/invalid setting unit 61 sets
informati on showing validity/invalidity3df the node switch of the
encryptor for each of the encryptors. The valid/invalid setting unit 61
sends the i nfdsHdt PYAINE the $8%sEpdiR e wcepstraptor 42. Th¥pe
encryptors 41 and 42 respectively include session key decrypting units 411
and 421, ses$esSs ey KeyeBanaghoo i ts I T epRedZes CoPRde 1pPHcedsi ng units
413 and 423, data sending/receiving units 414 and 424, session key

menori zi ng uMitsd ributing ¥he sepeotliexhds the cafmurisatded valid/invalid
judging units 713 and 723. The session key receiving units 412 and 422
recei ve the t&faviyigted isedyded keytherarquibd thecause men&dbEr3. The

session key decrypting units 411 and 421 decrypt the
encryptor belongs to the group A.

.By the above procedure, the encryptors 41 and 42,
belonging to the same group, have the common session
keys.

Then, the application 211 of the communication
terminal 21 starts to communicate with the appl{éation
221 of the communication terminal 22 connected through
the LAN 1. The user data of the application 211 is

, encrypted by the cipher processing unit 413 of the
encryptor 41, decrypted by the cipher processing unit 423
of the encryptor 42, and sent to the application 221.

For another example, the session key start
detecting signal, which is generated by the session key
start detecting unit 33 when the timer is timeout in the
-abové procedure, can be generated by a manual input by
the key managing person of the key manager 3.

Further, the session key start detecting signal,
which is generated by the session key start detecting
unit 33 in the above procedure, can be generated by

detecting a power ON of the encryptor.



encrypted session key received by the session key receiving units 412 and
422 wth the key encryption key, being specific for each encryptor. The
ci pher processing units 413 and 423 encrypt/decrypt comuni cati on data by
24 the session key. The data sending/receiving units 414 and 424
sends/recei ve the comuni cation data processed by the cipher processing
units 413 and 423. The session key nenorizing units 711 and 721 nenori ze
at | east one session key for encryptingégecrypting comuni cati on dat a.
The node switches 712 and 722 set the conmuni cati on node between

ci phertext communi caihoRKer 3 b NESXtd | SHAVBYAiGRE iptdcledutre ThEPkegyst em
The valid/invalid judging units 713 and 723 judge and determ ne the

communi cat i on M@ sheGBEEBdCLPNBG Sl YT, Calingn k%_r}“é cBhabgt ext

conmruni cation based on the set of the node switches 712 and 722 and the

valid/invaliqjigHfrqQhumedons §8NEr bt (418 kRMDTIRAGS the encryptors
belonging to the same group.

In the above key distributing procedure, the
session key is updated right after receiving the session
key. However, the session key can be updated when the
communication is interrupted. Further, the session key
can be updated when a predetermined time period has
passed after receiving the session key. |

In the following, switching the communication
mode between ciphertext communication and plaintext
communication,'which is an important feature of this
‘embodiment, will be explained.

Fig. 4 shows an example of grouping in the
cryptosystem.

The key manager 3 is connected to the LAN 1 via
the encryptor 49. The communication terminals 20 - 22,
25 - 29 are connected to the LAN 1 via the encryptors 41
- 46. The communication terminals 21 and 22 are
connected to the same encryptor 42. The communication
terminals 28 and 29 are connected to the same encryptor
46. The communication terminals 23 and 24 are directly
connected to the LAN 1 without through any encryptors.

The key manager 3 and the encryptor 49 belong to



The followng will explain the session key and the key encryption key.

The session key is used for encrypting user data, whereas the key
encryption key encrypts the session key. The key encryption key is used
for distributing the session keys to each encryptor fromthe key manager 3
key encrypting
unit 34 of the key manager 3 encrypts the session key with the key
encryption key. The session key decryptdtng units 411 and 421 of the

Wi thout being intercepted by a third party. The session

encryptors 41 and 42 decr the encry se n Kk wi th the key

ggcryption S;%?e o k fﬁP{dHtng g?ffefif 'gﬁéh Sﬂcrgptor e
etting the key encryption key rformed  withou roug e

conmmuni catlonccP’i'W'ca“on 1-"”Qe‘tnt"’l'ﬁg roc%z rgfot?e {(H'ég K& eq{cf)r‘ﬂpptd%n key

wll be expl%lned bel o

he encryptors 44 - 46 and the communication terminals 26

- 29 belong to "group C". These groups are memorized by

the communication terminal group memorizing unit 37.

is assumed that user data sent from the communication

terminal 20 is encrypted by the encryptor 41.

The

It

encrypted data can be received by the communication

termina

and 24,

Is 21, 22 and 25. The communication terminals 23

which are connected without through the

encryptors, and the communication terminals 26 - 29

belonging to the group C cannot decrypt the encrypted

data, thus cannot receive the, data.

In this way, the communication terminals, which

are connected to the encryptors belonging to the same

cipher group, can mutually communicate in ciphertext

easily as if in plaintext. On the contrary, the

~communication terminals, connected to the encryptors

belonging to a different cipher group or the

communication terminals connected without through the

encryptors, cannot decrypt the ciphertext data, thus

cannot

intercept the communication data even if the

encrypted data is received by such communication

termina

Is. If the encryptor itself is stolen by the

third party, it is impossible to know which group the



1. The key manager 3 generates a key encryption key, being different for
each encryptor. 2. A key encryption key setting command is input froma

| ocal consol e connected to the encryptor to change the node into key
i-nputting node. 3. The key encryption key generated by the key nmanager is
manual Iy input fromthe |ocal console of the encryptor. 4. The encryptor
I's powered OFF and then powered ON. The session key is used for
encrypting/ decrypting the user data. Theygsession keys for the encryptors
bel onging to the sanme group of the encryptors are all the sanme. However,

by providing anelrypabirt Ye PbnSetSassde onkahe, ehkbriyptBeSsitbeeft OtRBRKE
over | apped | ogical groups of a plurality of the encryptors (this is

expl ai ned | at@hk. third partypethhm@t tdie weBitenpkey cemRahfT @aFeAgON- LI NE.
The following is setting procedure of the session key by a request of the

encryptor. 1par?h%rkey manager 3 generates a session key. 2. The session
key is encrypted by the key encryption key, being different for each

encryptor. However, when one communication terminal wants to
communicate with a communication terminal belonging to a
different cipher group or a communication terminal
connected without through the encryptors, the
communication terminal has to suspend to encrypt/decrypt
the communication data by the encryptors. To switch the
communication mode between ciphertext communicafion and
plaintext communication is performed by ON/OFF of the
mode switch provided in the encryptors 41, 42, ....

When the mode switches 712, 722, ... are turned ON,
plaintext communication is performed. While, the mode
switches 712, 722 ... are turned OFF, the cipher
communication is performed. It is nof preferable for
communication éecurity that the communication mode can be
simply changed between ciphertext communication and
plaintext communication only by ON/OFF of the mode switch
because the encryptor méy be freely accessed by the user
of the communication terminal. Accordingly, in the
cryptosystem of the present invention, the key manager
sets valid/invalid information which indicates
validity/invalidity of switch setting of mode switch for

each of the encryptors. Accordingly, the key manager can



26 3. \Wen the encryptor is powered ON, requesting command of sending the
session key is automatically output to the key manager 3 fromthe
encryptor. 4. The encrypted session key is sent to the requesting
encryptor fromthe key nmanager 3. In the follow ng, another
setting procedure of the session key will be explained in case the session
key is set by an instruction of a key managi ng person. 1. The key
manager 3 generates a session key. Ege session key is encrypted by the
key encryption Kkey, being different for ach encryptor. . The extent of

the encryptor gohfo b el hdid 1S NGHILRISRPESHOL K8 Scanﬁmﬂ?‘r‘ébéﬂ'ewy tne

instruction of the ey managi ng person e Instruction can be nanually

R ot o MBSt s BERR o PO B4 ettt o
communication.

Fig. b shows an example of a screen for inputting
the valid/invalid information set by the key manager 3.
The valid/invalid setting unit 61 displays the screen and
executes the following operation.

Data is input at input fields. The data of a
group number (GN), an |P address, a note, the
valid/invalid information is input to the input fields.

A name of each group is automatically displayed on the
screen when the group number (GN) is input. "0”
(invalid) is preset as the valid/invalid information. :
Inputting "1" changes the valid/invalid information to
valid. In the displayed data, the first line corresponds
to the encryptor 49, and the second to the seventh lines
respectively correspond to the encryptors 41 - 46. Inl
the example of Fig. 5, the valid/invalid information of
the encryptors 41 and 46 is valid. “Valid" means that
the mode switch of the corresponding encryptor is valid.
While, "invalid” means that the mode switch of the
corresponding encryptor is invalid even if the switch is
changed.

When the key manager 3 sends the encrypted

session key to each encryptor with "KEYDIST" command, the



1) Al the encryptors being powered ON when the key nmanager 3 previously
observes the status of the encryptors. (2) Al the encryptors being
power ed ON when the key nmanager 3 previously observes the status of the
encryptors, and belonging to a predeterm ned group. (3) Predeterm ned
encryptors. (4) Al the encryptors.

27 4. The encrypted session keys are distributed to all the encryptors
included in the extent determ ned at the ove step. Anot her
setting procedure of the session keys w7l be explained belowreferring to

Fig. 2. In t%?id??ﬁgag dtW%rnﬁ:‘tiFUrPViiﬁgE%thfﬁd%p:g%%hg?ﬂ@@ﬁéng.to

automatically genera the session key etermned tinme period
has passed and the seg$,ongkeloys the contents of the "KEYDIST”

command.

In Fig. 6, "protocol type” shows a type of
communication protocol. "Authentication data” is a fixed
pattern for checking whether the encrypted data is
decrypted or not by the encryptors, to which the command
is distributed. When a predefined part of the data
decrypted by the encryptor, to which the commanq is
distributed, is matched with the fixed pattern, the
encryptor, to which the command is distributed, can know
that the decryption is properly executed. The
valid/invalid information, in which "1" shows valid and
"0” shows invalid, is appended to the last bit.

"0" is set for other parts having no data in the
contents of .the "KEYDIST” command. The contents of the
"KEYDIST” command is encrypted by the key encryption key
and the encrypted result is sent.

The valid/invalid setting unit 61 of the key
manger 3 sends the valid/invalid information set by the
input screen to the session key sending unit 35, which
generates the session key distributing command "KEYDIST”.
The session key sending unit 35 generates "KEYDIST”
command with the valid/invalid information appended to

the last bit as shown in Fig. 6.



I.s distributed to each of the encryptors belonging to the same group.

The session key is distributed to each of the encryptors belonging to the
same group connected to the LAN 1 fromthe key manager 3 every
predetermned tine period. And the session keys previously set in the
encryptors are imedi ately updated by the newy distributed session keys.
The communication termnals 21 and 22, and the encryptors 41 and 42 are
grouped as "group A" and the group Ais glstered i n the conmmunication
termnal group nmenorizing unit 37. The § ner corresponding to the group

A is included in the §ﬁs§hgnekgycﬁqéyt41deg%9tbqgm it ?ﬁ Egsghgps

manager 3. here Cdhminicati'on régqu res trYbuting

procedure a“dﬁ§psngghggh?agnﬁifglééEFUéé e pygngg&e QBmH§ﬁH daga.  In

thi s enbodi me
sends the command to the session key decrypting unit 411.

The session key is decrypted by the session key
decrypting unit 411 and the decrypted result is sent to
the session key receiving unit 412. The session key
receiving unit.412 extracts the valid/invalid information
from the contents of the decrypted "KEYDIST" command and
sends the command to the valid/invalid judging unit 713.
The valid/invalid judging unit 713 judges whether the
communication is performed by ciphertext communication or
plaintext communication based on an AND result of ON/OFF
of the mode switch 12 and the valid/invalid information.

Fig. T shows AND results of the mode switch and
the valid/invalid information.

OFF of the mode switch is logically (0), and ON
is (1). "Valid” of the valid/invalid information is
logically (1), and "invalid” is (0). Accordingly, when
two pieces of information are ANDed, only when the mode
switch is ON and also the valid/invalid information is
valid, the AND result shows (1), that is, user data
should be transmitted transparently without encryption.
In the other cases, user data should be encrypted
regardless of the value of the mode switch. The

"transparent” means to perform plaintext communication.



28 procedures can be executed respectively. Fig. 3 is a sequence
chart showing the distributing procedure of the session key. I n
the figure, S1 shows the session key distributing comand "KEYDI ST* from
tthe key manager 3 to the encryptors 41, S2 shows the session key

acknow edgi ng comrmand "KEYDI ST- ACK" fromthe encryptor 41 to the key
manager 3. S3 shows the session key distributing command "KEYDI ST" from
the key manager 3 to the encryptor 42 and,.  S4 shows the session key
acknow edgi ng conmand "KEYDI ST- ACK" from t he encryptor 42 to the key

3. 1-1). W ' §HHP i ; A
Pﬁgfggéd I n gﬁgegessiEﬁgkegngbgﬁ%t%&f@%ﬁ%ﬁgqhnlLﬁ%%gg?%ntﬂg Eé%uganager g
b : . Cecti , L
cent o the oSaPaiSHETeR oAnEPY TR dne s el ¥ ol p o RRRRRS

detecting unit, i step 1-2) The session key managi ng unit 32 activates
t he session kéy efer ting unit 31 on receiving the session key start

Sﬁf tec“ ng signal.  (shePhogh i HREH VRS Bhd MR AT ITRHEDY oFRRY! N

encryptors 41, 43. 44 and 46 are turned ON. Namely,
these encryptors are switched their mode to plaintext
communication. However, in the valid/invalid information
of the key manager 3, only the information for the
encryptors 41 and 46 is valid as shown in Fig. b.
Accordingly, user data from the communication terminal 20
is sent in plaintext without being encrypted by the
encryptor 41. This plaintext can be received by the
communication terminals 23 and 24, where the encryptors
are not provided. As the mode switch of the encryptor 46
is ON and the valid/invalid information shows "valid",
the communication data from the communication terminal 20
is not decrypted by the encryptor 46. The communication
terminals 28 and 29 receive the plaintext data sent from
the communication terminal 20. The encryptors 43 and 44
cannot receive the plaintext data because the
valid/invalid information show "invalid”, though each of
the mode switches is ON.

The encryptor 41 belongs to the group B and the

encryptor 46 belongs to the group C. The plaintext

communication enables a plurality of communication



32, the session key generating unit 31 generates a random nunber and sends
the random nunber as a session key to the session key managing unit 32.
(step 1-4) The session key nanaging unit 32 stores the

29 above session key in the storage as the session key for the group A
The session key managi ng unit 32 searches the encryptor corresponding to
the group A fromthe comrunication termnal group nenorizing unit 37 and
finds the encryptor 41. The session key nmanaging unit 32 sends the
session key to the session key encryptind®unit 34 and infornms of

encryption of the, key for the cryptor 41. (step 1-5) The session key
encrypting un??r@hn%%%rgppt"g”%a yséE@i“Bﬂ'?(%glevﬁ‘f?fPt he %&yg,e e%fzr\j'}:ﬁ i on key
correspondi ng he encryptor .41. . The enchEted result is sent, to the

t .
session key n%h‘ég?tbthrﬂ M iCAd 1BRCT§ PP bR S2sRf o0 kegpnnected to

any encryptors or some of the communication terminals
belong to different groups.

. As has been described, in the cryptosystem of
this embodiment, the encryptors of the same group have
the same session keys, which prevents mutual
communication among the communication terminals belonging
to the different groups. This system further prevents an
intercept of data on the network. The communication mode
can be switched between ciphertext communication and
plaintext communication by the instruction of the key
manager or the encryptor itself. This enables the
cryptosystem more flexibie, that is, in the cryptosystem,
the communication terminal can communicate with the
communicatién terminal belonging to the different group
or with the communication terminal connected without
through any encryptors. Further, the embodiment provides
the cryptosystem having good security because the key
manager can control all the mode switches of the
encryptors when the mode switches of the encryptors set
the communication mode between ciphertext communication
and plaintext communication.

In the block diagram of Fig. 2, the mode switches

712 and 722 can be removed from the encryptors 41 and 42.



(step 1-6) The session key managing unit 32 sends the above encrypted
session key and the address of the encryptor 41 to the session key sending
unit 35. (step 1-7) The session key sending unit 35 generates the
session key distributing command "KEYDI ST" including the encrypted session
key to store in the storage. The session key sending unit 35 sends the
above session key distributing conmand "KEYDI ST" to the encryptor 41
| ocated in the received address (see S1 in Fig. 3). (step 1-8) The session
key receiving unit 412 of the encryptor4 1 receives the session key
di stributing ,co nd " KEYD, ST . step 1-9) ,The ssion k receiving unit
412 extracts /N tnhis case, the key &anager § d|recF§b %?ﬁf(fiﬁh portion
i ncluding the encrypted session_key, from the sessjon key, distributing
command " KEY[ﬁ?%ﬁm“rg'rﬁFTs'é’ﬁhg'o héodéhﬁ BBF YRRt ﬂmaré s‘zg'onsltli'gy decrypting
uni't 411 (sLepJodf), TG RS 9BeRSY JSPraPE) nthemid ) A STt S

setting unit 61 of the key manager 3, always performs

plaintext communication. And the encryptor, which is set

as invalid by the valid/invalid setting unit 61 of the

key manager 3, performs ciphertext communication. The

valid/invalid information set by the valid/invalid

setting unit 61 is sent to the valid/invalid judging

units 713 and 723. It is judged whether the

communication should be performed in ciphertext or

plaintext by the valid/invalid judging unit of each

encryptor.

In another way, in the cryptosystem shown in the

block diagram of Fig. 2, the valid/invalid setting unit

61 and the valid/invalid judging units 713, 723 of the

encryptors 41, 42 can be removed from the system. In

this case, the communication mode is determined only by

ON/OFF of the mode switches 712, 722 of the encryptors

41, 42 between ciphertext communication and plaintext

communication.

Fig. 9 is a block diagram showing the
cryptosystem when the key manager 3a does not distribute

the session key.

The session key start detecting unit 33, the



t-he data portion including the encrypted session key wwth the key

encryption key, which has been preset in the encryptor 41 by sone ot her

way as described before. The decrypted result is sent to the session key
r-ecei ving un
receiving unit 412 sends the session key acknow edgi ng commuand
"KEYDI ST- ACK"

menori zed in the session key menorizing upit 711,
key acknow edgi ng command "KEYDI ST- ACK","“ eceived by the key manager 3

fromthe enc
sessi on key se

compl et i on of oghgi hhPUhi o4 Doy AP o kBt B < TPETYpyBtothsade

sessi on key nanagl unit
sessi on key e

42.

key for the er?ﬁrr-‘r? OT 912 e OGS SRR KUY R rybRTnBPENT 13" 4P1(ShEP dnd) -

(step 1-

it 412 as the session key. (step 1-11) The session key

to the key manager 3 (see S2). The session key is also

&xgg%n‘ﬁ%q Spc B+ (i WS 855,00 %Ex 36045 g ky! 35 The

managi ng  unit 32 of

I ng uni € Sessli on

session key

(step 1-12) The session

5 e 920 P e ol F??g"&ﬁ.yte“‘%ﬁ“%t?@af% g vee

session key sendin

the session key receiving units 412, 422 are removed from
the encryptors 41a, 42a. In this case, the session key
generating unit 31 of the key manager 3a generates the
session key for each group memorized in the communication
terminal group memorizing unit 37. The session.key
generated in the key manager 3a is not sent on the
network, but is input to the session key memorizing unit
of each encryptor by some other way to memorize there.
The other operation is the same as the above-described
case. |

Fig. 10 shows another modification of the
cryptosystem shown in Fig. 2, where the key manager is
removed from the system.

The communication terminals 21, 22 are connected
to the LAN 1 through the encryptors 41b, 42b. More
encryptors and communication terminals are connected to
the system, which are not shown in the figure. The
encryptors 41b, 42b include the session key memorizing
units 711, 721, the cipher processing units 413, 423, the
data sending/receiving units 414, 424 and the mode

switches 712, 722. The communication terminals 21, 22

The



31 35 generates the session key distributing command "KEYDI ST including
the above encrypted session key and sends the session key distributing
command to the encryptor 42 (see S3). (step 1-14) The above session key
distributing command is received by the session key receiving unit 422 of
the encryptor 42. (step 1-15) The session key receiving unit 422 extracts
the encrypted session key fromthe session key distributing command and

sends the encrypted session key to the %'ssion key decrypting unit 421.
(step 1-16) The session key decrypting uni't 421 decrypts the encrypted

othor way. ) TRGCSH?, S *AE (s I B svEselingFIELETOR kel Fecerving uni

422 as the sggskPBnkRY¥y is generated by another processing unit (this
is not shown in the figure) which operates in the same
way as the session key generating unit. The session keys
are input to the session key memorizing units 711, 721 °
and memorized there. The plurality of encryptors having
the same session keys are grouped as one group. The
communication mode is determined by ON/OFF of the mode
switches 712, 722 between ciphertext communication and
plaintext communication.
Embodiment 2.

In a second embodiment of the present invention,
another cryptosystem will be explained, where the
communication mode can be selected between ciphertext
communication and plaintext ﬁommunication by setting
encryption condition. The encryption condition is set
based on the communication terminal of the communicating
partner, the application and communicating direction.

Further, in the cryptosystem of this embodiment,
a plurality of session keys is provided in one encryptor
and one of the plurality of session keys to be used is
determined by the encryption condition.

Fig. 11 is a block diagram showing the
cryptosystem of the second embodiment.

A key manager 6 and encryptors 81, 82 are



(step 1-17) The session key receiving unit 422 sends the session key
acknow edgi ng command "KEYDI ST- ACK" to the key manager 3 (see $4). The
session key is also nenorized in the session key nmenorizing unit 721.
(step 1-18) The session key acknow edgi ng conmand "KEYDI ST- ACK" received
by the key manager 3 is further sent to the session key sending unit 35.
(step 1-19) The session key sending unit 35 inforns the session key
managi ng unit 32 of conpletion of 32
distributing the session key to the encr§ptor 42. The session key nanaging

cormuni cat | o OTEEHAAS. Rl bRNG! i n T IR X TR 18 & rar
cror YR Or el i3d o SHRURRS e R B S 1 on
keys. terminals 21, 22 are connected to the encryptors 81, 82.
The key manager 6 includes the session key generating
unit 31, the session key managing unit 32, the session
key start detecting unit 33. the session key encrypting
unit 34, the session key sending unit 35, the
communication terminal group memorizing unit 37 and an
encryption condition setting unit 62. The encryptor 81
includes the session key decrypting unit 411, the session
key receiving unit 412, the cipher processing unit 413,
the data sending/receiving unit 414, the session key
memorizing unit 711, the encryption condition memorizing
unit 811 and a condition judging unit 812.° The encrybtor
82 is configured as the same as the encryptor 81. The
communication terminals 21, 22 are the same as ones shown
in Fig. 2. The encryption condition memorizing units
811, 821 memorize the encryption condition for
communication data. The communication mode is selected
between ciphertext communication and plaintext
communication based on the encryption condition including
information of the communication terminal of the
communicating partner, the application, the communicating
direction. When a plurality of session keys is provided

in one encryptor, one session key to be used is selected



Then, the application 211 of the comunication termnal 21 starts to
communi cate with the application 221 of the conmunication term nal 22
connected through the LAN 1. The user data of the application 211 is
encrypted by the cipher processing unit 413 of the encryptor 41, decrypted
by the cipher processing unit 423 of the encryptor 42, and sent to the
application 221. For anot her exanple, the session key start
detecting signal, which is generated by t%e session key start detecting
unit 33 when the tiner is timeout in the #above procedure, can be generated

Fur thor. the SB0agothe oyt E LTI Pt § 8B TRn ke aibaR¥d PR ae by e

session key start d tect t he a?ove rocedy fe CAN be
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33 communicating partner, the application and the
communicating direction. The encryption condition
memorizing units 811, 821 memorize the'encryption
condition. The encryption condition for each encryptor
is set by the key managing person of the key manager 6
with the encryption condition setting unit 62 of the key
manager 6 and the encryption condition is sent to each
encryptor. In another way, the encryption condition
setting unit 62 can be removed from the key manager 6.
In this case, the encryption condition is set by each
user of the encryptor and memorized in the encryption
condition ﬁemorizing-units 811, 821. The condition
judging units 812, 822 judge and determine which
communication mode is selected between ciphertext
communication and plaintext communication, and which
session key is used if there are plural session keys,
when the communication terminal of the communicating
partner, the communicating direction and the application
of the received data are matched with the encryption
condition memorized in the encryption condition
memorizing units 811, 821.

F{g. 12 shows one example of the network system

where the cryptosystem of the embodiment is applied.



In the above key distributing procedure, the keys are distributed to two
encryptors. The keys can be distributed to an arbitrary nunbers of the
encryptors belonging to the same group. In the above key

di stributing procedure, the session key is updated right after receiving
the session key. However, the session key can be updated when the

comuni cation is interrupted. Further, the session key can be updated when
a predeternmined time period has passed after receiving the session key.

In the follow ng, sw tching the comunic on node between ciphertext

of Thi's embodi ment, i 1T Ee et & W (Wor1d™WhER, @03 ahERE L kst o of
S 0UPLN0, T 02, AEALRBEYE Shuer 84, o UM RBOFR SLf BoBROESST L2
29 e comected aetOm e VIRl b a1 (a1, or 4o
The communi cagphpnectE4™ & Re 2fh Vet 1376 TRANEREFTnES LN ST SRS ypLor
connected to the LAN 1. The communication terminals 21
22 are connected to the encryptor 81. The communication
terminals 23, 24 are connected to the encryptor 82.
Other encryptors and communication terminals (they are
not shown in the figure) are connected to the LAN 1. The
encryptors 81, 82 belong to the group A.
In the network shown in Fig. 12, the encryption
condition of the encryptor 81 is set as follows:
Basic pass: applications (all), ---encryption
Special pass 1: IP address (mail server) & apﬁlication
(mail) & communicating direction (output),
---transparent
Special pass 2: IP address (WWW agent server) &
application (hftp) & communicating direction (output), --
-transparent
Special pass 3: |IP address (server) & application
(name server), ---transparent
In the above encryption condition, the special
pass condition has a priority over the basic pass
condition. Ordinary commun}cation is performed according

to the basic pass condition. When the communication data



46. The communication termnals 23 and 24 are directly connected to the

LAN 1 wi thout through any encryptors. The key nmanager 3 and the
encryptor 49 belong to 34 the group A
The encryptors 41 - 43 and the conmunication termnals 20 - 22, 25 bel ong
to "group B'. The encryptors 44 - 46 and the comrunication termnals 26 -
29 belong to "group C'. These groups are nenorized by the comuni cation
termnal group nenorizing unit 37. It igyassuned that user data sent from

the communication termnal 20 is encrypted by the encryptor 41. The

encrypted dat Ps Cxﬁé‘t@rﬂad aCieih /teby ft Qﬁecé’mé" §@é¢ P& 6@5@1 dBH i 2lon 22 and
25. The communication termnals 23 and 24, which are connected w t hout

through the encygypi@re. @l dofur@BEYNbRAL & OPle f 6 hé@| Sc&drdi P tdel ongi ng
to the group C cannot decrypt the encrypted data, thus cannot receive
t hedat a. the spécfdl IR conldg 1¢8ATUNI AL | N {2 ' Hal Sxampieh
when the communication terminal 21 or 22 sends the data
to the communication terminal 23 or 24 of the group A,
communication data processed by all applications is
encrypted according to the basic pass condition. This
ciphertext'communication is shown as a broken line in the
figure. When the communication terminal 21 or 22 sends a
mail to the mail server 94, the data is transmitfed
according to the special pass condition 1, that is,
plaintext communication is performed.

: When the communication terminal 21 or 22 sends
user data processed by the application (http) to the WWW
agent server 92, plaintext communication is performed
according to the special pass condition 2.

When the communication terminal 21 or 22
sends/receives communication data processed by the
application (name server), plaintext communication is
performed according to the special pass condition 3. The
communicating direction is not specified in the special
pass condition 3, thus the data of both direction
(output/input) is transparently transmitted, that is,

plaintext communication is performed. The encryption

condition can be set respectively in the encryptors 81



are connected to the encryptors belonging to the sane cipher group, can
mutual |y communi cate in ciphertext weasily as if in plaintext. On the
contrary, the comrunication termnals, connected to the encryptors

bel onging to a different cipher group or the comunication termnals
connected wi thout through the encryptors, cannot decrypt the ciphertext
data, thus cannot intercept the conmmunication data even if the encrypted
data is received by such communication tgrmnals. If the encryptor itself
is stolen by the third party, it is inpégsible to know whi ch group the

35 encryptor pel ops 4o aRgd o rrBFRRCENDH Pt [ dPeddnd Fiin (difed i

party cannot pretend to be a’communicating partner. However, when

fgremcﬁg}mg'elcgé]%%gé&{d" i N WS b0 se $ORPHNE £8K Cc drhih o £LMBRINI cat i on
terminal when a plurality of communication terminals is
connected to the encryptor.

The basic pass condition and the special pass
condition will be explained in detail later in the
embodiment.

As has been described, in one encryptor, the
communication among the communication terminals of the
same group is encrypted, while public service such as
mail or WWW service can be received in plaintext.

Fig. 13 shows another network example of the
cryptosystem according to the second embodiment of the
invention.

A WHW server 95 and a mail server "A" 96 are
connected to the Internet 16. One of two LANs 1, which
are coupled via the router 14, connects the encryptor 81.
The communication terminal 21 and an inter-office mail
server 97 are connected to the encryptor 81. The
encryptor 82 is connected to the other LAN 1. An inter-
office mail server 98 and the communication terminals 22
are connected to the encryptor 82. The encryptors 81 and
82, the communication terminals 21 and 22, the inter-
office mail servers 97 and 98 belong to one group.

The following encryption condition is set in the



different cipher group or a conmmunication termnal connected w thout
through the encryptors, the comunication termnal has to suspend to
encrypt/decrypt the conmunication data by the encryptors. To switch the
conmuni cati on node between ci phertext communication and pl ai nt ext

comuni cation is perforned by OV OFF of the node switch provided in the

encryptors 41, 42 .... \Wen the npde switches 712, 722, ... are turned ON,
pl ai ntext communication is performed. Whjle, the node swtches 712, 722
are turned OFF, the cipher conmmunication is perforned. It is not

b?éferable fogngg?aggpigﬁtLngﬁgxﬂggda4ktEﬂgphhgncpggygi ation node can be

si nply change n clp ext comruni catlion an i nt ext

conmuni cati on ogééiggpgﬁégﬁﬁéégliég%i@%d?mﬁwﬁtghWW?§cay§§E$€§?SQ§é% tor may

be freely access t he conmmuni cati onh ter rdingly,

in the CfVPtOSE?E@?& fod € PTeSﬁﬂg¥Lﬂ¥§@tk8T1.é??§§§¥e§a8g?f@e sets

valid/invalid intornati on which i cates ‘vali i nval i of switch

setting of moggosyhtshsTPsr ARCM e LG 1906 HBIP55a AGEPIEAPRLYs the key

manager can
(all), ---encryption

Under the above encryption condition, all the
inter-office mails and inter-office application data are
encrypted by the encryptor 81, while the public data
communication with the mail server "A” 96 and the WWW
server 95 is transparently transmitted, that is,
plaintext communication is performed.

In the above way, even if the communication
terminal is connected to the Internét, ciphertext
communication can be performed through the encryptor when
all the inter-office encryptors are grouped as one group.
Thus, an intercept of the data is prevented even if the
communication is performed through the Internet.

Fig. 14 shows another network example of the
cryptosystem according to the embodiment.

Three LANs 1 are connected to the LAN/WAN 15 via
the router 14. The encryptors 81 - 85 are connected to
the LAN 1. The communication terminals 21 - 29 are
connected to the encryptors. The communication terminal
20 is directly connected to the LAN 1 without through an

encryptor. A personnel file server 99 is connected to



36 contro

set by the key manager 3.
screen and

the encryptor, which switches the communication node bet
pl ai nt ext communi cati on and ci phertext comuni cati on. Fig.
shows an exanple of a screen for inputting the valid/invalid information

I nput fields.
valid/invalid information is input to the jnput fields. A nane of each
group is automatically displayed on the Yreen when the group nunber

IS input.

n Oll

| nputting "1"

46.

In

Data is input
The data of a group nunber (G\), an |IP address, a not

Téﬁgﬁé§29?%3}§§ reset as the valid/invalid information.

ween
5

The valid/invalid setting unit 61 displays the
executes the foll owi ng operation.

at
e, the

(&N

id/invalid information to valid. In the

eaond’ (o the sevent n1Pngtt PIRERULERGR Ten: Jas 38adso BaCuAcl Yoehy

the %ﬁ%??k?o?fsfiQn ?hetﬁg%ﬁ6¥£ %@%@%ahhthgfoﬁH?tion of

Basic pass: applications (all), ---encryption by the
session key A"

Special pass 1: [P address (personnel file server) &
applications (all), ---encryption by the session key "B”

In Fig. 14, the session key "A" is used in the

group A, for example, the engineering section. hThe
session key "B” is used in the group B, for example, the
personnel section. The personnel file server 99, to
which it is desirable to forbid a general access, belongs
to the group B. Under the above encryption condition,
the communication data to/from all the communication
terminals of the group A (all the applications of the
group A) can be sent/received by the communication
terminal 27 using the session key "A". The communication
terminal 27 also sends/receives the communication data
to/from the personnel section, namely, the personnel file
server 99 of "group B” and all the applications of the
group B using the session key "B”. Accordingly, the user
of the communication terminal 27 should be an executive
in charge of personnel matters.

) In this way, a plurality of session keys is

included in one encryptor and various combination of

t he
s 41 -



the encryptors 41 and 46 is valid. "Valid" neans that the node switch of

the correspondi ng encryptor is valid. Wile, "invalid" neans that the nobde
switch of the corresponding encryptor is invalid even if the switch is
changed. When the key manager 3 sends the encrypted session key
to each encryptor with "KEYDI ST" command, the

37 valid/invalid information is appended to the conmand. Fig. 6
shows the contents of the "KEYDI ST" co nd. In Fig. 6, "protoco
type" shows a type of communication prot'ocol. "Authentication data"” is a

fixed pattery, Lap.cherkl 00 aheliielo/d)q BRERYBLEGuUR! fal Poudecr ypted or not

by the encryptors;y to wh e comman stributed en a predefined

part of the data,  decLyPLETd PYi G ANy REYT ol Ce¥bhCle Lok opERNd 1S

The encryption condition can be set for each session key,
which prevents the communication from being intercepted
and an access to the communication data can be
controlled. The personnel information server can be
connected to the inter-office LAN. The personnel
information server can be accessed only the men in
charge of personnel matters and the executives.

Fig. 15 shows another network example of the
cryptosystem according to the embodiment.

Two LANs 1 are connected to WAN 17 via the
routers 14. The encryptors 81 and 82 are respectively
connected to the LANs 1 and connected to the routers 14.
In this configuration, for example, all inter-office
communication terminals can be grouped as one group,
"group A". The encryptors 83 and 84 are respectively
connected to two LANs 1. The communication terminals 23,
24, 27 and 28 are connected to the encryptors 83 and 84.
A large number of communication terminals can be further
connected to the encryptors. The communication terminals
connected to the encryptors 83 and 84 are grouped as
"group B", for example, the personnel section. The group
B belongs to the d}oup A. The communication terminals

21, 22, 25 and 26 of the group A, which are directly



distributed, is matched with the fixed pattern, the encryptor, to which
the command is distributed, can know that the decryption is properly
executed. The wvalid/invalid information, in which "1" shows valid and "O0O"
shows invalid, is appended to the |last bit. "0" is set for other
parts having no data in the contents of the "KEYD ST" conmmand. The
contents of the "KEYDI ST" conmand is encrypted by the key encryption key
and the encrypted result is sent. 5 The valid/invalid setting unit
61 of the key nmanger 3 sends the val i d/i%valid information set by the

nput screen fg.fhe, s8Ss) ok DAY BRI th 35y o 6D o

session key drs I ng connan seSS|on sendlng unit

35 gener at s -iGEVDY STeon ORI E 4% 1 YA LA BYki: £5¢ A5t T on appended

to the | ast
terminals 23, 24, 27 and 28 of the group B.

The communication terminals 21, 22, 25 and 26
mutual ly sends/receives the communication data and the
communication data among these communication terminals
21, 22, 25 and 26 is not encrypted in the LANs 1. In
case of the communication between the communication
terminals 21 and 25, the communication data is gncrypted
by the encryptor 81 connected'to the LAN 1 of the
communication terminal 21. The encrypted data passes the
WAN 17 and is then decrypted by the encryptor 82.

Namely, in this case, ciphertext data is sent only from
the encryptor 81 to the encryptor 82. The decrypted
communication data is received by the communication
terminal 22 in plaintext. Accordingly, the communication
data is encrypted when sent through public network as the
WAN 17, which prevents an intercept of the data.

| The communication data is prevented from being
intercepted as described above. The inter-office
communication can be performed through the public network
by providing encryptors in the system, while
conventionally, the inter-office communication is
performed only by using private Iina

Fig. 16 shows another network example, where the



38 In the encryptor 41, for exanple, the session key receiving
unit 412 receives the "KEYDI ST" comand and sends the command to the
session key decrypting unit 411. The session key is decrypted by the
session key decrypting unit 411 and the decrypted result is sent to the
session key receiving unit 412. The session key receiving unit 412
extracts the valid/invalid information fromthe contents of the decrypted
"KEYDI ST" conmand and sends the comand to the valid/invalid judging unit
713. The valid/invalid judglng unit 713% udges whet her the connunlcatlon

is perforned g%?ﬁhﬁhgiﬁﬁéi'ﬁg e%a% %nd?9|d 1@& é ?ﬁe va tépn based

on an AND res smﬁtc /|nvaI|d
f t D h t d th
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0), d ON i of t I i l. I [
glg :zd "invépfg Etéo?oﬁon %?hhﬁﬂf%ab é g?fkgtbPhcg %gghfornaﬁggﬁaarg
ANDed, only when _th QQ? smntch is ON and also the valid/invalid
|nfornat|on |§es§éPﬁd he AND result shows (1), that is, user data

~ The encryptors 81 - 83 are connected to the LAN
1. The encryptor 81 executes the applications 1 - 4 and
6. The encryptor 82 executes the applications 1, 3, 5
and 6. The encryptor 83 executes the applications 1, 2
and 4 - 6. The same session key is used for
encrypting/decrypting communication data in the
encryptors where the application of the same number is
registered. The encryptors 81 - 83, where the
applications 1 and 6 are specified, are grouped as "group
A". "Group B" is formed by the encryptors 81 and 83,
where the applications 2 and 4 are specified. The
encryptors 81 and 82, where the application 3 is
specified, are grouped as "group C". "Group D" is formed
by the encryptors 82 and 83, where the application b is
specified.

As described abo?e, the plurality of groups can
be overlapped and formed according to the encryption
condition. In the above example, various kinds of the
applications are specified in the encryption condition.
Types of the communication protocol can be also ;pecified

and used for condition of grouping.



shoul d be transm
cases, user data

tted transparently wi thout encryption. |In the other
shoul d be encrypted regardless of the value of the node

switch. The "transparent” neans to perform pl ai ntext conmuni cati on.

39 Fig. 8 shows plaintext comunication in the cryptosystem whe
the encryptors are grouped as shown in Fig. 4. As shown in the

figure, the node swtches of the encryptors 41, 43, 44 and 46 are turne
ON. Nanely, these encryptors are smﬁtchﬁg their node to pl aintext

conmmuni cation. However, in the valid/i

manager 3, only t
shown in Fig. 5.
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efore, encryptors are grouped according to the
ion keys. In this case, the encryptors can be
ped as "physical network groups”.
¥hen the encryptor has a plurality of session
., one encryptor can belong to a plurality of groups,
of which are overlapped, according to combination of
as the application or the communication protocol and
session key. In this case, the groups are called
ical network groups”.
Fig. 17 is a block diagram showing another
ple of the cryptosystem, where the key manager 6a
rates the session key, but does not distribute the

ion keys to the encryptors 81a and 82a via the

ork in the cryptosystem of Fig. 11. The encryption

condition is set the same .as described above.
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Fig. 18 is a block diagram showing the
tosystem, where the key manager is removed from the
tosystem of Fig. 11.

The session key used in each encryptor is
rated by an extra processing unit (this is not shown
he figure), which has a function equivalent to the
ion key generating unit 31 of the key manager 6, and

nput to the session key memorizing unit 711 to

re

d

20



eonmuni cation termnals 23 and 24, where the encryptors are not provided.
As the node switch of the encryptor 46 is ON and the valid/invalid

i nformati on shows "valid", the comunication data fromthe comunication
terminal 20 is not decrypted by the encryptor 46. The conmuni cation
termnals 28 and 29 receive the plaintext data sent from the comunication
termnal 20. The encryptors 43 and 44 cannot receive the plaintext data
because the wvalid/invalid informtion sgg "invalid", though each of the
node switches is ON The encryptior 41 belongs to the group B and

the encryptq aﬁ?g@? 1 d © HWFt%ﬁ%“BaS% ANGIREE PEEXS+ G SR On

enables a plu of - 'Contruni 'Cat'i

0 vorm s §o by STV AL 50T ol st e
connunlcatlonméﬁgp]fﬁﬂg unit 711. The encryptors 81b and 82b include
the session key memorizing units 711 and 721, the cipher
processing units 413 and 423, the data sending/receiving
units 414 and 424, the encryption condition memorizing
units 811 and 821 and the condition judging units 812 and
822. The encryption condition is respectively memorized
in the encryption condition memorizing units 811 and 821
by each user of the encryptors. Logical network groups
are formed according to the encryption condition as well
as above-described cryptosystem.

For another example of the cryptosystem of the
embodiment, the mode switch can be provided in the
encryptor. In this case, when the mode switch is ON, the
communication mode is always switched to plaintext
communication regardless of the encryption condition.

As explained above, according to the second
embodiment of the invention, the intercept prevention
system, which is conventionally structured only by
private line, can be realized by the cryptosystem using
the public network or the internet.

Further, in case of the information service
through the network, the users can be grouped into plural

groups, in each of which only the users having the



belong to different groups. As has been described, in the
cryptosystemof this enbodinent, the encryptors of the sane group have
t he sane session keys, which prevents mutual conmmunication anong the
communi cation termnals belonging to the different groups. This system

further prevents an intercept of data on the network. The conmuni cati on
node can be sw tched between ciphertext comruni cation and pl ai ntext
comuni cation by the instruction of the manager or the encryptor
itself. Thi s enabl es the cryptosysten1 re flexible, that is, in the
cryptosystem Lga e a t he
connunlcatlonengﬁPﬁiﬁngg%gnééﬁg %cgﬁ%e dlfﬁgﬁéﬁﬁg%?oﬁ E@rWﬁEch t he

communi cation terninaEgQQFEFctfﬁ%r%,@) 'ﬁgb%%gve%g§U%ﬂcrngRES Furt her,

t he enbodi nent provid security because t he

rode Sﬁﬁf‘gﬁés?’%{sﬁﬁﬁ%nwygk TR R C

ci phertext commy SRl §n, RE LI Slna0 RNy S the exeouthlebhe

can be connected to the inter-office LAN. The personnél
information server cannot be intercepted or accessed by
general users by setting the encryption condition.

Further, a plurality of logical groups can be
formed and overlapped on the same network based on the
functions of the encryption condition (communication
protocol, application, etc.) and the session key.
Embodiment 3.

’ In 3 third embodiment of the present invention,
the .encryption condition including the basic pass
condition and the special pass condition can be set for
each connecting port of the encryptor for connecting fhe
communication terminals when a plurality of communication
terminals is connected to one encryptor in the
cryptosystem.

Fig. 19 shows a network system according to the
third embodiment of the invention.

In the figure, the encryptors 81 - 84 are NODE
encryptors for connecting one communication terminal.
The encryptors bl and 52 are HUB encryptors for

connecting a plurality of the communication terminals.



712 and 722 can be renoved fromthe encryptors 41 and 42.

41 In this case, the key manager 3 directly sets the conmunication node to
the encryptors 41 and 42. The encryptor, which is set as valid by the
valid/invalid setting unit 61 of the kéey manager 3, always perforns

pl ai nt ext comruni cation. And the encryptor, which is set as invalid by the
valid/invalid setting unit 61 of the key manager 3, perforns ciphertext
comuni cation. The wvalid/invalid inforng%ion set by the valid/invalid
setting unit 61 is sent to the valid/invalid judging units 713 and 723. It

'S judged Whetiere ey n @IS C8Yi GRASHBUE o e PE6ESTATEdy i 1 CitRher text or

pl ai ntext by the valid/invalid judging unit of each encryptor. I n

another vay, ¢sniliei SAVIRIPDEThE 38020 Lnoghers bt ke i@ on Hedd 9. 2, the
valid/invalid setting unit

encryptors. The encryptors 83, 84 and 52 form "group B”

with the communication terminals 26 - 29. A key manager

1 is connected to the LAN 1 and generates the session key

for encrypting/decrypting communication data in the

encryptors 81 - 84, 51 and 52 and distributes the session

keys to each of the encryptors. The communication

terminal 24 sends/receives only plaintext communication.

Fig. 20 shows the NODE encryptor 81, which
connects one communication términal.

The encryptor 81 includes a plaintext port and a
cibhertext port. The'communication terminal 20 is
connected to the plaintext port. The data runs between
the communication terminal 20 and the encryptor 81 in-
plaintext. The ciphertext port of the encryptor 81 is
connected to the LAN 1. The data running through the
ciphertext port of the encryptor 81 is either of
ciphertext and plaintext. Only one communication
terminal can be connected to the plaintext port of the
NODE encryptor and any other HUB encryptor or
bridge/router cannot be connected to the plaintext port
of the NODE encfyptor. The communicating direction from
the plaintext port to the ciphertext port is defined as

(output), that is, "outputting direction” in the



61 and the valid/invalid judging units 713, 723 of the encryptors 41, 42
can be renoved fromthe system In this case, the communication node is
determ ned only by ON OFF of the nbde switches 712, 722 of the encryptors
41, 42 between ci phertext comuni cation and pl ai ntext conmunicati on.

Fig. 9 is a block diagram show ng the cryptosystem when the key manager 3a
does not distribute the session key. The session key start
detecting unit 33, the 42 session key
encrypting unit 34 and the session key g%nding unit 35, which are provided
in the cryptqgy are renoved fromthe key manager 3a as
showmn in Fig. é¥¢a§“e sesggéggﬁgy decrypting units 411, 421 and the

session key recei vi ngyni thy %%%ws”'%ﬁealrlﬁ’BrWﬁitJrrW te @y yptors 4la,

42a. In this case, the Sessi on
plurality of the communscat|on terminals is connected to

one encryptor.

~The communication terminals 21, 22 and 23 are
connected to the plaintext ports of the encryptor 51.
The ciphertext port of the encryptor 51 is connected to
the LAN 1. In the HUB encryptor, to each of the
plurality of plaintext ports, only one communication
terminal can be connected and any other HUB encryptor or
bridge/router is forbidden to be connected. The
communicating direction from the plaintext port to the
ciphertext port is defined as (outpu't), that is,
“outputting direction” in the encryption condition.

Fig. 22 is a block diagram showing the key
manager [, the encryptors 81 and b1, and the
communication terminals 20 - 23 in the third embodiment
of the invention.

The key manager 7 is a modification of the key
manager 6 of Fig. 11 described in the above embodiment
and further includes a port condition setting unit 63.
The encryptor 51 is the HUB encryptor for connecting the
communication terminals 21 - 23. The encryptor 51 is a
modification of the encryptor 82 of Fig. 11 described in

the above embodiment and includes a port condition



generating unit 31 of the key manager 3a generates the session key for
each group nenorized in the comunication termnal group nenorizing unit
37. The session key generated in the key manager 3a is not sent on the
network, but is input to the session key menorizing unit of each encryptor
by sone other way to nenorize there. The other operation is the sane as

t he above-descri bed case. Fig. 10 shows anot her nodification of
the cryptosystemshown in Fig. 2, where ghe key manager is renoved from
t he system The communi cation t&Pninal s 21, 22 are connected to

Lhe LA 1 LIl 1 LU (38e 1201 N SRR BP DA 10 Lo
|, 19U Sy B2t £S48 4 SRIP iRy T 210
sendi ng/ r ecei gh e il £ Al 4ingd 34 1300k P 18RS no A I St bad B2 pasthe
condition and the special pass condition for each port
connected to the communication terminal. The conditibh
judging unit 822 compares the information (such as the
application, the communicating direction and the
communication terminal of the communicating partner) of
the communication data input from the communicatjon
terminals 21 - 23 with the port condition memorized in
the port condition memorizing unit 921. The condition
judging unit 822 determines which pass condition to be
used for the cbmﬁunication data among thé pass condition
memorized in the port condition memorizing unit 921,
including the basic pass condition and the special pass
condition. The condition judging unit 822 selects the
communication mode between plaintext communication and
ciphertext communication, where the data is encrypted by
a session key specified in the basic pass condition or
the special pass condition. The encryptor 81 is the NODE
encryptor for connecting one communication terminal, the
communication terminal 20. The input/output device 5,
the encryptor 81 and the communication terminals 20 - 23

are the same as ones in Fig. 11.

In the port condition setting unit 63 of the key



43 are the sane as ones in the systemof Fig. 2. The session key is
gener ated by anot her processing unit (this 1is not shown in the figure)

whi ch operates in the sane way as the session key generating unit. The
session keys are input to the session key nenorizing units 711, 721 and
menori zed there. The plurality of encryptors having the sane session keys
are grouped as one group. The communication node is determ ned by OV OFF
of the node switches 712, 722 between ciBhertext conmmuni cati on and

pl ai nt ext communi cati on. Enbodi nent 2. b In a second enbodi nent of

Lhe present | MEIId T ANOEASS SEAR PRSI FD | (de Aplped vhere ife
ondi t 1 on i SHt AL R ke o Ran R EhE b P i ¢ Bt A R T g
partner, the applicat! ShA croHEHB 531 hE%At E€C82P . . in the

corresponding HUB encryptors 51, .... In another way,

the port condition is set and memorized in the port

condition memorizing units 921, ... in the encryptors 51,

..., respectively and independently. In this case, the

port condition setting unit 63 of the key manager 7 can

be removed. However, it is desirable that port condition

is set by the port condition setting unit. 63 of the key

manager 7 for overall control of the system.

The session key memorizing units 711 and 721
memorize correspondence of the key generated by the
session key generating unit 31 of the key manager 7 and
ID of the key in the encryption condition memorizing unit
811 or the port condition memorizing unit 921. For
example, [Ds of the session keys are specified as "key
A", "key B" and "key C" for the basic pass condition and
the special pass condition. The IDs are memorized in tﬁe
encryption condition memorizing unit 811 instead of
actual session keys. The session key memorizing units
711 and 721 memorize IDs of the session keys, "key A",
"key B” and "key C" and the corresponding session keys
distributed from the key manager 7.

In the above-described way, the key managing



Further, in the cryptosystemof this enbodinent, a plurality of session
keys is provided in one encryptor and one of the plurality of session keys
to be used is determ ned by the encryption condition. Fig. 11 is
a bl ock diagram showi ng the cryptosystem of the second enbodi nent.

A key manager 6 and encryptors 81, 82 are

44 connected to the LAN 1. The input/output device 5is connected to the
key manager 6. The communication termn 13 21, 22 are connected to the
encryptors 81, 82. The key manager 6 includes the session key generating

unit 31, the ES%ébHP S §@ﬂ§9ﬂﬂ9f#%”&p%ﬁogzgg?ﬁg§$59”ange¥h§t§6FtdEteCti”9

unit 33, the Session key encrypting uni session key sending unit

et Con ST 00, LOSOL T AU EREGMARG 4EkLa 858159 SR o1
The session keys are indicated by IDs in the encryption
condition and the port condition. Thus, if the session
keys are periodically generated and updated to keep the
security of the session keys, it is not required to
change the encryption condition and the port condition
every update of the session keys.

Fig. 23 shows an example of the encryption
condition to be memorized in the encryption condition
memorizing unit 811.

The following explains the encryption condition
shown in Fig. 23:

Basic pass condition: applications (all), ---"key A"

Special pass condition 0: destination IP addresses
(all) & application (mail), ---transparent

Special pass condition 1: destination |P address
(communication terminal 26) & application (AP 11) &
communicating direction (output), ---"key B"

The basic pass condition and the special pass
condition can be set as specified above in the encryption
condition.

The basic pass condition is used as a default
pass and any communication data which aoes not match with

the special pass condition is treated by the basic pass



tncludes the session key decrypting unit 411, the session key receiving
unit 412, the cipher processing unit 413, the data sending/receiving unit
414, the session key nmenorizing unit 711, the encryption condition
menorizing wunit 811 and a condition judging unit 812. The encryptor 82 is
configured as the sanme as the encryptor 81. The communication termnals
21, 22 are the sane as ones shown in Fig. 2. The encryption condition
menorizing units 811, 821 nenorize the encryption condition for

communi cation data. The communication mo8é is selected between ciphertext

communi cat | on, e Bl Sk oreBRND' fhd B OPRLL o Ui SRR N

gonrunifathuﬁéﬁiég_r, the.%thicatkgn,bgh%:coqyunica.iqq”Ldirection. When
plurality o i SPAP T1€9 A By T BRAP2T I ARSIVt M one sessi on key

to be used is SeleCt?ﬂw the contrary, it is always required to set the

destination IP address in the special pass condition.

Any communication data matching with any of the special

pass condition is encrypted by the session key indicated

in the special pass condition. When the communication is

set "transparent”, the data is not encrypted and is

output from the encryptor in plaintext.

In the encyrption condition, it is not always
required to set the special pass condition. The
enhcryption condition requires at least the basic pass
condition. |f communication data does not match with the
basic pass condition nor the special pass condition, the
communication data is AII abandoned.

Hereinafter, the destination IP address, the
application, and communicating direction specified in the
encryption condition is also called a destination IP
address filter, an application filter, and a
communicating direction filter.

The features of the basic pass condition and the
special pass condition will be explained in the
following.

One basic pass condition can be set in {he NODE

encryptor, where one plaintext port is provided. The



45 anong the plurality of the session keys based on the encryption
condition including information of the comunicating partner, the
application and the conmunicating direction. The encryption condition
menorizing units 811, 821 nenorize the encryption condition. The
encryption condition for each encryptor is set by the key managi ng person
of the key manager 6 wth the encryption condition setting unit 62 of the
key manager 6 and the encryption conditign is sent to each encryptor. In
anot her way, the encryption condition s@@tlng unit 62 can be renoved from
t he key mana the en tion condj t|o | set by each
user 01}/ t he gﬁ%ﬁ/'ﬂf%tr'Oa[hgpsn@r?@rrfafédc?ﬂn?ﬁe n%‘?eifp't ' r}ch c?r? Wenori zi ng
units 811, 821. The c dltlon 8] gﬂlng Flts 812, 822 e and det er mi ne
whi ch commn‘?%%ﬁlcbw émi s &80 ¢fEq9BR We%h'%r?pfh ext omuni cati on and

| ai nt ext connunlcai on, e on_k y |s used. if there are plura
Bessi on keys, © ww%te'% HeaaBnon T Bf bt M3 TS HRF kA e

partner, the comupi cati dlrectlon and th |lication of the received
data are mat cﬂ%%lc\/\f éﬂ C|b3? t'CoffaSS con i £18h.

By indicating the application filter, a
particular application can be specified, or all the data
is specified to be passed or all abandoned.

By the communicating direction filter, direction
can be specified. That is, the communicating direction
filter indicates that the data is sent from the plaintext
port to the ciphertext port of the encryptor or the data
is received in the opposite direction. The communicating
direction is defined as "outputting direction” (output)
for the direction from the plaintext port to the
ciphertext port, while the direction from the ciphertext
port to the plaintext port is defined as "inputting
direction” (input). Further, both directions including
"outputting direction” and "inputting direction” can be
specified. Without specifying the communicating
direction in the basic pass condition and the special
pass condition, the data can be sent in both directions.

The session key is specified in each condition of

- the application filter and the communicating direction
filter and used for encrypting the communication data

which matches specified condition. The session-key is



condition nenorized in the encryption condition nmenorizing units 811, 821.
Fig. 12 shows one exanple of the network system where the cryptosystem of
t he enmbodi nent is applied. 46

A server 91, a WW (World Wde Wb) agent server 92 and a mail server 94
are connected to the Internet 16 via the LAN 1 and the router 14. A W\W 93
Is also connected to the Internet 16. The encryptors 81, 82 are connected
to the LAN 1. The conmunication termnals, 21, 22 are connected to the
encrypt or 81 The conmuni cati on tern1naJ%423 24 are connected to the
encrypt or

shown in

sh thﬁ i 5&%%?@”@%\223 s GHHITLAR AT ehC e b%?é?%?eez”
ncryption | cORUPIREN bP EFES o \71&25@53 S BORiPro,d 1 Ehet ¢

encryption

session key is not specified, the communication data
"transparent” (plaintext communication is performed).

. A plurality of kinds of the special pass

condition can be set. In this embodiment, 64 kinds of

special pass condition at maximum can be set in one

encryptor. In the special pass condition, the

destination IP address filter, the application filten

the communicating direction filter and the session key

can be specified.

It is required to indicate the destination IP
address in the special pass condition. The valid bit
length of the IP address is.also required to be

specified.

is

Two elements of the IP address and the valid bit

length of the |IP address are specified for indicating

the

communicating partner in the encryption condition. As

for the [P address, four numerals are aligned with’dots

(.) in each interval. Numerals 0 - 255 can be used for

each of the above four numerals, because the numerals

2b5 can be shown 8-bit binary number. The valid bit

0 -

length shows which numerals of the four in (8 bits ¥ 4)

bits are used. Any bit, excluded by the valid bit

length, is treated as 0. For example, in case of the

IP



Basi ¢ pass: applications (all), ---encryption Special pass 1: IP
address (mail server) & application (mail) & comrunicating direction
(output), ---transparent Speci al pass 2: | P address (WWV agent server)
& application (http) & communicating direction (output), -- -transparent
Speci al pass 3: | P address (server) & application (nanme server),
---transparent In the above encryption condition, the specia

pass condition has a priority over the basic pass condition. Odinary
comuni cation is performed according tofPhe basic pass condition. Wen the
conmuni cati on t mat,ched with

one -of the ab® rgﬁ%c?%fW5§%§4éoK9rﬂﬁéﬁ' thep Lhe §?I{ﬂeégBhﬂﬂH?g%tﬁon i s
perfored accRpl g, o, |0 SRECIEL 2°3oRR0 A Ran B i fha rof Ofn TP €
communicating partner should be only the communication
terminal having the IP address of "133.141.70.151". For
another example, in case of the same IP address
"133.141.70.151", when the valid bit length is set to 24
bits, any of 256 communication terminals can be used as
the communicating partner having 256 IP addresses from
"133.141.70.0" to "133.141.70.255". This is called an IP
broadcast address. In this way, one or plural
communication terminals can indicate a broadcast address
for the communicating partner based on the valid bit
length of the IP address.

The application filter and the communicating
direction filter can be specified for the special pass
condition in the same way as the above basic pass
condition.

The session key encrypts the communication data
matching with each condition of the destination IP
address filter, the application filter and the
communicating direction filter. A plurality of session
keys is memorized in the session key memorizing unit 711
and one of the plurality of session keys is selected and
specified in the special pass condition. One session key

is selected and specified for each special pass



to the comunication termnal 23 or 24 of the group A, conmunication data
processed by all applications is encrypted according to the basic pass
condition. This ciphertext comunication is shown as a broken line in the
figure. When the comunication termnal 21 or 22 sends a mail to the nai
server 94, the data is transmtted according to the special pass condition
1, that is, plaintext comrunication is perforned. When t he

comuni cation termnal 21 or 22 sends u3gr data processed by the
application (http) to the WMV agent server 92, plaintext conmunication is

per for med _acgetdl ity f 0 g1e SReehal <RaSFoRONEY LMt speqified ien the

communi cation termnal 21 or en recei ves communi cation data

processed by e oAl CHIAN LAATH 36T VEE ) ool BL ML EKLg gOMMUNI cat i on s

performed according to the special pass condition e conmuni cating

direction is npl,ecidded 4d %W%o%@eﬁﬁQﬁnt@?%s?§@ﬁ§$Féé¥ﬂé% thus the data

of both direction (output/input) i ransparen ansmitted, that is,

pl ai nt ext communi catigy i suteirnf ri%‘ﬁd'lP g’ggrgggrgl%&pgl bgog%ié(t‘jppe&airh be set

respectively in the encryptors 81
the special pass condition, thus the IP broadcast address

cannot be specified by the special pass condition.
Namely, the application using a broadcast communication
is specified by the basic pass condition.

Fig. 24 shows an example of port condition to be
memorized in the port condition memorizing unit 921 as
follows:

(port 1)

Basic pass condi'tion 1: applications (all), ---"key A"
(port 2)

Basic pass condition 2: application (mail), ---
transparent

Special pass condition 1: destination IP address
(communication terminal 26) & application (AP 11) &
communicating direction (output), ---"key B”
(port 3)

Basic pass condition 3: application (AP 22) &
communicating direction (input), ---"key A"

Special pass condition 1: destination IP address
(communication terminal 26) & application (AP 11) &

communicating direction (output), ---"key B"



48 and 82. Further, different encryption condition (special pass
condition) can be set for each communication termnal when a plurality of

comuni cation termnals is connected to the encryptor. The basic
pass condition and the special pass condition will be explained in detai
| ater in the enbodinent. As has been described, in one encryptor,

the comuni cation anong the comuni cation terninals of the sane group is
encrypted, while public service such as ﬁa or WAV service can be
received in plaintext. Fi g. 3 $fows anot her netmork exanpl e of

the crypt osyst @Cacprfgéﬁ@ co?udt htq'oi QO“ddSQPPﬁ’éFFJH N :{J(;tﬁ;[% ddvention.

A WAW server cohnec | nt ernet 16.

Cne of E)¥\D8Iipf\§orﬂmumm oI GaY1 8 L5184 o (PS> G
c”

The HUB encryptor b1 includes a plurality of
ports and, in the example of Fig. 22, three communication
terminals 21 - 23 are connected to each of the plurality
of ports. The port condition is respectively memorized
for "port 1", "port 2" and "port 3". The basic pass
condition and special pass condition can be set as the
port condition.

Regarding the basic pass condition and the
special pass condition, the difference between the_NODE
encryptor and the HUB encryptor will be explained below.

One basic pass condition :is set for one NODE
encryptor. While, one basic pass condition is set for
each one of the plurality of ports of the HUB encryptor.
The special pass condition can be shared by the plurality
of ports in the HUB encryptor.

The special pass condition is not always required
in the port condition. On the contrary, at least the
basic pass condition is required for each port as the
port condition.

The special pass condition has a priority over
the basic pass condition. |[f a plurality kinds of

special pass condition is set, each special pass



The communi cation termnal 21 and an inter-office nail server 97 are
connected to the encryptor 81. The encryptor 82 is connected to the other
LAN 1. An inter- office mail server 98 and the comrunication term nals 22
are connected to the encryptor 82. The encryptors 81 and 82, the

comruni cation termnals 21 and 22, the inter- office mil servers 97 and

98 bel ong to one group. The followi ng encryption condition is set
in the 49 encryptor 81 in the network
shown in Fig. 13. Basi c pass appllc§§|on (mail + WAWY, ---transparent

Speci al pass

inter-office 91%[?4')1' %drg[?%%s@% oﬁspgrgﬁs ? Pr]; éhe efpe[r%b'y etao rJegr tnﬁer t he
appl ot on s T d andpsifents thﬁgéﬁ@%{ i1t v Y SHESUAT ¢ dac a
determined that the special pass condltlon memorized in
the encryption condition memorizing unit has a priority
over the special pass condition memorized in the port
condition memorizing unit.

Fig. 25 shows a conceptional relation among the
basic pass condition and the special pass condition of
the port condition shown in Fig. 24.

In the conceptional relation shown in Fig. 2b,
only basic pass condition is set in the port 1. The
basic pass condition and the special pass condition 1 are
set in the port 2, and the basic pass conditipn!and two
kinds of special pass condition are set in the port 3.
The special pass condition | is shared by the ports 2 and
3. In the figure, each pipe shape corresponds to each
pass condition. Oval shape, inserted in each pipe of the
condition, shows various selecting process by the filter.
Parenthesized word or numeral in the oval denotes port
condition of Fig. 24. In the special pass condition, for
example, (28) of the destination IP address filter
indicates the communication terminal 28. (SPPR) of the
application filter denotes the application SPPR. (Both)
of the communicating direction filter indicates

bidirectional communication. (C) of the session key



communi cation with the mail server "A" 96 and the WWV server 95 is
transparently transmtted, that is, plaintext communication is performned.
In the above way, even if the communication termnal is connected to the
Internet, ciphertext comrunication can be perforned through the encryptor
when all the inter-office encryptors are grouped as one group. Thus, an

I ntercept of the data is prevented even if the comunication is perforned
t hrough the Internet. Fig. 14 sQﬁms anot her network exanple of the
cryptosystem according to the enbodlnent Three LANs 1 are

connected to gﬁﬁekﬁﬁ%pwﬁ%i(quo LYULRE géSSTQﬁsﬁggryptors 81 - 85 are

connected to communi cat Ion term na 29 are connected

Do TN P oL I PUROIR Y ERTRk LEOCHS Ghsfetbpngonnect o0 1o
connected t0 qondition 1 and 3 is "key A", which is the session key

for the group where the encryptor belongs, and the

session key is fixed. "Transparent (TR)" is set in the

basic pass condition 2.

The basic pass condition and the special pass
condition are set in this way, thus the cryptosystem of
the invention provides some selections of communjcation
style for the user's convenience as well as security
carried out by the encryptor according to the fnvention.
For example, if a user, who usually belongs to the cipher
world, wants to access the net news in plaintext, the
cryptosystem of the invention enables the user to
communicate with the news server by switching the
communication mode to plaintext communication. Further,
another session key can be indicated using the special
pass condition besides the session key assigned to the
group. When predetermined groups of the communication
terminals are defined as physical groups, the
communication terminals can be grouped into logical
groups while they belong to the above physical groups.
The logical groups can be formed by one of condition or
combination of condition such as the destination IP

address, the application, the communicating direction, -



50 the encryptor 83. The encryption condition is set as follows in

the encryptor 84 in the network shown in Fig. 14. Basi ¢ pass:
applications (all), ---encryption by the session key "A" Speci al pass
1. 1P address (personnel file server) & applications (all), ---encryption
by the session key "B" In Fig. 14, the session key "A" is used in

the group A for exanple, the engineering section. The session key "B" is
used in the group B, for exanple, the personnel section. The personnel

file server 99, to which it is desirabl Uto forbid a general access,

belongs tot g p he above encryption condition, the
connunicationgﬁgtgﬁgo %%%thﬁge%he comuni cation termnals of the group A

(all the applicationstﬁzt sﬁgﬁgu%d%)éggchq éggbééeggiyﬁg by the

comuni cation termna using the's ion ke The conmuni cati on
bor sonnel sectt OB CResr D ot o berSsnair TFi rae 28eiZpPighorohaLt SR g
all the appligahi @RS BbriNEondition shown in Figs. 23 and 24 are set

in the encryptors 81 and 51.

In case of the specific application (AP11)., the

communication terminals 20, 22 and 23 belonging to "group

A" can output the communication data to the communication

terminal 286. The communication terminals 20, 22 and 23

form a new group "logical group 1" with the communication

terminal 26 of "group B” by setting the special pass
condition 1, though the communication terminals 20, 22
and 23 belong to the group A. When the communication
terminals 20, 22 and 23 executes the application (AP11),
the logical group 1 is formed. The logical group 1 is
formed only when the communicating direction is "output”
from the communication terminals 20, 22 and 23 to the
communication terminal 26.

"Logical group 2" is formed by the condition set
in the special pass condition 2 of the port 3 in Fig. 24.
In this case, the logical group 2 is formed when the
communication terminal 23 communicates with the
communication terminal 28 while the communication

terminal 23 executes the application (SPPR). As

explained above, a new logical group can be formed by



group B using the session key "B". Accordingly, the user of the

comuni cation termnal 27 should be an executive 1in charge of personne
matters. In this way, a plurality of session keys is included in
one encryptor and various conbi nation of groups can be set and
over | apped because various encryption condition can be set for each
session key. The encryption condition can be set for each session key,

whi ch prevents the conmmunication from bekng intercepted and an access to
t he conmuni cation data can be controlled. The personnel infornmation

server can beetdmeathed spbectibe paterceidicion AMonbhea heer sonnel
I nformati on server can be accessed only the nmen in charge of personnel

matters and tdummaeusttiivves.terminals ofi @reddt estoiwse daratoers. net wor k exanpl e
of the cryptosystem according to the enbodi nent.

For another example, more than one sub-groups can
be formed in the group A based on the special pass
conditipn set in the encryptor.

Further, when a plurality of communication
terminals is connected to one encryptor, each
communication terminal can be used differently by setting
the port condition for each port. For example, the
communication terminal 21 belongs only to the grbup A in
the example shown in Fig. 24. The communication terminal
22 is basically a communication terminal for the
application (mail), which communicates with the
communication terminal executing the application (mail)
in plaintext regardless of the group. The communication
terminal 22 outputs data to the communication terminal 26
when the application (AP11) is executed.

The communication terminal 23 receives the data
from the other communication terminals when the
application (AP22) is executed. The communication
terminal 23 also executes the application (AP11) and
outputs the data to the communication terminal 26. The
communication terminal 23 further executes the
application (SPPR) and communicates with the

communication terminal 28.



Two LANs 1 are connected to WAN 17 via the routers 14. The encryptors 81
and 82 are respectively connected to the LANs 1 and connected to the
routers 14. In this configuration, for exanple, all inter-office

comuni cation term nals can be grouped as one group, "group A". The
encryptors 83 and 84 are respectively connected to two LANs 1. The
comuni cation termnals 23, 24, 27 and 28 are connected to the encryptors
83 and 84. A |arge nunber of connunicat%gn term nals can be further
connected to the encryptors. The conmuni'Cation termnals connected to the

encryptors 83 and 84 qugﬁ%%ggﬁgo%?ﬁ gLQHR gi’tﬁ%L%Féﬁgp'Fy dpe personne

section. The group € group communi cation termnals

2L 22, 20 iRl b ¥ RE Y BB e oot
can execute different processes, by respectively setting
the port condition for each port.

~Fig. 27 shows a network,example including the HUB
encryptor. |
In Fig. 27, "group 1" is formed by the

communication terminals 21 and 22, connected to the
encryptor 51, and the communication terminal 23 and a DB
(Data Base) server 904, connected to the encryptor 52.
"Session key 1" is used for the group 1. “"Group 2" is
formed by the communication terminals 24 and 25,
connected to the encriyptor 53, and the communication
terminal 26 and a DB :server 805, connected to the
encryptor 54. "Session key 2" is used for the group 2.
The encryptors 51 - 54 are HUB encryptors. The
communication terminal 22 connected to the port 2 of the
encryptor 51 communicates with an EOA (Engineering Office
Automation) server 901, a news server 902 and a WWW
server 903 in plaintext. The communication terminal 22
also communicates with the DB server 905 in ciphertext.
In this case, the port condition is set in the encryptor
51 as described below (Fig. 28 only shows port condition
of the port 2).

Basic pass condition: applications (all), ---"key 1~



and 84, cannot comrunicate with the conmunication termnals 23, 24, 27 and
28 of the group B. The communi cation termnals 21, 22, 25 and 26
nmut ual |y sends/receives the communi cation data and the comunication data
anong these comunication termnals 21, 22, 25 and 26 is not encrypted in
the LANs 1. In case of the comunication between the comunication
termnals 21 and 25, the comrunication data is encrypted by the encryptor
81 connected to the LAN 1 of the connun% ation termnal 21. The encrypted
data passes the WAN 17 and is then decrygted by the encryptor 82. Nanely,

[0 thi's case, splierd el dabansP6R 0N dedt R+ 1P GO Rhded the

encryptor 82. e decrypted comrunication data 1s receiv

comuni cati o T : i hagn i i i js0at i on
data is encr %téeﬁgwhdﬁ 'soéﬁt(A?%r@(%ughEgﬁ@f"i‘ﬁgﬁ{e){ﬂ%:tgil %3301?@ %Nlldﬁv\hi ch
prevents an inlg¥fgﬁgpéyéﬁkhe dat a. The conmuni cation data is

prevented frombeing intercepted as described above. The inter-office
gﬁg‘r“;g't g?ts' :’2 tcﬁﬁe]eés)f/‘aslf r%s%\rm%:éfugtitiriBHgﬁ':t'hﬁ’e?PMéPiS\J?tr’l‘)réﬁd:té’ssor(%‘ﬂb@' ng

& application (A119) & communicating direction (output),
---transparent |

Special pass condition 3: destination IP address (ccc)
& application (T80) & communicating direction (output), -
--transparent

Special pass condition 4: destination |P address (ddd)
& application (AP1523) & communicating direction
(output), ---"key 2"

in the above condition, “aaa” shows IP address of

the EOA server, "bbb” shows IP address of the news
server, "ccc” shows IP address of the WWW server and
"ddd” shows IP address of the DB server 905. The basic
pass condition indicates that the communication belongs
to the group 1, that is, the data processed by all
applications and in both direction is encrypted/decrypted
by the session key 1. The special pass condition | is
set for communicating with the EOA server in plaintext.
The special pass condition 2 is set for communicating
with the news server in plaintext. The special pass

condition 3 is set for communicating with the WWW server

in plaintext. The special pass condition 4 is set for



conventionally, the inter-office communication is perforned only by using
private |line. Fig. 16 shows anot her network exanple, where the

53 conmmuni cation termnals are divided into a plurality of groups and the
groups can be overl apped by setting the encryption condition for each
application and each session key. The encryptors 81 - 83 are
connected to the LAN 1. The encryptor 81 executes the applications 1 - 4
and 6. The encryptor 82 executes the applications 1, 3, 5 and 6. The
encryptor 83 executes the applications 1, 2 and 4 - 6. The sane session

key is used f@mmAi@nitnigh@/idact et DBOs&OMaRIg Rt igter textt W ing
encryptors where the application of the sanme nunber is registered. The

encryptors 8lihe &bsWT &elyh@, applications 1 and 6 are specified, are
grouped as "group A". "Goup B" is fornmed by the encryptors 81 and 83,

Fig. 29 shows the encryptor for connecting to the
LAN. The encryptor 501, connected to the LAN, encrypts
plaintext data input from the plaintext port and outputs
the data from the ciphertext port.

Figs. 30 and 31 show examples of the
cryptosystem, where the encryptor 501 is connected to the
LAN. |

in Fig. 30, the ciphertext port of the eﬁcryptor
501 is connected to the router 141, which is connected to
the router 142 and the LAN. The router 143 and a bridge
151 are connected to the plaintext port of the encriyptor
501. Plaintext data is input to the plaintext port of
the encryptor 501 from the router 143 and the'bridge 151.
The input data is encrypted by the encryptor 501 and the
encrypted result is output from the ciphertext port. The
encrypted data is sent to the communicating partner
through the wide area network (WAN). Or the encrypted
data can be sent to the communicating partner through the
router 142.

Fig. 31 shows the example of the cryptosystenm,

where the encryptors 501 and 502 are connected to the

LAN.

The router 141 is connected to the WAN and



where the applications 2 and 4 are specified. The encryptors 81 and 82,

where the application 3 is specified, are grouped as "group C'. "Goup D'
is formed by the encryptors 82 and 83, where the application 5 is

speci fi ed. As descri bed above, the plurality of groups can be
over | apped and formed according to the encryption condition. |In the above

exanple, various kinds of the applications are specified in the
encryption condition. Types of the comy i cation protocol can be al so
specified and used for condition of grouging.

54 Wish e &NSWMRLRE s 51 0BhY PR asﬁésa&{hé@ered 8 heofr i r

encryptors corresponds to one certain session key. herefore, encryptors

215 DLOUDED S CTHG ST SRTSROPT S A g1 1 e yptors
connecting to the LAN is connected to one of the ports of
the Ethernet switch 131. The plaintexf port of the
encryptor 501 is connected to a general HUB 121. The
ciphértext_port and the plaintext port of the encryptor
9502 are connected in the same way. Plaintext data
received by the general HUB 121 or 122 is input to the
plaintext port of the encryptor 501 or 502, is encrypted
and output to the Ethernet switch 131 or 132 from the
ciphertext port. The data flows in ciphertext through
the WAN, the Ethernet switch 131 or 132 and the router
141, that is, the output direction side of the ciphertext
port of the encryptor 501 or 502.

Fig. 32 shows another network example, where the
encryptor is connected to the LAN.

A subsidiary éompany "A", a subsidiary company
"B" and a holding company mutually communicate through
the Internet 16. In the network of the subsidiary
company "A", the encryptor 501 is connected to the router
143 for the Internet 16. In the network of the
subsidiary company "B”, the encryptor 502 is connected to
the router 144 for the Internet 16. In the network of
the holding companQ. the encryptor 503 is connected to

the router 145 for the Internet 16. In this network



WWhen the encryptor has a plurality of session keys, one encryptor can
belong to a plurality of groups, sonme of which are overl apped, according
to conmbi nation of such as the application or the conmunication protocol
and the session key. 1In this case, the groups are called "Il ogical

net wor k groups”. Fig. 17 is a block di agram show ng anot her
exanpl e of the cryptosystem where the key nanager 6a generates the
session key, but does not distribute the7 session keys to the encryptors
8la and 82a via the network in the Cryptgsystenlof Fig. 11. The

encryption  cobglt {4 { el g s320% ﬁﬁt@??cémwﬁn among the™ 9. 18

e
is a block diagram show ng the “cryptosystem ey manager is

removed from ﬁgﬁdiﬁ%gﬁm%ﬁfofthgi Qubdidiary compar{ies SEESify legy used in

each encryptor iIs an extra processing unit (this is not shown
o 10U ehye VLS O dH I coGHO LSRN 8P, A oSSBT
menorizing unggy 71494 Gnd 503 through the network of the Internet,

which provides communication security.

The holding company and the subsidiary company

"A" mutually communicate using "session key b". The

holding company communicates with the subsidiary company

"B" using "session key 6" for access only to the_WWW

server. The holding company wants to access various

public servers 906 on the Internet 16 in plaintext. In

this case, the encryption condition is set in the

encryptor 503 of the holding company as follows and they

are shown in Fig. 33.

Basic pass condition 1: applications (all), ---

transparent
Special pass condition 1: |P address (aaa) &
applications (all), ---"key b~

Special pass condition 2: |IP address (bbb) &
application (AP80) & communicating direction (output), --
-"key 6"

In the above condition, "aaa” shows the IP
address of the router 141 located in the subsidiary

company "A". "bbb" shows the I[P address of the router

142 located in the subsidiary company "B".



55 nmenorize there. |In this case, a plurality of the session keys can be
generated and nenorized in the session key nenorizing unit 711. The
encryptors 81b and 82b include the session key nenorizing units 711 and
721, the cipher processing units 413 and 423, the data sendi ng/receiving
units 414 and 424, the encryption condition nmenorizing units 811 and 821
and the condition judging units 812 and 822. The encryption condition is
respectively nmenorized in the encryptionygondition menorizing units 811 and
821 by each user of the encryptors. Logical network groups are forned

according to the encryHy i ry@R@irt ifeR 86nMBEL i ngStROAVAN deserdried
crypt osystem For anot her exanple of the cryptosystem of the

enbodi ment, the; (Ree W aMusbe her eMLAgEtdP héfor PAES YRS Prihe Ipbithi s
case, when the node switch is ON, the comrunication node is always

switched to ptahdferdn KAMEHEGRMI@R £8H@Idiess of the encryption
condi tion.

As stated in the above description of the
embodiment, when one encryptor provides a plurality of-
ports, each of which is connected to the communication
terminal, the port condition is set and memorized in each
port for encrypting‘the data. Thus, encryption condition
can be set based on the destination IP address, the
application, the communicating direction and the session
key as well as selecting the communication mode between
the ciphertext communication and plaintext communication.
Logical groups can be newly constructed based on the
destination IP address, the application, the
communicating direction and the session key besides the
predetermined physical groups for ciphertext
communication. Each port condition, set in a plurality
of the communication terminals connected to one
encryptor, can be different and the user uses each
communication terminal in various way. The embodiment
provides the user more effective and more convenient
cryptosystem.

Embodiment 4.
In a fourth embodiment of the present invention,

another cryptosystem, where cipher communication can be



As expl ai ned above, according to the second enbodinent of the invention,
the intercept prevention system which is conventionally structured only
by private line, can be realized by the cryptosystemusing the public
network or the Internet. Further, in case of the information
service through the network, the users can be grouped into plural groups,
I n each of which only the users having the

56 encryption key can receive the inforn?%ion servi ce. Furt her
the information server such as the personhnel information server, which

shoul d be aceessedndy afibh | Py [ AR ARINaYAF @omandst he

- Ba FL7TH
executl1 ves, can be connecte o the inter-o ce LAN. e personnel

| nformation %%rc\herci?b%f?%agﬁ ii R CA6RPFRG OTf AGERP BRI 1he ke§NaRlagysers by
setting the encryption con |?|on. Further, a plurality of [ogica
groups can benhe encryptor and the communication terminal. The common
session key is shared for mutual communication among the
plurality of cipher managing domains. Further, in the
cryptosystem of the fourth embodiment, logical groups are
formed by the communication terminals belonging to
different cipher managing domains by setting the common
session key in the encryption condition and the port
condition in the encryptors. |

Fig. 34 shows a network examplie of the
cryptosystem according to the fourth embodiment.

The cryptosystem of the figure includes cipher
managing domains A, B and C, each of which includes one
key manager, a plurality of encryptors and a plurality of
communication terminals. The three cipher managing
domains are mutually connected via the routers 14 and the
LAN/WAN 15 in the network.

Usually, the cipher managing domains cannot
perform ciphertext communication mutually because key
managers 71 - 73, belonging to different domains,
generate and manage the session key, respectively, in the
cipher managing domains A - C. In this embodiment,
ciphertext communication can be performed by sharing the

common session key among the plurality of cipher managing



formed and overl apped on the sanme network based on the functions of the
encryption condition (comrunication protocol, application, etc.) and the
session key. Enbodi nent 3. In a third enbodi nent of the present

i nvention, the encryption condition including the basic pass condition
and the special pass condition can be set for each connecting port of the
encryptor for connecting the comunication termnals when a plurality of
comuni cation termnals is connected toégne encryptor in the

cryptosystem Fig. 19 shows a network system according to the
third enbodiﬁﬁgkﬁﬂsthe I nventi on. In the figure, the encryptors
8l - 84 are encryptors for connecting one conmuni cation term nal.

The encryptors 51 and 5a.ar ¢ HHR.GYSEIR! 6F St P erfBUTRRIANO dheldy al 1ty of

t he communi cation term nal's
the plurality of key managers is defined as a master key

manager to generate the common session key and to
distribute the common session key to each of the other =
key managers. In this example of Fig. 34, the key
manager {1 of the cipher managing domain A is defined as
the master key manager for generating and.distributing
the common session key. The key managers 72 and 73
receive the common session key from the key manager T1.

The session key, used in only one cipher managing
domain, is called "local key”, hereinafter.

Fig. 35 is a block diagram showing the key
managers (1 and T2.

The key managers 71 and 72 further include
session key tables 64 besides the configuration of the
key manager 7 shown in Fig. 22. The session key
generating units 31 of the key managers 71 and 72
generate a plurality of session keys and the session keys
are memorized in the session key tables 64. In this
embodiment, each of the key managers 71 - 73 generates 32
session keys at maximum.

Fig. 36 shows an example of the session key table
64. The session key table 64 includes columns for

indicating the key number, permission flags showing



57 The encryptors 81, 51 and 82 form"group A" with the comunication
termnals 20 - 23, 25 connected to these encryptors. The encryptors 83, 84
and 52 form"group B* wth the conmunication termnals 26 - 29. A key
manager 7 is connected to the LAN 1 and generates the session key for
encrypting/ decrypting communi cation data in the encryptors 81 - 84, 51 and
52 and distributes the session keys to each of the encryptors. The

comuni cation termnal 24 sends/receiveggonly plaintext communication.

Fig. 20 shows the NODE encryptor 81, mhicﬂ connects one comuni cation

termnal. permisshith FCIGERePEtPhgi KEY Udgsnér Plad K 't and a
ci phertext port. The communication termnal 20 is connected to the

pl ai ntext porgyq iUt ForurhebREWEEN ThECcHRBH N €548 i o Kedr Wmalhe20 and
the encryptor 81 in plaintext. The ciphertext port of the encryptor 81 is

connected to s l—%y_l-co'lf%g;é@haihﬁ“'@b“gaéﬁr@ﬂgfhé heey GlumRstsext p@t of

the encryptor 81 is either ci phertext and plaintext. Only one
comuni cati onjs t&4de NBile £aM BPeCRBNARACHLF OthOEK Sy Al NtRxXt] AT Ky tike - NODE

encryptor and any other HUB encryptor or

periodipally generated to update for increasing security
of the local key. The common session key is not
permitted to update, thus the permission flag for the
common session key is settled "not permitted“ ("x" in the
figure). “"Common (A, B)" is written in the attribute for
the common session key to indicate the key is thé common
session key between the cipher managing domains A and B.

The key manager 72 further includes a session key
receiving unit 65 and the session key decrypting unit 66
as well as the session key table besides the
configuration of the key manager 7 of Fig. 22. The
session key receiving unit 65 receives the common session
key encrypted by and distributed from the key manager 71
and the session key decrypting unit 66 decrypts the
common session key.

The communication terminal group memorizing units
37 of the key managers 71 - 73 memorize the address of
the key manager, the encryptor and the communication
terminal for the cipher managing domains A - C,

respectively.

The other elements shown in Fig. 35 are the same



bri dge/router cannot be connected to the plaintext port of the NODE
encryptor. The communicating direction from the plaintext port to the
ci phertext port is defined as (output), that is, "outputting direction” in

the 58 encryption condition.
Fig. 21 shows the HUB encryptor 51, where a plurality of the comunication
termnals is connected to one encryptor. The commruni cati on

termnals 21, 22 and 23 are connected tg,the plaintext ports of the
encryptor 51. The ciphertext port of the encryptor 51 is connected to the

LAN 1. 1n the; MR ANYekRlrGbedt PneaRld i fdemdddinlddy ofhedINGDEL ext ports,
only one communi cation term nal can be connected and any ot her HUB

encryptor or odiiyiag/rogier gy hRAPHESHUE e her Garurect;ad.- Baeare the
comuni cating direction fromthe plaintext port to the
same as ones shown in the block diagram of Fig. 22.

In the cipher managing domain A, the key manager
11 generates the common session key and a plurality of
the local keys to distribute them to each of the
encryptors 81 - 83 and 51 belonging to the cipher
managing domain A. The common session key is distributed
to the key managers 72 and 73. The key manager 71
periodically generates the local key and updates-the
local key of each encryptor.

The key manager 71 sets the encryption condition
in the encryption condition memorizing units 811 - 831 of
the encryptors 81 -.83 by the encryption condition
setting unit 62. The port condition is set by the port
condition setting unit 63 of the key manager 71 and is
memorized in the port condition memorizing unit 921.

Also in the cipher managing domains B and C, the
key managers 72 and 73 periddically generate and update
the local keys for using in each domain. The common
session key distributed from the key manager 71 is used
in the cipher managing domains B and C. The key managers
12 and 73 set the encryption condition and thg port
condition where the local key and the common session key

are indicated to use, in the encryptors included in each



ci phertext port is defined as (output), that is, "outputting direction” in

the encryption condition. Fig. 22 is a block diagram show ng the
key manager 7, the encryptors 81 and 51, and the conmmunication term nals
20 - 23 in the third enbodi nent of the invention. The key nmanager

7 is anodification of the key manager 6 of Fig. 11 described in the above
enbodi nent and further includes a port condition setting unit 63. The
encryptor 51 is the HUB encryptor for cogpecting the conmmunication
termnals 21 - 23. The encryptor 51 is a nodification of the encryptor 82

of Fig. 11 defmdivedhinh tthe abpveaeaherds rntormndd.ncl udes a port condition
59 nmenorizing unit 921 instead of the encryption condition nenorizing unit

821. The port condi tThen fisdewii agNYs uai b r o &Fdu merelr i gegre rtalte noraindcondi ti on
i ncluding the basic pass condition and the special pass condition for each
port connecteics 10 Bue ngomiéniceinbANsé £¢ NImaey offherheokdivt imamager
11.

In a first procedure, keys, whose numbers are b,
8, 32 are predetermined as the common session keys 1 - 3
between the cipher managing domains A and B.

(1) The session key generating unit 31 of the key
manger {1 generates 32 session keys.

(2) The session key managing unit 32 writes the 32
session keys generated by the session key generating unit
31 at the above (1) in the session key table 64. The
session key managing unit 32 sets the permission flags
for the session keys whose numbers .are 5, 8 and 32 as
"not permitted” ("x” in the figure) in the session key
table 64. Further, the session key managing unit 32
writes "common (A, B)" indicating to use the common
session key for ciphertext communication between the
cipher managing domains A and B in the attribute column
for the key numbers of 5, 8 and 32.

(3) The session key managing unit 32 encrypts the
common session keys 1 - 3 by the session key encrypting
unit 34 and sends the encrypted common session keys to
the key manager 72 of the cipher managing domain B by the

session key sending unit 35.



judging unit 822 conpares the information (such as the
communi cating direction and the communication term nal

application, the
of the

comuni cating partner) of the comunication data input fromthe

conmuni cation termnals 21 - 23 with the port condition nenorized in the
port condition nenorizing unit 921. The condition judging unit 822

det erm nes which pass condition to be wused for the comrunication data

among the pass condition nenorized in tge port conditi

on nenori zing unit

921, including the basic pass condition and the special pass condition.
The condition judgi ng 4niet k8¥2machget ST2 hef @MEIRheat managuag bet ween

pl ai nt ext communi cati on and ci phertext communi cati on,

where the data is

encrypted by damsiesB,onhkexespéchfkeg tacdihe apsind tpdss reerdivieisonher t he

speci al pass condition. The encryptor 81 is the NODE

encryptor for

connecting onghGPwY cammon tessiomlkeydel <@magntcFtriomn ther Bieralioa0. The
I nput/out put device 5, the encryptor 81 and the conmunication term nals 20

- 23 are thasanembnnesiitn3gi gf e key managdm Ttihe
setting unit 63 of the key

ddret seardiohi on

key managing unit'32 of the key manager 72 sends the

received encrypted common session keys to the session key

decrypting unit 66. The session key decrypting unit 66

decrypts the encrypted common session keys.

The session

key managing unit 32 of the key manager 72 sets the

permission flags for the keys of 5, 8 and 32 as

not

permitted” ("x” in the figure) in the session key table

64. Further, the session key managing unit

32 writes

"common (A, B)” indicating to use the common sessi¢n key

for cipher communication between the cipher

domains A and B in the attribute column for

managing

the key

numbers of 5, 8 and 32. If the common session keys have

been already written for key numbers of 5, 8 and 32 in

the session key table 64 of the key manager

common session keys are updated.

12, the

(b) The session key generating unit 31 of the key

manager {2 generates the local key for ciphertext

communication in its own cipher managing domain. The

session key managing unit 32 writes the session key

generated by the session key generating unit 31 as the

local key in column for keys, whose permission flag



60 manager 7, the port condition is set for the HUB encryptor by the key
managi ng person and distributed to the port condition nmenorizing units

921, ... in the corresponding HUB encryptors 51, ... In another way, the
port condition is set and nenorized in the port condition nenorizing units
921, ... in the encryptors 51, respectively and independently. In

this case, the port condition setting unit 63 of the key manager 7 can
be removed. However, it is desirable thatgport condition is set by the
port condition setting unit 63 of the key manager 7 for overall control of

the system indicatesThpeerisited"key @eMphi 2hBgfigure)71h aRE €8isiBRnori ze
correspondence of the key generated by the session key generating unit 31

of the key nekegetallangid. | O Kdwe keaeyisn otfhar@wewptmaqragfeqrsdlﬁv @hd

menorizing unit 811 or the port condition nmenorizing unit 921. For

exanple, IDs 92 ahe dessiibukeySt@rthes ewrfypad ras i'tkeheir own cipher
managing domains as well as the above embodiment.

Another procedure of generating and distributing
the common session key of the key manager 71 will be
explained below.

"Common session key 1" is defined as the common
session key for ciphertext communication among the ciphgr
managing domains A, B and C. “"Common session key 2" is
defined as the common session key for ciphertext
communication between the cipher managing domains A and
B. "Common session key 3" is defined as the common
session key for ciphertext communication between the
cipher managing domains A and C. "Common session key 4"
is defined as the common session key for ciphertext
communication between the cipher managing domains B and
C. In this case, the key manger 71 generates the common
session keys 1 - 4 and distributes the common session
keys 1..2 and 4 to the key manager 72 of the cipher
managing domain B. The common session keys 1, 3 and 4
are distributed to the key manager 73 of the cipher
managing domain C.

In the above first procedure, the key numbers of

5, 8 and 32 are predetermined as the key numbers for



A", "key B" and "key C' for the basic pass condition and the special

condi ti on.

The I Ds are nmenorized in the

pass

encryption condition nmenori zi ng

unit 811 instead of actual session keys. The session key nenorizing units
711 and 721 nenorize |IDs of the session keys, "key A", "key B" and "key C

and the correspondi ng sessi on keys

In the above-descri bed way, the key nanagi ng
61 person, who sets the encryption condi gkon and the port condition,
not need to know the actual session keys. The session keys are indicated

by I'Ds in ther@jicd deHtiingn theor@mbANs 888l dMe ded tusiafitd tzenThe, kiely the

session keys are periodically generated and updated to keep the
of the sessigfy

and the port condition every update of the session keys.

procedure, four arbitrary session keys, for example, are
selected as the common session keys from 32 session keys
generated by the key manager 71 and the permission flags
corresponding to the selected session keys are set as
"not permitted”. The key manager 71 indicates which
common session key is used for ciphertext communication
among plural cipher managing domains in the column for
attribute of the session key table 64. The key hanager
71 distributes the key number, the common session key and
the attribute information to the key manager of
corresponding cipher managing domain. The key manager,
where the above information is distributed, writes the

common session key in the column of distributed key

number, sets the corresponding permission flag "not
permitted” and indicates with which cipher managing
domain to share the common session key in the column for
the attribute of the session key table 64. The common
session keys can be distributed and managed in the above
way.

After the common session keys are distributed to
the cipher managing domains B and C, each of the key

managers 71 - 73 sets the encryption condition and the

port condition in the encryptor of each own cipher

di stributed fromthe key manager 7.

does

security
s 1T IahdGQ. r eqHi 18d d6co £dhiiyetd heheeniowpld on condi tion



Fig. 23 shows an exanple of the encryption condition to be nenorized in

the encryption condition nenorizing unit 811. The foll ow ng
expl ains the encryption condition shown in Fig. 23: Basi ¢ pass
condition: applications (all), ---"key A" Speci al pass condition O:
destination I P addresses (all) & application (mail), ---transparent
Speci al pass condition 1. destination |IP address (comrunication term nal
26) & application (AP 11) & conmunicatigg direction (output), ---"key B"

The basic pass condition and the special pass condition can be set as
speci fi ed abgaigi nighdomB¢hybyi oite edigt i@h condition Teeathasi anpass

condition is used as a default pass and any comruni cati on data whi ch does
not match W tgp anfdle theepbak pasédi €PsWlidd 0N ngs uniaattdd byhehe basic pass
encryption condition and the port condition including the
basic pass condition and the special pass condition are
set in the same way as the above embodiment.

Fig. 37 shows another example of network system,
where the logical groups are formed beyond each cipher
managing domain in case of setting the encrypting
condition and the port condition using the common session
keys 1 - 4. |

"Logical group 1", where ciphertext communication
is performed using "common session key 1" for
encrypting/decrypting data, includes the communication
terminals 2c, 2d, 2h and 2k. "Logical group 2", where
ciphertext communication is performed using ;common
session key 2" for encrypting/decrypting data, includes
the communication terminals 2a, 2b and 2f. “Logical
group 3", where ciphertext communication is performed
using "common session key 3" for encrypting/decrypting
data, includes the communication terminals 2d, 21 and 2m.
"Logical group 4", where ciphertext communication is
performed using "common session key 4" for
encrypting/decrypting data, includes the communication
terminals 2e, 2f, 2j and 2k. In this way, the common

session key is shared among a plurality of the cipher



62 condition.
in the basic

Accordingly, the destination |IP address cannot be specified

pass condition. On the contrary, it is always

required to set the destination IP address in the special pass condition.

Any communi cation data matching with any of the special

encrypted by

pass condition is
the session key indicated in the special pass condition.

When

the communication is set "transparent”, the data is not encrypted and is

out put fromt
condition, it

he encryptor in plaintext. In the encyrption

is not always required to set the special pass condition.

The encrypt 'n%%a%qrr‘%otd'oﬁ‘l'alhgquhééﬁ &t WieasH Hde iRaSidwnPasss iopnfielyison.

conmuni cati on data

speci al pass
Her ei nafter,

communi cat i ”Q:di’dnfﬁﬁtc'aqr]o%p@t‘é'rfnhﬁglh”bé)h@ndeﬂ%YdOitdm GRidigiingn s al so

ﬁﬁ&d O,folg%a |t B‘?ouﬁ@”ﬁh‘ﬁ" S&than YWt ned e |@@am@0@q@ra|

estination |P address, the application, and

called a destination dress filter, an application filter, and a
conmmuni cat i NgjgHdget | 'W‘Wé rfe' |eta%h- communication terminal belongs.

As described above, according to the fourth
embodiment of the invention, a network includes a
plurality of cipher managing domains having the key
manager, the encryptor and the communication terminals.

Iin each cipher managing domain, the key manager generates
the local key and manages ciphertext communication inside
of its own cipher managing domain. Among the
communication terminals, each of whiéh belongs to
different cipher managing domain, ciphertext
communication can be performed by sharing the common
session key by plural communication terminals and setting
the encryption condition and the port condition using the
common session key. Information of the destination IP
address, the application, communicating direction and the
session key can be set in the basic pass condition and
the special pass condition, thus the logical groups can
be formed by the plurality of the communication terminals
beyond each cipher managing domain. The cryptosystem of
the embodiment increases the security of the system and
increases the convenience of the user because ciphertext

communication can be performed by setting the destination

| f

es not match with the baS|c pass condition nor the



The features of the basic pass condition and the special pass condition
wll be explained in the follow ng. One basi c pass condition can
be set in the NODE encryptor, where one plaintext port is provided. The
63 destination | P address cannot be specified in the basic pass condition.
And the application filter, the comunicating direction filter and the
session key can be specified in the basic pass condition. By
indicating the application filter, a pagicular application can be
specified, or all the data is specified to be passed or all abandoned.

By the communpcatirgssl reteé i yp fiddtaon @ndegheoBommanibatspgeified. That
is, the communicating direction filter indicates that the data is sent

Lromthe pl aidntrext i oROW T tih Ot e sHindiere@%ti oPOkeyof the encryptor or the
we Having thus described several particular

embodiments of the present invention, various
alterations, modifications, and improvements will readily
occur to those skilled in the art. Such alterations,
modifications, and improvements are intended to be part
of this disclosure, and are intended to be within the
scope of the present invention. Accordingly, the
foregoing description is by way of example only..and is
not intended to be |limiting. The present invention is
limited only as defined in the following claims and the

! equivalents thereto.



IS received in the opposite direction. The communicating direction is
defined as "outputting direction" (output) for the direction fromthe

pl ai ntext port to the ciphertext port, while the direction fromthe

ci phertext port to the plaintext port is defined as "inputting direction”
(input). Further, both directions including "outputting direction" and
"inputting direction" can be specified. Wthout specifying the

comuni cating direction in the basic pag condition and the special pass
condition, the data can be sent in both”Uirections. The session

key is speci@hﬁq ﬁg E@Rbmggnpétion of the application filter and the
conmuni cating directrtorr rrtter and used for encrypting the conmunication

data which qatches ipgfké&ggygp&giééﬁyh2§ﬁq§Hsession key is

64 fixed as the key of the group, 't e encryptor belongs, in case
of the basic pass cogdhi(,p81it) &P€roups of communication terminals;

a plurality of encryptors, each of which

corresponds to at least one of communication terminals,

and each of which comprises:

(a) a session key memorizing unit for memorizing at

least one session key for enqrypting/decrypting

communication data sent/received by the communication

terminal which belongs to each of the plurality of

groups;

(b) a cipher processing unit for encrypting/decrypting

the Gommunication data using the session key:; and

(c) :a data sending/receiving unit for sending/receiving

the communication data processed by the cipher processing
" unit.

2. The cryptosystem of claim 1, wherein each of the

plurality of encryptors further comprises a mode switch

for setting a communication mode wherein the

communication mode is one of a mode that communication

data is encrypted/decrypted by the session key and a mode

that communication data is not encrypted/decrypted by the

session key.

3. The cryptosystem of claim 2, wherein each of the

plurality of encryptors further comprises:

I



session key is not specified, the comunication data is "transparent"
(pl ai ntext conmuni cation is perforned). A plurality of kinds of

t he special pass condition can be set. 1In this enbodinent, 64 kinds of
speci al pass condition at maxi mum can be set in one encryptor. In the
speci al pass condition, the destination IP address filter, the application
filter, the communicating direction filter and the session key can be
speci fi ed. It is required to ingbcate the destination IP address
in the special pass condition. The valid“bit I|ength of the IP address is

' b i fied.: Ca i dd d
The varid bir  engt FberaryBiion, sonditi g nendt Tt Un it d?a?ip gdgh
' ' | ' ' LLi . h . addr ess,
o oy i A Find et BRCEIEEYBR' LOAEPRIGA EF thd ol idHTidn 295

255 can be us 5kgpwm“§ach of the above four nunerals, because the nunerals
0 - 255 can %e shown 8-bit binary nunber. The valid bit |ength shows

whi ch numerals of the, fqiqiit oh8 jRidbSng thit for judging that the

communication data is to be encrypted/decrypted based on
the encryption condition.
4. The cryptosystem of claim 3, wherein the
encryption condition is set based on at least one
communication terminal being a communicating partner.
5. The cryptosystem of claim 3, wherein the
encryption condition is set based on an application
program which processes the communication data.
6. The cryptosystem of claim 3, wherein the
encryption condition is set based on a communicating
direction. |
1. The cryptosystem of claim 3, wherein:

the session key memorizing unit memorizes a
plurality of session keys;

the encryption condition indicates a session key
to be used for encrypting the communication data: and

the condition judging unit determines which one
of the plurality of session keys to be used for
encrypting/decrypting the communication data based on the
encryption condition.

8. The cryptosystem of claim 3 further comprising a

I



bits are used. Any bit, excluded by the valid bit length, is treated as
0. For exanple, in case of the IP

65 address of "133. 141. 70.151", when the valid bit length = 32 bits is
specified, the comunication term nal for the comunicating partner should
be only the conmunication term nal having the I P address of "133.141.

70. 151". For another exanple, 1in case of the sanme |IP address "133.141.
70. 151", when the valid bit length is sgt to 24 bits, any of 256

conmmruni cation termnals can be used as e conmuni cati ng partner having

256 | P addre f.r " ; 0.0" to "133.141.70.255". This is called
an | P broad%%?fmgggggés}ﬁﬁﬂﬁéiﬂ 5 way, one or plural comrunication

term nal s can indicagecgpmhﬂggggfé?ﬁ%ﬂﬁg§§ud&§é§%h%e%%qq%qh%ﬁéhggppartner

based on the valid bit engt l'ication
filter and tW%rCﬂ%W%QH%?Eb“Qhe groups of communication terminals; and

a session key generating unit for generating the
session key for each of the groups and outputs the
session key to each of the groups of the communication
terminals memorized in the communication terminal group
memorizing unit,

9. The cryptosystem of claim 8,

wherein the key manager further includes a
valid/invalid setting unit for setting the valid/invalid
information showing validity/invalidity of the mode
switch of each of the encryptors and sending the
valid/invalid information.to each of the encryptors: and

wherein the encryptor further comprises a
validity/invalidity judging unit for judging that the
communication data is to be encrypted/decrypted based on
the mode switch and the valid/invalid information.

10. The cryptosystem of claim 8, wherein the key
manager further includes an encryption condition setting
unit for setting the encryption condition and sending the
encryption condition to the encryptor to memorize in the
encryption condition memorizing unit.

11. The cryptosystem of claim 8, wherein:

the key manager further includes a session key

LR




direction filter can be specified for the special pass condition in the
sane way as the above basic pass condition. The session key
encrypts the comruni cation data matching with each condition of the
destination IP address filter, the application filter and the

communi cating direction filter. A plurality of session keys is nmenorized
I n the session key nmenorizing unit 711 and one of the plurality of session
keys is selected and specified in the eci al pass condition. One
session key is selected and specified f each speci al pass

66 CO”d't'O”engr tln NENFESFY Lo Ot hePeEE! 6 kBy. e Regyal pass
ren[ﬁ é

condi ti on, et as trans to performp

) d fied
CO”"””'Cat'Oggsthe s SSIInekgﬁ %é{%? fﬁbﬁjunq LRus 5§8§E¢ohek§9€c' ied in

t he speci al s "Conditi on rOadcaSt address
sending unit for sending the session key to the encryptor

corresponding to the group memorized in the communication
terminal group memorizing unit; and

wherein the encryptor further comprises a session
key receiving unit for receiving the encrypted session
key sent by the session key sending unit of the key
manager and a session key decrypting unit for decrypting
the encrypted session key. |
12. A cryptosystem comprising a plurality of cipher
managing domains, each of which includes one of a
plurality of key managers, at least one encryptor'and at
least one communication terminal,

wherein each of the plurality of key managers
comprises a session key generating unit for generating a
session key to be used for its own cipher managing
domain;

wherein one of the session key generating unit of
the plurality of key managers generates a common session
key for the other key managers to be used for ciphertext
communication among the plurality of cipher managing
domains.
1é. The cryptosystem of claim 12, wherein:

the encryptor includes:

Hllllll HIIH IIIH Hlll | Illl



cannot be specified by the special pass condition. Nanely, the application
using a broadcast conmunication is specified by the basic pass condition.
Fi.g. 24 shows an exanple of port condition to be nenorized in the port

condition nenorizing unit 921 as follows: (port 1) Basi ¢ pass
condition 1: applications (all), ---"key A" (port 2) ~Basic pass
condition 2: application (mail), --- transparent Speci al pass condition
1: destination IP address (connunicati%% termnal 26) & application (AP
11) & conmmunicating direction (output),”™---"key B" (port 3%_ F?SIC pass
condition 3: | 4 cad d O i t put),

S ey e (BRSO Kooy 129G N TR, L8P, ded L ik 4E

( f?Z‘JFPLﬁaE iogg?)% F;d}ﬁt{‘_aé_qgksgiilorfé‘"@‘?plfioqafem?yﬁ‘P‘Pn&/lae(.g‘ryﬁf)m@nﬁ?@t 'ng
communication data sent/received by each communication
terminal;_

(b) a cipher processing unit for encrypting/decrypting -
the communication data using the session key:
(c) a data sending/receiving unit for sending/receiving
the communication data processed by the cipher processing
unit;
(d) an encryption condition memorizing unit for
memorizing an encryption condition for encrypting the
communication data; and
(e) a condition judging unit for judging that the
communication data is to be encrypted/decrypted based on
the encryption condition:

wherein the key manager further includes:
(a) a session key table for memorizing a plurality of
the session keys generated by the session key generating
unit; and
(b) an encryption condition setting unit for sending the
encryption condition to the encryptor to memorize the
condition in the encrypfion condition memorizing unit.
14. The cryptosystem of claim 13, wherein the
encryption condition includes at least one special pass

condition for indicating the encryption condition for a

e



67 Special pass condition 2: destination |IP address (communi cati on
termnal 28) & application (SPPR), ---"key C' The HUB encrypt or
51 includes a plurality of ports and, in the exanple of Fig. 22, three
communi cation termnals 21 - 23 are connected to each of the plurality of

ports. The port condition is respectively nenorized for "port 1", "port 2"
and "port 3". The basic pass condition and special pass condition can be
set as the port condition. Regar di ng the basi c pass condition and

the special pass condition, the differefce between the NODE encryptor
and the HUB encrxft r will be explained bel ow . One basi c_pass
condition is SBECI®: CAEMWLLERT MY, ?%n.andmﬁiPé?‘&n@aﬁas?ﬁnghgbo%ondition
is set for e%ch oFf of the, plurali of ports gf t he HUF encryptor. The
speci al pass &BARdPL ofCWRMN bea SHalt RF 1R eXrePdl (gl sPgcia

communication data matching the special pass condition.
15. The cryptosystem of claim'13. wherein the
encryption condition is set based on an application
program which processes the communication data.
16. The cryptosystem of claim 13, wherein the
encryption condition is set based on a communicating
direction,
17. The cryptosystem of claim 13, wherein:
the encryptor memorizes the plurality of session keys in
the session key memorizing unit and

wherein the encryption condition indicates which
session key to be used.
18. The cryptosystem of claim 13, wherein the
encryption condition is set based on at least one.
communication terminal of a communicating pa}tner.
19. The cryptosystem of claim 14, wherein the
encryptor includes:
(a) at least one port for connecting one of the -
communication terminals or the key manager;
(b) a port condition memorizing unit for memorizing the
basic pass condition and tﬁe special pass condition as a
port condition for each port. )

20. The cryptosystem of claim 19, wherein the key

oy



of ports in the HUB encryptor. The special pass condition is not
always required in the port condition. On the contrary, at |east the
basi c pass condition is required for each port as the port condition.

The special pass condition has a priority over the basic pass condition.

If a plurality kinds of special pass condition is set, each special pass
68 condition can have a priority in predetermned order. In the third
enbodi ment of the invention, it is previogily determ ned that the special
pass condition nmenorized in the encrypti condition nenorizing unit has a

oY OuchghEBotP ek aRge £ KALL b IRIA S iS5 BO5e SHRC {1

mMenori zing un a conce g the

basi ¢ pass conditi 93374 bRe+§PER Ao PR rRdH Wanlrizing unit of

each encryptor.

* c L M S *



the port condition shown in Fig. 24. In the conceptional relation
shown in Fig. 25, only basic pass condition is set in the port 1. The
basi c pass condition and the special pass condition 1 are set in the port
2, and the basic pass condition and two kinds of special pass condition
~are set in the port 3. The special pass_condition 1 is shared by the ports
2 and 3. In the figure, each pipe shap%ﬁcorresponds to each pass
condition. Oval shape, inserted in each pipe of the condition, shows

vari ous selecting process by the filter. Parenthesized word or nuneral in
the oval denotes port <condition of Fig. 24. 1In the special pass
condition, for exanple, (28) of CURYREQSYHEEMon |P address filter

i ndi cates the comrunication term nal 28. (SPPR) of the application filter
denotes the application SPPR (Both) of the comrunicating direction
filter indpsatrescTbi directional conmunication. (C) of the session key

In a cryptosystem, communication terminals (21,22) and encryptors (41, 42) can be
grouped physically and logically. The communication mode can be switched by the
encryptor (41, 42) between ciphertext communication and plaintext communication. The
encryptor includes the session key memorizing unit (711, 721) for memorizing the session
key and the mode switch (712, 722) for switching the communication mode between
ciphertext communication and plaintext communication. The key manager (3) distributes
the session key generated by the session key generating unit (31) and the valid/invalid
information set by the valid/invalid setting unit (61) to eaﬁh encryptor. The valid/invalid
judging unit (713, 723) judges whether the communicatioin data should be sent in ciphertext
or plaintext using the mode switch (712, 722) and the valid/invalid information.

Fig. 2



69 indicates "key C' for ID of the session key. The session key
tndi cated by the basic pass condition 1 and 3 is "key A", which is the
session key for the group where the encryptor belongs, and the session
key is fixed. "Transparent (TR)" is set in the basic pass condition 2.
The basic pass condition and the special pass .condition are set in this
way, thus the cryptosystem of the invention provides sone sel ections of
conmmuni cation style for the user's cohi@8ni ence as well as security

carried out by the encryptor according to the invention. For exanple, if a
user, who usually belongs to the cipher world, wants to access the net
news in plaintext, the cryptosystemof the invention enables the user to
comuni cate with the news server by switching the comunication node to
pl ai nt ext communi cation. Furiher, another sesgion key can be indicated
usi ng the special pass condifion besides the sessiﬁﬁ key assigned to the
group. Wien predeterm ned gropps of the cormmunidqati @ termnals are
defined as physical groups, the
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communi cation termnals can be grouped into | ogical groups while they
bel ong to the above physical groups. The |ogical groups can be forned by
one of condition or conbination of condition such as the destination IP
address, the application, the comrunicating direction,

70 and the session key. Fig. 26 shows new | ogi cal groups of the
cryptosystemof Fig. 19, where the encryption condition and the port
condition shown in Figs. 23 and 24 arngszget in the encryptors 81 and 51.
In case of the specific application (AR11), the comunication term nals

20, 22 and 23 belonging to "group A" .datput the communi_cation data to
t he comruni cation 4t I nal 26. The c nication termnals 20, 22 and 23
form a new group~10gi cal g o8EY MANAGER comuni cation terninal 26 of
"group B" by sefktilng the speci al R3ss COﬂdItIgE 1, though %ha
comuni cation terminals 20, 22~/ ~ ,ﬁJ3
S.KeY GEN. | | s.key man.| | S K€Y
START DET.
/‘/34 35 37 sz
S. KEY ENCR. S. KEY SEN. COM. TERM. /0
= : G. MEM. DEVICE
61
V/ | SET.
_~/ 41:ENCRYPTOR 21:COMM. TERMINAL
411 412
=y ~ 211
i S. KEY DEC. S. KEY REC.
413 - APP,
414
G
Cl. PRO. DATA
SEN/REC ' 212
711 712 713 vad
Vnd Vo COMM.
S. KEY
M i . CONT.
MEM. ODE SW V/1JuD
_~/ 42:ENCRYPTOR 22:COMM. TERMINAL
421 422
= _— 221 <
S. KEY DEC. S. KEY REC.
423 APP,
424
/J
Cl. PRO. DATA
SEN/REC 2909
791 722 723 fnd
Vnd fnd COMM.
S. KEY '
CONT.
MEM. MODE SW. V/ | JUD.




and 23 belong to the group A \Wen the communication termnals 20, 22 and
23 executes the application (AP1l), the logical group 1 is formed. The

|l ogical group 1 is formed only when the comunicating direction is
"output”™ fromthe comrunication termnals 20, 22 and 23 to the

conmuni cation termnal 26. "Logical group 2" is fornmed by the
condition set in the special pass condition 2 of the port 3 in Fig. 24.
In this case, the logical group 2 is for¥88 when the communication
termnal 23 comunicates with the nication termnal 28 while the
conmmuni cation termnal 23 executescf%gg%; lication (SPPR). As expl ai ned
above, a new | ogical group can be for by

71 setting the special pass condition anong the conmunication term nals of

pr edet er mi ned groups. For anot her exanple, nore than one
sub- groups can
KEY MANGER 3 ENCRYPTOR 41 ENCRYPTOR 42
T KEYDIST S1

S2
KEYDISTACK | ~

S3
KEYDIST P~ "
S4 |
KEYDIST ACK |




be formed in the group A based on the special pass condition set in the
encryptor. Further, when a plurality of comrunication termnals
is connected to one encryptor, each comunication term nal can be used
differently by setting the port condition for each port. For exanple, the
communi cation termnal 21 belongs only to the group Ain the exanple shown
in Fig. 24. The communication termnal 22 is basically a comrunication
termnal for the application (nuil)4/3&hich comunicates with the:

conmuni cation term nal executing the application (mail) in plaintext
regardl ess of the group. The communication termnal 22 outputs data to
the communication termnal 26 when the application (APl1l) is executed.
The conmunication termnal 23 receives the data fromthe other

conmuni cation termnals when the application (AP22) is executed. The
conmmuni cati on ternimal 23 al so executes the app ngrrvn—(APtirwmﬂfﬂ

outputs the data to §he comruni cation term nal 2>.<r$hel 1icatijn
term nal 23 further ¢xecutes the apphication (SDIFF? ()] ﬁwi §!\lteI W th
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conmuni cation termnal 28. 72

l-n the above way, each of the plurality of comrunication term nals,
connected to the sane encryptor, can execute different processes, by
respectively setting the port condition for each port. Fig. 27
shows a network, exanpl e i ncluding the HUB encryptor. In Fig. 27,
"group 1" is fornmed by the communication termnals 21 and 22, connected to
the encryptor 51, and the connunicatiog fermnal 23 and a DB (Data Base)
server 904, connected to the encryptor é. "Session key 1" is used for the
group 1. "Goup 2" is formed by the communication termnals 24 and 25,
connected to the encryptor 53, and the communication termnal 26 and a

DB: server 905, connected to the Encrgbtor §4. "§essi@n key 2" is used for
the group 2. The encryptors 51/C 54 are HY enpryptp?s./#he
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communi cation termnal 22 connected to the port 2 of the encryptor 51
comuni cates with an EOA (Engineering O fice Automation) server 901, a
news server 902 and a WMV server 903 in plaintext. The conmunication

termnal 22 also conmunicates with the DB server 905 in ciphertext. In
this case, the port condition is set in the encryptor 51 as described
bel ow (Fig. 28 only shows port condité6/88 of the port 2). Basi ¢ pass
condition: applications (all), ---"key 1"
73 Special pass condition 1: destingd.,on LP address (aaa) & application
(AP23) & communicating direction (outagh;;_fg--transparent Speci al pass
condition 2: destination |IP address (bbb & application (Al19) &
comuni cating direction (output), ---transparent Speci al pass condition
3: destination |IP address (ccc)

31 0

PROTOCOL TYPE

SESSION KEY

AUTHENTICATION

DATA VAL/ INV




& application (T80) & communicating direction (output). - --transparent
Speci al pass condition 4. destination |IP address (ddd) & application
(AP1523) & communicating direction (output), ---"key 2" In the
above condition, "aaa" shows |P address of the EQA server, "bbb" shows IP
address of the news server, "ccc" shows | P address of the WWVserver and
"ddd" shows | P address of the DB server 905. The basic pass condition

i ndi cates that the comrunication belongs to the group 1, that is, the data
processed by all applications and in bolf38direction is encrypted/ decrypted
by the session key 1. The special pass condition 1 is set for )
comuni cating with the EQA server in Erigytgkt. The speci al pass condition
2 is set for coomunicating wth the hews?server in plaintext. The speci al
pass conhdition 3 is set for comunicating with the WAVserver in

pl ai ntext. The special pass condition 4 is set for

VAL/INV
. VALID(1) INVALID(0)
- MODE sw.
OFF(0) ENCRYPTION(0) ENCRYPTION(0)

ON(1) . TRANSPARENT(1) ENCRYPTION(0)

i




74 communicating with the DB server 905 in ciphertext using
Fig. 29 shows the encryptor for connecting to the
connected to the LAN, encrypts

key 2.

encryptor 501,

the plaintext port and outputs
30 and 31 show exanpl es of the

Fi gs.

is connected to the
encrypt or

router 142 and the LAN.

pl ai nt ext port of
151.
result
t he communi cating pa
encrypted

LAN.

501 is connected to the r &d8%&r
The router

the plaintext port of the encryptor

In Fig. 30,

501.

The input data is encrypted by the encryptor 501 and the
Is output fromthe ciphertext port.

The

143 and a bridge

t he session
LAN. The
pl ai ntext data input from
the data fromthe ciphertext port.
cryptosystem where the encryptor 501
. the ci phertext port of the
141, which is connected to
151 are connected to
Pl aintext data is input to the

the encryptor 501 fromthe router 143 and the bridge
encrypt ed

encrypted data is sent to
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data can be sent to the comunicating partner through the router 142.

Fig. 31 shows the exanple of the cryptosystem where the encryptors 501
and 502 are connected to the LAN The router 141 is connected to
t he WAN and 75 Ethernet swi tches 131
and 132 are connected to the router 141. The ciphertext port of the
encryptor 501 for connecting to the LANis connected to one of the ports
of the Ethernet switch 131. The plaigbgﬁt port of the encryptor 501 is
connected to a general HUB 121. The ciphertext port and the plaintext

port of the encryptor 502 are connec he sanme way. Plaintext data
recei ved by the ge ln, HUB 121 or 12 1Mput to the plaintext port of
the encryptor 5Qi-/0r , v Sag)t MANAGER ouUt put to the Ethernet switch
131 or 132 fron1thp Cl phert ext Py~ The darg TTows rT—crptmgrtext through
S. KEY GEN. S. KEY MAN.
37 P 5
COM. TERM. /O
= G. MEM. DEVICE
61
—~
V/ 1 SET.
412:.ENCRYPTOR 21:COMM. TERMINAL
-~ ~—
413 APP
414 .
L~
Cl. PRO DATA
SEN/REC
212
o, 711 712 713 fand
= Vnd COMM.
' CONT.
MEM. MODE SWw. Vil JUD._
) 22:COMM. TERMINAL
/~J42aENCRYPTOR .
/~,221 -
423 : APP
424 .
~/
Cl. PRO. DATA
SEN/REC
222
721 722 723 o
Y ~
S KeY - COMM.
} CONT.
MEM. MODE SW. V/ 1 JuD.




the WAN, the Ethernet switch 131 or 132 and the router 141, that is, the
out put direction side of the ciphertext port of the encryptor 501 or 502.
Fig. 32 shows anot her network exanpl e, mhere the encryptor is connected to
t he LAN. A subsi diary conpany "A", a subsidiary conpany "B" and a
hol di ng conpany nutual |y connunlcate through the Internet 16. 1In the
network of the subsidiary conpany "A', the encryptor 501 is connected to
the router 143 for the Internet 16 n the network of the subsidiary
conpany "B", the encryptor 502 is caﬂﬁg%ted to the router 144 for the
Internet 16. In the network of the Jdln onpany, the encryptor 503 is
connected to the router 145 for the |ﬂ§? In this network

76 configuration, in case of nutual |cat|on anong the hol ding

conpany and the/gyhsLAhary conpanies "A" and "B",

41b:ENCRYPTOR : 21:COMM. TERMINAL
P —
S. KEY MEM. ~ 711 211
) 413 APP.
CIPHER PRO. ~
414 212
DATA SEN/REC r~ fond
COMM.
712
MODE SW. ~ : CONT.
_ 42b:ENCRYPTOR 22:COMM. TERMINAL
\‘\
S. KEY MEM. |~ 72 221
423 APP.
CIPHER PRO. —~
424 222 -
DATA SEN/REC r~
COMM.
722
MODE SW. ~ CONT.




the communication data is encrypted by the encryptors 501, 502 and 503
through the network of the Internet, which provides comunication
security. The hol di ng conmpany and the subsidiary conpany "A"
mutual | y comuni cate using "session key 5". The hol di ng conmpany

comuni cates with the subsidiary conpany "B" using "session key 6" for
access only to the WWV server. The halLlg8shg conpany wants to access vari ous
public servers 906 on the Internet 16 in plaintext. In this case, the
encryption condition is set in the Fp yﬂtgr 503 of the hol ding conpany as
follows and they are shown in Fig. 3E§’- asi ¢ pass condition 1:

applications (all)j:LANansparent Speci al pass condition 1. | P address
(aaa) & applidations (ali} 6.KEM<€MN§A R Special pass condition 2: IP
address (bbb) § gpplication (AP8gy & communicgting drrectron] (output), --
-"key 6" In_the abovereéndition, "aaa*e shows thesBB | address’ of
the router 141} og¢afed in the s?b;idiary S. KEY
S. KEY GEN. S. KEY MAN. )
START DET.
/434 35 ~37 Yo >
S.KEY ENCR.| | s.keY sen, | | COM- TERM. /0
= G. MEM. DEVICE
62
ENC. COND. SET.
,» 81:ENCRYPTOR 21:COMM. TERMINAL
411 412
211
S. KEY DEC. S. KEY REC.
413 APP.
414
~/
Cl. PRO. DATA
SEN/REC 249
711 811 812 ~
COMM.
S. KEY ENC. COND. CONT.
MEM. MEM. COND. JuD. :
_~~ 82:ENCRYPTOR 22:COMM. TERMINAL
421 422
/~,221 -«
S. KEY DEC. S. KEY REC. :
423 APP.
: /~/424
Cl. PRO. DATA
/~/721 _ P
COMM.
S. KEY ENC. COND, CONT
MEM. MEM. COND. JUD. :




conpany "A". "bbb" shows the IP address of the router 142 located in the
subsi di ary conpany "B". 77 The
encryptor for connecting the LAN has one plaintext port, thus the
encryptor nenorizes not the port condition but encryption condition.

As stated in the above description of the enbodinent, when one encryptor
provides a plurality of ports, each of %@%ch is connected to the

comuni cation termnal, the port condi%lon is set and nmenorized in each
port for encrypting the data. Thus, encryption condition can be set based
on the destination |IP address, the application, the comunicating
direction and the session key as well as selecting the conmuni cati on nobde

bet ween the ciphertext comunication and pl aijntext comruni cation. Logi cal
groups can be newy constructed based on the |destination |IP address, the
application, the o et i ng direction %ﬁd t he session key besides the
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predet erm ned physical groups for ciphertext communication. Each port
condition, set in a plurality of the communication termnals connected to
one encryptor, can be different and the user uses each comunication
termnal in various way. The enbodi ment provides the user nore effective

and nore convenient cryptosystem Enbodi ment 4. In a fourth
enbodi nent of the present invention, lgﬁgther crypt osystem where cipher
comuni cati on can be 78 perforned

anong a plurality of cipher managi ng domains. Each ci pher managi ng domain
is formed by the key manager, the encryptor and the conmuni cation
term nal. The commpbn session key is shared for nutual communication anong’
the plurality of cipher managi ng domains. Further, in the cryptosystem
of the fourth enbodi ment, |ogical groups are forned by the conmmuni cation
term nals belonging to
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di fferent cipher managi ng domains by setting the commobn session key in the
encryption condition and the port condition in the encryptors.

Fig. 34 shows a network exanple of the cryptosystemaccording to the
fourth enbodi nent. The cryptosystem of the figure includes cipher
managi ng domains A, B and C, each of which includes one key manager, a
plurality of encryptors and a plurality of communication termnals. The

t hree ci pher managi ng domains are nutud4l/y8 connected via the routers 14
and the LANN WAN 15 in the network. Usual |y, the cipher managi ng
domai ns cannot perform ciphertext conmunication nmutually because key
managers 71 - 73, belonging to different domains, generate and manage the
session key, respectively, in the cipher managi ng domains A - C. In this
enbodi ment, ci phertext communi cation can be perfanmed by sharing the
common sessi on key anong the plurality of cipher Managi ng
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79 doma ins. In the cryptosystem of this enbodi nent, one of the

plurality of key managers is defined as a naster

t he conmmon session key and to

of the cipher managi ng domain A is defined as

generating and distributing t
and 73 receive the comopn ses
The session key, used in only

in Fig. 22. The sessio

key manager to generate

distribute the comopn session key to each of
the other key managers. |In this exanple of Fig. 34, the key nmanager 71

the master key manager for

he comp y/%F;session key. The key managers 72

sion ke

romthe key manager 71

one ci pher managing donmain, is called "local
key", hereinafter. Fig. 35 is a block diagram show ng the key
managers 71 and 72. The key nmanagers 71 and 72 further include

sessi on key tables 64(29§JQE§ the configuration_of the key manager 7 shown

key generating units 31 of the key managsys 71 and
72 generate a pluralifty o?’§E§§Toh—kEyS‘and'rhE'sessron-keys"~\
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are nmenorized in the session key tables 64. In this enbodinment, each of

the key nmanagers 71 -

73 generates 32 session keys at maxi num

Fig. 36 shows an exanple of the session key table 64. The session key
tabl e 64 includes columms for

show ng

key, generated keys and

i ndi cating the key nunber, perm ssion flags
80 perm ssion of generating

attributes for the keys. The common session key or

the local key corresponding to each ot6/8Re key nunbers 1 - 32 is
specified in the colum for the key. The local key is periodically
generated to update for increasing security of the |local key. The conmobn
permtted to update, thus the permgsion flag for the
comon session key is settled "not perm@ted” ("x" in tde figure). "Conmon
(A, B)" is witten in the attribute for Zthe commopn seggion key to indicate

session key is not

the key is the conmon

and B.

Fig.16
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The key manager 72 further
the session key decrypting unit 66 as well
configuration of the key manager 7 of Fig. 22. The

besi des the

key receiving unit 65 receives the comopn session

di stributed fromthe
decrypts the comon
menorizing units 37
t he key manager, the
ci pher managi ng domai

shown in Fig. 35 arfeLARe sane

enbodi nent. The

I ncl udes a session key receiving unit 65 and

as the session key table
session
key encrypted by and

key manager 71 and the session key decrypting unit 66
sessi on key. The comruni cation term nal group
of the key managerz3§l - 73 nenorize the address of
encryptor and termnal for the

i i cation
ns A- C res Ej 2r5? The other el enents

as ones described in the third

t he

encpypt BREKERY MANAGER the HUB encryptors 51 - 54 are
31
S.KEY GEN. | | s.KkEY MaN. | | S KEY
START DET.
/437 /Js
COM. TERM. /O
G. MEM. DEVICE
62
ENC. COND. SET. ~
: 21:COMM. TERMINAL
___ 812ENCRYPTOR
211
413 nd
414 APP.
Cl. PRO. DATA
SEN/REC
711 811 812 212
s. KEY | [ENnc coND/J - COMM.
' ' ' CONT.
MEM. MEM. COND. JUD.
___ 82a:ENCRYPTOR 22:COMM. TERMINAL
221 <
423 Vand
424 APP.
Cl. PRO. DATA :
SEN/REC
222
721 21 g22| |
S. KEY ENC. COND COMM.
' ' ' CONT.
MEM. MEM. COND. JUD.




same as ones shown in the block diagramof Fig. 22. I n the cipher
managi ng domain A, the key nanager 71 generates the common session key and
a plurality of the local keys to distribute themto each of the

encryptors 81 - 83 and 51 belonging to the cipher nmanaging donmain A. The
common session key is distributed to the key managers 72 and 73. The key
manager 71 periodically generates the |ocal key and updates the |ocal key
of each encryptor. The key er 71 sets the encryption
condition in the encryption condition nmorizing units 811 - 831 of the
encryptors 81 -. 83 by the encryption ndi t o, setting unit 62. The port
condition is set by the port conditi’?ri e,tJaigg unit 63 of the key nmanager
71 and is nenorized in the port condition nmenorizing unit 921.

Al'so in the ciplper managi ng donains B and C, the key managers 72 and 73
periodically generaf.eaqnd update the |ocal keys for using in each donain.
The common ses$on key distributed fromthe key manager 71 is used in the
ci pher managi ng| donmai ns Bgan! ey nmanagers 72 S
encryption condftion WPEQ%@YE%)F{( ZQ!@O\W' eT‘EFﬁ\'/’I'I?\IAL
] S. KEY MEM. ~ 1 2
. 413 APP.
CIPHER PRO. ~
414 212
DATA SEN/REC ~ i
8 COMM.
11
CONT.
ENC. COND. MEM. . |7~
812
COND. JUD. ~
P, 82b:ENCRYPTOR 22:COMM. TERMINAL
\—_\
S. KEY MEM. ~ 721 221
493 APP.
CIPHER PRO. ~ -
424 ‘ 222
DATA SEN/REC ~
COMM.
821
CONT.
ENC. COND. MEM. r~
822
COND. JuD. - and




condition where the | ocal
In the encryptors included in each
82 donmi n which the key managers bel ong to.
procedure of generating and distributing the common session key of the key

ase,

nmanager

71.

key and the conmmon session key are indicated to

In a first procedure,

keys,

32 are predeterm ned as the common session keys 1 -
managi ng donmai ns A and B.

key manger 71 generates 32 session kéy§38

uni t
uni t

32 wites the 32
31 at the above (1)

whose nunbers are 5,

The following is a

3 between the cipher

8,

(1) The session key generating unit 31 of the

nunbers are 5, 8 and 32 as

m———
__ 51

e — . — . —y
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"not permtted" ("x" in the figure) in the session key table 64. Further,
the session key managing unit 32 wites "conmmon (A, B)" indicating to use
t he conmon session key for ciphertext conmunication between the cipher
managi ng domains A and B in the attribute colum for the key nunbers of 5,
8 and 32. (3) The session key managing unit 32 encrypts the conmon
session keys 1 - 3 by the session key encrypting unit 34 and sends the
encrypted conmon session keys to the key manager 72 of the cipher nmanagi ng
domain B by the session key sendi ng?Urft 35.

83 (4) In the key nmanager 72 of 3&3 iz? managi ng domain B, the
session key receiving unit 65 receiVe R ncrypted conmon session keys 1
- 3 sent fromthe session key sending unit 35 of the key nanager 71. The
session key managing unit 32 of the key manager 72 sends the received

encrypted common sessign RYERYPPORNE sgssi on key
o~ CIPHERTEXT PORT

DIRECTION
(ouT)

) PLAINTEXT PORT

20: COM. TERMINAL

Fig.21
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22

23

DIRECTION
(OUT)
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decrypting unit 66. The session key decrypting unit 66 decrypts the
encrypted common session keys. The session key nmanaging unit 32 of the
key manager 72 sets the permssion flags for the keys of 5, 8 and 32 as
"not permtted" ("x" in the figure) in the session key table 64.
Further, . the session key managing unit 32 wites "comon (A, B)"
indicating to use the commpn session key, 5 r ci pher communi cati on between
t he ci pher managing donmains A and B in %ﬁe attribute columm for the key
nunbers of 5, 8 and 32. [If the co n.s on keys have been already
witten for key nunbers of 5, 8 an Zéi?he session key table 64 of the

key manager 72, thpLAp®MMDN SE€SS|,0 are updat ed. (5) The session
key generatingporfit 31 ob*(h?*géY &W& 72 generates the | ocal key for
ci phertext cofmupication in |tsng1C|pher agi ng domaln. | The session
key managi ng ufit 32_MLLLg§_LQ§JéeSS|on y~?§ nerated,bwaﬁhu sessi on key
generating uniy 3fL]as the loca |key in colu S, $e perm ssion
flag S. KEY GEN. S. KEY MANWn s. @
START DET.
34
—! | s.key encr.| | s.keY sen. | | COM- TERM. /0
- G. MEM. DEVICE
ENC. COND. SET. P. COND. SET.
_ 81:ENCRYPTOR 20:COMM. TERMINAL
A1 412
~ 201
S. KEY DEC. S. KEY REC. .
413 | APP. '
414
|~
¢l PRO. :2::/?&50
2
o, 711 811 812 Pond 02
S. KEY ENC COND/J < COMM.
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84 indicates "permtted" (" [err]"” in the figure) in the session key table
64. The | ocal keys of the key managers 71 and 72 are distributed to the
encryptors in their own ci pher nmanaging domains as well as the above
enbodi nment . Anot her procedure of generating and distributing the
common session key of the key manager 71 will be explained bel ow.

"Common session key 1" is defined as the commbon session key for ciphertext
conmmuni cati on anong the ci pher nanad@2i38 domains A, B and C. " Conmon
session key 2" is defined as the comon session key for ciphertext

.comuni cation between the cipher managi ng donmains A and B. "Common session
key 3" is defined as the conmon sejE? 52 for ciphertext conmunication
bet ween the cipher nanagi ng donain Aggn ~ "Conmon session key 4" is
defined as the common session key for ciphertext comrunication between the
ci pher managi ng domains B and C. 1In this case, the key manger 71
generates the common session keys 1 - 4 and distributes the combn session

BASIC PASS 1 :APP.(ALL), ---KEY A
SPE. PASS 0 :DEST. IP ADD. (ALL)
& .
APP. (MAIL), ---TRANSPARENT

SPE. PASS 1 :DEST. IP ADD. (COM. TERM. 26)

&
APP. (AP 11)

& i
DIRECTION (OUT), ---KEY B

5

811:ENCRYPTION COND. MEM.



keys 1, 2 and 4 to the key manager 72 of the cipher nmanaging domain B. The
common session keys 1, 3 and 4 are distributed to the key nmanager 73 of

t he ci pher managi ng domain C. In the above first procedure, the
key nunbers of 5, 8 and 32 are predeterm ned as the key nunbers for

85 registering the common session keys using between the key managers 71
and 72. Wi le, according to the second procedure, four arbitrary session
keys, for exanple, are selected as thgmggmon session keys from 32 session
keys generated by the key manager 71 and t he pernlsS|on flags
corresponding to the sel ected session keys are set as "not permtted".

The key nmanager 71 indicates which Tgo ssion key is used for

ci phertext communication anong plural managi ng donains in the
colum for attribute of the session key table 64. The key manager

PORT 1
: B. PASS 1:APP.(ALL), ---KEY A
PORT 2
B. PASS 2 : APP.(MAIL), --. TRANSPARENT

S. PASS 1 :DEST. IP ADD. (COM. TERM. 26)
& APP. (AP 11)

& DIR. (OUT), --.KEY B
PORT 3
B. PASS 3 :APP,(AP22)
& DIR.(IN), ~---KEY A

S. PASS 1 :DEST. IP ADD. (COM. TERM. 26)
& APP. (AP 11)
& DIR. (OUT), --- KEY B

S. PASS 2 :DEST. IP ADD. (COM. TERM. 28)
& APP. (SPPR), ---KEY C

5

921: PORT COND. MEM .



71 distributes the key nunber, the common session key and the attribute
i'nformation to the key manager of correspondi ng ci pher managi ng domai n.
The key nmanager, where the above information is distributed, wites the
common session key in the colum of distributed key nunber, sets the
correspondi ng perm ssion flag "not permtted" and indicates with which

ci pher managing donmain to share the connDn session key in the colum for
the attribute of the session key table The conmon session keys can be
di stributed and nanaged in the above ;%H 8 After the conmon
session keys are distributed to the cipher managi ng domains B and C, each
of the key nmanagers 71 - 73 sets the encryptiog condition and the port
condition in the encryptor of each own ci pher

86 managi ng donain by the encryption condition @pttlng unit 62 and he
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encryption condition and the port condition including the basic pass
condition and the special pass condition are set in the same way as the
above enbodi nent . Fig. 37 shows anot her exanple of network system
where the | ogical groups are forned beyond each ci pher nmanaging domain in
case of setting the encrypting condition and the port condition using the
common session keys 1 - 4. ok i cal group 1", where ciphertext
comuni cation is performed using "co n session key 1" for

encrypting/ decrypting data, includes the communication termnals 2c, 2d,

2h and 2k. "Logical group 2", where ciphertext communication is perforned
usi ng "common session key 2" for encrypting/decrypting data, includes -
the conmunication termnals 2a, 2b and 2f. "Logical group 3", where

ci phertext comunication is perforned wusing "comobn session key 3" for

encrypting/decrypting data, includes the comunijgat+on-—terrral s—2d 21

and 2m  "Logi cal ngLip_A.L'_JAerLC.i.Lh.GLL,eXt comaﬁ hon_is__perforjmed
k

usi ng "conmon sessi on key 4" n /decryE§ data, ifnclgyde's t he
communi cation ' - ~—4 fc Nt
0 ' l
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LOG. GROUP 2
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termnals 2e, 2f, 2j and 2k. In this way, the common session key is
shared anong a plurality of the cipher

87 managi ng donmi ns, each of which has its own session keys, thus |ogical
groups can be newy forned including plural conmunication term nals beyond
the ci pher managi ng domain, where each communication term nal bel ongs.

As descri bed above, according to the fourth enbodi nent of the invention, a
network includes a plurality of cipher nanagi ng donmai ns having the key
manager, the encryptor and the commuri®3a8ion terninals. In each cipher
managi ng domai n, the key manage erates the |ocal key _and nmanages

ci phertext communication ing¥de of i{sown cipher mangg i n. Anong
the comunication term na's, each of whi¢ch bel ongs t ci pher
managi ng domai n, ciphert@éxt conmunication\can|be pefforned by shaxing the

conmon
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session key by plural communication termnals and setting the encryption
condition and the port condition using the comon session key. Information
of the destination IP address, the application, conmunicating direction
and the session key can be set in the basic pass condition and the
speci al pass condition, thus the |ogical groups can be fornmed by the
plurality of the conmunication termnals beyond each ci pher nanagi ng
domai n. The cryptosystem of the enbggisgent increases the security of the
system and increases the convenience of the user because ciphertext
communi cation can be perforned by setting theddestination

88 | P address, the application and=the connud+cat|ng direction with the
common sessi on key. Vi ng thg§ d&s i bed several parti cul ar
enbodi ments of the present intgbtﬁgn varlpu§3 alterations, nodifications,

and inprovenents wlb readily m
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occur to those skilled in the art. Such alterations, nodifications, and

i hprovenents are intended to be part of this disclosure, and are intended
to be within the scope of the present invention. Accordingly, the
foregoing description is by way of exanple only, and is not intended to be

limting. The present inventionis Ilimted only as defined in the
followng clains and the equivalents thereto.

89 WHAT IS CLAIMED | S: 1. A cryptosystem conpri si ng: a
plurality of groups of conmmuni cati on %8&&i nal s; a plurality of

encryptors, each of which corresponds to at | east one of conmunication -
termnals, and each of which conpri FEg gaa session key nenorizing unit
for nmenorizing at | east one session'k gf ncrypti ng/ decrypti ng

501: ENCRYPTOR

) \/\ ,ClPHERTEXT PORT

DIRECTION
(OUT)

PLAINTEXT PORT

ENCRYPTOR CONNECTED TO LAN



comuni cation data sent/received by the communication termnal which

bel ongs to each of the plurality of groups; (b) a cipher processing unit
for encrypting/decrypting the comrunication data using the session key;
and (c) :a data sending/receiving unit for sending/receiving the

conmuni cati on data processed by the cipher processing unit. 2. The
cryptosystemof claim1l, wherein each of the plurality of encryptors
further conprises a node switch for setting a communicati on node wherein
the communication node is one of a AB8 that communication data is
encrypted/ decrypted by the_session key and a node that conmuni cation data
is not encrypted/decrypted by the session key. 3. The cryptosystem
of claim2, wherein each of the plurality of encryptors further conprises:
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90 an encryption condition nmenorizing unit for nenorizing an

encryption condition of the comrunication data; and a condition
judging unit for judging that the comunication data is to be
encrypt ed/ decrypted based on the encryption condition. 4. The

cryptosystemof claim3, wherein the encryption condition is set based on
at |l east one communication term nal being a conmunicating partner. 5.

The cryptosystem of claim 3, wherein IH88 encryption condition is set based
on an application program which processes the comunication data. 6.

The cryptosystem of claim 3, wherein the encryption condition is set based

on a comuni cating direction. 7. The cryptosystem of claim 3,
wher ei n: the session key nenorizing unit nenorizes a plurality of
sessi on keys; thQuencryptlon condjtion indicates a session key to
be used for encrypting the-codqurlfatlon data\\1 ﬂ/
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the condition judging unit determ nes which one of the plurality of
session keys to be used for encrypting/decrypting the comrunication data

based on the encryption condition. 8. The cryptosystem of claim3
further conprising a 91 key nmnager
i ncl udi ng: a communi cation term nal group menorizing unit for

menori zing the groups of conmunication term nals; and a session

key generating unit for generating tRP&/3&%ession key for each of the groups
and outputs the session key to each of the groups of the conmmuni cation
termnals nenorized in the conmunication termnal group nenorizing unit.
9. The cryptosystem of claim8, : g*herein t he key nmanager
further includes a valid/invalid sett*ngSQ1;L 1or setting the
valid/invalid
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information show ng validity/invalidity of the node swtch of each of the
encryptors and sending the valid/invalid information to each of the
encryptors; and wherein the encryptor further conprises a
validity/invalidity judging unit for judging that the conmunication data
is to be encrypted/ decrypted based on the node switch and the
valid/invalid information. 10. The cryptosystem of claim8, wherein
the key manager further includes an edA3¢ption condition setting wunit for
setting the encryption condition and sending the encryption condition to
the encryptor to nenorize in the encryption condition nmenorizing unit.

11. The cryptosystem of claim8, wherein: t he key nmanager

further includes a session key 92
encrypting unit for encrypting the session key generated by the session

key generating unit and a session key
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sending unit for sending the session key to the encryptor corresponding to
t he group nenorized in the conmunication termnal group nenorizing unit;
and wherein the encryptor further conprises a session key
receiving unit for receiving the encrypted session key sent by the session
key sending unit of the key manager and a session key decrypting unit for
decrypting the encrypted session key. 12. A cryptosystem conprising a
plurality of cipher managing domains, gggh of which includes one of a
plurality of key managers, at |east one encryptor'and at |east one

comuni cation termnpal— - __wherein_each of the plurality of key
managers conprisegfa session kéy\gen rating unit_?jr eﬁEFafFﬁﬁ'a'“jession
key to be used for|fts own cipher |ngrfagi ng donai n; sher ei nlone of
t he sessi'on key gefferating unit oft |tthe plurality o

a comon sessioge Key for the othgr |key managers tob
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13.
i Acl udes:-

menori zing unit for
encrypting/ decrypting the

communi cati on

t er m nal

encrypting/ decrypting

data sending/receiving unit for sendi 3¢/38ecei ving

menori zi ng at

The cryptosystem of claim 12, wherein:

conmuni cat i
(b) a cipher

the communi cati on data using the session key;

t he encryptor
93 (a) a session key

| east one session key for

on data sent/received by each
processing unit for

(c) a
t he conmuni cati on data

processed by the cipher processing Nt; (d) an encryption condition

menorizing unit for
communi cati on data; and

menori zing an

(e) a conditi

Eg}g' condition for encrypting the
judging unit for judging that the

comuni cation data is to be encrypted/ decrypted based on
P 71:KEY MANAGER

31
_ 482 /33
S.KEY GEN. S.KEY MAN S. KeY
START DET.
3
P 4 35 /37
S.KEY ENCR.| | S.KEY SEN COM. TERM.
G. MEM.
62
/J
ENC. COND. SET. P. COND. SET.
64
—~ \”\63
S. KEY TBL.
COMMON S. KEY
s T2.KEY MANAGER
31
S.KEY GEN. S. KEY MAN S. KEY
START DET.
3
P 4 35 437
S.KEY ENCR.| | S.KEY SEN COM. TERM. =
G. MEM.
6
62
ENC. COND. SET. P. COND. SET.
/64 \’\
S. KEY TBL. 63
65
_ %6
S. KEY REC. S. KEY. DEC.




t he encryption condition; wherein the key manager further
includes: (a) a session key table for nenorizing a plurality of the
sessi on keys generated by the session key generating wunit; and (b) an
encryption condition setting unit for sending the encryption condition to
the encryptor to nenorize the condition in the encryption condition
menorizing unit. 14. The cryptosystem of claim 13, wherein the
encryption condition includes at Ieasgsﬁﬁe speci al pass condition for

i ndi cating the encryption condition for a

94 special comuni cation data, and a basic pass condition for al

communi cati on data except the specijE" 0 y cation data matching the
speci al pass condition. 15. Th Jé;pgsgﬁéten1of claim 13, wherein the
encryption condition is set based on an application

KEY No. I': EEG KEY ATTRIBUTE
1 O LOCAL KEY 1
2 o) LOCAL KEY 2
3 o) LOCAL KEY 3
4 O LOCAL KEY 4
§ x COMMON S. KEY 1 | COMMON(A,B)
§ x COMMON S. KEY 2 | COMMON(A,B)
30 o) LOCAL KEY 28
31 o) LOCAL KEY 29
32 X COMMON S. KEY 3 | COMMON(A,B)




program whi ch processes the conmuni cation data. 16. The cryptosystem
of claim 13, wherein the encryption condition is set based on a

comuni cating direction. 17. The cryptosystem of claim 13, wherein:
the encryptor menorizes the plurality of session keys in the session key
menorizing unit and wherein the encryption condition indicates
whi ch session key to be used. 18. G/gge cryptosystem of cl aim 13,
wherein the encryption condition is sé% ased on at |east one

conmmruni cation termnal of a conmmunicating partner. 19. The
cryptosystem of cl ai , -wherein the.encryptor _includes: (a) at_|east
one port for connegfing one of theg onmuni_cati on tern key o
manager; (b) agpofft conditioameWorijzing unit for & zi ngEthe st
pass condition d|'t he spe - J}HﬁﬁfTTﬁTTﬂ?ﬁ}-Q r{’ condl f rggach
port. 20. iﬂe cryptogystem o aim 19, mhereiT ] I y
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95 manager generates the port condition and distributes the
to the port condition nenorizing unit of each encryptor.

|, —~/
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Fig.38 RELATED ART
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Fig.39 RELATED ART
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