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900
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I standby letters of credit
fable Shic {

shicNo:string;

sbicType:string;

issueBankCode:string;

beneficiaryBankCode:string;
maxAggregateSum:Balance;

maxAggregate SuminWordstring;

principatstring;

borrower.string;

expiryDatefime: ulong = 0; expity daletime, utc time
effectiveDatetime: ulong = 0; // sbic effective datetime utctime
remainAggregateSum:Balance;

fotall canAmount:Balance;

actionNolist: [ShicActionNo};

status: string; }

FIG. 5
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1500

Recelve, from 2 computing devics associated with an applicant, an application of 3
guaraniee mada by al least 2 first quarantor to a bensficlary, whereln the application 1502
includss information asscclaied with an identily of the applicant, an identily of the 1
beneficiary, and one or more predelermined condifions of executing the guaranies

A

Generate a digitel vars_ian of thg guaranteg ba_sed on the information 11504
included in the application

v

Encrypt the digital version o generate cypheriex of the quarantes 1-1506

Generate one or mare zero-inowledge proofs (ZKPs) refsted to one or more 1508
values associated with the guarantes 1

A

Send the cyphertext of the guarantes and the one or more ZKPs Io a blockehain
network fo slore the cypheriexd of the guarantee on 3 bockehain, whevein the cyphertext
of the guarantae is stored on the blockehain through consensus of blockehain nodes of 11510
the blockchain network after the ane or more ZKPs are successhaly verified
by the blockehain nodes

FIG. 15
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j ;3()0
Receiving module 1-1602
Generating module 1-1604
Encrypling module 1606
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1700

Receive a cyphertexd of a digital document specifying a guarantee from a fisst computing

device associated with afirst guarantor and one or more zero-knowladge proofs (ZKPs)

related fo one or more vaiues associaied with the quarantes, wherein the guarantes s 27 1702

made by the first guaranior to a beneficiary, and the digital document specifies one or
more predetemmined conditions of executing the guarantes

Verfy that the one or more ZKPs are comact 11704

Upon vertfying that the one or more ZKPs are correct, store the cyphertexttoa | 4706
blockchain based on performing a consensus algorithm |

Receive a first message from a second computing device associaled with a beneficlary
or a represeniative of the beneficiary, the first message including an 11708
acceptance of the guarantes by the beneficary

Update & staius of the guarantee o indicate that the guarantes has been 1710
accepled by the beneficlary '

FIG. 17
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;SGQ
Receiving module 11802
Verilying module 1-1804
Storing module 1-1806
Updating module 1-1808

FIG. 18
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1900

Receive a cypheriext of a dighal document specifying a guaraniee and one or more zero-knowladge proofs

{ZKPs} related to one or more values associated with the guarantee, wherein the guarantes is made by at - 1802

leasi a first guarantor to a beneficiary, and the digital document specifies one or more predetermined iy
condifions of execufing the guarantee

¥

Vertfy the one or more ZKPs

!

Upon successfully verifving the one or more ZKPs, store the cyphertext fo a blockehain based on s 1906
performing a consensus algorithm

i

Recaive a drawdown request of the quarantes from a first computing device sssociated 178 19 08
with the beneficiary or a representative of the beneficiary

i
Store the drawdown request to the blockehain based on performing a consensus algorthm 1 1910

!

Deliver a first message about the drawdown request fo a second computing device associated ~1912
with the first quarantor i

X

Receive a second message from e second camputing device associated with the fist uarantor indicating 1914
that the first guarantor agrees fo make a payment fo te beneficiary acconding {o the guarantee ’

¥

Update & status ofthe guarantee siored in the blockehain to indicate that a drawdown request of the 1916
guaranise has been processed by the first guaranior ’

!

Deliver a third message to the first compuling device assodiated with the beneficiary or the representative 1018
of the beneficiary indicaling that the first guarartor agreas fo make te payment to the 2
beneficiary according fo the quarantee

¥

Receive a fourth message from the first computing device associated with the beneficiary or the representative ~1G20
of the beneficlary indicaling that the payment from the first guarantor has been received by the beneficiary

i

Lpdate a stalus of the guarantee stored in the tlockchain fo indicate that the payment of the quarantee 1922
has been received by the beneficiary ’

11904

FIG. 19
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4
Receiving module 2002
Verifying module -2004
Storing module 1-2006
Delivering module 1-2008
Updating module 1-2010

FIG. 20
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2100

Raceive & cypherfext of a digital document speciiyving a guarantes and one or more zerc-knowledge proofs

{ZKPs) related to one o more values associated with the guarantes, wherein the guaraniee is made by &t = 2102

least a first guarantor to a heneficiary, and the digial document specifies one or more predetermined y
condifions of executing the guaranice

Verify the one or more ZKPs L 2104

Upon successfully veriiying the one o more ZKPs, store the cypherfext to a blockehain based on e 21 Gﬁ
performing a consensus algonithm i

Raceive a first message from a first compufing device associaled with the beneficiary or a representalive e 2108
of e beneficiary indicating there is ro outstanding ciaim for the quarantee !

Send a second message to a second compuiing device associated with the first quaranter to confirm that i 21 7@

the first guarantor is discharged from undertaking payment under the quaranies
Receive a third message from the second computing device associated with the first quarantor requesting | e 2112
asiatus of the guarantes to be changed to expired
Updale the status of the quarantes stored in the blockchain to indicate that the guarantes has expired e 2114

FIG. 21
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f.;?OO
Receiving module 12202
Verifying module 1-2204
Storing module L2206
Sending module 1-2208
Updating module 12210

FIG. 22
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2300

Receive a first cyphertext of a first digital document specifying a guarantee from a first computing device
assochted with af least a first guaranior and one or more zero-inowledge proofs (ZKPs) related fo one or 2302
more vaiues associdled with the guarantes, wherein the quaranice is made by the at least a first guarantor -
1o & beneficiary, and the first digital document specifies one or more predetermined
conditions of executing the guaraniee

h:

12304

Verify that the one or mose ZKPs are coregt

Upon verfy that the one or more ZKPs are corredt, storing the frst cyphertext fo a blockehain based 2106
on performing a consensus aigorithm i

A4

Receive 2 first message from a second compiding device associated with a beneficiary or & representative s 2 108
of the beneficiary, the first message indluding a request to modify the guarantee 1
Send a second message about the request to modify the guarantee to he first computing device 1 2310
Receive from the first computing device a second cyphertext of a second digital document specifving the
puting VD i GOCUMeEN Spediiying /,2312

guaranise, the second digital document represanting & modifisd version of the fiest digital document in
which the modification was made based on the request

FIG. 23
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2400

7
Receiving module 1-2402
Verifying module 1-2404
Storing module 1-2406
Sending module 1-2408

FIG. 24
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2500
Receive a cyphertext of a digital document specifying a guarantes fom a first computing device associated
with atleast 2 first guarantor and ong or more zero-knowlsdge prooks (7kPs) related to one o more values ) 5 G /)
associated with the guarantes, wherein the guarantes is made by the ot least a first guarantor o a -
beneficiary, and the digital document specifies one or more predefermined
gondifions of execufing ihe quarantes
Verify that the one or more ZKPs are comrect 1 25@4
Upon verifying that the one or more ZKPs are correct, store the first cyphertext to a blockchah | e 25@6
based on perfurming a consensus algurithm
Recelve & first message from the first computing devics asscolated with the at least a first quarantor, the | e 2508
first message including & request to cancel the guaraniee
Store the request o cancel the guarantee in the blockchain 1 4 257 G
Send & second message to 8 sacond compfing device associated with the beneficiary or a representafive I’s 2512
of the beneficiary, wherein the second message includes the request to cancel the quarantee
Receive a third message from the second computing device associated with the bereficiary or the 9514
representative of the beneficiary, wherein the tird message includes a confirmation thet the 4
beneficiary accepts cancefiation of the guaraniee
Updale a status of the guarantes siored in the blockchain fo indicate that the guaranies has been canceled 1 257 6

FIG. 25
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2600

7
Receiving module 1-2602
Verifying module 12604
Storing module 1-2606
Sending module 1-2608
Updating module 1-2610
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receive, by a blockchain nods of a first blockehain network, a cross-chain request for relaying a cyphertext
of a digital document to a second blockehain natwork, wherein the cross-chain request is sent from a first
computing device associated with a first guarantor, the digital document specifies a guaraniee from the first - 27{}2
guarantor and one or more predetermingd condifions of execufing the guarantes, and whersin the quarante .
is made by the first guarantor to 2 beneficiary, and the digtal document specifies one or more
pradatermined condtions of executing the quarantee

3

store the cross-chain request and the cyphertext o a first blockehain associated with the first s 2 7@4
Blockchain network based on performing a consensus aigorithm ’

X

recaive a message from a second computing devics for relaying information between the first blockchain 2?@6
nework and the second blockehal network, the message includes a confrmation that the guarantes s -
accepted by the beneficiary and stored on a second blockchain associated with the second blockehain network

A4

12708

update a status of the quaraniee to indicate that the guarantee has been voided on the first blockchain

FIG. 27
2800
s
Receiving module 1-2802
Storing module 1-2804
Updating module 1-2806
FIG. 28
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