22 June 2005 1 | NFORVATI ON PROCESSI NG METHOD, | NTER- TASK COVMUNI CATI ON
METHOD,  AND COMPUTER- EXECUTABLE PROGRAM FOR THE SAME BACRGRORROCHDF THE

| NVENTI ON The present invention relates-to an information processing

met hod, a secure inter-task comunication. nmethod on an operating system
and a conput er-executabl e program for the sane. Mre specifically, the
present invention relates to an information processing nethod wherein a
processor executes. tasks using nemery er other such hardware resources,
particul arly having a configuration wherein one or nore tasks operate
under an environment provided by an operating system and mherein, in a

configurati o gﬁﬁg? SME% a t %&?nﬁhi PN the
operating system ﬁ@N opera%lng Sys %ﬁ%sggﬁfw¢§fé§gcu es. app catlon

programs desgireed iyt %M%Raﬁ&hbgmmn%g%ms SORM %H ensmt ask

communi cation nethdd on an opérating system erein, Inthe configuration
of an operating system and tasks executed on ‘the operating system the
security level of tasks thenselves and whether or not there is a security
nmode spesafkeroetint b2 Tk "eneENtreRsni tting and receiving on the task side
are judged at the operating systemside, and in the event that there is

security, a com@npeedsmt WMvdntieR r&labdait®dan information

processing method, a secure inter-task communication method
on an operating system, and a computer-executable program
for the same. N | |
More specifically, the preseht invention relates to an
infdrmation processing method wherein a processor executes
tasks using memory or other such hardware resourcés,
pérticularly haviﬁg a configuration wherein one or more
tasks operate‘ﬁnder an environment provided by an operating
éystem, and wherein; in a cbnfiguration with an opgrating
system and multi—téské existing on the operating system,'the
operating sfstem securely executés‘application pfograms.
described in the task portions; and to a.sécure inter—tésk
communication mefhbd on an opefatingﬁsystem,_Wherein, in the
COnfiguration'of ﬁn operating system and tasks exééuted on
_ the operating syétem, thé security level of tasks themselves
and whether or not there is a security mode specified at the
time of transmitting and receiviﬁg,on the task side are
judged at thé 0perating system side, and in the event that
there is security, a_communicétion.wdrk'area is obtéined

- from a memory area regarding which access thereto is




froma nmenory area regardi ng which access theretois. 22 June 2005 2
restricted, and the contents of transmssion are enci pher@duneg@b f urt her-
to a conputer-executable programfor realizing the above nethods on a '
conputer. Recently, conputing technol ogy such as information processing
and informati on comuni cation has inproved greatly, and conputer systens
have cone t-o be commonpl ace. Conputer systens general ly execute various
types:-of conputation processing under2t-he control of an operating system:
Wth recent operating systens, a mechani sm capabl-e of sw tching between
and processing nmultiple progranms such that several jobs can be worked on

in paral ' ' tip t i ng! . 1s ibe ] I rat Systens
mul tipl etgéﬁg%%ﬁgc}'e arrl?éj&éo%l}%es, V\(AL’:I?%% %fe‘plgc %%yl&%,%@éw rt'ual _
manner, L 1Gd : LAt : ~ i, it requests
of each AP R A P B i e i B et

Applicat{Re 1A ikethods Noh 2 Q%% , di scl oses an information

processi ng nethod which allows nutual verification between a reproducing

device and a deddrRIIGEe oty GRciAdGuwdh Y tindastdtion -
configuration for each of the contents being reproduced on the feproducing

devi ce. pgrédedsing H&Y, idft¥rmation communication has improved .

greatly, and computer systems have come to be commonplace.
Computer systems generally execute various types of
computation processing under the control of an operating

system.

With recent operating systems, a mechanism capable of
switching between and processing multiple programs such that

several jobs can be worked on in parallel, i.e., "multi-

 tasking", is becoming common. . Opérating systems multiplex
hardwafe resources, which are actually finite, in'é virtual
manne;, and efficiently appropriate the hardware resources

- to the requests of each of the programs.

For éxample,-Jépanese Unexamined Patent Application

Publication No. 2000-48483 discloses an information |
proceésing method which allows mutual verification between a
reproducing device and a data processing device, enabling a

- multi-tasking configuration for each of the contents being

| reproduced on the'réproducing device. Thét is to say, the
reproducing device reads out data-stored in a storing medium
with an identification ID from thé data‘processingrdevice

according to requests from the data processing device, and



reprodu0|ng devi ce reads . out data stored in a storlng medium with an _
identification ID fromthe data processing device accor@?ﬂ@“?GOQ%questS'
fromthe data processing device, and 22 June 2005 3 perfornms a plurality
of enciphering and verification jobs by tenporarily storing an '
intermediate key INT KEY in a selective and tine-divided manner, and al so
performs time- division sending. Al so, the data processing deV|ce deals -
with multiple sets of data requested-by'the time-division processing. in a
sel ective and tine-divided manner by tenporarily storing paraneters for a
plurality-of deciphering and verification jobs by identifiers returned

fromthe c éggg i on
CpEEROAI) LRIy P RET eI AR DL GRCTon fad 34/

tasks ¢ S 0 time-division proCessing;

However téﬂgotafgxmwnﬁ 016 SHi Pkt ke dese rPeCkey N hi S Publ i cati on

only perforns mut ual verification between:thée devices, and nutual

verifi cagbpéct v@0ind PEIRELdBH ddY tinf@se Aid e Perrmsaiiee at the
time of -activating a task or froma task to the operating system In the

event thaividtokesaedimpr t i MseNtidaldas prides Ppimy idedidandrpardent |y, or
in the event that a part of the tasks have been created by a third party,
there i swj:nm vimyl t Dpl & st scet hitd heedissitads byeltilad | teinserdl ivails ithn
processing in a selective and time-~divided manner by
temporarily storing parameters for a plurality of
deciphering and verification jobs by identifiers réturned
',from the reproducing device, and performs enciphering and
Verification tasks corresponding to the plurality of sets-of
time-division processing:

However, the information processing method described
in this Publication only performs mutual verification
between the devices, and mutual verification is not
 pe;formed in the éase of requesting a service at the time of
activating a task or ffom-a task to the operating éystem.

In the event that the kernel portion and the task are
provided independently, or in the event that a part of the
tésks'have been created by a third party, there is no way to
know whether. the task is reliable and valid.

That is to say, there are cases ﬁherein application
'prograns described in the task portion cannot be executed
securely as viewed from the operating system.

. ‘Also,.with_nofmal arrangements for inter-task

communication on operating systems, there has been no memory




That is to say, there are cases wherein application prograns described in
the task portion cannot be executed securely as viewed g?owm?ﬁgo%perating.
system Al so, with normal arrangenents for inter-task comunication on
operating systens, there has been no nenory 22 June 2005 provided for
hi di ng or concealing the contents of data being exchanged, so the contents
can be read out and witten to by software nodules created by a third
party. A nechani sm capable of realizgng inter-task comunication (e.g.
mai | ) according to whether or not security has been set by the
transmtting side task has been invented to deal with this, in order to
realize secre dat being sent vja the operating system For, exanple,
R neer pat 3%

JapanesePti&k h?g | FEET O Pu ?c%???ﬁp qﬁ%i%¥jﬁéscrlbes
an inter ocess ni cation nethod .having,a secu vel ed upon
the. assTRGETBRS®r 20 ntaF coar it rocrtll &% yrp% e AR 55

this PUb|I%€t 20 a&i lggscgkégcgﬂgynll%ﬂfga 2\ trusted server, eqU|vaIent
"to a verPTrcation office necessary ou EeF&Yrhe operating system

SUMVARY OF THE, | NV E{%%q%lrgergfs r%falt r}ﬁrg{ﬁ%}% i vsq<_nt| on provide an
i nformation pl’OCESSI ng et aving a con ration Tor one or nore tasks
to Operaé@rmf‘dﬂgféa@fbr?nyé .ré’.”,”%'f&llw %Vd&%lt}Yg to whether or not
security has been set by the transmitting side task has been
invented to dealwith this, in order to realize secrecy of
data being sent via the operating system.
For example, Japanese Unexamined Patent Application
Publication No. 08-106441 describes an inter-process
communication method having a security level based upon tﬁe
assumption of a micro-architecture type operating system.
However, this Publication also has a problem in that a

trusted server, equivalent to a verification office, is

necessary outside the operating system.

SUMMARY OF THE INVENTION

Embodiments of the present invention provide an
inforﬁation processing method having a configuration for one
or more tasks to operate under an environment provided by
the operating system.

Embodiments of the present invention provide an

information processing method wherein, in a




t he operating system Enbodi nents of the present invention provide an

i nformati on processing nethod wherein, in a 22 June 2005 22-Jupe 2005
configuration with an operating systemand nulti-tasks existing on the
operating system the operating system securely executes application
prograns described in the task portions. Enbodi ments of the present
invention also provide a secure inter-task conmunication nethod on an
operating system realizing access +e5t+ ctions and enci phering of

transm ssion contents by the operating systemitself with hardware for the
transm ssion contents body instead of having a verification office outside
of the operating ,syste t her eby gi ving consideration to assenbly usage,
enablinﬁgPﬁﬁggﬁgEﬂoge%+€%ya?cﬁp? éﬁnq Fﬁﬂhﬁﬁﬁié@&%Qﬁi$a3%§ving security
by providing.a security level.to task whigch erform key operation,

encrypt FohS TS SBct BheTPRES GhierS Ent SBny i PO riRert= Wi &1 ¥e Frbeessi ng of
tasks a o] it | evel exist together, .further, enapling the
'securit§8€%€%F§t%§%§§§%%1|@%%ﬁﬁﬂﬁ%fW§§Fcpgﬁ a§E§C§ﬁgeFo%naF ?hga?gne of

actival?ggkigﬁ§q-task conmmruni cation services, and enabling access
restrictions to the content body of inter-task comunications by the

conmbi nation gfpB89%Nents of the present invention also provide a

secure inter-task communication method on an operating

system, realizing access restrictions and enciphering of
transmission contents by the operating system itself with

hardware for the transmission contents body instead of

having a verification office outside of the operating
system, thereby giving consideration to assembly usage,

enabling increased secrecy for inter-task communications

having security by providing a security level to task which
perform key operation, encryption, and deciphering under an
environment wherein processing of tasks according to security
level exist together, further enabling the security level to
be individually set for tasks and for at the time of
activating inter-task communication services, and enabling
access restrictions to the content body of inter-task
communications by the combination of both.

According to a first aspect of the invention, there
is provided an information processing method whereby one
or more tasks are executed under an executing environment

provided by an operating system, said method comprising:



According to a first aspect of the invention, there is provided an

i nformation processing nmethod whereby one or nore tasks 22rk&nexX@@uit ed under
an executing environment provided by an operating system said nethod
conprising: 22 June 2005 - 6 a 'step for executing nutual verification
between said operating systemand a task at the tine of said task
requesting service of said operating system wherein said nutual
verification step is perfornmed by usi Ag-data created by enci phering
predeterm ned data with key information used for a first nutual
verification as an execution key for a second nutual verification, and
wherein said second mutual verification_.is perfornmed follow ng said first
nmutual  veri f Pcah. TRE FUTRELRE Rus¥edn e Gatoror neeprasent
invention, there is provided an infornation processing nethod ereby one
or or $ AL IPEF et ERECTVEH tnd! dh ' BER AT nEhe chYRPoRfee St GATed by an
operating s steq& t he netho% cQ risigg%.a steg for tge operati.ng system
to veﬂﬁéb%i§%%% PaEE€Y<6n° PR F 1%t FORCRBY HEFE Sy 37T ask; a
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wi th the nutual "veri re
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for a first mutual verification as an execution key for a
second mutual verification, and wherein said second mutual
verification is performed following said first mutual
verification.

According to a second aspect of the present invention,
the;e is provided an information proCessing method whereby
one or more tasks are executed under an executing
environment provided by an operating system, the method
comprising: a step for the operating system to verify a task
based on a mutual verification key held by the task; a step
for the operating system to encipher the stack pointer of
the task with the mutual verification key, and return it to
the task; and a step for the task to decipher the stack
pointer enciphered with the mutual verification key and
perform verification.

Here, in the event that the verification is successful,
the operating system and task may hold the stack pointer
enciphered with the mutual verification key as an executing

key to be used for subsequent verification steps.




performverification. Here, in the event that the verification is
successful, the operating systemand task may hol d the FZatwez8Pat er

enci phered with the mutual verification key as an executing key to be used
for subsequent verification steps. ---------- ---- -- -°22 June 2005 - 7
According to a third aspect of the present invention, there is provided an
i nformati on processi ng net hod whereby one or nore tasks are executed under
an executing environment provided by_an operating system the nethod
conprising: a step for a task to réqﬂé%t service of the operating system

Cth . hed- ; . . Ct

the task based BTTRETorBett FHY“ReIERRT & Dop AN aTIReEe g Syat em

in response to_succes - fathe fvenifhgatiqp_ %9 execq%gxfervi%gf

commi ssi-oned, “and T6 ~ enct'phiet ?%%Jta?:lgrpoqerﬁ e he FNENTEh the

executipgokay o9 0ENgLal e 8 DeXL, EXSCULLDg KeVe ACGOrdlngot o  Budopr th
pect of the present 1 nvention, Eré i s provided a programfor a

comput ef. 191 88CHl eani BLOLURLLANSDLOGRSSLAD MOEKSRY OIS, 0L HBI &, tasks ar e

execut e nder an executing e onnmeht “provi by “an operating system

the process! RorcoMPALRI 09 r@qBLEP LoFvibe OPCERL! Bfera¥PhEMySLuRl |1y 2
task based on a nmutual verification key

with an executing key attached; a step for the operating

system to verify the task based on the executing key; and a

step for the operating system, in response to success of the

ﬁerification, to execute services commissioned, and to

encipher the stack pointer of the task with the executing key

to generate a next executing key.

According to a fourth aspect of the present invention,
there is provided a program for a computer to execute
informatioh processing whereby one or more tasks are executed
under an executing environment provided by an operating
system, the processing comprising: a step for the operating
system to verify a task based on a mutual verification key
held by the task; a step for the operating system to encipher
the stack pointer of the taskwith mutual verification key,
and return it to the task; and a step for the task to
compound and verify the stack pointer enciphered with the
mutual verification key; wherein, in. the event that the
verification procedures are successful, the operating system
and task hold the stack pointer enciphered with the mutual

verification key as an executing key to be used for

subsequent verification steps.




held by the task; a step for the operating systemto enci pher the stack
pointer of the task with nutual verification key, and ret2unei2008o the
task; and a step for the task to compound and verify the stack pointer
enci phered with the nutual verification key; wherein, in, the event that
the wverification procedures are successful, the operating system and task
hol d the stack pointer enciphered with the nutual verification key as an
executing key to be used for subsequeht-verification steps. 22 June 2005
8 According to a fifth aspect of the present invention, there is provided
a program f or AEEEIHRELa @ &idélt espertoriathenPseserEsingewhéeeby one or
nore tasks are executed under an executing environnent provided by an
oper at i h§eEFstEnPrPRedpfloBeBEPAY2RoRPE | 3i AGTPALSF ehOf D¥e@It€ask to request
service,of the operating sgste wifh a first executing key attached; a
step forREMGHEPRt PRGCEFSEBM VBSTGRYi PPSt RE TR bASEE ®RSthe first
executing key; .and a step for the operatin ystem i esponse to success -
of the SUGFITECRbISRT ¢5 BXEEtFEngeryTLESnPERhoBFEUL &Ny o Bnci pher |t he
stack poin .0f the task wth the executing key to _geperate a_second
execut| S5orayRg BaSuslu bk PrbRes S ARG or ol g  EhneT sP XeHoRaheE  2of ¢ he
present (Layephi QauebPeLerlBc" O¥ A8 JSPITHR) CARd oM, MRINAY Pejegn tasks
- executing key attached; a step for the operating system to
verify the task based on the first executing key; and a step
for the operating system, in response to success of the
verification, to execute services requested, and to encipher
the stack pointer of the task with the executing key to
generate a second executing key to be used next time.
According to a sixth aspect of the present invention,
there is provided a communication method between tasks
executed on an operating system, the method comprising: a
step for managing the security level of tasks themselves and
mutual verification keys for mutual verification between
tasks and the operating system, in a table format at the
operating system side, wherein the security level has a first
level which is secure and a second level which is not secure;
a step'for reading and writing blocks of tasks of the first

level and blocks of




executed on an operating system the nmethod conprising: a step for

managi ng the security level of tasks thenselves and nut Z2Juper20PPcati on
keys for nutual verification between tasks and the operating system in a
table format at the operating systemside, wherein the security |level has
a first Ilevel which is secure and a second | evel which is not secure; a
step for reading and witing blocks of tasks of the first |evel and bl ocks
of 22 June 2005 - 9 tasks of the sectbnd | evel separately into a secure
menory bl ock and a non-secure nenory bl ock, respectively, a step for
providing a first buffer on a first task of a task of the first |evel, and

or ovi 0i nSWERPA THE BRSPS %é%%ﬁééﬁiféﬁﬁiﬁia%%ia?%%%?%l"ﬁ%*‘é%g??’and |
Tha 1+ 2opkopndsay BRI IRAPECHERDEL RROTR) | 2PendcPiidiy Fla SPESR " Oc,

j udgi ng gpyt BFgQ’Eﬁ%? ng§¥§£e%fkgg %Léh{.gfg?“&’asf?'<9fkat£"é'}§eof’ased on

the security the Tirst tas a e security level of a first

functiongnangirk® 1Bge1, e¥RAt at S8LohACHEREEEI bY 4o¥&bomd £48k foFSy task and
the level for executing the first task are secure, managenment information

is witteRskOokhengesdebhd 1BGBLY LhQCkravidfas avitBinrind espasaeiyed pher ed
contents with the ID, address value. :

: -system memory area for storing data and memory area for
storing management information; a step for specifying at the
first task an ID and an address éppropriated at the first
task side, judging af the operating system side which memory
block to use based on the security level of the fiﬁst task

- and the security level of 'a first fuﬁctidn,.ahd, in the-
event that_thé Security lével 6f the first task and the
level for executing the first task are secure, manageﬁent
information is Written to the security memory block and data
is written as enciphered contents with the ID, address value
of manégement information, and address value of the data
body, as a key; and a sﬁep for specifying at the second task
an ID the same.as the second task and an address
appropriated aﬁ'the second task side, judging at the

- operating system si&e which secure memory block to use based
on tﬁe security levél of the second task and the security

. level of a éecond fuhction, and, in the event that the
security ievei of the second task and the level for
executing the éecond level are éeCure, data addressed to the

second task manéged in the secure memory block is searched,




of managenent i nformation, and addr ess val ue of t he data body, as a key;
and a step for specifying at the second task an |ID the S22ndng20Phe second
task and an address appropriated at.the second task side, judging at the
oper ating system side which secure menory block to use based on the
security level of the second task and the. security level of .a second
function, and, in the event that- the security |level of the second task and
the level for executing the second.Jauel- are secure, data addressed to the
second task managed in the secure nenory block is searched, 22 June 2005
-'10 and the contents of the buffer where the data exists is copied onto

the sccondd T, MarkaRcRogh f5e pusted win LUR, L0 addies yalve of
{ask her eolePrnY L BFRTRPRAL pEYERL %ﬁﬁﬁhaeswﬂagsﬁr%Eghﬁﬁa%af ﬁe@y
ek T, P B BRI ERIAEG o sl 1
e AN e SRR, e 9O, FUrLNer Lhe Lasimmybe R
be receiving dghg +Yeki hbraLheP BBYaRY HP'4 LRI RYrE0! LALAOE WP her or -
| or mailbox. The task may be a semaphbre, the first task may
be returning of fesources, and the second task may be
_standing by to ca?ture resources. Or, the task may be ad
event flag, the first task may be setting an event flag, and
- the second task may be clearing an event flag. Further, the
task'may be a mailbox,'thedfirst task may be transmitting
. data, and the second task-may be receiving data. |
| Verification may be performed by collating whether ox
not a key each task has is the same,aé the key managed at
the operating system side. |
| This method may be carried out by memory managing
- means which performs reading and writihg discriminatorily
beﬁween the secure memory'block and the non-secure memory
'block, the memory managing means'may-comprise hardware
capable of setfing aécess permission for each block of the
memory blocks according to éecurity-level, and the memory
managing means'may.be set so as to not be capable of reading
:from-or writing to the memory block of a.first level with
. regard to aafirst task or a second ﬁask ih-the second 1eVe1,

The’opérating_sYstem may perform management of




not a key each task has is the sane as the key nmanaged at the OBerating
system side. This nmethod may. be carried out by nenory freans

whi ch perforns reading and witing discriminatorily betmeen the secure.
nmenory bl ock and the non-secure mermory block, the menory managing neans
may conpri se hardware . capabl e of setting access pernission for each bl ock
of the nmenory bl ocks according to security level, and the menory managing
meansmay. be set so as to not be capablié ef'reading fromor witing to the
menory bl ock of a first level with. regard to a first task or a second task
in the second level. The operating system nay perform managenent of 22 June

ol ocks viSCPREEReLeYs EuEal: hEen ot 4% Bl RPRE et AR Ve
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to such a configuration, In secur € operating system

side jud t t r gnsshdd t | of the
- mai | reggié?/l %? ﬁiné?%ﬂe I1}{‘;are setA%% ‘\Za?éurl t%ffngte;%gﬁés:%fec% 2e ?\ﬂﬁby t he

task sidg mhifody Fobcdsansnitting and receiving, the operatlng system
appropriates to a secure nenory block the actual state of the data to be
transmtted ansthe to such a configuration, in the event that the
secure operating syétem side judges that the meil
transmitting task and the security level of the mail
receiving task itself are set to a security mode specified
by the task side at the time of tfansmitting and receiving,
-the operating system appropriates to a secure memory block
the actﬁal state of.the data to be transmitted and
management data for establishiﬁg inter-task communication
paths, enciphers data to be transmitted at the secure
operating system side using a'key,”and deciphers data of a
mail reception task.
Also, the security level can be individually set at
the time of activating tasks and inter-task communication
services.
Further objects, characteristics, and advantages of
the present inventien_will become more apparent from the
-more detailed description based on the later-described

embodiments of the present invention and attached drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Flg. 1 is a diagram schematlcally 1llustrat1ng the




nanagenent data for establlshlng i nter-task communi cation at hs, enC|phers
data to be -transmitted at the secure operating system si Uﬂ§ﬂﬁ a key,

and deci phers data of a mail reception task. Also, the security |evel can
be individually set at the tine of activating tasks and inter-task

communi cation. services. Further objects, characteristics, and advantages
of the present invention wll beconme nore apparent fromthe nore detailed
description based on the | ater-descri B&@d-~ enbodi ments of the present

i nvention and attached drawings. BRI EF DESCRI PTION OF THE DRAWNGS Fig.. 1
is a diagram schematically illustrating the 22 June 2005 12 configuration

of a key, I d tﬂ[gq! 2 1s
a di agr am@gil%g%%%gﬁ gfa%]u%%?%g%éggﬁt(ﬁ &ﬁigconcg a'?‘{‘eeﬁ I'g @ IS an
expl anat g5y glggr§g6€é the configuration of conmponents in the event of
performng inter-tas communi cation, applied to an enbodinent of the

secure inter- fagk ?QfQUQ'&fﬁdehr?ﬁf“&%éﬁﬁfﬂi P Ald b rding
to the present ihvention; Fig I's an expl anatory agran1 escri bi ng
t he control block;

Fig. 3 is an exﬁlanatory diagram of the configuration
of components in the event of performing inter-task
communication, applied to an embodiment of the'secuie inter-
task communiéation method on an operating SYStem according
to the present invention;
| | Fig. 4 is an explanatory diagram for describing the

- task security level on a seéure operating system, applied to -
the embodiment of the secure inter-task communication ﬁethod
oh an operating system acéording to the present invention;

Fig. 5 is an explanatory diagram for describing secure
memory block management at a secure opefating system side,
applied to the first embodiment of the secure inter-task
communicétion method on an operating system according.to-the
present invention;

Fig. 6 is a configuration explanatory diagram of mail
_‘management informatibn, applied to the embodiment of the
-.secure inter-task communication method on an operating
isystemaccording to the present invention; |

Fig. 7 is a flowchart illustfating the procedures for
processing wherein the task and operating system perform

- mutual verification;




task security level on a secure operating system applied to the

enbodi ment of the secure inter-task communi cati on net hod 22okng08per at i ng- -
system according to the present invention; Fig. 5 is an explanatory di agram
for describing secure nenory block managenent at a secure operating system
- side, applied to the first enbodi nent of the secure inter-task o
conmmuni.cation nmethod on an operating system according to the present
invention; Fig. 6 is a configurationr @8planatory diagram of mail

managenent information, applied to the enbodi nent of the secure inter-task
communi cati on nmethod on an operating systemaccording to the present

rent on. FlOpad ! 8, e LA CKEARGhL KL VPGB LB A RE SSAULST L0 or
Ve“f'Ca%é??brﬁ%né“?éxf??éatién F8ce8sif aa{'%h@bﬁe'# “%éb?{é g the
pr ocedures tor perrorm ng VerT f C&?I on p?OCESSI ng a t he Ine o servi ce

verificatLpRgiELfioR.1S @ flowhart for describing mail transmtting
processing?ggﬁg%?éﬁgfo t he enbodi nent of the secure inter- task
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processing, applied to the embodiment of the secure inter-
task communication_méthod on an operating system according
to the present invention;

Fig. 10 is a flowchart illustrating the flow of
enciphering the mail body, applied to the embodiment of the
. Secure, inter-task communication method on an operating
system according to the présent invention;

Fig. 11 is.a flowchart illustrating the flow of.mail
receiving processing, applied to the embodiment of the
secure inter-task communication method on an 0perating-
system according to the present invention;

Fig. 12A is a figqure illustratiﬁg an example of mail
transmission functions, applied to the first embodiment of

- the secure inter-task communication method on an operating
system according to the present invention; and |

Fig. 12B is a figure illustrating an example of mail

. ¥eception functions.

DESCRIPTION OF THE PREFERRED EMBODIMENTS
First, a general description will be given regarding

the operation of the embodiments.




enci phering the mail body, applled to the enbodi nent of the secure.

i nter-task conmuni cation method on an operating system @2hndi2085t0 t he
present invention;, Fig. 11 is a flowhart illustrating the flow of nuil
receiving processing, applied to the enbodi nent of the secure inter-task
conmuni cati on nethod on an operating system-according to the present

I nvention; Fig. 12Ais a figure illustrating an exanple of nai

transm ssion functions, applied to the4first enbodi ment of the secure

i nter-task comuni cation nmethod on an operating systemaccording to the

present invention; and Flg 12B is a figure illustrating an exanple of mai
reception functi ons é?T CNch THE P @FREE gFCDINENTS First, a
general descr |%}t’? oJrPWII' i RESFFRR 9 e]‘lb‘f? S S of the
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perfornmed at e polnt tas third party
activating tasks, thereby judging the validity of tasks.

For example, verification and authentication can be
performed at the point that a task created by a third party
" is activated or at the point that the task requests a
service of the operating system. |
Also, the operating system evaluates a key which the
task holds at the time of the task requesting service of the
operating system, and peimits execution of services only in
the event that the operating system itself has the same key,
thereby enabling security to be maintained.
According to the present invention, the operating
- system uses the data obtained by enciphering the stack
pointer for each task with a key as the next key (ID).
Accordingly, the key for the task to request-services from
the operating system is updated each time so long as there
is mqvement of the stack pointer, so security is maintained.
Concluding from the above, with the information |
proeessing method according to the present invention,
application prograﬁs described in the task poftion can be
securely executed as viewed from the operating system.

The following is a detailed description of embodiments




is activated or at the point that the task requests a service of the
operating system Also, the operating system eval uates a Z=Jungtfi0fh t he
task holds at the tinme of the task requesting service of the operating
system and permits execution of services only in the event that the
operating systemitself has the sane key, thereby enabling security to be
mai nt ai ned. According to the present invention, the operating system uses
the data obtained by enciphering the gtgack pointer for each task with a
key as the next key (ID). Accordingly, the key for the task to request
services from the operating systemis updated each tinme -so |long as there
is novenent of the stack pointer, so security is maintained. Concluding
from t he®&bEhe, PREERNENANVRRELAAY | Bhth pFefessnag ket Fea. dEReR @ ng to the
present jnvention, ..application prograns described in the task portion can
be sechéF?Leﬁggﬁgéﬂgg§ viewed fromthe operating system The following is
a detailed description of,enbodi ts 22 June 2005 - 15 _of the present

i nvention, wt nrg@%rﬁﬁ% l?b“?H%gﬁﬁﬁﬁﬁﬁﬁﬁenﬁﬁ+§Ye%ﬁ&%%1Hﬁ% 4% the

realizing_Qf th esent _inyention, let us, assune that user descri bing
| applicatg%%gmésngékg Y %f?¥$b+%ﬁe?9éih??£§?ﬂil?S:Eaék%er") provi des
nutugl (hereafter referred to simply as "user") provides mutual
verification keys for each task No. (or task ID),.as shown

2 in the following table.

" [Table. 1]
Task ID ' Task initial key
1 X1, x2, L+, X8
2 | : vi, v2, --, ¥8

On the other hand, the operating system internally.
holds the table for managing task IDs and keys in a state
that the user cannot read or write.

- Fig. 1 schematically illustrates the configuration of
the key managing table and the area where the table is
stored.

| In the key managing table for the tasks, a mutual

 verification key (task:ihitial key) and executing key (task
working key) are set for’each task ID. | | |
| Also, the user provides a key storing area for each

task, and a function "GetCurrentSP()" for telling the




verification keys for each task No. (or task ID), as shown in the
following table. [Table 11 Task ID Task initial key 1 XB2Jpe200%X8 2 VI,
Y2, , Y8 On the other hand, the operating systeminternally holds the
table for managing task IDs and keys in a state that the user cannot read
or wite. Fig. 1 schematically illustrates the configuration of the key
managi ng table and the area where the table is stored. In the key managi ng
table for the tasks, a mutual veriti ¢ation key (task initial key) and
executing key (task working key) are set for each task ID. Al so, the user
provides a key storing area for each task, and a function "GEtCUrrentsP(

" for t I.n June, 2005 16 current stack pointer. Fig. 2
schenatlgg#FegFlFﬁg?%anén tRE operatlon of the function and task control

it RS NI Gk o T
SySte”"fﬁﬁc£98§'¥§H €aSK"¥5FErd S block. -
Task control blocks (TCB) equivalent to the number of
tasks are provided at the operatlngrsystem. A stack p01nter
‘or when the operating system last received a service is
stored in the task control block. Also, the operating
syétem has a function "TaskID()" for returning a task .
In order for a task to obtain a task ID, a service
request "TaskID()" to the operating system can be used.
Also, in order to obtain the stack pointer at the task, the
function "GetCurrentSP()" provided by the user can be used.
At the time of task switching accompanying activation
of the scheduler of the operating system, the stack pointer
at the point thaf the task was being executed is saﬁed in a
predetermined field in the task control block each time.
Next, the procedures for processing wherein the task
and operating system perform mutual verification will be
. described with reference to the flowchart shown in Fig. 7.
First, the task obtains its own task Ib from the
. operating system, using the function "TaskID()" (ste§ Sl).
Then, the task hands the task ID and mutual verification key,
i.e., the task initial key, to the oPeratlng system (step

- 82). Handlng over of the task .ID and verification key is

‘performed by "supervisor call", for example.




stored-in the task control block. Also, the operating systemhas a
function "TaskID( ) " for returning a task ID. In order fagrJune288% to
obtain a task ID, a service request "TasklID ( )" to the operating system
can be used. Also, in order to obtain the stack pointer at the task, the
function "GetCurrentSP( )" provided by the user can be used. At the tine of
task -.swi tching acconpanying activation of the schedul er of the operating
system the stack pointer at the peimnf that the task was being executed is
saved in a predetermned field in the task control block each time. Next,
the procedures for processing wherein the task and operating - system
perform nmutual _veri SCri ith referenge to the

f
fl owchart shoﬁ%h?ﬁ°$¢éﬁk%ﬂgrﬁ%%ﬁemt?ﬁpﬁéﬁﬁﬁ %u?ﬁ??%v WS skhID frﬁn1the
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and the tas I' S manage at t t'ask key managi ng table

g:ffgs g%g@ﬂﬂeSﬁérlfibéﬁEbﬁﬂﬁ¥Hce§§EﬂgtﬂHhﬂiﬁé‘Ehdgﬂ3 agree, verification

On the other hand, in the event that the keys match,
it is viewed that verification at the operating system has-:
succeeded. In this case, the operating system enciphers the
stack poihter of the task with the task initial key (step
55) and returns the enciphered data "Encan(Taska)" to the
task (step §6).

The task deciphers the received enciphered data with
its own task initial key (step S7), and also compares this
with the value of the stack pointer obtained suing the
'function-"GetCurrentSP()" (step S8). In the event that the
two do not agree, vefification fails, and this entire
verification processing routine ends.

On the other hénd,'in the event that both sets of data
agree, it is viewed that verification at the task has
succeeded, and the encipheréd data "EncHgY(IaSkSP)" is saved
in the task key area (Step 59).

Further, the operafing system also holds data obtained
by enciphering, with the iask initial key, data obtained by
énciphering the stack pointer within the task control block,

as a task working key within the exeCuting'key area in the




entire verification processing routine ends. On the other hand, in the
event that the keys match, it is viewed that verificati @ June®6@5 operating
system has- succeeded. In this case, the operating system enciphers the
stack pointer of the task with the task initial key (step S5) and returns
t he enci phered data "EncTl Key(TaskSP)" to the task (step S6). The task
deci phers the received enci phered data- wth its own task initial key (step
S7), and al so conpares this wth theigalue of the stack pointer obtained
suing the function "GetCurrentSP( )" (step S8). In the event that the two
do not agree, verification fails, and this entire verification processing

' L.0On th h d,, | h bot h f d
orce, 1 EATR SPLBAMEHS VETTT T 8h 00 ne task has  succeeded. and the
| phered d . T : SP)." i In t t k t
S0y " Fur ther - "THEL oAty Ry Ry (it Bibfe. o hanaltnd HhelHiof B2 (=7
. Further, 17 “Sybtea D it ud ol B
ctack por pest il Brdtsaid & R 5 O L BAREAY rBle CWEN"Y, L1,

t he execii+dda k&Y 34N gdhe 22 June 2005 18 task key nanaging table
(step S1 .Q%%xt,tggscr pﬁ%on wi |l be made regarding the flow of

' The task hands the service commission to the operating
system, along with the contents of the task key area, i.e.,
the task working key (step Sll); This service commissioning
is functions provided by the operating system, such as
requests to peripheral equipment, managing a memory pool,
managing time, transmitting and receiving messages to and
from other tasks, and so forth. ZAlso, service commissions
are performed by, for‘example, supérvisor call.

In response, the operating system receives the
supervisor call and the task working key (step S12), and
makes éomparison with that of the corfesponding task ID held
in the key management table (steps.SIB and S14). 1In the
event that the two do not agree, verificatidn fails, and
this entire verification processing routine ends.

on the other hand, in the event that the kéys'agreé,
the operating system judées that the tésk requiring the
service as‘authorizatién.to execute.

. In this case, the operating system genéerates data
obtained by enciphering the stack pointer of the task with
the task working key.és the next task working key (step S15),

and writings this to the corresponding task working key




verification processing at the tinme of executing tasks, with reference to
Fig. 8. The task hands the service conmission to the operaJdung 208§st em
along with the contents of the task key area, i.e., the task working key
(step S11). This service comssioning is functions provided by the
operating system such as requests to peripheral equipnent, nmanaging a

menory pool, managing tinme, transmtting and receiving nessages to and
fromother tasks, and so forth. Alsq, jgecvi ce comm ssions are perforned
by, for exanple, supervisor call. In response, the operating system

receives the supervisor call and the task morking key (step S12), and

makes conpari,son that of the correspondjng task ID held in the key
nanagene%? 5 dpLa %@?eﬁ glﬁeﬁﬁ@a%ﬁﬂ$me?ﬁ t#RLeevent that the two do not

agree, verification falls an this entire verification FDCQSSI routine

ends. on the o %?'h%lh%l ORGF d‘n@%v’%ﬁt?%a‘? ef?\%t%ﬁ‘ead? e(Sgerati ng

2ot om ) ysFed oAt iy B DO E e ﬁg%ozr@“ﬁgz%%&;: oY

o okl ok LK e Wi I Y 0

task working kfiye 2% JMNE AU cohibletion of the service and the
received task working key in the task key area, and prepares
“for subsequent exécufion.

As described above in detail, according to the presént
invention, an information processing method having a
configuration for one or more tasks to operate under an
environment provided by the operating system is provided.

Also, according to thé present invention, an
information processing method is provided wherein, in a
configuration with an operating system and mﬁlti-tasks
existing on the operating system, the operating system
securely executes application programs described in the:task
portions.

The information processing method according to the
present invention of an operating system and tasks executed
on the operating system has a mechanism wherein mutual
verification is performed between tasks and the operating'
system at the time of activating tasks, thereby judglng the
.valldlty of tasks. For example, verification and

authentlcatlon can be performed at the point that a task

created by a third party is activated or at the point that




field in the task key managenent tabl e. Theh, t he operating system executes
. the conmissioned service, and returns this as the next tZskingddRbng key to
the task along with the results of execution (step S16). The task stores
conpl etion of the service and the received task working key in the task
key area, and prepares for subsequent execution. As described above in
detail, according to the present invention, an information processing
met hod having a configuration for anggr— nore tasks to operate under an
environment provided by the operating systemis provided. Al so, according
to the present invention, an information processing nmethod is provided
wher ei n, h% a ignfiguration W th-an qgperating sgsten1and mul ti-tasks
exi stingf TREXOPEALEFRY dySPERLCehaTo5BrPaPPREAE{RYcFYSER®Burel y execut es
appl i-cation prggrans gescribed.in t he task gortions. The i pfornmation
processi ng net fid8°actBF dPRGERbIRAeSY PFEURVALRIERT | DrkeY Whiehethe i ng
system and _t asks .execuied ,on th erating system has a nechanism wherein
nut ual &8P%f38§ﬁﬁoﬁ i%ﬁBeFf%?n%g gﬁ?mﬁ@ﬁﬂtEgégeﬁﬁﬂn?h%aﬁﬁﬁ?%t?%ggg%ysten1
at the tj .act | | Ng K here 'ug ing the validity. of.tasks.
For - oxangPerShifi; pYREERD AR3 Serh R PHabHERRR R R ntfics ALe 1 o poi n
that a tegk oGERR!EfaPYiRe!SpEfaPPhlYslSaht VLA ©1s Alnd NSOy 1 hat
thereby enabling security to_be maintained.
According to the present embodiment, the operating
-system uses the data obtained by enciphering the stack
pointer for each task with a key as the next key (ID).
Accordingly, the key for the task to request services from
the operating system is updated each time so long as there
- is movement of the stack pointer, so security is maihtained.
Accordingly, application programs described in the
. task portion can be securely executed as viewed from the
operating system.
g 1 Embodi
Next, an embodiment of the secure inter-task
communication method on an operating system will be
described with reference to the drawings.
‘Before describing this embodiment in detail, first,
the general characteristics thereof will be described. The
present embodiment realizes configuration of an operating
system and tasks executed on the operating system, the .

security level of tasks themselves and whether or not there

is a security mode specified at the time of transmitting and




22 June 2005 20 the task requests a service of the operating system

Al so, the operating system eval uates a key which the tas¥ hnedd0at the
time of the task requesting service of the operating system and permts
execution of services only in ‘the event that the operating systemitself
has the sane key, - thereby enabling security to be maintained. According to
the present enbodi nent, the operating systemuses the data obtained by
enci phering the stack pointer for eadi t-ask with a key as the next key
(ID). Accordingly, the key for the task to request services from the
operating systemis updated each tinme so long as there is novenent of the

deccr i beli PR RS ?’§Cﬁﬁd boterBoERuR BeCcandiE, = b, ote! selheebidued 1 om tne
ht or-{ Ao Rt EE0) r ETE ARG LnBEK o PR, 3%@“@*??9%% PG “Gescr bed

MAth.refgﬁchalE@ EgﬁtdgééﬁPQE% Betgig_ describing this enbodiment in
r

det ai | I rst e genera acterrstics thereof will be described. The

(present enbod Aesb, 1 LRI tHESerONE | GHAR! JAgRInAN QRAAE | ithe SURLAINAND tasks
executed on the operatlng system _ -

a security mode, the operating system appropriates the
actual state of the data to be transmitted and management
-data for establishing.an'inter—task communication path to
memory with restricted access.

On the other hand, in the event that judgment is made
that there is no secutity mode, both data are appropriated
to general memory with no access restrictions.

Further, in the event that judgment is made at the
task that there is a sedurity mode, the operating system
‘enciphers the actual state of the data to be transmitted
with a key.

Examples of inter-task communication include
.semaphores used for exclusive control of resources, event
flags for nbtifying another party of whether or not an event
exists;-mailboxes used for handing over relatively large
amounts of data between tasks, and so forﬁh. Understanding
~this to be so, generating and deleting-of.tasks means
'feturning and capturing resources, setting and clearing
event flags, ahd transmitting and receiving messages,
respectively.

Next, a second embodiment with such characteristics




security level of tasks thenselves and whether or not there is a security
nmode specified at the time of transmitting and 22 June 2@35ung200% ecei vi ng
on the task side are judged at the operating system thereby realizing
inter-task comuni cation paths with different security levels. Also, in
the event that judgnent is nmade that there is a security node, the ‘
operating system appropriates the  actual state of the data to be

transm tted and managenent data for @etablishing an inter-task

comuni cation path to nenory with restricted access. On the ot her hand, in
t he event that judgnent is made that there is no security node, both data

are appro r|a ral Ly W nQ access.restrjctions. Further,
in the eV@ ﬁapefﬁagﬁgﬁthsggggéXat %HE 8F3§E19ﬁé nt%éi $ Ll security
node, th e sf.em..enciphers the actual state of the data to be
transn1t$& B Eg?ﬁggnéé ES ol 65 of inter-task conmmuni cation include

ot Fyi ng anot pid phr & M? UEnfRR LGy idGoa RP a B R (00
for_handLag.pyvey di@bé&lﬁe' LabREOE aRADYLS 8 otPe DELERRLIASKR capd SO

forth er st andi ng I's to be so, generating and sks neans
"1 to which the present embodiment is applied.

This second embodiment assumes two levels, secure and
non-secure.

The tasks 2 and 3 (in Fig. 4, task 2 consists of task
A and task B) regarding which mutual verification between |
the secure operating system 1 and the tasks has succeeded
are in 'a secure level, and the task 3 (which is task C in
“Fig. 2) regarding which mutual verification has not been
performed, has failed, of has not been processed, is in a
non-secure level.

An example of the mutual verification method betweén
the secﬁre operating system 1 and the tasks 2 and 3 involves
‘the tasks 2 and 3 each having keys, and the level is secure
-.in the event that the keys which the tasks 2 and 3 have
'match the keys which the secure operating system 1 is.
managing, but the level ié-npn-secure in the event that the
keys of both parties do not match, and Fig. 4 shows a case
wherein the task 3 is in a non-secure level, as described
abové. |

The secure operating system 1 manages whether or not

the tasks 2 and 3 themselves are secure and the mutual




returning and capturing resources settlng and cIearlng event flags and
transmitting and receiving messages, respectively. Next, 22alupe28R8

enbodi ment with such characteristics 22 June 2005 22 will be described in
detail. The description.will start wth reference to Fig. 4. Fig. 4 is an
expl anatory di agram for describing the security |level of tasks 2 and 3 on
a secure operating system 1 to which the present enbodinent is applied.
Thi s second enbodi nent assumes two kev¥dl s, secure and non-secure. The ,
tasks 2 and 3 (in Fig. 4, task 2 consists of task A and task B) regarding
whi ch nutual verification between the secure operating system 1 and the

.tasks ha@g&&fﬁ@&é E%\ﬁ anaq? féﬁné@"é?% % }%&?A(b%le( gpeh#'s task_C

in regar verrfiecation rf'or ned

has falled Of'p r s$ad qyely An
exanpl e of the ﬁﬁ?uﬂ? §£$¥85?%%n net%ﬁ?%#? %:Eﬁ%he secure operatlng
system lsaBdré NPev@PlSeke 085 3 4P Son IdelAS Kiede BNt QAN MRA NI

keys, and the level 1s secure 1n the even eys wh

and 3 haye thH&!ksys Nehiely stNdi €ds ke SEEUTP IPRRE aid N 1RY ¥i8Rih ithe

‘secure operating system 1 in the format of the table shown
in Fig. 4. |
Next, description will be made regarding memory block
management of the secureroperating system 1 with reference
to Fig; 3. Iﬁ this Fig. 3; a memory block 5 such as RAM
which is capable of feading and writing is divided into two
parts, a non-secure memory block 5a and a secure memory
block 5b. |
The non-secure memory block 5a has a non-security
level such as with task 3 written to addresses of odd
numbers, such as No. 1, 3, and so on through n - 1, in
blocks.
Also, the secure memory block 5b has a non-security
- level such as with task 2 written to addresses of even
numbers, such as_NQ, 2, 4, and so on through n, .in blocks.
That is to say,-the,memory block 5 is read from and
written to with en MMU 6 capeble of setting security levels
for tasks in incremehts of blocks (memory managing unit,
_ hereafter referred to as SMMU).
- The SMMU 6 compares the security level of the side for

reading and writing, i.e., the security level of the secure




managi ng, but the level is non:-secure in the event that the keys of both
parties do not match, and Fig. 4 shows a case wherein th2 uaelk085is in a.
non-secure |evel, as described above. The secure operating system1
manages whether or not the tasks 2 and 3 thensel ves are secure and the
mutual 22 June 2005 23 verification keys in the format of a table shown in
Fig. 4. That is to say, the data regarding the tasks 2 in a secure |evel,
the task 3 in a non-secure |level, anrd2ihe data of the keys which the tasks
2 and 3 have is held within the secure operating system11 in the format of
the table shown in Fig. 4. Next, description will be made regarding nenDry

ol ook TBERISIEHY SshOR FotHE SiAPEHBRE TaB B P et e SRS of° 7
250 10,10 Y84 B 2Ly 1 URy P, B FEYLE, VEIBEY, 0 00K
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secure nppRE¥eR! O6KLRE HOSufe "MBNSEFUW14dk S5b, and in the event that '
. the security level of fhe_side to perform reading and
writing is low, a security access violation exception occurs,
and reading and writing from and to the secure memory block
5b and the non—secure'memory block 5a is disabled. |
| In other words, a security access violation exception
occurs regarding an attempt to access the secure memory
block 5b and the non-secure memory block 5a with a higher
.Security level thah the task requifing the service, and
reading and wriﬁing from and to the secure memory block 5b
and the non-secure memory block 5a is disabled.
| The SMMU 6 is hardware capable of making "access
permitted" and "access denied" settings according to the
Security level of the memory 5, for each of the secure
memory block 5b and the non-secure memofy block 5a.
'For example, the SMMU 6 in a non—secure level stéte
cannot read from of write to the secure memory block 5b . in a
secure state. | |
Setting of the security level for the secure memory
bloék 5b and the non-secure memory_bloék 5a is performed by
the SMMU 6 at the time of initializing the secure operating

'system 1, as shown in the table in Fig. 5.




| evel such as with task 2 witten to addresses of even nunbers, .such as
No. 2, 4, and so on through n,.in blocks. That is to say,22June®d8bry bl ock
5is read fromand witten to with an MMJ 6 capable of setting security

|l evel s for tasks in increnents of blocks (nenory managi ng unit, - hereafter
referred to as SMMJ). The SMWUJ 6 conpares the security |evel of the side
for reading and witing, i.e., the security |level of the secure 22 June
2005 24 operating system 1 (or in.otdswer- words, the security level of the
task requesting service) with the security level witten  to the non-secure
menory bl ock 5a and the security level witten to the secure nenory bl ock

5b, and in the_geven at, the securit evel of the _side to perform
readi ng and mFﬁtanaﬁgelbﬁnpéQSe uFPF%eLEE%§§8@?%I%fi%BeE&%%ﬁF?dH“bccurs,

d di d Lt fran to th _ bl ock 5 dth
on- securdSrener, srhERckn 2PL ARakRRREE 1R %egga”ﬁaﬁ%srpeﬁgasﬁ%f’w ' access
ol ati ' ' t t ' t
renory  bPoapish anaoRre R EnecHBRLY eaef S oand kG n a gher securi ty
I | than th k L L] t ' ' | §d
and o the sochieoherary Erees Speraritd ey LAAASR R4 IRP . 0T

di sabl edofTRReSMMLP ity 1EFEYCESr CERAR! €2k, "BYd ManAGERSTt of the
secure memory block 5b and the non-secure memory block 5a
: via the SMMU 6, in a centralized manner.

Next, a case of perfdrming secure intér—task
communication will be described with reference to Fig. 3.
The inter-task communication in this case is mail, and the
task 2 will be described as a mail'transmitting task 2 in
Fig. 3. Also, the task 3 will be described as a mail
transmitting task 3 in Fig. 3.

A mail transmitting buffer 8 (server buffer) is
prepared on the mail transmittiﬁg task 2, and also a mail

- receiving buffer 9 is prepared on the mail receiving task 3.

Also; memory area-for storing the mail contents within
the secure operating system 1 is prepared in the format of
secure memory pools 10a and 10b.

Memory aréa for storing'management-information
(equivaient to the above-described secute memory block 5b
and the ﬁon-se¢ure memory block 5a) is prepated in the
format of a non-secure memory queue list 1lla and a secure
memory queue list 11b.

Fig. 6 illustrates the configuration of the management




pern1tted" and "access deni ed" settings according to the security level of.
the menory 5, for each. of the secure nenory block 5b ard? {uie 298R- secure-
menory bl ock 5a. For exanple, the SMMJ 6 in a non-secure |evel state

cannot read fromor wite to the secure nenory block 5b in a secure state.
Setting of the security level for the secure nenory block 5b and the
non-secure nenory block 5a is performed by the SMMJ 6 at the tine of
initializing the secure operating syg@bem 1, as shown in the table in Fig.
5. 22 June 2005 - 25 This table in Fig. 5 correlates data of whether or

not there is security for addresses in the secure nenory block 5b and the
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SMMJ 6, i1n a entral i zed nmanner. orm ng secure
i nter-tagkqgycommuni cation will be descrlbed with reference to Fig. 3. The
i nter-task %onnunlcatlon inthis case is mail, and the task 2 will be

described as arfBihohlSESiHS thdihiPSucud mlé?ﬂ 911a3 angi SRt h® ey Wi ||

be described as a mail transn1tt|ng task 3 1n Fig.
gueue list 11b, and secure memory pools 10a and 10b are

separately prepared in the above-described secure memory
block 5b and non-secure memory block 5a.

Next, the flow of processing ih the event of
transmitting an inter-task communication function (e.g.,
mail) with the mail transmitting task 2 with a secure level
attached, in a case wherein the mail trahsmitting task 2 and
receiving task 3 have completed mutuél confirmation with the

' Secure operating system 1.in a normal manner and wherein the
security 1evél of the mail transmitting task 2 and receiving
task 3 themselves has been set to secure, will be described
fqllowing the flowchart shown in Fig. 9.

First, the flow starts, and at the mail transmitting
task 2, a mail ID and an ‘address to the mail body
appropriated at.the mail transmitting task are specified,
other than the security level.

The mail transmitting task 2 requests a mail
transmitting-service with the security leﬁel on (stép s21),
and once the mail transmitting task 2 is transmitted and the
secure operating system lrreceiveé the request of the mail

transmitting task 2 (or service) (step $22),. the secure




A mil transmtting buffer 8 (server buffer) is prepared on the nai
transmtting task 2, and also a mail ‘receiving buffer 9 3%Jysedd@bed on the
mai |l receiving task 3. Also, menory area for storing the mail contents
within the secure operating system1 is prepared in the format. of secure
menory pools 10a and 10b. Menory area for storing managenent infornation
(equi val ent to the above-described secure nmenory block 5b and the
non-secure nmenory block 5a) is prepare&¥ i-n the format of a non-secure
menory queue |ist 1la and a secure nenory queue list 11b. Fig. 6

Il lustrates the configuration of the managenent 22 June 2005 26
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10b are separate prepared I n e above-déscribed secure nenory block 5b

and non- geeune Ly Bhgek 5a. Next, the flow of processing in the event
of transn???iﬁgqan nter?task comuni cation function (e.g., mail) with
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made whether or not the received mail transmitting task 2
-and the mail service are at a secure level, and further
judgment is made which of the memory blocks of the secufe
‘memory block 5b ahd non-secure meﬁory block 5a to use for
the received main transmitting task 2, based on the security
level of the transmitting function (shown in Fig. 12A as a
mail transmitting function)r(step S524). |

Only in the event that the results of this jﬁdgment'
show that the received mail transmitting task 2 is on a

- secure level and the level at the time of tramsmitting is
éecure, does to the flow proceed to the processing in step
525, and the secure opefating system 1 searches for
management information.and the mail body in the secure

- memory queue list 11b managed in the secure memory block 5b
by the SMMU 6.

Next, management information is written to one element
of mail body, froﬁ the searched management information and
the mail body. |

In this case, the contents of thé-mail'transﬁitting

task 2 is secured from the secure memory pool 10b stored in

the secure memory block 5b which has security.




receiving task 3 .have conpleted mutual confirmation with the secure
operating system1 in a normal nmanner and wherein the se2uungy008vel of
the mail transmtting task 2 and receiving task 3 thensel'ves has been set
to secure, will be described follow ng the flowhart shown in Fig. 9.
First, the flow starts, and at the nuil transmitting task 2, a mail ID and
an address to the mail body appropriated at the nail transmtting task are
specified, other than the security-l @8el. The nmail transmtting task 2
requests a mail transmtting service with the security level on (step
S21), and once the mail transmtting task 2 is transmtted and the secure

(or Sorvice (E0kp: é%eéﬂfﬁ%ti"ic%ﬁ?%“%‘ﬁ%%#%%@'4!10211#*1&%%&”3”"9251' g L?E&ﬁ] )
heck
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oper at i ng, S¥ﬁé:ﬂ§i12 bb‘&g”@ﬁttﬁé gfﬂ%%@émsf n Wntdiftd G6&! rai |

“transmtti ng t e I’TB.I service are at a secure Ieve and

1 rer TEOAOERE! s SurB ol oty | 1 TESEGY A OEKRY ddageure eory
y block 5a to e for e received nmain
transm t {hnget 86K RanPfSREnONARSHOLCIBA tYs written (step S32), the

address value of the mail body ié written and the mail

‘transmission contents aré enciphered with these values as a

‘key (step S33), and the enciphered mail transmission

contents are copied in step S26 in Fig. 9 from the buffer 8

(server buffer) to the buffer 13 managed by the secure

memory queue list 11b.

Next, at the secure operating system 1, the management
information is updated (step S27), thereby completing the
above series of mail transmitting processing.

Also, in the processing of the above step S24, at the
secure operating system 1, in the event that, as a result of
the judgement regarding the security of the service of the
received mail transmittiﬂé task 2 and regarding whether to
use the secure memory block 5b or the non{secure MEmMory
block 5a for the received mail transmitting task 2 based on
the_security level of the inter-task communication function,

.the recéived mail transmitting task 2 is aﬁ a secure.level
and the level at the time of transmission is not sedure, the
secure operating systemri searches the management |

information and the mail body from the non-secure memory




| evel of the transmtting function (shown in Fig. 12A as a nmail '
transmitting.function) (step S24). Only in the event that248e288% | ts of
this judgment show that the received mail transmitting task 2 i's on a
secure |l evel -and the level at the tinme of transmitting is secure, does to
the flow proceed to the processing in step 525, and the secure operating
system 1l searches for nmanagenent information and the mail body in the
secure nenory queue |list 11b managed 4%h -the secure memory bl ock 5b by the
SMMJ 6. Next, managenent information is witten to one elenent of mail
body, fromthe searched managenent information and the mail body. In this

case, theieen it ¢ieh the WMy @rqgggbtgbg?. task 2 is secured fromthe
secure nmenory pool 10b stored in -‘the secure nenory bl ock 5b which has

security. 22 Jyegt20@he seaﬁre“gpbraﬁin§h9y9téﬂ thgriteychret for
enci phering the nmail body, in Fig. 10, "'the mail IDis witten by the SMW

6 to theomientBodY thethailBtrahkanswifg €8skODt €8t BhECRMIEdhody oM t he
secure nenory pool 10b (step S31), the address value for nmanagenent

i nf or mat werities Wwoi thenb(ftfep 832ptephs29addangspeakoemefthde mail body is
witten and the mail transm ssion contents are enci phered with these
val ues apracessing in the above step S27. :

Next, the flow for thelprocessing,wherein an inter-
task communication function (e.g., mail) is received at a
level with security with the mail receiving task 3 will be
described following the flowchart shown in Fig. 11.

At the mail reception task 3, a mail ID and an address
to the mail body appropriated at the mail receiving task 3
are specified, other than the security level. 'The same
value as that at the transmitting is specified for the mail
ID.

Next, the mail receiving task 3 requests a mail
receiving service with the security level'on (step S41), and
upon the mail service for the mail receiving task 3 being
carried out at the mail receiving task 3, the secure
operafing system 1 receives the service of the mail
reCeiving task 3 (step S42).

Néxt} the secure operating system 1 checks whether or
not the received mail receiving task 3 and the mail service

- are at a secure level (step S43), and in the event that the

level is secure as a result of the check, next, the secure

operating system 1 checks whether or not both the mail




key (step S33), and the enciphered mail transm ssion contents are- copied
in step S26 in Fig. 9 fromthe buffer 8 (server buffer) 2oJuneg088ffer 13.
managed by the secure nenory queue list 11b. Next, at the secure operating
system 1, the nmanagenent information is updated (step S27), thereby
conpleting the above series of mail transmitting processing. Also, in the
processi ng of the -above step 524, at the secure operating systeml1, in the
event that, as a result of the judgemsmt-regarding the security of the
service of the received mail transmtting task 2 and regardi ng whether to
use the secure nenory bl ock 5b or the non-secure nenory block 5a for the
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security level of the mail receiving task 3 and the security
level of the receiving function (shown in Fig. 12B as a mail
receiving function).

Only in the event that the results of this judgment
show that the received mail receiving task 3 is on a secure

~ level and the level at the time of receiving is secure, is
the mail addressed to the mail receiving task 3 within the
mail gqueue list mahaged by the secure memory block 5b
searched for (step S25), and the buffer where the received
contents exist is found.

The contents obtained by deciphering the buffér
contents with the mail ID, address vaiue of management
information, and mail body address vaiue as a key is copied
onto the buffer 9 on the mail receiving task 3 (step S46).

Next, the secure operating system 1 returns the mail .
body and the mahagement information (step S47) and the
series of reception processing ends. ' |

Also, in the processihg in the above sfep 544, the
secure 0perat;ng system 1 judges whether or not the mail
_:eCeiving task 3 and the service are both at a secure level

(step S44), ahd in the event that the judgment results for




Next, the flow for the processing wherein an inter- task copmunication
function (e.g., mail) is received at a level wth securi%%ﬂuﬂﬁﬁﬂo§he mai | -
receiving task 3 will be described following the flowhart shown in Fig.
11. At the mail reception task 3, a mail 1D and an address to the mai

body appropriated at the mail receiving task 3 are specified, other than
the security level. The sane value as that at the transmtting is
specified for the mail |ID. Next, the #hi+ receiving task 3 requests a mail
receiving service with the security level on (step S41), and upon the nai
service for the mail receiving task 3 being carried out at the mail

recei Vi ngid@ski S ndihe SREU® 1QRRIR! i SERLeR brkeoeiyes g geqvi ce of

the mail receiving task 3 (step S42). Next, the-secure-opérating system1

Checks whssdwmhey theOmdnaehiftl it Jifidh ibaCahV bRG hBRKsBcAR hBfiofy!
service are at a secure level (step $43), and in the event that t | evel

I s secur dlacka JegWitepofsatghe check, next, the secure operating system1l
checks whet her or not both the mail 22 June 2005 _ 30 receiving task 3 and

the service ar&lext,athecseeulrevepefating S¢4remandecbpibhecnpyensiihat
judgnment is made as a result that both are at a secure level, the secure
oper at i ndposiystoerio a buffer 9 prepared on the mail receiving task 3

(step S49), and then performs the processing of the above

step S547.

Thus, according to the present embodiment, in the
event that the secure operating system judges that the mail
transmitting task and the security level of the mail
receiving task itself are set to the security mode specified
by the task at the time of transmitting and receiving, the
secure operating system appropriates to a secure memory
block the actual state of the data to be transmitted and

.management data for establishing inter-task communication
paths, enciphers data to be transmitted at the secure
operating system using a.key, and deciphers data of a mail
reception task; so secrecy for inter-task communications.
having security can be increased by providing a_sécurity
level to tasks which peffdrm key operation, encryption,.and

: deciphering, with a mechanism wherein access is restricted
to contents of inter-task communication under an environment

_ where processing of tasks according to security levels exist
together. |

Also, the security level can be individually set at




1 judges which secure nmenory bl ock to use, based on the security level of
the mail receiving task 3 and the security -level of the %&@p@t}ﬁ@ function
(shown in Fig. 12B as a mail receiving function). Only in the event that
the results of this judgnent. show that the received mail receiving task 3
is on a secure level and the level at the time of receiving is secure, is
the mail addressed to the nmail receiving task 3 within the mil queue |ist
managed by the secure nmenory bl ock 5b 3xearched for (step S25), and the

buf fer where the received contents exist is found. The contents obtained
by deci phering the buffer contents with the mail 1D, address val ue of

ot ot ho g -0, BT oAl RO R A28 B o Bimfin 88

onto the buffer 9 on thé ma

T or et 1ok (Crap Si7Y CBaTRe g, PEcURE redfhleBROnp oFalERR) onds. Al so,

i nformation (step I'es of Tecep
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an

j udges whet her or ndt the nal recerving tas € service are both

at a securetlydvepecisten §44hri§9dlggeigg event that the judgnent results
for 22 June 2005 31 both is not“a secure level, the secure operating

~system lgther embodiments

| Various modifications may be made to the above |
embodiments; such as a secure inter-task communication
‘method on an operating system which will now be described iﬁ

'brief, |

In a first step,'tasks executed on an operating system
are classified into: a secure level wherein mutual
verification between the task and the operating system has
succeeded; and a non-secure level wherein mutual
verification has not been performed. This classifying is
performed based on keys.of the tasks themselves. Whether
each task itself has security and mutual verification keys
for mutual verification with the operating system is managed
in a table format at the operating system.

In a second step, blocké.of the secure tasks and
‘blocks of the non-secure tasks managed at'the operating
system aré separately written to and read from a secure
memory block, and a non-secure memory'block with a secure
memory managing mechénism.

In a third step, a mail transmitting buffer on is

prepared on mail transmitting tasks of the secure tasks and




searches the managenent infornmation in the non-secure nmenor bl ock 5a
(step S48). Next, the secure operating systen11-copies'tﬁﬁbﬁﬁﬁﬁooﬁody ont o
a buffer 9 prepared on the nmail receiving task 3 ‘(step S49), and then
perforns the processing of the above step S47. Thus, according to the
present enbodi ment, in the event that the secure operating system judges
that the mail transmtting task and the security |level of the mail - '
receiving task itself are set to the s&cwity node specified by the task
at the time of transmtting and receiving, the secure operating system
appropriates to a secure nenory block the actual state of the data to be
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I nter-task conmuni cations having sec y can be 1 ncreased by providing a

secur | ycoheefles! antaskeliBrghapehl g6 KEYr 2RG" AbhBPensfit! ypL I on, and
deci phering, with a mechani smwherein access I's restricted to contents of

inter-_t_ashfe@mmbga&hopruPQEédaﬂneeué,r 2t inyheyerpocessing of tasks
according to security levels exist together. so, the security level can
be individual | ynset feare? Juae, 200ail ID and an address, other than
security level, are specified with the mail transmitting
task to a mail body appropriated at the transmitting task.
The operating system judges which memory block to use, based
on the security level of the mail transmitting task and the
security level of the transmitting function. Only in the
event that the mail transmitting task is secure and the
level at the time of transmission is secure is management
: information:written to the secure memory block, and the mail
transmission contents are written, enciphered with the mail
~ ID, address value of management info:mation, énd address
value of the mail body, as a-key.

In a fifth step, the mail receivihg tésk specifies a
mail ID and ah address, other than security ievel, to a mail
body appropriated at the mail receiving task, the same as
the mail transmitting task. The operating system judges
which security memory block to use, based on the security

level of the mail réceiving task énd the security level of
the receiving function. Only in the event that the mail

receiving task is secure and the level at the time of

receiving is secure, is the reception mail addressed to a




- 32 the tinme of activating tasks and inter-task connunlcatlon serV|ces
t hereby enabling access restrictions to the content body22ofue®08p-t ask
~communi cations by the conbination of two specified security |levels. Oher
embodi ments Various nodifications may be nade to the above enbodinents,
such as a secure inter-task conmuni cation nethod on an operating system
which will now be described in brief. In a first step, tasks executed on
- an operating system are classified-+rd:-a secure |evel wherein nutual
verification between the task and the operating system has succeeded; and
a non-secure |evel wherein nutual verification has not been performned.
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at the operating system In a second step cks™ o e Sécure s and
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separately witten to an oma secure nmenory
non- secUbd FRRBGLmEheck ntbirhadi8RGUARA aaa%gsn@ailﬁénef”%ﬁé%ﬂaﬂn In a

third step, a mail transmtting buf fer on is
body, as the key thereof, and copied to a buffer on the mail .
reception task.

In this modification, verification can be performed by
collating whether or not a key held by each task is the same
as the key managed at the secure operating system. The
Secure memory managing mechanism may comprise hardware
capable of setting "access permitted" or "access denied" for
each blbck of the memory blocks according to sécurity level.

The secure memory managing mechanism here can be
arranged so as to not be:capable of readiﬁg from or writing
to secure memory blocks with regard to noh—secure mail
transmitting tasks or mail receiving tasks, and the secure
operating system performs management of security levels for
each task and managementiof the memory blocks wvia the secure
memory managing mechanism in a centralized manner.

‘Also, the management information here may comprise
mail size and a mail body pointer, and the actual state of
the contents of the mail transmitting task may be secured
frqm a secure ﬁemory poll within the secure memory block.

'The methods according to the present invention,

- whether according to the above embodiments, modifications




prepared on mail transmtting tasks of the secure tasks and 22 June 2005

33 a mail receiving buffer is prepared on mail receivi ng?d#5R2008f the
secure tasks. A nmenory area for storing nail- contents and a nmenory area
for storing managenent ~ information. is prepared in-the operating system In
a fourth step, a mail ID and an address, other than security level, are
specified with the mail transmitting task to a mail body appropriated at
the transnmtting task. The operating 3ystemjudges which nenory block to
use, based on the security level of the mail transmitting task and the
security level of the transmtting function. only in the event that the
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| D, address value o nagenent information, and ad e of the mail

body,  as j& k@e fbRmaoki tbiipter-ekBBulBblel 868LYAPE bRskranRsckbles a i
| D and an address, other tﬁan security level, to a nail~ body appropriated

at the;w@ﬂecmqugyhpantaaﬁﬁutbessQBEgaﬁrytBetnahé praseftt ithPent ask. The
operating systemjudges I ch security nenory block to use, based on the
securi-ty | evefrhef sbbewane! pregeans ngay ask Bisk ided sesugéheraevel of
: purpose computer systems capable of execﬁting various types

of computer code, in a computer-readable format, via

detachable and portable storing media such as, for example,

~CDs (Compact Disks), FDs (Floppy Disks), MOs (Magneto-

Optical disks), or the like. Or, an arrangement wherein

computer software is provided to a particulaf computer

system in a computer;readable format via a sending medium

such as a network (regardless of whether the network is

cable or wireless) is technologically feasible.

In other words, installing the computer software via
any such medium onto a’éomputer system yiélds bperational
advantages the same as those of the methods according to the
present invention.

..The present invention has thus béen described in
'detail with reference to specific preferred émbodiments and
modifications thereof. However, it is needless to say that -
that those skilled in the art can make modifications and
substitutions to the embodiments without departing from the
-essence of the present invéntion. That is.to say, the

' présent invention has only been disclosed in the form of




the receiving function. only in the event that the mail receiving task is
secure and the level at the time of receiving is securezzaéymﬁﬁgogeception
mai | - addressed to a 22 June 2005 34 mail receiving task nanaged at the
security nmenory-block 'searched and the contents of the buffer wherein the
received contents exist are decoded with the nmail |D, address value of
managenent informati on, ‘and address value of the mail body, as the key

t hereof, and copied to a buffer on the3éet| reception task. In this

nodi fication, verification can be performed by collating whether or not a
key held by each task is the same as the key managed at the secure
oper at i NG SfE$Bg SR Y - Q1 C i . ri se
hardmareq)capable g?ﬁgéttlngg" cg%?sagggﬁghpggg?o?ﬂaaggggg&égﬁ?gd" for

each bl oghodfld hRtTBEDLIYthhprkteacear di RestRi8ReYR! hinh8YS! - pfle secure

menory managi ng nmechani sm here can be arranged so as to not be capabl e of
reading fscapeoomithel piestats taveatiBADLHORLACkALY bB 5AdGEd b £RE-secure
mai |l -transmitting tasks or mail receiving tasks,” and e secute operating
syst em pappehdedmgnragagent of security levels for each task and nanagenent
of the menory bl ocks via the secure nenory managi ng nechanismin. a
centralized manner. Al so, the nmanagenent infornmation here nmay conprise
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mail size and a mail body pointer, and the actual state of the contents of
the mail transmitting task may be secured from a secure 4208311 within
the secure nmenory bl ock. The methods according to the present invention,
whet her according to the above enbodi nents, nodifications 22 June 2005 -
35 thereof, or any other conceivable arrangenents within the spirit and
scope of the present invention, may be provided in the form of
conput er - execut abl e software prograd® for executing upon conputers to
carry out the present invention. The software prograns nmay be provided to
gener al -- purpose conputer systensccapabl e of executing various types of
conput er code, in a conputer-readable format, via detachable and portable
storing nedia such as, for exanple, CDs (Conpact Disks), FDS (Fl oppy

D sks), M3s (Magneto- Optical disks), or the Iike. O, an arrangenent

wherein conput e SQhEwengtisnpProvdEess1i9y a RadLulabrepiPURE ozystemin
a conputer-readable format via a sendi ng nedium such as a network

(regargl.ess of sphether the HRtMor k& caph e gy, %’vﬂ;triefl!ges%)nx;isronment

technologically tfeasible. In other words, 1nstallingthe conputer software

the s 30 B0 B PR edriont bhor iing TetTad o RREEE vent i on. o
a step for executing mutual verification between said
operating system and a task at the time of said task requesting
service of said operating system , wherein said mutual
“verification step 1is performed by wusing data created by
enciphering predetermined data with key information used for a
first mutual vefification as an execution Eey for a second
mutual verification, and wherein said second mutual verification

is performed following said first mutual verification.

2. An information processing method whereby one or
more: tasks are executed under an executing environment
provided by an operating system, said method comprising:

.é step for said operating system to verify a task based
" on a mutual verification key held by said task:;

a step for said operating system to enciphef the stack

pointer of said task with salid mutual verification key, and

- return it to said task; and




The present invention has thus been described in detail with reference to
specific preferred enbodi ments and nodifications thereof22JypeP8p, it is
needl ess to say that that those skilled in the art can nmake nodifications
and substitutions to the enbodi nents wi thout departing fromthe essence
of the present invention. That is to say, the present invention has only
been disclosed in the formof 22 June 2005 36 preferred enbodi nents gi ven
as exanpl es, and accordingly should not be interpreted in a restrictive
manner. The scope of the present ihvEhtT on shoul d only be judged by the
appended d ains. 22 June 2005 - 37 CLAIMS 1. An information processing
met hod whereby one or nore tasks are executed under an executing
~environment _pravjde y . Qpe ing syste sai d_npethod. conprising:. a
step for exeacut%é m%tot%al ggérai f'i['%%ft{i gcno betwei Flleé:ai aal%pesr%?ci: g psc’ylsntq%rﬁ and a
t ask j f:said Kk ti .seryice_of id ratli stem
mhere?%n%a dé%%%ugvléger?%?@at#ggﬂgiepggglggggggﬁgd %égusﬁﬁgedgFgﬂg?ﬁgted
by engipherdng Jyy.edeterm ned data with key information used for a first
mutual verification as an execution key for a second

3. An information processing method according to Claim

2, wherein in the event that said wverification is successful,
said operating system and task hold the stack pointer
enciphered with said mutual verification key as an executing

key to be used for subsequent verification steps.

4. An information ' processing method whereby one or
more tasks aré executed under an execﬁting environment
Vprovided by an operating system, said method comprising:

a step for a task to request service of said operating
system, with an executing key attached;

a step for said opefating system to verify said task based
on said executing key; and

a step for said operating system, in response to success
of said verification, to execute services commissioned, and to
encipher the stack pointer of said task with said executing key

to generate a next executing key.




mutual verification, and wherein said second nutual verification is
performed followi ng said first nutual verification. 2. A22Juhe208%i on
processi ng net hod whereby one or nore tasks are executed under an
executing environment provided by an operating system said nethod
conprising: a step for said operating systemto verify a task based on a
mutual verification key held by said task; a step for said operating system
to enci pher the stack pointer of saigbtask with said nutual verification
key, and return it to said task; and 22 June 2005 38 a step for said
task to deci pher said stack pointer enciphered with said nutual
verification key aAd perdoanm foeri &i caimiprter3. tAn ¢éxdoutat iiofoptmadcdss Ng
met hod according to Claim 2, wherein in the event that said verification
i's suceesededing saihdreper avhag ®ystmemeantatlkesk i dekheusedckupbEmt en

enci phered wth said nutual verification key as an executing key to be
used feFeibsEhuenyivenmentat Poavededs. by, aan pPpevehdnyorsyFiowessisagdnet hod
whereby one or nore tasks are executed under an executing environment

provi d&P I Bl DRI LFg Syst em sai d net hod conprising: a step for a task

to request service of said operating system wth an executing key
‘attached: @ step for said operating system to verify a task based

-on a mutual verification key held by said task;

a step for saild operating system to encipher the stack
pointer of said task with mutual verification key, and return
it to said task; and

a step for said task to compound and verify the stack
pointer enciphered with said mutual verification key;

wherein, in the event that said verification procedures
are successful, said operating system and task hold the stack
pointer enciphered with said mutual verification key as an

executing key to be used for subsequent verification steps.

6. A program for ‘a computer to execute information
processing whereby one o% more tasks are executed under an
executing environment provided by an operating system, said
processing comprising:

a step for a task to request service of said operating
system, with a first executing key attached;
a step for said operating system to verify said task based

on said first executing key; and




a step for said operating systemto verify said task based on said
executing key; and a step for said operating system in r&piesd0bo success
of said verification, to execute services comi ssioned, and to encipher
the stack pointer of said task with said executing key to generate a next
executing key. 22 June 2005 - 39 5. A programfor a conputer to execute
informati on processing whereby one or nore tasks are executed under an
. executing environment provided by an operating system said processing
conprising: a step for said operatrﬁg4£y§ten1to verify a task based on a
mutual verification key held by said task; a step for said operating system
to enci pher the stack pointer of said task with nmutual verification key,
and return 'tSEg Sld%tégﬁﬁ 5ﬂm&§%step foE sai d_task _to conpound and
verify the sta&k PpaoiTit €i° enctiphet ed:d WY R-S81 d " Rut§EPVEF fiCat T on Key;
wher ei i it he - said, verificati d e Su ssful,
sai d oggré%Fﬁg g%é?%%?%ﬁgg?ésk o%%efhggst%%ﬁ&{%%?nggﬁﬁgﬁgﬁgﬁer%ﬁgmﬁ(% sai d

mut ual eMetbhbeathanskg¥kapodte8X8eULLAY ket Q108 Usad f&e&&ﬁq@y
0. rmati on

verification steps. A programfor a conmputer to execute info
processbNgeMBLE EHYa OBE-OFd DX ESKP 188 X astad UInder aAme.

7. A communication method between tasks executed on
an operating system, said method comprising:

a step for managing the security 1level of tasks
themselves and mutual verification keys for mutual verification
between tasks and §aid opérating system, in a table format at
rsaid operating system side, wherein said security level has a
first level which is secure and a second level which is not
secure;

a step for reading and writing blocks of tasks of said
first level and blocks of tasks of sald second level separately
into a secure memory block and a non-secure memory block,
respectively; |

a step for providing a first buffer on a first task of a task
of said_first level, and a second buffer.on a second task of a
task of said second level, and providing within said operating
system memory area for storing data and memory area for storing
management information;

a step for specifying at said first task an ID and an address

appropriated at said first task side, judging at said operating




executing environment provided by an operating system said proce55|ng
conprising: a step for a task to request service of said 2ZpBingt2088 system
with a first executing key attached; a step for said operating systemto
verify said task based on said first executing key; and 22 June 2005 - 40
a step for said operating system in response to success of said
verification, to execute services requested, and to encipher the stack
poi nter of said task with said executing key to generate a second
executing key to be used next tinme> 741 A communication method between tasks
executed on an operating system said nethod conprising: a step for
managi ng the security |level of tasks thenselves and nmutual verification

t asks, and.sai d_operating sy te in a

Cabr e Tl G o Rendly ATtV b, BPteoS0Rar g noddl ﬁe%%@ﬁ%
e ol el i) oS e oapi Y S gk s
bl ocksa@f, tAskenofendiid GaaoNGd eyaly SeRanakRhY of A A SEGH! ecm bl ock
and a non-secure menory bl ock, respectively; a step for providing a first
buf f ercran @e@éISEoEaﬁﬁmﬁhtinba%@id first task are secure, management
information is written to said security memory block and data is
written as enciphered contents with the ID, address vwvalue of
management information, and address value of the data bedy, as a
key; and
a step for specifying at said second task an ID the same as
said second task and an address appropriated at said second task
side, Jjudging at séid operating system side which secure memory
block to use based on the security level of said second task and
" the security level of a second function, and, in the event that
the security level of said second task and the level for executing
sald second level are secure, data addressed to said second task
managed in said secure memory block is searched, and the contents
of the buffer where said data exists is copied orito said second
task having been deciphered with the 1ID, address value of

management information, and address value of the data body, as a

key.




of said first level, and a second buffer on a second task of a task of
sai d second |l evel, and providing within said operating SAluemBory area
for storing data and nenory area for storing managenent information; a
step for specifying at said first task an 1D and an address appropri ated
at said first task side, judging at said operating 22 June 2005 - 41
system si de which nenory block to use based on the security level of said
first task and the security level of g first function, and, in the event
that the security level of said first?!4ask and the level for executing
said first task are secure, managenent information is witten to said
security nenory block and data is witten as enci phered contents with the
| D, address 8al e ePmwpherielriht NERked macicordiaad teddFbaim vl uahsreihe dat a
body, as a key; and a step for specifying at said second task an ID the
sane spiddiabksdcordyt afk aandmaphaddr essenppfbpyi atednatllzai.d second task
side, judging at said operating system side which secure nenory block to
use based on the security level of said second task and the security |evel
of a second unctiofomaRBicERiPhe aleiftod harcookdligecur fey |@adm of Bsai d
second task and the | evel for executing said second |evel are secure, data
addr eEEF S s&rd9setdnl thdk 2 mEfABENane sapldsetai@ nehety Hasdk i

searched, and the_contents of the buffer where said data exists is_copied
onto ELEPEEOGhgeEf resources and said second task 1s standing by

to capture resources.

10, A communication method according to Claim 8,

wherein said task is an event flag, and said first task is
setting an event flag and said second task is clearing an event

flag.

11. A communication method according te Claim 8§,
wherein said task is a mailbox, and said first task is

transmitting data and said second task is receiving data.

12. A communication method according to any one of Claims 7
to 11, wherein saild verification is performed by collating
whether or not a key each task has is the same as the key managed

at the operating system side.




task havi ng been deciphered with the I D, address val ue of _managenent

i nformati on, and address val ue of the data body, as a ké%,z.*'“?Qz BRe 2005 -
42 8. A comuni cation nethod according to Claim7, wherein said task is
any of a semaphore, event flag, or mailbox. 9. A conmunication nethod
according to Claim8, wherein said task is a semaphore, and said first
task is returning of resources and said second task is standing by to
capture resources. 10. A conmuni cat+ o8 ret hod according to claim 8,

wherein said task is an event flag, and said first task is setting an
event flag and said second task is clearing an event flag. 11. A

comuni cat i 8. mekhodmaecbrai vy methlodi ac8prdwher & nasyi ohe ask Glsiasndi | box,
and said first task is transmtting data and said second task is receiving
dat a. t®. 12, coinmueiicat $aid neehbddacdcor dangi¢ed amg ome oenGrai munAging 11,
wherein said verification is perforned by collating whether or not a key
each tasinshadiich e foams asatihegkepdnmenagedg At s¢henioperatiilng ksyrsteem si de.
22 June 2005 - 43 13. A comunication nethod according to any one of

d ai nssa@id secure memory block and said non-secure memory block.

14. A communication method according to Claim 13,
wherein said memory managing means comprise hardware capable
of setting access permission for each block of said memory

blocks according to security level.

15. A communication method according to Claim 13 or 14,
wherein said memory managing means are not capable of reading
from or writing to the memory block of a first level with

regard to a first task or a second task in the second level.

16. A communication method according to any one of Claims
13 to 15, wherein said operating system performs management of
security levels for each task and management of said memory

blocks via said memory managing means in a centralized manner.




to 12, wherein said nethod is carried out by nmenory rranagﬁiz?}? means whi ch
perfornms reading and witing discrimnatorily between s we9P8 nenory
bl ock and said non-secure nenory block. 14. A communi cation net hod
according to Claim13, wherein said nmenory managi ng nmeans conprise

har dwar e capable of setting access perm ssion for each block of said
menory bl ocks according to security level. 15. A comrunication net hod
according to Caim13 or 14, wheretm&atd nmenory managi ng nmeans are not
capable of reading fromor witing to the nenory block of a first |evel
with regard to a first task or a second task in the second level. 16. A
communi cat i onl et Aodomet ¢k ingen onatiyodnecofrdnag neo A3im U5, wikersim sai d
operating system perfornms managenent of security |levels for each task and
managefid BRNIGEHERenbriormbiks eempshiels meabl yshadhaghdg anmsemisl ibrdy
centralized manner. 22 June 2005 44 17. A conmunication method according
to O @MAELLwherein said managenent information conprises mail size and a
mai | body pointer. | NFORVATI ON PROCESSI NG METHOD, | NTER- TASK COMMUNI CATI ON
METHOD, AND COVPUTER- EXECUTABLE PROGRAM FOR THE SAME  ABSTRACT OF THE

‘DI SCLOSURE An i nformation processing nethod has a nechani sm




wherein mutual verification is perforned between tasks and a conputer
operating systemat the time of activating tasks, therel®2Juneg@Pey the
validity of tasks. The operating system eval uates a key which the task

hol ds at the time of requesting service of the operating system and
permts execution of services only-masthe event that the operating system
itself has the sane key. A mail transmtting task specifies a mail 1D and

address to anfBRkaPASY pHBNRILTRD A THoY, MBNTER - TASHr ColgoNbyaTtdwe oOperating
systemto a secure nenory queue |i st based on the security level of the

mai | transm wetp@pt adkpagdubteErsERECUTABLE VIEROCHAMN RORAMTSIE tSiMEY functi on,
and contents wherein mail transmission contents are enci phered with the

mai | | D, address val ue of nmanagenent information, and address value of the
mai | bodyBSIRALTKEY, THEeDRFLLOB8HREO a buffer. The operating system

deci phers the contents of the buffer wherein the received contents exist,
with the mail 1D, address val ue of nmanagenent information, and address
value of the mail body, as a key, based on the securit Ievel of the mail
recei vi ng taskﬁﬁnénfﬂéméEéﬂPlP§°¢%ﬁ§&niﬁm%$h94uﬂ95v@n&eF AELSEN, and copi es

hi n ffer _on_ th N vin K r
this o toh%r%%n %utgaltvgrl cat£§§eis P r%é?ﬁed bet %e% %asks and a

computer operating system at the time of activating tasks,
thereby judging the validity of tasks. The operating system
evaluates a key which the task holds at the time of
requesting service of the operating system, and permits
execution of services only in the event that the operating
system itself has the same key.

A mail transmittiné task specifies a mail ID and
address to a mail body, management information is written by
the operating system to a secure memory queue list based on
the security level of the mail transmitting task and the
security level of a transmitting function, and contents
wherein mail transmission contents are enciphered with the
mail ID, address value of management information, and
address value of the mail body, as a key, are written to a
buffer. The operating system deciphets.the contents of the
buffer wherein the received contents exist, with the mail ID,
address value of management information, and address value
of the mail body, as a key, based on the security level of
the mail receiving task and the security level of a
receiving function, and copies this onto a buffer on the

mail receiving task.

Figure 1




