CUSTODI AN MANAGEMENT SYSTEM CLAIM OF PRIORITY UNDER 35 U. S.C. 119 [0001]
The present Application for Patent clainms priority to Provisional
Application No. 61/164,276 entitled "Electronic Di scovery System' filed
March 27, 2009, and assigned to the assignee hereof and hereby expressly

i ncorporated by reference herein. FIELD [0002] In general, enbodi ments of
the invention relate to nethods, systens and conputer program products for
t he managenent of custodians within an electronic discovery system
BACKGROUND [0003] Electronic discovery, commonly referred to as

e-di scovery, refers tGlMOﬂ)b’chMANAGEMENeTéYSEEM data i s sought,

| ocat ed, secured and searched with the intent of using it as evidence in a
| egal proceeding, an audit, a securities investigation, a forensics
investigation or the like. E-discovery can be carried out offline on a

particul ar conputer orCLAIMAF BRIORHGOHPIDEEHUINCal Hét wor k envi ronment .
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because the data appears on nultiple hard drives, and because digital
files, even if deleted, generally can be undeleted. In fact, the only
reliable nmeans of destroying digitalggapa is to physically destroy any and
all hard drives where it is stored. 1 [0005] In the process of electronic

di scov %%2] data Rxf geﬁlnjal, EXBETin%AR TR ifiv@Tiof \%19:9 ?&&'ethods, systems and

computer program products for the management of custodians within an electronic discovery

system.

BACKGROUND
[0003] Electronic discovery, commonly referred to as e-discovery, refers to any process
in which electronic data is sought, located, secured and searched with the intent of using it as
evidence in a legal proceeding, an audit, a securities investigation, a forensics investigation or
the like. E-discovery can be carried out offline on a particular computer or it can be
accomplished in a network environment.
[0004] The nature of digital data makes it extremely well-suited for investigation. In
particular, digital data can be electronically searched with ease, while paper documents must be
scrutinized manually. Furthermore, it is difficult or impossible to completely destroy digital
data, particularly if the data is stored in a network environment. This is because the data appears
on multiple hard drives, and because digital files, even if deleted, generally can be undeleted. In
fact, the only reliable means of destroying digital data is to physically destroy any and all hard

drives where it is stored.



This can include text, image, calendar event data, databases, spreadsheets,
audio files, nultinmedia files, web sites and conputer prograns. Electronic
mail (i.e., e-mail) can be an especially valuable source of evidence in
civil or crimnal litigation, because people are often |ess careful in

t hese exchanges than in hard copy correspondence such as witten nenos or
postal letters. [0006] E-discovery is an evolving field that goes far
beyond nere technology. It gives rise to nultiple issues, many of which
have yet to be resolved. Fqr exanple, identifying data required to satisfy
a gi vefpﬂﬁsélscover&nth%ﬁﬁ%%P PleetEni g SToNErYafiin e%ﬁﬂl 'g(f’%s QBECYE YSYIEeNCRat has
been identified, and retrieving the data once it has been identified and
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OCCUr SyodA1Qie)s I n addition to identifying, locating and retrieving digital
dat a, ?he nost critical part of any electronic discovery is the
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of themselves. This is especially evident if the data that is being identified, located and retrieved

comes from an evolving or disparate enterprise, such as a corporation that has experienced

mergers, acquisitions, downsizing and the like. Mergers and acquisitions mean that the

technology infrastructure across the enterprise may vary, at least in the interim. However, e-

discovery must be able locate and retrieve data from these disparate technology infrastructure in

a timely fashion, sometimes within days of when the merger/acquisition occurs.

[0007] In addition to identifying, locating and retrieving digital data, the most critical

part of any electronic discovery is the preservation of data, which involves maintaining an

original source copy and storing it for preservation purposes or furthering processing. This too

becomes a daunting task for the enterprise system that encompasses a myriad of different

technology infrastructures and the like. Therefore, a need exists to improve the identification,

location, retrieval and preservation processes, especially in instances in which the enterprise

system includes disparate technology infrastructures and the like.



materials, provides for the ability to filter or search the data so as to
reduce the volune of data to only that which is relevant to the request.
Such searching is typically acconplished by determining a specific date
range for the request, providing key words relevant to the case and the
i ke. Inprovenents in the area of searching are greatly in need to further
add efficiency to the overall e-discovery process. [0009] Once data has
been retrieved, preserved and, in sone instances, searched the electronic
dat a n%Y be reviewed by the requesting entity such as a law firm

secur i {]088] comﬁ‘*%ﬁfleﬁlﬁuﬁy npied, g-iReoveny as eppe coBYRItigRal db@ﬁ@%@éﬁ%@fﬂﬁ%
suited for online review, the manner in which the data is presented for
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cost of the review process. Therefore, inprovenents in the manner in which
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efficiency and reducing costs. [0010] Lastly, once the digital data has
been r gateravigitlg aGpdodfid diediangd Rl tl&&'eqﬁsﬁ‘pﬁﬁfﬁdm?ky Weaslrdlevabofiochse adl i n a
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in which the data is presented for review adds efficiency to the review process and ultimately
drives the cost of the review process. Therefore, improvements in the manner in which data is
pfesented for review are also desirable as a means of increasing efficiency and reducing costs.
[0010] Lastly, once the digital data has been reviewed, data identified as relevant may
need to be produced in a tangible format for further analysis or legal evidentiary purposes. The
produced documents must be properly identified and include necessary redactions and
confidentiality markings.

[0011] Until now, e-discovery management has been conducted on a case-by-case basis,
meaning all tasking and workflow related to the e-discovery is based at the case level. Such
management does not allow for finer granularity in the management of a case or for links to exist
between different cases for the purpose of leveraging the e-discovery related to one case to
another new or pre-existing case. Therefore, a need exists to improve the manner in which cases
are managed and, in particular, how tasking and workflow are managed depending on case

requirements and the like.



[ 0012] Enbodi nents of the invention relate to systens, nethods, and
conputer program products for the managenent of custodi ans and, nore
particularly, creating, maintaining, and wutilizing a unified custodian
directory for the purposes of carrying out electronic discovery wthin an
enterprise environnent. In one enbodi nent of the invention, a nethod for
managi ng custodi ans for the purposes of electronic discovery within a
network is provided and includes the follow ng steps: (1) naintaining a
custodi an directory conprising a custodian profile associated wth a
custodi an, wherein the custodi an prdMAR¥onprises information relating to
a storage location in the network associated with the custodi an, and (2)
access[09421 he cuEmbetiismntp pbthilizventon relatotoetybtenis) methbads, erwt cottuter pragmam he
storage location via the network in response to an electronic discovery

r equesprodoaniarftyd mandehmentwsd codediims ap@0hdde patolady ngedtingsmaimtanibg andent s,
the custodian directory conprises a plurality of custodian profiles
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identifier associated wth the custodian. I n sone enbodi nents, the tables
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relating to a storage |location conprises an_ | P address. According to sone
enbodi ieesfien inthranehverkiapwiiatedgyideihe spsfodian dad (2) deesssipg thejcygadipn profifgle
storage location. In sone enbodi nents, the custodian directory is
conf i gatedatiallpeoligstidate romathe shtagn lnvatidry vie theymiwadiin tdspgnse mansgeasronic
enbodi nents, the custodian profile further conprises

discovery request identifying the custodian.

[0013] According to some embodiments, the custodian directory comprises a plurality of
custodian profiles associated with a plurality of custodians, respectively. In some embodiments,
the custodian directory comprises at least two tables within the network. In some embodiments,
the tables are linked based on an identifier associated with the custodian. In some embodiments,
the tables reside in different locations within the network.

[0014] In some embodiments, the custodian profile comprises human resources data
associated with the custodian. In some embodiments, the custodian directory interfaces with a
human resources database residing on the network. In some embodiments, the custodian
directory comprises a human resources table residing on the network.

[0015] In some embodiments, the information relating to a storage location comprises an
IP address. According to some embodiments, the electronic discovery request does not identify

the storage location. In some embodiments, the custodian directory is configured to be updated



hi storical information relating to the custodian. In sone enbodi nents, the

custodian directory is searchable via a user interface. In sone

enbodi ments, the el ectronic discovery request identifying the custodian

conprises an input through a user interface of information stored in the

custodi an profile. [0016] In some enbodi ments, the nmethod al so i ncl udes

| inking the custodian profile to an electronic discovery case record. In,

sonme enbodi nents, the method al so i ncludes accessing the custodian profile

in order to send a preservation notice to the custodian. [0017] _According

t o soneenénpwlyaspegodicallyhdo peragembodimoripttheenstogiangrelalg fipgier compriseai ni ng a

custodian directory for use in conducting electronic discovery within a

net worlkstbgcal prformafied relafirgy teithe tustodiapt kosbmeerhbalementt dhd @istodienrdyrectony) is

identifying a plurality of tables within the network conprising

i nf or nehichiblé elaahisagntetfaca) Shadinapmboditients) thk elrgtréie disedessrelpgsed on

identifiers associated with the custodians, and (3) creating at |east one
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custodi an and conprises the information in the tables associated with the

identi&kﬁﬁmg%@gﬁgated with the custodian. [0018] In sone enbodi nents, the

nmet hod al so i'ncludes copying the tables into a database. In sone

enbodi s, th ' f ' - natid O ' 0
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to the, custodi an. {n SO enbodi ments, the tables copprise network

di r ectBf §usiotiz praficdR or9eRtostShE 2 BFSEYPRIRAICE tBe EeBH- an profile conpri ses
the information for at |east one related custodian, 5 [0019] According to .
some efBbli ment SAccpriingershmg cabgdiments| of hepreseativyentionymethafddds  in the

information in the tables over tinme, and recording the changes to create a
hi st ormagintagguag a custodian directory for use in conducting electronic discovery within a network is

provided, wherein the method includes the following: (1) identifying a plurality of tables within
the network comprising information relating to custodians, (2) linking the tables based on
identifiers associated with the custodians, and (3) creating at least one custodian profile, wherein
the custodian profile is associated with a custodian and comprises the infomation in the tables
associated with the identifier associated with the custodian.

[0018] In some embodiments, the method also includes copying the tables into a
database. In some embodiments, the custodian profile comprises information relating to storage
locations in the network associated with the custodian. In some embodiments, the tables
comprise a human resources table. In some embodiments, the custodian profile comprises
human resources data relating to the custodian. In some embodiments, the tables comprise
network directory information. In some embodiments, the custodian profile comprises the

information for at least one related custodian.



the information relating to custodians. [0020] According to sone

enbodi nents of the present invention a custodian nmanagenent system for use
in conducting electronic discovery within a network is provided, wherein
the systemincludes: a custodian directory conprising a plurality of
custodian profiles relating to custodians, and an el ectronic di scovery
managenent server in communication with the custodian directory via the
network, conprising an input device and configured to interface wth a
plurality of data feeds conprising information relating to the custodi ans
to manffd% he chssoudingfe wnesanhodiments emnethed alspimclides achepizigg changes
custodian directory conprises a plurality of tables conprising data

rel at i fpthe exfomention st heitabbes. oventime mpd eerovtingribnchangesite aredid ebistorie rédonkefd
based on identifiers associated with the custodians. In sone enbodi nments,
t he custicanfioanatipnatiatisg fcust@dians.cust odi an in the custodi an directory
conprises the data in the tables associated with the identifier of the
cust odjm20] | N SOABcoRMhE t sHRid dinboldbiger®d €fahe prebeht HiveRbaed dustafagenent server
is configured to, in response to a user entering via the input device
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the custodian profiles in the custodian directory that include that
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preservation notices to custodians using the emai|l addresses stored in the
cust odWHh aglyrelity of gata fepds comppiisiegipbumation telating o hesugedians tgimanaeoihg
interfaces with a hunman resources database. In sone enbodinents, the

cust odéwtoditinrdistiory conpri ses a human resources dat abase. In sone

[0021] In some embodiments, the custodian directory comprises a plurality of tables
comprising data relating to the custodians. In some embodiments, the tables are linked based on
identifiers associated with the custodians. In some embodiments, the custodian profile of each
custodian in the custodian directory comprises the data in the tables associated with the identificr
of the custodian. In some embodiments, the electronic discovery management server is
configured to, in response to a user entering via the input device information about a custodian,
search the custodian directory and return the custodian profiles in the custodian directory that
include that information. In some embodiments, the custodian profiles comprise information
relating to storage locations in the network associated with the custodians.

[0022] In some embodiments, the electronic discovery management server is configured
to initialize tools on a periodic basis to obtain the information relating to storage locations. In
some embodiments, the electronic discovery management server is configured to send

preservation notices to custodians using the email addresses stored in the custodian directory. In



enbodi nents, the electronic discovery nmanagenent server is configured to
record within the custodian profiles the changes that occur to the
information in the custodian profiles over tine such that the custodi an
profiles conprise historic information relating to the custodi ans. [0023]
According to sone enbodi nents of the present invention, a conmputer program
product for maintaining a custodi an managenent systemin for the purposes
of performng electronic discovery in an enterprise environnent, the
conput er program product conprising a conputer readable nedium having
conput 89mg eabRiiments thrgustedianstineciory wivsfagesoyidue hypateppurees databased &bisomsher ei n
the conputer readable programinstructions conprise: first instructions
conf i gembetifments, theishgliamditetfohecdnapisesa Wirhin reseurecslatabesck Iwemmpe i si ng
information relating to custodians based on identifiers associated with

t he cushbstimests, thdieleqrtindisdovsitymiaiaganént seoafis gorfparddad raoabiwlthig thd | east
one custodian profile, wherein the custodian profile is associated wth a

cust odigfoddthreRRP e TR Mg that HdcBf fHRthé Biforntitibh th ﬂlabhﬁ@diaﬁpggaﬁieabe& thhd h the
identifier associated wth the custodi an. BRI EF DESCRI PTI ON OF THE

DRAW NG [0 46H cubiBiiah 9rdilbtSeoftipricé hidetic SRBRMITRE ISR olikEclsRESRAL] on i n

general terns, reference nmay now be nmade to the acconpanyi ng draw ngs:
[ 0025] [ fshogure 1 j t i i i esses
desor 1 898 her oi heesiibd B Pl daaiRit: G HEREE Ryeibon S b b il
i nvention; [.0026], Figure .s a block diaggram.of. an el ectronic di scovery
mnagePodist b Sy oS S [T RoROsEs SRR TP R ert | on 7
[0027] Figure 3 is a block diagram of a _database server, in accqordance with
an  enBSEHHORG ISV e iR 2P FREPREC FHIORIERH the[comprier progiamkPradpct camprigek 2 di agr am
of a collection server, in accordance with an )

computer readable medium having computer readable program instructions stored therein is

provided, wherein the computer readable program instructions comprise: first instructions
configured for linking multiple tables within the network comprising information relating to
custodians based on identifiers associated with the custodians, and second instructions
configured for creating at least one custodian profile, wherein the custodian profile is associated
with a custodian and comprises the information in the tables associated with the identifier
associated with the custodian.

BRIEF DESCRIPTION OF THE DRAWINGS
[0024] Having thus described embodiments of the invention in general terms, reference
may now be made to the accompanying drawings:
[0025] Figure 1 illustrates a network environment in which the processes described
herein are implemented, according to one embodiment of the invention;
[0026] Figure 2 is a block diagram of an electronic discovery manager server, in

accordance with embodiment of the present invention;



enbodi mrent of the present invention; [0029] Figure 5 is a block diagram of
a custodi an managenent system in accordance wth an enbodi nent of the

i nvention; [0030] Figure 6 is a flow diagramof a nmethod for maintaining a
cust odi an dat abase, in accordance with an enbodi mrent of the invention;
[0031] Figure 7 is block diagramillustrating electronic discovery
managenent structure, in accordance with an enbodi nent of the invention;
[0032] Figure 8 is a flow diagramof a nmethod for initiating a case or
mat t er _i ncl udi ng _creatin9 search terns, creating and _sending preservation
not i cef002dbndi ngFigaisidigadlaskdiageam ghydatahase sevey, Brgcd#er Mathstr veys to
custodi ans, in accordance with enbodi nents of the present invention;

[ 0033] embedimenioofitke prefenbinvetitiogt am of a nmet hod for custodi an management in
an electronic discovery system in accordance with an enbodi nent of the
pr esenf002B) ent i oFigufeGO34bldek glingemn dDa egltbctidn sreerfihaveoddamge avith aof net hods
for harvesting different data types in an electronic discovery system in
accor damb&limiehivfalie grefadintenionpf the present invention; DETAI LED
DESCRI PTI ON OF EMBODI MENTS OF THE | NVENTI ON [ 0035] Enbodi nents of the
prese n[oozﬂ{/e Nt i OPgHRW HRBIRE d bP£ Ui ﬁl&la%¥merﬁ%§§érﬁ§5ta@&r&\dnbg
reference to the acconpanyi ng drawi ngs, in which sone, but not all,

enbodi he ion. are shown. | ndeed, the invention may be
enbodi e H%ﬁeﬁ%g@ﬂ%m%lfﬁgﬁg%91 ornms and shoul d not be construed as linmted

to the di neng. . forth.herein: rather, these enmbodi.nents are
0 our LRBEEY, e RS i h HobufiFam 0B mfidl malrififife ST RS

requi renents. Lijke nug@Frs refer. to like elenents throughout.
accordance with an embodiment of the invention;

[0031] Figure 7 is block diagram illustrating electronic discovery management structure,
in accordance with an embodiment of the invention;

[0032] Figure 8 is a flow diagram of a method for initiating a case or matter including
creating search terms, creating and sending preservation notices, sending reminder notices and
creating and sending surveys to custodians, in accordance with embodiments of the present
invention;

[0033] Figure 9 is a flow diagram of a method for custodian management in an electronic
discovery system, in accordance with an embodiment of the present invention;

{0034] Figures 10 and 11 are flow diagrams of methods for harvesting different data
types in an electronic discovery system; in accordance with an embodiment of the present

invention;

DETAILED DESCRIPTION OF EMBODIMENTS OF THE INVENTION
[0035] Embodiments of the present invention now may be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,

embodiments of the invention are shown. Indeed, the invention may be embodied in many



[ 0036] As may be appreciated by one of skill in the art, the present

i nvention may be enbodied as a nethod, system conputer program product,
or a conbination of the foregoing. Accordingly, the present invention nay
take the formof an entirely software enbodi ment (including firmare,
resident software, mcro-code, etc.) or an enbodi nent conbi ning software
and hardware aspects that nay generally be referred to herein as a
"system" Furthernore, enbodinents of the present invention may take the
formof a conputer program product on a conputer-readabl e medi um havi ng
conput éifferpps irms prdghoard nod be censbved asdimited: théhawsahadiments o forth Ieginisui t abl e
conput er -readabl e nedi um may be utilized. The conputer- readabl e nedi um may
be, f oratlexahgrcentbodinmnts dré piovieldd sothabthisalisbdsnrmgy satsfyrappliebledegal cal |

el ectromagnetic, infrared, or sem conductor system apparatus, device, or
pr opagaigheémensli Like nuivbére ref@ac like elemsaphresglot.t he conputer readabl e medi um
include, but are not limted to, the follow ng: an electrical connection

havi ng[opng) or MOASmA b apprécihted By BhEofSkl MAR: AR dhdPrescitiivafionandydet abl e
conput er di skette, a hard disk, a random access nenory (RAM, a'read-only
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even b aper .or anot her sujitabl e. medi um upon whi ch..the programis printed,
as |t nAnIBER ARMYAR. HEOEHSERYaR BiT SOdeaptd Poa o podimen compan tafiva oo
scanni ng of the paper or other nedium then conpiled, interpreted, or

ot her wiEhasiwae agweets that may gereapebarginsd to hereingg ge gty RAWYSHMER stored in
a conputer nenory. 9 [0038] Conputer program code for carrying out

oper at ¢badigentes ablbd iprasent dnvehtipmmay gake ' 9§ @ AeIpyiengeiem prpduct ehai n an
obj ect oriented, scripted or unscripted programm ng |anguage such as Java,
Perl, Smahidratidableenedion hovieg borkputeHmableerogrét eodoemiridied ip tlegnadivioode

[0037] Any suitable computer-readable medium may be utilized. The computer-
readable medium may be, for example but not limited to, an electronic, magnetic, optical,
electromagnetic, infrared, or semiconductor system, apparatus, device, or propagation medium.
More specific examples of the computer readable medium include, but are not limited to, the
following: an electrical connection having one or more wires; a tangible storage medium such as
a portable computer diskette, a hard disk, a random access memory (RAM), a read-only memory
(ROM), an erasable programmable read-only memory (EPROM or Flash memory), a compact
disc read-only memory {CD-ROM), or other optical or magnetic storage device; or transmission
media such as those supporting the Internet or an intranet. Note that the computer-readable
medium could even be paper or another suitable medium upon which the program is printed, as
the program can be electronically captured, via, for instance, optical scanning of the paper or
other medium, then compiled, interpreted, or otherwise processed in a suitable manner, if

necessary, and then stored in a computer memory.



for carrying out operations of enbodinments of the present invention may
also be witten in conventional procedural programming |anguages, such as
the "C' programm ng | anguage or simlar programm ng | anguages. [0039]
Enbodi ments of the present invention are described below with reference to
flowchart illustrations and/or bl ock diagrans of nethods, apparatus
(systens), and conputer program products. It nmay be understood that each
bl ock of the flowchart illustrations and/or bl ock diagranms, and/or

conmbi nations of blocks in the flowchart illustrations and/or bl ock

di agr al938tan beCrmprienRIpgam qsle &3 irpuYBE opt ersratiens akambadimerisof thpese
conputer program instructions may be provided to a processor of a general
pur pospregantrpiyertion mpebs wiitpninposdject oniptadescriptad aytheariptedagogramuie dat a
processi ng apparatus to produce a machine, such that the instructions,

whi ch xgeage such @& Javee Ppdl SredBak, ©f+ton ehedihafp osrcver thetchaputer pogamedde e dat a
processi ng apparatus, create nechanisns for inplenenting the functions/acts
speci f f@edairying bet opetativhd el dmbvdihidits &1l tRe frestina ivaintidal AHKalSF bdwAGkSin [ 0040]
These conputer programinstructions may al so be stored in a

conput giveRafaPh8cediRIBfogrdniing talbudids Sfikch 8s hePPY b%gr@ﬁmﬁighe{guag@&r ammabl e
data processing apparatus to function in a particular manner, 3uch that

the ingLiMEL t he conputer readabl e nenory produce an article
of nan%?%gfgog |ncF§J&% ég%&nstruction means whi ch i nplenment the function/act
speci f nth har nd/ bl ock di agram b %%041 The
conput LO%g%fr ogra%EI%iﬁ(Ss) I?t |E’(f)ns ﬁe(éent §0 Bt mg %ﬁ?ﬁ ‘g”?'l uver “br ot her
progra | e .data .proc ar at ause serles of .operationa

P o Howehert iR Wﬁwnﬁ%hﬁﬁk?% dnegio raPBFWBP Yl a AP EPdhar at us
to produce a conputer-lnplenented process . such that the instructions which

execut Bogfm predednpimay beundarsierd hagehhiogk Pfetha;slaafﬁh%élustﬁtws ad/en eps for

i npl enenting the functions/acts sFeC|f|ed in the flowhart and/or bl ock
block diagrams, and/or combinations of blocks in the flowchart illustrations and/or block

diagrams, can be implemented by computer program instructions. These computer program
instructions may be provided to a processor of a general purpose computer, special purpose
computer, or other programmable data processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer or other programmable data
processing apparatus, create mechanisms for implementing the functions/acts specified in the
flowchart and/or block diagram block or blocks.

[0040] These computer program instructions may also be stored in a computer-readable
memory that can direct a computer or other programmable data processing apparatus to function
in a particular manner, such that the instructions stored in the computer readable memory
produce an article of manufacture including instruction means which implement the function/act
specified in the flowchart and/or block diagram block(s).

[0041] The computer program instructions may also be loaded onto a computer or other

programmable data processing apparatus to cause a series of operational steps to be performed
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di agram bl ock(s). Alternatively, conputer programinplenmented steps or acts
may be conbined wth operator or human inplenented steps or acts in order
to carry out an enbodi ment of the invention. [0042] Enbodi nents of the
present invention provide a unique custodian directory and nanagenent
systemthat enables an electronic discovery systemto nanage custodi ans
separately fromthe cases and data to which they relate. One of the key
aspects of the present invention is that it causes the processes

i npl enented by and through the el ectronic discovery systemto be

si gni f PR HSCPYPHISE e etheripsosammahlg appap faPrpdiss acnBpBtchimplamenied processt . The
cust odi an managenent system of the present invention will be discussed in
det ai | susélthai/the instructiérsyelrclecxagute ondhdgagapuéss or BthanprogranBiiablg appetatis

envi ronment of the custodi an managenent system i.e. the enterprise

el ect r provaledicps fiw émplesiestirgnthe findtidintactsupedfiedindhe Sbechant sdok bidck
organi zati onal structure of the electronic discovery system (cases,

cust oddiagam Hock(gataaterbioell tobfutes protaie tnpleRertd) stdfdraca ngrytRuwohlbaed
circunstances that may arise within an enterprise or business that require
the coliopé:aidr 8f mphRGHpRMNEdaPs bF AR INBIGWLAYESS aﬁ@ﬁlbe&iﬂeﬁ%ﬁhef the
enterprlse or business. Such cifcunmstances nmay arise out of ongoing
litigagy, investigations, regulatory conpliance issues, etc. Each tine
electronlc 3ata is required or |s potentlally required to be collected

the su mat t 0 e ason ction is nd,
event uQifiet o ERa@hmbtE of e BRRe e Hap POV S bThe e furt Ry Al or esen
i nvention. VVthln ea q el ectronic data that i s required | 1
gener aPRYAREGE e it et a5, TroRicten it it o Bamee cheofdR seBiipbyee o
officer, i. a "custodian." Each nmenber of the enterprise or business

coul d %@néhqqasw&ataéﬂ whighfhey S?lat‘f Haneldthe keyatperat of thepiesens inyspiQsis ed or
collected fromvarious storage |ocations needs to be available to be

r eadi | thatit cansescilie hipcessessinpidnoenirshy dnd thugngh the elegtrenic Hsoevery systsnetodee
matters/cases (which will be referred to together as "cases" for
convensigmfiegntly more efficient and scalable than those of the prior art. The custodian management

system of the present invention will be discussed in detail below with reference made to Figures
5 and 6. First, the environment of the custodian management system, i.c. the enterprise
electronic discovery system, and the three major elements of the organizational structure of the
electronic discovery system (cases, custodians, and data) should be explained.

[0043] There are countless circumstances that may arise within an enterprise or business
that require the collection of electronic data from the employees and officers of the enterprise or
business. Such circumstances may arise out of ongoing litigation, investigations, regulatory
compliance issues, etc. Each time electronic data is required or is potentially required to be
collected, the subject matter of the reason for the collection is a “matter,” and, eventually, a
“case” within the electronic discovery system of the present invention. Within each case, the
electronic data that is required will generally have been created by or associated with a particular

employee or officer, i.e. a “custodian.” Each member of the enterprise or business could be a
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custodi ans, and data which all need to be identified, established, and
managed within the electronic discovery systemin order to conplete the
data coll ection processes. [0044] Existing electronic discovery systens
have generally been structured so that every process and piece of data
relating to a collection is stored and managed according to one governing
organi zati onal header, such as a particular litigation or a particul ar
collection. In other words, individuals identified foor collection as well
as the data collected fromsuch individuals are assigned to a collection
or t hecystndigne Jiinallycths susiogian data that isihgenested or ¢ollgeted frgmevapaus er@ge f or whi ch
the collection was required, and all nanagenent activities are perforned
by wor locatipns measisdinbe inailalle gabd readilyosraksstd by thoshwyhoheadhnfor Bwsese. Hhwever, the
uni fi ed custodi an directory and managenent system of the present invention
enabl etherareimtémsondce (whisle avbbyrefarasdidemidpethen ‘tecades’™? for oonvtehncedepar at e
storage of case records, custodian records, and collected data within an

el ect r aitddiand] SAMBIWhisly Al 868d td Bé RleAONE], cstiBIRHEL, bfmafRpelwigth (et h
strategic |inkages between the custodi an managenent directory and those

SYySt engiedhtd &&o@é%r%yétg:ﬁ% Qﬁileﬁﬂ)%oﬁﬁ#t;@ fHeRAta43l18ution PrdR¥gs. mnagenent of the

e-di scovery systemtdo be inplenentéd in a unique and extrenely efficient

e (oA | | S, ALY ALGaR: GIBIAYSIRDN, BNELORKMCR BURLERR thPORR]

Fi gure rates-an exenp oni c very system1l
enbodi nents of the t odi.an, management st em of t%f resent invention may
e i BB AGRECS of LoE LR T LR Lon & RO e B OPRe® Mot r oni o
di scovery system 100 i s he i pformation technolo | at f orm of an
ent er pAqYsENng qua%&%ltwaﬁléleaéﬂa%wc A% PEHICHAY KEAIGE PEAEFIC e BUFSEPoi ot
includes a multitude of servers, nmachines, and network storage devices in
12 conwordsdadividhalyiidontifpd fos sellertion gy well as thedniaplentsdoifom sechiopdividupls are
particular, an electronic discovery nanagenent server 110, at |east one
dat abasssigaet toex collg@ijonzor ¢l pastitulayegses matten; liti@dion, ismest ggidnseic.per whivhlthe
conputers 140, enterprise file servers 150, including at |east one personal
collection was required, and all management activities are performed by working through the
organizational hierarchy of that case. However, the unified custodian directory and management
system of the present invention enables an electronic discovery system to capitalize on the
separate storage of case records, custodian records, and collected data within an electronic
discovery system. This novel innovation, combined with strategic linkages between the
custodian management directory and those systems housing case records and collected data,
allows management of the e-discovery system to be implemented in a unique and extremely
efficient manner that is a significant improvement over existing systems.
[0045] Figure 1 illustrates an exemplary electronic discovery system 100 in which
embodiments of the custodian management system of the present invention may be
implemented. In some embodiments, the environment of the electronic discovery system 100 is

the information technology platform of an enterprise, for example a national or multi-national

corporation, and includes a multitude of servers, machines, and network storage devices in

12



network storage area and at | east one shared network storage area,
enterprise email servers 160, a conversion services server 170, a
short-term staging drive 180, and a |ong-term network storage network 190
are all in conmmunication over a conmunication network 102. The

conmuni cation network 102 may be a wi de area network, including the
Internet, a |local area network or intranet, a wreless network, or the

| i ke. [0046] As shown in the block diagramof Figure 2, the electronic

di scovery managenent server 110 provides user interface managenent for a
user viemmywication eith erscanethgr oven agommunimationinetwarks  In ppigicelas @n clsairenieli scovery
managenent server 110 is a web server that can be accessed via a web

br ows ediscdveryomenggamentcsaivar 1 Hyboldastreont datttase sdrestl26 wllditime savyr 130pnagenent
server 110 is an intranet website server that may be accessed utilizing a
web  be@wgeke pitschah@diiuies WU, Bhidrprie fikdetrepy 1 Beinclliding i@ leatthde pkgoidl oni ¢

di scovery nmanagenent server 110, the user interface 118 may be presented

to a Ug&ivofiostoraBEarel iP5 88asOdne"BARE hBS obih Qoragh Bl l ARiSridichfaf B ¥rsNEOCES S
and all processes described herein that are inherent thereto. For

|11 USt ERRRIARAS Sarved 170D AR SUITE dRFE £56) ahllB lordeErrPhEBRIV 36
interacting with the user “Interface i's an enployee or contractor of
t he conpan es roni.c. di iy .

ner car Paroris 4G E R ipRRultih OB b BiRoH astla #02 e £ Rirfiridion
greater detajl, below, the e-discovery . na r may utilize the user

Phtor £ BEOR 02 B i e, B R a4l Rk B Pt

data. It should be aggreciated, however, that any individual could use the
user i atdelateetverk pothsdike-or m t he manual functions herein attributed to 13
the e-di scovery manager, and, indeed, that an automated process could

per f or B08Abse f uheshosrmsin thesblogk diagrpood Figure? dhe plegfrenipdiscoveryRngngeemant t he

el ectroni c di scovery nmanagenent server 110 is in communication with the
dat abassverdi 0 rovi®e userdnteigcequdnagahim ier meeren ud@Onteifzcetli8. In some

embodiments, the electronic discovery management server 110 is a web server that can be
accessed via a web browser. In one particular embodiment, the electronic discovery
management server 110 is an intranet website server that may be accessed utilizing a web
browser on a machine within the enterprise. Through the electronic discovery management
server 110, the user interface 118 may be presented to a user for the purposes of managing the
electronic discovery process and all processes described herein that are inherent thereto. For
illustrative purposes, it may be assumed herein that the primary user interacting with the user
interface 118 is an employee or contractor of the company who serves an electronic discovery
management role, and hereafter is referred to as the “e-discovery manager.” As discussed in
greater detail below, the e-discovery manager may utilize the user interface 118 to manage cases,
custodians, collections, and collected data. It should be appreciated, however, that any

individual could use the user interface 118 to perform the manual functions herein attributed to
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communi cation network 102. The dat abase server 120, as shown in the block
diagramof Figure 3, is configured to provide database services for the
el ectroni c di scovery nmanagenent server 110, including housing the Unified
Directory/ custodi an dat abase 122, which includes data relating to

i ndi vi dual custodi ans, the case database 124, which includes data relating
to particular cases, and ongoing collections database 126, which includes
data relating to collections being undertaken by the collections server
130. Each of the foregoing databases within the database server 120 is

di scusthed-discosenyamanages| o, indecds Hobhauemaind proses sauldpariomy thospfuactiemsabase
servers could be enployed instead of a single database server, and

ref ereaceelt.o a singl e database server is for illustrative and conveni ence
pur poses only. For exanple, the Unified Directory 122 could be stored in
one daj@base serRekmringagainas Bigdad B iaseectdbicaistbterh enaphonat sdivaarn o0 ieih

dat abase server, and the ongoing collections data 126 could be stored in

yet angih@inidalRRASEhE QhtdSdse serk §0%8lanfanodb8ons MrvdrNgoRiger of dat abase
servers enployed, it is an object of enbodinents of the electronic

di scov rﬁ(mﬁﬁﬁéétgﬁ‘ir%%kﬁ@i P Sdabald-g iggagggév&ginjﬁébll%gﬁg% fht %tgt@énﬁ&i ng to

cases be store e dat abase server ndependent
cust odi &&%ﬁ . r Lyy: VWLl e ' ata in
Che. Uniir cotiireddf By dE3babfy ARES fy 2RO B inc N nflB R 3467 b
| i nked .correlated wthi. e dat gbase. server , .al | ow t he data
to be. LitbiEdiriang ful st PRURy AR D itbs s B E RN b odi ments
of the present invention advantageously foster greater efficiency . in the
manage g i bdpddmboystodiags, tAn faF gripkast d bovhighineludpsdata sfafing i PEBFH Nt .
For exanple, in an environnment where 14 custodi ans may be assigned to
mul t i ptasess arkengoingecollpgtinns datebase il 20, sthich inpludesadagrorelabing taoepllsetiang baingf r om
custodians is greatly reduced because the data relating to the custodian's
st or agendedalehibyribe callveSomsservaeE. t Badheof ¢lenferegpang dafabasce asthinbijie datslmsbasi s or
reproduced in each case record and because, in sonme situations, data may
only beresllkedtdisusedéen ddatsinbelowalitshonlld de uadatiood tat taukiplesathbase servers

could be employed instead of a single database server, and reference to a single database server

is for illustrative and convenience purposes only. For example, the Unified Directory 122 could

be stored in one database server, the case database 124 could be stored in another database

server, and the ongoing collections data 126 could be stored in yet another database server.

[0048] Regardless of the number of database servers employed, it is an object of

embodiments of the electronic discovery system 100 that data relating to custodians and data

relating to cases be stored in the database server 120 independently such that custodians and

cases may be managed separately. While custodian data in the Unified Directory 122 and case

data in the case database 124 may be linked or correlated within the database server 120, by

allowing the data to be stored and managed separately in the database server 120, embodiments

of the present invention advantageously foster greater efficiency in the management processes of

an enterprise electronic discovery environment. For example, in an environment where
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in multiple cases. [0049] Wen a case is initialized and a custodian is
assigned to the case (because the custodian was identified as a subject
for electronic discovery within that case), the custodian nanagenent
system of the present invention enables information for that custodi an such
as network identifications, human resources information, and other data
relating to data storage |ocations, to be readily and automatically
accessed by the electronic discovery managenent server 110 and linked to
the particular case record in the case directory 124, rather than manual ly
i nput gHptadipgs mayibs assigned oyl casen, herehiort agspsiaterliyith the caldecinp pf ddted
through the electronic discovery managenent server 110 interfacing with

t he UnirpinesustDiipescis groptly pRluped helausd theadntasrelating to/le cast@liart h sterage focatiansevent
the sane custodian will be the subject of an electronic discovery request
i n nul doepnet ed &she gandratddemes @sebichde bads asspgideckdtio enahl daspiceordaads, by
having the data relating to that custodian stored in a separate storage

| ocat i Betaude, @ soinbQitkdtichs, dtalPhayeslPhy collkeied dAEE frorh AlRHICUTRIr biddodH thit Rk Case
records in the case directory 124, the e-discovery nmanager avoi ds having

to re-genglisikeasgd re-enter identical information about the sane custodian
into nultiple case records. [0050] Furthernore, in addition to allow ng

for magageTent - of s L adi AR ARG dud'a AWbaiAReRsip SRS HIBI Rrcllust g Present

i nvention "al so provide managemnent o ec erring to
Figure_ 4, .the colle¢ctions server 130 i.s,configur.ed operat e nunber of
ool s cubfodiat G Renfingd PORafRel B shefirati® BN i iia b erRE B FoBall T bct on
tool 134, and the active emajl 15 col l ectjon toq% é%G in order. to collect
di f f er BATRSEPRUSYemphihe DAFREILEoR SRaPlRip loTaptn fop it gusiodimsuch Fay be

managed apart fromcases. In this regard, in certain enbodi nents, the data
col | ecsdworkfidenifigatinns t huarangesoptrss sderattips, agd ofher dafa frlatinedp datr s®K9gsot h t he
custodi an informati on and any relevant case information (as discussed

bel ow, lotdtonsdd betdadidy ekt autématically actcssad by thy-detimistdincaygry management

server 110 and linked to the particular case record in the case directory 124, rather than manually
input by the e-discovery manager into the case. This is accomplished through the electronic
discovery management server 110 interfacing with the Unified Directory 122 in the database
server 120. Thus, in the event the same custodian will be the subject of an electronic discovery
request in multiple cases, and therefore will be assigned to multiple cases, by having the data
relating to that custodian stored in a separate storage location, i.e. the Unified Directory 122, and
linked to the multiple case records in the case directory 124, the e-discovery manager avoids
having to re-generate and re-enter identical information about the same custodian into multiple
case records.

[0050] Furthermore, in addition to allowing for management of custodians apart from
cases, embodiments of the present invention also provide for management of collected data.
Referring to Figure 4, the coliections server 130 is configured to operate a number of tools,

including the local collection tool 132, the file server collection tool 134, and the active email
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area network 190), but is linked to a custodian, which is in turn linked to
one or nore cases. This is advantageous because in the event a particul ar
custodian is assigned to nultiple cases, data collected fromthe custodi an
may be shared with the other case(s) to which the custodian is assigned,
whi ch reduces the likelihood of the inefficiencies associated with
over-collection. The foregoing are only two exanpl es of the advantages
brought about by the unique structure of the present invention; indeed,

the separation of cases, custodians and col | ected data such t hat they may
be | i nkalectieyiephkd6 iperdertmrealieet diBorantdveasy! gata and storersely dass suchdhaste datency

of countless processes crucial to the operation of an el ectronic discovery
syst enmay bhimanaged apav frommassst o thisregardnineerizin smbodimenis, tiaviataenbenttd wi t h
mul ti pl e custodians and nultiple cases. [0051] Thus, the various processes
and cofrparaitticuttdr chhiedisl Betorahicpatiebe buwambptistis tesndidldformyutidieandrdngrar i | y
categorized within one of case managenent, custodi an nmanagenent, or data
nManagefgivint cabd MAIHBALGNEE SistlisBedRASS SBE tollected AL iDQEMA BN InBIeriPdtbAbS

dat astores (case, custodian, col | ect ed data) to streanline each process

and engis RethBal 19%@%1: SAftked ﬁ)CeP&Qtdd?an whHItA '15?1*11%mﬂi‘1§ecpﬁar e hidhe Bls@CESSES and

conponents that nay be incorporated Into enbodi ments of the present

i nvent | ticular

uni t O*P%Q lsvﬂot%@?“c‘fu?ﬁva%#%hﬁ‘#ﬁ@%pr. it 4 ?%‘155?18 R BudpIE BB 21

nanage mapnage 0p5 CUSTQDI AN
OB S R fﬁgﬂ oy be %ﬁ%o‘a”fﬂaﬁ% %ﬂﬁéﬁIJWﬁsﬁbmuﬁta ol 1o

Flgure cqr, |n enbodlne S. of, the esent invention,

cust od?sawn?fﬁﬂ@efgwe e%&}get #itinond of éhep‘i“%f&' isaeics asraapb PKeTEiod getions Then some

enbodi ments, the custodi an managenent system 125 conprises the electronic

di scoviorsgoingrsgentyivo sxamles afthe actwaetagﬁﬁ rpught ghaug by theypmnige sirppwsedthe t hi n

t he database server 120), and the human resources systens 127 and
i nf or npresephinyetmpindgsd, mmtion of cases, custodians and collected data such that they

may be linked together yet managed separately greatly improves the efficiency of countless
processes crucial to the operation of an electronic discovery system within the environment of an
enterprise or any environment with multiple custodians and multiple cases.

[0051] Thus, the various processes and components of the electronic discovery system
100 may be primarily categorized within one of case management, custodian management, or
data management, although there are necessarily links between the various datastores (case,
custodian, collected data) to streamline each process and ensure that each case record is
complete. The particular processes and components that may be incorporated into embodiments
of the present invention will now be fully explained within the context of the particular unit of
work within which they primarily fall, whether it is custodian management, case management, or

data management.
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129 of the enterprise. [0054] In sone enbodi nents, the Unified
Directory/custodi an dat abase 122 houses information relating to al
potential custodians within the enterprise and the |ocations where those
custodi ans store data. The information housed in the Unified Directory 122
may include for a particular custodian, for exanple, the custodian's nane,
position, human resources identifier (a unique nunber for each enpl oyee of
the enterprise), enploynent |ocation, domain, emil addresses, network
user identification, personal conputer(s) nanme, paths of network storage
devi ces used by the custodian, including Shared Drives and HoneSpaces, work
history, related persons (such as managers, team nenbers or subordi nates),
and an062her i nfOSTEDIAN MANMGEMYENGe rel evant to the di scovery process
including a historical record of the foregoing. Since the human resources
i dent i foos3] ( per WRE régzafd©icaktodigs Hahhgenibit Referringhodd tadFyGire!f Goddingto each
custodi an, in sone enbodi nents, the Unified Directory 122 may be organi zed

ar oundsdnieembyaiRchid SR et ieftidd b elistodiaf RhtiRmhehiySIOMNE 28 1ORd BNt S, the
Unified Directory 122 is generated through a nulti-Step process that

utilizgs s}{BgH iinl%@éé 9,%%01%9%&2&1}41%9& L ch&@ﬂ%%%gﬁét§&§¥ﬁggs gg{;@ﬁ&?t on

rel ating cust rans and t ocations in n sone

[t or Bt Csepl S bae s ok ML S eY PER b Rl e
I SuctPB R L8 wid oo BmeR romrecsayams O7) HLAEEALR CSBRlE s3othmy be

configured to operate and maintain the various data feeds to the Unified
Di r ect ¥ofthoenterpass] | n sone enbodiments, the Unified Directory 122 is a
network of tables or databases that are |inked together and organized
ar oundl00p cust ddisems emhodimeniscibo Uingless! Diret¢my/ichstedian daddiasd 122demsést y nunber ,
or other unique identifier. In such enbodinments, the Unified D rectory 122
i S notinforsiatign eelatiap abalt potbiitasl cistaias vethin tiie ehteepridahiad theddcatiehsavlese t o t he
cust odi an, but

those custodians store data. The information housed in the Unified Directory 122 may include

for a particular custodian, for example, the custodian’s name, position, human resources
identifier (a unique number for each employee of the enterprise), employment location, domain,
email addresses, network user identification, personal computer(s) name, paths of network
storage devices used by the custodian, including Shared Drives and HomeSpaces, work history,
related persons (such as managers, team members or subordinates), and any other ihformation
that may be relevant to the discovery process, including a historical record of the foregoing.
Since the human resources identifier (perhaps a social security number) is always unique for
each custodian, in some embodiments, the Unified Directory 122 may be organized around the
human resources identifier. According to some embodiments, the Unified Directory 122 is
generated through a multi-step process that utilizes multiple tools and methods of identifying
relevant information relating to custodians and the locations in which they store data. In some

embodiments, the Unified Directory 122 is a dynamic directory that interfaces with various data
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rather a network of |inked tables, where each table may contain certain
data relating to the custodian, such as a table containing network
identifications and email account information of custodians or a table
contai ning particular human resources information. Referring again to
Figure 5, the custodian data tables 123, according to sone enbodi nents are
tables of data regarding the custodians that are obtained from various
sources, whether copied fromthe HR Systens 125 or the IT systens 129 or
generated fromtools initiated by the electronic discovery . nanagenent

ser ver Sauress sypiuthal Qistodigp datads cmstaaily onperigdicatinedde FWéﬂnlﬁq%Dugctewﬁlfzi’l derred to
make the |inkages between these separately stored tables using the

cust odbtarase. brsughempadiments; tae slectr@dpdisenveryymanageingnj seiver 1 Mishasband
provi di ng |i nkages advant ageously avoids the |l oss or corruption of data

t hat ceenfigesulto obereimaad teinidin tig tacionedaefdcddlogbe Uhidied Directoryn 120 me

i nstances, certain pre- existing tables originating fromdistinct sources
or tabjo@sspener alnadnicreaibodinsdnts)the Wafied Dredsry 100 idd Aetivbk siigésgsri se may be
merged if the circunstances indicate that |oss of data is unlikely, for

exanpl gatabased g Fré BAIA t@etiich 8nd SR hufizEMPdrbihd thd OREddiaRUBumAd Y SRS

enbodi nents, the electronic discovery managenent server 110 or the

dat abaﬁﬁnﬁﬁéry &fciai-g&uﬁ Iﬁlﬁﬂ)fef, ) fﬁlgr ﬁlﬁ%ﬁerﬁl tﬁféf.elnvgut:lb e%bSHJHB%, é Lﬂﬁefder ent

data sources that contain information relating to the custodi ans and

genera te é¥ t | i nki t@ 1 bl.es resul.ti from
such S%SIF %glg) i Sgﬁatahsgl a{laggqag{)\’ﬁg@%%, alﬁaoﬁh% ag%t&agﬁefage& W RE C&%ff)glaﬁ?r Vi ded
therein w th unigug.custaodi an identifiers. Each cusiqgjan's "entry" in the
Uni 11 cHUIEF P e ofsked iehies Where cetuipbll iy CQEBENST AR PHOCHRE A e dach t abl o
within the Unified Directory 122 associated wth such custaodian's uni que
i dent i FysEMdian, srchspitablepniaiding astworlpidgpiifigatons and eylagascquapermstionp!  dat a
relating to the custodian. In sone enbodinments, a primary source of data
wi | | beustadéans b arfablegontiintiad parieulaf huntpo resornes indemations Referping egaisipst ens 125
of the enterprise. The tables and/or data fromthe tables may be sinply
copi edFignem, thescukiodan datasadhliescs, atabaliasto somatmbbdiments are tables of data

regarding the custodians that are obtained from various sources, whether copied from the HR

Systems 125 or the IT systems 129 or generated from tools initiated by the electronic discovery

management server 110. The electronic discovery management server 110 is configured to make

the linkages between these separately stored tables using the custodians’ unique identifiers.

Separately storing the tables and providing linkages advantageously avoids the loss or corruption

of data that can result from attempting to merge tables. However, in some instances, certain pre-

existing tables originating from distinct sources or tables generated from distinct data feeds

within the enterprise may be merged if the circumstances indicate that loss of data is unlikely, for

example, if the fields of the table match.

[0056] Thus, in some embodiments, the electronic discovery management server 110 or

the database server 120 is configured to interface with a number of different data sources that

contain information relating to the custodians and generate an integrated directory by linking the
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data tables 123 of the Unified Directory 122 and periodically updated, or,
in sone enbodi nents, the tables and databases of the human resources
systens 125 nay instead be accessed by the electronic discovery managenent
server 110 such that a dynamc interface is created and the databases

t hensel ves, al though remai ning within the human resources systens 125, are
now wthin the scope of the Unified Directory 122 and considered to be the
data tables 123. In still other enbodinments, the data may be copied from
t he human resources systens 125 into the Unified Directory 122 to create
dat a t tdblessesiBRigdronasyshisowcss, s¢.dhe data tbkatl Phgnd hssotiating e daBiprecdalr y 122,
and the el ectronic discovery managenent server 110 may establish a dynam c
i nt er f aRecideiheaiut bestddiad idestifldrd. eedchcystddian’ @ iehtiyh én datiabfisEBiradtodylt@2 human
resources systens 125 such that when changes are nmade to the dat abases of

t he hupRY bk @A By 8MSLsaBthd dita irP &N tabld RIBIAShAURIfidd DRRBoHE Bl Assdcpgard in
the Unified Directory 122 as well. [0057] In sone enbodi nents, the

el ect rw&hﬁuﬂ{éﬁggf‘aﬁ% 9eSEREr rcY)ﬁ’[pil%éQHMa 1 bthih 2@ oI keh &1 BEHIE €S

tabl es an ses orfginating fromt uman resources systens 125 as a

about e Ccus I ans I ne urces. uman resour ces

dat ab i,cul arl f ul t h i i.nf t h
e nangOmRUE GPRele o [T AP o P P SOTr e L) SRR PRFEFee. T P Par y
emai | address, work address, hone address, enploynent status, job title,
super vpRbBer dafafrorm tha trblss My be pimplpeqpiedsirem thefumam resoneeep databrseiain ibe es

dat abases (or an anal ogous dat abase) nmy provide nuch of the basic

i nf or mdatk éablesdasd of iedinifiedeDiveiorydi2d aad parodicsily apdrted, @atia sepeemeedimeMat nay
be utilized to formthe Unified Directory 122, in sone enbodi nents, the

el ect r tmitablestingdclaiabasgs nfithe demen rese@cessrysttmd 1ARnag linstead e acdeased byitlee t he
network 102 with the information technology systens 129 of the enterprise
i N or delectténiOdibaiverydasrapases safer tiorsach tat £8ydagliaintdifhct & crédiq] andsheodi ans'

net wor k presence and usage.
databases themselves, although remaining within the human resources systems 125, are now
within the scope of the Unified Directory 122 and considered to be the data tables 123. In still
other embodiments, the data may be copied from the human resources systems 125 into the
Unified Directory 122 to create data tables 123 as a primary step in creating the Unified
Directory 122, and the electronic discovery management server 110 may establish a dynamic
interface between the Unified Directory 122 and the databases of the human resources systems
125 such that when changes are made to the databases of the human resources systems 125, such
changes are automatically logged in the Unified Directory 122 as well.
[0057] In some embodiments, the electronic discovery management server 110 may
utilize human resources tables and databases originating from the human resources systems 125
as a primary feed of data that can be linked with other tables containing data about the custodians

obtained from different sources. The human resources databases may be particularly useful as

they can provide information such as name, social security number, human resources identifier,
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[ 0058] The manner in which the data fromthe IT systens 129 is integrated
into the Unified Directory 122, may vary in the sanme way as descri bed
above with regard to the human resources data. Thus the information
technol ogy tabl es may be copi ed, accessed, or copied and then updated

t hrough continuous or periodic access. Al of these functions may be
performed by the electronic discovery managenent server 110. In sone
enbodi ments, the el ectronic discovery nmanagenent server 110 may reach out
to network directories and other databases within the IT systens 129, such
as W npomeryssndibasdss, evor pddregsohdnagegrddrdsy, emaleyondut staws ol tile, sapavieet t o
particul ar custodians, including email accounts and file servers. The data
f rom t hdomnRtisy.golehistory, 2&. dndumhthe himsy stseurseskizthbasel driapranalbgons dabeadey
accessed through a dynamic interface by the electronic discovery

manag e prasdeigichlof@hcbasidpiopl ation @ntdrginpithd dueddiang. €A fr Ythk? dath Yourb®

el ectroni c di scovery managenent server results in a nunber of distinct

t abl esRERLRAbO UMEcd 36 [PMThe UatiRd TR&REA B inbdnit b dfHS1O HhadScthict he
enterprise. The tables are linked together and organized around t he human

resour ﬁﬁéoxﬁeﬂ%ﬂﬁﬁaifgglg.ﬁrtlt?r - { FACNItUBLOHadfl SN 103 vARSAE LAbGEhidht N one

a
human resources I er and “contal ns aI1 the data througﬁout the data

t abl es ' i W, th s identifier. 20
[ 0so] AR AYerEs 129500 BhERE b brbetth oD E SR dhd it R vt R
descriﬁgd qgove, in_sone eanginents, information in the Unified Directory
122 i s'BYEHSPUER REROBUBIESCrFSBIEUEETt i al i zed and/or depl oyed by t he
el ectroni c di scovery nmanagenent server 110, In particular, in sone
enbodi A%k, as BirgRAPchinpyiygh theglatafrom gei [l systemm hehig integpted nfo theng
mappi ng tool 114 are provided. [0060] The profile scanning tool 112 may be
depl oy¥ifigg Dirpetosy b1, mswyiverstindaosparopvaynasrigepsibedh abeye withrregard taitheg human
configured to crawl the comruni cati on network 102, scan each of the
ent er presgecgsalato dus teripfotreatsonltddhnobgy tablaamsay te dopictirecelaéd basapiskander 120
i dentifying

then updated through continuous or periodic access. All of these functions may be performed by

the electronic discovery management server 110. In some embodiments, the electronic discovery
management server 110 may reach out to network directories and other databases within the IT
systems 129, such as Windows Active Directory, to identify network resources related to
particular custodians, including email accounts and file servers. The data from the HR systems
125 and the IT systems 129, whether it is merely accessed through a dynamic interface by the
electronic discovery management server 110 or copied into the Unified Directory 122 by the
electronic discovery management server results in a number of distinct tables containing various
data associated with the custodians of the enterprise. The tables are linked together and
organized around the human resources identifier such that each custodian entry is associated with
one human resources identifier and contains all the data throughout the data tables 123 that is

associated with that human resources identifier.
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i nformati on about each conputer, such as conputer nane and | P address, and
alist of all profiles, including denographics information, (or network
user identification) associated with each conputer. According to different
enbodi ments, the profile scanning tool 112 nay be run on the electronic
di scovery managenent server 110, the collection server 130, or another
server in the comunication network 102. In sone enbodi nents, the profile
scanning tool 112 is further configured to identify and transmt to the
dat abase server 120 the npst recent date apnd time at which a particular
profi | BRBE | oggleythsaners. ingddigige fy selicvingdptormatiniatheonanmersdesspeto a
particular conputer is received by the database server 120, the database
ser ver aiog, inseme embodimeptsi inboringtion wethe bnifiedirestoma )22 isgenriated hveughl user
identifications, to link the particular conputer to the custodians in the
Uni f i etboldinitiglizadyand/2P dgdeyedibattbxielodttanic dismeenyseanagénsmm sérférdd0i dms. [ 0061]
According to sone enbodi nents, the data obtained by the profile scanning
tool padicilar, & @oRtnitHdt)bs showa ih Fihes?2,i aprbfile sctainingttadll 193, and3 of t he
Unified Directory 122. The electronic discovery managenent server 110 or
t he daimapgingtco®l Veire pAfided. configured to review the data transmtted by
the profile scanning tool 112, which may conprise conputer nanmes, |P 21
addres and il t{iqbi ' : recei ved
with the %]at a i Eﬁﬁ’g&ﬁlg;é er atsgl 1tlgb sﬂe(l}%gl,oy?&(;?y glgarrp rgl?l& tti ﬁg&lt% | es
obtain I . nfor ion technol ogy
syst enpipsshtht foD TP RGeS AR, & s ish P L R B "Der
identification) and ke Iin es .bet we; he tables 1 \whi.ch will cause
e ackiF eGP PESET FRGPE T A0aA OGP BR D G SLeidaP APPbtRg es.
Therefore, hy conmparing the tahles generated by the profile scanning tool
112 wi PEPTHFHOR RINE eqch SPBRUTST: Sieicasgempuisy nawne aied Braddress and glist ofafla obt ai ned
by the profile scanning tool, i.e. the conputer nanes and | P addresses
associ proéiles, inglpding dempgraphies intrsmation fier, nefregrk yeeradrndidication) hssociated withan
entries in the Unified Directory 122.

cach computer. According to different embodiments, the profile scanning tool 112 may be run

on the electronic discovery management server 110, the collection server 130, or another server
in the communication network 102. In some embodiments, the profile scanning tool 112 is
further configured to identify and transmit to the database server 120 the most recent date and
time at which a particular profile was logged on to the machine. When information relating to a
particular computer is received by the database server 120, the database server 120 uses the
profile information, which may include several user identifications, to link the particular
computer to the custodians in the Unified Directory 122 associated with those user
identifications.

[0061] According to some embodiments, the data obtained by the profile scanning tool
112 is stored as one or more tables in the data tables 123 of the Unified Directory 122, The
electronic discovery management server 110 or the database server 120 is configured to review

the data transmitted by the profile scanning tool 112, which may comprise computer names, IP
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The conputer nanes and | P addresses may be used for future reference in
col l ections. [0062] The database server 120 may al so record in each
custodian's entry in the Unified Directory 122 the last tinme the conputer
was accessed by the custodian, according to the profile information
transmtted by the profile scanning tool 112. In other enbodinents, the
list obtained by the profile scanning tool 112 nay be stored separately
fromthe Unified Directory 122 and accessed only when a particul ar
collection is being undertaken. Thus, the profile scanning tool 112

ul t i maeddressese prd ratwerkauser identidicatms soaiompereghe data regsiad pyth daodutzinghodi an,
which list may be utilized to populate the custodian entries in the Unified
Di r ect othyr da@2tables 1% Yor dxemales thp sabddseobthineidram vhetlmniae refoitcez sydteats 12he ti ne
of collection, or may be stored el sewhere, as long as it is readily
accessaml gfdrdatifittechmbl G aYRENs DB aGRderwd &itnafyaaitties (nos likklydbyahistidalg an' s

| ocal machine(s) is initialized, as discussed in detail below [0063] In
accor d&@%@er"iﬂéﬂﬁﬁ%ﬁ{&g anPadk Rikaseset &8 thoWBRE i1 93) wHidlewlBRRiNEe hdRfionl 14 1S
configured to crawl the conmuni ¢ation network 102 and exanine the

ent er pg ¢ J ar: Hell . WHHR%&%H' rk 102 to
Iocateégﬁgpﬁjéﬁ??%@ﬂgﬂéa%gﬁﬁngﬁgﬂaaggggéﬁgﬁmﬁgbtmor s?%?ggghggea on each
server j . # I i S\ t wor k

ot or agh B B PR P P B R B B OB By R e
data to . it. . Persgnal network storage areas, may be in_t f orm of. network
ot or agitiioad bF e e SR ielore Bedo Bt Bhmp P 2 SE R PROGHE age
device and may be referred to hereafter for clarity purposes as

" Horre SEE eartieulapeustadiang may R 3d9ded arfhe evaisiamniucs in h@elhﬁﬁﬁcbpﬁact%'oml 14 may
be run on the electronic discovery nmanagenent server 110, the collection
ser ver Tha@mmyicrppmehard Baddewsses maytbgals neaetcrpneqiatopiedtiond?2. | n sone
enbodi ments, the mapping tool 114 is a Wndows service that is schedul ed
t o exe@ib2] t hr oubie dagbassfseitien iZivmaBele ciebelin Eagkcustddiantseenhgppihed/nifiabl 114
craw s the conmmuni cati on network 102, it is configured to exam ne each file
ser verDagglory 122 the last time the computer was accessed by the custodian, according to the profile

information transmitted by the profile scanning tool 112. In other embodiments, the list
obtained by the profile scanning tool 112 may be stored separately from the Unified Directory
122 and accessed only when a particular collection is being undertaken. Thus; the profile
scanning tool 112 uliimately generates a list of personal computers used by each custodian,
which list may be utilized to populate the custodian entries in the Unified Directory 122, or may
be a separate directory to be utilized at the time of collection, or may be stored elsewhere, as
long as it is readily accessibie to the e-discovery manager when a collection of a custodian’s
local machine(s) is initialized, as discussed in detail below.

10063] In accordance with some embodiments of the invention, the mapping tool 114 is
configured to crawl the communication network 102 and examine the enterprise file servers 150
residing on the communication network 102 to locate and identify the path of any personal

network storage area on each server. As used herein, a personal network storage area is a
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transmt to the database server 120 the path of any network storage area
within the plurality of servers 134 that it positively identifies as a
HoneSpace. I n sone enbodi ments, the mapping tool 114 is configured to
explore the enterprise file servers 150 by obtaining and review ng the
directories on each server and evaluating the paths of each network storage
area therein, including folders and other storage devices and resources.
[0064] Wth regard to identifying a particular network storage area as a
HomeSpace, according to sone enbodi ments, the mapping tool 114 is

conf i gietwerk gorage ey assedrodiith onmele ysanhgreadedate goaorivoitepltaio it.n t he
communi cation network 102 to identify those paths of network storage areas
Wi t hi nPerbenabngteop sieregd arkas s&yr heain shelfobm tofi actwiorlcitomige deviden o fddeaps or dilxged on

t he conventional nam ng techniques, that the particul ar storage areas
associ ms@dcasivithih bhasevofasttusige dsvéceanndessde rafetred sekbréifted furylapinepupeses and
are therefore HoneSpaces. In accordance with sone enbodi nents of the

i nvent iOHon@®phcad SEAcRrdihd & GEERHNREIdiRENtE) Qlﬁé_’hﬁﬁ;b’piﬂ%)%oi 51488y Bed oho  at

| east one user identification and those user identifications are the

i ndi cagRbRclbiat dfst@ew&}aggmeﬁtﬁe}veﬁ iLgo_, a{etc%ﬁpét_ﬁmtser_v{epf%i 8t Molilek BerP@ti}s when

identifying HonmeSpaces. |In such enbodinents, 1t 1Is e convention that the

eer ﬁ% SRR ?nﬁe‘?”%%*kf‘?%-c 5%?‘*; %ﬁ*&%?‘“%ﬁ%@é%?ﬂé&é%°éﬁﬂfé RRteds, age °
. ] [ I ' T [ 114
my e BTUrE s R B e G € ot Fiaonn ShATEELesht e Bgpine *°

servers, eval uate each path in turn, and nmake a determination as to

whet helPob} 14 5awls fie commpinicition gearosk [ Qe it 1p &éﬁaumdéa@%wne pachiftle prves@pdr ni ned
that the path includes the designated indicator, for exanple, a user

i dent i ransEtte the dafpbaspesspien §2Q bepathaf any netwark eregeiared withisghe pluedligy ¢fdent i f y
the particular network storage area identified by that path as a HoneSpace
and t reemend t34tthattihpositivebidemifice av@ Hom2Bpacke Iipsomid erobclimerss the wappting i cat i on
and the path of the HoneSpace. Wen that information is received by the
dat abateel Bleriyesnfieafkd tb bepldrithbasapass filekervers 150 by obtaining and reviewing the

directories on each server and evaluating the paths of each network storage area therein,
including folders and other storage devices and resources.

[0064] With regard to identifying a particular network storage area as a HomeSpace,
according to some embodiments, the mapping tool 114 is configured to utilize conventional
naming techniques for paths in the communication network 102 to identify those paths of
network storage areas within the enterprise file servers 150 that include an indicator, based on
the conventional naming techniques, that the particular storage areas associated with those paths
are accessed and used by only one user, and are therefore HomeSpaces. In accordance with
some embodiments of the invention, each user of the communication network 102 is assigned to
at least one user identification and those user identifications are the indicators that the mapping
tool 114 attempts to locate within paths when identifying HomeSpaces. In such embodiments, it

is the convention that the paths of HomeSpaces on the communication network 102 include the
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120 uses the user identification to link the particul ar HonmeSpace to the
custodian in the Unified Directory 122 associated with that user
identification. [0065] In sonme enbodi nents, the data obtai ned by the
mappi ng tool 114 is stored as one or nore tables in the tables 123 of the
Unified Directory 122. The el ectronic discovery managenent server 110 or

t he database server 120 is configured to review the data obtained by the
mappi ng tool 114, i.e. the HoneSpace paths associated with particul ar user
identification,, and conpare such data with the data in the other data

t abl esustf8 usdr adentficatiohe Ontthe othatbhand, prithsaifisbated fietenrk steragaarass doembur ces
systens 125 and information technol ogy systens 125 in order to identify
mat ¢ heficlud® sfer idekefiyatioys. MEicséforegthic meappignosl d é4 tmayiez plioreothy daedonimlof eddhnkages
between the tables 123, which will cause the addition of the profile
scanni ggvel atithid Be phgalRy 5f QaVers) eealbiste eSch pafthigt@hpaRl mike Lduardinafion ke t abl es
generated by the mapping tool 114 with the other tables of the Unified

Di r ect Qh%hdi2g not M€ psH AR A v8RHiidBichiibnt heit idctdrRthBithR ShcSavh théidd | | now
i nclude HoneSpace location information. This information may be used for

futuregabe ‘t‘é&‘%nhigatoﬁ iy e‘r?zg&hféné usek eh#ELR8n e J%%Bﬂg% gl ?%icﬁgﬁwe@ﬁc essed

by the el'ectronic diséove hagenen server ring col on of a
particul ar custadi an. |n other odi nent s .ﬁe Ho ce 24 ditectory
A e e e S T e R T
utilized or accessed when a particular collection.is undertaken. In yet
ot her GsmE e g‘,"‘ databasg ey e’b&aq 41?1 Rafcularuser, e%fffclﬂfl‘é‘amﬁ{}?“é B't‘tgrog H“fz 2. [0066]
I n sone enbodi nents, the mapping tool 114 is also configured to recognize
and tHemebgace. Hhgn thebindenmayan s 16eqived bythe database prrveyuBthe databyiss servern
indication of the last time the HomeSpace was accessed by the particul ar
user, THrusexthapber identificitmstto linkthegnayticubar HoweSpacsda thefousiodiandl e Unifiedt en t o
t he HoneSpace. Additionally, in sone enbodi nents, the nmapping tool 114 is
conf i ghiredortyd 22 essogiaicdavitkhihat user itlepifeapat. hs map to the sanme network storage
area. The

[0065] In some embodiments, the data obtained by the mapping tool 114 is stored as one

or more tables in the tables 123 of the Unified Directory 122. The electronic discovery

management server 110 or the database server 120 is configured to review the data obtained by

the mapping tool 114, i.e. the HomeSpace paths associated with particular user identification,,

and compare such data with the data in the other data tables 123, for example, the tables obtained

from the human resources systems 125 and information technology systems 125 in order to

identify matches (most likely by matching the user identification) and make linkages between the

tables 123, which will cause the addition of the profile scanning data to the custodian entries.

Therefore, by comparing the tables generated by the mapping tool 114 with the other tables of

the Unified Directory 122, the custodian entries in the Unified Directory 122 will now include

HomeSpace location information. This information may be used for future reference in

collections, including by being automatically accessed by the electronic discovery management

server 110 during collection of a particular custodian. In other embodiments, the HomeSpace -
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col l ection server 130 conpares paths for the sane user to determne if
duplicative entries exist. This advantageously enabl es avoi dance of

mul tiple collections of the same data. Thus, the profile scanning tool 112
ultimately generates a |list of HoneSpaces used by each custodian, and this
list may be presented to the e-discovery nmanager when a collection of a
custodian's HoneSpaces is initialized, as discussed in detail bel ow.

[0067] In addition to storing a list of personal conputers and HonmeSpaces
used by a particular custodian, which lists were generated by the profile
scanni Agedtaylgedcr@edhyl theheappappeld 14ty belstored sopprataly arwl gnly hializzd oor dance
with sonme enbodi nents of the present invention, the database server 120 is
al so caskssgdimden b parsicalnecdletticat is ahdetaiers Haryetothateniokinsdnts;, &geuldrbedmketsed by
the custodian. As used herein, a shared network storage area is a network
st or agg @k ERifaRIiedcirgd22.W th nul tiple users who read data from and/ or
wite data to it. Shared network storage areas nay also be in the form of

net wor kyogkpr age ﬁ%ﬁh&%&beaiﬁ&kgﬁfesn@h@ttbﬁn 14 SO SotPighiel b FecHGLNOING
storage devices and may be referred to hereafter for Clarity purposes as

" Shar e I it i i onf 4 i pat h of
2 Shar DA 53 the Bfopsd Sl LIRS LA o WO AL WIERS, Sl BRAINARE P2 e
Unified Directory 122 in relati.on to ope or r ust odi ans' 25 hupan
Fesour HameRRotaF atse ey By Bioden B efmiTR, o fSliRonH fa fe e
particuyl ar er of the_co ni catjon network 102 is chosen for. the

ol | echpBramiibeadien 4 e Hompoptisy s At o -ormagop ErRFraiEs oRBEROL fy t he
particul ar shared network resources that that individual is using, and
event uhl4 i corfiguredhiopecognize sihsh awliple nathhpae tasthe pape pREVART Sorpges®er-cEBe  Thi s
may be acconplished through conversations with the particular individual,
by uti tollecimon staten 13@campeeek pathsdny thh eathouser taoddtéranns ibdupletive @rieseatstit ed on
col l ection server 130 (shown in the block diagram of Figure 4) deployed to
t he paThisadvaatagassty eabies hvoidancasf siuliplissdldctions déthaishmbdhtawlhuakd/ or by
utilizing a file browsing tool 116 executed on el ectronic di scovery manager
ser ver prblilt dcaigd@vN112 ultimately generates a list of HomeSpaces used by each custodian, and

this list may be presented to the e-discovery manager when a collection of a custodian’s
HomeSpaces is initialized, as discussed in detail below.

[0067] In addition to storing a list of personal computers and HomeSpaces used by a
particular custodian, which lists were generated by the profile scanning tool 112 and the mapping
tool 114 respectively, in accordance with some embodiments of the present invention, the
database server 120 is also configured to store a list of any shared network storage areas used by
the custodian. As used herein, a shared network storage area is a network storage area associated
with multiple users who read data from and/or write data to it. Shared network storage areas
may also be in the form of network storage devices or folders or other resources within network
storage devices and may be referred to hereafter for clarity purposes as “Shared Drives.” The
user interface 118 is configured to receive a path of a Shared Drive input by the e-discovery

manager and store the path in the Unified Directory 122 in relation to one or more custodians’
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in Figure 2). [0068] According to sonme enbodi nents of the present
invention, the file browsing tool 116 is configured to be utilized by the
e-di scovery nanager through the user interface 118. The file browsing tool
116 gives the e-discovery nanager elevated authority within the

comuni cation network 102 to access, in a limted manner, the enterprise
file servers 150 within the comruni cation network 102. Wiile the file
browsi ng tool 116 nay not allow access to the actual files stored on
certain file servers, it allows the e-discovery nanager to browse through
the dhymen sreweesadentifier(y)i IMors parisrlerly.5p some embedimentsconch apattigier ersenf
accessed by the custodian, and determne the size of the files. In

accor dthecemmiunkicationecte ntkoldi2riechosen fon¢hescolledipo\peoogssytheagdiscovamymamager al |y
have a general idea of a particular file server within the enterprise file
ser ver ma¥ bfidertakato iitigife dstpadicatr Bagedisdotkresduecep dmt thabmdivedahizheingt he
custodi an may conmuni cate to the e- discovery manager a particul ar folder

nane angll fenGihlly, Ehd YR REbcVRddohitin@loshhaRASebh @k BsofirckL SFhis Md@béi onal Iy, in

sone enbodi nents, the e-discovery nanager may have al ready undertaken a

| ocal &&bh‘fyﬁ&ﬂelﬁ @lg’%@?&ﬁﬁa@ﬁi&@ FithU4Rd i AarSndRRINAINEy uthllSEdata FRfndoCal

collection too returned a list of the network resources that the user

f th ' . ' A b
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aware o rrve r renc ery

manager then .empl oy the.file browsing tool 116.tq b e.out,tp the
par t oo Ebee ) ARRISYRNS Yot pafichlae et Bt iy Sorbtd i e b PP AV o e
resenbling th nane give y the user, identify any particular files

cr eat ewlb?gngamgﬁe&m%%%@%ﬁl évef%de PR elpctropit dissoviy maees ssrehi 10 @hEhov | es,
and retrieve the path of any folder (or Shared Drive) including data

bel ongitdggwe2d-he user. The retrieved paths of the Shared Drives may then
be added, either manually or automatically, to the Unified Directory 122

in thel0§68hbase Aaoubng tb20me[cpdedimentns thdhyresembimyemsiont the filg bsimgsadnni ng

tool 112, the mapping tool 114, and the
116 is configured to be utilized by the e-discovery manager through the user interface 118, The
file browsing tool 116 gives the e-discovery manager elevated authority within the
communication network 102 to access, in a limited manner, the enterprise file servers 150 within
the communication network 102. While the file browsing tool 116 may not allow access to the
actual files stored on certain file servers, it allows the e-discovery manager to browse through the
directories of the file servers 150, locate files that have been accessed by the custodian, and
determine the size of the files. In accordance with some embodiments, the e-discovery manager
may initially have a general idea of a particular file server within the enterprise file servers 150
that the custodian has used in the past. For example, the custodian may communicate to the e-
discovery manager a particular folder name and/or drive name on which he/she has stored files.
Additionally, in some embodiments, the e-discovery manager may have already undertaken a

local collection process on the custodian’s machine, wherein the local collection tool 132

returned a list of the network resources that the user of that machine has used. In that event, the
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file browsing tool 116, the Unified Directory 122 may obtain data regarding
the personal conputers, HonmeSpaces, and Shared Drives associated with the
custodi ans of the enterprise. In ternms of organization of the Unified
Directory 122, the data generated by the various tools nay be stored in
Separate tables within the data tables 123 of the Unified Directory 122. In
particular, inasnuch as the paths of the Shared Drives nmay be manually
added by the e-discovery nanager, there may be a separate table for
information input to the Unified Directory through the user interface 118.
| n sont-disaoEy MepagsT ma)y bc awvealsof el nartiiulas dvise seferanred Sirdhm usserThere-110 manages
the tables 123 and creates appropriate |inkages anongst them generally
based discoverametigagmahthen paployithe filsdrowsientobl 1 kb ibowsemubiodbe partictlarace t he
user identification back to the unique human resources identifier. In this
manner drigcmontibinad) stan the fdashodhyids hating aldaink ireédmblifigthoigneldven ¥Ry store
in connection with one custodian (and in particular in relation to the

cust odiRmisér, idekgAny pSABGlsESles Semtd by 8iid/ofackésséd B tht ReerPRiGRR the ARPst er s,
HoneSpaces, and Shared Drives associated with that custodi an. Each of

these LREahdORM feftiede aﬁtp%glgffahy 086 giaxaﬂbﬁvegwi@tﬂngaata Baong‘igg{ot a?e an, and

once an invest|gat|on or ection of a custodian is initlated,

| ocat i i i i R.. £ e y be accessed
o det Stk T R EEM Ao RO SRled Db ASpslieh B0 aRlet B bat iR B LG5 ccsed
during_the investi i.anfcol | ectiqn. [0 Therefgre, according to sone
enbodi W‘E?ﬁ’gt,lcanﬁ’em Iﬂgec TlﬁSiﬁgfgpggfgailﬂf%r%Wefvﬁ fl‘gd particul ar custodi an
is generated and_staored ei t?ei{? in_the custodian's entry in_the Unified
Di rect@%9?h22 or T Bypeans o topsefils Acapnimedoslil 12 .the maRlias 91 { b agdithey or
otherwi se readily accessible when accessing the custodian entry. Once the
cust odiilgbrewsing ool hidy thed rafigthPirpdonya2 aeayeobtaim data regpestingthe oarsena) be
automatical ly accessed through the Unified Directory 122 (as the custodian
ent ry ¢amputes, UtinhéSpdcesi anddthered Dird@s iassotiated erdtht the tistodias ef thecotetbris24n and
used to initiate collection of the custodian's files. This is advantageous
and exterre®f orgafifation efithedmifidd Rirdcowy 122 chaphte geleyated by the various tools may

be stored in separate tables within the data tables 123 of the Unified Directory 122. In particular,

inasmuch as the paths of the Shared Drives may be manually added by the e-discovery manager,

there may be a separate table for information input to the Unified Directory through the user

interface 118. In some embodiments, the electronic discovery management server 110 manages

the tables 123 and creates appropriate linkages amongst them, generally based upon matching the

network user identification in order to trace the user identification back to the unique human

resources identifier. In this manner, according to some embodiments, the Unified Directory 122

may store in connection with one custodian (and in particular in relation to the custodian’s

human resources identifier) a list of the personal computers, HomeSpaces, and Shared Drives

associated with that custodian. Each of these locations is a potential source of data stored by the

custodian, and once an investigation or collection of a custodian is initiated, the location
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aut omat ed i nvestigation/collection process, rather than relying on the
e-di scovery manager to nmanually input the targeted nachines and file
servers at the time of collection. [0071] It should be noted that the
Unified Directory 122 nmay be regularly or continuously updated as new
information is gathered using the tools described herein. Mire
particularly, the electronic discovery managenent server 110 nay be
configured to automatically retrieve data fromthe hunman resources

dat abases and Active Directory and any other relevant sources, such as

i nf or naférontive sthredlin the WnifietPoedtery 182 npdydtesicceasedde idetesmind dpd mayticubee profil e
scanning tool 112 and the mapping tool 114, at regularly schedul ed

i nt er vetbmge Richigons aliat neddytp be hddrassied tinduy the investigatibd/yolleetion.evi ng data from
the various data sources such as the human resources databases, the system

100 nagooke) conf i DadrErdres ebrdidpato sbie eBidbABRER, heldRtiod #6raks infeantibnaaus| y
interfacing wwth the data sources such that the Unified Directory 122 is

updat eghrifhlar Sitodiah [BeeRsraldd@nd fofediithB iR thd\GisHRlA SOUL GE e ARG | n either
i nstance, each of the feeds of information into the Unified Directory 122

IS reg 3 J : i I+ 2D 122
5 curyp et AR RO R IR e ek D petliie Pl 455
configured such that all historical data relating.to a_ custodi is stored
el Sbrpirs et sl iy Onn e suitedat Rastet R RRRHENR PRt Oni i ed
Directory 122. Thys, when the feeds. of |nf tiQn into the Unified
Di 1 oot BHYmEBE Py bF BATERCA ot Lo fheUrthed B (T Bin has
changed, the database server 120 is configured to store in the Unified
Di r ect @15y inshe Upidied Biyeefaryal 228 lipksd te dheespamiccorddZdbandaused idnisigierglicstion
exanple, the tinme and date of the change, as well as nmaintain a record of
t he ol of thacwstalian’ hifikes.i This ¢ aslvilthgcaupand expemeheefiicisntadiitatlows preompletely n t he
Unified Directory 122. For exanple, in the event the profile scanning tool
114 i danémdted lvastipationdesl kot procssp uhther thasebiiag edthewtdifvosergwsinaghiran and one
of the personal conputers associated with the custodi an previously is

manually input the targeted machines and file servers at the time of collection.

[0071] It should be noted that the Unified Directory 122 may be regularly or

continuously updated as new information is gathered using the tools described herein. More

particularly, the electronic discovery management server 110 may be configured to automatically

retrieve data from the human resources databases and Active Directory and any other relevant

sources, such as information technology directories or lists, as well as deploy the profile

scanning tool 112 and the mapping tool 114, at regularly scheduled intervals. Alternatively,

rather than periodically retrieving data from the various data sources such as the human

resources databases, the system 100 may be configured such that the database server 120 is

continuously interfacing with the data sources such that the Unified Directory 122 is updated in

real-time as the data within the data sources change. In either instance, each of the feeds of

information into the Unified Directory 122 is regularly updated to ensure that the data in the

Unified Directory 122 is current.
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no | onger identified, the database server 120 is configured to store in the
Unified Directory 122 the information for each conputer, as well as

i ndications as to when the new conputer was first identified and when the
ol d conputer was no |longer identified. In this way, the custodian profile
Wi thin the Unified Database 122 may include a history of the personal
conputers used by the custodian. Such information may be rel evant at the
time of investigation or collection of the custodian. [0073] One feed of
information into the Unified Directory 122 which is particul arl rel evant
to el e®Ovahi c dilscomeembpdimenis) by databass serversl20 Az eanfigired sueh hairad

enbodi nents, when the feed of information fromthe human resources

dat abakistritd dutaegelbiimg foexctuBiodma ixstyred APrelating tastiescuatodlzatsdemas résouerpl oy ment
status of a particular custodian, the electronic discovery managenent

ser ver ididithidr $n the Nfui ikd Bidledidry N2Z.0TRisZ @htithe ¢l g Linddrehapios Fitdihe (pfiédr m
particular functions in response. Mre specifically, in the event it is

recor dafedtfyt1ng akdigdaRd, iDhESIRN datalfating Rethe ChRoBRPAL dsﬂhéﬂé{ﬁbz%fa a

particul ar custodi an changes from activé to term nated, el ect ronic

di scoxé%% i %%%Hﬁ e&ﬁ)r &felr}ﬂmQUrﬁﬁé‘tﬂﬂfré szttfé &?&?&g&?n% the

custo gne to any case or to transmt to
t he desi a tac r ter a ctr
com*run"ingtgi1 ﬂ% mdn%‘ %r exafnlgee’ Hnlgnb ee%n%oqaléet(ﬁ‘th? &%S naf Q;gflg% mtamgalg & cOlér)lqw ring
as to r th rwouh&lﬁ é the t tﬁd' . n
ol | ectiEgid i Wﬁatnﬁﬁé G OF GBS L S PEUE 1 DAL IRt 1 9% 10t pe
el ectroni c_di scovery managenent_ server 110 .is configured to automati caI |y
i ni ti a®8mpein/e Pyms thegroftle seapning terl dd 4 ddenfifies qeevh Paasigt couppmderiaspsiated
Therefore, the custodian's data nmay be advantageously collected prior to
any dewith aceytesharind aneaf tiel petsionaliopimphiters asensiatedwitly thesestodign prexiovelyns nat i on.
Al ternatively, in other enbodi nents, the electronic discovery nanagenent
ser verndlbfgeragentified, clomaatatiasateevenil 26 istdoaﬁgwndigmtommdmeﬂ.gniﬁ@ubbmﬂydaﬂl y
initiate collection upon recognizing a change in enploynment status.

the information for each computer, as well as indications as to when the new computer was first

identified and when the old computer was no longer identified. In this way, the custodian profile

within the Unified Database 122 may include a history of the personal computers used by the

custodian. Such information may be relevant at the time of investigation or collection of the

custodian.

[0073] One feed of information into the Unified Directory 122 which is particularly

relevant to electronic discovery is employment status. According to some embodiments, when

the feed of information from the human resources databases to the Unified Directory 122

includes a change as to employment status of a particular custodian, the electronic discovery

management server 110 is configured to recognize the change and possibly perform particular

functions in response. More specifically, in the event it is recorded in the Unified Directory 122

that the employment status of a particular custodian changes from active to terminated, the

electronic discovery management server 110 is configured to determine whether the custodian is
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[0074] Wth reference nowto Figure 6, a flow diagramillustrating one
enbodi nent of maintaining the Unified Directory 122 is provided. As
represented by Block 601, data is obtained fromthe hunan resources
systens 125 of the enterprise and stored in the data tables 123. As

di scussed previously, there may al so be an interface whereby the data is
not copied and stored, but rather nerely accessed. According to Bl ock 602,
data is also obtained fromthe information technology systens 129 of the
enterprise and stored in the data tables 123. Next, as shown in Bl ock 603,
the paf#ignah i ayesseasatisr, adiiém. itatranst iodhedesionated granngse at tanast for the
transmtted by the profile scanning tool 112 and the mapping tool 114
and/ or cissoatmatien durabestroniclvempsmioafion hatifyingthe hammget ofgh¢ ©ahindtk6 statsendt or ed
in the data tables 123. As shown in Block 604, data stored in the data

t abl esinjp@ingey t@ivhethénbd mdragen vonlddike ot teripinited yustdiitares dits cslleetey. eghager ,
for exanple, Shared Drive path information. According to Bl ock 605, the

el ect r@ﬁn@t}@irﬁ@ﬁ%@%’s BRMEE SRAT rm AR VEE clbdPorsCakeRRs, Rhdagthedtierdai @ t abl es
123 | ooki ng for |elg mat ches that indicate that data |n different tables
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such natches are | ocate as represent
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custodian profiles that contain aII the data across _the data tables 123
that r&fFd @& POV Ay TRANBRREN Ser Ve S0amaift coppypispte Adththe fanagsr ppdERY 607,
the data tabl es are updated when the data being fed to the tables changes
The el atematigally inide oelisstiomapeyaeqanizing ¥ eltangd i eretlopmagni staBm. act i ve
interface between the data tables 123 and the various data sources, i.e.

t he hulf@i4} esour¥eh rs&@mﬂﬁﬁ&guﬂetﬁeaﬂnw&lwammlmmemgmie@gbodm@ 127,
and the profile scanning tool 112 and mapping tool 114, such that those
dat a somintesingtle (pefiedDireablyyl2ars pl@ﬂidledil.UAE sdpyestaedbn gldiatﬁal tdatdige data

t abl es.

obtained from the human resources systems 125 of the enterprise and stored in the data tables

123. As discussed previously, there may also be an interface whereby the data is not copied and
stored, but rather merely accessed. According to Block 602, data is also obtained from the
information technology systems 129 of the enterprise and stored in the data tables 123. Next, as
shown in Block 603, the paths and addresses of potential custodian storage locations transmitted
by the profile scanning tool 112 and the mapping tool 114 and/or located through the use of the
file browsing tool 116, are stored in the data tables 123. As shown in Block 604, data stored in
the data tables 123 may also include information input by the e-discovery manager, for example,
Shared Drive path information. According to Block 605, the electronic discovery management
server 110 searches all of the data tables 123 looking for field matches that indicate that data in
different tables should be associated with the same custodian, and provides linkages where such

matches are located. Also, as represented by Block 606, the electronic discovery management
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When the data in those data feeds changes from what was previously recorded
in the data tables 123, the data tables 123 are updated. Likew se, and as
represented by Bl ock 608, when such a change occurs, the electronic

di scovery managenent server 110 records the change, including the previous
data, and netadata regarding the change, such that a historical record of
the data in the data tables is preserved. [0076] CASE MANAGEMENT [0077]
Wth regard to case managenent processes, according to sonme enbodi nents, a
case may be initialized by the e-discovery nmanager utilizing the user

i nt er f sgeerl18.willerdahizs all b€ grNiiked Ota andbir acostediyn enie withayhielntherlinked o t he
user interface 118 certain information about a particular matter or case,

such agatd iCASRiNITETIRIABRIaN SR fier id uml0s WitHRIBE EdérbAL £l thidehismat t er / case,
a legal identifier, the particular requester (i.e., who asked for the case

to be g gHanal gmaaa@@%ém&&esq&&mﬁmsma%iqp@@ugz@éiwmﬁies fhat cddishh Yil g2l s

i nvol ved 1 n the substance of the matter ather than the process, like the
e-di sc r i . c discovery nmanagenent
server8%%6&P§H@§%%E§QF%3§§gﬂ%g%?%”?ﬁﬁ%“%%%%ﬁ%éﬁ#@%gén t he case dat abase 124
in the at abase server. . 120 . .The ¢ dat aba 4 ] nfi.gur 0. house
this HGshat s onAS o O 607! {he iR Pt PaTSed Vier B S0 bde Bt MR et or
or case_is related within the case database 124 and. a , user can use the
user i Hblesrhrnges 1Bhq deafopis CBY‘%WWé‘a%ﬁmetnﬁ%erﬁeéftltlglmab‘?tm&%%‘éa‘it‘ﬂﬁ vr&er?%s al |
the information. [0078] Once the matter and/or case has been initialized,

t he e- between e datrdahdesel23mag theauaiont date souases, ikt thethamen resenresy systess 12f.om whom
data nmay be required to be collected. In sone enbodinents, the electronic
di scovtheynfranatiysrtedinolgy vgstenis| 7, andthaprafile seinniog sabd 1 hiast oappingtask Didi ans
to a single matter or case at one tinme. In this regard, the e-discovery
managesuciayat tuse dithowrsararé périidicalie od ddhtinaoaiy feding datd enthie tytangbiesnf or mat i on
about the custodians. The

When the data in those data feeds changes from what was previously recorded in the data tables
123, the data tables 123 are updated. Likewise, and as represented by Block 608, when such a
change occurs, the electronic discovery management server 110 records the change, including
the previous data, and metadata regarding the change, such that a historical record of the data in

the data tables is preserved.

[0076] CASE MANAGEMENT

[0077] With regard to case management processes, according to some embodiments, a
case may be initialized by the e-discovery manager utilizing the user interface 118. In this
regard, the e-discovery manager may enter into the user interface 118 certain information about a
particular matter or case, such as a case name and/or number, a short description of the
matter/case, a legal identifier, the particular requester (i.e., who asked for the case to be opened),
managers or contacts for the matter (i.e., individuals involved in the substance of the matter
rather than the process, like the e-discovery manager), custodians, efc. The electronic discovery

management server 110 is configured to store this information in the case database 124 in the
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identifying information for each custodi an does not have to be of the sane
type. For exanple, a nanme may be entered for one custodi an, an enai
address for another, a network user identification for another, and a
human resources identifier for another. The user interface 118 is
configured to receive the identifying information in different input areas
dependi ng upon the type of identifying information being received. The

el ectroni c di scovery nmanagenent server 110 is configured to use the input
information to search the Unified Directory 122 in the database server 120
to det éatabaseseirdR0c e east dpigbase 424 ssonfigured tafique thirdnfospation b ihetell on. | n
the case of a human resources identifier being entered, only one custodi an
i n t heinfprinfatien rabitingdoe o pgrtit2iar matr doeass isveedatéd wibnintthecast taabasah2i aridra t he
case of a nane being entered, nultiple custodians may be a match. [0079]
The el est canise thl wepinerfacarblitageient padily ef thd ddtteradricase incladiafalghe he Uni fi ed
Directory 122 with the input identifying information, is configured to

pr eseninféfiagivgh the user interface 118 a |ist of all custodi ans matching
the input identifying information. In the event only one match was

retur ngR78pr a Pehdd thitnafierSBl/oP ade AR bech ¥ RbTAM! MO e—'d'fgc%&?hiaﬁﬁger el

el ectronic 32 discovery managenent server 110 1S confl ed t
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t he ot even nor e t an one |'0ca
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interface 118 and Wgrked so that th “ﬂFscover mapnager nust review the
Ul {1 pFETOGHEE §57 SREBPSFFT ScesRdour Usd INFETIENE. e Feee Ty MeaMB e ( he
correct custodian _that should be added to the case or matter. In doing so,
the e-usithesgemjerfanalfio orisy it ienlifyme infoamafionabontihe eysiadians. The t he
profiles, such as corporate title, work location, associated custodians,
et c. Sdetiifymganioanitom fongach nbstodiart dees mothaye dvbe gf tkmsm@trype.anrteaamplet der the
| ocated custodian is the one intended. The e-discovery manager may then

name may be entered for one custodian, an email address for another, a network user

identification for another, and a human resources identifier for another. The user interface 118 is

configured to receive the identifying information in different input areas depending upon the

type of identifying information being received. The electronic discovery management server 110

is configured to use the input information to search the Unified Directory 122 in the database

server 120 to determine which custodians are associated with the input information. In the case

of a human resources identifier being entered, only one custodian in the Unified Directory 122

may be a match. On the other hand, in the case of a name being entered, multiple custodians

may be a match.

[0079] The electronic discovery management server 110, after searching the Unified

Directory 122 with the input identifying information, is configured to present through the user

interface 118 a list of all custodians matching the input identifying information. In the event

only one match was returned for a particular set of input identifying information, the electronic
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sel ect the correct custodian for addition to the case or matter and confirm
that all custodians selected my be added to the case or matter. [0080]
Accordi ng to sone enbodi nents, "adding" a custodian to a case or natter

i nvol ves linking the custodian profile in the Unified Directory 122 to the
case or matter in the case database 124. Mre specifically, the electronic
di scovery nmanagenent server 110 is configured to, once a particul ar
custodian is identified to be added to a particular case, enter into the
custodi an section of the relevant case record within the case database 124
an i dedis¢dvieryapinmgenyént semver Bldsis oetifignired to utopgticallyselseli tha custosianete bardded | i nk
to the custodian's profile in the Unified D rectory. According to other
enbodi twetht sase bhmatters tGhdthe nther jandf inl the evehomometthanonesnatelt waeloeatediftadt a copi ed
into the case record by the electronic discovery nanagenent server 110. In
ei t her pariif\B4ra8css, inph édendfyeed infitnaton, figsh the Paltiplcmbtaliesaiis) ehradenied i niti at ed
in a particular case by the e- discovery manager, the electronic discovery

Mainag e therSts iNES-dikddV el thhnaab BREh 8R! dskr iREFRSS1 18108 wHRIOYIBR RELf i 1 e for
t he custodi an and deternlne the particular data storage |ocations that

apply § , in

si t uat I1g%6ggﬁlm&ér§ Hﬂﬁﬁ%vé%pg%stﬁg?lgﬁh%%@%ﬁ r egéé%%glg{néagﬂg%@b %Il g@%ﬁ case and
matter, .the e;di e t el ec parti.cul a custodlan
For ol Btnehe caRe! Fio R E B RElto g ﬁ%%re%ﬁ%rf S Eiheitiat el
because. t he Un|f|ed Di rect.or %é alreagé ses of the re evg

i nf or NSTRANBINAGHIBYLCPRIGEL TS PRST Riordmaliap i ?18‘ f‘é Biea @t FYRPRRtedit covery
managenent. server 110 is configured to autonatlcally i npl.enent the various
col | ectPdosasigpsassopiated Gustodians. . ySugh yfprmagies ¢an iy m@@@rﬁéwvm@%anﬁsﬁé
systens of the prior art. [0081 ] According to sone enbodi nents, upon

addi ngasdosthetlienths lecgted cnstodian is thtrene igfeaded: obtiece- @S@@@wen@amgeth%t server
110 is configured to initiate the transm ssion of preservation notices and
sur veysldcothe leerreat stigcdiamBor additivintosthe egpa odmafieremd coaiimothatadl custsliaand

selected may be added to the case or matter.

[0080] According to some embodiments, “adding” a custodian to a case or matter
involves linking the custodian profile in the Unified Directory 122 to the case or matter in the
case database 124, More specifically, the electronic discovery management server 110 is
configured to, once a particular custodian is identified to be added to a particular case, enter into
the custodian section of the relevant case record within the case database 124 an identification of
the custodian, i.e. the custodian’s name, and a link to the custodian’s profile in the Unified
Directory. According to other embodiments, the custodian’s profile information is retrieved and
copied into the case record by the electronic discovery management server 110. In either
instance, when a collection for a particular custodian is initiated in a particular case by the e-
discovery manager, the electronic discovery management server 110 will automatically access
the custodian profile for the custodian and determine the particular data storage locations that

apply to that custodian. Thus, as will be discussed in detail below, in situations in which the
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surveys relevant to the particular case or matter are stored in or |inked
to the case profile in the case database 124. Transm ssion of the
preservation notices and surveys to custodi ans added to the case nay be
automated, for exanple, there may be preset instructions within the case
profile that cause the electronic discovery nmanagenent server 110 to
transmt a particular preservation notice and survey at a particular date
or time or upon a particular triggering event, such as a custodi an being
added to the case, or the e-discovery manager may manual |y cause the

pr eser Gestqdénm has plreasy baeradsigd (aeilis cass apd mafteh ghei e disepveryrmangaer mawsbodliynent s,

the electronic discovery nanagenent server 110 is configured to transmt

t he pr sslest thetpagivulao tistekandfied callectiany snd thicacmaisingrdHeddion prickssfwifidtei on. The
surveys may be tied to the preservation notices such that they are

t r ans miuttbiated, becaist deilanfed Diyeithgr122 aldadytdusdsrall@y theaylebant infedndtona®r e t han
one preservation notice. Wen a custodian responds to a survey, the survey

I espongReds3hé QBRIALAL diya ifdahetieatdnddiScovellySaaMBEMeTREREENNS cGiffovRk t4 10 and
stored in relation to the relevant custodian in the case profile in the

case dahgharaiy afplefbhitRelaRuE coﬁe'aﬁcln?{o%fst. PN i€ a MARONRGNaJRINGOEMENL Server

110 34 maybe configured to store all or a portiom of the data received in

t he Suﬁ%ﬁ%ﬁéﬁéfg%g?5%§ﬁﬁﬁgfgﬁﬁkkgpgtu rectory 122 in the custodian's

profile. sone enbodi nents, each transm ssion of a
preser [-on notjce and survey to a custodian, and each correspondi ng

P eoponttBEIPS {7 G Bu TRt Rt Gbehetss MR R B B0t BrutleaiBar abace
124. The el ectroni c di scovery nmanagenent server 110 may al sqo be confi gured
to trafEHioRIG USROG MAnaeseend sryer B ascandigured te ptiate thg dgasmistomet r ecei ved
wi thin a predefined eriod of tine. The el ectronic discovery nmanagenment
ser verPrescvatigy natiees aygswwsﬂg thecgstpdians dndlefs regards presersptionoiatisessandlo be sent
to custodians to periodically refresh the custodians' nenory of their duty
t 0 pr eseveye rdl¢vaptiodbeparintiar qass eranatiengretstoredhimn ardinked to thecase pefideinable nent s,
once a preservation notice has been sent to a custodian, the electronic
di scovesy dasbaag ek rTrassiivesn dfltBe preservation notices and surveys to custodians added to

the case may be automated, for example, there may be preset instructions within the case profile
that cause the electronic discovery management server 110 to transmit a particular preservation
notice and survey at a particular date or time or upon a particular triggering event, such as a
custodian being added to the case, or the e-discovery manager may manually cause the
preservation notices and surveys to be transmitted. In some embodiments, the electronic
discovery management server 110 is configured to transmit the preservation notices and surveys
via a standard email function. The surveys may be tied to the preservation notices such that they
are transmitted to custodians together, and one survey may be tied to more than one preservation
notice. When a custodian responds to a survey, the survey response is received by the electronic
discovery management server 110 and stored in relation to the relevant custodian in the case

profile in the case database 124. Furthermore, the electronic discovery management server 110
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may undertake to prevent any reimaging or refreshing of the custodian's
personal conputer(s) by transmtting an alert of the preservation notice
to the enterprise's information technol ogy managenent group. In addition,
the survey responses received from custodians serve to inform the
col l ection process. For exanple, one survey may inquire as to what network
storage devices the custodian uses when storing data. The answer that the
custodian gives to the survey may informthe addition of Shared Drives to
t he custodianffroflle in the Unified Database 122 that nmay be used | ater

i n col inay b¢ emiighadsg ptopcallorrai pegtiorpofgherdate rageinedrarthe suspeyt tespopseindhe

i nvention, the e-discovery nanager may utilize the user interface 118 to
add at UatfiedEntestorntit?as thd astodianandoflear ch terns to a case or natter. In
sone enbodi nents, the contacts/ managers for a case may al so access the case
profi | @ogz t he caserdint R36R elndddinsdnhgethWelshikaws 6f a paskridon addce and
attachnments, notes, tasks, and search terns to be stored therein. Thus,

the e- ﬁﬁ&a%%rcﬁstaaaagﬁa emoﬂfetpotaamgh@speﬁgeyls%tkadxn WelBlevaf e82Dréfle e case
and case rmmanagenent tools of the el ectronic discovery managenent server 35
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anyt hi ng relevant to case or sone enbo I“ment s,
are tag s L Lh artlc | ar..cust odi.a
di scover

the e oni c
e s S T TG i e SEBRL™ S e
cust odi an hat at t he .task needs to be co t ed, usi.ng standard
omai | meﬁ@% Biics Thalertionit SRt e ‘Eﬁaé&‘ﬁﬁ’i‘etﬁ? PLLAE dheheoBipiRaig o or
t he contact/ manager of the case, up Ioad rel evant files to be attached

to theschgdide gsmindor gotiqes by sepy towuﬁteglamt%mn@%albferaﬁe&h the pypodigng gmemory
e-di scovery manager or the case contacts or managers may add certain terns
to t heofdheiedyy &f priescrvafilos/deguptentsehisimgde greohittey. ihemeainthedinets, dage t o
| ocate data responsive or relevant to the underlying issues in the case.
St or i ngreselnentior aviide hat beemssent tbhicnstbbien,dhs elegraiid digcoveryathnaptmge eerserald 0i t
creates a record of the searching that is to be

may undertake to prevent any reimaging or refreshing of the custodian’s personal computer(s) by

asks

ol

transmitting an alert of the preservation notice to the enterprise’s information technology
management group. In addition, the survey responses received from custodians serve to inform
the collection process. For example, one survey may inquire as to what network storage devices
the custodian uses when storing data. The answer that the custodian gives to the survey may
inform the addition of Shared Drives to the custodian profile in the Unified Database 122 that
may be used later in collection.

[0083] According to some embodiments of the present invention, the e-discovery
manager may utilize the user interface 118 to add attachments, notes, tasks, and search terms to a
case or matter. In some embodiments, the contacts/managers for a case may also access the case
profile in the case database 124 using a web browser and may add attachments, notes, tasks, and
search terms to be stored therein. Thus, the e-discovery manager may not be the only entity with

access o the case and case management tools of the electronic discovery management server
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undertaken with respect to the data and aids in organi zation of the data,
as discussed further below [0085] According to sone enbodi nents of the
present invention, when a decision is nmade that it is time to collect from
certain custodians in a matter, the e-discovery manager nmay use the user
interface 118 to rel ease the custodians fromthe matter to the underlying
case. This release triggers the comencenent of collection of the
cust odi ans' data using the various tools of the systemand the data
storage information housed in the custodians' entries in the Unified

Di r ect bry TiRZubject thattek efithe ettadheenmsmotessandriakkd 2duld be anytkingoelevant thé scussed
briefly above and in detail below, fromrel ease of the custodians (i.e.
sel ect ¢#36 obimaftdr0 S sanks érplsbidaments, thd fasksriad tasks that pagticulaebieshsitshstnoust he case by
the e-discovery manager) to collection and storage of the collected data,
the praa@siste ARY tHRRIRRbAE Alstor MERdRhend r%d TE) RIFS foSrankiiR a@lofed 1 ONi C
di scovery management server 110 is configured to allow all custodians

assi gngdnt O,stdiGanTildk Bat fh@ R neﬁgltg 88 BSpRteliNSereAs 8siff shi@rdaEIti me. In

addition, 1n instances where e-di scovery nanager 36 has preV|oust

creat efjun (gllgpimﬂI re%%g&& MH&F}IN& JE% g dEslaSv ﬁl“:anaééep %e c%#m{agﬁfg%% ?Sﬂ}{

managemnent Server s con gr ou ans 0 be
rel eased from tter F same |ne [ 0086] DATA MANAGEMENT
[0087]“@ﬁ6@“&1@ﬁ@?8@“§ﬁﬁi B%%ﬁwpﬁbﬁﬁ § FBHPIBY col 1 ection, whet her
manual | the e- discpvery manager bei ng rel eased fron1a matter to
a casel O%M el ecYHBAPEArdiodROYarY teyst g.lme- BOvey n&%’ﬁg‘?rd’ﬁﬁ@d:a%co&tﬂcﬁr?ét ically
coll ect the custodian's data using the location information stored in the
Uni f i edtamigessanayt ddd pegainferes e Begcasamelileltebe ppmicd vdics seaydvng e aelipstednt
server 110 accesses the custodian profile of the custodian to be collected
i n t heddtintofloesde Mita ssparsive bR Pelavadt todbe enderlying isshesomthaesé. ndtorinmthesearslt or ed
therein, the different | ocations of data storage for the

terms within the case profile is advantageous as it creates a record of the searching that is to be

undertaken with respect to the data and aids in organization of the data, as discussed further

below.

[0085] According to some embodiments of the present invention, when a decision is

made that it is time to collect from certain custodians in a matter, the e-discovery manager may

use the user interface 118 to release the custodians from the matter to the underlying case. This

release triggers the commencement of collection of the custodians’ data using the various tools

of the system and the data storage information housed in the custodians’ entries in the Unified

Directory 122 and linked to the case record 124. Furthermore, as discussed briefly above and in

detail below, from release of the custodians (i.e. selection of those custodians in the matter to be

released to the case by the e-discovery manager) to collection and storage of the collected data,

the process may be entirely automated. In some embodiments, the electronic discovery

management server 110 is configured to allow all custodians assigned to the matter to be

released to the case at the same time. In addition, in instances where the e-discovery manager
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particul ar custodi an that nust be collected. There are many different

| ocations that the system 100 can address, including personal conputers,
emai | accounts, and network storage areas, including HoneSpaces and Shared
Drives. [0088] If a custodian profile (for a custodian rel eased for

coll ection) includes at | east one personal conputer(s) associated with the
custodi an, then the electronic discovery nanagenent server 110 may
undertake to collect the files on these machines. Therefore, the electronic
di scovery managenent server 110 nmay retrieve the rel evant nmachi ne

i dent i hsd prgvipusipeneated groups siwistodiang|withinthe easenthe elpctedly diswovemt c., and may
initialize deploynent of a local collection tool 132 running on

col | ecmaosgenwat seever 130 1s(canfigiroduo dllowkd grong oflgustddBms 8] bellelateddadm a alattect | on
tool 132 is configured to be deployed fromthe collections server 130 or
anot heto $&is¥ ef thwkirhe fimt.he network 102 to any of the enterprise persona
conputers 140. Therefore, for a particular custodian, the |local collection

tool 1gdskp confpatiethAadtMENe the nachine identifying information
supplied by the electronic discovery nanagenent server 110 37 to be

depl Oy@ﬂ)lstﬁ) the haen éJsIo%FLn%%B&%'lﬁéht dee egﬁecti%g‘:‘%&hé}%énﬂ m&%‘%w' ment ,

the | o coll ection too 'S con e automati c installed
the,t t t odi,a t I t t | 132

°0 § or hEE mA RS et el Hrom R %f t§{a cafe fieistpul ssliehy %&t SRt he

I I f I

cormer SOOTRERGied Do aaary e e Simmdiap dnboSramBlceiny nmpies. store

t he snapshot in_a storage area on _the ersonal conput er, and transnlt

copi essteredtip gherfinified Drestoydd2i dhegbore ﬁ%@%{ontwlﬁmewenm@&%m% gervegedfer

130. By transmtting the data fromthe snapshot of the data stored on the
hard dagdogsseptherchgodipe prodited! thoerstndian, to bhecllestsd in thel Uribied Bireston! 1223pd

advant ageously allows the custodian to continue to use her nachi ne w thout
subst ad¢teradingsn fremfthe mfiarenation stotcd eéhdreioathe ddtdrant idcatiodsadidath3fbragedorsthen _
interact with the data stored on the hard drive as the snapshot of the data
i's bei pgtitwlanamiotiia@dhdt énust be collected. There are many different locations that the system

100 can address, including personal computers, email accounts, and network storage areas,
including HomeSpaces and Shared Drives.

[0088] If a custodian profile (for a custodian released for collection) includes at least one
personal computer(s) associated with the custodian, then the electronic discovery management
server 110 may undertake to collect the files on these machines. Therefore, the electronic
discovery management server 110 may retrieve the relevant machine identifying information,
such as domain, name, IP address, efc., and may initialize deployment of a local collection tool
132 running on collections server 130 (as shown in Figure 4).

[0089] The local collection tool 132 is configured to be deployed from the collections
server 130 or another server within the network 102 to any of the enterprise personal computers
140. Therefore, for a particular custodian, the local collection tool 132 is configured to utilize

the machine identifying information supplied by the electronic discovery management server 110
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the collections server 130. [0090] In addition to the functions described
above, the local collection tool 132 nmay also be configured to transmt to
t he dat abase server 120 a catalog of the files included in the snapshot to
be stored in the ongoing collections database. This catal og nay be
referenced by the collections server 130 in order to determ ne whet her
collection is conplete and to resune interrupted collections at the point
of interruption. Additionally, in accordance with sone enbodi nents, the

l ocal collection tool 132 is configured to conpile and transmt to the

el ect r triacdepliiyed pvibe ideniaiedyaniediansempeler. 1A@oxding stongfembetinesnk thedlsealr ces t he
user is using, including, for exanple, network applications and file

ser ver soltehtadn tohkl A2se cortfepnradde de antomatiedlydaktallEios the tatgebéustadémbspecnalmay be
stored in the database server 120 in the custodian's profile in the Unified
Di r ect osnypute? Theiddal cotigetich thol 13Rdnfirihestonigoded tdgenktdies siapsiss 6f the data
according to one enbodinent of the invention, the |local collection tool

132 i srefitg AUhe thehRisgEN aERS perfidalco r 140) Bk ale, by hiSiBg hREMHREGallyn t he

snapshot to the collections server 130. 38 [0091] I'n some enbodi nents, the

el ectr gnk [ r I il ; t chi ng
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machi ng, {e [ I Tl S QU e jtorn, the
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are online. Therefore,.in the .event there | cust odi a ose. | ogal

mmoh nwiedad B HsRiinedns i sEHEE et ol fisefh Sl obhe e O e
configured to determ ne when that nachine joins the network 102 (i,e., when
it appRArenal MRS, B ipsat «lleqiandpoly 2 rdwntaesoyslnalipwsihe susiadian tecartiuisni ¢

di scovery managenent server 110 that it should initialize the |oca

col | ectoiusp herguichimovithewbsibatestial intpderome fram thedoral eellcgtioptoot 132cangdfeyen g
custodi an rel eased for collection) includes any paths for HoneSpaces or
Shar edinBracs @sth thddata stheed@hdled hapd Hovelisstbeo srepshotrahtig datans barg rarsmitdl toray

the collections server 130.

[0090] In addition to the functions described above, the local collection tool 132 may
also be configured to transmit to the database server 120 a catalog of the files included in the
snapshot to be stored in the ongoing collections database. This catalog may be referenced by the
collections server 130 in order to determine whether collection is complete and to resume
interrupted collections at the point of interruption. Additionally, in accordance with some
embodiments, the local collection tool 132 is configured to compile and transmit to the electronic
discovery management server 110 a list of network resources the user is using, including, for
example, network applications and file servers that the user has used or accessed. This list of
resources may be stored in the database server 120 in the custodian’s profile in the Unified
Directory 122. With regard to transmission of the files themselves, according to one
embodiment of the invention, the local collection tool 132 is configured to compress, hash, and

upload the files included in the snapshot to the collections server 130.
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undertake to collect the files fromthese file servers by initializing the
file server collection tool 134 running on collection server 130 (as shown
in Figure 4). The file server collection tool 134 is configured to access
the file server located at the given path, whether the file server is a
HoneSpace or a Shared Drive, copy the data residing on the file server, and
conpress, hash, and transmt the copied data to the collections server

130. The file server collection tool 134 may be progranmed with preset
instructions that allow it to only copy files neeting certain criteria, for
exanpl B09%] | es thaspmggmbodisronts; thefeldeonig dispeiennmanagementragtvey &1 Gmay he
programmed instructions may prevent the file server collection tool 134

f r om cofplygeragcofriputes watrhingdoadrl ¥ &6 detérinliee whtretosittempt ocollectidrefiomtat r i but es.

Ei ther of the foregoing is advantageous if the e-discovery manager is not

i nt er estsedlian’s @aghynen Thexemph@bivatchink @solan 7 sdohfiguré® temoihi@sr IRx@IPoR. 10BN sone
enbodi nents, the file server collection tool 134 is also configured to

gener aqf] dutdinkf VIRt SBhe eﬂémhb@?érbérﬁﬁcdrﬁﬁjt&is M0 areRnkhe TIRYAGIeEH thd | €
server. In one enbodinent, the file server collection tool 134 may
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coIIec% such fjles.so as to avoid overloading .the server. Therefore,

accor dibaltt shouls ipfalizgthe losgbenliseifangook 3@ immegdiately.ver col | ection tool 134
copies all or a portion of the files residing on a file server |ocated at

t he palf993)i ven ilhaewdodia pragledforapysiodian neleaspd Biricplecting) ineladesminy pathhem t o
the collections server 130. [0093] If a custodian profile (for a custodian
r el eastdHomeSpaies ec$liaps) Diivias| thee theashectmpic [discaduly emsagdeorentserendi 0 magcount on
the enterprise email server 160, then the electronic discovery nmanagenent
ser verundéfakeey coltetethedies fiem Cidst Altseiviass Byi ihigializing Metflle s@MreoPéedtivg tenai |
server 160

134 running on collection server 130 (as shown in Figure 4). The file server collection tool 134

=)

is configured to access the file server located at the given path, whether the file server is a
HomeSpace or a Shared Drive, copy the data residing on the file server, and compress, hash, and
transmit the copied data to the collections server 130. The file server collection tool 134 may be
programmed with preset instructions that allow it to only copy files meeting certain criteria, for
example, files that have certain file extensions. Alternatively, the programmed instructions may
prevent the file server collection tool 134 from copying files having certain file extensions or
other attributes. Either of the foregoing is advantageous if the e-discovery manager is not
interested in copying executable files or source code, for example. In some embodiments, the
file server collection tool 134 is also configured to generate a size estimate of the files residing
on the targeted file server. In one embodiment, the file server collection tool 134 may

automatically begin the collection process (copying and transmitting data) if the size estimate
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by initializing the active email collection tool 136 running on collections
server 130 (as shown in Figure 4). In sone enbodi nents, the active enai
collection tool 136 is configured to access the particular Mcrosoft
Exchange server within the enterprise email server 160 on which the

custodi an's account resides (which is known based on the information
included in the Unified Directory 122), copy all email |ocated there,
including enmails deleted by the custodian up to a predeterm ned period of
time prior to the coILectionk&éfor exanpl e, seven days prior to the

col | ecfalls Bplogrripredeiersvnad thigehale pleadditer, inssams enphodiadnts thd aserser ver 130.

[ 0094] Regardl ess of the storage resource |ocation fromwhich data is being
col | ecta@bbction toot b ip eprtfiguradde detgpeine fwhethtena patiojardoldeethtit js doHectimgl | ect i ons
server 130 is configured to store the data first (while the collection is
still 6o filgkedver ihdladshasrt tHaaratoldnaghoidt of nedding $lespmid, in thBevenp &iat theul ar
collection is conplete, attach a barcode to the set of data resulting from

t he pafdiderdbayincli@® SRR hefine ARE hbSR 16 APYColIBE st MeS & asttB albig oh&Edingr M
storage area network 190 for pernanent storage. In sone enbodi nents, the

bar codgelssrvge MRS, fboldlt thlaBerbffubolinfals o0 fliSserflr ChidcBfn P61 484 t he

el ectroni c di scovery managenent server 110 and acts as a folder wthin

R M

the barcode is I'n erm storage
area netgeﬁk,lgo Fnddks usF toti enthnﬁ_and acgg&s the data collected
data at"sPda sprofiiesad trppsinifs hem tq the splleqons erveidd%coul d i ncl ude the time
and date of the __collection, the nanme of the requester, the particular file
ext ensi®B3k ypes faguuegigyprobic (ona dekdian relrgsst ficplsrlionkinclnden 8 sailys ef ul
inidentifying or referring to the collection. [0095] |In sonme enbodinents,
t he cotddmssferma egwihaspounon e caterrise emad suger ko0atheniheslactenicdiscewue
information to the el ectronic discovery nanagenent server 110 to be stored
i n t hemagkgenniservset Lemay 3@erthls toasolagsitles; filenfromdheeerpdicamhal rekilé@ in t he
Uni fied Database 122, in relation to the stored information about the
par ti chy mitiatieingelnd dcting emietéiRction toohB3Gruhmigglon collections server 130 (as shown in

Figure 4). In some embodiments, the active email collection tool 136 is configured to access the

particular Microsoft Exchange server within the enterprise email server 160 on which the

custodian’s account resides (which is known based on the information included in the Unified

Directory 122}, copy all email located there, including emails deleted by the custodian up to a

predetermined period of time prior to the collection, (for example, seven days prior to the

collection) and transmit the copied emails to the collections server 130.

[0094] Regardless of the storage resource location from which data is being collected, or

the particular type of data being collected, the collections server 130 is configured to store the

data first (while the collection is still ongoing) in the short-term staging drive 180 until the

particular collection is complete, attach a barcode to the set of data resulting from the particular

collection, and then copy the data set to the long-term storage area network 190 for permanent

storage. In some embodiments, the barcode is generated at the time the collection is initiated by
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collection, an active email collection, a file server collection, etc. In
ot her enbodi nents, the barcode information, or an actual link to the
barcode in the long-term storage area network 190, is stored within the
case record 124 and/or the custodian profile in the Unified Directory 122
at the sane tine that the barcode is generated. In either instance, the
barcode can be used for reference by the e-discovery manager by view ng
the case record 124 or the custodian profile, as the case my be, at a

| at er qﬁtﬁl to determ ne what coll ect] g)ns have al ready occurred in the case
or fort RECEAYS FLEOVEY RYLeTns Aerverh 10 and agfs a3 ¢ Rldes ithimwbhisheBddesus i n an
enterprise environnment or,  any environnent in which nmultiple cases nust be
managePitRFd gl ihgsellection peocssseirgplaerd: hupnihe bastadednstersd witidhesalerted

all ows the e-discovery manager to readily |ocate and access data that was
col | ectdath ipitles/loagrigrp storegn ageaonstwori 19A anderisep® iflentifpanti ddkessain datase, and
use the data, either for discovery purposes or to informthe collection
pr ocessoll¢@abéita Afatlater tihe Tht loglids ofthe barcoj @alld iaclubethk tiRg-dndldacSIrMeage
area network 190, the «collections server 130 conpares the hashing of the

dat a i mofledtion/taehasé of thg eequesté e PhitgLRA R tdAsioft bypeSrdqhst&t 80idybisly i ve 180
and, if the hashing is identical, purges the data fromthe stagi'ng drive

180. OigrhitRondBit bR BridbRying B9 rdfEkh 8 Bk 208 Apfa network 190, it
is not necessarily ready for review. Indeed; 1t is likely that the data

may ne be PEP&ESS L E S iLtable for review
by i nvzgtggitsgat or slhgnd a?lgjoorgﬁfégggt ocr&lg%g’?rlg%&gﬁﬁg%f ?]Iqogggf%grfe’btéansgwé Fli?pt ed in
the fo i ich.. re.collected and sent to the |ong-term storage area
net wor %Q}C%%Mélrﬂgyzé g)?ﬂe“,gdg%%%?cd‘?lﬁ%)vf’g Igfbr’r?gelg?%gﬁ'ivﬁ‘bﬁt%? ?’g fereddp thenmy  be
copi ed to the conversion ervi.ces server 170 where a series of decryption
and st SHARFESTIET B0 R FATRI fheFusiadian sprefge fipthe Unified atabase £22448 2 | s

decr ypt eld.and standardi zed, it is returned to the |ong-term storage area
net wor KeLalRR 19 ARF stergd pdormation gequt thegragiiculpe callestign.rwhethes itivean adosaboses. [ 0097]

Wth reference nowto Figure 7, a block diagramis provided that
i |1 ust Felles§on,[ga active email collection, a file server collection, efc. In other embodiments, the

barcode information, or an actual link to the barcode in the long-term storage area network 190,
is stored within the case record 124 and/or the custodian profile in the Unified Directory 122 at
the same time that the barcode is generated. In either instance, the barcode can be used for
reference by the e-discovery manager by viewing the case record 124 or the custodian profile, as
the case may be, at a later date to determine what collections have already occurred in the case or
for the particular custodian. This is particularly advantageous in an enterprise environment or
any environment in which multiple cases must be managed and custodians can be assigned to
multiple cases, because it allows the e-discovery manager to readily locate and access data that
was collected previously from a custodian, perhaps for a different case, and use the data, either
for discovery purposes or to inform the collection process.

[0096] Alfter the data has been copied to the long-term storage arca network 190, the

collections server 130 compares the hashing of the data in permanent storage to the original data
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el ectroni c di scovery managenent structure of the present invention,
according to sone enbodinents. As illustrated in Figure 7, certain
processes descri bed herein nay be categorized wthin one of case
managenent, as represented by Bl ock 200, custodi an managenent, as
represented by Block 220, or data managenent, as represented by Bl ock 240.
As descri bed above, the electronic discovery system 100 is arranged such
t hat cases, custodi ans and data nay be managed i ndependent of one anot her.
However, there is still an elenment of the categorization of processes

Wi t hi nintthesteging davé €80 aridaif theshaswing éypitlendical, amges the dhte dtomh the stagierdsiveod t hat
certain processes nmay be correctly assigned to nore than one category.
Ther ef 08, Ondeithed4dtinbas enteedd the tdngrternoftotane aey attevorkl 08, #lis ovinesaspailat e
managenent of custodi ans, cases, and data, certain processes of the

Pr esenfeall PR RéViRN Hﬂ)éecﬂﬁtf@ﬁkclyﬂfaﬁthtelalaﬁ RdieneRfl td eprbessediiensre iti9098] The
first process that falls wthin the case nanagenent category is creation of

a  mat {&rhQbie GAS SuiBbleFor fetTRMRY ikvdsAbatbistah 8 afibrABysS HOP X dmAS iho/fifet SRy b@S
shown 1 n Block 202. As descri'bed above, the e- dlscovery manager nay ent er

| nto tAG RSl in'dhL B 5{.%%& %k%%@%& Lot oAbt IR R LoD Gfch bl

mat t er case, suc nane an escr|pt|on of
t he na i denti rtlc ar._requ ster

noked 15F (RIS, Beofihse SR8 by Sisely BeRBa 8&9318320 RSy Sl%t for
(i.e., individual s ipvol ved | the su?@tan e of .the matter rath than t he
pr ocesEIVIFFSESIYeR b7 whre @6%?593 and standardigaiégn jupctians may by 2P

custodian information is stored %ﬁParately fromthe case information

al | owi fig Altr thadatasisdecrapied aed gpndapdizad) itilpicairpedte she opg-teryrstragseded or t he

el ectronic discovery systemof the present invention to have scalability,
wher ebyetevikdifcnd azyoemaindberada be acoessediog reydiivapunpesesbe used in nul tiple
cases. [00100] The el ectronic discovery managenent server 110 stores this
i nf or NEICODN | n t Weth refesacaadvatelligut 74 a block dingomt Blyasedskthaailustidfes ththe case
dat abase 124 houses this information

electronic discovery management structure of the present invention, according to some

embodiments. As illustrated in Figure 7, certain processes described herein may be categorized

within one of case management, as represented by Block 200, custodian management, as

represented by Block 220, or data management, as represented by Block 240. As described

above, the electronic discovery system 100 is arranged such that cases, custodians and data may

be managed independent of one another. However, there is still an element of the categorization

of processes within the categories that is conceptual, and it should be understood that certain

processes may be correctly assigned to more than one category. Therefore, while the

architecture of the system 100 allows separate management of custodians, cases, and data,

certain processes of the present invention may affect more than one of the foregoing.

[0098] The first process that falls within the case management category is creation of a

matter or case as a framework for litigation support activities, as shown in Block 202. As

described above, the e-discovery manager may enter into the user interface 118 certain
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such that all information relating to a particular nmatter or case is
related wthin the case database 124 and a user, such as a nanager or
contact, can use the user interface 118 to view and edit a profile of the
matter or case. [00101] The next process within case nanagenent is the
creation of preservation notices and surveys specific to the matter, as
shown in Block 204. In this regard, the e-discovery nmanager may, through
the user interface 118, either generate a new preservation notices or
surveys relevant to the particular case or matter to be stored in the case
pr of i | @fpimatine abewt @ padigtiabmederi 4assy suchlas a cangtniamelapd/of iyrkbes, pshegter vat i on
notice or survey already stored in the database server 120 to the case

pr of i | desofiptidneofdhemattéricasn s degal idamificerthapartisdararequiisteo (i , tWhoraskealsfer the
managenent is the creation of search terns pertinent to the case, as

r epr es ek eshdypdBbdhadiiRrs orAdntdes Eritheslandi@ve, inlivRluglsGinidwdes yhemanager or a
contact or nmanager for the case may use the wuser interface 118 to input

i ndi Vi giRlanSEHRImbRE RS thRRE pRoce) TkSBb-diRoPGy dRBhiRfetb 0 the data
harvested in the case. In sonme enbodi nents, the search ternms may be |imted

to be ppggh W th g% &&Mu@ﬁod&ﬁ?ﬁfgﬂﬁeﬁ‘f&ﬁ i@ﬁ&'ﬁe&'&eﬁ%&eaftélggl%ﬂh% r harvested

data types. The search terns w e saved 1nt case dat abase 124 so
that th readi l.y applied.to.haryested data and. .used.in onnection
wieh oHEmEYy AEowEE riokc SRR ASGaLR MRS S0 Ty AORGE RR e bediSfP
enteri rel evant attachnents, notes and updates to a particul ar , case or
o or Ay YA o e B GARI: SPssay SVt gembats oy by

Bl ocks 208 and 210. The e-di scovery nanager or a case contact or nanager
nmay us@ng qstodisamayhcasedignyliigle cagesypl oad docunents and enter notes and
ot her rel evant data, including updates and rem nders, to be stored in the
case pl¥ii0le of Theclsesani¢ discdverycmanpgaarniisayer Itstorenthss infesmetian indeshment s,
notes and updates are added, they nay be referenced whenever a user views
t he casme gdatabask é24 hrtbeditabdshecruae20i The cisacletahdss.12F heuses #itis médrinatdn on
nodul es of the present invention are al so processes

such that all information relating to a particular matter or case is related within the case database

124 and a user, such as a manager or contact, can use the user interface 118 to view and edit a
profile of the matter or case.

[00101] The next process within case management is the creation of preservation notices
and surveys specific to the matter, as shown in Block 204. In this regard, the e-discovery
manager may, through the user interface 118, either generate a new preservation notices or
surveys relevant to the particular case or matter to be stored in the case profile in the case
database 124 or, alternatively, link a preservation notice or survey already stored in the database
server 120 to the case profile of the specific case or matter at issue. Also within case
management is the creation of search terms pertinent to the case, as represented by Block 206,
As described above, the e-discovery manager or a contact or manager for the case may use the
user interface 118 to input individual search terms or search term sets to be applied to the data

harvested in the case. In some embodiments, the search terms may be limited to be used with
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that are categorized as case nmanagenent processes, as shown in Block 212.
In this regard, the electronic discovery nmanagenent server 110 utilizes a
cost estimation tool to determ ne the cost of harvesting and revi ew ng
data, based on a nunber of factors including, for exanple, nunmber of
cust odi ans, anount of harvested data, data types, etc. Finally, case
managenent al so includes a nunber of tasking and workfl ow processes that
are represented by bl ock 214. [00103] Moving now to custodi an nanagenent,
certain processes falling within the category of custodi an nanagenent are
shown parti@ilercdestedions anidrevithpariprubar desigsied date ExpiengTheysaish dering wil be sawed
Unified Directory 122 certainly could be categorized as custodi an
manageigh¢ case tiabgse 024 ssthat thpmay ba rdadiy agpliéd tmbdruched datsmdpisatms ses

i nvol vi ng managenent of custodians wthin the scope of a case or matter.

| Nt hagonhe@ndvith Sisrifg the fesiltig e&poivecdssd 0di an nanagement i ncl uded in
Figure 7 is the addition of custodians to a case or matter, as shown in

Bl ock @d2021As  daRGIrbRests 3POMEningd ﬂerevsrat%ﬁaﬁv&ltsynmmpda@ytotbs%ﬁaﬁmuser

interface 118 to link a custodian's profile fromthe Unified Directory 122

to the.Ratt il AicotARAA U el AatiemeAseifIANaRARE TR atedty BRs 2641

cust odi an prorili e and case pro e corr next” processes

ust e of i e refdted. rocesse:
nd suPi L R BTN nhs PRAORFAeG3 12 REERRE s on o
th t t odi , h in Bl ock 226. Th | ect i c di
ranage IO dOGRE 4RI nos andPerlev ol el BHIDE AOUHES BUSPBINE ©

profile in the Unified Directory 122 to transnit the preservation notice(s)
and subsdgied Jn e gaegroie of e cased sy ape dalahage 13 Qrrsiiade atachmgnisgiptes
enbodi nents, a standard email function is used, so that the only
i nf or nand updateeangadddd; they miny bgnefereadedDivhensy gransepviews theigasequetilo diranghs enmi |
address. Wen the custodi an checks her email, the survey will appear as a
nmessagiheuberisgerfacedid. Thieost séienatioa msoduleaof thegsesg, intdnéios are\adsp prodebsebe
presented to her. The survey nay be configured such that when she fills it
out, tingat £elEmeyorizsd AdaeemiahaRidedt proedRsdl ddsBowh acBldcR 21 hemdhisas® tixer ver

electronic discovery management server 110 utilizes a cost estimation tool to determine the cost

of harvesting and reviewing data, based on a number of factors including, for example, number

of custodians, amount of harvested data, data types, etc. Finally, case management also includes

a number of tasking and workflow processes that are represented by block 214.

[00103] Moving now to custodian management, certain processes falling within the

category of custodian management are shown in Block 220. While the processes involving

generation of the Unified Directory 122 certainly could be categorized as custodian management,

the processes shown in Figure 7 include those processes involving management of custodians

within the scope of a case or matter. In that regard, the first process of custodian management

included in Figure 7 is the addition of custodians to a case or matter, as shown in Block 222. As

described above, the e-discovery manager may use the user interface 118 to link a custodian’s

profile from the Unified Directory 122 to the particular case profile in the case database 124.
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120 for storage in the case profile and the custodian's profile. [00104]
Also falling wthin custodi an managenent is the process of rel easing
custodians froma matter to a case, as shown in Block 228. The e-di scovery
manager uses the user interface 118 to mark the custodian's profile so
that the custodian is now activated for collection of data. This may occur
within the case database 124 since the custodian's profile is |inked
thereto. Once the custodian is rel eased/ narked, the el ectronic discovery
managenment server 110 may access the custodian's profile and initialize
col | ecThemthigsyetadiamprofide apdroasnyolilstaze earelatere Theowrt wraecsssrafin eystadlignn t he
profile. Therefore, as represented by Bl ock 230, the electronic discovery
managemendgesenivie thelfa@smayion of prestrvatimh nptickstaed rimmeystth eustadianst 3obswa i

| ocations of data to be harvested by accessing the custodian's profile in
t he UnBfdck@24)iane diegiryseitdBon éf the suratysue bystodifis, & showa GOBRICK 208NTREr Ny
manual | y nake the sanme determ nation by accessing and view ng the

cust odélaétrchidMiSdolvbr§-mdnapdhdny serdd MOBesGRS SordtRA ARSI 1t tedbdin frnagenent
al so includes a nunber of tasking and workfl ow processes that are

repr esglidn e Bk Df33or Pl 000Gk HISrl R GRLIROLY al SRl HBRAYE TEN

represented by Bl ock 240. "One nmj or set processes wthin

manage e nr r t h I . shown
o o1 o S 3O RS R SRASARE T Bl el abibals, S pARA P ST o RpB 85, | °a
differegnt,stora reas of rticul ar.cystodian, includi,ng the

cust odtiang oty figh3gate b e sinbbicSIoa i e ot Bt oot an' <
network storage areas, the custodian's email, .and any other areas, as are
descr | ¥lErspre VdIch thequstogdian cheeky herpmail, thesuigy Mol ePrepbisAyBespgsticiell ahi ed
and transmtted to the collections server 130, as described in detail for
each pwhen Sgloaensdbatneassagerthe sgvewilbpoprespatedip ber. Thesetveygray e cenfiguesst i ons
server 130, data resulting froma particular collection is tenporarily

st or edsuch thahwheinshretfiltsat ont sthe girmey @ rtpenati8dlyuranisinitted dacdiotol the datdrase server
conplete, at which point it is stored in the long-term storage area

net wor K(1BPstbragagsihe bak ipesfilvatditha capediad’s prafident i f yi ng

[00104] Also falling within custodian management is the process of releasing custodians
from a matter to a case, as shown in Block 228. The e-discovery manager uses the user interface
118 to mark the custodian’s profile so that the custodian is now activated for collection of data.
This may occur within the case database 124 since the custodian’s profile is linked thereto, Once
the custodian is released/marked, the electronic discovery management server 110 may access
the custodian’s profile and initialize collection based on the various data storage locations
identified in the profile. Therefore, as represented by Block 230, the electronic discovery
management server 110 may automatically determine the data types and locations of data to be
harvested by accessing the custodian’s profile in the Unified Directory 122, Alternatively, the e-
discovery manager may manually make the same determination by accessing and viewing the
custodian’s profile. Finally, as with case management, custodian management also inchudes a

number of tasking and workflow processes that are represented by Block 232,
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barcode. The foregoing process is represented by Bl ock 244. The data may
require decryption or standardi zation functions to be applied to it in
order for it to be searchable and/or otherwi se usable, so the next process
that falls within data managenent is the copying of the data to the
conversion services server 170 for analysis and conversion as necessary, as
shown in Block 246. Once the data is converted, it is returned to the

| ong-term storage area network 190 to be used in review [00106] Also
falling within data managenent is the association of particul ar data sets
Wi th Phlcul ar Theclasf cafegeryas dava mensgsmenip repdescnicd he Biak@4pr Ohi mjagfsett he
case database 124. In this regard, certain search terns stored in the case
pr of i | ef proeessdsovidun dats mahdgement @0 theqroakses e¢laingap phd lemivdsting cdatgian t ypes of
data and/or certain custodian's data. Alternatively, certain search terns
may beshoaphiBieck Bi2alThediracesh itidedhd @llcaticisidafa ffork a8 he differ@hithihige

i nstance, the electronic discovery nmnanagenent server 110 accesses the case

prof i | GreallSHtA8aRlideS chilfdift MHHiAEMERuOiREL s RRRY disidze Gk [pééﬁl?ﬁi ates the
search terns with the barcode of the appropriate d%ta sefs in long-term

st or ageo%{ﬁ?@g Uie cﬁéf@diaﬁlegﬁ%%gfk%m&%evﬂr%, € ARRdiLLY eﬁagii,ta%ﬁtagﬂ g1fh§§r8 alﬁ'geg, e

results e generate presented” to reviewers for
Fi nal | ) he hef, nagenent cateqories,. dat nagenen | so
i nel udde d?"h‘#ﬁ%g‘r’r&gf A?%s Ki %‘g"% R S atiqus S’%ﬁf%f’c%eé"é ése"sop’t‘*ﬁé‘PnRé‘Pgs‘?qE%‘i 90385t ed by
Bl ock 250. . [00107], Wth reference. to Figure 8, an exenplary process for
managi ?ngatl S&Y Frsl?’op?%%s a1 Heta'& Faﬁﬁ%tlﬁﬁ%rﬁog?%mé ar é’i?ﬁ?sso PPhe
present invention. As represented by Block 302, a case or matter is
cr eat efagiyng e callerfigpyipstey 1 3% dagaes lgqrp p particplar pellegiensisdempmsardly 124,
Next, custodians are added to the case, as shown in Block 304, by |inking
t he cusiersdimthephetidrastagofg drive 180 uniiktte DllestomisyompRia, ot whieh paiskitpr of i | e.
Next, as represented by Bl ock 306, the e- discovery manager and/or the case
cont acstored inrte doyertepnl diorage aree metvanrkd 90 m dssocipiohiveth 4 pecifit adentifipest ed f or
the case, including instructions as to applying the search terns to
parti chregded dha foregoing process is represented by Block 244. The data may require decryption
or standardization functions to be applied to it in order for it to be searchable and/or otherwise
usable, so the next process that falls within data management is the copying of the data to the
conversion services server 170 for analysis and conversion as necessary, as shown in Block 246.
Once the data is converted, it is returned to the long-term storage area network 190 to be used in
review.
[00106] Also falling within data management is the association of particular data sets with
particular sets of search terms stored in the case profile of the case database 124. In this regard,
certain search terms stored in the case profile are stored with the intention of being applied to
certain types of data and/or certain custodian’s data. Alternatively, certain search terms may be
applied to all data collected for a specific case. In either instance, the clectronic discovery

management server 110 accesses the case profile, determines the search terms to be applied, and

associates the search terms with the barcode of the appropriate data sets in long-term storage.
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types or custodi ans. Block 310 represents the determ nation that nust be
made as to whether there is a matter or just a case. If there is no matter
because preservation notices are not required, for exanple, for an audit,
then the process will nove straight to the initialization of data
collection. On the other hand, if there is matter, rather than just a case,
then the creation of preservation notices is required, as shown in Bl ock
312. [00108] The preservation notice, as shown in Block 314 is transmtted
to the custodians added to the matter, perhaps using email. As shown in

Bl ock B, thg spareh tetres wibbe anplindth that datpegndites reppisoyill de garerathd ard praseBiedc k
318, the rem nder notice nodule transmts periodic rem nder notices to
cust odioaneicwdisdomrmmbiysies Fimaily,l»s vétarthe other mamgehedndtepamyesy data manapesendi ans
about the preservation notice and/or rem nd custodians to fill out surveys.
Wth rggamdlutdes a Suiibed s taskifg hitbwekElotw frocisdey that kiR réirasthted by Blodersor ed,
according to Block 320, a survey is created. The survey may be saved in

the cag@1@rof i | ewith réBRnEAR Figlt BLASK erhpthry AOcSH BWndagRbACkse3d2, It s

possible to enable the survey to be attachied to and transmitted with the

preser I%Md%‘, ifl %dgﬁﬁiﬁce &itn bROLASdidex! t viidtiol! 2§ Ife;ﬁgs%nteaiﬂ Block

e-di sc%very manager may rePease cust odl ans romthe nmatter to tﬁe case,

which inoitialli I [ f ian h ' | ock
LoN 4 A1t 5 SOL LRGBS SRR S8R A5 cAN RN 1o Pl o

I
18
326, scovery manage r scovery nanagenent 'server

122 acgcesses. the custodi rofile, determ t he data t s and.,l ocation
Lo e HER Gntodions g aans torthy P st BIEPILAR b BErhE R iR pitis oo
collect the data. Once the data has_been coll ected and _a uni que barcode
has bedithabaifigddlrectore hehtodhs ease prafide e msrpraessatediby dilask 1esthedr an and

storage location fromwhich it originated, as shown in Block 328, the
sear chdiseavary mpanagércndioy thetceseapniagt ertypanageraddpsegfdhl termelp bpepplieditgdatd to t he
dat aset based on the input instructions regarding the search terns. These
sear chharessted fomthe basegippluiling instructiens da tegpl yiegthe sérech ©sus togpastiowdzd déte be
presented to reviewers for analysis.

types or custodians. Block 310 represents the determination that must be made as to whether

there is a matter or just a case. If there is no matter because preservation notices are not

required, for example, for an audit, then the process will move straight to the initialization of

data collection. On the other hand, if there is matter, rather than just a case, then the creation of

preservation notices is required, as shown in Block 312.

[00108] The preservation notice, as shown in Block 314 is transmitted to the custodians

added to the matter, perhaps using email. As shown in Block 316, a reminder notice module

may be employed. As shown in Block 318, the reminder notice module transmits periodic

reminder notices to custodians. The notices may be sent over email and may remind custodians

about the preservation notice and/or remind custodians to fill out surveys. With regard to

surveys, in the event a survey is required or desired, according to Block 320, a survey is created.

The survey may be saved in the case profile in the case database 124. As shown in Block 322, it

is possible to enable the survey to be attached to and transmitted with the preservation notices.
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[00110] Wth reference to Figure 9, an exenplary process for nmanagi ng a
custodian is provided, in accordance with one enbodi nent of the present
invention. First, as represented by Block 402, a custodian is added to a
matter or case. In this regard, the custodian's profile in the Unified
Directory 122 is linked to the relevant case or matter profile. In order to
| ocate the <custodian's profile, a custodian search nodul e may be enpl oyed,
as shown in Block 404. Therefore, the e-discovery nanager may enter any
identiaﬁia% information about the custodian, whether it is the custodian's
name, rk uslext apeshown ircBlock A24.dhee-Hise@igriewanager may mhkase erstagdinan

search nodule will take the input information and search the Unified

Di r ect &rom theMaftorto thermmse lwhichl ihitiabred doHertionné theansthdins’s dbtaaiAsestiows re user
interface 118 will present all matches and allow the e-discovery manager

t o br oBkek3De, thssdist@atetfimphayit biethe tlecti@iiedisioverthagahemnded el Rodsads. | N
this way, the correct custodian is identified and the profile of that

cust odin@ruitsdibh plesitk, Heteinlifes AP BAQ BRI hfd RARRAHNAS bBBSIIRTed, 4R ihlAdl tle AS
represented by | ock 406, the el ectronic di scovery nanagenent server 110

nmay dejs 11'3?1151@ cIMELNEloolsE ng %ltlécf:ﬁl'lle Ql%ﬁ? 0 %e@%’ca@ﬁg Bkr c%ll@ct

ent er pr "do- not -cal | IS regar there nay an |n%|cat|on

int hebeﬁ'yécfe%% ?&& asﬁéﬁ) 4 th %%Ahnda{taggt blggé(f n tg? Eﬁ&l@lﬁ&% todila?l%n%l Pf%} locat1on

parti cular cus con re ar Ing co OI’IS and an

altern tiv nt.act hou d be n_adm ni s ti ssi stant of
he  cLBPBATIHE T REBHRG By T Hare 325y wares M irerteSlysRire Pl Faf | o
stored in. the database server 120 that nust_ be accessed _and searched to
det er rPRELE Y Petssigrediigrthe frtasstRasetipm e dpnid istugiong Fegardingthe searchderme
instance, a determnation is made as to whether or not the custodian
shoul dThese s¢ardrternys manbaennbigd taihd dptaset Bed thevesults saved ks meseateddtoul d not be
directly contacted, the contact information for the custodian's assistant
(or ot teeicwstsadanatysisshoul d be obtai ned. This information will be used | ater
for transmtting preservation notices and surveys.

[00110] With reference to Figure 9, an exemplary process for managing a custodian is

provided, in accordance with one embodiment of the present invention. First, as represented by

Block 402, a custodian is added to a matter or case. In this regard, the custodian’s profile in the

Unified Directory 122 is linked to the relevant case or matter profile. In order to locate the

custodian’s profile, a custodian search module may be employed, as shown in Block 404.

Therefore, the e-discovery manager may enter any identifying information about the custodian,

whether it is the custodian’s name, network user identification, email address, etc. The custodian

search module will take the input information and search the Unified Directory 122 for a match.

If more than one match is obtained, the user interface 118 will present all matches and allow the

e-discovery manager to browse the associated profiles to determine the intended custodian. In

this way, the correct custodian is identified and the profile of that custodian is linked to the

appropriate case or matter.
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[00112] Next, in accordance with Bl ock 408, a determ nation is nmade by the
el ectronic discovery nanagenent server 110 as to whether the custodi an has
been added to a natter or a case. If it is a case, then the custodian is
verified, as shown in Block 424, supplenental data may be added to the
custodian profile in the Unified Directory 122 as required, as shown in

Bl ock 426, and then the various collection tools are initialized by the

el ectroni c di scovery nanagenent server 110 for collection of the

custodi an's data, as shown in Block 428. On the other hand, if it is a

mat t er J0OQIiéh pr ederspaesentnd hy Blerk<108y e clequéniediscoMear momgenertsesholid i n

Bl ock 410, a preservation notice is sent via email to the custodi an or
cust odinsy dsteamtheiwhethas thelpamticulanciBit@iidn adfd®js d hembarf doki eaterprisg “tb-aot-adl

i nactivated fromthe case because, for sone reason, data does not need to
be col lieCt eelthiy @partthere wedyQdiza inditdlioh e tHewhstb@ian WesTilé tn (5O URSidi DRectdRy
collect fromthe custodian, the custodian will be reactivated, as shown in

Bl ock 422 thafthep@tdial cifddtin RoRHSBELY @t RRAVOIHER: b EMs, il SEhRHH;pat i on
is made by the electronic discovery managenent server 110 as to et her a

survey cjnﬁaétgﬂé{gﬂ 6 usedSsuth 9V éd?njﬁisﬁ'gtlfve\zl%éeli?ﬁsllttof R TiaRe ARGV ,;{h%rlg n rade

al ternate enbodi nents the decision on er to send a survey
prior [ _preseryvation notice |n su #ﬁ |t ernate enbadi pents, if
Phe sub e Esehfat 05 rBHea T SR B ot ipBh it Pa S B frgSenaad T on
notice _and, .th accessed simultanequsly b tq§' ustodian, |If a survey is
requi r & ,&F@E?§§@FEW§WF?ﬁE&rPWﬁ£8ﬁ? ?}ﬂﬁmﬂgPH tﬁﬁri%%@VﬁFﬁBﬁ“%&tice, and
t he answers are coll ected bﬁ§%he el ectroni c discovery nmanagenent server
110 andetemypgipninmedeasdardisiise osugtiles custpdianghowld badireqilygoaaried rod iRbei nder
notices for the preservation notices and surveys nmay also be transnitted
t o t heevunsthsensindian shonidbngi be dirgithcdentagzd, thilesutact informationifer the owstadiancol | ect
data, the custodian is released fromthe nmatter to the case, as shown in
Bl ock dss8fanaot othire stemd-in) wsouldbd etethined Tlae irdomatation ikl bauseddatebfpr t he
el ectroni c discovery nmanagenent server 110 for collection of the
cust odiramsngitig plesedatiGMed shdBubkls.428. In this

[00112] Next, in accordance with Block 408, a determination is made by the electronic

discovery management server 110 as to whether the custodian has been added to a matter or a

case. Ifitis a case, then the custodian is verified, as shown in Block 424, supplemental data may

be added to the custodian profile in the Unified Directory 122 as required, as shown in Block

426, and then the various collection tools are initialized by the electronic discovery management

server 110 for coliection of the custodian’s data, as shown in Block 428. On the other hand, if it

is a matter, then preservation notices are required. Therefore, as shown in Block 410, a

preservation notice is sent via email to the custodian or custodian stand-in. As shown in Block

412, the custodian may then be inactivated from the case because, for some reason, data does not

need to be collected from the custodian. In the future, when it comes time to collect from the

custodian, the custodian will be reactivated, as shown in Block 422,
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process, the custodian's profile in the Unified Directory 122 is accessed
in order to determne the various |ocations where the custodian may have
stored data. Finally, as shown in Block 430, the custodian's data is
coll ected. [00114] Referring to Figures 10 and 11, flow diagrans are
presented of a nmethod 500 for harvest data fromvarious data sources, in
accordance with enbodi nents of the present invention. At Event 502, the
coll ection of data ensues and, at Event 504, the type of data is
identified. Data Block 506 signifies active email that is collected froman
exchanf®183lst em After 4 preservation npticely sent, BB rmfratian isonadedy the elesteonégmai |
collection tool is inplenented to collect enmail fromidentified enai

addr esdiscAsrypmendgemsdtyservot B, asam ehethens aovelain cauntd, fas plicevaemtBlogndidditment s
of the invention, if a custodian profile (for a custodi an rel eased for

col | ectlican) be ndied thatgs aREmaembodigEhREe dRisicioreWRdther 36 SR ALsuBRy ik be
enterprise enail server (160), then the 50 el ectronic discovery nanagenent

ser ver padd fhor T8 Yerditaht pleSerl RiochHoti€S tntsi&h fiidnSse LML bAS, 1?@1E ‘é‘ﬁrI% 3% ge enai |

server (160) by initializing the active email collection tool runni ng

on CO%éqﬁlﬁédfg’t §%1?1Ea(:&r’ﬁ@ thﬁé’ sGURR 1{6'?1@% ind, s a%géiﬁé/c? ema' '

col |l ec gure to access parti M crosoft
Exch h |

Enct 239&@%6&@%&@‘%@3 et e'yslifeﬁlﬁedq l%séalasnaﬁeqﬁ SRRy
included in the.Unified D rector , opy al I. 8ﬁHI| | ocat ed there,

| ncl udPiReErEAigRSticRo i B e acg o LS BLepos TS e mATE P e SRS e

seven days prior to the collection, and transmt the copied emils to the
col | ect 1%@4@ siarpd, iyt dateiase soneerd AR ds shown acBlosh H o Remadennogcesdpatiee of

i npl enenting bulk requests and for collecting email on a schedul ed basis,
such aprespavdtipn nPhecs@nd firvexsimascalsodre trangmittedgo dudiustodian, ds phewpabBleclof bei ng
i npl enenting enterprise wide and requires no server identifiers or the
| i ke t42(cdVdxt,ainct és @t iovepllecmiata, therrusthdian isogkagd ftdnethe mmatier wahé estixan t ool
(136) serves to reduce security risk

shown in Block 418, and the various collection tools are initialized by the electronic discovery

management server 110 for collection of the custodian’s data, as shown in Block 428. In this

process, the custodian’s profile in the Unified Directory 122 is accessed in order to determine the

various locations where the custodian may have stored data. Finally, as shown in Block 430, the

custodian’s data is collected.

[00114] Referring to Figures 10 and 11, flow diagrams are presented of a method 500 for

harvest data from various data sources, in accordance with embodiments of the present

invention. At Event 502, the collection of data ensues and, at Event 504, the type of data is

identified. Data Block 506 signifies active email that is collected from an exchange system or

the like. At Event 508 the automated active email collection tool is implemented to collect email

from identified email address. As previously noted, and in accordance with present

embodiments of the invention, if a custodian profile (for a custodian released for collection)

includes an email address for an email account on the enterprise email server (160), then the
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[00115] At Event 510, a barcoding tool is inplenented at a staging

| ocati on, such as short- termstaging drive (180) to attach a barcode to
the set of emmil resulting fromthe particular collection. The barcoded
data is then copied and comunicated to the |l ong-term storage area network
(190) for permanent storage. Furthernore, the collections server (130)
transmts the barcode information to the electronic discovery managenent
server (110) to be stored in the database server (120), for exanple, in
the custodian's profile in the Unjfied Database (122), in relation to the
st or ed SieRFIRGEBTYRYABHIRECTAY SHaFt (140 may wilerigke tosallect therfdesirem thieve bar code
can be wused for _reference at a later date to determne the origin of the
dat a. AMtewdrise praailisareer KHE0) by dnitializand thd agtiyetamail| coHeption tonl {138 agwirgrama net wor k
(190), the collections server (130) conpares the hashing of the data in
per manesliectionsrsager (180} h&n smagmimidineatts themctihecmbibgillegtialr fouk(18488) and, i f
the hashing is identical, purges the data fromthe staging drive (180). As
such, baffizaeidig at@sSthe patitoanmeitrodof Dithaideecnesdithia thxathasd diailbanepdi ng
tool on an exchange server and, as such no human intervention is needed in
t he balgpstewRich #RSustolAnBGR S MBRSRI.WWINCIERIRASABANCE of fihd iRformBfi&SBRluded

i nvention, one barcode may be assigned per custodi an, per data type and per
event (i mEUnifidavifectdiRl ﬁﬂ{ gO {8t a0kt thék i'r:ﬂﬁgi:nfgn Pn%%ls {ljérlag(g ﬁé {Oe%ed enai |

data nay be associated w specific search t se en the

Those eraed e BOR RRexBomb bl At oo the BleBIR HCHIERY Yeoir

al so stor. i,,n he. dat abas eryer 0).. .The reviewer y .praqvi de, an
i car P ar a8 iepS s RuaTARE P cohariebielrgd Ry et of Bl ementeg,
whi ch naz t hen nakﬁﬁa Peternination t hat other docunents wthin the search
t er m hPYk Feaiestsand foppelleciingear on pechedulpd basisy suchrag dailyz) The enmjlgolleion, ¢ he
coll ected and barcoded active email data is copied to a processing drive
for sutebigadditionailylopgabie of heinghsplamdnéing enterprishaide: and requings no sfrvesnai | dat a
obvi at es

identifiers or the like to collect the active email. In this regard, the email collection tool (136)

serves to reduce security risk.

[00115] At Event 510, a barcoding tool is implemented at a staging location, such as short-
term staging drive (180) to attach a barcode to the set of email resulting from the particular
collection. The barcoded data is then copied and communicated to the long-term storage area
network (190) for permanent storage. Furthermore, the collections server (130) transmits the
barcode information to the electronic discovery management server (110) to be stored in the
database server (120), for example, in the custodian’s profile in the Unified Database (122), in
relation to the stored information about the particular collection. Therefore, the barcode can be
used for reference at a later date to determine the origin of the data. After the data has been
copied to the long-term storage area network (190), the collections server (130) compares the
hashing of the data in permanent storage to the original data in the staging drive (180) and, if the

hashing is identical, purges the data from the staging drive (180). As such, barcoding is
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the need to perform conversion and/or decryption on the data set. At Event
516, the active email data set is |oaded into the analysis tool and, at
Event 518, the data set is exported to the requestor/revi ewer for analysis.
[00118] Data Bl ock 520 signifies other non-exchange server based enuil

such as email accessed through a client-server, collaborative application,
such as Lotus Notes(r) or the like. At Event 522, NSF files or any other
file types associated with non-exchange server based enail is nmanually

harvested from an enterprise-grade emai|l server having col |l aborative
capabi Perasd vathient thegeed to sxasgterthobareodieg ipel orgn exsbangelserve] @d]aofuciano Event
522, a barcoding tool is inplenented at a staging |ocation, such as short-
t er m shwgamigtedygniien {siggded io tlxt hancride prdsessc dul ecdondantewik embbdiments@f dieange
server email resulting fromthe particular collection. The barcoded data
i St hepreson irsentiong onobartutieemtydet dssighddepel oungpdidd, pardmstype agieped et (et wor k
(190) for permanent storage. Furthernore, the collections server (130)

t ransntdss, hfterRacyode information to the el ectronic discovery managenent
server (110) to be stored in the database server (120), for exanple, in

the cugjoegéan’ s &Y Bidnt §17, hd ddfeddd éﬁliﬁﬂdat%{a?haeassoéﬁl%a)wm g&@h@rs%agéh to the

stored informati on about the particular collfection. There e bar code

can beﬁ@%& drQLssT %%g B Lah t&ls %eee{gaﬂg%%g%gn%d@ﬁﬁé gﬂ'eeg%n& p&uﬁ{e&l@ n of the

dat a. er the as been copl ong- m st orage area network
(190 oAb SRl Rl TR L D R bl iR ",
e oS AL 5 B b T e 20 e
associated wth a specific search termset or sets. Wen the search terns
are apPssavery managemegeryer e whichanay thefimaleraidatenmingtion|thal othgr dorogwsniser ms
(the "search termhit list") are presented to the reviewer and also stored
i n t hewitbindhrassarch éervhit [ist 203 morpikelygo bewspomsise. pr ovi de an i ndi cation of
thist [C())Ol 17] At Event 514, the collected and barcoded active email data is copied to a

processing drive for subsequent analysis. It should be noted that the nature of email data obviates

the need to perform conversion and/or decryption on the data set. At Event 516, the active email

data set is loaded into the analysis tool and, at Event 518, the data set is exported to the

requestor/reviewer for analysis.

[00118] Data Block 520 signifies other non-exchange server based email, such as email

accessed through a client-server, collaborative application, such as Lotus Notes® or the like. At

Event 522, NSF files or any other file types associated with non-exchange server based email is

manually harvested from an enterprise-grade email server having collaborative capabilities, such

as a Lotus Domino server or the like.

[00119] At Event 522, a barceding tool is implemented at a staging location, such as short-

term staging drive (180) to attach a barcode to the set of non-exchange server email resulting

from the particular collection. The barcoded data is then copied and communicated to the long-
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the el ectronic discovery managenent server 110, which may then nake a
determ nation that other docunents within the search termhit list are
nore likely to be responsive. [00121] At Event 528, the NSF files or any
other file types associated with non-exchange server based enail that may
be encrypted is decrypted using a decryption tool, in accordance wth
enbodi nents of the present invention. The encryption of NSF files occurs at
the user level and, therefore only the user has the password necessary for
decryption. The decryption tool allows for_decryption of the NSF file-type
dat a~ WARStRragafEcaasswprE d §20) der nempangybstpage r fgthermorpike coldastigns sewis t ool

finds ID files that exist anywhere in the enterprise system creates a

dat aba§B0biransphs thabar¢ade dnforsalivnita theslachenid disapese managentchieseose (V 1€h&r ypt er
and subsequentl|ly decrypts the data. [00122] At Event 530, the non-exchange
ser ver bestaicd il dtealatibsseiservend e}y formtxemplesinahatustidian’ s wofiledn the Watifilkent 532,
the data set is exported to the requestor/reviewer for analysis. 53 [00123]
Dat a Bbatakase3#22) ignelhii@stojthestnt @dothadtiadn abswaih e lcbDétion C PRrEfosE dat a
stored on a repository for the purpose of regulation, conpliance to

regul aitienercB@éle he SUETor Afelch&: at R3AEY ddid B AL GNER oFRRLES AR {2EC) Or
the like. At Event 536, criteria is extracted from input system and

manual iy, BIRER Goril @ tHERhEAGEEHokBL 48, RARD vl -
[00124] At Eventq%38, gﬁe garco ?n to%? isMﬁg%ﬁéﬁ%%%géngﬁg%X%%gg¥ﬁg
| ocat i . -termstaaing. drive {180). t t.tach a.barcode to
the. setompiif BB e dBlToBirRgeRFufiibs B vy Sofiot BBt Re e
barCOd@gant .4.S then copied and co nicated to the Jong-term storage
area n ?&EEJ ‘mg%gl BWH§ﬁ€HPQ§? @Jh¥E8E§EﬁFQBHUF?ﬂ“ﬁ-collected and
bar coded %ournaled data may be associated wth a specific search term set
or set B013@o1251AUEver] 240 thypolledied pan-exshanes sees epail data may berassedated o i nsure
that any |loose files are properly formatted in a standardized format. In
thi s reghedpeciicsagh i st orrstse i the prarabf termstege appliedsd listing lobtsdilés | es are
exam ned for relevancy and, if relevant, stored in a proper data

and documents including those terms (the “search term hit list”) are presented to the reviewer

and also stored in the database server (120). The reviewer may provide an indication of this to

the electronic discovery management server 110, which may then make a determination that

other documents within the search term hit list are more likely to be responsive.

[00121] At Event 528, the NSF files or any other file types associated with non-exchange

scrver based email that may be encrypted is decrypted using a decryption tool, in accordance

with embodiments of the present invention. The encryption of NSF files occurs at the user level

and, therefore only the user has the password necessary for decryption. The decryption tool

allows for decryption of the NSF file-type data without the knowledge of the user/encrypter. The

decryption tool finds ID files that exist anywhere in the enterprise system, creates a database of

the ID files, associates the database with the user/encrypter and subsequently decrypts the data.

[00122] At Event 530, the non-exchange server email data set is loaded into the analysis

tool and, at Event 532, the data set is exported to the requestor/reviewer for analysis.
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format, such as a PST file or the Iike. The netadata associated with the
non-standardi zed files is retained and remains with the reformatted data
files. Source to processing file conversions nay be required on EM
formatted files, MSG formatted files and the |ike. [00126] At Event 544,
the journal ed data set is |oaded into the analysis tool and, at Event 546,
the journal ed data set is exported to the requestor/reviewer for analysis.
[00127] Referring to Figure 11, data block 548 signifies data froma |ocal
Personal = Conput er %rC), such as enterprise PC (140). At Event 550, the

| ocal E¥I1RZkt i onDete Ioc(k15§2)s1gnsﬁesU@ﬁm@ﬁfgmtwu@foawqtremc cammerderdatn dersil gnat ed
PCs by taking a "snapshot" of the device's hard drive. According to one
enbodi nenatepobitdry dori thepnposenf regatation caimpdiahdedo régmniing dbding ywudheas theit odepl oyed
t hus, obviating the need for any manual entry by the e-di scovery nanager or
t he 54Stdui@ies dll BichaigeeTohadission {SEO orttieliken VANEvean 536, Retdriadadxt@oled @otd on
tool (132) naybe enployed to collect data fromnetwrk storage. [00128] At

Event 5pgs sybieth PAELMEINGedQRl id SddiRhRIentEshrAtsyRetBOdadrd@tat i on, such as
short-termstaging drive (180) to attach a barcode to the set of |ocal PC

data r pgithij ng fAPE@/énP%&la?Jﬁak&?dg%g)&qls LSk 8fed Jt@%t%zﬁgﬁﬁéﬁ%ng&ﬁ ghS then

copi ed” and ‘communi cated to the term” storage ar et wor ) for

permangnt aLQ rs@glgg Vdﬁ?%ﬁ\aéﬁg% a) ?h a f)!ﬁ%o&:eqlﬁl ecge?gf %P&a%ﬁggggsgttw%% t pC data

hi
may be assocr a ecitic searc erm or se Kt Event

556 source-to-processing is.i emented tqQ insure t.hat oose files are
o oper Pirtr i releaiy 1A SuiAdrdiin D Biracapisd end Fon o Bl SOEIER di ng o
one enbodi nent of the invention, |oose files are _exam ned for rel evancy
and, i FlO8F akea Retworl JPRYIr ReEaseER sEagea /st Event 19l the solisrtedang berseded | ¢ or
the like. The nmetadata associated with the non-standardized files is

r et ai nogmaied datamanie asbediptediwith afspeoifi scershderneset PTe8ts. Source to processing
file conversions may be required on EM. formatted files, MSG fornatted
files, [00PES]f or neAtEdnf f42mumedoiphecekdiigeis implemented to insure that any loose files

are properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing file conversions may
be required on EML formatted files, MSG formatted files and the like.

[00126] At Event 544, the journaled data set is loaded into the analysis tool and, at Event
546, the journaled data set is exported to the requestor/reviewer for analysis.

[00127] Referring to Figure 11, data block 548 signifies data from a local Personal
Computer (PC), such as enterprise PC (140). At Event 550, the local collection tool {132) is
implemented to collect data from designated PCs by taking a “snapshot” of the device’s hard
drive. According to one embodiment of the invention, the local collection tool may be

autodeployed thus, obviating the need for any manual entry by the e-discovery manager or the
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[ 00130] At Event 558, the local PCfiles that nay be encrypted are
decrypted using a decryption tool, in accordance with enbodi nents of the
present invention. The decryption tool allows for decryption of the PC
files data wi thout the know edge of the user/encrypter. The decryption
tool finds ID files that exist anywhere in the enterprise system creates a
dat abase of the ID files, associates the database with the user/encrypter
and subsequently decrypts the data. [00131] At Event 560, the |ocal PC
data set is |oaded into the analysis tool and, at Event 562, the |ocal PC
dat a sbke.i & ethpommbediments ¢ighe myerismothelesai esllectidrolookil ADyisbe ¢maElogA|to Dat a

bl ock 564 signifies data fromnetwork storage, such as a shared drive or
HoneSpedlkct dita Frumntetvb®® stotdge. fil e server collection tool (134) is

i npl emented to automatically collect data fromshared drives and/or

Home Sppgoe28]Ac cor i Beent 85D i idvadighesltis &h 1éxlﬁent5c5aﬂ dutid RBaticnh@ichiake server
collection tool (134) nay be auto pone t hus, obviating the need for any

manual gt febim Rgtnb @ride i ?%Vaﬁ%{ab’h HBAREK toPhe §eb8f lotdi®C Ja@é%ﬂhnﬁroﬁ"cﬁ@t 568,
the barcoding tool is Inplenmented at a staging | ocation, such as

short - éﬁg&% 15 P0G dﬁ'h%%fu(c @e%)cﬁtcaois %1 ElleéaH%% &&he& Q?Réﬁglg%nﬂm wor k

storag a resu omt Tron. rcoded data
is the

copi ed c icated to.the - 1 I

(190 ToFehuEhaRiet OORY By EomahenHareles /0 Hienl %%hf SHET R B Goc
netmorr stgfa e data may be as oci ated with a %eciflc search term set or
sets. loreidis %agpy VQ“Q %@0183ﬁ¥6b@§§F $TPES npl enented to insure
that any | oose flles are properly fornmatted in a standardi zed format. In
this rE§a2Y, accotByengsIosoyre-tarrrgrvigis ipplementsd tipsvreitlns any loesefliles | es are
exam ned for relevancy and, if relevant, stored in a proper data fornat,
such asreqrapsily formatted in sharidatdized Fomate tla this resarls axspadittowine kmbpdiment of
non-standardi zed files is retained and remains with the reformatted data
fil es. thBanwentor, dogst dites asd exgriindddocetevencyi and sif rgvant) etoregigniapeshep daticM_
formatted files, MSG formatted files, IPD formatted files and the |ike.

format, such as a PST file or the like. The metadata associated with the non-standardized files is

retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.

[00130] At Event 558, the local PC files that may be encrypted are decrypted using a

decryption tool, in accordance with embodiments of the present invention. The decryption tool

allows for decryption of the PC files data without the knowledge of the user/encrypter. The

decryption tool finds ID files that exist anywhere in the enterprise system, creates a database of

the ID files, associates the database with the user/encrypter and subsequently decrypts the data.

[00131] At Event 560, the local PC data set is loaded into the analysis tool and, at Event

562, the local PC data set is exported to the requestor/reviewer for analysis.

[00132] Data block 564 signifies data from network storage, such as a shared drive or

HomeSpace. At Event 566, the file server collection tool (134) is implemented to automatically

collect data from shared drives and/or HomeSpace. According to one embodiment of the
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[ 00135] At Event 574, the network storage files that may be encrypted are
decrypted using a decryption tool, in accordance with enbodi nents of the
present invention. The decryption tool allows for decryption of the
network storage data w thout the know edge of the wuser/encrypter. The
decryption tool finds ID files that exist anywhere in the enterprise
system creates a database of the ID files, associates the database with
the user/encrypter and subsequently decrypts the data. [00136] At Event
576, the network storage data set is |oaded into the analysis tool and, at
Event Brgntiom,thefde spsye °§¥1%5—‘rtlﬁg &odl 6134 may b sutedereyed dhusoobiating the need for
requestor/reviewer for analysis. [00137] Data bl ock 580 signifies

el ect r amy wanizl antfyoby tho cehwpegy manageventhedi82, a forensic collector tool,
such as EnCase(r) may be executed on the devices of interest to collect
dat a. BE®13gJcor di AgEtant 668; tiertandaidir tbolds ihpiemented ot 4 @aping loeatfonl @ik ias
collector tool may be automatically deployed on the device of interest

Wi t houghdrthierds s@vINgdgiee OfS0Y RentEly b BRCHEAD thd Rt BLLAKERIERapY dath redNIOiET
enbodi ment of the invention, a conputer watcher tool may be inpl enented

(not  shgMMhe bﬁtlEﬁlWoﬁe@tﬁ:ﬂl t[’ﬁ@%al‘é@&&i%% it RRnRBHIMR LK LotmAlEliBL e BQEé ﬂ)ﬁg

addition or subtraction of nputers to the network based on |

addr esges Jfd gl 5&&@@5 Joﬁ f&%}eﬂﬂ{l&m %98%@8 u@engg’i‘& 5 @egtwadoar codi ng

tool isinp agi ng er mst agi ng
drive élBO barcoﬁ3 t of forens data resulting from
the * phtkdmarti a‘P%"%%F 3R o iptelaliTia forere EHEh Eobr oy e
commn@%a%ﬁd n‘yﬁ on -term stora e are netwgrk (190) for permanent
stor ag Eve UES P é’é‘?"&%? s IBRIEESRIEH to mghre Mgt anyylopse WS be
associated with a speC| fic search termset or sets. [00139] At Event 588
sour ce¥ P HTedy &xgatied insa stanseetied fernato In fvregandnancorking tooos embpdiment ofr e
properly formatted in a standardized format. In this regard, according to
one enthodivienihoen, ddose fites afarxemineddor lebyaeyfantl df raevane xtarddrind piaper dath evancy
and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is

retained and remains with the reformatted data files. Source to processing file conversions may

be required on EML formatted files, MSG formatted files, IPD formatted files and the like.

[00135] At Event 574, the network storage files that may be encrypted are decrypted using

a decryption tool, in accordance with embodiments of the present invention. The decryption

tool allows for decryption of the network storage data without the knowledge of the

user/encrypter. The decryption tool finds ID files that exist anywhere in the enterprise system,

creates a database of the ID files, associates the database with the user/encrypter and

subsequently decrypts the data.

[00136] At Event 576, the network storage data set is loaded into the analysis tool and, at

Event 578, the network storage data set is exported to the requestor/reviewer for analysis.

[00137] Data block 580 signifies electronic data for forensics. At Event 582, a forensic

collector tool, such as EnCase® may be executed on the devices of interest to collect data.
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format, such as a PST file or the Iike. The netadata associated with the
non-standardi zed files is retained and remains with the reformatted data
files. Source to processing nay be required on EM. formatted files, MG
formatted files, IPD formatted files and the |ike. [00140] At Event 590,
the forensic files that may be encrypted are decrypted using a decryption
tool, in accordance with enbodi nents of the present invention. The
decryption tool allows for decryption of the network storage data w thout
t he know edge of the user/encrypter. The decryption tool finds ID files

t hat eRceardiagyanbrs @nbiodimént oétheanyeniion the/rasic collesturdsolanaydiectutmmeatically t he 1D
files, associates the database wth the user/encrypter and subsequently
decr yptepléyed ondixt device 6f 1364 Mithaut the @ndéwls8g: ofttheddviveansi. clndaterdaet with

| oaded into the analysis tool and, at Event 594, the network storage data

set | Sa¥ip@kin®bdiment dfthé REEREIN0A LoBMiteWetcHe FooR Bk Y8 iiplchi@iéd &lot Bladvh bl ock
596 signifies coll aborative data, such as data residing at discovery

si tes, if QpuN APRhOwhENE MWk drk@b db@Bnihk KR adioF e Albradfn & HipaRMaLY Site
collector tool’, such as a LiveLink(r) collector tool my be executed on

the dey Getvok b{is%g%g?fgtsﬂb%d&%gée?%mﬂ omMERLGLAY Lo one embodiment of

t he i nvention, covery site collector preserves at |least a portion of
the dj ery sj d se in.th -.di sgover at abase, including al
f1+es R b EreRePb AR ppeitiod € RAtHFLY 3 PR peiiRatEh af) s ¢ o
col l ector tool, quer,i.es ai nst the dajabase to. define what .files need to
be r ot HOHE siadaR divp( 180 fortieeh ¢ Preealega Bacpebst foHash detreutine ien Hery.
Met adata  pertaining to the files is retained in the case managenent system
t abl espartislzrcobedionc dhapemoded figtaie thea wppigd Aicheorypurigaied tovimlongrderm he
di scovery site collector tool collects the docunents and the related
met adasteragharea getworkd 9efon germmnens stoagsnetttibyant 586y dip solicctddendl bhreeded] 0014 3]
At Event 600, the barcoding tool is inplenented at a staging |ocation, such
as shforénsicelarm miyaly asgoudated/eith 28pgcifioseatchaain et basetsode to t he set of
di scovery site data resulting from

[00139] At Event 588 source-to-processing is implemented to insure that any loose files

arc properly formatted in a standardized format. In this regard, according to one embodiment of
the invention, loose files are examined for relevancy and, if relevant, stored in a proper data
format, such as a PST file or the like. The metadata associated with the non-standardized files is
retained and remains with the reformatted data files. Source to processing may be required on
EML formatted files, MSG formatted files, IPD formatted files and the like.

[00140] At Event 590, the forensic files that may be encrypted are decrypted using a
decryption tool, in accordance with embodiments of the present invention. The decryption tool
allows for decryption of the network storage data without the knowledge of the user/encrypter.
The decryption tool finds ID files that exist anywhere in the enterprise system, creates a database
of the ID files, associates the database with the user/encrypter and subsequently decrypts the

data.
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the particular collection. The barcoded data is then copied and

comuni cated to the long-term storage area network (190) for permnent
storage. At Event 602, the collected and barcoded discovery site data nmay
be associated with a specific search termset or sets. [00144] At Event 604
source-to-processing is inplenmented to insure that any | oose files are
properly formatted in a standardi zed format. In this regard, according to
one enbodi nent of the invention, |oose files are exam ned for rel evancy
and, if relevant, stored in a proper data format, such as a PST file or
the |i K®ldlhe netAidécat ¥¥stheiforcasic dite ettih wadeshintst the aal yhisted] dnid] afdivient
retained and renains with the reformatted data files. Source to processing
may be594 dthe mebeorbistordgeldafacenia ek paiteditd 8=, redyisSof/mviesster &t ahalysis, | PD for mat t ed
files and the like. 58 [00145] At Event 606, the discovery site data set is
| oaded{don4z] t he Bmablosk 596 eighifieneollabbratifey &4ts, sG€iBas daberesiimgavdicsoveht € dat a
set is exported to the requestor/reviewer for analysis. [00146] Thus,

pr esentite8 NP ehtaMRd BivEEmR® br WSO AL Byt 398 dedid@dtery HRE ONRERR TG, IsOch as a
el ectroni ¢ discovery. Enbodiments herein disclosed provide for an

enter p?i@ﬁmﬁ@%ll@ét%i tﬁﬁﬂ'}{gf Ve ex¥ak& 0L Iiﬂéeﬁev E‘é)é(ijigt% s{ rcoﬁ@& @athO &g’ﬁdé“ to

identified, located, retrieved, preserved, searched, reviewe roduced

B e e S e

system 1n a
case/matter, cu togian nd data and rovidin ﬁ@r | i nkage .het ween the
cane, R b fee T s B el el Hr 0eRIRHIP ™ ocat i ng
and retrieving data and. |l everaging results of previous e-discoveries with
cur r entiles; &g fidsiegard; tho gisegveppsifecollgstorionl Queapsrgsingt Breaabase in defingvdiabeen
described and shown in the acconpanying drawings, it is to be understood
t hat stilchneadtio &k meinevedathen eapics| thoselfilesshased on/tbe ofsult ghtheueryr Metadtet i ve on
the broad invention, and that this invention not be limted to the specific
const rpatairomstodhel ks rsaaigerd i the chenvmamgeinele systerh ¢abless ilm ez owantcowith ot her
changes, conbi nati ons,

another embodiment of the invention, the discovery site collector tool collects the documents and

the related metadata and uses the metadata to automatically rename the files.

[00143] At Event 600, the barcoding tool is implemented at a staging location, such as

short-term staging drive (180) to attach a barcode to the set of discovery site data resulting from

the particular collection. The barcoded data is then copied and communicated to the long-term

storage area network (190) for permanent storage. At Event 602, the collected and barcoded

_ discovery site data may be associated with a specific search term set or sets.

[00144] At Event 604 source-to-processing is implemented to insure that any loose files

are properly formatted in a standardized format. In this regard, according to one embodiment of

the invention, loose files are examined for relevancy and, if relevant, stored in a proper data

format, such as a PST file or the like. The metadata associated with the non-standardized files is

retained and remains with the reformatted data files. Source to processing may be required on

EML formatted files, MSG formatted files, IPD formatted files and the like.
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om ssions, nodifications and substitutions, in addition to those set forth
in the above paragraphs, are possible. [00148] Those skilled in the art
may appreci ate that various adaptations and nodifications of the just
descri bed enbodi nents can be configured without departing fromthe scope
and spirit of the invention. Therefore, it is to be understood that,
within the scope of the appended clains, the invention may be practiced
ot her than as specifically described herein. 59 CLAIM5S 1. A nethod for
nanagi&% custodi ans for the purposes of electronic discovery within a

net wor 001¢dnpr i st¥gvenndPoths diserycty Bigsatdrtin lepded iioihy andngs fosf wngl at
custodi an profile associated with a custodian, wherein the custodi an

pr of i | Bvand AP%.ithedisoneryrsita thle setrigtxmortad ta the sequesioriageicvocker aaplysin  t he
networ k associated with the custodi an; accessing the custodian profile to
aut onafd0t46]l y colhuwscprestat anbadimetthbersinalisfyeed poaidedor ivipaoveheatsiet wor k i n
response to an el ectronic discovery request identifying the custodian. 2.
The netlbacbn@f disdorbril Embsdpiicdity heidie dibulvbairavide forat efieyprise Midd S&iScdvery
plurality of custodian profiles associated with a plurality of custodi ans,

r especiysital that povideSfolBAD RAbOtet iRl Modatc MG SV, tﬂ@?er@é&s tadinad Jieeed ory

conprises at least two tables within the networ 4. The met’hod of claim

e e e
di ff | ions. Wt hi h k.. 6. .Th t hod of i i
0L G5BT o Ry SRS oL ds 2 1

6]

providing for linkage between the same, further efficiencies are realized in terms of identifying,
locating and retrieving data and leveraging results of previous e-discoveries with current
requests.

[00147] While certain exemplary embodiments have been described and shown in the
accompanying drawings, it is to be understood that such embodiments are merely illustrative of
and not restrictive on the broad invention, and that this invention not be limited to the specific
constructions and arrangements shown and described, since various other changes, combinations,
omissions, modifications and substitutions, in addition to those set forth in the above paragraphs,
are possible.

[00148] Those skilled in the art may appreciate that various adaptations and modifications
of the just described embodiments can be configured without departing from the scope and spirit
of the invention. Therefore, it is to be understood that, within the scope of the appended claims,

the invention may be practiced other than as specifically described herein.
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data associated with the custodian. 7. The nethod of claim1, wherein the
custodian directory interfaces wwth a human resources database residing on
the network. 8. The nmethod of claim 1, wherein the custodian directory
conprises a human resources table residing on the network. 60 9. The

met hod of claim11, wherein the information relating to a storage |ocation
conprises an | P address. 10. The nethod of claim1l, wherein the electronic
di scovery request does not identify the storage |ocation. 11. The nethod
of claim1l, wherein the custodian directory is configured to be updated
continuously or periodically. 12. ThEAMMSod of claim 1, wherein the
custodian profile further conprises historical information relating to the
custodi an. 13. The nethod of claim 1, wherein the custodian directory is
sear chabl e i a aAusehod fanimemhgiog custetlianfifer the pirpdsesfof eleatranid disadveryeiithih he
electr%quwg'%%gyer. request identifying the custodian conprises an input
t hrough "a 'user "W &"Pace of information stored in the custodian profile.
15. The net hothtaihingladiubfodian HitedtelcofPrERE §ichgodibh plefiROastdiatéwigpdi an
profile to _an el ectronic discovery case record. 16. The method of claim 1,
f ur t hefustedigh i"gleFﬁj‘? thg cpgledipp profilpCompsiseinEmatien Telating fo o pigeage lesatiamia a

preser wd BorAbdotRitddQuit e Citdfagd:-an.  17. A method for maintaining a
custodi an directory for use In conducting el ectronic

accessing the custodian profile to automatically collect data from the storage location via

the network in response to an electronic discovery request identifying the custodian.

2. The method of claim 1, wherein the custodian directory comprises a plurality of

custodian profiles associated with a plurality of custodians, respectively.

3. The method of claim 1, wherein the custodian directory comprises at least two
tables within the network.
4. The method of claim 3, wherein the tables are linked based on an identifier.

associated with the custodian.

5. The method of claim 3, wherein the tables reside in different locations within the
network.
6. The method of claim 1, wherein the custodian profile comprises human resources

data associated with the custodian.

7. The method of claim 1, wherein the custodian directory interfaces with a human

resources database residing on the network.

8. The method of claim 1, wherein the custodian directory comprises a human

resources table residing on the network.
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di scovery within a network, conprising: identifying a plurality of tables
within the network conprising information relating to custodians; |inking
the tabl es based on identifiers associated with the custodians; and 61
creating at | east one custodian profile, wherein the custodian profile is
associated wth a custodian and conprises the information in the tables
associated with the identifier associated wth the custodian. 18. The
met hod of claim 17, further conprising. copying the tables into a

dat abase. 19. The nethod of claim 17, wherein the custodian profile
conpri ses i 9f or maht aethodelf aiaimd, whersindhagdorhatai radaigito a ktoeage dboatiok

associ at ed mnth h custodi an. 20. The nethod of claim 17, wherein the

t abl esS¥BRET a1k n resources table. 21. The method of claim 17,
wherein the custodlan profile conprises human resources data relating to

the custodian. 22. The nmethod of claim 17, wherein the tables cogrr[se
networ k di r &t or Jhe methed abelpion], vireir e crsimpig discovars ragugst doggnet ideptifihe

cust od f onprises the information for at |east one rel ated
custod#%%ﬁg§%1&%ﬁcﬁnethod of claim17, further conprising: recognizing
changes in the information in the tables over time; recording the changes

to create a _histqric re of t e i.nformati.on relati.ng to custodi ans. 25.
A custodianlﬂan W% g?é& Jrhegd thepu n% Wﬁﬁé?ﬁﬁ@wéfgﬁ#@ﬁﬁﬁiogfscovery
Wit i Nygd et afiuda eI | béﬂzcﬂﬁcally.

12.  The method of claim 1, wherein the custodian profile further comprises historical

information relating to the custodian.

13.  The method of claim 1, wherein the custodian directory is searchable via a user

interface.

14.  The method of claim 1, wherein the electronic discovery request identifying the
custodian comprises an input through a user interface of information stored in the custodian

profile.

15.  The method of claim 1, further comprising:

linking the custodian profile to an electronic discovery case record.

16.  The method of claim 1, further comprising:

accessing the custodian profile in order to send a preservation notice to the custodian.

17. A method for maintaining a custodian directory for use in conducting electronic
discovery within a network, comprising:

identifying a plurality of tables within the network comprising information relating to
custodians;

linking the tables based on identifiers associated with the custodians; and
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a custodian directory conprising a plurality of custodian profiles relating
to custodians; and an el ectronic discovery nanagenent server in

comuni cation with the custodian directory via the network, conprising an
i nput device and configured to interface with a plurality 62 of data feeds
conprising information relating to the custodi ans to nmanage the custodi an
directory. 26. The system of claim 25, wherein the custodian directory
conprises a plurality of tables conprising data relating to.the

custodi ans. 27. The system of claim 26, wherein the tables are |inked based

on identifi SFalingaddenst epesysinrian profde.crisran therystodign prnﬁée §>ﬁ§?z09m€ldf“’ldi aim 27,
wher ei Ruth&iak Ysd Qﬂﬁgepﬁgﬁﬂfbﬁﬁ‘m eagh t&ﬂfé;taggdc?a'&ﬁf \p]h &H?F@%‘s an a*te r ect ory

conprises the data’in the es assocl at entitier

cust odiveth thogustotian. syst em of clai m 25, wherein the electronlc dlscovery
managenment server is configured to, in response to a user entering via the
i nput device information about a custodian, search the custodian directory
and return tiRe cUk¢neibdd opelafnh I B Suithertchb ﬁs[ﬁgodl an directory that include
t hat information. 30 The systen1of cIa|n125 wherein the custodi an
profiles coffffiide FﬁwﬁﬁﬁﬁPﬁﬁkmiﬁ%ﬁatlng to storage | ocations in the network
associated with the custodians. 31. The system of claim 30, wherein the

el ectroni c di scovery nanagenent server is configured to initialize tools
on a periodil® bahemehodpt elann 1 heviandin thretustodian ptdiis crgprizes inforagton

| ocat | 24 ng‘?lg ’sto-quk% lgc%ﬁBEﬁ%e r?c:ltv%“orrlg a%s5d01awglew5’h ﬁ'le CUS?O(ﬁl e_ct ronic discovery

rranagerre

20.  The method of claim 17, wherein the tables comprise a human resources table.

21.  The method of claim 17, wherein the custodian profile comprises human

resources data relating to the custodian.

22, The method of claim 17, wherein the tables comprise network directory

information.

23. The method of claim 17, wherein the custodian profile comprises the information

for at least one related custodian.

24.  The method of claim 17, further comprising:
recognizing changes in the information in the tables over time;

recording the changes to create a historic record of the information relating to custodians.

25. A custodian management system for use in conducting electronic discovery
within a network comprising:
a custodian directory comprising a plurality of custodian profiles relating to custodians;

and

an electronic discovery management server in communication with the custodian

directory via the network, comprising an input device and configured to interface with a plurality
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configured to send preservation notices to custodians using the emai
addresses stored in the custodian directory. 33. The system of cl ai m 25,
wherein the custodian directory interfaces with a human resources

dat abase. 63 34. The systemof claim25 wherein the custodian directory
conprises a human resources database. 35. The system of claim 25, wherein
the el ectronic discovery management server is configured to record within
t he custodian profiles the changes that occur todthe inf?rrat|on in the
custodi an profiles qver time such that the custodian profiles conprise

hi st or iog dF“?}ffEﬁdﬁﬁWB*ﬁsm% wformatign redatingdo thesustasliansto ngmage the custodian

directory.

26.  The system of claim 25, wherein the custodian directory comprises a plurality of

tables comprising data relating to the custodians.

27.  The system of claim 26, wherein the tables are linked based on identifiers

associated with the custodians.

28.  The system of claim 27, wherein the custodian profile of each custodian in the
custodian directory comprises the data in the tables associated with the identifier of the

custodian.

29.  The system of claim 25, wherein the electronic discovery management server is
configured to, in response to a user entering via the input device information about a custodian,
search the custodian directory and return the custodian profiles in the custodian directory that

include that information.

30.  The system of claim 25, wherein the custodian profiles comprise information

relating to storage locations in the network associated with the custodians.

31.  The system of claim 30, wherein the electronic discovery management server is
configured to initialize tools on a periodic basis to obtain the information relating to storage

locations.

32.  The system of claim 25, wherein the electronic discovery management server is
configured to send preservation notices to custodians using the email addresses stored in the

custodian directory.

33.  The system of claim 25, wherein the custodian directory interfaces with a human

resources database.
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34.  The system of claim 25, wherein the custodian directory comprises a human

resources database.

35.  The system of claim 25, wherein the electronic discovery management server is
configured to record within the custodian profiles the changes that occur to the information in the
custodian profiles over time such that the custodian profiles comprise historic information

relating to the custodians.
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