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1 SECURE FI NANCI AL TRANSACTI ONS 5 Thi s invention

relates to el ect
particularly it

ronic financial transactions. Mbre
relates to a financial transaction

wWehRhsaenerator, a carrier for an al gorithnpfpiphfRsisrs
generator, a nmenory nodule for use with the

generator, a financial institution processing

facility, a method of conducting a financi al

transaction, a nethod 10of processing a financi al
transaction, and a nethod of -facilitating a financi al
transacti on. Ceneral ly according to the

i nvention a pr BRGUREREBHNHARL TRHEBACTENN) of a
conventional credit or debit account with a bank or
other financial institutionis 15 enulated or

si mul ated, which incorporates, in encrypted form
actual account nunber The sinmul ated PAN may al so
i ncorporate an anount to be debited fromthat

t he

account. Thus, an account nunber and an anpunt are
encrypt anvéﬁa{f&ﬂe %(Jét%%ﬁltoa fhfg MandboidPsMibed  More
appears to be' a val i e actual account nu

partiahlariyeit relaies detd dinanha urfnsagtien thiRPee EgB e, ﬁrﬁatrh?é for an
e P

Bl ST A 20, A R a fanc

ingtivfitroagtroasssiog &cili, emethed pb@ﬂﬁ%lngaﬁiaakm@\xﬁan@aqtsﬁrata fngthod

Ofbémcglgcr@pt éﬁh 0 |cl)r oV étrbt% h%ﬂgngg@%ﬂgga%c%um%nn %oer nancia

transdcttone enbedded anmount In one application, a
transactor wishing to effect a financial transaction,
generates a sinulated PAN and supplies it to a o
suppl i er Gefiergiyoztsoatingsier thé dwentfonanpithathaseount shsser25°AN")
t,0 LG I.C T r

of & {]cﬁia? orse%ltdort egﬁ’%&%urﬁ Wt B orhﬁhé’uff?{éhblﬁl institution is

s Si nmul a he anoun

.emmlanad amt siontaianl, aviignrentpooied, inepcryied sfotat tei actyah exgcount

m{rrﬁ geﬁsml'%%%d utl%}%(?rl}’ﬁ\? %’;1 rdlébqngcﬁﬁéa?\ggﬂ{ gﬁtoﬁrﬂvi@rbgl é’eblted from

sm t he |s Ui ng orisat|
thé[tfm:cosrﬁw iﬁlgmsban kacthiem nextbeagidsan hmoentiase doctypied @ummapped

'”‘g,ﬁ)ﬁﬂ{'g 8{1(3:9 ﬁ%ﬂ g)'oggﬁg%%e Cvté‘ﬁg lﬁé\l\{ h%eta!aﬁja?ggggr%qﬁimber

afount are
anglshe transaction amount are thus embedded in the simulated PAN The simulated

PAN is then processed by existing financial transacting infrastructure, with the issuing
bank knowing that it is not a PAN and that the appropriate digits are to be decrypted to
provide the embedded account number and the embedded amount In one
application, a ftransactor wishing to effect a financial transaction, generates a
simulated PAN and supplies it to a supplier of goods or services from whom he wishes
to purchase said goods or services. The supplier enters the simulated PAN and the
amount of the transaction in a conventional way. This data is then transmitted to an
The

issuing bank then exiracts the embedded account number and embedded amounti,

acquiring bank, which onwardly transmits it to the issuing bank for authorisation.

checks that the embedded amount and the supplied amount are the same (as well as

other conventional checks), and if they are the same authorizes the transaction.
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sanme authorizes the transaction. 2 Those skilled in
the art will appreciate that, in nost instances, a
transactor is required to provide an expiry date and
a card verification value ("CwW'"). Either or both of
t hese coul d al so be sinulgéed and used to encrypt
information. Further, tho skilled in the art wll
be aware that a bank identification nunber ("BIN') is
provided in the first part of 5 a PAN and this wl|l

ThoseS$Rilidd methbrkf‘rbﬁ(ﬁisﬁp Eidtd 1Mt SihHbsttiastaRddd d travdddtor is required
accordingly be appreciated that the security of

to provide ennstpiryrtte ahd pheard verificafiont valve (“QW’baﬁ\llth@UP%b?th of these

y be jmproved, . b ans of. the inventd on. . :
could FRbgpsRENEBINY ped FERaeDPLIRTRIE Rychil il PRe Skiied in the
art wilPb@%lvaRd it b maiciHahtificalibh aeiiser (BINDEE paenésdinotheffdst part of

generating a unique transaction nunber, including an

a PANeaet thim milcstifrecthesiasg vithihesimalatedhBAN.uni t, an i nput
devi ce operable by a transactor for inputting a
request for a sinulated primry account nunber and a
di spl ay Jipr aéécﬁain%w' ne bppredidtutathed thei securitpasfolmérnet and
nunber, wherein the financial 15 transaction nunber
telephgoadramsactions, ir patigelar.suay beapreyedapy fieans of flae invention.
transacti on nunber a conventional credit or debit
card primary account nunber is sinulatable and that
the t rpmeacidcofdingnbes firsicasmsut asfeheainvantioputitera lsipeovided a
of the transactor. . The gener at gr
financied yirarisactiom corpsr gengrator far geaﬁi@&egi%H"'ﬁu%ﬁ@“Sécg%" number,
. t ransact i,on.. i : €hn FGHAT '
includjng gﬂoeﬁ%cgl?orgéggcggsg%nq Agvieey 2 TR Wkéﬁ’e&i‘s pr od\%vgkgadoperable
by a tfar¥atip doPinpaainds téqueest foi asmiulated pimagca¢aunithioiber and a
_ i ncl udes generating a uni que financj al ransgct Lon . il
displayifan eispipiies tae mimnktaied RrewHY ARGOPARNUEIDES Wheteiy dag financia
car e k t i
transqifipf it BEDEAEF Rt AraMIEA S A B HROAE, BF the transaction

numbthe édrmantivahl tregitsercti¢loin cardripemarg ageaantanaibby is Bignulatable

transactor. )
and that the fransaction number incorporates an account humber of the transactor.

The generator may also incorporate in the transaction number a

transaction amount.

Further according to another aspect of the invention there is provided a
method of conducting a financial transaction which includes generatihg a unique
financial transaction number which simulates a conventional credit or debit card
primary account number and incorporates therein an account number of a transacior,

wherein the financial transaction number is generated by the transactor.

Embodiments of the invention extend to supplying such a simulated



2a PAN to a supplier of goods or services and to the

recei pt of such a sinulated PAN by a supplier of

goods or services. The sinmul at ed

PAN may be in a humanly discernible form In

particular, 5in order to operate with existing

transaction infrastructure it may conprise a string

of nuneric digits. Those skl led in the art will

appreciate that the string nay have between 16 and 23

digits. 3 : Those skilled in the art wll

i ' J fet t 6 PAN b

AN o e R B T B Resr AL I i rgPgP O St SEelated PAN by
a supplbeplddigoeds absemwicesnabl es the transaction to be routed

to the appropriate issuing financial institution, and

to enable 5 the issuing financial institution to

r eCOgMgE sili@htdd PARSMA9 B iM @fh@mahidisde?fibRASm. In particular,

contai ning the enbedded” account nunber and ] ]
in order &mspeitste witinexisting Bansadionyinfrastogdurekit maydcermprstea string of
numef gl oo TRRE ot 1 k1RGP R B string may have
betwcBfM MMPL3 RditsSUPPl y a uni que sequence of digits

whi ch represents the encrypted informati on, a new

sequence bei ng provided each tinme. The generator may

thus utilize a suitable encryption algorithmto

provi de a uni que encrypted sequence each tinme. 15As

i ndi cat ed above, the encrypted sequence may al so
i ncl ude a



10

15

20

25

30

transaction anount o Further, as indicated

above, the CW and/or the expiry date may al so be

simul ated and incorporate encrypted information. 20
grator may incorporate an electronic

%Qﬁm@%ansadtlon anount bei ng debited when th%%&ﬁﬁxmwwq@m

simul ated PAN i s generat ed. The

.simul ated PAN nay al so have enbedded therein in an

encrypted 25form an indicatsion of the identity of

the i ntended payee. Thus, the generator may pronpt a

user to enter the nane or an account nunber of the

i nt ended payee, which is then also encrypted and

E{ﬂr) ?ﬁg’ed\mgs &ellegi Hweagir?gnlllzf)@%er ﬁépreahﬁl}ﬁﬁgﬂ? 3?6 dl%/ts of the

simulzed le\dnww;deiea;gustabﬂhe BN, mdtictt, e@s Iémllainadw@bove enabies the

i nt e iate ' hen . | i ed . _—
PG 5 bt Bb® hRE Rl g o onae
trai fsb@ng fitacded institutiolhie rgermrizt that iteyast tseeivéthwesiaulated PAN

ohAEh i P0BE A Mo P ML BN, o, o

skibegiSmtitedart willrdpbexcjatd hmt tenest aligirof meeysi nheiedaf Al whidvaea aheck
fﬁcility to receive the internediate formand the
ssword, decrypt the al phanuneric string, and
provi de a usable sinmulated PAN. Further, a pernitted

Lransact Lon SRV QATLIRY, ReS9EALT Sfigh® S o g een
rdpfﬁ@nwm@ela:rﬁﬁﬁj mhearimaeon, atnesnsefliddcevideiny mom@icmmbmme The

onoaey sy areueBh eRBbabb AR GP Rl griaue

-efAhbied sequence each time.

As indicated above, the encrypted sequence may also include a

transaction amount.

Further, as indicated above, the CVV and/or the expiry date may also be

simufated and incorporate enecrypted information.

The generator may incorporate an electronic purse, the transaction

amount being debited when the simulated PAN is generated.

_ The simulated PAN may also have embedded therein in an encrypted
form, an indication of the ideniity of the intended payee. Thus, the generator may
prompt a user to enter the name or an account number of the intended payee, which

is then also encrypted and embedded in the simulated PAN.

In the event that the simulated PAN is intended for use by an

intermediary, it may be provided in an intermediate, encrypted form as an
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The generator may include an el ectronic processing
device, a nenory 15 unit, an input device for
inputting a request for a sinulated PAN and the

¢f,ion amount, and a di splay for displapipesiifsiers
‘Jéfibrafugq%ﬁ5 SL'dD PAN. It will be appreciated that the >

rel evant account nunber and the encryption algorithm
will be stored in the nmenory unit. The generator may

be a nobile device, in partizcular, a nobile phone
handset, in which case the nenory unit may baa

subscri ber identification nodule (SIM. It wll be 20
abpmmrat@dwgt hafch requitdser enveetine pherwaed tnsdecryiit $haedl arevide a

Q@E%Ude PR CALd i rﬁédn%ﬂé%rﬁﬁ%%ﬁ% %ﬁ%&theﬁﬂ%’rrﬁéd[%[y by

|nter orma rIC strin
oS statinalt eﬂld pessserdy barmkﬂriﬁwrew @h@@l t J he gevsriipr aay then have

I t
R AR ATA AT 0 Ao b e
onIH -trip hassavusd. oF unifeanuse bemfrgtop may ﬁ@gdﬂlsomve a facility to receive the

C%%crildtenfg %lamg&p] égﬂv&oré) e%ﬁfg?fﬁg eér%n&ng?d@ﬁ‘ﬁ{g AU Side a

as’s d thereont
uﬁbﬂys‘m}nmiaaade?ﬁﬂll.N; an account nunber; an encryption
algorithmfor encrypting the account nunber and a
supplied transacti on amount to supply a sinmul ated PAN
whi ch i nEomipey at eermited Braisasidnamedinor ypyede segaéeten the

sspLgfpgja lﬁ%ﬁ%a%[}m&l sir?glggﬁb%ﬁ\gg%?ton@mredw a POS_H%ice, at
arh nwnwltb)ra t@ﬂeﬁm)r&a(tram@s:tlmrooranrlﬂmrr inerndt dnangacben, dir agy thibese,
ener ncr. gorithm which has
HBE% E? @%feiﬂbﬁd‘iﬁﬂga ﬁ%{aﬁeg:{b@\rl] or thereon,
preferabl y together W|th the account number. 5The
|nvent|o furthe extenstoa C ati
a financi Q‘F 9?‘?%'ﬁ£056?§yoﬂc FOF GRS %Fé#@gro%gs rfg (I(jlé\)'cte Bl ifinory
uri, aanmwldetnb@maﬁmtmg ausest hatsirsilatat é‘bﬁé&afad the transaction
conventj o ebi.t
arﬂ%e‘?‘”dﬁ]g'sﬂﬁﬁ’ﬁjﬁc# E"y\nﬂ 3 E)'fﬂuf? ngt her eli%bea %?éﬁn&ed hihat the
reﬁ]sm_ Ebteéih cc@uTtmdenmttgé elnswgiﬁmeaﬁgd;r&ldﬂ byl Be tsttmds ancﬂhe rmemaory
\ i ncl udes ovi di e transactor
o i Go0 iR T e P et b PRRGECE miblDp R e, i
wiaisg o tB@ﬂ’ieyrﬂiﬂ}' Qhit aiag@elatdmmnaer igentifibaivainmdule (SIM). It will be
Sim.l ar nve on further_ e n
gy (it e AVt payoet Wiines by fiad A AndRAddR o tne
inRARE&Y e§be f bREGDE I raduitesans ainlsiroediate noean alptmﬂumerml amm and
a conventi onal cr edit or debit, card (f&{ar trangac?cco%%sum this

ASSOAREF PRSEVR; &R lﬂlégnshes to specify a parti el @it

may be effected via the input device and display, with suitable prompts and/or menus

being provided.

" Accordingly the invention extends to a memory module such as a SIM
which has stored thereon an appropriate BIN; an account number; an encryption
algorithm for encrypting uthe account number and a supplied transaction amount to
supply a simulated PAN which incorporates the BIN and an encrypted sequence of

digits in which the account number and transaction amount are embadded.
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15 incorporated therein an account nunber of a
transactor is generated by a transactor, which
includes transmtting to the transactor his account
nunber and an encryption algorithm Further,
according to another aspect of the invention, there
is provided a 20 financial institution processing
facility for processing a“financial transaction
nunber that sinulates a conventional credit or debit

icﬁggr B’Eﬁ%?rérénﬁﬁéo §”c%e§%ﬂ§§ fg% %ﬂgar%mrﬂ}g?idglg the generator with

the eh&ERPRAST AGorithi oRhicAChalake encryptionn aigritiant ierdinror thereon,
exfracting fromthe sinulated primry account nunber
preferably tagetbanwith theagcoups number. Thi s aspect
extends to a system for processing financial
transactions which includes a financial instituti on
pr ocesphddniaitioni furthes elaends hed ahethed obdatilitatingvia financial
a financial transaction _nunber generator, also as .
transagtier rinbwhichhepeencrypted financial tragsagtion; g that simulates a
accor.di ' i i ;
convefiIsaaih b 8Ll prihaly Mool RlipBRr ahiFffict Ras incorporated

thereif BARBUMOTUMPE ot transaudesis generated by ai trdnsgcton, which includes
ostensi bl e financial transa l

providgicieatiaBseciebMibre TBARPNG FEEME WPKIEORe B ESRFiRGs,ocount
numbgﬁgidégﬁ e #H@ﬁ%?gﬁb&%%ﬁa%hér@ﬁ?r porated 5 therein

oun _ transactor together with a
request to authorize paynent of a deal anount; and

extracting fromthe sjnulated primry account .nupgber.,. ..

t he ac%@l%l”’ymﬂ%éﬂ‘,’eﬁm@r b%qh&ﬁﬁ%gﬂ ?%?ﬁ'&gsomac'!'tat'”g a
financifi Beh@héddh A \Qﬁiéﬂ%ﬂsec‘nd@ﬁé@%aﬁ&aﬁréﬁs%&ﬁéﬁhﬁﬁﬁe@ that simulates
approve or refuse the requested transaction. 10 :

a conventional credit or debit card primary account number and which has
incorporated therein an account number of a transactor is generated by a transactor,

which includes transmitting to the transactor his account number and an encryption

-algorithm.

Further, 'according to another aspect of the invention, there is provided a
financial institution processing facility for processing a financial transaction number
that simulates a conventional credit or debit card primary account number and which
has incorporated therein an account number of a transactor, which includes

an extractor for extracting from the simulated primary account number the

account number.

This aspect extends to a systerh for processing financial transactions
which includes a financial institution processing facility as described above, together

with a financial transaction number generator, also as described above.
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The sinmul ated PAN may be received via a conventi onal

financial communi cation network. As indicated above,

the PAN will have a BIN incorporated therein, the 15

remai ning digits of the simulated PAN being

decrypted. Thus, the system may have a separating

nmeans for separating the encrypted digits fromthe

BIN. Further, if the tran?acti on anmount has al so been

Sncrypted, the decrypting neans al so decrypts the

rans ;i 200Lf ' e i

and/ o%ﬁlkgmer%g%badétgg t{%aa\l/rgﬁ% sé}cgg%ﬁglse? Eriﬁi{’a%heeg@zsndgﬂ"ded @
methongﬂpﬁtocli‘.e%my ¥ fihedcianfansaetiomwhithéclaes al so

ecrypt ed. _ .1t the sinulated PAN has th

tieapEet i dh asisnsPlentiansdl dirgsarien tWémE e@'&ids'me“'ates a

conve@‘{%ﬁ}c&%ﬁ ﬁlegéléﬁpkﬁl‘?j Fitfla A nWribBr bR vieah hasdkporated

convent i onal manner, by a compari son
thereimesn saccbiint neynbareofdaf fransattor hegathen sdibt Aoredquest to authorize

refused. Simlarl if the sinulated PAN incorporates
paym%mqfﬁcﬁe?é@mﬂ%fa'{% i ntended payee, then this is

aéﬁ%cl‘ﬁ?é rfgcgﬁ\j‘\tnﬂteﬁéiﬁhdﬁéd bk APAE@RINN HuMBRYPe s&ioaint Sumber,

supp e sinulatéd PAN in conventi onal
whereimtinermeiaod intludes gémerbtingd Pedparisscomepsagr tayatteapsactee to
may inclu i i ‘
%rrer}useﬁ]ee I%q%ég{e%g[e neaps for storing the sinulated

approve ransaction.
The simulated PAN may be received via a conventional financial

communication network.

As indicated above, the PAN will have a BIN incorporated therein, the
remaining digits of the simulated PAN being decrypted. Thus, the system may have a
separating means for separating the encrypted digits from the BIN. Further, if the
transaction amount has also been encrypted, the decrypting means also decrypts the

transaction amount.

If, as discussed above, the CVV and/or the expiry date have also been

simulated and contéin encrypted information, they are also decrypted.

If the simulated PAN has the transaction amount embedded therein, the
embedded amount is decrypted and compared with the deal amount supplied in

conventional manner, by a comparison means. If they are different the transaction is

- refused.

Similarly, if the simulated PAN incorporates an indication of the intended
payee, then this is also extracted and may be compared with payee details supplied

with the simulated PAN in conventional manner; and if the simulated PAN also
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PAN s that have been received, or at |east the
encrypted conponent thereof, and a conpari son neans
for conparing a received sinmulated PAN (or the

‘Eﬁﬁp&wtﬁ% 5 conponent thereof) with stored SIPE:P/P%B%MG?S
‘ S ior the stored encrypted conponent thereof) to '
ensure that a sinulated PAN nay only be used once.
If a transaction is approved, an authorization is
supplied to an acquiring bagk or a supplier of goods
or services and the appropriate account of the
transactor 10is debited with the transaction anount.
The invention will now be descri bed by way of

non-limtjn xamples, .1 i ref ce to i -
ncconpany g 8t Boramati® & 4R FoaRuRr erhlie smyete
PANBWSatehdve rbetn ireqeivedient at ieast ibé ehtrgptedvempomm thergpir and a
2 shows a secpnd inpl.ementati. [RqNY2 i o,
IR STeRn ARG L eriont Sl A ab! A obTped
conmoepti hareod ORefstgred sgnufatediFgUN' € (ol theastbried shcrypted component
i npl.ement at j op_of e, kLhvent.i 1 A
‘fh?'ieahz%%?%ﬂfe {ﬁag?f'ﬁ@%}%d Eg}ch éser{h’g!cj)%égse%?o\?%?ﬁ a mer chant
has an generator in the formof a nobile tel ephone
L0 e e ahaet Aokl alFgity Baurms
baPiRtcd at u@pfr M gasdh drSehacqsramd e appopriaié at@dnPéNhagansactor
. gl s.cuss%gl[ apove. .Thus, the SIMcard 18 has stored 25
is dpfEeg AN AR Ut RRLEBPYY account nunber, a BIN, an
encryption algorithmand a PIN. The transactor
enters, via the key pad 16, a request to activate the
application, together with his PIN, and then enters
the transacti on anount, using the key pad 16, when

pronpted_to do so vja the displa The appli,cation
P hen” GonBarus PR L Pt i SHFOBARY oy YaG" Sa- SR grarPes
withele®:riviiecB tiar ocdinpphayig dizorerhhetiddapirgy indvhich:t  30wi | |
hat the t g,ptrg}gilo and SI M card 18_

be reci at ed el.e
pr\o%@ée ISWVV%% st E?@ﬁfin?ntg]tlox? nvention;

Figure 2 shows a second implementation of the invention; and

Figure 3 shows a third implementation of the invention.

Referring to Figure 1, a first implementation of the invention is shown.
A transactor wishing to purcfwase goods from & merchant has an generator in the
form of a mobile telephone 10. The telephone 10 has a display 14, a key pad 16
and a SIM card 18. An application has beer loaded onto the SIM card 18 to
provide a simulated PAN as discussed above. Thus, the SIM card 18 has stored
thereon the transactor's account number, a BIN, an encryption algorithm and a PIN.
The transactor enters, via the key pad 16, a request io activate the application,
together With- his PIN, and then enters the transaction amount, using the key pad 16,
whern prompted fo do so0 via the display.- The applicat’ion-then generates the
simulated PAN, a CVV and an expiry date which are displayed on the display 14. [t
will be appreciated that the telephone 10 and SIM card 18 provide a virtual credit or
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debit card. The transactor reads out the
PAN, the CW and the expiry date to a check-out
person who nanually enters the relevant digits into a

| sale (POS) 5 device 20 together W t B4 007054678
gazpégg}ﬁélﬂnt The sinul ated PAN i s checked by fjﬁ POS

device 20 to ensure that the check digit thereof is
correct and the sinulated PAN, CVW and expiry date,

and the deal anount, are trgnsmitted, in conventional
manner to the rrerchant s acquiring bank 22, via a
conventional financial network 24. The acquiring bank
d2@t caénti fi es the appropriate issuing bank 26 from

the BIN and 10 forwards the sinulated PAN, the CW'

and expiry date, and the deal ampunt, to the issuing
bank 26. THheansminrngabankt ®6 M, the cofshand det exomry date to a

c%%eogjlf ﬁ%r%g% 2\)&10 F%%q o%%%ﬁ% ﬁ]%x g@garﬂ é]ﬁltgrr‘ﬂg ed objt{ﬁ]]t of %%re (POS)
de\n@aﬁsa(tmgem‘mrambmme dezatl carrs)uppl Héhda tioukatesl PANGR Sbetke8My the
P '\igevt%\e/é@ L éli%s%(t? Ehatgt %1 ggiﬁ)?{etr Jer %@%&ma‘;' 2@3% rﬁﬂated
PANI, ICS!tV aid akgilrypdae@'l amdstme dtest eimved, B[HTE&IHSEHEH¢G iimgsnventional
n@pp?r&a Veemgre ﬁg”u%t agc{gg%ﬁggahg& S\}I ?%rﬁvgﬁ%rbeﬂ ﬁr@anc!e{[ B&U\r%{k 24.
"Ilt;lse aﬂﬂﬁd;gtbank lze idtmified thd smprf%;trfe;te tstsdn?% bamle% tmml the BIN and
ee sed tqre n the Ii e _
repvaine fR P oA Part HecCuftrii e, fe: MR tb el ageunsto the
isSIENg hﬂaﬁktﬁﬁlef aquugi rstsmgg bk 22 htaslch bbmmuhmaﬁdge interface 28, a
anpt . e str S no [ L
oD B ante mieaduhy B ot DR B AR L aBT &R ¥, and
thapparaaticat amdact ypti uppiddar ithd rpr-:ﬁc@ssoﬂ B@acthidhheeparates the
trans ct ' t mhed L
oS BIRESUA S BECHLATRRY A 1S, SHRTSIRE, | T oo
cdrﬁ;ﬁHchﬂ atdh ylist dreatl Q&Wbﬂgy baelved Thmettreidgethat have been stored

'”& agﬁ?acgtem %%fmtf ﬁg%, S’isljlf’]é: ?sg.ﬁmgq?eaﬁ réq%@'é'ﬁ esﬁgllg béan used it is

adic%fjbts aich stdhel 1Rl Ol @sieRrpréf@ondeisdes lidedtdnd i4 slansiaet BE list then
as sufficient funds and if ctor

LRI & GRS G LSO VAR SOOI AT R bark

22 an8ubhgl tethet @etdm@anacqui ltnmgtnb@rnias 22t proviclusigr eskint tﬂBed it is

t t ch
SRRDIT bR er o sy B Pt atie SeT TR A5 1 Fract

-the URPk4®@6:'s account number and the embedded transaction amount. A PIN or

other identifier is not required by the issuing bank. The embedded transaction

amount is compared with the supplied deal amount, and if they differ the transaction

is refused. The processor 30 checks if the fransactor has sufficient funds and if so -

the transactor’s account is debited and a conventional authorisation is supplied o

the acquiring bank 22 which credits the merchant's account and informs the

_ merchant that the trangaction has been effected.

The SIM card 18 may operate as an electronic purse, in which case the

purse is debited with the transaction amount when the simulated PAN, CVV and
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Referring to Figure 2, a second inplenentation of the
invention is shown, in which a financial transaction

is effected via the Internet 40.1n this 5.

j ation the generator 42 is a |laptop

{\kﬁig ﬁgqﬁafg the application | oaded thereon to g)r%ow gﬂlgim :
si mul ated PAN as di scussed above. The corrputer 42

al so has stored thereon the transactor's account

nunber, the BIN, the encryptd on algorithmand the

Pl N. 10V\hen the transactor w shes to purchase goods

or services, or obtain pre-authorization, froma
esplppldte e su'p;alietche Internet, he generates a simnul ated
PAN, CW and expiry date, which are supplied, via the
Internet 40, to a server 44 operated by the supplier.
This is Rb&;nrirtg amsFrigweer 4 cetdrel supgheaticn atthe mvagtion is

Kk f
oA e el TGy B RELRN 00 BRRL AR, g s

wﬂﬂﬁme;’lwldirhtfreegem@ame A20isFi g;amtcep Tomputer which has ahn a)plzcatlon

lqsalg%n% l&}%&ﬁ&ﬁ & ;Pryi/ldg Sas g’lc u{ée& 'b%gﬁ% %1 é&%s&?%b% gﬂg %Hﬁ'ltpﬁger 42

alsopl=e nemredtih@non tihe tgessrtatsoactosntagantrer atheoBiN, eéhe encryption

t el epho 1 uch as that of Figure 1. Thus, the
a@P”ﬁE‘a CEtlh %Jgpl ies the 20 sinulated PAN, CW and
expiry date as supplied by the telephone 10, via a
t el ephong, netywork 50 to a oerat [ I t
55 o, o RSP wBle RS BbREs o PiskrRBY bovian
plet ANSEEThiie) Hardarduppiier, eanyie mtiboralhengpemeertes tairtliated PAN,
uirin n and the issujn
Ry HrsPhura Cor BEa SEE sliiel b e BB G To g 8Ter ggporated
babevaipplidrh Tekas @fr&r&trimsnﬁlt@ﬂroethé Su@Sier's acquiring bank/&®, which
exa l.e of how the si nerat ed and
B IB<5 66 e SHERBRAT Fact "B R B8 N Y pRqessed as
d@é&ﬁ@é@ébWefererhdé(to.Figure)1144/ YY

In a similar manner, a secure tranéabtion may be conducted
telephonically, as shown in Figure 3. In this implementation, the generator is again
a mobile telephone 10 such as that of Figure 1. Thus, the transactor supplies the
simulated PAN, CVV and expiry date as supplied by the telephone 10, via a
telephone neiwork 50 to an operator at a call centre 52. This is then forwarded,
together with the transaction amount, in conventional manner, 10 the acquiring bank
22 and the issuing bank 26. The issuing bank processes the fransaction as

described above with reference to Figure 1.

An example of how the simulated PAN is generated and processed is

now described,
BIN PAN CD Cuv EXP DATE
6 9 1 3 4

X){YJ{XKF ......... [X  {...) MM/YY
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10 1. dient USN =3 bytes 1st byte = Fl, can be
determ ned by the BIN 5Let USN = 9876 5432 (max 8
digits) 2. Create the Expiry Date 10 Use 5 years as
6‘5‘009653&&33’ date of the card - this is 60 NMONpEFIBLEEH678
nonths (to cater for the current year less 1).
Th| s |l eaves us with 48 nonths. EXPDATE = TRXTYPE[ 2
bits].AID[4 bits] WHERE: AID [2 bits] = 00, 01, 10,
11 TRX TYPE [4 bits] =g0000, 0001, 0010, 0011,
0100 0101, 0110, 0111, 1000, 1001, 1010, 1011 MONTH
= TRX TYPE + 1(+1 so that we don't end up vvlth nont h
= 0) MM = Binary To ASCI | ( MONTH)

1. Client USN = 3 bytes
1st byte = FI, can be determined by the BIN

Let USN = 9876 5432 (max 8 digits)

2. Create the Expiry Date

» Use 5 years as the expiry date of the card - this is 60 months, less 12 months
(to cater for the current year less 1). '

e This leaves us with 48 months.
EXPDATE = TRXTYPE[2 bits].AID[4 bils]

WHERE:
AID [2 bits] = 00, 01, 10, 11
TRX TYPE [4 bits] = 0000, 0001, 0010, 0011, 0100, 0101, 0110, 0111, 1000,
1001, 1010, 1011 '

MONTH = TRX TYPE + 1 {(+1 so that we don't end up with month = 0)
MM = Binary_To ASCH{MONTH}

YEAR = (current year + 1) + AID (CCYY)}
YY = Binary_To_ASCII( last 2 digits of the YEAR)

NOTE: _

o MM and YY are displayable (ASCII) digits. These 4 digits are typed in as the
required expiry date into a terminal

o MONTHI[1] = binary equivalent of MM (Result is always 1 byte)
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YEAR = (current year + 1) + AID (CCYY) 25YY =
Binary To ASCII( last 2 digits of the YEAR) NOTE: = MM
and YY are ‘displayable (ASCI1) digits. These 4 digits

Vo6 Sookges I n as the required expiry date int@c@s7osicrs
term nal 30 MONTH 1] bi nary equi val ent of MM

(Result is always 1 byt e) 11 YEAR 2] = binary
equi val ent of YEAR including the century (Result is
al ways 2 bytes) AIDis thejjaccount/wallet which is
bei ng Debited or Credited 5 3. Create the Expiry

Dat e Epl ng Val ues DI\\/?& I:g)l—lere we have sgace for

o EASH R anawrﬁqelvgreéb AR agtEnodbrreeandoamidls’s always 2
I NKoekne nonth and year that was created, as well as

a verification nmethod that it was entered correctly

on Al & the eseqval/ walles whidtDripeing Tisbded prvererjieg. +

00, MONTH[ 1] ).{ .ZJ_J__YEAR[_ZJ MONTHLL)LL (YEARL 2]

00. MONTH 1] 2[1
3. Create the Exp:ry ate Mapplng Values (EDMV) (Here we have space for

more stuff)
s This slep introduces some randomness into the month and year that was
created, as well as a verification method that it was entered correctly on the

terminal.

EDMV = 1DES{ (YEAR[2] + 00.MONTH[1])[2]. YEAR[2].MONTH[1].(YEAR[2] -
00.MONTH[1])[2].FF )

NOTE:

¢ A Static Key is used io create the encrypted block (EDMV Key)

e (YEAR[2] + 00.MONTH[1]) result is always a 2 byte value

o (YEAR[2] - 00.MONTHI[1]) result is always a 2 byte value

e EDMV1[2] =last 2 byles of the EDMV result

e .EDMV2[2] = second 2 bytes of the EDMV result

« [f MM/YY was entered in incorrectly on the terminal then the EDMV will be
different and therefore the
encryption block will not be created correctly and the CVV match will fail

4._ Create a CheckSum for the USN - {Diversified Key)
CVV = 3DES( USN[3].ULSN[2].ULP[1].EI_DMV1[2] )

NOTE:
s Use Triple DES, Tripie Key, diversified under USN
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NOTE: 15 A Static Key is used to create the encrypted
bl ock (EDW Key) (YEAR[ 2] + 00. MONTH 1]) result is
always a 2 byte value (YEAR 2] - 00. MONTH 1]) result -

‘*%@Wra 2 byte value: EDWI[2] = last 2 Bytg$o®osss7s

t esult EDWZ2[2] = second 2 bytes of the

EDW result 20 If MMYY was entered in incorrectly on
the terminal then the EDW will be different and
therefore the encryption blgck will not be created
correctly and the CW match will fail 25 4. Create a
CheckSum for the USN - (D versified Key) CW = 3DEY(
UBNEGJfiedHGNE 2V SNLLPEeY). FDMa] B crpaiRdTEencrypted block (Host Keys)

Convert CVV to displayable (ASCII) numbers

CVV 1 = Last 3 digits of the displayable (ASCII) result.

This 3 digit value is typed in as the required CVV into a terminal (Final CVV)
CVV7-2 = Binary equivalent of CVV_1 (always 2 byies)

Create PIN encrypted Checksum for USN
If the users enters a PIN, the PIN will form part of the encrypting key.
If the user does not enter in a PIN, a default PIN key will be used.

CVV_PIN = 1DES( CVVI[8] )

NOTE:

If a PIN is NOT required, then a stalic key (PIN_KEY) is used to create the '
encrypted block

Il a PIN is required, then the PIN is generéted by the User and can be between 4
— 8 digits {inclusive). '

Each digit represents a hex equivalent nibble that will replace the PIN_KEY from -

Least Significant Nibble

to Most Significant Nibble

Convert CVV_PIN to displayable (ASCII) digits

CVV_PIN1 = Last 3 digits of the displayable {ASCII) result. This 3 digit value is
typed in as the required CVV into

the terminal )
The CVV is changed due to the PIN and thus the HOST will re-create an

incorrect CVV and the CVV match will fail
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12 Diversified Keys (USN based) are used to create
the encrypted bl ock (Host Keys)

di spI ayabl e (ASCI ) nunbers

Sieplsayabl e (ASCII) result.
ﬁ]e DiS:’typed in as the required CW into a term na

(Fl nal

USN

formpart of the encrypting key.

not enter in a PIN a default

CW)

Convert CW to

CW 1 =

Last 3 digits of
Thi's Befihdrnsisrs

5 CW 2 = Binary equival ent of CW._1
(al ways 2 bytes) 5. Create PIN encrypted Checksum for
If the users entgns a PIN,

10 |

the PIN wil |
f the user does

PIN key wi |l be used.

W PHN=-1DES{-OW- 8] )15 -NOFE——-+F-a-PH N5~ NOF-—

s.r(ﬁggfter

a&%

Create t

bet
repres

nlf A% gbgﬂeg b field AH%E&I)

Ayt atic key (PIN KEY) is used to

rypted block If a PINis required,
then the PI N is generated by the User and can be

ui val nt ni

Each digit

e that will replace

t he QMVNPHQBPH bmatsewvaang pil €V¥aniNTNRBsilEs always 2 bytes)

CVV_TEMP =

(AMT[2] XOR CVVﬁF"iNZ[E}-) |

SIGN = 3DES( AMT[4].CVV_TEMP[2].EDMV2[2] )
'SIGN = 9999 9999 99

NOTE:

« Static Keys are used to create Unload Signature
« Unload Signature usually contams an Unload LSN, but the CVV_TEMP already

has that included.
7. SIGN = First 8 digits.

PAN = USN + SIGN (result is max 9 digits).

SIGN |

PAN = 9876 5432 (USN) + 9999 9999 (SIGN)

PAN = 1987 6543 1

Calculate the Checksum for the PAN
s Place PAN into PAN buffer
e At this point, the complete PAN, Expiry Date and CVV is created.

Optional -

[ (USN*YY+YY*MM) +

8. On Host:
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to Most Significant N bble Convert CVW_PIN to
di spl ayable (ASCIl) digits 25 CVW_PINL = Last 3
digits of the displayable (ASCIl) result. This 3

Wi shododddsue i s typed in as the required CW patdstits4678

termnal The CW is changed due to the PIN and t hus
the HOST will re-create an incorrect CW and the CW
match will- fail 13 6. Create Unload Signhature AMI[ 2]
= last 2 bytes of the 4 byt Amount 5CVWVW_PIN2[ 2] =
bi nary equi val ent of CVWW_PI N1 (Result is al ways 2
byt es) CVW_TEMP = (AMI[ 2] XOR CW P %B)
. Recreate thé Expiry Date Mapping Values (EDMV1 and MV2) (Step 3)
- The TRXTYPFE and the AID can be determined from the MM and YY

TRXTYPE[Z bits].AID[3 bits] = ({ YY - {currentyear + 1) )* 12 ) + MM

2. Recreate the Unload Signatre (SIGN}, using the CVV received from terminal
(Step 4,5)

3. USN = PAN-SIGN

4. Now the Host can get the HOST_KEY, ULSN and ULP

‘5. Recreate CVV using the calculated USN

6. Compare recreated CVYV (Step 4) to CVV received from th‘e terminal

Verifications

1. 3 digit CVV maich

2. CVV is not recreated if SIGN is wrong.

3. CVV is not recreated if USN is wrong.

4. GVV is not matched correctly if the the EDMV is wrong

Summary On Card

1. Use the USN, ULSN, ULP to create a CVV
2. Use the CVV to create the SIGN

3. Now, PAN = USN + SIGN

Summary On Host

1. Use the CVV received to create the SIGN

2. Use the SIGN to get the USN by using the PAN (USN-PAN-SIGN)
3. Use the USN to get the HOST KEY, ULSN, ULP to create the CVV
4. Compare the CVV created io the CVV received from the terminal



SIGN = 3DES( AMI[4].CW_TEMP[ 2] . EDW2[ 2] ) 10SIGN =
9999 9999 99 NOTE: Static Keys are used to create
Unl oad Si gnature Unl oad Signature usually
“&8%5955?%56‘” Unl oad LSN, but the CwW TEMP al r g@fhg007/054678
15has at included. 7. SIGN = First 8 digits. PAN
= USN + SIGN (result is max 9 digits). Optional - |
(USN*YY+YY"MM + SIG\] 20PAN = 9876 5432 (USN) + 9999
9999 (SIGN) PAN = 1987 654351 Cal cul ate the Checksum
for the PAN Place PAN into PAN buffer 25 At this

poi nt, the conplete PAN, Expiry Date and CW is
created. 14 :

Those skilled in the art will appreciate that it will be extremely difficult, if
not impossible, for a fraudulent transaction to be performed if the fransaction is

conducted in accordance with the invention.



1. Recreate the Expiry Date Mappi ng Val ues (EDW1 and
EDW2) (Step 3) - The TRXTYPE and the AID can be
deternmined fromthe I\/Mand1 TRXTYPE[ 2 bits].AID 3
bits] = (( YY - (current year + 1) )* 12 ) + MM 52.
Recreate the Unload Signatre (SIGQ\), using the CW
received fromtermnal (Step 4,5) 3. USN = PAN SI GN
4. Now the Host can get the HOST_KEY, ULSN and ULP 5.
ate CW using the cal cul ated USN 106. Conpare
recreated CW (Step 4) to CW received fromthe
termnal Verifications 1. 3 digit CW match 152. CW

is DthJﬂ%ﬁbialeﬂr&ﬁséﬂdﬁanﬁuMﬁé&KhﬁﬁéraGMV f@rrggnelatlng a
%%Lr ect ?r%ns% Uz%l\rla I%uﬁ%%p/%nﬁ udlnﬁgIaﬁongtecgaonlcqipré:é:e&s:{_nq
device, memory unit, - input device operable by a
transactor for inputtlng a request for a simulated priméry
account number and a displéy for displaying the simulated
primary account number, wherein +the financial +transaction
number generator ig arranged such that by means of the
‘transaction number a conventional credit or debit card primary
account number is simulatable and that the transaction number

incorporates an account pumber of the transactor.

2. A financial transaction number generator as claimed in
Claim 1, in which the transaction number also incorporates a
transacticn amount and whereby the input device is configured
to be operable by a transactor for inputiing the transaction

amount..

3. 2 financial transactxon. number generator as claimed in
Claim 1 or 2, by means of which a string of numerals is
generatable, the number thereof being in accordance with a
conventional protocol, .and an initial predetermined number
thereof being a bank identification number for identifving a
designated financial institution at which the transaction will
be approvéd and which will be responsible for payment of +the

transaction amount.

4. A financial transaction number generator as claimed in
Claim 1, in whick the last numeral in the string is a check

digit.

5. A financial transaction number generator as claimed in

Claim 1 or 2, by means of which also a simulated expiry date

is generatable,



1. Use the USN, ULSN, ULP to create a CW 2. Use the
CW to create the SIGN 3. Now, PAN = USN + SIGN 25
Summary On Host 1. Use the CVV received to create the
SIGN 2. Use the SIGN to get ‘t he USN by using the PAN
(USN=PAN- SIGN) 3. Use the USN to get the HOST KEY,
ULSN, ULP to create the CW 4. Conpare the CW
created to the CW received fromthe term nal 15

Thosf _lﬂ—lla Cla& f?;at}meﬁat%rttl }IM quQPr %Qh@{"%é}:hl?és ' Elé{\ﬂ_rﬁé

be ext rene I npossi bl e,
Clpandul ent t?anéﬁctm%ﬁp%(aoﬁe‘%%¥¥b ﬁéﬁolﬁitﬁemulatpd card
vEFANSReT N vk sus onduetredsi geaecaraddrce Wi th the :

invention. 16

7. A financial trapsaction number Jgenerator S claimed in
Claim 1 or 2, by means of which the simulated primery account
number is encryptablie and which includes an encryptor by means
of which an encrypted primary account number in accordance

with a predetermined encryption algorithm is supplyable.

8. & financial +transaction number generator as claimed in
Claim 1, by means of which also ia the simulated primary
account number an identifier of a designated payee is

incorporatable.

9. A financial transaction number generator as claimed in-
Claim 1, by means of which also an identifier of a designated

transaction medium is incorporatable.

10, A financial transaction number gensrator as claimed in
Claim 2, which includes an electronic purse, the credit amount
therein being decreasable in accordance with the transaction
amount when the simulated primary account number is generated.
11, A financial transaction number generator as claimed in
Claim 7, which includes a memory modale in  which the
transactor’'s account number and the encryption algorithm are

stored.

1z. A financial transaction number generator as claimed in
Claim 2, by means of which an intermediary number and a
password is generatable which provide the reguired simulated
primary account number -when & predetermined decryption

algoritbhm is used.



CLAIMS: 1. A financial transaction nunber generator

for generating a unique transaction nunber i ncluding

an el ectronic processing deyice, a menory unit, an

i nput - devi ce operabl e by a *fransactor for inputting a

request for a sinulated primary account nunber and a

di splay for displaying the sinmulated prinmary account

nunber, wherein the financial transaction nunber

ﬁ$nerator is arranged such that b msanst a ,
‘anshct AP HiTber R 8Bhv&ht FORAT: cFBHiE 67 &8bF§alme in

@Targ prizmar whachouninaiugber itdesi mregeadtwimeed tdetryption

dherteapsaction nunmber incorporates an account nunber

of the transactor. 2. A financial transaction nunber

generator as clainmed in Aaim1l, in which the

1Hradsaﬁ%ﬁ%ﬂFHﬂhﬂﬂﬂaQﬂa§élpﬁc@Pﬁ@?ét@@ﬂaf@WEhsﬁ%tFéﬁlmEd in -

ARBWNE, apdi whekebyotie d mput. deviheedos.configured to

be operable by a transactor for inputting the

transaction amount. 3. A financial transaction ,

WunBekigereiat GPsTaSUE @l REQCRAS Ep4i $ACLéEY 2fopyprocessing

dre@m@n@ﬁay\hitﬁ@n@a&tlrdnn@xﬁsjoeﬁumaal Slhﬁl@tﬁi’wra’itcaﬁh%ntional
unper ,there ejpg in, a .

cre \Q mf)c (:1‘: c? rcp ‘b rgr S&0% aﬁ prede%nér which has

-con rentl ona oCco an 1 ni m ne
INGRBBPT 2 st éélfer@épn@naaﬁcawm cﬂéﬁftheﬁfu €&t PoRT MRfATECT o 1Ch

didentifyi ngrnatdestynat edrbtaanicial ifastituyt | on@tudes  an

\eéah:g@tgﬁef&%a@%?gge@ fmkimpet pg@ﬁ{@ﬁa&%d ;v@'m%@vwaucom

e responsi e transaction anbunt
DATDAL { ?ﬁuﬂﬁQQPnFr%W@ﬁ%tlon nunber generator as
claimed in daim1l1l, in which the last nuneral in the

”' gglhén@l&h%%tq'tg%n éwoég‘gl @n%ékly razagﬂa%ed in

r__genérator. as clai ng Jaim 1 means
C&Fl{ﬂhl al-8o “Rigtm g eélgﬁfﬁ:?’?l datr@nf‘%ﬁg]é:ﬁ}er é‘ﬁ%—e also

ibZobpoetfdnanci atartseansact igmuntinbery genserat of ashich the

fynﬁhgf%hl Qraﬁ%é@iﬂd&.Oﬁuﬁ%erbylgeé%éegéaﬂﬂg Cboﬁééﬂéza with a

sinul ated card
request to authorize payment of a deal amount, and in which by

means of the extractor alse from the simulated primary account

number the transaction amount is extractable.

17. A £inancial institution processing facility as claimed in
Claim 15, which ineciudes a single use checking arrangement for
ensuring that a received simuolated primary account number may

only be used once.

18. A financial institution processing facility as claimed in
Claim 17, in which the single use checking arrangement
includes a store in which at least designated portions of
previously recsived simulated primary account numbe‘;'s are
storable and a- comparator for comparing at lesast the-
designated portion of a received simulated primary account

number with the steored portiocns.



verification value nunber is generatable. 7. A

financial transaction nunber Caiml or 2, by neans

of which the nunber is encr%,/apt abl e and which inclu of

whi ch an encrypted primary With a predeterm ned

‘encryption 8. A financial transaction nunber

generator as clained in Caim1, by neans of which

also in the sinmulated primry account nunber an

~identifier of a designated payee is incorporatable.. _

AN FARTA. (FaRtaLHOh HGHEEF BerdrargrYags o dined in

Clagimmedh i nwitleh mitelbgemreansresbonhichreglsegeargenerator for

oLt hers of o designat edatd ANSACtI 0N EREL MM Srofuse the

I ncorporatable. ~"10. A financial transaction nunber

YEECEESr “HLSEFAMBd in G aim 2, which .includes an

el ectronic purse, the credit anount therein being

ﬁfﬁ r @%éﬁ%&ﬂ{iﬁ%@&@@ﬂ%ﬁ&b@Bgmg rm&g&&ore% claimed in

oun en e simul ated prinmary account nunber |

Gty acaa hef A L RET | RbadBEH L ahbaneh?  for

awerdioy abecl apppdnsh GRaPAYY, Shi Ehei ngfargestas via a

JERRREY i sRdule nkR B Chodhit ibhansRctiak@®raccount number

and the encryption algorithmare stored. 12. A

financial transaction nunber generator as clained in .

Q-ai th 2ingyrivdanssst tWhi @h PARCPAE R FrethArly tHupb etLladimgd in

@apﬁlsswprmi@ gererdbabt ersdtiiehnpr av gieyduitr €t fetkiving
i_mul_at e rimar) ou e nr edet .

Serr o b GortRer (M T o E A PR S enas

tinansast | SHTHOABEE 1R et a8k as claimed in daim12,

whi ch -includes the predeterm ned decryption

Z?.goﬁ'%iﬁ%ncfki-iés@%@&gﬁ%F';%Eégé élfg&ﬂYi €Ls claimed in
enerator as clained In glml, ,|ch|soerab?elby
aipgddacti@ch includes a transactiocon checklng arrandement

for checking if +the transactor has an account, if he has

sufficient funds, and if the extracted transaction amount is
the game ag +the deal amount and for authorizing the
transaction if these are all correct, the response message

generator being responsive thereto.

23. A financial institution processing facility as claimed in
Claim 22, which includes a debiting arxrangement for debiting

the +transactor’'s acccount with the deal amount if the

transaction is aunthorized.

24. A financial institution processing facility as claimed in
Claim 15, which includes a decryptor for decrypting encrypted

simulated primary account numbers.

25. A financial #nstitution processing facility as claimed in
Claim 15, in which the financial <transaction number is

generated by the transactor.



15. A financial institution processing facility for
processing a financial transaction nunber that
simul ates a conventional credit or debit card prinmary
~account nunber and which h&§ incorporated therein an
~account nunber of a transactor, which financial
institution processing facility includes an extractor

for extracting fromthe sinulated primry account

nunber the account nunber. 16. A financi al

ifnst ik uﬁ%ﬁmprfé’ée%??gesﬁééﬁl Pt Y1806 et hSRCrapm which
Jbﬁluﬁ@smhlﬁhndﬂﬁiéﬂerﬁmSﬂcttbansamﬁexnw&nﬂﬁa&brabsoClalmed

{NCALPOLA 65c aci LaRSAGtion ATOURy by sIEA0S Of #lGRution

the i nanci al_transaction nunber is receivable
A6GETHETS WPFhlaty e%{%é‘s%ajfn‘&dab? I?cﬁY i’élepayn%}ﬁmt‘ff 3 to 25.
deal anmount, and in which by neans of the extractor

'zafl SO Aram&e sk mubatiede prd NRr ¥1 ascount M[Hg%rc.,wﬁ which
?Pgactl on anount 1S ext ract nanC| al

Tt |98Heﬁ?‘6“c%%suang SPEEYT tﬁ“&&c%%jau ﬁE&nFﬁCE‘rQ&} mpuEoer
,wmﬁchmhnmhlmuﬂﬂ wﬂesoavs#tgpnﬁlugge@hécwKngkﬁntanggdewtlﬂary
afc@l')uﬁf‘sdﬁrdbﬁg Lhat lﬁccﬁl%ﬁﬁﬂa\égg gmé&gﬁ ed a&ba@w number of a

account nu onl .
SRREH T RERFRaT ontbr oc R aerrrtor o) armeer 1o
deneChaddnol7 thent ydsdradie singl e use checklng

arrangenent includes a store-in which at |east
Aeshonatied, By Uans, of (B eviously: necelyed. Sl @ aine

i mary account nunper s -ar e” st réﬁle an

l@orn(.s:zltr'slamor2?or Conprakt ngthst |%@ﬁn0ﬁﬁé--t@@%$@¢ap@d number
Jmabfp&rht@fs acHeeeinved sirafsatedopr iaf@OYLAGERUMNharain the
'me% &I‘ }.ipdetshelg 19{’%9143053%' Qﬂé Lr%g ag’tglo A flo?jalQ:CII%/ the
I'ns ron processing tTacility as clainme
tIGHSWﬁVEh i ncl udes a response nessage generator for
generating a nessage to a transactee to approve or

';E)ef Uz eznéd?x%dr Squgéﬁggc{ﬁ?gg%a%ﬁhQ&uaI tx%gs étié%aiéc 'c@lalmed

institution processin as ¢l ai med
ipg Clhmch’ i ndtifde st F6iRRarddih a%%?%n@eﬁ&ﬁ&n%(ﬂl numerals,
tﬁerwamﬂeagthHEewéspﬁnag nies sageridenthe wiitansacteerantdonal

p@'o‘&@&yﬁnta{n‘an%ln nﬂﬁﬁﬁkabr&@&%ﬁ%' RQEM Wl Keot2being a
financi al |nst|tut|on roc S|n facil

ﬁ??glnéﬁeﬁﬁrﬁﬁcﬁlﬁPTS nERPEh | e %QV|?m;deSlgnated
fanpangeirennstotutecei ving thyh3|mﬁbateda@$aqnyq¢ will be

aBECOMM  BAITDGR i ¥ha A 1aonyenttonals iftiBanGral payment of the
ication network. 22. A financial |nst|tut|on,

tﬁ?%%%%?ﬁWgan%?TTty as clainmed in Oaim19, which
i ncludes a transaction checki ng arrangenent for

3ehecking vk Ehec&ﬂ@@@@,ﬁiqﬂa Fas 2k AC GQUREact foh8 NaSained
suff|C|egg funds fe extract%q tra sactlon

SORE™ €7t hé™ &ﬁg* ?%e (&5 BADUC and fop Scrong is a

chathotigditng t he transactlon if these are all correct,
the response nessage generator being responsive

gilrzl?f ythgésc Acgn"l QL%J@ I%ﬁ%éﬁg%\%}frlhrggl ?éJdcljrp%s claimed
igebtaithyg ‘ar w%m@%rrﬁﬁlqctﬂs deBPt PRREIHE O AnSHRt rteds expiry
daeeount with the deal anmpunt if the transaction is

aut hori zed. :




24. A financial institution processing facility as
clainmed in daim15, which includes a decryptor for
decrypting encrypted sinulated primary account

nunbers. 25. A financial i%istitution processing
facility as claimed in - claim15, in which the

financial transaction nunber is generated by the
transactor. 20 26. A systemfor processing a

financial transaction, which includes a financial
¥r-andakeiisn AENBEPIGENEI Ao TN a nERTPACRHS" dife “dfined
i@ aumnl2to 44l clanthal fdasandisal genstatidg on simulated card

Jrace : ng f.aei, iE%:}ﬂé;P' aimed in any one of Cains
15 toég . 5’% l?& nmet hod of conducting a financial
transaction, which includes generating a unique
financial transaction nunber which sinulates a

§30nV§n1tfé19{%ﬁ"ﬂ oefl @ghhué’ilr%eba‘ tesGand: I |ﬁ£%rn§éa@€5&wgs clalmed
nunber -and |nC0r Orat herei h .an account nq:

i 5 iEact or, ef‘ﬁ(ﬂt % i AHCPS T aRsaoH S

munbey ascmrmmqu hee t gamssactedr .in 28:coRdppedodith 2

ﬁ%fed%%ﬁh&ﬁédngnérizwmIaa,lgo&ﬁamr&actI on as claimed in
Claim?27, wherein the financial transaction nunber

i ncorporates therein a transaction anmount and wherein

tthe Aebéiothd ndl gdesuinput t4 Fgnenciak tramseatiteres claimed

l%ﬁo@%uby ,il_Jﬂe twﬂﬁ.rdﬁ\acﬁ_ﬁlfﬂudé{? aﬁs{j@t fi@do@f;oﬁ@ﬁdi@a iiAg the
ial. transaction as claine L m
|lﬁ18hﬁg%§ RfeHerat Figa” SEFRG - of ™ ntinet agl% #}’e%amd

Heyereof being in accordance with a convent i onal _
protocol, and an initi al predeterm ned nunber thereof
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ity gHSEBt Eon ﬁb#Fhbénab%#Qﬁuﬁﬂ%ﬂu#RM%r@ﬁrQF+¥gb%n identifier
Jrespessihle kot rpayaeniominetihent ransacti on anount.

30. A nethod of conducting a financial transaction as
clained in daim29, in which the last nuneral in the
31 Agieshos CReERIENEFIRS BEINANFLEhOF BFConalcRT mgained
ia fenaRcial, twansdacirohdas ctained ian Cradin dpowdti cin an
él%%ltygﬁ§c al 395%8n§5 at}ﬂé"'g a@c§é£@€ld”‘t Eig eé@*cf%agl@tee withl the

conducting a fi nan ial ,transaction as
t&laéllsﬁﬁalci’fh Tﬂﬂ%ﬁ% ireffiieh §IRNAGEEE BF ST HEneF A g et
isi mehkatedceacard Verification val ue nunber

Slmulabed

37. A method of conducting a financial transaction as claimed
in Claim 33, which includes generating an. inﬁemediary number
and a password which provide the reguired simulated primary
account number when a predetermined decryption algorithm is

used.

38. A method of conducting a firnancial transaction as c¢laimed
“in  Claim--37, which includes decrypting - an intermediary
encrypted number, using an appropriate password and decryption

algorithm to generate the simulated primary account number.



33. A nethod of conducting a financial transaction as
claimed in aim 27, which includes causing an
encrypted sinulated primry account _nunber to be
generated in accordance with a predeterm ned
encryption algorithm 34. met hod of conducting a
financial transaction as clained in Caim27, which
i ncludes also incorporating in the sinulated prinmary
39’%& C@x&gtmmgﬁr fcaacihaﬁﬂﬁc_@; fd e;fir]@‘ c&aﬂi_e&::mdoﬂa;{@eclaimed
. . met hod. o anduct.i ng.a financial_transacti S .
SR G Ph GHT AP R R e G oteiae e s
genrrertedr ot ithg Anahdentefi er of a designated
transaction nedium 36. A nethod of conducting a
45.' naQ{CImaelthE)cﬁag*Ea%fo%nes §. 8' al qia!n%igl. alt?hg%acmnc,h which
I'ncl Udes causi'ng “a cré |?'annun_ in“an electronic
ipptinsiest sepelivdasr cas b isnsabd6r daReeTiGt Fropeaction number
tﬁd‘ﬂag§ﬁﬁlﬂaQ@s appuPdnwietichhe sirmdiat ed pfdUiRr yeReT ophimary
nu r _is. gener at 3 - X cQ | ng. a .
i Nancial tr afﬁnsogc?l %%h a%asc ﬁéﬁgn%%qﬁqﬁ Qf&f‘ ai“r%?%%ﬂ v\%ﬁ1 c%ccm_m B
nygREiru s g EABRART HYE ant? TR e AP dly IndiPEBFS AngC aduthorize
pPasSMOld whicshipranbude ,t hend egiireedi sy mitat edngr smmnYated

. int. n er e 1.3 wdecr - o
P e L S R e et g e mochod
19 ivERE] HHEFARSREL PonT 2P T nBES 29T B aPmbppsactes to
apifticela bActdrdes daer yptuagredntdansectigiary encrypt ed

nunber, using an appropriate password and decryption

algorithmto generate the sipulated prinmary account
4hunBemethod I PrACREFRBE bf feHHHICL AGEREFS MaRc g cLaimed
it r ansaat i4@n aisn Chaiiped tie Cracmi@dd ifinowheidl t heansaction
nyml @n%hgg Eggzﬁﬁggfﬁy%dyé@b%Fekéigegeffgﬂﬁ%cQXokhQmoﬁnt and
transactor. . A"met hod op processing a financi al
vihCn SAELESHE aWAPCRTET AT tRfe Hi%e EERTT MUY G%PBRSI bl e
financial transaction nunber that sinulates a _
a£0nventi0oal , £redidecQk ngeRi £ £ALL LI i FREYa ACCAURE claimed
. hunber and whi ¢ch has incCorporat ed J_tbhgr ein an account. . .
himter 6f a""*tlrcé’néﬂai& 5t BRtHEY Witfh 2 TEquest fomuiate
prautehor kzecyey membeof may dealy drrowsed amek-extracti ng
fromthe sinulated primry account nunber the account

unmber erein the nethod_ includes .generating a
I e T
it h€leéguest edvhiahsatttbries 4Ftopipet R6d éfast designated
- pHACRSSI §Y @ -Ebnansial ﬁééﬂﬁﬁ%@tiQﬂmimhﬂédaiﬂﬁﬁhiﬂy account

C.ain 40, in- whi.ch the received financial .
PR act o TSN ol S0 has T ng%? pg?%%%r%f‘act“her%?rr? e ot @
regedvedct $lon larednt PR IRhi eACPwRt udesPar s¢Fiekt riaed | A§ored
Pgﬂgotn@,gnsacti on amount. 42. A net hod of pr ocessi ng a

financial transaction as clained in Caim40, which

i ncludes ensuring that a received sinulated primary
daccdumethofie’ RABFESHPIbe Giegrdirtle transaction as claimed
in Claim 40, which includes forwarding the response message to
the +transactee via a conventional financial communication

1
network.

45, & method of progessing & financial transaction as claimed

in Claim 40, which includes receiving the simulated primary



43. A nethod of processing a financial transaction as

clainmed in .Caim 42, which includes storing at

| east -designated portions of previously received

sinmul ated prinmary account nunbers and.conparing. at

| east the designated portion of a received simnulated

primary account nunmber with fhe stored portions. 44:

A nethod of processing a financial transaction as
actaimed nknb&l aivna4 0z whbrlentchedest fronwaedi ngeirheication
nkEsponse nmessage to the transactee via a conventiona

financial comuni cation network. 23 account nunber

via a . conventional financial comunication network.

446. Ximetthod of provsssinyyaaffibaancilaltreranshttd gis adaimed

iit:J éﬁ@ﬁtm Sb&bﬂ‘ ﬁi‘ml&‘@é%rbd%lﬁéi%@ﬁ%fcQﬁ&?{.%éa{ct‘b?ehas an
ransact o as .an account, i e has sufficie

S anh FF (S oXTractien™ ke | O abpunts $xcracted

trhesacsame agndthet deal adhpurgameandsautisor idgehg dhaint, and

abfidnsiacticonnd frtheseane akl 16 @6k, 21 47 0AdmE hod

of processing a financial transaction as clainmed in

Cl aim 46, which includes debiting the transactor 's
4 accumetiipthof herefesss immeantipfnthel tyrapsaction dss claimed
iAUEDOrH zed. vd8n Anpehied @i priecessiengrantid@iCisalecount

transaction as cIaLgpqhin+Clgéq%4%} whi ch i ncl udes
Wi‘jé%[%bet 95~ eMETVPt &d SEFUFRERE prihary atcount =

nunbers. 49. A nethod of processing a financi al
abl ansaeddnen 88 sraddme dg zClrabhhdlal idramBbebidéhess claimed
;zfipancial  transaction, nunber, was senerat ed by the .

?rangé%togf WRIC inclades ecrVpting Snctyp simulated

primary account numbers.

49. A method of processing a financial transaction as claimed
in Claim 40, dn which +he -£inancial transaction number was

generated by the transactor.



