; e3eC2p3C &&' | +$, F263Tp30WD 2110-t/070' 128 PCT/ JP20U: 1/ 1111114 DESCRI PTI ON
SEM CONDUCTOR MEMORY CARD AND COVPUTER READABLE PROGRAM Technical Field 5
The presenVOHUHPT28n rel ates to a semiconductor nmenory BEFAP2KHIOIEEN store
data in files, in particular to a file deleting technique. Background art
10 Sem conductor menory cards such as an I1C card and an SD nenory card have
been experinmentally introduced to various industries extending from nmass
medi a i ncl udi ng broadcast and publishing industries to financi al
institutions, and governnental angkd@calrgs@ani zations. The sem conduct or
menory 15 cards have caused a sensation in these industries because of

their enor nd s managed
in a | ayer THRSORETHE bl TR LR DR e
application layer. Therefore, a user can create a file on a senlconductor
menory card, and delete 20 the created file in the sane procedure as
deleting a flle stored on a conputer. Deletion of a file on a conventi onal
sem condurdécin EADryidid WO 200a/ 0711728 PCT/JP211114/0011 ~~ card only

i nvol ves overwiting of managenent information, which includes a file

allocat]on tablhd pERLh o DAVER1 oL e A &L ks DEhYEERahLt Sy RNt s and

a flle entry eason for this 1s nentioned in the foll ow ng

managemnent rmation for ile is overwitten, Ioc ragnents
ot { ur e AR T 1S AGhE A it T SEa Hr g S L8 e Tt 1 ik
rel ati ons between fragnments discontinuously | ocated on a sem conduct or
menory cateclriegwr oken. This makes reading of the file inpossible. 10 Data
managenent by a file systemon a conventional sem conductor nmenory card is

descri bed in unexam ned Japanese patent publication No. 2001-188701, U.S.
Pat ent No. 5,479,638 and Japanese patent No. 3389186. According to the

above- rrerga’&pgeldod@&hggtf or file deletion,

10 Semiconductor memory cards such as an IC card and an SD

memory card have been experimentally introduced to various
industries extending from mass media including broadcast and
publishing industries to financial institutions, and
governmental and local organizations. The semiconductor memory
15 cards have caused a sensation in these industries because of
their enormous convenience. In a semiconductor memory ca:d,
data 1s managed in a layer model having a physical layer, a
file system layer, and an application layer. Therefore, a user
can create a file on a semiconductor memory card, and delete
20 the created file in the same procedure as deleting a file stored

on a computer.

Deletion of a file on a conventional semiconductor memory




15 a FAT and a file entry are overwitten. However, a file entity of a
deleted file and fragnents consisting the file entity still remain,

di scont i nM¥QSMMYHBHgh, on a seni conductor menory card. PETERRIM/EIIHEI et ed
file contains data concerning noney transactions, there is a danger that
bank account nunbers and 20 ATM card nunbers are read fromdi screte
fragnments. Furthernore, a third person can regenerate a deleted file by
traci ng di scontinuous fragnents on a sem conductor nenory 2 WO

20(1=1/07Q728 /s 1Y 9041755 45 gard, ?‘%ﬂgi gontents .of, the
file that%%sho% ﬁ%\%%eengge etle%Il.Ig o\%e%éer?a} er%ﬁlngsfggmr ggéghmlyéqi |l e
del etion only involvyes overwit|ng of managenent i nfornation _such as an FAT

and a fi F@SUERS ¢ Tiie 3L1perbicR GPle (Fodes §PARYLRA el e dRlrdd anst

overwriting . According to a trial calculation, it takes 2 mlliseconds to
overw it degizeawytfédd e Lregremds hod & mejabgberyanthdOressondoif drhild
nmegabytes . This indicates that it takes tinme to performa conplete

del eti on jeppeatiioned At the £8188¥ink0 OYEr¥kAGEndO: & dddMmpntdd e a file
so as to make reading of the file totally inpossible. Mreover, such a

conpl gte _del.et.i I 0s robl e f_where data.ndicatin
Iocatglaonéi1 gfl ?LF r ggéﬁ%@%ﬁg?&i Jﬁéc%cg%fl%t%g] flf?%ﬂ%%%ilcf lbsetlrs}‘tuotrlerbg f data
i ndi cating _| ocations of fragments, as well as the fragnments, is stored 15
in a nonfél& erEifEnerya §ePRCPRIBEESENNEBATH0S3T 8] §T¢ krFt g dddtk ons of
the fragnents before a conplete deletion operation is acconpli shed.

Ther ef or eeliatfionsat behwaboutf mdridre ¢ odbscdatéhaedusiyndiocsitfdd coantd y
protected while a conplete deletion operation is perforned. 20 Di scl osure

of the | BERURRIUDEDS A} @G Pladd S RILEENTTH Y GHINARN AR AR ige a 3
the file impossible.

10 Data management by a file system on a conventional
semiconductor memory card is described in unexamined Japanese
patent publication No. 2001-188701, U.S. Patent No. 5,479,638
and Japanese patent No. 3389186.

According totheabove-mentionedmethod for filedeletion,

15 a FAT and a file entry are overwritten. However, a file entity
of a deleted file and fragments consisting the file entity still
remain, discontinuously though, on a semiconductor memory card.
If such a deleted file contains data concerning money
transactions, there is a danger that bank account numbers and

20 ATM card numbers are read from discrete fragments.

Furthermore, a third person can regenerate a deleted file

by tracing discontinuous fragments on a semiconductor memory




WO 20114/ 070728 PCT/JP2l | U~/ 011114-1 sem conductor menory card which is
capabl e of protecting a file entity of a file to be deleted from when

del eti on oWOIZHG/GPT28 is instructed to when the file is cBAPIRAREOIHE et ed.
The object can be achieved by a sem conductor nmenory card 5 conprising a
nonvol atile nenory that stores a file constituted by an entity and
managenent i nformation, and a tanper-resistant nodul e that includes a
processing unit and an internal nmenory. The processing unit includes a

del etion uni erabl e t i f deletion.event f 1€y i ated, (
i ) cr eatcealaé’l gg)a ?‘gﬁlﬁﬁq%ha%fcgﬁgﬁnﬁeofﬁp@r ﬁﬁﬁen@rraoé r%(?lloﬁllltdh}é}ﬂée Tl
tanper-resi stant nodule, and (ii) overwite the managenent i nformation,
wherein t#l8t®btion table indicates a location of the entity, and is
referred to by the deletion unit when the deletion unit overwites the
entity. 15 A fiHovesrdd t yheted of & lreaispnovey Wil etdal e idn pelgriervee ves a

| ocation table stored in a nenory in a tanper-resistant nodule . Therefore,

i nf or mat i&Mﬁ@iﬁ{ﬂwgffIﬁéﬂggéménmﬁ%é%%ﬁ%f-fdncgﬁey ¥s BhoFRELed 4 ramahen a

del etion event 1s generated to en the file Is conpletely deleted. 20 A
file ntitl}/ is gvervt\éritten Lth reference to a |ocatiqn table i.q__iann idle
time aft et 1 He HeLEHTHRURRNL 2PL OFETS RS heERF§ R&y™ X HhBcdessithy | oad
of file entity overwitingis 4 WO 2004/ ()70728 PCT/JP2004/t101144

di vi ded sreprdindaper tarimddcracalphapali iy bakaai 2 snbkligeeands thre.
Because of the division, the sem conductor menory card is able to go back
to a stansirwitiadld$I1S0BReks , enaddtogd O VIRIMI heaabgftea dhdel@mddond be

conpleted without making 5 a user feel that file deletion takes a | ong
time. I'n gddi R8gaBYELW T 19 Yqifddie SRRgee B adY Q5RO berform
a complete deletion operation, that is to say, to overwrite
10 a file entity of a file so as to make reading of the file totally
impossible. Moreover, such a complete deletion operation poses
a problem of where data indicating locations of fragments
consisting a deleted file should be stored. If data indicating
locations of fragments, as well as the fragments, is stored
15 in a nonvolatile memory, a third person can possibly read the
locations of the fragments before a complete deletion operation
is accomplished. Therefore, information about a file to be
deleted is not sufficiently protected while a complete deletion
operation is performed.

20

Disclosure of the Invention

It is an object of the present invention to provide a




whi ch breaks the link relations between fragnents consisting a file, is
given a priority over overwiting of a file entity. Since the overwiting
oper at i onsW&W04E0T28r ned i n the 10 above- nenti oned or der PCR/IPZOPRI0BHE 44

anal ysis of fragments becones nore difficult as tine el apses. Here, the
processing unit (i) perfornms an operation corresponding to a command t hat
is issued by a device to which the sem conductor nenory card is connected,
and (ii) further 15 includes an analysis unit operable to analyze the

dthat,is i d by the deyi d t t, di t
a resul t VT RPURFYSREROTY) Gt phd o 8 AR h PL I TSt hCtel et on

unit operable to, if the deletion event is generated, create the |ocation
tabl e ancerdvierywdft @ £hée200 e atpketrd ifrfawr wienodelgtdoa sfibtidel £ilen unit
operable to, if an event different fromthe deletion event is generated,
overw it e d henefitidteditd wehergiscerite the esmslete]l pcatioped. WO ,
200=t/ 070728 PCT/JP20114/0011~~ table . Here, the sem conductor nenory card

further conprisgs g -gg%rceagpg[?agéﬁiéQegta%re %_é@?ﬁ%ﬂﬂﬂ:@of hRopheda tae

del etion event s generat he mai n ion unit overwites one part of

5 the entity, in addition to the managenent information, until the timer
tell sSa tGARPHIRILIPBAIDPRECSHHL HR IMRNMY GRRT BYRTSF it E418 T hrRESPart of

the entity that has not been overwitten by the main deletion unit. Thus,
an over whst angeripernathdma e gesponse foomanionstand aittampdr freésigiedntion is
continued until 10 a tinme-out . Accordingly, if a tine-out period is

adj ust ed jRanere ¢hatf hcEUABP! £ prdddsE ienhO 4108l din! Qﬁt&@haiﬂnéﬁ(@f%ﬂf iting
operation for a nonvolatile nenory, a waiting time for a user can be

optimze Here, the inter.nal. tQr enceypLi i th, 15 which
t he enti:%P?HﬁEQﬁﬁf Jéﬁ%#Vﬁ&é&?céggﬁ%%%thﬁétggPepﬁgﬁ é@gg?gﬁé g%he%%ted,
the main deletion unit overwites the encryption key before overwiting the
nmanagenert AeAeirBtg @R ofor fdhe f e i5/8eneTeTag, dfl )t ECRhR Ay HRFRRIRRY s
given a priority over

10 table on the internal memory in the tamper-resistant module,

and (ii) overwrite the management information, wherein the
locationtableindicatesalocationof theentity, andisreferred
to by the deletion unit when the deletion unit overwrites the
entity.

15 A file entity of a file is overwritten with reference to
a location table stored in amemory in a tamper-resistant module.
Therefore, information regarding fragments can be sufficiently
protected from when a deletion event is generated to when the
file is completely deleted.

20 A file entity is overwritten with reference to a location

table in an idle time after the deletion event is generated.

In this way, a processing load of file entity overwriting is




overwiting of a file entity. Thus, it becones inpossible to 20 decrypt the
file. As the overwiting operations are perfornmed in the above-nenti oned
order, theWPHYY 28nal ysis of fragments becones nore di PETERANHEY 14 ne

el apses. 6 WO 21104/1170728 PCT/JP2(10:1/ (111 ~~ Here, the sem conductor
menory card operates by neans of either contact or contactless power supply
froma device, but the processing unit perfornms the overwiting only when

t he sem conductor nenory card operates by nmeans of the contact power 5

supply from.t.he device,. resul durin | gss r o3URR! v,

OVEr W | tfiﬁglgfﬁasﬂ P8 &Rt ﬁ?ygﬁé%§5¥1%8e%PoP n%&%(}%%?g&eﬁgbﬁgg%g &% a%]rﬁe
operation to be realized. Brief Description O The Drawings 10 Fig . 1

i |l ustratédeanivpyi Poaaprae ¢h tAf SHvaPismex W@@legpg%%@ri E‘eﬂ‘é’%& Fig. 2
shows an internal structure of a sem conductor nenory card according to the
present AyantkoablEi go Go humis tao hkarshsardbistatudtus socohes , TRVED Lisisown i n
15 Fig. 2) . Fig. 4 shows a software structure of a portion constituted

by a maskyEOM:Geand &CRU{16080R;200MD 1 Riothp1dkeliNwibfolBMnbiciigy - 5
shows a logical format of an external flash nmenory 20 2 and an internal
EEPROM 3 (both sho in Fi 3),. .FiLg. 6.shows an interpnal structure of an
ext emled2aMELT &eeﬁﬂ t@étclfig&ﬁt d&ﬂrﬁltlgé’gt itc?ﬁ(ezqz,a Q‘r?ngu?:ﬁg%t'i cation area 23, 7
WO 200- 4/ 070728 PCT/ JP20(14/00114~ and non-authentication area 24 (shown in
Fig. 5). Fig. Inshbdstiomtpuervradtdngophiidienppagenent information,

which breaks the link relations between fragments consisting
a file, is given a priority over overwritipg'of a file entity.
Since the overwriting operations are performed 1in the

10 above-mentioned order, a reverse analysis of fragments becomes
more difficult as time elapses.

Here, the processing unit (i) performs an operation
corresponding to a command that is issued by a device to which
the semiconductor memory card is connected, and (ii) further

15 includes an analysis unit operable to analyze the command that
is issued by the device and generate an event corresponding
to a result of the analysis. Also, the deletion unit includes
a main deletion unit operable to, if the deletion event is
generated, create the location table and overwrite the

20 management information, and a sub deletion unit operable to,

if an event different from the deletion event is generated,

overwrite the entity with reference to the created location




Fig . 8a shows a structure of a double FAT, Fig . 8b shows a structure of a
r oot direg&gEﬁ_ﬁntr , and Fig. 8c shows a 5 structure of a user area. Fig.
9 shows th 4P haned EOBO0L. SE1 is divided into fivECTIRHRMMYLH [
accordance with the size of a cluster and that the fragments are stored in
clusters 003, 004, 005, OOA and 00C respectively. 10 Fig. 10 shows exanpl es
of a root directory entry and a FAT for a file "EOBOOL. SE1", which is
divided to be stored in a plurality of clusters. Fig . 11 shows a structure
of an AP& %g ( shomn in Fig. 4 ) . Fig . 12a shows how a wite operation
to a fil &Psperfornmed 15 by the reading/witing handler 14, and Fig. 12b
shows how a read operation to a file is performed by the readi ng/witing
event handl er Egrefi gheseniqanducies mananit cpFgl T3t rRRT GARFLERS APl 10
with a focus on the characteristics of a deletion handler 16 20 (shown in
Fig. 11) tihkg opddabhews @i ekXarplserdinga dierr whee thk del etahayeventt t abl e.

8 WD 2(111-4/2117(1728 PCT/JP2(111-4/(11111-t-4 Fig. 15 is a flow chart

i11ust ra&E“geieEfa‘%%%%\lfv&gﬁ%a% Qa Rt japalysis Randhakekl ogl%h%%ﬂ e g.

11). Fig. 16 is a art 1llustrating a procedure of

not - command- exeguting handler 12 (shown in Fig. 11)..5 Fi.g. 17 ] fl ow
char td iIFB@t?QFFﬁg'agBrﬁggﬂE+%nd?ét e MARRFPFSR T GHfeT & fﬁﬁz fg. 18
is a flowchart illustrating a procedure of a deletion handler 16 (shown in
Fi g. 11)thEitgimap tied I # ltdwecloartt, apd ddier aub wiplethodceriiic © VET v Ues
nul | -cl ear subroutine. Fig. 20 illustrates an operation of the deletion

hanlozl! er %gréﬁaﬁnin@eb%&itoﬁfeﬁﬁétehﬁiﬂfﬁn@h&teﬁhé hat fdded siverrsd-iastatescri bed
in Fig. . :
by the main deletion unit. Thus, an overwriting operation in
response to an instruction of file deletion is continued until
10 a time-out. Accordingly, if a time-out period is adjusted based
on, for example, a time period required for an overwriting
operation for a nonvolatile memory, a waiting time for a user
can be optimized.
Here, the internal memory stores an encryption key with
15 which the entity has been encrypted, and when the deletion event
is generated, the main deletion unit overwrites the encryption
key before overwriting the management information of the file.
Overwriting of the encryption key is given a priority over
overwriting of a file entity. Thus, it becomes impossible to

20 decrypt the file. As the overwriting operations are performed

in the above-mentioned order, the reverse analysis of fragments

becomes more difficult as time elapses.




Fig. 21 illustrates an overwiting operation by the 15

not - conmand- executi ng handl er 12 and the deletion handler 16. Fig. 22 shows
an exanpl eVBRWHYEIPIBEr operation management table rel ati nBCTBPHOYBHSHA
enbodi ment. Fig. 23 shows a procedure of a null-clear subroutine relating
to the second enbodinent. 20 Fig. 24 is a flow chart illustrating a
procedure of a backward null-clear operation. Fig. 25 shows a structure of
a nenory nodule relating to 9 wo 200: ~i 0~0~2s a fourth enbodi nent.

PcTi Jr~oo0a~i oo_~ ~ a.~ Fig., 26 conpares perfornmance of | ash_nenmyry and
Ehat “of “an_ FemHRFer e SAHiGe Rt TaACR UM S EBE g or BB TS Cindat ed 5
data such as a file entry, a FAT, and a clear operation nmanagenent table.
Fig. 28 sisheracentactupe wintartigsmmowey supRdy TRV & dgVEGeg Vg a fifth
enbodi nent. 10 Best Mbde for Carrying Qut the Invention The foll ow ng
descri beghempadidaratihg0fund tS @ErcIC ttfe MRMW iGANd o liyhevhere st

i nvention. A sem conductor nenory card relating to a f first enbodinent is
an SDeX r r ' i Lf=d = 115{284 I an I C
card. Anr%@i% f@l nc%r?%&g%%%ﬁgfi bgéérr%?%(?? %@{Héﬁfénnég% nermr?/ggggcﬁ) V%sred as a
storage nedium for an SD portabl e device, and has a byilt-in

t anper - r EPSLINETRBIERE MV LGE 1 A% Er §SSPhtad 'ilﬂ%‘?\,cqr#@%ae%@sﬁmef card
400 relating to the first enbodinent (in Fig. 1) can communicate with an
ext er nal stppilye iaveroutitdost adt aarfd 120 erdrittac tise 9o tc pemiraed o ides .
First of all, it is described how the sem conductor nmenory card according

to the pees@iled RVHIAR (Cpaevt IBTHY Ktk 400k,

Brief Description Of The Drawings

10 Fig. 1 illustrétes an environment in which an SDeX memory
card 400 is used.
Fig. 2 shows an internal structure of a semiconductor
memory card according to the present invention.
Fig. 3 shows a hardware structure of a TRM 1 (shown in
15 Fig. 2).
Fig. 4 shows a software structure of a portion constituted
by a mask ROM 6 and a CPU 7 (both shown in Fig. 3) in the TRM
1.
Fig. 5 shows a logical format of an external flash memory
20 2 and an internal EEPROM 3 (both shown in Fig. 3).

Fig. 6 shows an internal structure of an extended area

for an EC client application 22, an authentication area 23,




WO 2U11-1/1170728 PCT/JP2(111-t/1 11U 11 ~:L is used. The SDeX nenory card
400 is connected to an SD portabl e device such as nobile tel ephones, and
used in anWVeRMNYYHREENt illustrated in Fig. 1. Fig. 1 ill RETIREQS/00K 44
environnment in which the SDeX nmenory card 400 is used. 5 The environnent
illustrated in Fig. 1 includes an electronic comerce (EC) server 100, a
card reader/witer 200, a radio base station 210, and an SD portabl e device
300. The EC server 100 provides an EC service to the SDeX nenory card 400

card through the card reader/witer 200 and the, ragdi o 19) base station 210
and a netaft PO N SR B dphi 3Rt i oh b?rr}b‘a?rénjsn jef at®’ on the EC server

100 , and each of the application prograns provides a unique EC service to
t he SDeX nmenor Wigar d 400WSE@ sipiudiatieo st ¢paradttiiig-@h t he EC server 100
"are server applications, and each of them provides a different EC service

15 In Fig. 1riEC saryeswappldtaaidtanse bera idibids rofT E€iger 8bcelsows e
briefly expressed as S APL1, 2, 3...... n respectively. Here, there are n

ki nds of server i catio T % 0 Vi vi ce, by
‘ssuing & PR F o RSy B Y08 asgh The erver k. ¢ h
card reader/witer200 20 and the radio base station 210. The card
readef / witicgee f § HSFAHFR: a device included in cash di spensers of
credit card conpanies and 11 WO 2(1113/070728 PCT/JP21111J3/111111 JJ
financi al instiRig. 6rshars theit aclils eegedt EQBORY. SHhe cdividedderiorit er
200 supplies power to the SDeX nenory card 400 and perfornms contactl ess

i nput / out pikfe W dyddier SDBX JRIOF Yakde Grit W Obhe ThiEzsabfl 4 eatiesturi drd 200 is
connected to the network. 5 Through the card reader/witer 200, the SDeX

renory C%‘[lgaéoaler efccreaig\fneesnt%c;a§eer \Qt%ﬁﬂsedor;l_?lv ic;dL‘ﬁg.tQ.ycst B@BI,ECOﬁgr, V@()S}OQOA
and 00C respectively.
10 Fig. 10 shows examples of a root directory entry and a
FAT for a file “EOB001.SE1”, which is divided to be stored in
a plurality of clusters.
Fig. 11 shows a structure of an API 10 (shown in Fig. 4).
Fig. 12a shows how a write operation toa file is performed
15 by the reading/writing handler 14, and Fig. 12b shows how a
read operation to a file is performed by the reading/writing
event handler 14.
Fig. 13 illustrates an internal structure of the API 10
with a focus on the characteristics of a deletion handler 16
20 (shown in Fig. 11).

4

Fig. 14 shows an example of a clear operation management

table.




The radi o base station 210 is disposed at the top of buildings and

t el egraph poles. The radi o base station 210 perforns data i nput/output by
air with tW2H/HB2Babl e device 10 300 of a nobil e tel epREFaPIYHE14he
radi o base station 210 is connected to the network. Through the radi o base
station 210, the SD portable device 300 al so receives EC services provided
by the EC server 100. The SD portabl e device 300 gains access to the SDeX
menory 15 card 4 0 O in such a nmanner that the SDeX nmenory card 4 0 0 is
connected to the SD ontablgldevi e %80 Bromsgr sof t war e ar the_like is
installed i n tHet%D Portakl &18% cE8 5061 188t FALETE BsBFOGEFHESaBled] to a
file system (hereinafter referred to as FS) of the SDeX nenory card 400

t hrough severf amrlbysbechaidiee biowskown2On Stk f11 k- system access i s
performed in such a manner that the SD portable device 300 i ssues an SD

command defi nedrity. are SR} nenordt Catigr£ 01 1 Nes tSRed M rdr yr 68¢ duA80oang
receives a response 12 wo 2uoal/ o~0~2s PCT/JP21111~4/00114:1 for the

comand f ) ta devi ce 300
bootstraﬁéggh%agﬁéggégggggé%%ﬁgﬁgﬂéggfh% Sgggéﬁﬁngﬁyfgéfd?igo is integrated
into the SD portable _device 300 so as to function as an IC card.. Here, a
hel i cdl antennd % Hur t€d2 5t AWt Her Backl Matratd e & RECSBAYSEt 861 Bhalevi ce
300. When the SD portabl e device 300 functions as an I C card, the helical

ant enna suppdieg/poineind rmemdber cadd reader/witer 200 to the SDeX nenory
card 400. In addition, the SD portable device 300 exchanges

conmand/ r esponsg; 4 o/ fg o ther IRReXCHERPT V1 L@ - 4900 Oaaf?ﬂoéé’&ﬁﬁédé)f%ponse
fromto the EC server 100 . To be specific, the SD portabl e device 300

encapsul a n EC co n romthe EC server,100 to generate an extended
SD connaﬁ%%f%ﬁl %ut%ﬁ§23¥ﬂ%ée§§%%ﬁ%dl% coF %%'to t he SDeXnmenory card 400

. Furthernore, the SD portable device 300 obtains an EC response from an SD
| S response fr did hel BoeXrenbkW caRr20bl LusieR bt PR sP¥Peetereespofise to
the EC server 100 . When the SD portabl e device 300 bootstraps the SDeX

menorly candl YO0l sar asubbhabtimey function as an | C card,

Fig. 20 illustrates an operation of the deletion handler
l6whenadeletionevent 1s generatedtoa file storedas described
in Fig. 10.

Fig. 21 illustrates an overwriting operation by the
not-command-executing handler 12 and the deletion handler 16.

Fig. 22 shows an example of a clear operation management
table relating to a second.embodiment.

Fig. 23 shows a procedure of a null—cléar subroutine
relating to the second embodiment.

Fig. 24 is a flow chart illustrating a procedure of a
backward hull—clear operation.

Fig. 25 shows a structure of a memory module relating to




they are in an "EC node" . Wen the SD portabl e device 300 uses the SDeX
menory card 400 as a storage nedium they are in an 20 "SD node" Wen the
SDeX nenorYO8M79B8 is in the SD node, it is used as anPSHIRMM#P4IEard. | n
the SD node, the SD portable device 13 WD 20Ua/ 070728 PCT/JP200~/11(111 a
300 is the host device of the SDeX nenory card 400. The SDeX nenory card 4
00 is used for storing audio and video data downl oaded to the SD portable
device 300 fromdistribution servers in this case. Thus, the host device
can playback the audi o,.and .video 5 data, which is stored in the SDeX nenory
card 400.alﬁo? If&gtfﬁ)%ér,‘e[}%’e SDeX menory card 400 is used as an | C card.
The SDeX nmenory card 400 is connected to the SD portable device 300 in the
EC node too. Hiiderb caEPrpbss Reyfernance Hef SDENagBnBLROEr dndobhak not
the SD portabl e device 300, but 10 the EC server 100 on the network. The
SDeX nmensfy areerREd). communi cates with the EC server 100 by peans of the SD .
portabl e device 300 to which the SDeX nmenory card 400 is connected together
W th the card ng .eﬁ&v‘iii@étf@@eé‘%%‘@%Ai@gtﬁrh?%%gfx%cglém%gpdaiéﬁth' S

way, noney transdaction Is executed between the menory card 400 and
the EC server 100. Since the SDeX menory_card 400 rel ating to the present
embod merfta FASIRD AR LLGR ST AE Al ARG LERT PP 2Ld CPHIRTRSEET8h of
storing delivered audio and video data, it provides nore conveni ence for

t he user.t&®gledere, the SDeX nenory card 400 gai ns access to the EC server

100 through the card reader/witer 200 in the EC node according to Fig. 1.

Alternatively, fihe SBeXnw0RYyseandt4e oEytyai fehdry WOiROthe 1HRMO0V28
PCT/JP2(I11a/ (1111114

relating to a fifth embodiment.

10 Best Mode for Carrying Out the Invention

The following describes embodiments of a semiconductor
memory card of the present invention. A semiconductor memory
card relating to a first embodiment is an SDeX memory card which
has a built-in tamper-resistant module of an IC card. An SDeX

15 memory card is, similarly to an SD memory card, used as a storage
medium for an SD portable device, and has a built-in
tamper-resistant module of an IC card. In addition, the SDeX
memory card 400 relating to the first embodiment (in Fig. 1)
can communicate with an external device in both contact and

20 contactless communication modes.

First of all, it is described how the semiconductor memory

card according to the present invention (SDeX memory caxd 400)
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access to the EC server 100 in such a manner that the SD portabl e device
300 accesses the EC server 100 through the radio station 2Z0 and the

net wor k. TH@20HI¢A ng part describes how t o manuf act ur ePEHEP2804/001144

sem conductor nenory card according to the present invention. The

sem conductor nenory card according to the present invention has the
internal structure shown in Fig . 2 and Fig . 3 and can be industrially
manuf actured. As shown in Fig . 2, a connector, a tanper-resistant nodul e
10 chip (TR d g .flash nmenory chip .2 having, a.capaci of .as .nmuch as
256 rregaIﬁt@%eér %gEﬁIié%e%%if ﬁ@l‘égeﬁI’@dﬁdﬁePB?gﬁﬁﬂgﬁcgaEaé%pgérct ding to
the present invention. There are various definitions as to tanper

resi st anéevikewsueh, agenebalede¢lephonas, oind amrd oSt CAVEECRTISS& to 15
be as follows . ( 1) Even if a TRMchip is physically opened, its internal
struct ur @ 1gartreidge iknews.. (2) riEven 1 fi 1an sehretleso g Relviicomedt Sn
irradiated to a TRMchip, its internal structure can not be known. 20 ( 3 )
There is_a:nankinear j data input to a TRMchip
and a pr B@els%gll Iltélgt i%rlr)éa&feIr)n%I'Io%& %%%??%?&4%@&%te%t data i s not obtained

t hr ough reverse operatjons 15 WO 2(1(14/070728 ,PCT/JP2,0114/(§)%;§L1144 based
on ar error of TPRp RPN ERE addd usttratese £Burf idhar dctHRTEHFES, 3he TRM 1
is resistant to various kinds of reverse operations . The foll ow ng part
descri besleatdwarie ebenents (HC) BerVRM 1005 aFcgrd Beateméit Heeh20dwar e
structure in the TRM1. As shown in Fig. 3, an internal EEPROM 3, an

external ameaBliy GARE @tatiich 4109 B dnis®y iR amduleRLiddM3do. a mask ROM
6, a CPU 7 are packaged on the TRM 1, to constitute a m croconputer system

he i I ' I d j ' I . Th
7 ar ocomput er SYECHE TR (ot pAKAREd LECe i 18 TSRy ER,

manuf acturing cost per unit area . The internal, .
card 400 card through the card reader/writer 200 and the radio

10 base station 210 and a network. Multiple EC application programs
operateon the EC server 100, and eachof the application programs
provides a unique EC service to the SDeX memory card 400. EC
applications operating on the EC server 100 are server
applications, and each of them provides a different EC service.

15 In Fig. 1, EC server applications for n kinds of EC services
are briefly expressed as S_APLl, 2, 3...n respectively. Here,
there are n kinds of server applications. The EC server 100
provides an EC service, by issuing an EC command to the SDeX
memory card 400 through the network, the card reader/writer200

20 and the radio base station 210.

The card reader/writer 200 is, for example, a device

included in cash dispensers of credit card companies and

11




EEPROM 3 in the TRM 1 has a capacity of 32 kilobytes . The flash nenory 2
showmn in Fig. 2 is hereinafter sonetines referred to as an external nenory
to be di stWRGKEE8fromthe internal 15 EEPROM 3. The eRCEIPAN0/Mamdr y
control unit 4 is a circuit exclusively utilized for the access to the
external flash nenory 2. The access to the external flash nmenory 2 is
conducted based on an SD command i ssued by the SD portabl e device 300. 20
The HHM 5 cl assifies SD commands issued by the SD portable device 3 00 with
reference to theiir conmand nunbers . The SD conmand nunbers are nunbers

from1 tdiMansradxddivdeddTimier LToCaEh Hedie tenfp a1 99 1 gard

PCT/ JP2U04/ (| 114~ or nore . Wien the SD command nunber of an SD comrand
falls w trheiadelr /amd tar 200 Hubp3 iest powvert he She chbe@nuenary hea sk tédrhal
menory control unit 4. Wen the SD command nunber of an SD conmand is (m+l)

or nore, 4 faep&%émgmo@iﬂ&t%s%ciﬁﬁa’eﬁagtwekﬂihﬁﬁtﬁgesbeﬁc ﬁéﬁéywﬁ&h into an
ext ended SD command, and outputs the EC command to the CPU 7. The mask ROM

6 prestor Jaya virtual chi ne, and applicatipn.progr.am n.the SDeX
menory cé@?i) 4 eb88trsdt FSB@gFf?gréﬁeﬁogﬁgﬁg %%%ec%@%%d:_% l.ée 560 sqtrrj%'p starts
froma 10 predeterm ned address in the mask ROM 6. Thus, the SD portable
devi c@ 30Briosigdcithgatagdt sepdernvirhéerC2ABdethghePePunemene Gatd 4P br ogr am
stored in the nask ROM 6. Fig . 4 shows a software structure of a portion
whi ch | s reerdtvielsutEed deyrvite sTasioRAES Nt HePWBT darvtdre TRM 1 (shown 15 in
Fig. 3). A portion circunscribed by a dotted line wkl is a nodul e

equi val ent 1o gRel GafRlA pakhe é@é&icﬁée 3¢ irg'\@%shés@dnﬁqwtﬁee%pv%@m to

an SD nmenory card. The portion of t TRM 1 which Is equivalent 'to an SD
menory card.includes the external nmory control.unjt 4 and. the 20 5.
The H M SH3eRsE’ g FREcrEnREi BTLES a7 8D Tt y PRSP 20aE 4Pt Lhe
function as a first contact between the SD nenory-card-equival ent nodul e
and t he p@rc,f@rr@seQQit@ai@ﬁpt/output by air with the SD portable device

10 300 of a mobile telephone type. The radio base station 210 is
connected to the network. Through the radio base station 210,
the SD portable device 300 also receives EC services provided
by the EC server 100.

The SD portable device 300 gains access to the SDeX memory

15 card 400 in suchamanner that the SDeX membry card 400 is connected
to the SD portable device 300. Browser software or the like
is installed in the SD portable device 300, so that a user gains
access to a file system (hereinafter referred to as FS) of the
SDeX memory card 400 through a user interface of the browser.

20 Such file-system access is performed in such a manner that the

SD portable device 300 issues an SD command defined by an SD

memory card to the SDeX memory card 400 and receives a response

12




17 WO 200a/ 0711728 nodul e. PCT/JP2011~L/ OO | 1:1:1 The |1 C-card-conpati bl e
nodul e haswg l"g%ﬁ{” tructure. In the |ayer structure, the internal EEPROM
is in the 4 éger (physical layer). An application PﬁT’é’F%%‘é’%*Apn 10
is 5in a layer directly above the layer in which the internal EEPROM 3 is.
The Java virtual machine 9 is in a layer directly above the layer in which
the API 10 is. An EC client application 8 is in the top layer . It should
be noted that the external nenory control unit 4 in the

S0 e S SO RERL ) S A8 P ol

r
simlarly to the interna OW ng part descrlbestﬁae
software structure shown in Fig . 4% the EC Cligﬁ% agiﬁlltei cation 8 , the
Java virt Wl%éﬂpr@@t%ﬁﬁa?ﬁéﬂﬁ??])ﬁ penaryrRargcd 49 %B%#(int?g‘ﬂrgn 8 is
one kind of EC application witten in Java, and gains access to the EC

server 103:ishddd dis angseragedhsntocthensSD Spockahliet deyecki 7S ssf aEC server
applications, which respectively correspond to different EC services,

operate aib i EGoHeREEan180, cahl i BbeeKi dse Df c&C 20cshhLnts applileeat i ons,
whi ch respectively correspond to different EC services, operate on the

g?ﬁfﬂ 2ot ighd r_%ﬁ'%q‘?is‘%ﬁ??q:‘?ﬁitnﬂetlséns %%?%%%W&} S 001144

respectively correspond to EC server applications on the EC server 100 (S
APL 1, 2,S3portale demeedA] ifdmctdnss &t iadh I b ridt&itfds @dmands
to/fromthe EC server applications on the EC server 100 through the card
r eader / warttemi20@upphd esagbwer from the card reader/writer 200 to the
SDheX memory card 400. In addition, the SD portable device 300
exchanges command/response to/from the SDeX memory card 400
10 and command/response from/to the EC server 100. To be specific,
the SD portable device 300 encapsulates an EC command from the
EC server 100 to generate an extended SD command, and outputs
the extended SD command to the SDeXmemory card 400. Furthermore,
the SD portable device 300 obtains an EC response from an SD
15 response fromthe SDeXmemorycard 400, andoutputs the ECresponse
to the EC server 100. When the SD portable device 300 bootstraps
the SDeX memory card 400 so as that they function as an IC card,
they are in an “EC mode”. When the SD portable device 300 uses
the SDeX memory card 400 as a storage medium, they are in an
20 “SD mode”.

When the SDeX memory card 400 is in the SD mode, it is

used as an SD memory card. In the SD mode, the SD portable device
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5 base station 210 and the network to obtain various kinds of EC servi ces
When an E @3@2& gecel ved from an EC server application i i ng
comand, t P&nt application 8 outputs the EC cor‘r‘r‘rﬁﬁy"?’é’of’ﬂ'é“APl 10

t hrough the Java virtual machine 9. 10 In addition, the EC client
application 8 gains access to the external flash nmenory 2 and the internal
EEPROM 3 based on a user's instruction in the EC node. The access incl udes
file access such as creating a file and performng read and wite

operationgd o d Rl hbgt éévl%% 3@van¥l shu3l @EBP}rnéa?d(a)@Ua%é’ ofMx

(registered trademark) in Fig. 4) converts ava anguage, i n which the EC
client ap ntQ native codes .of

Che cpu TR rerd habie lﬁ%éﬁ?lé&ﬁrﬁeaﬁu&man FeaRpdals qaniadel oo

fromto the external flash nmenmory 20 2 and the internal EEPROM 3 b_ased on a
command isxstibe By rosableCGievient3tpprrnadistr Boutiontdervansvenpgdris t he -
software structure of the SDex nenory card 400 has been described. 19 WO

Z00: ~/ 0~cRse PCHuER2004/ Bbst-dévike bagi gahybaerBthefatdieo exdierwiadled | ash
menory 2 and the i nternal EEPROM 3 is descrlbed inthe followng part. Fig.

5 sho ti]ae‘ | t Yodoand the internal
EEP 3 e ex erngr% drr%r?}oryé and r{i"ihngél Eﬁ%l EEPROM 3 have two

menory spaces , 1 and sm2 . The nenory space sm1 is accessible
fromthe CPU 7IlnntpﬁeE‘?prﬁe'aﬁ&eréB@XuIBe]B?r&nc%Féa ggrlﬁél%?‘?eﬂﬁ an
application 21 and an extended area for the EC client application 22. The
menory spdteasth ThesSheX asgidate chrdm tthes Smpordtzd sodewe 68 Bdtabtehout
going through 10 the CPU 7 in the TRM 1. The nenory space sm2 is

const i t Uty e anoauh hend ImakiR 2682 Eewandr 2 hiedrRidthaaiieat bpn ea 24.
The authentication area 23 and a non-authentication area 24 are nenory

areas of LSRRI a5 %o RNk At R AP§hithble device 300, but
10 the EC server 100 on the network. The SDeX memory card 400
communicates with the EC server 100 by means of the SD portable
device 300 towhich the SheXmemory card 400 is connected together
with the card reader/writer 200 and the radio base station 210.
In this way, money transaction is executed between the SDeX

15 memory card 400 and the EC server 100.

Since the SDeX memory card 400 relating to the present
embodiment has a function as an IC card, in addition to the
function of storing delivered audio and video data, it provides
more convenience for the user.

20 Here, the SDeXmemory card 400 gains access to the EC server
100 through the card reader/w/riter 200 in the BEC mode according

to Fig. 1. Alternatively, the SDeX memory card 400 may gain
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Japanese patent No. 3389186. 15 Fig . 6 shows the structure of the extended
area for the EC client application 22, the authentication area 23, the

non- aut henVPCAH0GH28r ea 24, which have a file system st rRCTIR004WEBEdi ng to
| SO I EC 9293 . However, the ISO1EC 9293 file system structure only serves
as an exanple and is selected just for 20 the sake of convenience. The
extended area for the EC client application 22, the authentication area 23
and the non-authentication area 24 may have other file system structure 20
WO 2110:1/1170728 PCT/ JP2110: 1/ %10_1 i-1-1 such as Un%ges Di %k For mat
(UDF) . GHRSSA F9 W 5elkishy v er #PPe By rbm BRPUEE U WidPeby PRIERIEh of a
fragnment is changeable and a start address and a data |l ength are shown in
entry i nfdewniatd 300 canrdrsanpheyEd se5vErel R ttdaatbe fatie k&akdos! i ent
application 22 is constituted by an area 22a on the internal EEPROM 3 and a

secure flash fiean2hadddke external flash nenory 2 . The secure flash
area 2 2b has partitions 1, 2, 3...... n, i a. file systemareas . On

, 0
t he ot her hand,.th rea .22a i he _i_.nt er nal ' 1 mast er
boot record anaphreeffeoralelr?giel%}gabﬁbgﬁf§resﬁé:%%)fa |§@(ag%ﬂaﬁ?w?%ggtﬁg Ice'l'éq%l, 2,
3. .. n) . Partitions in the extended area for the EC client application
22, the &AAHARNGRWHBHNEREEY282T &RFIHE HvhIUFRE RTIRM oA AFEL 198 -have t he
sanme internal structure. 15 Fig. 7 shows such a structure of a partition. A
partiti omhensémilesndupast nbmoryhmzatd sectoding tdoie présept dinverdtiionn t abl e

( FAT ) , aroot directory entry, and a user area. The partition boot
sector is A tall enthah,showsybphee ntdben 20 riggandane Fﬂg. pardid icem  The
doubl e FAT includes two FATS in accordance with ISO | EC 9293 . Each FAT

InC|Udesﬂ%l¥n Jgggféf¥§|%g£u éé%é%%df‘one_to_one 21

As shown in Fig. 2, a connector, a tamper-resistant module
10 chip (TRM) 1 and a flash memory chip 2 having a capacity of
as much as 256 megabytes are packaged on the semiconductor memory
card according to the present invention.
There are various definitions as to tamper resistance.
However, general definitions of tamper resistance appear to
15 be as follows.
(1) Even if a TRM chip is physically opened, its internal
structure canlnot be known.
(2) Even if an electromagnetic wave is irradiated to a
TRM chip, its internal structure can not be known.
20 (3) There is a nonlinear relation between length of data
input to a TRM chip and a processing time for the data.

(4) Output data is not obtained through reverse operations
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WO 20U4/ 07(1728 PCT/ JP200~1/UU114: 1 correspondence with clusters. Each FAT
entry indicates whether a corresponding cluster is used or not . If a
correspondWA@lel/i828r i s not used, the value of a FAT enPCyJPmogedii4dat "0O"
If a corresponding cluster is being used, the value of a FAT entry 5 is
set at the value of a cluster nunber that indicates link relations between
clusters, that is to say, a next cluster to be read after the correspondi ng
cluster. A dotted Iline ffl in Fig. 8a indicates a plurality of FAT entries
002, 003, 004, 005..... , included in_a FAT. The nunber given to each FAT

entry 10 RaN @pan gomtonest . inPuy afRcates a corresponding cl uster, that
is to say, a cluster nunber of a cluster corresponding to a FAT entry. The

root directory Bantause nof utlhesa fFlouwralcharaftéristird ri ekei ARA rloots
directory each of which corresponds to a file . 15 Each file entry includes

entries gfegfdddnNVEa+ NEILRELAY ¢ RATR AL SpdtdLiond]| bReEXTENSIN
showing a file extension of the file, "FI'RST CLUSTER NUMBER' indicaling a

cluster storing a start of the fil "FI LE, ATTRI BUOIE". i ndi cating an

attri but @3t es‘?‘i"’r]%‘?s"lﬁ'?’@’ﬁ?ﬁfﬁ‘ SiHyi t8ti hyTalti me at which the 20
file is stored, "DATE OF STORING' indicating the date on which the file is
stored, "FILE IFENGTRIshows Ehei hardvake & ey olintihe TRMeL . 28 sheyo
2011-t/11711728 PCT/JP2Ut1 :1/11(1114:1 In the user area, a file is stored
and t he simalgiest nidn i ntEerldlStIEERPROM dbf taf éxtheridR memdaryg.c@etrami cat es
a plurality of clusters 002, 003, 004, 005...... in the user area. The

nunbers iRl &, 8 12,5 Q03¢ 004 o@%ﬁe Q%Fa)o‘%? aOf8sk- rom) 6 2T& cpy

three-digit 5 cluster nunbers in hexadecinal ‘that have a purpose of

I dentif y|7ngrg %%%k%lgue%[ grrl thngqﬁdel ,a %gecscasnétoiéu ee g%;[i%r%rc%?nﬂuﬁ:e%ospgsutcérg d 'n

The internal EEPROM 3 is a readable and writable internal
10 memory. The microcomputer system, which is packaged as the TRM
1, exhibits a highmanufacturing cost per unit area. The internal
EEPROM 3 in the TRM 1 has a capacity of 32 kilobytes. The flash
memory 2 shown in Fig. 2 is hereinafter sometimes referred to
as an external memory to be distinguished from the internal

15 EEPROM 3.

The external memory control unit 4 isacircuitexclusively
utilized for the access to the external flash memory 2. The
access to the external flash memory 2 is conducted based on
an SD command issued by the SD portable device 300.

20 The HIM 5 classifies SD commands issued by the SD portable

device300withreferencetotheir command numbers. The SD command

numbers are numbers from 1 to m, or extended numbers of (m+l)
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units of a cluster, at the smallest, a location in the data area is

i ndi cat ed b% the cluster nunbers. Here, how a file naned EOB00O1. SEl is
stored i n WOrBWO74B8directory, that is to say, one exanpPET/FR0H1bE
storing a file is described in the followng part with reference to Fig. 9.
Here, "EOB" of "EOBOOL.SE1" is a short formfor an EC Qbject, and "SE" is
an extension nanmed after "Secure EC' . As nentioned above, since the
smal | est accessible unit in the data area is 15 a cluster, the file EOBOOL.
SE1 needs to be s oreqh n._t he daI%.area in_the snallesthy its o% a cluster.
The fil e OECHEYF: BRED the S EOWPARYBYmPREPF ARGHR FPIMERE B1%i ze of a
cluster, and each is witten into a cluster . Fig . 9 shows that the file
EOB001. SEindgn,dibeddiMivotpive theagherosnand dralihg exfernadluBeEpry0 si ze
and that the fragnments are stored into clusters 003, 004, 005, OOA and 00C
respecti vehyroll tintifkte 4f.i kg mOBBR1 SDSEbminS nldr agm@Riredraandsscbhedndbove, 23
WO 2U0:/(170728 PCT/JP20(1-4/111111 N4 a directory entry and a FAT need to

be set a Shauq '&F{q% E%asgﬂiﬂgélgbﬁg%’g ax?fﬂg ﬁ@%ﬁﬁ' @ha@lﬁ'&{ Bekary entry

and a FA 17I's Separa ored in a urality 5 of
clusters. Accordlng to Fig. since a start of the file ECBOOl . SE1 is
stored |ﬁa&SBPQ§F€¥“U633n@ﬁgenﬁﬁﬂ§$”éE@§?Ek ﬂ@@ﬁﬂﬁpq§%§%?$9 compgad
directory entry shows 003, i.e. the cluster nunber of the cluster storing

t he starto thec@®Ub& .seen fromFig. 10 that two subsequent fragnments of the
file EOBOO1l. SE1 10 are stored in clusters 004 and 005 respectively. The

cluster 003 stepbngalshe Eherd Pfedtirdd | £a-EOBPOELSEL macheseonds &e a FAT
entry 003 ( 004 ) . Here, the FAT entry 003 shows 004 indicating the

| t 004 - st th b t, .t h | t
st Sgh.sh a5 DRSSO o O BByl i D 1 vt

the FAT entries 004 ( 005 % and 005 ( O0A) .
the SD portable device 300, the bootstrap starts from a

10 predetermined address in the mask ROM 6. Thus, the SD portable
device 300 is activated to be in the EC mode.
The CPU 7 executes a program stored in the mask ROM 6.
Fig. 4 shows a software structure of a portion which is
constituted by the mask ROM 6 and CPU 7 in the TRM 1 (shown
15 in Fig. 3). A portion circumscribed by a dotted line wkl is
a module equivalent to an IC card. The rest of the TRM 1 is
a module equivalent to an SD memory card.
The portion of the TRM 1 which is equivalent to an SD memory
card includes the external memory control unit 4 and the HIM
20 5. The HIM 5 has not only the function as an SD memory card
but also the function as a first contact between the

SD-memory-card-equivalent module and the IC-card-equivalent
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These FAT entries shows 005 and OOA indicating the clusters 005 and 00A
storing subsequent fragnents. |If cluster nunbers in FAT entries are traced
according VO PR kI, fk2, fk3, fk4 and fk5, all of tRETAPHYWENHI 20
consisting the file EOBOO1. SE1 can be read. It can be seen fromthe above
description that the smallest accessible unit to the user area of the SDeX
menory card 400 is a cluster and that 24 wo 200~/ o~0~2s

PCT/ JP200: ~/ 110114~4 clusters correspond to FAT entries in one-to-one
correspond ence. A FAT entry that corresponds to a cluster storing an end of
an ECB fi %‘t Tiuster 00C in Fig . 9 ) shows "FFF" , which indicates a
corresponding cluster stores the |ast fragment of the file . 5 The

fol | owi ng part Thesdfilses & rompatidle mogtilenbapm lpyer pEFBCtYRSevERt is a
generic termthat represents an input to the APl 10, for exanple, an EC
command, the negsr rencecofirdarthear entdiesl upkPROMaBdis nputtiod sobhumi cation .
data. The APl 10 is constituted by prograns that start in response to an

event thaf, 10.0 §l ﬁ'ﬁ%ﬁ%{ﬁd QU § 9.18;&‘51% nEelrQac%U?ﬂPi‘)prggiém i's

called "dn eve 1Iust in Frg 11 that 'shows the

structure, of fhe API As_sho t he 1,0 i ngl vent
handl érs su@nla%er errr&f‘é:rﬂty 398]"?% Eaﬁﬁ et ﬂllce? Jﬁ@ %’g‘g%i% i ng
handl er 12, a tinmer handler 13, a 15 reading/witing handler 14, an
encrypti oh ey ThabPevisyviandad detkinenS hamdier Jl@ye'-rhéle@ehiwa@ﬂé@ygr S

handl er 11 anal yzes events that occur inside and outside of the APl 10, and

gener at estid WfRjed Ntrerial cievet Art accacdangerd thithe apsuitaviohhe
anal ysi s. One of 20 the nobst comon events t hat occur outside the APl 10 is

an EC co ﬁé l‘{:e% E)éytel}e FC &l %ﬂé@%‘h@% ??e eyfpe \éﬁnﬁleﬁaj? ySI S

handl er 171 éL al'yzes contents o conman ommand

control unit 4 in the SD-memory-card-compatible portion is

10 located in a physical layer similarly to the internal EEPROM
3.

The following part describes the software structure shown
in Fig. 4 (the EC client application 8, the Java virtual machine
9 and the API 10).

15 The EC client application 8 is one kind of EC application
written in Java, and gains access to the EC server 100 based
on a user’s instruction. Since multiple kinds of EC server
applications, which respectively correspond to different EC
services, operate on the EC server 100, multiple kinds of EC

20 clientapplications, whichrespectively correspondtodifferent
EC services, operate on the SDeX memory card 400. In Fig. 4,

it is indicated that EC client applications C_APL 1, 2, 3...n
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WO 2U() 4/07(1728 PCT/JP2(1(14/(1111144 indicates read and wite operations
to afile, the event analysis handler 11 generates internal events of a
file readi WQAYYPR§ event and a conmand start event. |fPERJRO0HHHIN
indicates file deletion, the event analysis handler 11 generates internal 5
events of a file deletion event and a command start event'. The generation
of these internal events causes an event handler for read and wite
operations to a file or an event handler for deleting a file to operate
respectively._ Th |-internal events.include an g .mh'g? i ndi es 10 a
procedur ele%%p%%t&gx Hardr & st%e'g% %%?%t%%pflcgan%%on%%e Iilo{r}g%\ikgént ) .
Wien an event handl er executing an EC command genes ates a conpl etion

e

event, theeeNRhtlhal §sABLhdndEer 314-ngut filkes Bgh BE ands porslel a1 &C
client application 8 which has issued the EC command . 15 The

not - comMessh @ acede e antian ds? teperaheShafmEn seererodpp beécat hens ewent
handlers in the APl 10 is executing a command. The driving period for the

not - co s sty Hg mnféh%ua,g @ bhe HLi iiéf‘,ng?{é.P% d oEnethei; svent

handl ers that execute EC comrands are nutually ‘exclusive. Wiaich Is to say,
the 20 nat-co d- executin ndl er, 12 operates if no other event handlers
oper ates SaS TR raHhI B TS PSR R PR L (e MRk P rfand. 26
WO 21111:4/070728 PCT/JP2011~4/ (111 | 1-4-4 start event is generated, and
tells a tEGreserniggen Wihen neasBfegdomnandbeeoesyedqiaiom @ Y exRiree i ned

time period. The event analysis handler 11 nonitors if the tinmer handler 13

tells a tap@Eriddti®0iss dethedhlied 6ofeane! thd BnelhgnepeElictyn 5 an
event handler to stop. Such a conpul sory stop is achieved by a stop event

by the evés%ht%ﬁ%lsy§£§ ﬁ@%@l‘nﬁ%njdlto the API 10 through the Java virtual

machine 9.

10 In addition, the EC client application 8 gains access to
the external flash memory 2 and the internal EEPROM 3 based
on a user’s instruction in the EC mode. The access includes
file'access such as creating a file and performing read and
write operations to the file.

15 The Java virtual machine 9 (JavaCard VM (registered
trademark) in Fig. 4) converts Java language, in which the EC
client application 8 is written, into native codes of the CPU
7, and has the CPU 7 execute the EC client application 8.

The API 10 reads/writes from/to the external flash memory

20 2 and the internal EEPROM 3 based on a command issued by the

ECclientapplicationB.Intheabovepart,thesoftwaréstructure

of the SDeX memory card 400 has been described.
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The reading/witing handler 14 reads/wites to/froma file on the external
flash mem)r% 2 and the internal EEPROM 3 when a readi ng/wrltln? event is
gener at ed WORMMOT928, shows how a wite 10 operation to ECTHPH#G0ME f or med
by the reading/witing handler 14. A wite operationto a file is perforned
in the follow ng manner. The reading/witing handler 14 receives the nane
of afile to which data is to be witten and the data to be witten 15 from
the EC client application 8 ( CAPL 1, 2, 3...... n) ( see Flg . 12a (1)

o hi ch the st Lossanuedinet aif e S%é#ﬁfﬁ%%em%é%%?ng e

handl er 14 fromthe encryption key table 15 (3). After this, the data

recei ved ¥rioarnak FRPRON ehtls2gegspiikast ilon tde( folhpping part3 Fig. B ) is
encrypted with the encryption key obtained fromthe encryption key table I5
(4), so ashdws behawliddetal nfarmde &fl €hé &xpern#i gfladRbmshomg Roand read :
operation 27 WO 211U4/07(1728 PCT/JP20114/ (1111144 to a file is perforned

by the r?ﬁ%ﬂﬂ%@&b&?%ﬂ:ﬁ% PRodhebrhd ﬂj&ﬁﬁeﬁ&@i Qrah@rtﬁé)lﬁtékhgl' s

perfornme ' owi ng manner. The readi ng/witing handl er 14 receives
t he name of e to be read fromthe EC cli on 8 (C APL 1,

a fi
5% 3" Sipsoll Lhege BremERaY GAeRasy fogd I7 InrrAtn. ok by onr y

2 (Fig. 32b (1)), an encryption key assigned to the file to be read
i s obt ai rEphde am tlhéseacegpsibhekbyondpie CRY (2in T RM He RBddmadea is
decrypted with the obtained encryption 10 key ( 3 ) , so as to be passed to

the EC cligmy appai&aticine8 ¢1{ePlaghl catdion 21 apd (o éxtendedarpa. The
encryption key table 15 shows the one-to-one correspondence between

encryptiof, keys fae £hl ﬁta?gP&}E,’?"fﬁ 2. A éﬁtyn%al@é/ &% geperated

by the readi ng/witing and regl stere the encryptlon key
table 15 when the EC client applicati on creates.a file. 9(gjﬁlsltere
a

encrypti FAPReSILPHe dremehs FhHBnC ke ?&B’Ilé’el Lrithertga wheH"a file

'S 10 the CPU 7 in the TRM 1. The memory space sm 2 is constituted
by an authentication area 23 and a non-authentication area 24.
The authentication area 23 and a non-authentication area 24
are memory areas of an SD memory card, and are explained in
Japanese patent No. 3389186.

15 Fig. 6 shows the structure of the extended area for the
EC client application 22, the authentication area 23, the
non-authentication area 24, which have a file system structure
according to ISO/IEC 9293 . However, the ISO/IEC 9293 file system
structure only serves as an example and is selected just for

20 the sake of convenience. The extended area for the EC client
application 22, the authentication area 23 and the

non-authentication area 24 may have other file system structure
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opened and read and wite operations are perforned to a file . The del etion
handl er 16 operates when a deletion event 20 is generated. Wien a del etion
event is gWRSIUEHT28, file entry, a FAT and a file entitJCHHPIR4/BUALL it ute
afile are overwitten by the deletion handler 16 with null codes , after a
cl ear operation 28 WD 20(1/1170728 PCT/JP2004/01111: 44 managenent table
is created. Afile deletion in the present enbodi nent indicates both
overwiting of an encryption key, a file entry and a FAT for a file, and

overwiting .of file entity.of the file, re, oyerwiting indi es
overwr i ti%%c%"’\ﬂa&”ﬁl ﬁffaig&)é% %OJEIBaELfIqD-ch)I 'ngn?rBﬁ?’ngpae aﬁ(al%q’cﬁl gjl?i nner
The deletion handler 16 prioritizes the former overwiting. Since the

| atter OEFSEER ifgucipne #bezpbynerheusthrot ésfragmentel s ghangepele
performed by other event handlers . However, according to the present

i nventi omandver Wiiatrithth dfrexd 1ded eat idaytf Olemgtl) &iéeshwhhcho eguires an
i mrense processing time, is confidentially and separately perforned in a

pl ural i tyir?fofﬂé%ic?x?ré&qsbe 1o shows the internal structure of the APT
10 with a tocus on the above-nentioned characteristic of the present 15

invention . As shown b narrowcw 1l in Fig._., 13, en del eti on event
i s gemerated, &R e%?ft%‘ﬁ%datail@r? ffaddie it t et 2Rp 32%1% H‘uelﬁel etion

handl er 1G and then witten in the nenory 3 in the TRM 1. A clear operation
managenentonsibl vusdd by aowreec? deidr ngeshotédndk BIOROM fredhd Sushcare| ear
operation 20 nmanagenent table is created prior to overwiting of a file

entry ancc@adifhricd obBedn kel S OEFhaDif 1idIemetveRt 2 hamd eesurkhel gxhst ence
of fragments that should be null-cleared and how nuch 29 WO 2004/ 0T0728

PCT/ JP20UAd D113 4 gt Afshd 1 © 425 ogD PUL 1 -F A0kl 2cGhgar

On the other hand, the area 22a in the internal EEPROM 3 includes

10 a master boot record and reference tables for partitions
(partition tables 1, 2, 3...n).

Partitions in the extended area for the EC client
application 22, the authentication area 23, and the
non-authentication area 24 have the same internal structure.

15 Fig. 7 shows such a structure of a partition.

A partition includes a partition boot sector, a double
file allocation table (FAT), a root directory entry, and a user
area.

The partitionboot sector is a table that shows information

20 regarding the partition.

The double FAT includes two FATs inaccordance with ISO/IEé

9293. Each FAT includes a plurality of FAT entries in one-to-one
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managenent table has been created, the not-conmmand-executing handl er 12,
the reading/witing handler 14 and the deletion handler 16 overwite X
(unit | engVRPMNNER8of a fragment (as 5 shown by arrows RETIBAM4/001)44ni t h
reference to the clear operation managenent table. After this, the clear
operation nmanagenent table is updated . As indicated by the arrows ncl and
2, files stored in both the external flash nenory 2 and the internal
EEPROM 3 can be null-cleared in the present enbodi ment. Here, 10 however,
only a null-clear erati, to a file stored in the,exterpal flash menory 2
s descr 68T HHPIRGR 814 4 T Lo PR PbbT SO RO ACRUP P Ve
operation can be perforned whether a file entity for a file is fragnented
or not i @& qdiereseeeninerbodiardts uset or nedwelier cogregPeRAing|ekitstodser at i on
which 15 is perfornmed when a file entity for a file is fragnented to avoid
a cunber semndlesesé@f | ORe. vh1Eer offhisS FeRsOmsry aigi keteati ty” i stcaherently
replaced with "fragnments” in the followng part . ) Fig. 14 shows, as an
exanpl e, i i nage t ) l.ear, oper at enent
tabl e i s%&%%oﬁq{ggt&%%gg%r g?i%ﬂ%‘? '?%’c%f S elcryeagrlllee- ?g-%nﬂéﬁfclorregondence
with fragnments. Each recard has four entries : "VALID FLAG' that.  shows

whet her éfbéﬁﬂé§ﬁbﬁHFh§Q%%®ﬁﬁhPWQQWﬁﬁ%@IEP@&FédjEﬁl&ﬂﬁiﬁﬁﬁ?%dﬁﬁﬂ%tely 30
WO 200-1/0711728 PCT/JP200-1/ 01111 ~4 cl eared; "START ADR' indicating a
start addedssiaging hetiveagnehtsteCEEAREDE ADR't0 sdivcati ngxt cleated twldr ess

t hat shows how nuch data of the fragnment has been null-cleared, if a clear

operati opd @chieaftagneht dsriad domyingneh oM} ARRgocRdacat hagran and 5
address of the fragnent. The deletion handler 16 sets the val ues of START

ADR and D ADR based qn the addres. S i he e- ti d FAT or
file ent E;IL 9 'Tr%‘ elvr}edﬁltcagcneaﬁ ys ipg%raaﬁlcﬁscg Oﬁ?ﬁtAﬁlgtqr%%}r%reasn -execut ng 4:ft’ndl er

12, the reading/witing handler 14 and the deletion 10 handler 16 in the
APl 10 atoé)5gene1rfé-‘t]éﬂi%£ i i BT -pridYr SHERHAIIHERT ofIn §RIE St 2R EHBWN i n
Figs . 15 ; 16 , 17 , 18 and 19 in conputer |anguages . Figs . 15, 16 , 17
antb 18 (&oe f bow, ched t ©03.L.ysindicages a corresponding cluster, that

is to say, a cluster number of a cluster corresponding to a
FAT entry.
The root directory entry includes a plurality of file
entries in a root directory each of which corresponds to a file.
15 Each file entry includes entries of “*FILE NAME” indicating a
name of a file, “FILE EXTENSION” showing a file extension of
the file, “FIRST CLUSTER NUMBER” indicating a cluster storing
a start of the file, “FILE ATTRIBUTE” indicating an attribute
of the file, “TIME OF STORING” inaicating a time at which the
20 file is stored, “DATE OF STORING” indicating the date on which

the file is stored, “FILE LENGTH” indicating a data length of

the file.
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procedures of the event analysis handler 11, the not-comuand-executing
handl er 1 the reading/witing handler 15 14 and the del etion handler 16

2
respectiveVP 294470728 19 i s a flow chart showing a procedRFEIBFOLOHIH _ o ear

operation . Anull-clear operation indicates overwiting X bytes of
fragnents with null codes. Since a null-clear operation is executed by the
not - conmand- executi ng handl er 12, the reading/witing handler 20 14 and the
del etion handler 16, a null-clear operation is considered to be a

subroutine. Fi [ flow charpt. Ll]lustrati cedur e 31 WO
21104/ 070728 P /%Eﬁo‘gs:%&rf\%‘mg Eé%ﬁtl%ﬁéi%%d;gﬁgng\[‘%r%fﬁ% ‘Is’{lgcps S101
to S103 in Fig . 15 forma |l oop procedure for scanni gg an event. This | oop
procedur &5 ttet AcRoe@Xtidensf2 eve Rt docku e chd est 2 P L8IPH L tvhet her

operations by 5 the reading/witing handler 14 and the deletion handler 16
have beewmfcoipketed (0he GBixp 09402 0S5andimigidhesetrherpa ocBimaimgientshe ti nmer
handl er 13 has been conpleted (the step S103). A procedure of the steps

from S104 . $; S1Q 5050 s PELLOTEES, o6l NGoPL Pl ENCErOf AR RNAI event
is detected in the step 10 5101. In the step S104, an event analysis is

condugted .to judge whet her an external. event is an EC ¢ nd .qr._.not and,
TR | A R IR R et Rrbe e oS SE g T Y

anal yzed. If an external event is an EC conmand that instructs 15 read and
wite opeesh gdgisttera Silngeomaaas sexicertie datas lpneandrsy cenduedied sin o say,
a reading/witing command, a reading/witing event and a command start

event ar eingeneiodt ed dlusterst er $HIS smallHE), & heduthcadure tife tdwetevent
anal ysis handler 11 goes back to the | oop procedure of the steps S101 to

S103. 20 IgeaaQ§@5§ir%t§§<% e adrzl,lgtqhecéc?mr@at instructs deletion of a

file on the externa nory IS to say, a deletion conmand, a

del eti on event _and a.comma start 32 .
Here, how a rT:L(:lee named EOBQ001.SEl1 is stored in a root

10 directory, that is to say, one example method of storing a file
is described in the following part with reference to Fig. 9.
Here, “EOB” of “*EOB001.SEl” is a short form fof an EC Object,
and “SE” is an extension named after “Secure EC”. As mentioned
above, since the smallest accessible unit in the data area is

15 a cluster, the file EOBO01l.SEl needs to be stored in the data
area in the smallest units of a cluster. The file EOB0O1l.SEl
is first divided into fragments each having a size of a cluster,
and each is written into a cluster. Fig. 9 shows that the file
EOB001.SEl is divided into five fragments according to a cluster

20 size and that the fragments are stored into clusters 003, 004,

005, 00A and 00C respectively.

If the file EOBOOLl.SE1 is fragmented as described above,
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WO 20U/ 070728 PCT/JP21111~/01111: 4~ event are generated (the step S108).
Then, the,&r%§§2gnf of the event analysis handler 11 goes back to the |oop
procedure oP P28 s S101 to S103. 1 f an external eveRCTAPHWY/ 4N t he
above exanpl es occur s , 5 an operation corresponding to the event i’
performed ( the step S109). Then, the procedure of the event analysis
handl er 11 goes back to the |oop procedure of the steps S101 to S103. The
steps S110 and S111 are perforned when the procedures by the readi ng/ w
iting handler i 6 e be ed. In

t hese ster%;s@%%ét%feésﬁp}grnggﬁ égtr};%ﬁt %ﬁt%% %eggc??e%%) %g%"?l?g{l ie%lngB t hat
has i ssued a conmand, and a conmand end event is generated in the APl 10.
The step:§}12 is perforned when the timer handler |3 tells a tine-out. In
this step, a stop event is generated. 15 Fig. 16 is a flow chart
illustrating aFiocéduskows, Elseanoctxaupimnc: dkeeotdny dmamny emdl2. FAhe steps .
S1 and S2 forma |oop procedure, in which it is checked whether a command

start evefed xgeFanat edpootihemst e Siphrafdiphetbeeqai sl £351.0PL1 Aty on
managenent table exists (the step S2). It is judged whet her 20 a clear

operatio | xi st.s ar. not in the step, S2, in_every.cycle of

t he s% eps%)g%qg%?%?’ %?:%é) e rttgpg{’lgt'i g‘ﬁ’nﬁﬁﬁﬁ%n%ngt?ﬁagfe%%t |

nul | -clear _subroutine is called (the 33 WO 2(1(1-t/07(1728

PCT/ JP20(ERR oS EL18 5deres) in pglaistrie i) thhey  BEIR$ST TER FHMBER"

not - command- executing handler 12 is perforned in an idle period during

whi ch no eattheyr isventrdwndlierectopey adret ryl Neia@f«or@) 3 evere t hitughcldstekes | ong
to overwite a file due to the property 5 of a sem conductor menory card, a

user is RmRAt Rer eghdy1Be hengbhiiAgSehe start. It can be seen from

S

Fig. 10 that two subsequent fragments of the file EOB001.SEl
10 are stored in clusters 004 and 005 respectively. The cluster
003 storing the start of the file EOB001l.SEl corresponds to
aFATentry 003 (004). Here, the FATentry 003 shows 004 indicating
the cluster 004 storing the subsequent to the start. Inaddition,
the clusters 004 and 005 storing two fragments subsequent to
15 the start correspond to the FAT entries 004 (005) and 005(00a).
These FAT entries shows 005 and 00A indicating the clusters

005 and 00A storing subsequent fraéments.
If cluster numbers in FAT entries are traced according
to arrows fkl, fk2, fk3, fk4 and fk5, all of the fragments
20 consisting the file EOBO0O1l.SEl can be read. It can be seen from
the above description that the smallest accessible unit to the

user area of the SDeX memory card 400 is a cluster and that
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Fig. 17 is a flow chart illustrating a procedure of the reading/witing
handl er 14. An encryption key corresponding to a file to which read and
wite oper‘ﬁpizﬁﬁ‘é""%zg to be perforned 10 is obtained fronPEHEPERAYEH on key
table 15 in the step S20. It is judged whether to performa wite operation
or not in the step S21. If a wite operation is perforned, data fromthe EC
client application 8 is encrypted with the encryption key obtained in the
step S20 (the step S22) and the encrypted data 15 is witten in the secure

flash menpry..2 (the ste t.he. ot her hapd, i i n the
st ep SerTcFlr%%ea B T a%f“%épéég éxtgi]%rhtlfjseﬁ bn88epgrgf 8%%55’%5#?33%{ ed éc[at a that
is required by the EC client application 8 is read fromthe secure flash

nenory 2 X tHd @Gegnidpt meerasiopsiedad £1vsieT sER20S Fe e 1 ash

menory 2 is then decrypted using the encryption key obtained in the step
S20, and zxaBeBdf il {beuECee|(ENLnapPpy | Gt slpowS “FERe , stlepcb2mndi@Gdtes WO
211(14/070728 PCT/JP2(1(14/11(111-4-4 1t is judged whether a clear

operation %%%%%Bﬁihﬁb{:fu%ég St8FeB0nd NahershgReRR0or the N1 €ar

oper ation nanagenent table exists, the procedure iS conpleted. However, if

a clear operatign enent tagble exists, .a null-clear raf | |{S 5
perfotned in tﬁg‘esg‘gﬂf 19 B %‘?§SF§1 °F| e éﬁgPF%PFFu%f)&g]ﬁ %ngdp‘r ocedur e
of the deletion handler 16. Firstly, records are generated in one-to-one
cor r esporiiarece an ©ivehit! ésf 2 agarArici herhethaerepresames \al uePwE START ADR
and END ADR in each record are set at 10 the values of start and end

addr essexHf ART Q01 rRSPOLshPDe f ianerd cogenl , itheldwowtgn & 2 £ . habldvarad ue of
VALID FLAG in each record is set at "1" indicating that a correspondi ng

L;gﬁn}sgégir@él}?%gti antead[%ce]liif1 Iuttjé;eoo]?tt e st efratt-ga d%?éeoghagﬁgg g
_ _ : ( pondi ng 15
encr ypt | GiPORSA TLDT SO i AJ Bh2kby e BFFEERERGGH 6V aEFI TR o be
10 occurs inside and outside of the API 10. Such a program is called
“an event handler” and illustrated in Fig. 11 that shows the
structure of the API 10. As shown in Fig. 11, the API 10 includes
event handlers such as, an event analysis handler 11, a
not-command-executing handler 12, a timer handler 13, a
15 reading/writing handler 14, an encryption key table 15, and
a deletion handler 16.
The event analysis handler 11 analyzes events that occur
inside and outside of the API 10, and generates an API-internal
event in accordance with the result of the analysis. One of
20 the most common events that occur outside the API 10 is an EC

command issued by the EC client application 8. The event analysis

handler 11 analyzes the contents of EC commands. If an EC command

25



deleted is deleted in the step S15 . This deletion of the encryption key
makes it inpossible to decrypt the file. 20 After a file entry is

nul | - cl ear¥8 2M#4’A@8st ep S16, it is judged whether a st oBCEANBHO4/PY144
generated or not in the step S17. The procedure of the deletion handler 16
is termnated 35 WO 2(1(1~t/070728 PCT/JP2011~/(1(111~~ when a stop event
is generated. If a stop event is not generated, a FAT is null-cleared in
the step S18 . Since a file entry and a FAT have been null-cleared at this

stage, fr.agnment it ut i i nti_t fe.g fi | ink

rel ations eérhe e %%%é\ agllﬁi ]ﬂlg%/egoégc%gr?g O(%‘lss%oo%gelcteéd{lf? g%gg‘\a% other. After

this, it _is judged whether a stop event is generated or not in the step S19
1f a st L1 genprrred ddtammelpryentaref of T1he TRAGHIBA R ®r 16 is

termnated. If a stop event is 10 not generated, fragnents of a file are
nul | - cl eavetht reridier stcama®20.sthotd everge t i fS,art IBE prayoedud eirofiddieesst eps
S19 to S20 is repeated . In this way, overwiting of fragnents by the

del eti on mandhel etfoh$ 1GRNEVEHE GO Yd 14 Rankl BB NaBdbeb+d3 {iptddnfy 15
time-out. Fig. 19 is a flow chart illTustrating a procedure of a null-clear

broutine. The first. d ds whi ch h | f VALI D FLAG
bei ng sel a4 0% 8 LR € ORI r6EET a0 1 o B RekieVERe: ThSiuges

whet her a data |length 20 froma cleared address to an end address is |onger
or short &enarpdrien @fi tthessytimtennp @ e@iihcansgent L hdanmiian after
the step S31. This judgnment is made in the step S32. Which is 36 WO
2110: 1/ O &2 & XAl /ati f-iltel Bpkratlidns to a file or an event handler

for deleting a file to operate respectively.
The API-internal events include an event which indicates
10 a procedure by an event handler has been completed (a completion
event). When an event handler executing an EC command generates
a completion event, the event analysis handler 11 outputs an
EC response to the EC client application 8 which has issued
the EC command.
15 The not-command-executing handler 12 operates when none
of the other event handlers in the API 10 is executing a command.
The driving period for the not-command-executing handler 12
and the driving periods for other event handlers that execute
EC commands are mutually exclusive. Which is to say, the
20 not-command-executing handler 12 operates if no other event

handlers operates.

The timer handler 13 starts measuring a time when a command
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to say, it is judged whether an address obtained by adding the unit length
X of overwitin o the cleared address is smaller than the end address of
t he recordwg).m"g‘”f’ﬁé judgnent is affirmative, the steps BEBIPWHEMII4Y, o
subsequently perforned. 5 In these steps, the external nenory control unit
4 is instructed to overwite X-byte data starting fromthe cl eared address
in a corresponding fragnment (the step S33) . Wien the overwiting by the
ext er nal _menory control unit 4 is conpleted (the step S34), the cleared

s oI e, Gl B B, 2

dat a Iength fromthe cleared ress en onger an the
unit length é the steps S36 to S39 are perforned to deal with a surplus
data | ength™ A‘B%%?fa?%ge%a H&s & Srefstermdngsi timengerivdi sThengeeRed so as
to be equal to a value 15 obtained by subtracting the cleared address from
the end adBré¥8igtiendlen IS3GoniAfdamy itthithe ittimes hastilect 28 tellbea
external nenory control unit 4 that an X-byte data starting fromthe

cleared atilnessuts syesawridticd ahid vyl o Sa(iéﬁ?@g%pog ation VN the
overwriting is conpleted, the value of VALI D FLAG record S is set

at "05 (the ] dg ether the val ue of, VALI DFL is set
at "0" in al(%‘;&?t %drleecﬂoﬁt %t thgglsyﬁ 4GP FOER S fﬁ@gh%n?c?%e
affirmatiyve, the ocedure 37 WO 200: 1/ 070728 PCT/JP2t 10~/ 11011 ~: ~ goes
to the st'®h B4TTORMMRBYIRY BY cHaarevprt Anaky vhnagenéherthble is del et ed
Here, the operations by the not-comuand-executing handler 12, the

readi ng/ writi ngrhﬁanda@ingAwairdin@haddﬂetrimé‘@cﬂkd,l/\eriﬁeé6ot/ﬁrdmlaeﬁf1@ file
whose file nane is EOBOOLl. SE1 stored in a root directory are, as an

exanmpl e, slesoid kedWnkh E@E@heﬂﬂéﬁoi Fi 'a‘lﬁi 22 30¢etha1Fkapraft 813 rat es a
root directory entry and a FAT for 1he file after an operation by t

Stored 10 Sedeea MEabiPEERIE 15 b PP efl e sl st %Smh“qaete .

10 operation to a file is performed by the reading/writing handler
14.

A write operation to a file is performed in the following

manner. The reading/writing handler 14 receives the name of

a file to which data is to be written and the data to be written

15 from the EC client application 8 (C_APL 1, 2, 3...n) (see Fig.

12a (1) and (2)). Inaddition, anencryption key which is assigned

to the file to which the data is to be written is obtained by

the reading/writing handler 14 from the encryption key table

15 (3). After this, the data received from the EC client

20 application8 (C_APL1, 2, 3...n) is encrypted with the encryption

key obtained from the encryption key table 15 (4), so as to

be written into the file (5). Fig. 12b shows how a read operation
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"EOB001. SE1" is generated, a clear operation nmanagenent table for the
fragnments of the file is created, and FILE NAVE, FILE EXTENSI ON, and FI RST
CLUSTER NYWRE®4@2¥ es of the file entry for the file anBCEM2U4{NIEs 003,
004, 005, OOA and 00C are 15 overwitten with null codes. After this
overwriting by the deletion handler 16, an operation by the

not - command- executing handler 12 starts. Fig. 21 illustrates the root
directory entry and the FAT after the overwiting by the

not - commaryl-£xeci 119 fand : We! i nce the
cl ear operation rranl;%errent ﬁeb?lg’fg?@ﬁ%é{@a’g‘%ﬁ%%&%ﬁ I%Egh%ls%een
created by, the deletion handler 16, the clusters 003, 004, 005, OOA and 00C
38 WO 14/ UrUr28 PCT/ JP20U4/ UUll1l4a storing the fragnents have been
overwitten with null codes. As described above, if an EC conmand i ssued by
the EC client #ppPReéaeremaBiondta actiléils rdelfetimed ia bbelfalllemwimgper ation .
is continuously perforned by the deletion handler 16 until the 5 tinmer
handl er hiddredd s Thd irexdiig /witie: ORE A AOE011 4 heedlelald ammdandherof6 is
termnated in accordance with the occurrence of the tinme-out. Accordingly,

a ting periqdJ wr?teh%e'aasy@eﬁe}tﬁgnﬁg Eﬁ&gg;%@pzbggﬁb&%

i
application 8 to the Issuance o cCTresp e evenfé'ana yls’l S
handl er éé an be shortened . 10 This enables a processing tine required
S

for procégsPmg?an SRR CDEadRoi el THnk thereslemeel Has

frustrate a user of the EC client application 8. Overwiting |oad of data
of the fimlemonyaR (&b nd2bbédn) nudn enlceyped opekely sagh ijrist] ticothe figld or ned
by event handl ers 15 other than the del etion handler 16, such as the

not - conaed pexeeutd A BpedigEd12randth8CehAFbPILNI LY Nealtpadi £r i, in a
plurality of idle periods. Therefore, overwiting of a file entity can be

Com! e edaSe e POAISIAES 8 WSRRLR G LR I e g ocecure
ti n"310 key (3), so as to be passed to the EC client application 8 (C_APL
1, 2, 3...n) ((4) and (5)).
The encryption key table 15 shows the one-to-one
correspondence between encryption keys for files and file names.
An encryption key is generated by the reading/writing handler
15 14 and registered in the encryption key table 15 when the EC
client application 8 creates a file. Registered encryption keys
in the encryption key table 15 are referred to when a file is
opened and read and write operations are performed to a file.
The deletion handler 16 operates when a deletion event
20 is generated. When a deletion event is generated, a file entry,

a FAT and a file entity which constitute a file are overwritten

by thedeletionhandlerl6withnull codes, afteraclear operation
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and each fragment has a large-sized data. In addition, an encryption key,
which is vital for reading 39 WO 2UlI 1~/ 070728 PCT/JP2U114/WUJ 11 ~.1 an
encrypt ed WO2804/478728y| | -cl eared in the very first place. PGREP2OPHIB 1 4Heven | f
a user violently pulls out the SDeX nenory card 400 fromthe SD portable
device 300 in the mddle of the deletion procedure by the deletion handl er

16, the encrypted 5 file is still sufficiently protected. (Second

Enbodi ment) According to the first enbodi ment, overwiting of a fragnent
with null codes | er? f.or med fr sta(r;rti_ glr oward an_end address of
the fragMditdd olg &W& (ﬂ ng' t&le PS&ES

enbodi nment , overwrltl ng is not only perforned in a forward direction but
al s0 in emendioen tdiiffdicarie srhater ovepinvy itizg sifowd @nAYyRRIOR &Feva cl ear
operation nmanagenent table relating to the second enbodi nent. As shown in

Fig. 22, dl¥iad es@r§ ahdt herhabkeragddiii@paddy dasrvani ehid Yoiofa EFEAR METHOD
In the entry CLEAR METHOD, one of FORWARD, BACKV\ARD EVEN ODD and

DD/ EVEN J thg LCL VE AV g@éﬁl‘?@, writing
of a fragner?’[%%tm tﬁ&q{% ﬂcodes%%l@s O;‘B er @%r or'iie cfar om a clear eg\ﬁ%dr ess

towards an end address 20 as in the first enbodi nent ., Wen the

MVETHOD ety Pyldeeodes BACKARRD, cd¢atnr PEithy 3 B2peiFBLAE Y a K eear ed
address toward a start address. 40 WD 2110/11711728 PCT/ JP200~/ 0011-4-4
When t he GRIRAR dVERHOD1emt 1§ nisiesit e EVEN ODBped ateexwr Eving n@iveeed
addresses is first null-cleared and then data at odd-nunbered addresses is
nul | - cl eanRd 1br@@racGkedrediaddiegsit-evasfl &bl AP RESssing time,
it may be performed by other event handlers. However, according
to the present invention, overwriting of a file entity for a
10 file, which requires an immense processing time, is
confidentially and separately performed in a plurality of idol
periods.
Fig. 13 shows the internal structure of the API 10 with
a focus on the above-mentioned characteristic of the present
15 invention. As shown by an arrow cw 1 in Fig. 13, when a deletion
event is generated, a clear operationmanagement table is created
by the deletion handler 16 and then written in the memory 3
in the TRM 1. A clear operation management table shows how
overwriting should be performed. Such a clear operation
20 management table is created prior to overwriting of a file entry

and a FAT in ordeﬁr to inform, of other event handlers, the

existence of fragments that should be null-cleared and how much
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5 When the CLEAR METHOD entry is set at ODD/ EVEN, data at odd-nunbered
addresses is first null-cleared and then data at even-nunbered addresses is
nul | - cl earv®d 20H#79738 cl ear ed address toward an end addr esBCT/APa0&n 14t hod
for fragnents may be selected in rotation 10 by the del etion handl er 16.
More specifically, a forward null-clear operation nmay be selected for the
first fragnment, a backward null-clear operation for the second, an even/odd
nul | -cl ear operation for the third, an odd/even null-clear operation for
the fourth. Furthernmore, forward, backwar 15 even/ odd and odd/ even

d,
nul | - cl e8P t8p&fad drisi ey HePeet eRt bl ¢ hapteti valy af 61l ke OPEEA 127

subsequent fragnments. Alternatively,a clear nethod for fragnents may be
sel ect edmanagamgorn thbldehaik| beemnduatradrbents icdmcbmmandl -axe cgdrieggat ed by
the deletion handler 16, and a null-clear operation is 20 perforned in a

clear mehhed)erdhoat @GhcDY QMM nf/wirl € 1 YRR YDTEOVRIG theC ld@aketTRithod may
be determ ned according to a paraneter received fromthe EC client

application.8. 4 WO_200/ 070728 PCT{ JP2004/ 114~4 Fig. h a
procedur a&fﬁgrnilsl O¥FESF lé"&bgoﬁ'tl?ﬁ% 4%?%“1?19%%% h%#saec%ﬁ&%%r%cogzg%ent

The f first record anong records which have a val ue of VALID FLAG bei ng set
at "13 i showndeY aFreysanfeéctd 238 With referepcs3te theec L ARPRERHAOent ry of
the 5 record s is referred to in the step S51. If the CLEAR METHOD entry is
set as FoRMABBmeatntibblel.eaftepethis pnthe diesd0ropesrd tni dihaasagemsnacedur e
as the steps S32 to S40 shown in the flow chart of Fig. 19 in the step 50.

If the Ck%ﬁ?ewﬁgk@ase%ay AS £8di @S RAYOMER Gt-heywst 881 100 $F58) £1a Jaul |

clear operation is perforned in the procedure described in the flow chart

of Fig. 24 (the.step.S6Q). If the R METHOD entyy i et .as EVEN ODD
(the steft8 Ela) in g’&til %‘%%ﬁ-ﬂ&?&ﬁ&%&e&?&é’s Zr;ﬁnéf t;"ecll ire&?a%dr ess
is null-cleared (the step S55) in the sane procedure as the 15 steps S32 to
S40 in t BEPROMWS char tbe iy clemrad igathegpresent embodiment. Here,

10 however, only a null-clear operation to a file stored in the
external flash memory 2 is described here to avoid a complicated
explanation. A null-clear operation can be performed whether
a file entity for a file is fragmented or not in the present
embodiment. Here, however, only a null-clear operation which

15 is performed when a file entity for a file is fragmented to
avoid a cumbersome description. (For this reason, “afileentity”
is coherently replaced with “fragments” in the following part.)

Fig. 14 shows, as an example, a clear operation management
table. A clear operation management table is composed of a
20 pluralityofrecords inone-to-onecorrespondencewithfragments.

Each record has four entries: “WALID FLAG” that shows whether

a corresponding fragment is being cleared or has been completely
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even- nunbered addresses is conpletely null-cleared (the step S56 ) , data
at odd- nunber ed addresses after the cleared address is null-cleared in the
step S57 i WOHVWERE procedure as the steps S32 to S40 i RCTHR0p4/MMAEhart of
Fig. 19. 20 If the CLEAR METHOD entry is set as ODD/ EVEN (the step S58),
data at odd-nunbered addresses after a cleared address is null-cleared (the
step S57) in the sane procedure as the 42 WO 2(10/ (1711728

PCT/ JP2004111(1 11-14 steps S32 to S40 in the flom/chart of Fig. 19. If data

at odd-nu ad S .C t.el I'l-c red step 559 ) , data
at even- ng?%%?%% gﬁﬁéagégkaﬁf%ﬁBFﬁé @xéﬁﬁéﬁt %ﬁﬁ?ggqﬁﬁ1% %9%%?%d in the
step S55 in_the sane Procedure as the 5 steps S32 to S40 in the flow chart

of Fig. |9CLERRED ADR's iadficakigiartcliednad nddinessathabctiurse how mugackwar d
nul | -cl ear operation. Wien conpared with the null-clear subroutine

descri beddaha Eifgthd ¥ ragmeeitaha sbdaet MRED- 81 84 a6l , adUs @S%aaNGp&Pa €6h addr ess
is reversed in the backward null-clear 10 operation. It is judged whet her

an addr esg,0pt @i ﬁfggfpan»@upyﬁgiwg}(t hgnaveﬁieﬁlgbgl YRgt ol £ngd ha%% gma

cleared address i's Targer than a start address a recor in the step
affirmative, the external nenory control unit 4 is

f h i
Chst r ot eBUEEESY BV RE S TRIBFEE GBS SRS ian RERRbES HOSEERE RS BhiRF

address-X) of a fragnment in the step S62. If overwiting by the external
menory co®f rYTARRADK angl EYRpAPRedaged hen sthep a8 gssest ssatkdaipdtlzeldr ess
is renewed to the address of (the cleared address-X) in the step S64. If an

addr ess (abevetmanetonsdr eas-bhesoveranttyng unit 20 length X) is smaller
than a start address of the record s, the unit length X is converted so as

L e et o yggebaamglgyh%&a% 163°U N9 AOE-SoRtAnddtEss{f9m the

cl eared addres
handler 12, the reading/writing handler 14 and the deletion

10 handler 16 in the API 10 are generated by writing programs that
performprocedures shown inFigs. 15, 16 ,’ 17, 18 and 19 in computer
languages. Figs. 15, 16, 17, and 18 are flow charts illustrating
procedures of the event analysis handler 11, the
not-command-executing handler 12, the reading/writing handler

15 14 and the deletion handler 16 respectively. Fig. 19 is a flow
chart showing a procedureof anull-clearoperation. Anull-clear
operation indicates ovérwriting X bytes of fragments with null
codes. Since a null-clear operation is executed by the
not-command-executing handler 12, the reading/writing handler

20 14 and the deletion handler 16, a null-clear operation is
considered to be a subroutine.

Fig. 15 is a flow chart illustrating a procedure of the
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WO 2004/ 070728 PCT/ JP2004/ 0011 step S65 ) . Then, the external nenory
control unit 4 is instructed to overwite X-byte data fromthe start

addr ess wiWwea2p40708¥des in the step S66 . If the overw i PCTgPI084/¢m et ed
(the step SG7/ ) , the value of VALID FLAG of the record s is set at "0O"
(the step 5 S68). It is judged whether the value of VALID FLAG is set at
"0" in all records in the step S69 . If the judgnent is affirmative, the
cl ear operation nanagenent table is deleted in the step S70. As descri bed
above, a different clear nethod can be 10 assigned to each fragnent in the
second erdysfitmanalyss sa hegnbleaiuehice, various kinds of clear nethods are
conbi ned, so as that a | eakage of contents of fragnents to be deleted can

be prevented. (fhei sdeprbod0NEDnd)sNE3 AGearidi.ng st Gomt fi Tebe hasha@itte
overwiting with null codes described in the first enbodinent is

restrict if 1 ¢on r mr rd. i I Vi from
t he card%(réga ST T ?e%gzgggh&hegﬁgﬁeyggéﬁl n%%%égfgag%@%@%q}é%%%@égﬁ%ss to
t he EC server 100 throu%h the card reader/witer 200, 20 the SDeX nenory
card 400 SEEHNAs SYEREr OSGHEEy (ERFoGERPaSHRL Y car e thek PRI HEQMR ack

surface of the SD portable device 300 as described in the first enbodi nent.
Si nces r adihe wegdéipoveritipplhardler WD 214 the/ @F1e726n PEHAIRY 18 111114 1
is unstable and small, unnecessary | oad on the SDeX nenory card 400 shoul d

pr ef er ablpeie iR dedq é\%@r diced beobhe LAhr#hethed MRatprébeaisd |omi ng
operations are perforned by the SD portable device 300 and the 5 del etion

AR AR S T T R G T

Aprocedure of the steps fromS104 to S109 is to be performed
if the occurrence of an external event is detected in the step

10 Ss101.

In the step S104, an event analysis is conducted to judge
whether an external event is an EC command or not and, if the
judgment is affirmative, the contents of the EC command are
analyzed. If an external event is an EC command that instructs

15 read and write operations to a file on the external flash memory
2, that is to say, a reading/writing command, a reading/writing
event and a command start event are generated (the step §106).
Then, the procedure of the event analysis handler 11 goes back
to the loop procedure of the steps S101 to S103.

20 If an external event is an EC command that instructs

deletion of a file on the external flash memory 2, that is to

say, a deletion command, a deletion event and a command start
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to notify that it recei ves contact| ess power supply to the SDex nenory card
400. On the other hand, when the SD portable device 10 300 recedes fromthe

card readeVPRPY4%P72800, it outputs an extended SD commanBCTHPHWI4 o
notify that contactl ess power supply has been stopped to the SDeX nenory
card 400. Whether the SD portabl e device 300 approaches or recedes fromthe
card reader/witer 200 is determ ned by whether the SD portable device 15
300 receives a polling conmand fromthe card reader/witer 200 . Wen an

ext ended SD command to naotify, .the existence of .contagtless power supply is
recei ved ?%eon?nt the %rbeorratotaeoc{ o T %@%ﬁfbgt)h'e Tt %&‘r? i?fr?&feéirurﬁs oéLLT?t ers
into a contactl ess-power-supply node. zf the deletion handler 16 is 20 in
thi s nodé&hen sygakupnadpypist handies Ehigoesbdck FATthe kporemaosgdars only a
file entry and a FAT are overwitten in accordance with the generation of a
del eti on efveite .stE@d 3101 cesa®dLoDNly 45 WO 2U(1:1/(17(1728

PCT/ JP20( 14/ 11(11144 a backup copy of a file entry and a FAT is generated

and no clear operat E%[Ee%%ﬁ%ottﬁgket}%aﬁ}]gfﬁgaéﬂe %Hﬁplés yddir &l ear

operation is not perforne er even l'ers. en an ext endéd SD
commapd to notify that contactless 5 gower sugp_l‘sy ha% been stoﬁgped IS
i ssued byt RBEERTLABR ST ECTRIRLERBG® shect VR tiss PREIQEMEY oHh i &t@rer 16

exits fromthe contactl ess-power-supply node and a cl ear operation
managenerl (9% bl dhen cridet et dreshdreowft Hdchaotant coml ysfisa bfeindd eantlly and a
FAT . Because of the generation of the clear operation nanagenent 10 tabl e,

a null - cleays epfiatdORHY 1 ot s it Rale tdtapd e gdel igamhandl er 16
is started. According to the third enbodinment, a null-clear operation to a

file entity of fl ' t rd-or [ e r S
oper at ed by povxT;ere éé%%%%% 1’:1?)0‘?#??hsfelolcl;ir‘r"?l geré%dg?yn%?§$ gr@ﬁ %6%88%5%%1%%§ri bed
above. Therefore, unnecessary load_is not put on the SPeX nmenpry card 400.

Thi s enabYedh§ SeapirIspethinghrdier HpardrEhsr§etatirrdnrad e beal i zed.

10 have been completed. In these steps, an EC response is output
to the EC client application 8 that has issued a command, and
a command end event is generated in the API 10.

The step S112 is performed when the timer handler 13 tells
a time-out. In this step, a stop event is generated.

15 Fig. 16 is a flow chart illustrating a procedure of the
not-command-executing handler 12. The steps S1 and S2 form a
loop procedure, in which it is checked whether a command start
event is generated (the step S1) and whether a clear operation
management table exists (the step S2). It is judged whether

20 a clear operation management table exists or not in the step
S2 in every cycle of the steps S1 and S2. If a clear operation

management table exists, a null-clear subroutine is called (the
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(Fourth enbodinent) In the first, second and third enbodi nents, the nmenory
20 3 in the TRM1 and the external nenory 2 are constituted by 1 an EEPROM
and a fl asWORN Y Bespectively . According to a fourth SCHTCRR0PEO0]144
however, the nmenmory 3 in the TRM1 and the external 46 WO 21111-1/U70728
PCT/ JP2U( 14/ U1111=1: ~ nenory 2 are each constituted by two nmenory nodul es.
Fig. 25 illustrates the structure of each of the internal nmenory 3 and the
external nmenory 2 relating to the fourth enbodi nent. As shown in Fig. 25,
an EEPROM 3a and a flash nenory 2a are nmain 5 nmenory nodul es. and

respect i V18P t hé4dane H8TEhe EEPROMBtERE tIRf | ASRIRSRGSY 2PVn tHeefirst

to sixth enbodinents . In addition to these main nmenory nodul es, auxiliary
menory nodul esoniimsirte Sécarimphandded T stper fatmedah arendiy Perniddt he
internal nenory 3 respectively in the fourth enbodi nent. These auxiliary

menory 1Quradly ehidh aBdoBReAl dral ha ndheety bPeB%fa@Qnm@ﬁéﬁéré/?r@&éﬁs
(FeRAMs) and their performance is significantly different fromthat of a

flash menory. .Fi.g. ,26 conpares performance _of..a flash nmenory and that of an
FeRAM A@éﬁﬁ%d‘% &a%egg. q%él,g iof PashYienrdr § F%%n%ﬁe‘ﬁ%iﬁe PRt tabl e for
storing large-capacity data 15 ( indicated by ~in the f figure ) .

However, athe gamicendysterwrenPRy ¢ard, B oBey iifdinest batherxd)by tHeee, the
size of such a block increases as the capacity of a flash nenory increases.

Accor di nglengtiiindgwy. of small -sized data nmeans | arge | oss of capability. In
addition, the time required for witing is long 20 (10, 000 ns ) and the

nunber of poSSighlee Wi & SPEIGH LNT-H §19Bklrle th A0Bro00Bule- oFUEAbE MOT €

data witing is only perforned after data t as been stored 1's once

5355 P s Y o A0 G4 L B rpronin
to a file to which read and write operations are to be performed
10 is obtained from the encryption key table 15 in the step S$20.
It is judged whether to perform a write operation or not in
the step S821. If a write operation is performed, data from the
EC client application 8 is encrypted with the encryption key
obtained in the step S20 (the step $22) and the encrypted data

15 is written in the secure flash memory 2 (the step S$23).
On the other hand, if the judgment in the step S21 indicates
a read operation is to be performed, encrypted data that is
required by the EC client application 8 is read from the secure
flash memory 2 (the step S24). The encrypted data read from
20 the secure flashmemory 2 is then decrypted using the encryption

key obtained in the step S$20, and passed to the EC client

application 8 (the step S25).
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On the other hand, though an FeERAMis expensive and not suitable for
storing |large-capacity data ( indicated by D) , the unit of data witi
is abyte ¥ dzog-mf)'/lopé required for witing 5 is short (30PFHIRHEVANNH |
addition, the nunber of possible wite operations is |arge. Considering
such a difference in performance, if an FERAMis used as an auxiliary
menory nodule storing a file entry, a FAT and the like that are frequently
renewed, writing 10 performance of the flash nmenory 2a can be conpensat ed.

niry. an AT ot oFSHPCoBRREPE Y FleTeent SLaBh AR SHalho T BT he

fourth enbodi ment, an FeERAMis used as an auxiliary menory nodul e for
storing s¥+$tsictenointn e pEgnae vy Ifene EldadaPREFaERCAIFAJERERRt ry and
a FAT. This enables a high-speed rewite operation to a file entry and a
FAT to betaishe exseidstAn theRalobadudept o pesiiyl Of edle Howestdrv,e ifeade bedir (
indicated by X4 ) . That is to say, once stored data is read out, the
contents ' fro S e j T8i s

o operty CoThr Srer MR ARt Sk Ry eolhEL PRI CoRE e P
property, however eveh\{ da;ia rgf,gout requires witing the read 48 WO
2110aP07 PEF7I poR | Fie/ FiPR1924s data again, which increases the nunber
of times data is witten after all . A magnetoresistive RAM shoul d
preferably be &g oyldd itsoaafdpd eharpridderatrafinge st Procedarecad bhe.
(Fifth enbodinment) 5 An FERAM is used as an auxiliary nmenory nodule in the
fourth endeorktesh. Hahdidd f ulg . enbodsten], Fovevds, sl yganekrebal i snused
for the nenory 3 in the TRM1. Fig. 28 shows an internal structure of the

i nt er nal _ i i i 3in
et ST SPRARANS PR RO b nd B BEERSY, 3
menory 3 does not dramatically increase, even if used for the

n FeERAM i s
i nternal TRFOFLYES e STRTr $PB ARAL REP AR 117 € §ﬁc95%|e8r8n?? b¥tan

10 the values of start and end addresses of a corresponding file

ng

fragment in the step S12. The value of VALID FLAG in each record

is set at *1” indicating that a corresponding fragment is being

cleared in the step S13. The value of CLEARED ADR in each J;‘ecord

is set at the value of the start address of a corresponding
15 file fragment in the step S14.

Among a plurality of encryption keys in the encryption
key table 15, an encryption key corresponding to a file to be
deletedisdeletedinthestepSl5. Thisdeletionof theencryption
key makes it impossible to decrypt the file.

20 After a file entry is null-cleared in the step S16, it
is judged whether a stop event is generated or not in the step

S17. The procedure of the deletion handler 16 is terminated
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FeERAM in the fifth enbodinent, but it should be noted that it may be

constitut | an MRAM 15 (Si xth enbodi ment) According to a sixth
enbodinensgoﬁﬂkéagﬁgnt information for a file is encrypt@GTaFFW4@9%éy t hat

is different froman encryption key for a file entity of the file. Such an
encryption key for file managenment information is stored in the nenory 20 3
in the TRM1. Wien file deletion is instructed, overwiting of an
encryption key for file managenent information is perforned by the del etion

handl er 16 in addition tqttq§€?rocedur described 49 wo aoo~/ 0~0~2s
PCT/ JP201" -etryc?(lsl B VR 1 He 957t erhodi ment, prior to overwiting of an
encryption key for a file entity. Managenent information for a file is

encrypted withIf a atppeeepnt ehemgt igemaratedThasFARNe ritlet¢lppegda fil e
is 5instructed, reading of the file can be i mredi ately nmade i npossible
despi t e tietlsé zeepfs Imnaueceats ilnf of tey had.a KADHET & alenoiu Exadpd £8¢d The
above description does not nention all of the enbodi nents of the present

inventio p t | i : =2 i

el udi gt b ol T g g madiprEs, TonEPpeRfihea (FR BeRROE R B
follow ng nodificatigns.do not include enbodi nents of i nventiqns discl osed
inthe cl Vﬁh,lpﬁ%th nkanTHEAEACLRE phbedeBFtyear sBRdwi RAVan R PRr y
skill in the art based on the description, the attached figures and 15
publ i cl y-ddsewnnessiat| ogym sgactheothem. of the application. (A) An EC client
application is taken as an exanple, but the present invention may be

applied to otherftappthesl iianss figddwhatter 4 Beopresant iis'"%@rf&i‘@tﬁbcﬂmy be
applied to server applications on a server apparatus owned by

compant €S R A OB BRI T ot F e A b BB S eh bR et R TIMERETY o

400 can be utilized at railway ticket gates and for boarding .
of the deletion handler 16 is terminated. If a stop event is

10 not generated, fragments of a file are null-cleared in the step
S20.

Following this, the procedure of the steps S19 to S20 is
repeated. In this way, overwriting of fragments by the deletion
handler 16 is continued until the timer handler 13 tells a

15 time-out.

Fig. 19 is a flow chart illustrating a procedure of a
null-clear subroutine. The first record among records which
have a value of VALID FLAG being set at “1” is selected as a
record s in the step 831. It is judged whether a data length

20 from a cleared address to an end address is longer or shorter
than a unit length X to determine a step to be performed after

the step S31. This judgment is made in the step S32. Which is
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50 WO 200: 1/ (170728 procedure. PCT/JP2004/0011 ~~ Alternatively, the
present invention can be applied to server applications on a server
appar at us B* Y7 Bover nment al and | ocal organi zati ons EREIRYNHEEEENdI ng
client applications. 5 Thus, the SDeX nenory card 400 can be utilized for
resident's cards, various kinds of proves and registrations. ( B)

I nformation processing by prograns illustrated in Figs . 15 to 19, 23, 24
is physically realized by nmeans of hardware resources such as a CPU and an

EEPROM That is to say, a physical 10 unit obtained b onmbi.ni. n r ogr ans
and har dwe? esar%sbﬁr’c%gj%ﬁ%o}fl’ﬁﬁ DRFOPRR ISFEDT 6’(?5'3'51‘1%1 g’é’ ﬁg'ﬁ?‘ﬁgeg e?

particular purpose . In this way, the SDeX nenory card 400 described in
each of tiueitilegtgitio Xspktdvesmbodiimntte tha deeared pdddesisniorsmal bar
processing by prograns is physically realized 15 by neans of hardware

resour cesthaMCEREdichd Yadd s Proar @i WRRR-Procedsr ehearudi@mt i Ost he
above-nentioned figures can be considered products of technical ideas

utilizin t : a r.o t el v an
Mvent 1 ore TherErrE S 3t B3 3R ‘T R bR PRLIF IR " 59
the prograns according to the present invention.  The first to sixth

enbod? nentd theser $ BrP$ h&herdser Fnt RegPrvhecridPb it Aot HEUpEedr ans
according to the present 51 WO 2004/ 0711728 PCT/ JP20(1~/ 00114 invention
wher e t het@rograns tee & -byttegdateaedstatoihbef She Xheeodepredr dddfessHomever ,
the progranms illustrated in the first to sixth enbodi nents nay be separated

from the SRRX-TEPENGGY $rAlReh® (exR! SLLBIIRN, . Hore, thBeopxplpitahyon of
the prograns 5 thensel ves indicates the acts of (1) producing the prograns,
by the external memory control unit 4 is completed (the step
S34), the cleared address is renewed to (the cleared address
10 plus+X) (the step 835).
If adata length fromthe cleared address to the end address
is longer thantheunit lengthX, the steps 836 to S39 are performed
to deal with a surplus data length. According to these steps,
the unit length X is converted so as to be equal to a value
15 obtained by subtracting the cleared address from the end address
(the step S$36). After this, it is instructed to the external
memory control unit 4 that an X-byte data starting from the
cleared address is overwritten with null codes (the step S37).
When the overwriting is completed, the value of VALID FLAG of
20 the record s is set at “0” (the step S39). It is judged whether

the value of VALID FLAG is set at “0” in all of the records

in the step S40. If the judgment is affirmative, the procedure
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( 2 ) assigning the prograns for free or profit, ( 3 ) leasing the prograns
, (4 ) inporting the prograns , ( 5 ) providing the prograns for the
public via 9\5604«)3972& ectronic comunication lines and ( 8CYJBIGO&PYIAH
assignment or |ease of the prograns to public users 10 by advertising the
prograns in the shopw ndow and t hrough distribution of panphlets and

cat al ogues. A typical exanple of the act of providing the prograns via

t wo-way el ectroni ¢ conmuni cation lines (5) is program downl oad servi ce,
wher eby a provider sends, the prograns to a 15 user so as that th ser can
loe the 3G bt heSEeR Y cabr SRPEE: o1 Cat SRRHAIIoT ReRR TEBRUE D bher by
the functions of the prograns are provided for users via electronic
comuni céatsi giellatsk. but t he prograns thensel ves are kept by the provider.
(C A tenporal order of a procedure, such as the order 20 of the steps in

each of the fl aurehatiSopdrit 96ns by £10e 19t -23mmand -24ecut igensdkiered to be
a fundanental matter to specify an invention . Accordingly, the procedure

shown in c f . . £Q70. RCT/ 4/ ~ w
charts dil?gl ro‘l's'y%s %%%lgl?gc/gﬁt r &%%Orre%o%lze?% %;sreagifdz%}%% e%%]%t,ﬂi?ﬂésh&\e/ﬁ#%% charts
show enbodi nents of the use of the control nethod according to the, present

i nvent i ot ¥ Gt Spdile d205S 1T mate dre BORL FT i deedelri bed

tenporal 5 order so as to achieve the original object and effects of the
present ianveptti dhretherpracedw=ean examgde,f fesncrhbhetiswiatle naterdiesl v
enbodi ments of the control nethod for the sem conductor nenory card

accordi ngd gihe ppessntaii.n¥estinn.i (Nstmide of kbst dorsbrbhyesbog nents,
an EEPROM i s used 10 for the nonvol atile nmenories both inside and outside

h . i I d | ' b
nonvol at FPS R B8 "GlFche 1 “Ra FoRAMET E SCRERuld St ERRANT THHE i s

taken as _an exanple of the SD portable device 300. However, the SD portable
devi ce ndy 19 Besropshstret IR alirie teyltgnEnte hhaktis o‘fot%‘%g(STB)

10 as described in Fig. 10. When a deletion event to the file
“EOBOOl.SEl1” is generated, a clear operation management table
for the fragments of the file is created, and FILE NAME, FILE
EXTENSION, and FIRST CLUSTER NUMBER entries of the file entry
for the file and FAT entries 003, 004, 005, 00A and 00C are

15 overwritten with null codes. After this overwriting by the
deletion handler 16, an operation by the not-command-executing
handler 12 starts.

Fig. 21 illustrates the root directory entry and the FAT
after the overwriting by the not-command-executing handler 12
20 and thedeletionhandler 16. Since the clear operationmanagement

table for the fragments of the file has been created by the

deletion handler 16, the clusters 003, 004, 005, 00A and 00C
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or a nobile tel ephone. The inventions defined in the clains of the present
i nvention extend or generalize the enbodi nents described in the above and
t hei r nodi WOCAPYEARS. The degree of the extension 20 andPGEHB2A¥PHAL on i s
based on the state of the art in the related art at the tine of the
application. However, since the inventions defined in the clains are 53
WO 211114/ 070728 PCT/JP2(104/ 11011 a based on the neans to solve the
technical problens in the related art, the scope of each of the inventions

does not depart from_the scope of the related art realized.hy a person with
or di nar y SHOELRG itheg ﬁ@ag’é?]&ngh%Y‘f’ Do rRFGTE L Yot Ililéﬂﬁn\?@ S%ns 5
defined in the present clains substantively correspond to the disclosure in
t he descri pti oAs demtusithddabapel idan ECtoonTieadsesseehbbdhs Egendrptcar d
according to the present 10 invention provides high protection for deleted

files, apghpiisdahtaref erendaadtd &riiet gehbgieanf i dantl-atl«iat apetatsion he
sem conductor nmenory card according to the present invention can be

utilized,in L Qu held f i,hdust ri I | elyg, of -
consuner “&ui BreALauC1E mamist s S el SoptlRg 37 B e
EEPROM 3 an internal EEPROM 20 4 an external nenory control unit ' 5 a HM

6 a rask tROMSEandYRD 13 hel by ity 7eEPUFRE PRATABHPE PLatho AR ATl

machi nelO0an API5 1lan event anal ysis handl er 12anot - conmrand- execut i ng
handl er 13amidter hantls etrdairesdc diwaictiomgaharedive c b Selte |cstdurranerlladr 10 21an
area for an application progranR2asecure area23anaut henti cation

ar ea24an@p-a¢t henbi,¢at h 0fc Al LRI DPANES SR Yeried2@Pafafe issuance of
reader/witer210aradi o base statl on300aportabl e device 20 PCT/JP20114/1)d

1 ~t 55an EC command by the EC client application 8 to the issuance

of an EC response by the event analysis handler 11 canbe shortened.
10 This enables a processing time required for processing an EC
command to be shortened, and thereby does not frustrate a user

of the EC client application 8.
Overwriting load of data of the file that has not been
null-cleared yet is divided to be performed by event handlers
15 other than the deletion handler 16, such as the
not-command-executing handler 12 and the reading/writing
handler 14, in a plurality of idle periods. Therefore,
overwriting of a file entity can be completed without bothering
a user because of a lengthy deletion procedure, even though
20 an overwriting operation to the EEPROM 3 requires a long time

and each fragment has a large-sized data.

In addition, an encryption key, which is vital for reading
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WO 21) 04/ U70728 ~Cl ~AIM5 1. A sem conductor nenory card conpri sing:

PCT/ JP2004/ (11144 a nonvol atile nenory that stores a file constituted by 5
an entity WORMWHITATREnent i nformation; and a tanper-resi sPERIPHAO01844 hat

i ncl udes a processing unit and an internal nenory, the processing unit
including a deletion unit operable to, if a deletion event for the file is
generated, ( i ) create a location table on the internal 10 nenory in the
tanper-resistant nodule, and ( ii ) overwite the nmanagenent information
wherein the |location table indicates a |location of the entit and is

ref err ed &% SRRl fethon khitulhcnlearedciettih B vkt \ymrfi’ 2t he

entity. 15 2. The sem conductor nenory card of Caim1l, wherein the

processi Mhandfiodd,) eyenf Afna wsenperal el ¢ uldspondi hjet $DeX qoemenryd t hat
is issued by a device to which the sem conductor nenory card i s connected,

and (ii) Jatf& ey %Qo!mnehgdgﬁ PO ¥ ShSy HU 3 aPenabhe hoganal yzeride

command that is issued by the device and generate an event corresponding to
a result of the anal %ﬁ; é%&o .,/ 11707 g QE JP21104/(11111: 1a the
del eti on 4FHgt ¥QRﬂHﬁ§/ éﬁf In t@E Sﬁlﬁﬁlpaﬁé Fa Zh SRR et i on
event is generated, create the |ocation table and overMW|te t he managenent
|nforﬁauﬁmieamﬂjthﬂknﬂﬂfﬁﬂ@ﬂ¢ﬁﬁﬂiﬂprotﬁmﬁg®le to, if an event different
fromthe deletion event is generated, overwite the entity with reference
to the crei®shd aaddodimdmb) e. 3 . The sem conductor nmenory card of C aim
2,: further conprising 10 a timer operable to start nmeasuring a tinme when
the del etion According to the first embodiment, overwriting of a

fragmentwithnull codes is performed froma start address towards

an end address of the fragment, i.e. in a forward direction.

10 According to a second embodiment, overwriting is not only
performed in a forward direction but also in a various different
manners.

Fig. 22 shows an example of a clear operation management
table relating to the second embodiment. As shown in Fig. 22,

15 a record of the table additionally has an entry of CLEAR METHOD.

In the entry CLEAR METHOD, one of FORWARD, BACKWARD,
EVEN/ODD and ODD/EVEN is set. When the CLEAR METHOD entry is
set at FORWARD, overwriting of a fragment with null codes is
orderly performed from a cleared address towards an end address

20 as in the first embodiment. When the CLEAR METHOD entry is set

at BACKWARD, overwriting is performed from a cleared address

toward a start address.




event is generated, wherein the main deletion unit overwites one part of
the entity, | gp'tion to the managenent information, until the tiner
tells a tiwg-@ﬁ?‘, "?ﬁd 15 the sub deletion unit overwiteSCAIPEREPHIHg part
of the entity that has not been overwitten by the main deletion unit . 4.
The sem conductor nenory card of Claim3, wherein the |ocation table shows
(1) acleared address indicating 20 how much of the entity has been
overw itten, and ( ii ) a nmethod of overwiting the entity which is

selected from utal i it net hods,_.a 7 /07(1728
SCT aPs00. | ; 110 ter Fegk AKERED! S8 TR 1090 ot Rlen/ RBDZ%%%%%CW di ng
to the nethod of overwiting shown in the location table, and renews the

cl eared RPRTIUBIREARA i34TRSIRT ks ol Fabl rukleelearem and Bhan d@ta i on

unit overwites a predetermned length of the 5 entity. 5. The
sen conduzt oddrembgredadidfesSea hs Anlwheneateldheraed eflicanreeveeidre ss
generated by the analysis unit when the device to which the sem conduct or

menory cagsldsg cannasd efdiddssues a command-to delete the file, and the
different event is a conmand-end event that is generated by the analysis

uni t en the ocessin It etes the operatiqQn ¢ sponding to the
conmafid. 15 6. R'ilbrfeél 321% ggﬁghchfng?%n%?ff%a’r% %% @Lcagﬁpég%&ﬁercg?ﬁat mai n
deletion unit is a deletion handler that starts operating in response to

t he generedd oHimierefk adarasises dgehirshmulheckedreidland sheoandataaty

not - command- execut i ng- handl er 20 that starts operating in response to the
gener at i csvedd - b eerrraddresdeevedinuli8 cleared from a cleared address

toward an end address.
A clear method for fragments may be selected in rotation
10 by the deletion handler 16. More specifically, a forward
null-clear operation may be selected for the first fragment,
a backward null-clear operation for the second, an even/odd
null-clear operation for the third, an odd/even null-clear
operation for the fourth. Furthermore, forward, backward,
15 even/odd and odd/even null-clear operations may be selected
respectively for the fifth and subsequent fragments.
Alternatively, aclearmethod for fragmentsmaybeselected
at random. In detail, random numbers from 1 to 4 are generated
by the deletion handler 16, and a null-clear operation is
20 performed in a clear method indicated by one of the numbers.
Moreover, a clear method may be determined according to

a parameter received from the EC client application 8.
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WO 20114/ 0711728 PCT/ JP20114/ 11111144 7. The sem conductor nenory card of
Claim2, wherein the deletion event is generated by the analysis unit when
t he devi c&VP3'MITER8 t he semi conductor memory card is conPEEIREYWElHds a
command to delete the file, and 5 the different event is one of a reading
event and a witing event, the reading event being generated by the

anal ysis unit when the device issues a conmand to read a different file in
t he sem conductor nenory card, and the witing event being generated by the
anal ysis unit when the device issues_a conmand 1£%to wite &P the different
file in the sefit€onddct8P¥FeforErefTs Ofhd BRAcEAEALT SHOFe €card of
Claim?7, wherein.the main deletion unit is a deletion handler that starts
oper at i ngeilr tieggunske secthd ayeret miemwn. Dhe fhastaterdhaneratrect3dand t he
sub deletion unit is included in a reading/witing handler that starts

oper ati nghiikn BEPENS &4 ud her gpnermarrae BEiggeset dhe 1ead rglevery and the .
witing event. 20 9. The sem conductor nenory card of Claim2, wherein the

encrypteds anite8te kBT 4Y8h 1 §ue HeicrmibaFarO i treitene"
del etion event is generated, the main deletion unit overwites the
encrypt i 568KREF BeidrEcbOBFaRi EPngnt Bee ey dirent TinfidemGLEdR YETERS file. 5

10. The sem conductor nenory card of Claim9, wherein the managenent
i nf or mat eanrgf ishsetide MERWARBH ®nouliptcdcbant topearateimor v iper foaymadhi ch is
different fromthe encryption key for the entity, the encryption key for

the management ddiprBEARrReRBOBE YiRld B3bMe ITHEERBTBAD Ne Ak 10 when
the deletion event is generated, the main deletion
chart of Fig. 19 in the step 50.
If the CLEAR METHOD entry is set as BACKWARD (the step
10 S53), a null clear operation is performed in the procedure
described in the flow chart of Fig. 24 (the step S60).
If the CLEAR METHOD entry is set as EVEN/ODD (the step
S54), data at even-numbered addresses after a cleared address
is null-cleared (the step S855) in the same procedure as the
15 steps S32 to S840 in the flow chart of Fig. 19. If data at
even-numbered addresses is completely null-cleared (the step
856), data at odd-numbered addresses after the cleared address
is null-cleared in the step S57 in the same procedure as the
steps S$32 to S40 in the flow chart of Fig. 19.
20 If the CLEAR METHOD entry is set as ODD/EVEN (the step

S$58), data at odd-numbered addresses after a cleared address

is null-cleared (the step S57) in the same procedure as the
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unit overwites the encryption key for the nmanagenent information before
overwiting the encryption key for the entity. 15 11. The sem conduct or
menory car WOHWMIFh 9, wherein the entity of the file i CAIRIGEIIH o
fragnents, and the |location table shows ( i ) a start address of each of
the fragnents constituting the entity, and (ii) a flag which is set as
"OFF" if each of the fragnments has not been conpletely 20 overwitten and
set as "ON' if the fragnent has been conpletely overwitten. | 60 WO
2(111/070728 PCI/JP2()(1-1100114.1 _12. The sem_conductor nenory card of
Claim1 op ?8?e§3éy%§?e%34§ of? ethetleBnEhrttoPIcéBacti®es fa s@bpl y

froma device, wherein the processing unit perfornms the overwiting only ,
when 5 t heddenisbededt addneswey tardompeebety hylheahsavédt hitheostept power
supply fromthe device. 13. The sem conductor nenory card of Caiml,

wherei n t5e9 NOMAHa4 t letr B MRIMb re COAGEHES HEE G ML rat hé I le PRI Ja28s godul e
and a second nenory nodule, a unit of witing for the second nenory nodul e

is smallef tham a pnit, of wridi or%] first r %il d, i he
h <
managenent i nfor ma#l on G s stéoﬂrée]%tlfer?t Sre%eslé’cigz‘& %ﬁ%rérgﬁg é gfh‘ %g % The
sem conductor nmenory card of Claim 13, wherein the second nenory nodule is
one of a_SFePFoSEF ek® r$40 Ramdbhe AEte¥scherbr 9 ahdgda Mgnet or esi stant Random
Access Menory. 20 15. The sem conductor nenory card of Caim1l, wherein the
i nternal nmenoryFig. cbhsis taitfEbwyclaaft filbisteaotyg nodotecedura s&cand
menory nodul e, 61
backwardnull-clearoperation. Whencomparedwiththenull-clear
subroutine described in Fig. 19, a relation between a start
address and an end address is reversed in the backward null -clear
10 operation. It is judged whether an address obtained by
subtracting the overwriting unit length X from a cleared address
is larger than a start address of a record s in the step S61.
If the judgment is affirmative, the external memory control
unit 4 is instructed to overwrite X-byte data from an address
15 (the cleared address-X) of a fragment in the step S62. If
overwriting by the external memory control unit 4 is completed
(the step S63), the cleared address is renewed to the address
of (the cleared address-X) in the step S64.
If an address (the cleared address-the overwriting unit
20 length X) is smaller than a start address of the record s, the

unit length X is converted so as to be equal to a value obtained

by subtracting the start address from the cleared address (the

43




WO 2011-t/117(1728 PCT/JP2004/ 001144 a unit of witing for the second
menory nodule is snaller than a unit of witing for the first nenory

nmodul e, arMORME/OIEe%ti on table is stored in the second neaDiRzopsduie 5 16.
The sem conductor nenory card of Caim 15, wherein the second nenory nodul e
is one of a Ferro Electric Random Access Menory and a Magnet or esi st ant
Random Access Menory. 17. A control programthat is executed by a CPUin a
10 tanper-resistant nodul e included in a sem conductor nenory card, the

t anper-resi stant nodule also including an internal nenory, and the

sem cond&EEBrS hinoFYeratefEeT ] BeAgY LRt HRild HeABsFTI6tedt oring a
file constituted by an entity and managenent information, wherein 15 if a
del eti onteventdriotté Xe byitleeda ba gl aheds td e aciiiras wptbgrelh cioflegr eates a
| ocation table on the internal nenory in the tanper-resistant nodul e, and

(ii) overwrifestihes @@ﬂ%&eeﬁ@tox}éﬁv&rﬂawgggs Abided g%ﬁtei e alahs |

indicates a location of the entity, 20 is referred to by the control

rogram when the co I a erwites the entity. JAY (AN L AF
B A3E0 Ve /8%%&‘%%88&&%90%%%6@% S &S Beta? &tﬁ 2A (e
9% A{9. AL. A3H . A3 . A3(L.A9. A(_.Ar.ANL. A, . ANr.Aar.A N9. A&% A3NL. A; & Aa9. A%
. AFL.SAL. B889.- ATY. 180 Awdged3viheinen tihe ANSLyRIIQANALID NELAY &SARESYAAL. A
N% AF9. Aa9. A 9% AN . A3;
9. Au_. A3hpAlirfa I rAc8éziizbyniesYep\dad e f Yhealwrinta] € 2 edjfdalhealieal,cal cal] c
a] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c”a] ca] ca] ca] ca] ca] caU] ca! [
#$ 3 u j - ; ; .
E2upic 2\ PEESTSaT o SFEar SAP B SRPOST R c SO L8] &8 SaP P avPe AT Sal 58P oal cavl o
ajcaJcalc bca] ca] ca] ca] ca] ca] ca] ca] ca! B~: zQ@axD{ vgl gb] X] ]] ca] ca] ca] ca] ca] ca
] ca] ca] cﬁ}%1 a) ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] c*a] ca] ca] ca] ca] ca] ca] ca]
caljcalcal @) <x. bM'_W
FKN{ vgl gb] W U] 3a] descalibelc dlzatiea) e aficffeapos] cdlasa] cagtladdatan] bg] cal cal ¢
a] ca] ca] caU] caU] ca] ca] ca] ca] ca] ca] ca] ca! Nv+j %! 3k-QRh& N S d z
o | vakgbhxkdl ar] cad i ezheaketUigalttra] sakealc dmsicalea] cahsakea] cal ca
] ca] ca] ca] caJca] ca] ca] ca] ca] ca]ca] ca]ca]cal ! "7"u" """ $#3#o####! IXESPSSSSYRIB0

o o apBABKER, e apl hapl el cnbsnlialisl ol caldabialia el ol o
co calcapeat ol bpbareare el e it ) L G R ol

h
ajcal,'-,-<-Qh----*1.h..... /1/7/$0a000091x1~11111(2d2| wgl fa\W]ca]ca] caU
] ca] cal] be] papvehtefca] ca] ca] ca] ca] ca] ca] ca] ca] ca] c™a] ca] ca] ca] ca] ca] ca] ca]
caj] ca] ca] ca] ca] ca! d222283t 333<4y44425s555+6N606666666" 7d777" 8v8889{ vgl gb] X]
]]1ca] ca] ¢aheahcahbabeakaglcal] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca
]ca] ca]ca] ca] ca] ca] ca] ca]ca! 9D9999:]:::; W

D <<tSALL<=(@F~=x= 2U27?7: i ] 1. .
cal ca ca] cal cal a7 4] i Ca) CaTear Loy kT ety o HEA S L B S B Gahn

AAAAA* Bj BBBCUCCCDNDDDESEQEEE

FJFFFFFFFARRACERPFrdRefcAPchPeafdaFtaprRPdPeRtc dfc ApSiFdstes) cdffc 4] ca] ca] ¢
a]J ca] ca] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca! FF5GQUGGEGG?HHHHI ZI 1 | 1 JEJaJJJIKAK

~KKKKKKKgemitbhdpktar\Vihenalgatead chd ooda=idiond qatfera|girlal dajorajtb®] ca] cal ¢
a)J ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca! L%hMVM Ni NNNN, ChOOJd PPP

PPPQHQQRR:-RRRSZ Sk Spwt- Y akabb¥b].] sakeal6a] epk&al | calreahod] galieal cal cal

ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caJ ca] ca! STYTTTT<UqUUUUUUU
VXVWWW\S 2 Y .

YYYYY{ v%ﬁ%ﬁ%&gﬁ%zﬂe&ﬁe&aﬂg% %%ﬁ%%ﬂ%aﬁh ceaf%g?cléej%%ﬁ%vfrc% %léfgg]’ca] ca] ca
U] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! YZz2S7777Z: E}x[ [[1\r\\\\5] (_]L] ulvlilln .
@ ~Wn2 ghg SDeX peRPyyY 4349 48P &G e* teg pover supply through a helica

/

antenna in the back surface of the SD portable device 300 as

described in the first embodiment. Since radio wave power supply
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a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca] ca] cal ca]ca]ca]calca]ca]c
aJcajcalc "~ "aPaaablLbbbc c\cccdTddde
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olpupppgMyqgr Krrrslssst-t.t ht{vql gb] X] ]]1ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca
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zz{L{{{] ]dl ddqd.ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal ca]ca]calcalca]calcalcalcalcal]cal!]n e-37F
“WAAl wr mheY] | Rkealrddahea] €a] cahea] €l £@] calised L] cajiea] dallaajdalcal] ca] ¢
a)J ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca]ca]ca! SQ=xB(YY
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kf a\
] ca] cé] céﬂ]egfﬂ%g : %C?Lfifigfigfigfnagawc;?]lgﬂ ?ﬂig gﬂ 53} Sg} gqa} fi
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] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca!

.| DAUS  reader/writer 200, it outputs an extended SD command in order
KFL_s{vql f "[ V] ca] cal] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caJ ca] ca] ca

ca] ca] cgl¢ ajcal ca
] ca] ca] ca cg ggﬁqﬁcﬁﬁ a’bfca %%?%n cas] ngg%ﬁ:a‘]géflég?M% t@";] I:a] I:a]
ca] ca]ca] ca] cal S*hSZ) n, m d| wr mh (]%ca ca cal ca] cagca] cal ca] ca] cal ca] ca] ca
] ca] ca] c%] dafREY cQ]“cE]lﬁa]@%ﬁrc pRYy ceeatdig & k& oevViGECYTS{ vl
ga\ VU] ca] calU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] caj ca] ca] ca] ca] ca
] ca] &3] c 30c aglcedesa] v aflva] catd Goeddey dwiiter 200, it outputs an
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L dEnO Bradwervprds!, 10%ee ()deleti@g' hpndler 16 exits from the

contactless-power-supply mode and a clear operation management
table is created based on the backup copy of a file entry and
aFAT. Because of thegeneration of the clear operationmanagement

10 table, a null-clear operation by event handlers other than the
deletion handler 16 is started.

According to the third embodiment, a null-clear operation
to a file entity of a file is not performed if the SDeX memory
card 400 is operated by power supply from the card reader/writer

15 200 as described above. Therefore, unnecessary load is not put
on the SDeX memory card 400. This enables a stable operation
of the SDeX memory card 400 to be realized.

(Fourth embodiment)

In the first, second and third embodiments, the memory

20 3 in the TRM 1 and the external memory 2 are constituted by

an EEPROM and a flash memory respectively. According to a fourth

embodiment, however, the memory 3 in the TRM 1 and the external
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the external memory 2 relating to the fourth embodiment. As

shown in Fig. 25, an EEPROM 3a and a flash memory 2a are main

memory modules and respectively the same as the EEPROM 3 and

the flashmemory 2 in the first to sixth embodiments. In addition

to these main memory modules, auxiliary memory modules 2b and

3b are provided for the external memory 2 and the internal memory

3 respectively in the fourth embodiment. These auxiliary memory
modules 2b and 3b are Ferro Electric Random Access Memoriwes
(FeRAMs ) and their performance is significantly different from

that of a flash memory. Fig. 26 compares performance of a flash

memory and that of an FeRAM. According to Fig. 26, a flash memory

is inexpensive and suitable for storing large-capacity data
(indicatedby O inthe figure). However, theunit of data writing

is a block (indicated by 1). Here, the size of such a block
increases as the capacity of a flash memory increases.
Accordingly, writing of small-sized data means large loss of
capability. In addition, the time required for writing is long
(10,000 ns) and the number of possible write operations is small

(1,000,000). Fu/rthermore, data writing is only performed after

data that has been stored is once deleted, whichmakes the writing

47




T*109%R () - | (#100/&' () 3 %WO0%R ()-#10%& ()-"!':!110%& ()-3

109%&' ()-,>,s,,,, -dE:/ 103 7109%& ()-510%& () ZYL3#10%&' ()-1 10%& ()-3

. 109& () - ,WOOHR/ITY28-) -*- +-  -<-Q h--bC 10 PCT/JP2004/001144
"1098& ()-!110% & ()-10% & ()-Y10% & ()- 10 10 10S: 109%& ()----*.1.h..dEbC
10sgl0% & ()- 10% & ()-910% & ()-SH10% & ()- "~ 10% & ()-

10% & ()-...)/1///dEbC 103" #10% & ()-% ! 10% & ()-#! 1094 & ()-L! 1 10% & () -
10% & ()-F 10% & ()-/$0a000091dELC 10° 410% & ()-

8&310% & ()-0"110% & ()-.M 10% & ()-y, ! 10%{&' () 9*s! 10% & ()-91x1{1| 1}1~111
1bC 10' | pevBerhpnLestos@ablp- Fiod@eated by( X

10(: 10% & ()-7'110% & ()-1(2d222283dEbC

103nL0YB&’ () - ! 3B (QtH@A 0LBR ,( khoubbIYBR FeRAM' 14 B&E(give and not
:1109B& () - 83t 333<4y44dEbC 10s#M 109B&' ()-s ! 9! 109B& ()-s 9! 109B&' () -

1o bor 1obBEF %fB 8{&16%%{?% QB %@é‘?}ég@ﬁqﬁ%ﬁdifaﬁ?%&'% 8% 1008 (

) - +6N606666666aVK 10 108 1
1@5)?01(1);@%(5@& Sfley 1(‘31@16%%‘ Ry tegpathopbips- MISTRBELY ' Fédd 2/ 777dEVK
@L0%08’ fip- sh@@@z@&w)tmm@/@@x) 119 YA (9N Y T0vOR WP Y8 BRTEIAREK@

write operations is large.
Considering such a difference in performance, if an FeRAM
is used as an auxiliary memory module storing a file entry,
a FAT and the like that are frequently renewed, writing
10 performance of the flash memory 2a can be compensated. Fig.
27 shows an FeRAM storing frequently-renewed data such as a
file entry, an FAT and a clear operation management table.
According to the fourth embodiment, an FeRAM is used as
an auxiliary memory module for storing small-sized and
15 frequently-renewed data such as a file entry and a FAT. This
enables a high-speed rewrite operation to a file entry and a
FAT to be achieved.
An FeRAM has a property of destructive read out (indicated
by ¥4). That is to say, once stored data is read out, the contents
20 of the stored data is deleted froma storagemedium. This property

is preferred to thoroughly ensure secrecy. According to this

property, however, every data readout requires writing the read
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memory 3. The memory 3 in the TRM 1 is constituted only by an
FeRAM in the fifth embodiment, but it should be noted that it
may be constituted only by an MRAM.
15 (Sixth embodiment)
According to a sixth embodiment, management information
for a file is encrypted with a key that is different from an
encryption key for a file entity of the file. Such an encryption
key for file management information is stored in the memory
20 3 in the TRM 1. When file deletion is instructed, overwriting

of an encryption key for filemanagement information is performed

by the deletion handler 16 in addition to the procedure described
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The above description does not mention all of the
embodiments of the present invention. The present invention
10 can be realized by embodiments including the following
modifications (A) to (E). However, the following modifications
donot include embodiments of inventions disclosedintheclaims,
if they can be anticipated by a person with an ordinary skill
in the art based on the description, the attached figures and

15 publicly-known technology at the time of the application.
(A) An EC client application is taken as an example, but
the present invention may be applied to other applications.
For instance, the present invention may be applied to server
applications on a server apparatus owned by transportation
20 industry such as railway, airline, bus and expressway companies

and corresponding client applications. Thus, the SDeX memory

card 400 can be utilized at railway ticket gates and for boarding
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cards, various kinds of proves and registrations.

(B) Informationprocessingbyprograms illustrated inFigs.
15 to 19, 23, 24 is physically realized by means of hardware
resources such as a CPU and an EEPROM. That is to say, a physical
10 unit obtained by combining programs and hardware resources
performs informationprocessing toachieveaparticularpurpose.
In this way, the SbheX memory card 400 described in each of the
first to sixth embodiments can be realized.
Information processing by programs is physically realized
15 by means of hardware resources. Accordingly, the programs whose
procedures are shown in the above-mentioned figures can be
considered products of technical ideas utilizing natural laws,
and programs themselves can be regarded as an invention.
Therefore, Figs. 15 to 19, 23 and 24 disclose embodiments of
20 the programs according to thé present invention.
The first to sixth embodiments describe the embodiments

of the exploitation of the programs according to the present
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dlstrlbutlon of pamphlets and catalogues.

A typical example of the act of providing the programs
via two-way electronic communication lines (5) is program
download service, whereby a provider sends the programs to a

15 user so as that the user can use the programs, and application
service provider (ASP) service, whereby the functions of the
programs are provided for users via electronic communication
lines but the programs themselves are kept by the provider.

(C) A temporal order of a procedure, such as the order

20 of the steps in each of the flow charts in Figs. 15 to 19, 23,

and 24, is considered to be a fundamental matter to specify

an invention. Accordingly, the procedure shown in each of the
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(D) In the first to sixth embodiments, an EEPROM i1s used

10 for the nonvolatile memories both inside and outside the TRM

1. However, the internal and external memories may be other
nonvolatile memories such as an FeRAM.

(E) A mobile-telephone type is taken as an example of the
SD portable device 300. However, the SD portable device may

15 be a consumer portable audio equipment, a set top box (STB)
or a mobile telephone.

The inventions defined in the claims of the present
invention extend or generalize the embodiments described in
the above and their modifications. The degree of the extension

20 and generalization is based on the state of the art in the related
art at the time of the application.

However, since the inventions defined in the claims are
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Industrial Applicability

The semiconductor memory card according to the present

10 invention provides high protection for deleted files, and is
therefore ideal for storing confidential data. Thus, the
semiconductor memory card according to the present invention

can be utilized in various fields of the industrial world such

as a field of consumer equipments.

15
Description of Characters

1 TRM
2 an external EEPROM
3 an internal EEPROM

20 4 an external memory control unit
5 a H£M
6 a mask ROM

54




109& ()-s! 109 ()-110%& ()- 10< 10< 10<; 10%& ()-Ss7Y10%& () - JAEbC 10<!

9l 109&' ()-.. L1O%g' $ -1 10% ()- & 10%&' ()- 9! 10%&' ()- & 10%"“3 - RSAEbC

10<! y#M 10¥8 20448088 1008 ()- M 10%&' ()-#109%& ()- 9! 10%& (¥CT/ 901 y44x hdEbC
10<! 0109&' ()-.L! 109 ()-f, LI 10%&' ()- 9*109& ()-1' 10%& ()- 99! 109%& ()- SxnbC
10<! F! 10% U& ()- 10 10 10: 109& ()- 7L! 109%& () -, 5$10%& () - F&3#10%&' () - ZdEnbC
10<! GL0% U&' () -f #10% U& ()-ss! 10% U&' ()-3 - &10% 0&' ()- 10% U& ()-2z10%

U& ()-)n, dEnbC 10<!L! 10% U& ()- 10% U&' () - 3#10% U&' () - !10% U& ()-ss! 10%
U& () - 3810% U&.() -, m, ddgbC 10<!'s.110% U& () -y, s! 10% U& ()- 9*&10%

38 a client application
9 a virtual machine
10 an API
5 11 an event analysis handler
12 a not-command-executing handler
13 avtimer handler
14 a reading/writing handler

15 a deletion handler

10 21 an area for an application program
22 a secure area
23 an authentication area
24 a non-authentication area

100 an EC server
15 200 a card reader/writer
210 a radio base station

300 a portable device

20
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1. A semiconductor memory card comprising:
a nonvolatile memory that stores a file constituted by
5 an entity and management information; and
a tamper-resistant module that includes a processing unit
and an internal memory, the processing unit including
a deletion unit operable to, if a deletion event for the
file is generated, (i) create a location table on the internal
10 memory in the tamper-resistant module, and (ii) overwrite the
management information, wherein
the location table indicates a location of the entity,
and is referred to by the deletion unit when the deletion unit
overwrites the entity.
15
2. The semiconductor memory card of Claim 1, wherein
the processing unit (i) performs an operation
corresponding to a command that is issued by a device to which
the semiconductor memory card is connected, and (ii) further
20 includes an analysis unit operable to analyze the command that

is issued by the device and generate an event corresponding

to a result of the analysis,
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from the deletion event is generated, overwrite the entity with

reference to the created location table.

3. The semiconductor memory card of Claim 2, further comprising
10 atimer operable to startmeasuringa timewhenthedeletion
‘event is generated, wherein
the main deletion unit overwrites one part of the entity,
in addition to the management information, until the timer tells
"a time-out, and
15 the sub deletion unit overwrites a remaining part of the

entity that has not been overwritten by the main deletion unit.

4. The semiconductor memory card of Claim 3, wherein
the location table shows (i) a cleared address indicating
20 how much of the entity has been overwritten, and (ii) a method
of overwriting the entity which is selected from a plurélity

of overwriting methods, and
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15 6. The semiconductor memory card of Claim 5, wherein
the main deletion unit is a deletion handler that starts
operating in response to the generation of the deletion event;
and
the sub deletion unit is a not-command-executing-handler
20 that starts operating in response to the generation of the

command-end event.
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10 towrite to the different file in the semiconductor memory card.

8. The semiconductor memory card of Claim 7, wherein
the main deletion unit is a deletion handler that starts
operating in response to the generation of the deletion event,
15 = and
the sub deletion unit is included in a reading/writing
handler that starts operating in response to the generation

of one of the reading event and the writing event.

20 9. The semiconductor memory card of Claim 2, wherein
the internal memory stores an enc/ryption key with which

the entity has been encrypted, and
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with an encryption key which is different from the encryption
key for the entity, the encryption key for the management
information being stored in the internal memory, and

10 when the deletion event is generated, the main deletion
unit overwrites the encryption key for the management
information before overwriting the encryption key for the

entity.

15 11. The semiconductor memory card of Claim 9, wherein
the entity of the file is divided into fragments, and
the location table shows (i) a start address of each of
the fragments constituting the entity, and (ii) a flag which
is set as “OFF” if each of the fragments has not been completely
20 overwritten and set as “ON” if the fragment has been completely

overwritten.
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the management information is stored in the second memory

module.
15
14. The semiconductor memory card of Claim 13, wherein
the second memory module is one of a Ferro Electric Random

Access Memory and a Magnetoresistant Random Access Memory.

20 15. The semiconductor memory card of Claim 1, wherein

the internal memory is constitutedbya first Iﬁemory module

and a second memory module,
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17. A control program that is executed by a CPU in a
10 tamper-resistantmoduleincludedina semiconductormemory card,
the tamper-resistant module also including an internal memory,
and the semiconductor memory card also including a nonvolatile
memory for storinga file constituted by an entity and management
information, wherein
15 if a deletion event for the file is generated, the control
program (i) creates a location table on the internal memory
in the tamper-resistant module, and (ii) overwrites the
management information, and
the location table indicates a location of the entity,

20 andisreferred toby the control programwhen the control program

overwrites the entity.




