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The conventional security system for securing confidential information used in
the wired Internet communication typically employs a Secure Socket Layer (SSL),
which is proposed by the Netscape Company in the United States. The SSL system

25 encodes the information from a client in a known manner readable only by the web
server. However, the SSL system may not be properly employed for the wireless or the
mobile Internet communication system due to the reasons discussed below.

Firstly, the mobile station has a limited memory capacity that is inadequate to

30 execute the web applications as in the SSL system. Thus, the conventional mobile
station is not designed to execute such web applications. Secondly, in order to make a

wireless connection to the Internet web server, the mobile station first has to be
connected with the pertinent Internet service server to request the web content services.

In this case, the security system between the web server and the service server should

35 have the same standard as that of between the service server and the mobile station, in
order to properly perform and protect personal information in the whole network.

However, the conventional security system does not provide a uniform standard between
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depi cts a conventional nobile communication network system provided in the
convent i Qfgh/mgeurity system As shown, the SSL system i pceiatoaessobet ween
the service server and the web server, but a wireless security systemwth
a different systemis enployed between the nobile station and the service 5
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20 It is another object of the present invention to provide an apparatus
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provi ded, wherein the data relating to the user's secret information is

sel ected in response to th%ﬁﬁffﬂ&iﬁﬂ@ﬁﬁ'f dm@;tﬂqlmbl | e station and/or 30
a

web server, the selected data I's enciphere given format, and the
enddphered data is directly transmtted to the web server and/ or the

mobi | e station wihouby by 6fhtﬁé préseﬁtqw@ﬁbhqa pi‘:twldéﬁﬁh gaviteariemeiod faﬁhe
present invention w]ll 'now be _descri S‘F nore . .s i cal lﬁé“s\Mth r ef nce to

35 the dr afficHERS %&féiéﬂ%l use Yrfasinatian, W né%%%FHBP eﬁf%ﬁﬂ?%%“ BHPSHEAROE THE
ATTACHED DRAVWINGS mmunication system, wherein the prior art system uses the SSL system

employed in the wired Internet communications.
20
It is another object of the present invention to provide an apparatus and method
for securing confidential information by achieving end-to-end security from a mobile
station to a web server using the same standard to conduct the data flow between the
mobile station, the service server, and the web server.
25
According to one aspect of the present invention, an apparatus for securing the
user’s secret information transmitted from a mobile station to a web server through an
Internet service server is provided, wherein the data relating to the user’s secret
information is selected in response to the data request from the mobile station and/or
30 web server, the selected data is enciphered in a given format, and the enciphered data is
directly transmitted to the web server and/or the mobile station without further

intervention by the service server.

The present invention will now be described more specifically with reference to

35 the drawings attached only by way of example.

BRIEF DESCRIPTION OF THE ATTACHED DRAWINGS



WO 01/ 01644 PCT/ KROO/00689 -3 FIG 1 is a schematic diagramfor
illustrating the conventional nobile Internet conmunication systemwth
t he convewts s1m&d4 nobil e security system 5 FIG 2 is a sCchREmKROYIBAGr am
simlar to FIG 1 and illustrates a nobile security systemaccording to
the present invention; FIG 3 is a scheymtic diagramfor illustrating the
procedure of transmtting an ordinary web docunent and the secret data
according to the inventive security systemin 10 the nobile |Internet
comuni cation; and, FIG 4 is a flow diagramfor illustrating the process
of securing theFteer isSa séﬁéhﬁtlmta doc Dludiratihgt the cheventive trhotsleninberhe
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assurance thath]g ﬁﬁ ported .5 %deéndOf the nmessage is in fact the true
setler of RHBORES %@ QUEYTY lI)rle ¢tronic signature can be encrypted
usi ng vari ous known nmet hods. The enci phering algorithmsuitably applied

according to j bR 6 sebatigsratne (5RPR)
public key al gorl F’p mﬂmowﬁﬁg}drﬁ%f §111ﬁtrﬁ@n\égefth%t B?ed al g%rl thmin the

e nos
current ellefvnn@mltaqcpﬁlﬂ@ @éb@ltqvﬁ‘)’/“%t"@ﬁﬁ themﬁ’é‘ﬂl"&tl rithm provides

both enci phering and el ectronic signatures (or encryption keys) based on

on'the fact  RRTALES TECRp POTOR Gl BREFIFETIMBABINENT | © bosed

nunbers "p" and "q", but it is difficult to extract the "p" and "g" from
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two keys, one b e second the secret, key, are
used so t hepecifibdnteue arecmefoetﬂicﬁrlytp%s @9 t?@‘ttlﬁllhg altﬁl“t*??t‘trﬁén@éfé‘?eét teglRjquest Stean  be
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descriptions of well-known devices, circuits, and methods are omitted so as not to

obscure the description of the present invention with unnecessary detail.

25 In order to provide a level of assurance that the purported sender of the message
is in fact the true sender of the message, a digital/electronic signature can be encrypted
using various known methods. The enciphering algorithm suitably applied according to
the present invention is a Riverst-Shamier-Adleman (RSA) public key algorithm, which
is the most widely used algorithm in the current electronic trade security system. The

30 RSA algorithm provides both enciphering and electronic signatures (or encryption keys)
based on prime factorization. That is, the principle of the RSA algorithm is based on the
fact that it is easier to calculate the product of two prime numbers “p” and “q”, but it is
difficult to extract the “p” and “q” from the product “n”, which is obtained by
multiplying “p” and “q”. That is, two keys, one being the public key and the second the

35 secret key, are used so that whenever one encrypt something with the secret key, it can
be decrypted only with the public key, and vice versa. In the embodiment of the present
invention, the RSA algorithm generates the public key and secret key used for



t he session key, which then sends the encrypted session key back to the
server. The server decrypts the session key with its secret key and
establis secured connection wth the client. 5 M iddo t he
enbodineﬁ?ﬁ%hﬁgﬁe present invention, the algorithmfor ggﬁg%g??ﬂgﬁ%he
session key uses a SEED symetric key algorithm which is based on the
Korean Data Encryption Standard and usés- the 128-bit bl ock enci pheri ng
al gorithm devel oped by the Korea Information Security Agency (KISA) for
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That is, the data encrypted using the public key can be 35 decrypted only
by using the secret key, and vice versa. Thus, the web server deciphers
t hgp sessi on key,Thshhebild Satipen ereainetindt Servipet deeveSEHRD thd gob is¢iiven araopegtadne RSA

o Sl S

below.

First, the mobile phone is provided with an inventive security program required

25 for connecting with the web server to receive the public key and to internally generate
the session key used during a security transaction. The session key is used to encipher

and decipher the data. The enciphering is performed according to the RSA algorithm

and the 128bits SEED algorithm. The web server, using the RSA algorithm, generates

the public key and the secret key to enable the mobile station to perform the security

30 transaction by sending the public key to the mobile station. The received public key is
used to generate the session key to encipher the data transmitted by the mobile station,

and the mobile station generates the session key using the SEED algorithm. Then, the

web server uses the secret key to decipher the session key used to encipher the data
transmitted by the mobile station. That is, the data encrypted using the public key can be

35 decrypted only by using the secret key, and vice versa. Thus, the web server deciphers
the session key, which is generated using the SEED algorithm, using the RSA secret key

and the deciphered session key is used to decipher the enciphered data according to the



-5 enci phering and deci phering of the 128bits symetric key SEED. Accordi ng
to the enbodi nent of the present invention, the data processing between

t he nobi ipn and the web server is initiated when t er
gener at eyoéf/gl%%gi r of its own public key and secret key. r}%{e pg@ﬁcfs‘é key is
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nobi | e station upon a request. At this-‘poi nt, the nobile station has been
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generate the sdssordingkeythet bmbodibicht of tthd prasemnoivertems thddatacprocessthgpubl i ¢
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asl@ proxkeyep\eaciphgotibheondidentidl glatrato ba sericte thatwetoervere Wﬁ_tﬁelnérarfht}@r net
comuni calyb Q] $cACREr iBgle shitiohOBRARIHOMetkidkivel Gubhe 1eieiginidie BRCUM ity
system anong t he I'le station, the service server, -an thﬁ web server
uses the isspaHLiiG KeyrihPE Setiterthe sty shpsteafier (avesP SRR ASFIPRoR: Meane
standard, Whetii& kYRR owatsseenkéhe wibieadesiphtied syamsttad keyiethueleb
server. As the public k?% of t%g v¥eb server is,el ectﬁfeosﬁit?al I ynsz!1 nvegsevx,ith
the secr SETEBCGPGTR e EpcrRhgrerh fatg regeived Hion e faaRile, Hatian, by o2 peXrics
finst senttranemissionrtiei Web saveat ermiphetshéatpat e sentviocthe mnabileoitition wsing then and
the nobile i i - b qﬁgq)q{ : -sing the
fal se publsp'gl ey?k%iég%&g@?{oﬁﬁ@'& aétadzglepsggg gt EThtgnc_l peg%éﬁﬁﬁgr%ﬁkﬁ%l I I%{as
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conpr ehend, tHgudP M s tHefwdoRrRk| H thelenBOEIMBANLS thE iivehEsMBREservibe sdraeker
can not tap into the datar\packet as it travels fromthe nobile network to

t he servi d@PERIGREASHPEIORNE Y nternet. This is achi eved as the path between
t hegnobi |l e conmuni cati on network and the service server makes the data

pecket | onctpher i i R, RPLLS R Gl LM el i
35 cont entin connection with FIG. 2, wherein the security system among the mobile station, the
service server, and the web server uses the inventive mobile micro security system
(MMS). Namely, the same standard, MMS, is employed between the mobile station and
25 the web server. As the public key of the web server is electronically signed with the
secret key of the web server at the moment when the public key is first sent to the mobile
station, the path between the mobile station and the mobile communication network can
not be tampered by a hacker using the false public key. Moreover, the data packet
enciphered by the mobile station is in the form of 128bits code so that the hacker can not
30 comprehend the content of the original document. Furthermore, the hacker can not tap
into the data packet as it travels from the mobile network to the service server via the
Internet. This is achieved as the path between the mobile communication network and
the service server makes the data packet, enciphered by the mobile station, in form of
128bits to the service server via the Internet, thus preventing a hacker from hacking its

35 content.

In addition, the internal network of the service server is protected by a firewall



In addition, the internal network of the service server is protected by a
firewall WO 01/01644 PCT/ KROO 00689 -6 with a separate hacking-detective
system aGgghthiids t 0 the present invention. The service SeMEkrETISEdY
transfers the enci phered data fromthe nobile station to the web server
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processed In t W reles et communi cati on.
per sonal / stherweb gever apdhiie fethetierpylypgenerates a session key to enmpher personal

information and is sent from the mobile station to the web server. That is, the session

—1

key is used to encipher and decipher the secret data according to the RSA enciphering
25 and the 128bits SEED symmetric key.

FIG. 3 schematically shows the transmission of an ordinary web document
without any enciphering and the transmission of secret data that is enciphered according
to the present invention. Namely, the service server transmits an ordinary web document

30 between the mobile station and the web server through a proxy server and transmits the
personal data between them without any additional processing operation. As shown in
FIG. 3, two different data transmission are operated according to the present invention
due to the limited data amount that can be transmitted and processed in the wireless
Internet communication. Thus, only the personal/secret data, which needs to be
35 protected from an unwanted third party, is directly transmitted between the mobile

station and the web server.



35 protected froman unwanted third party, is directly transmtted between
the nobile station and the web server. WO 01/01644 PCT/ KROO/ 00689 -7
Accor di ngvo o1/61684 enbodi ment of the present invention, thePETORHHEED
securing the user's information when the nobile station attenpts to
connect with the web server is describgd in connection with FIG 4,
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data that can he proges 0 d.to the wred.|lnterne on.
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revised by the web server, to the mobile station. The certificate version provides
25 updated information about the host name, the IP address, and the public key of the web
server that can be used to authenticate message source. Then, the mobile station
determines whether the received certificate version is the same as the previously
registered version. The previously registered version is downloaded from the previous
access to the same web server by the mobile station. If they are the same, the

30 enciphering is performed with its previously registered version.

Alternatively, if not the same, the mobile station requests the service server to
send a new version of certificate. The request is made by a “CERT” command, which 1s
prearranged protocol between the mobile station and the service server for sending the

35 certificate. In response to the command "CERT," the service server sends the presently
registered certificate of the web server in step 320. That is, if there were a request for a

new certificate version by the mobile station, the service server (or proxy server) having



prearranged protocol between the nobile station and the service server for
sending the 35 certificate. In response to the conmand "CERT," the service
server sedm/dib|@ presently registered certificate of thePGREKROYNIGEP | n
step 320. That is, if there were a request for a new certificate version
by the nobile station, the service serwer (or proxy server) having WO

01/ 01644 PCT/ KROO 00689 -8 the updated information that is periodically
downl oaded fromthe web server (content  server),.sends a response nessage,
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the symrett1¢ Key 1'nC . user iformation received fromthe
nobi | e st ancipheted bydhepullis key sesenesrie eysymmetde Ky 334, the web server
deci phers, using the generated session key, the user's information, i.e.

the security data enciphered b% .tg?e m%lgi.l e gtat i.@_ge S0 %hat .tpl ori gi nal
da8 can be ret relR330aNee ERMETIC ey A0IRGADY, SRCIBIETNE Jhe SEEIN By {1 E e b
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certifi cateperitionits thedsiacwingtransamittedhto thetvsehr seavesni Esnoin step 322, the web

server deciphers, using the secret key, the symmetric key included in the user’s

25 information received from the mobile station to generate a session key. In step 334, the
web server deciphers, using the generated session key, the user’s information, i.e., the
security data enciphered by the mobile station so that the original data can be retrieved

and the original data can be processed by the web server accordingly.

30 Meanwhile, in step 320, a hash is generated using a hash function (i.e.,
Message-Digest 5 (MD5). The MD5 is the functional protocol used for enciphering, of
which, if the result agrees with the certificate, it is considered that the data transmission
has been normally achieved without any external hacker. The 128bits hashing value (i.e.,
a character series of 128bits) is generated for the content of the certificate, encrypted

35 with the service server’s secret key, and then appended to the certificate. When the
mobile station receives the certificate, the mobile station takes the encrypted hash value
and decrypts it with the public key of the service server. Then, to verify that the



has been normally achi eved wi thout any external hacker. The 128bits hashing
value (i.e., a character series of 128bits) is generated for the content
of the ceydifidigat e, encrypted 35 with the service server' scgadiodloodsey, and
then appended to the certificate. Wien the nobile station receives the
certificate, the nobile station takes the encrypted hash value and
decrypts it with the public key of thé”service server. Then, to verify that
the WO 01/ 01644 PCT/ KROO 00689 -9 certificate has not been tanpered wth,
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web protocol. Thi sddityn,libe acduriew gdndaytiatesppiicatidmprogtaire fag| the mokile tstagion

security indj y I.ch: nts the corresponding field to be
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enci phere vention provides an apparatus for securing the
ustr's information 25 for electronic trade in the nobile Internet

comuni cat i ons. pybiiy e theHPVAS efbcuintihe Nfor OBedidiag heen wWeser infigehation by
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20 attribution defined in the Internet web protocol. This may be achieved by designating
the class as the security indicator "SCURE," which represents the corresponding field to

be enciphered.

Thus, this invention provides an apparatus for securing the user’s information

25 for electronic trade in the mobile Internet communications.

While the present invention has been described in connection with specific
embodiments accompanied by the attached drawings, it will be readily apparent to those
skilled in the art that various changes and modifications may be made thereto without

30 departing from the gist of the present invention.



WHAT IS CLAIMED IS: 1. A security systemconprising at | east one nobile
station, an Internet service server, and a web server, said nobile station

bei ng opgy@hi gL © transmt/receive 5 data to/from said weh &&oM6dsoVi @
said Internet service sever; characterized in that, upon request for

transm ssion of said data by said nobil e station or said web server, said
data is enciphered in a predeterm nedPormat to be transferred to one of
said nobile station or said web server, said enciphered data is deci phered
by one of WHAD IOGLIAMMEBtISon or said web server, w thout further
intervention by said Internet service server. 10 2. The system as defined
in CQaim1l, wherein said service server registers in advance the
certificate of $ai d wAbsesuriyesysten! bemp@sing @blegsl enovmpbile sigtien, anntgnethat a
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Riverst-S s%fver% gor Ihlgﬁﬁ‘)ter%mc?hq)g%‘ﬁiﬁ I\ egl?ert's&gme@%eﬁl gorithmand a

SEED symmetri c Key sal D symmetric key algorithmis based
onl& Korean Data Encryption Standard devel oped by a Korea | nfornation

Security Agency (Kl SA)The %%j-stém aé\d%ﬁﬁédelﬁl ¢lefm $ewuérbmgsanmes\ﬁ&aéermfreglgtafsi on
exchanged .dur,i n ity ction.in a ni_cation
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secure sai gner £ 0nal L IERTTRLL ARon B0y TRBhecst ati on for ‘generating a

sessi on key use securlty transaction using said public key
redei ved fromsaid web server and for enciphering/deciphering said

personal informafion ugjng kel ds YRMPLH KRim @ncbhex\ehegzﬁuruaﬁﬁisdsem&bwégr ver
deci phers sajd session key recgived fromsaid hobi | e tion using,_said
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01/ 01644 PCT/ KROO/ 00689

20 4. The system as defined in Claim 4, wherein said
enciphering/deciphering of said data is performed according to a Riverst-Shamier-
Adleman (RSA) public key algorithm RSA algorithm and a SEED symmetric key
algorithm, said SEED symmetric key algorithm is based on a Korean Data Encryption
Standard developed by a Korea Information Security Agency (KISA).

25

5. A system for securing personal information exchanged during a
security transaction in a mobile Internet communication system, comprising:

a web server for providing electronic data in response to a request by a user and
for generating a public key and a secret key to secure said personal information;

30 a mobile station for generating a session key used in said security transaction
using said public key received from said web server and for enciphering/deciphering said
personal information using said session key; and,

wherein said web server deciphers said session key received from said mobile
station using said secret key; and,

35 wherein said personal information enciphered by said mobile station is

deciphered using said deciphered session key.



-11 6. The systemas defined in Claim5, further conprising a service
server for directly transmtting said personal information enciphered

bet ween swdoli/oredni | e station and said web server w thout POTIKRN0/00689
intervention by said service server. 5 7. The systemas defined in Caimb5,
wherein said enciphering/deci phering_gf said personal information by said
session key is perfornmed according to a Riverst-Sham er-Adl enan ( RSA)
public key algorithm RSA algorithm and a SEED symretric key al gorithm

sai d SEED symmefric kéhe aysemias Heaiined maGlaim on luriek 6PRARSIPR ASCHAES $55Y5Ton
Standard ggvekoRgduynAuiQr §ad | fekhaR Ao SRMUERJiPheAGE BEtWeed Galdnfoblile 8. A
nmet hod for securjng. personal | nforrrlﬂ'gi on trans 'tte{?\ifr.om a nobile station
of a nobi F@leRARATAE RED srIY ey ITEE IHARYARHOR DS ASTHCE SHEE server via a
service server, conprising the steps of: 15 receiving a request for the
transmi ssion of ;said pegsonaled nf gt myi@R T G SEiflm TP | &Rtghi OBa@r Sai d
web server; sel g'ctively encYp?‘ueri ng sal d personal pﬁ’for,n’nti on i1n a

pr edet er menaphdrimghdeciphering ef said wstsoneleiafarmatipre byfsaisiasegsion BEY és BeARTSA or
said web ; Wegl fdr! ' ) ashi& deplgeeifidh RIA Qilghiith@n by
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i nt er vent iand aEER symBwing key agerthm, syd SELREEICAEY & 13 ﬂaséazfinm 8,
further canpsiesi Datal RriRA Stfindakd daeMipetiibyg: KoeelhfofhatidreSdonrity Agenty

I nt er net 2&&/&% server to said nobile station after receiving said

refiest f L transnission of said personal information. 25 10. The
met hod as defined in Claim9, wherein said service server registers in

advance said cerdificatg a5 gecﬂﬁﬁ%?gﬂé&?arl i BrRichShsthRteddtdin ARRGBIR

station so that a préviously regrst _certificate stored in said nobile
station i statiodatfedmahide cCammMInNicAHoNs BSErRiN SHIPERGRIANSWED QoNpRTVEMVIES sai d
web serverg3Q s%}verT&%HﬁﬁHgQHe aspsefined in Caim8, wherein said data is
sel ectively enci phered/ deci Per}?d accardi n& to,a clr}e‘is tattri buftri an @f sai d
redliest for the T°46i%AS AiTESEShIBHNS HAPIHENULAETAT RESYIRL{THSHIIHORTHY S8 o
nobi | e st ahoBile Wdtichadr@Gaidetetserweer . 35 12. The nmethod as defined in C aim8,
wherein said encgjphering/.deci i i i : i said
Tobi e st at  on OFIBATe agPRGIRAGId Pitsctlel PRbIARRARATreadAiA foalt

Ri ver st - SHertramsfeAnt ¢orane ¢fR8) mpbily $tatidnesr seid Wweby BI82ANBCT/ KROO/ 00689

deciphering said enciphered personal information by one of said mobile station

20 or said web server without having any intervention by said service server.

9. The method as defined in Claim 8, further comprising the step of
transmitting a certificate from said Internet service server to said mobile station after
receiving said request for the transmission of said personal information.

25

10. The method as defined in Claim 9, wherein said service server registers
in advance said certificate of said web server to be sent to said mobile station so that a
previously registered certificate stored in said mobile station is updated when said
mobile station requests a connection to said web server.

30

11. The method as defined in Claim 8, wherein said data is selectively
enciphered/deciphered according to a class attribution of said request for the
transmission of said personal information made by said mobile station or said web server.

35 12. The method as defined in Claim 8, wherein said
enciphering/deciphering of said personal information by said mobile station or said web

server is performed according to a Riverst-Shamier-Adleman (RSA) public key



-12 algorithm RSA al gorithm and a SEED symetric key algorithm said SEED
symmetric Kkey algorithmis based on a Korean Data Encryption Standard

devel opedydyfsdorea Information Security Agency (KISA). peradroododset hod
for securing personal information transmitted froma nobile station of a

nobi | e communi cations systemin comuni Eatl on with a web server via a
service server, conprising the steps ofl: ‘generating, by said web server, a
public key and a secret key in response to a request made by a user to
transmit elgeeithm WS\ digbsithns andla SEHD syrketrankbysagatitbe sad SEBP synmegicused
to secure a| t. ' Sqd on;
tranom £ £ 150 TR RecS B bbieRY Bt Bn 3o SHERREANETBR b BoRe
mobi | e st dnfoomatien Smgstmzhgm:y (Ké%ltsbnm ve to said public key recei ved from
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per sonal i nfor ITB.tI on transm tted bet ween i.d_nobil e stat and s

server; and, 15 ldher eihmstiod fesFcuBRg BFTS |“bfﬂg?%t‘°§affad“’§‘étteglnf6ﬂnlgé9% cei ved
from sai d smdahlcﬁf a BibBild @dﬁnﬂﬁlhﬁgtl@r&l o/s@ac iretornmynicativh, wither etln semedviper sonal
i nformation _enci gvher ed r‘% a% rmbltl e station is deciphered using said
deci pher ed“SEESTBIFKETP IHELA” ® iret hod as defined in Caim13, further
conprising the geﬂq:ramﬁg, Hyralrdsmebtsrcwgr aputdigi keypad\4 sesrel ey éit respansg e sonal

i nformati (}Q%\Eeg fﬁf d u@@rttml% srﬁﬁ'eﬂjectrgﬁlle'da?a sdiatubic RAHarkiadath Wkt &6y Yer

wi t hout fur venti on étsal Servi ce_server e net hod as

deflp ned |r115@311&i$¢m13 saighrbecdiont %‘ra@@néﬁfbﬁrﬁjn@?mﬁ@/ddﬁ?hlgﬁéaﬂoﬁg of said
personal i nfor matdnemitAMg §@w uBIESIEdy00 skﬁ)&nbtﬁlemmfo@[ med according to a

SEED symmeeri c. éﬁ'er%ﬁgg”n wfi nRiig SR 3 St ) TRy B T AR 2 o
a Korean Dat;eﬂv&hﬁdsmmhido\net&mdasaid dm@lndwds bgedafochadlenng/dpmhﬂm Seburity
Agency (K| g?%al 3ok Briof tlE Jr%&ﬂgd f)?dv Eﬁg&ﬁype LB ¥afoh E&P&L@ e dervr; ﬁndmb' | e

| nt er net nicat 1 lons "system o hayi ng server, n&;
st dsion for excha«hgrentgsalda\teé thgﬁpwf%\éﬁd§§?5v@rkeyéﬁ€?“é? ‘H?)Fa ob

server in gg llrpgastakpgécygtkgy sagud mobi | e statl on and sal d web server,

conprising the steps. of: 35 re n& sai.d %D?le bg A on

connection to reYYE"?W’é‘ afidePerEPRdn} IH%I“&“ Prcphess §ywetds ¢ tons & g

service sedacgsherddanaigiald@eciphyredaeskioeteyser ver, a public key and a secret

key in response to said

20 14. The method as defined in Claim 13, further comprising the step of

transmitting, by said service server, said personal information enciphered between said
mobile station and said web server without further intervention by said service server.

15. The method as defined in Claim 13, wherein said

25 enciphering/deciphering of said personal information by said session key is performed
according to a Riverst-Shamier-Adleman (RSA) public key algorithm RSA algorithm

and a SEED symmetric key algorithm, said SEED symmetric key algorithm is based on

a Korean Data Encryption Standard developed by a Korea Information Security Agency

(KISA).
30
16. A method for securing data transmitted in a mobile Internet
communications system of the type having a web server, a mobile station for exchanging
data with said web server, and a proxy service server in communication with said mobile
station and said web server, comprising the steps of:
35 requesting, by said mobile station, a connection to receive an electronic data

from said web server via said service server;
generating, by said web server, a public key and a secret key in response to said



WO 01/ 01644 PCT/ KROO/ 00689 - 13 request by said nobile station;
transmtting, by said web server, said public key to said nobile station to
be regi st@ordesan said nobile station; transmtting, by s&CA/KRIOPISE
server, a new certificate to said nobile station; 5 determ ning, by said
mobi | e station, whether a previously rggistered certificate in said nobile
station is sane as said new certificate received fromsaid service server,;

if said new certificate is sane as said previously registered certificate,
enci pher i iRguesPysaidanpkils staicd% at i on, personal information using a session
key generated Rynsndittthgd Bl datd ey semglsaﬁﬂpdmm@auoobamebmae \¢@ation aa tbe

enci pheri sai SHPUb I C g g o 10 generate a symetric key, and
transmttF%s F g 1é’rsonal informati on and said generated
symetric key tcrraﬁmnltnvgbysad\selrvmﬂ sarveniachesegerii Beates wrsaisk mobitgistation;

deci phering, by ssaj.q \éﬁg)bg o Pk G, ARklfer &@Moﬁﬁygég@&earcemmted

nobi |l e station to cov sal d session , eci phering said
enci pher edn paid sobdE stafign & RIS %ﬁaléﬁeﬂ’gc%‘éﬁﬂtec@ﬁ‘?}é‘?q %%Fns“é’sdsﬁeﬁ’thQ]‘%é’nd sai d
secret key. 15 jq. salﬁh%ewetc&@icﬁca% Q;Efsarﬁ@dasl Raidl @teﬁﬂoh@ly freisted catificitsi ng
the step of . requesting, new. ¢ rtlflgr%{e%from

sai d ser vicREPRYIRZ OY|Spl P%‘le ﬂ%WIb@FfSP’f]‘?léﬁf Enfitédrhlés(m%gﬁﬁssg? i & previ ousl y

regl st er edycid phblkakey Aeil8d fibne sadtwikdsarecrdertd pedplienng! saidwputdic kayr toher
rising the steps o Ci e ]

tr é smi tt EFE8sAS gmfﬁ? 19 eyﬁtagl ﬁgiﬁlgg%tlu% 38 %lcmﬁngé%ﬂ&@a l(iay r ec%?ved from

sai d nobi |seidsgeatiatad; symmagigerkes iomgl%\aeluseémlvm%ﬁfrﬂa% serves athi d nobi | e

station; and, degj BH@I’U@"% M wad skrimbidie sﬁhﬁ%ﬂrﬁ%ey&@édﬂve@%rﬁ@@lﬁ&ﬂoﬁ&t a
recei ved from sal d1

ver SII’] said s ic key. tran te
pr evi ous| ystationstgi %PVGQSb%HOS%‘F‘Sé?SSI TgkeyTﬁ‘BX Trfge‘ﬁbﬂnhgs S%@fqnﬁ’é’ ereh p@fsgflﬂk 16,
wher ei N S&hfhrm@A6H RHLE NG Loeetpd esssing ke andisaid peradapl i nformation by said
session key is perforned according to a Riverst-Sham er-Adl eman (RSA)
pubfic key al gori thm RSA al gorithm 30 and a SEED symmetric key al gorithm
sai d SEED symmetIi.c kebheamgthoitdsnddfinethds delaion 16a fucthes sampaisiagEhe sight #fon

St andard dr%é{&ésﬁﬁg%}ﬁj ¥ai & kiR &tdtidh O IR e RMterfifdald F¥mAQRNSHvick KerdlY if s3Rl

new certificate is not same as said previously registered certificate

20 18. The method as defined in Claim 16, further comprising the steps of
enciphering, by said web server, the data transmitted to said mobile station using said
symmetric key received from said mobile station; transmitting said enciphered data to
said mobile station; and, deciphering, by said mobile station, said enciphered data
received from said web server using said symmetric key transmitted previously to said

25 web server.

19. The method as defined in Claim 16, wherein said
enciphering/deciphering of said personal information by said session key is performed
according to a Riverst-Shamier-Adleman (RSA) public key algorithm RSA algorithm

30 and a SEED symmetric key algorithm, said SEED symmetric key algorithm is based on
a Korean Data Encryption Standard developed by a Korea Information Security Agency
(KISA).

35



