WO 2005/ 093671 PCT/ GB2005/ 000231 El ectronic Voting Systens This invention
is generally concerned with systens and nethods for electronic voting. An
el ection poses many chal l enges for the systemused for voting, whether this
is a mnual system a nmechanical one or an electronic gne, Traditionally
manual sy¥O2RE0%EIe been used and are still widely usedCTERIECI becades
mechani cal systens have been used in sone countries, and in recent years
el ectronic voting systens have had their breakthrough in a nunber of
countries. Common to all is that very high standards have to be set on the
security of the process of voting, such that voters can be confident that
the result of the election correctly reflects the votes cast, whereas at the
same tinme secrecy of the votes cast shall be ensured. In fact a long |i st
of apparently conflicting requirenents can be stated. Common for the
systens used for general elections in a larger scale today is that they
duplicate the basic principles oFEletiieniobivtiak Sebtegisi on, which we will briefly
review. A voter enters a voting site, where his identity is checked, after
whi ch he receives a ballot and enters a voting booth where he can vote in
privacy. He then folds his ballot such that nobody can see what he has
voted, enters the public sphere again and drops his ballot into a
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di verse group of people such that it can ﬁe trusted not to cheat. A nunber
of special cases may exist in the process. For exanple the first voter may
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have to be set on the security of the process of voting, such that voters can be confident

that the result of the election correctly reflects the votes cast, whereas at the same time
secrecy of the votes cast shall be ensured. In fact a long list of apparently conflicting

requirements can be stated.

Common for the systems used for general elections in a larger scale today is that they
duplicate the basic principles of the manual election, which we will briefly review. A
voter enters a voting site, where his identity is checked, after which he receives a ballot
and enters a voting booth where he can vote in privacy. He then folds his ballot such
that nobody can see what he has voted, enters the public sphere again and drops his
ballot into a container. The whole process is monitored by a sufficiently large and
diverse group of people such that it can be trusted not to cheat. A number of special
cases may exist in the process. For example the first voter may have the opportunity to
verify that the container is initially empty and it may be possible to regret the choice in
the time span between entering the choice on the ballot and dropping it into the
container, After the election the votes are counted. Throughout the whole process it is
ensured that at every step everything is monitored by a group of people sufficiently
large and diverse to be trusted.



as little as possible when introducing a new system For exanple DRE (Direct
Recordi ng Engine) e-voting systens, store individual votes on a nenory card
such that- they can be counted afterwards instead of just keepi ng track on
the statistics t reported. However, when using el ect a
nunber of %6@?@?3@2 of the original process are alter edﬁ)??{(‘g? %@g‘%ﬁ of
the security despite that the process is kept fixed. In particular the

foll owi ng properties are always | acking unRess great care is taken: a) The
voter is no longer able to see that what he enters on the machine. is
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a) The voter is no longer able to see that what he enters on the machine is actually
what is recorded.

b) The officials monitoring the process are no longer able to see that one vote is
recorded for each voter.

c) The monttoring of the counting process is no longer efficient since nobody can

see what really happens during counting.

This has been known for many years in academic circles and has led to a number of

nitiatives:

1) Some have tried to inform the public and decision makers about the situation
and have been driving a debate that has recently been rather heated as DRE
machines have become more widespread.

2) Some have developed the technology for dealing with the new challenges posed
by electronic voting system. This has been done as basic research in universities
worldwide and in applied research projects like the e-Vote (IST 2000-29518,
hitp://www.instore.gr/evote) and Cybervote (IST-1999-20338,
http://www.eucybervote.org) projects as well as in private high tech companies

like Cryptomathic,

For background prior art reference can be made to the following:
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Know edge Protocols Using Signatures”, EUROCRYPT 2003, LNCS series 2656, )
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Pursuers of 1) require printed ballots to,be produced for voters to watch
and store the traditional way such that ?hey can be used for recounting.
The pilot system developed and tested in the e-Vote project uses digitally
signed, encrypted votes, such that it is ensured that there is _control of,
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Further background information useful for understanding the invention can be found in
“Verifiable e-Voting” by C.A. Neff and J. Adler, August 6, 2003.

Pursuers of 1) require printed ballots to be produced for voters to watch and store the
traditional way such that they can be nsed for recounting. The pilot system developed
and tested in the e-Vote project uses digitally signed, encrypted votes, such that it is
ensured that there is control of, who cast each individual vote. It also utilizes a secure o
protocol based on homomorphic encryption and zero-knowledge proofs (see [DGS],
[DI01]) to ensure that the counting process is universally verifiable while preserving
secrecy. Universally verifiable means that it is possible for an independent observer to
verify that the votes are authentic, correctly formatted and have been counted correctly
without breaking the secrecy of the election. However, it does not deal directly with the
issue mentioned in a), that each voter shall be able to verify that his choice is actually
what is recordzd in his vote. Votes with the e-Vote system are generated and signed in
an applet on the PC of the voter, so a) can be ensured by intercepting the applet and
verifying that it performs correctly (by means of installing third-party software).
However, this only works for Internet voting and it comes together with the expense

that receipt-freeness is only conditionally possible with Internet voting,



"w'th respect to security and cost and where the highest obtainable |evel of
integrity of the result of the election is considerably higher than for
traditional manual elections. Thus in a relaxed political climte costs can
be saved and fmal results of the election can be nade avail abl e quickly,
wher eas WD 2005098%@1 political climte, where current naRCHEBHSEYEH es are
insufficient to ensure integrity of elections, the |l evel of security can be
increased. Previous electronic voting systems as described above by Neff et
al. provided voters wth receipts which they can take away and after polls
close use to confirm for exanple by tel ephone or the internet, that their
bal | ot was as intended. However such a system can_|ack transparency and it
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voter's choi cepammal ¢le®lodet ronic ballot including information to link it to
said printed ballot and said printed ballot including information to |ink
it to said electronic ballot; an electronic vote decryption system
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can be made available quickly, whereas in a tense political climate, where current
manual procedures are insufficient to ensure integrity of elections, the level of security

can be increased.

Previous electronic voting systems as described abové by Neff ef al. provided voters
with receipts which they can take away and after polls close use to confirm, for example
by telephone or the internet, that their ballot was as intended. However such a system
can lack transparency and it is preferable, at least from the point of view of public
perception, not to depart so far from a conventional paper-based or manual voting
system. Nonetheless manual systems are by no means perfect despite their relative
transparency and, as described further below, there is scope for corruption which is

unlikely to be detected without fairly extensive recounts,

There is therefore a need for electronic voting systems which provide security and
integrity but which nonetheless will engender public trust. In embodiments of the
vention described below this is achieved by retaining a printed ballot system which
works in conjunction with an electronic system to guarantee a high level of integrity and

security.



and to decrypt said encrypted electronic ballots including said |Iinking

i nformation; and a voting verification systemconfigured to receive
decrypted voter selection data and |inking information fromsaid vote
decryption system to receive voter selection data and | tion
fromsaid MF&%’&I%@Q lots and to conpare voters choices fg?lf (ﬂ%obs'?ffoﬁ{ﬂgf
said printed and electronic ballots linked by said |inking |nfornat|on, to
verify the voting. Either the electronic bgllots or the printed (paper)
ballots may be sanpled but it is preferable to provide a system which
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the electiony . An exanple of such information is an identifier of
the district f ovve a large random nunber selected by the device used
for voting at the time of voting, printedinabar code format on the

rinted ballat. The linkin formati
P Either the electromic gba]f| ts or the prgmteg%pape% ballots may be sampled but it is

preferable to provide a system which allows printed ballots to be sampled and then
linked to decrypted electronic ballots to save time in laboriously searching through large
numbers of printed ballots. This can be facilitated by means of special ballot box which
is configured to sample the paper ballots and, optionally but preferably, scan the printed
ballots although in such a way that the sample ballots cannot be influenced.

To facilitate sampling, and then checking, printed ballots rather than electronic
encrypted ballots preferably the voter verification system is configured to determine that
all the printed ballots carry different linking information, that each printed ballot links

to an electronic ballot, and that the number of printed ballots is the same as the number
of electronic ballots, for example automatically counting the printed ballots. Making

these checks enables the sampling of printed ballots.

A printed ballot may comprise, for example, human readable information indicating the
choice(s) of the voter and information linking the printed ballot to an electronic ballot.
The linking information shall preferably not identify the voter (in order not to break

secrecy of an election, provided that the election is secret) and it shall preferably be in a



cryptographically protected, for exanple by including a MAC (Message
Aut hentication Code) or a digital signature in the linking information. If
the linking information is cryptographically protected, the cryptographic
protection may al so protect the choices of the voters (in order to prevent
copyi ng okolzooskooseg1i nformati on on printed ballots to oPAEIGRISISI82§1 W t h
different choices of voters). An electronic ballot may conprise, for
exanpl e, voter identification such as the voter's name and encrypted
i nformation, preferably electronically si‘gned, this encrypted information
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means of oneryplogrphieally peafeetehiler aanple ksinghudinga MALC (Message Bauibentieationhi ch
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encrypted el éctronic ballots; new zero-know edge proofs or such a process
are descri befithkavters (ivbrder tupisvent sypyingof inkisg aifempmesinrmtedballepsarat e t he

shuffling an radual . decryption process fromthe verification process,

whi ch faci |p%§{l§§%ﬂ%whﬁgﬁqr§%%alpﬁ%&@§g§)si ng. In another aspect of the

I nvention provides a conputer systemfor verifying an electronic voting
system the conputer system conprising: data nenory operable to store data
t o be proceasetcipniedrniion myooypdde forrgapplec estsoidentifidatior stchidsehd/dter’s

20051093671 PCT/ GB2005/ 000231 8 in%gru tions; ,and a processor coupled to
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I nstructi ong et 0&ich @ﬁ&ifsé{ﬁltgi A0 SoEPIRELiS. Nehd &1%})&:%& nfsknatiBh may also include
information linking the electronic ballot to a printed ballot and/or this linking
mformation may be provided separately from the encrypted information indicating a
voter’s choice, but if so must be treated similarly to the encrypted information
indicating the voters choices. As described further later, during the counting process the
electromic ballots are preferably separated from voter identification information so that
they are depersonalised (though this is not essential, the voting then becoming akin to a
show of hands). This de-personalisation may be made secure by means of one or ore
electronic shuffles of the electronic ballots, which may be performed in such a way that
it can be proved that no votes have been changed, in preferred embodiments using a so-
called zero-knowledge proof. In some embodiments each shuffle may also partially
decrypt the encrypted elecironic ballots; new zero-knowledge proofs or such a process
are described later. With such a system it is also possible to separate the shuffling and
gradual decryption process from the verification process, which facilitates more rapid

data processing.

In another aspect of the invention provides a computer system for verifying an
electronic voting system, the computer system comprising: data memory operable fo

store data to be processed; program memory storing processor implementable
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controlling the processor to: receive decrypted voter selection data and
linking information fromsaid vote decryption system receive voter
selection data and linking information fromsaid printed ballots; and
conpare voters choices for a sanple of said printed and_el ectroni allots
li nked by ve@ebsiop3sing i nformation to verify the voting.PGﬁﬁﬁyﬁg@ﬁFﬁon al so
provi des a device for collecting ballots, the device conprising: a ballot
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linking the ballot to a said electronic ballot and information to allow a
voter to identify one or nore choices, the printed ballot being configured
or confi gur abhenseeivit Alsd poaidds hidekica dori coflectingt baboisatic deyiag conpirismg: a

identification information are both visjble, but t _sjyl .t aneously. The

i nvention f uballpbiny acgent ab W‘%ﬁéﬂlﬁ?‘ﬁ ﬁ@%ﬁ’ﬁgf’%@iﬁﬁf Egmgng

system the h l.SI_ng. ek} : \ o ting
vote as bot hb"‘gﬁ’kse%%%@oé %es ‘g’&dﬁ’%lﬁ%’ﬁﬁ‘ﬂg‘f}r %It?d%%&éﬁ t%%%@ﬁ%ﬂ?%‘?#&ggh of ( )
sai d pri nt edsigadl 1@ i deRiRAnGhieatieiof submbiadatdbalobemdiangléctdraespohiivatd sadki ng

it to the other; displaying the printed ballot to the voter: collecting the
printed bal | ggnaliepdeatisHbstantially abrandem; gug of seid first and secendshaliey heldersia

collecting for .a pl.yralit f her voters; decrypting and counting said
el ectronic b%?lg?g?lg\ﬂ@’%ﬁ)@ggﬁﬂl PCT/ GB2005/ 000231 9 selecting a sanple
of said printed or electronic ballots and readi ng voter choices for said

The skilled person will recognise that selection as random does not necessarily imply
equal numbers of ballots in the first and second ballot holders. The device may further
include a ballot reader to read linking information on the ballot or local storage and/or

forwarding over a network.

In another aspect of the invention provides a printed ballot for an electronic voting

system configured to count electronic ballots corresponding to printed ballots, said a
printed ballot bearing information linking the ballot to a said electronic ballot and

information to allow a voter to identify one or more choices, the printed ballot being

configured or configurable such that said linking information and said choice

identification information are both visible, but not simultaneously.

The invention further provides a method of operating an electronic voting system, the
method comprising: collecting a vote from a voter; outputting vote as both an encrypted
electronic ballot and a printed ballot, each of said printed and encrypted elecironic
ballots bearing information linking it to the other; displaying the printed ballot to the
voter; collecting the printed ballot; repeating said collecting, outputting, displaying and

collecting for a plurality of other voters; decrypting and counting said electronic ballots;



sanpl e; reading voter choices for electronic or printed ballots linked to
said selected ballots by said linking information; and conparing said voter
choices read fromsaid sanple and said linked ballots to verify a result of
said voting. The invention further provides a nmethod of conmtting to an

el ect r onWe 28589363 ue, the method conprising sel ecti ndPE/SBHYY Al |y
random nunber and a sub group of the nultiplication group Z*, of integers
conput ed nodul o n where n is a product oé two prines for the electronic
data val ue and/or said substantially random nunber and determning a

conmi t ment sylatiite: 4 sanpls of chidpented onelectdaiiabylddty enduradingivates dhsibastor &id Y
random nunber using. said subgroup.. The .invention further provides a nethod

of provi di S§mplet refmg veier cheicosior elgringnic epprintet halles §nked ospifackeciedn of

encrypt ed rformn i [ re. I; j ent,i ties,
The. ot hod DTy SRl Rt rialog Rz RbulRE fidl b8 GRICKTEA BinSH | LPE.
(2z) defil ispgpkaind spRIIHkA LA tooverify @ribdultesfsaidaothyi ng a second set of

values (t) fromsaid verifier; permuting said second set of values with
said pernutation; sending a commtnent (et) to said pernuted second set of

alues to id verifier: and.sendi addi tignal . infqrnation. to sai
T\;er :Jf ier fi‘?"e\}%%lﬁﬂflﬁf P:ﬁ'&ﬂ%%?”r‘oé’é%ﬁ@srlgaﬂ?d gg‘?(ﬁl mﬁl gﬁﬂ%foiaaﬂ %ﬁcf{l%éj%(i ta §§H?=It€%nal .
i nf or mat i onnMREd Eotigskitd@ectinl @ sEREANTIIS $indBtn MEhMEInWASUP it FdheM th said
pernutation. Preferably the sénding of additional i1nformation conprises:

recei vi ng anulfiplication godvpl 2% nd entegdruesmped rjodbloonwhakd iv epirdduet of ikt er mi ni ng
a third set of val ues ) . fromsaid.pernutation, said second set of val ues
Bnd sai d_ p@FRSsOL gl da el aaor SElonp LS AR A o s d
third set of t Qjﬂﬂﬁﬂﬁ'] bé B8k i fd j ofn t ment
(ca) to a 191 gae\rfltﬁ%ﬂg%?%o rage ‘g?nél\[}a ulfaﬂssa?c%ﬁ%t?ﬂg%l a\?@gfﬁa %E‘&;i& es?aélglrgn ing a
fifth set eindoantmmbsralsitgsa{dubardpsendi ng a conmtnent (co) to a

conbi nation of said fourth and fifth sets of values to said verifier;
sending a check value (E) derived froma further randomvalue (R) to said

ifier; i vi . : s ' ifier; and
Sendi ng valisayqiSy huglth bARdes e GR SRl diFe il BONOAREEE! | L PLL 200
pair of ch@bh@ﬂﬂ@ss@al;ﬁ&na@ﬁbﬁof@feb?@d hasdgen pealoufed adifle osabiOmPRIdaY at i on

|

to said verifier; whereby said verifier is able to verify said correctness
usi ng a zeMEO4EEBNE é@t@f@eSpf%l@ﬁmhqd comprising: sending a commitment &S) to a first set of

values () defining said permutation to a veritier; receiving a second set of values (t)

from said verifier; permuting said second set of values with said permutation; sending a
commitment (c;) to said permuted second set of values to said verifier; and sending
additional information to said verifier for verifying correctness of said permutation, said
additional information verifying that said second set of values was permuted with said
permutation. Preferably the sending of additional information comprises: receiving a
pair of challenge values (A, x) from said verifier; determining a third set of values (a)
from said permutation, said second set of values and said pair of challenge values and
sending a commitment (c,) to said third set of values fo said verifier; determining and
sending a commitment (cq) to a fourth set of random values (d) to said verifier;
determining a fifth set of random values (A) and sending a commitment (ca) to a
combination of said fourth and fifth sets of values to said verifier; sending a check value
(E) derived from a farther random value (R) fo said verifier; receiving a further
challenge value (e) from said verifier; and sending values (f, z, Z) determined from said
further challenge value, said pair of challenge values, said further random value, and
said permutation to said verifier; whereby said verifier is able to verify said correctness

nsing a zero-knowledge protocol.
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WO 2005/ 093671 PCT/ GB2005/000231 10 In a related aspect the invention
provi des a nethod of providing information for verifying correctness of a

conbi ned pernutation and partial decryption of encrypted nessages perforned

using one or nore data processing entities, the method CO@:GZ’E@% 02§Fndi ng

{”(I)‘BI ned

i nf or mati oWQ W08833d7verifier for verifying correctness of

permutation and partial decryption, said information conprising information

to enable said verifier to verify said pepfornmance using a zero-know edge
protocol. Preferably the information sending conprises: sending a

commtnment (c,) to a first set of values (a) defining said pernutation to a

verifier; receiving,a secaond set. of values fromsaid.verifier, pernuting
sai d second lar%lf‘%\‘;é‘lsmt mﬁerggp&r%\gpmg%%ﬂ;of B él’g&fniau i t nent

romsaid verifier; deterimning a Ird set

(ct) to said @ﬁfﬁh%@&r&%??@@ﬁ%mﬁﬁw&%ﬂﬁﬁaﬁ& Sl i A'debiyBfion bEERIrYHEY a
pair of challendge Vvalues (X, x) f
of val ues (a)mdssapes pedormgbusing and armorsalath (recsseitg setitiesf theahethed aompdsng

pair of chall enge val ues,and sending.a copum tment (ca%gﬁto sai d %ﬂi rd set of

val ues to saisg pRpatiodp Spig; L gy cHEFces st deqmebiped) 1o a
f th t of_ . | I.fler: | 6 | f
Fourth SeOf AR R At et B SO S0

verifier; recgidwenfientd wrifhesidphalblrnge uiakuect@kndwiedpspiotocotr Plcf@nbly aie

sending values (f, 2z, Z) determned fromsaid further challenge value, said

pai r of chal lielegeatien sradmesempsises: SeRHENH A CPMBH IR (ohtovaflisbaet of Halusyimg

pernmutation t iLd verifiet. ' |.on-fu ' hod. of
D oo Bty 8 o aP B i YRR B BBATS O
data processivegfieRpeih@$ng HarEecond kétof havbn@ith s5idpeanehtion;seadias akey, the
met hod conprising, at each of said entities, partially decrypting and re-

randoni si ng sahdnighest(eHhi widiperaned segorrbset of edlpes tojsaid witidicy reemiving hgaira

Tl o 98 BERE SRR, o ST Gl SR "

verifying thakiipResaaesn Ohidsetbhd St oFPRASAIAR IMPYHIOSCEHATIONR ARk 28 PoNndi ng

set of entities are authentic, the method conprising: selecting, for each
said entity, sknding asemoritmerdrich) tdhsaidi thisrssbof vamdsdo s3id detifenidaienminiigandeach
said entity, s];ﬁciuslé a%gr%nﬁ%ggp?t?cd) to a fourth set of random values (d) to said verifier; sending

a triplet of check values (D, U, V) derived from a pair of random values (d, R) to said

verifier; receiving a further challenge value (¢) from said verifier; and sending values (f,

z, Z) determined from said further challenge value, said pair of challenge values, one of

said pair of random values, and said permutation to said verifier.

The mvention further provides a method of shuffling and decrypting encrypted

elecironic data using a plurality of data processing entities, each entity having a sharé of

a secret key, the method compﬁsing, at each of said entities, partially decrypting and re-
‘randomising said electronic data using said secret key share such that a final said data

processing utility fully decrypts said data.

The invention also provides a method, in a computer system, of providing data for
verifying that messages of a set of messages provided from a corresponding set of
entities are authentic, the method comprising: selecting, for each said entity, first second
and third random numbers; determining, for each said entity, first and second

verification values from, respectively, said first and second random numbers and said

()
A—_—

o



verification values from respectively, said first and second random nunbers
and said WO 2005/093671 PCT/ GB2005/ 000231 11 entity's nessage, and said
first and third random nunbers; and outputting, for each entity, said
entity's message and said first and second verification val ues. The

i nvent i orVOROINBSTpr ovi des a nethod for providing data PEI/GEPISHOEELI on
systens for verifying that nmessages m1,.., mk are authentic using-a
hononor phic verification systemwt hout“reveal ing their origin, the nmethod
conprising entities {E} producing the nessages each choosing random
nunbers el, ettityannkspigeansl b fitst badhidjrandépedumbgrs; adauypotisd, Yot@cone entity
(entity A) and V(mi e j,, p ) to another entity (entity B) where Vis a
verificati ofFnaid Wity ’s messaceiand paif fisstapdsraong WeRlicatioarviabigs. i n such a way
that the nessages are authenticated. The invention al so provi des conputer
program code to inplenent the above described systens and nmethods. Such

code maybe PheiivergorofrBetifoRidedt fletiodToeProRilith ddta feReri@ibatidzyReMs for .
progranmed nenory such as read-only nmenory (firmmvare), or on a data carrier

such as an wpifyow thgmessages mh gaim sirgrathentas vieg 2 hamemernhic Hetyficatinpr i se code
in any conventiona rogranm.ng | an e, .such as. C .th killed person
will ~appr easieggwg 8%.1' gﬁlﬁﬁbﬁ%ﬁ’gﬁgw oﬁ&owﬁ:ﬁﬁnfﬁ ﬁ’?ﬁgp¥qd§}°]8$ upl ed
component s _iryssae@HAIs A vt BRBRARL) Und o Ghd SYSHIMS ), Pe)Ffuor k. Ve
further describé& a voting system fneature cdrrprl Ji ng: at |east onhe device

used for vahdryghonslyas ongemite i aitap Ay atd WémsaEp Prto asshed atied(entify@)mat i on) on
a printed ballot_and an encrypted electronic ballot Iinking the two to each
ot her. Pref siham Y ienvsificstien finstion|in perigilena ememoric Smetiemtin gachwapaper
ballot to veri that it contai.n is choices. Preferably at |east one

- instance m&@g%\;ﬁ?ﬁsa&gﬁgﬁa&éﬁéWS%g&i sed clear-text electronic ballots with
their information linking themto printed ballots to the public or to
selected entities. Preferably a procedure selects a random sanpl e of

el ectroni ¢ Bat inestiemalso prevides esmpitat propein calsrio émpleosnt thepbodsddsailidie

conf | dence PRk HE TariBeed Gfek oY By Be Avatsdt nith CRBGPeL ca g ot D.
| ar ge- scal eof AIRRION; programmed memory such as read-only memory (firmware), or on a
data carrier such as an optical or electrical signal carrier. The code may comprise code
in any conventional programming language, such as C. As the skilfled person will
appreciate such code may be distributed between a plurality of coupled components in

communication with one another, for example on a network.

We further describe a voting system feature comprising: at least one device used for
voting entering preferably (the same or associated information) on a printed ballot and
an encrypted electronic ballot linking the two to each other. Preferably each voter is
allowed to watch the content of the paper ballot to verify that it contains his choices.
Preferably at least one instance makes available depersonalised clear-text electronic
ballots with their infoxmation linking them to printed ballots to the public or to selected
entities, Preferably a procedure selects a random sample of electronic ballots and
verifies that their content corresponds to the content of corresponding paper ballots with
the purpose of establishing confidence that the electronic ballots have not been

subjected to large-scale tampering,

We further describe a voting system feature comprising: at least one device used for

voting entering preferably (the same or associated information) on a printed ballot and



We further describe a voting system feature conprising: at |east one device
used for voting entering preferably (the sanme or associated information) on
a printed ballot and WD 20051093671 PCT/ GB2005/ 000231 12 an encrypted

el ectronic ballot linking the two to each other. Preferabl Y S
al | owed t o WREWY%¥¥E content of the paper ballot to verif ﬁ‘g‘?ﬂﬁ’&’tg%{h ai ns
his choices. Preferably at |east one instance nakes avail abl e
depersonalised clear-text electronic ballpts with their information |inking
themto printed ballots to the public or to selected entities. Preferably a
procedur e sel acansryptedeldomorsabalics ligking the twatei aach athent Breferably\reeh votesist hat

the pur pose oHIOSEEaRadH g cariat: P Arper gancide vEARDER R o fRBRbisBol BT g
device in i nplicprslidlt Rh&Gnk AiktAtcs hidked Bvailibleldepiibeialides elh@xpeldaydiie for
collecting ballots Conprising: two or nore containers for collecting filled

bal | ots and abalietywith thesif infermatibwinkingdhono teeprinted halkws tvidie gublic bif to selected

intention to submt_his ballot arranged in such a hat it, is,decided at
random at theent‘PP?mP]@Ffer Ia_d%ro%%ﬂm Chie Wﬁé‘?rﬁé?‘mﬂrﬂfa‘?/f&{l%"%@ﬂ%ﬂ I?allg)gs Wecked.
This works i n,des W gldifdor: tcbﬁe%)ﬂm’l"éef&Qﬂ@b&ﬁ‘ént%?@&ﬁe@aﬁ%g%gg%?aﬂ@%' withS

sel ected for c1ec[§| ng at randomare entered 1n a particula et of
cont ai ners. \ihe burpoheof eksldishing aalefaronoagdingt temperimguitintheavotieg dekico edge
proof of a correctl perfornmed conbi nati on of pernuting and parti al
decryption ofmﬁ’tYh%’r%P]ﬁﬁ‘il?}h 8§iCtsencr ypt ed messages, and the non-interactive
versions of the protocol obtained by using the Fiat-Shamr heuristic. (~i
We further describe a homonorphic commtnment systemthat perforns
efficiently bwerakheiglessthend dsideoopugitectihig Billoth odmphisinfHsSIGenGRIOLRM OF
t he random zation space. W further describe a protocol conprising: use of:
a hononor phi cfoveeliscting filled baliess and a pssr ipterpesalinyving a vetsr ﬁ@m?l?@ gwagsfofiie '

nomoor phi cal Ty B BRAE bisRRuR g d Bkl BBl ARl BEROHPH S
conprising: U 6f balldiQUbMTkRA vhedRE bhIGR Eh-OIbSHRERA. This works in the way that it

is by mechanical means ensured that ballots selected for checking at random are entered

" in a particular subset of containers.

We further describe a protocol for producing a zero-knowledge proof of a correctly
performed combination of permuting and partial decryption of homomorphically
encrypted messages, and the non-interactive versions of the protocol obtained by using

the Fiat-Shamir heuristic.

We further describe a homomorphic commitment system that performs efficiently by

making use of subgroups of Z,* for the message space and/or the randomization space.

. We further describe a protocol comprising: use of a homomorphic verification system
for verifying the correciness of the result of repeatedly permuting and re-encrypting and
finally decrypting homomorphically encrypted content.

We further describe a protocol comprising: use of a homomorphic verification system
for verifying the correctness of the write-in votes obtained by repeatedly permuting and

re-encrypiing and finally decrypting homomorphically encrypted votes.



for verifying the correctness of the wite-in votes obtained by repeatedly
permuting and re-encrypting and finally decrypting honmonor phically
encrypted votes. WO 2005/093671 PCT/ GB2005/ 000231 13 W further describe a

pr ot ocol J.sing: use of a hononorphic verification system for verifying
t he corre@ﬁ%@”éﬁaﬁt he information |inking electronic aﬁ%’rﬁﬁ%{’%ﬁ’%ﬂl | ot s

obt ai ned by repeatedly pernuting and re-encrypting and finally decrypting
homonor phi cal Iy encrypted votes. Aspectsi3of the invention provide data
processi ng apparatus and conputer program code (which may be distributed
over a net wieKirtherfeserite aprotacobepaprisaig: neg of a kpmemppeahiaterification gisiam

descri bed s : rotocol s. L ent si- Qf-1 e t.er ecounti cost

savi ngs and%?k%g@%@ﬂ@ggg¥9ﬁE%§P%E%%ﬁ@Fgﬁﬂﬁﬁ%%éﬁ%ékgﬁ&ﬁ%%ﬁ%?ﬂ‘?@@?ﬂ%ﬁs, but

Wi th a hi ghgstaihedy sy rPea8EYorikiinAarieetcteqbtihdend ﬁﬂM@_sﬂdéo@ﬂ)tﬁ%n be used in
many enbodi ments: Thére are many technol ogies avail able for dealing with the
above descrhdueemppbirely eherypladtotesl ar all of the technol ogies "hononorphic
encryption”, "M X nets" and "digital signatures" can be replaced by other
technol ogi es in enbodi nents described |ater and still provide working

systens.  ThgsetsaTdhOmReitiRoResls doh pfr(?lflés@;ﬁ(?&ﬁﬁi'atﬁd“éﬁﬂﬁdn%ﬁltw drbzafVedas

further described by way of exanple only with reference to the  acconpanyi ng
figures in (WhidhmaFbgdistritfutehoves aaetivakhmppatioflanonm Xamet, to Enplenenlihshows a
first enbodinent, of. an el ectrgnicg voting system according to an aspect of
the present 20046 dRtFbARA systgn ARd BT a second enbodi nent of an electronic
voting systemaccording to an aspect of the present invention; Figure 4
shows a first enbodi ment of a device for collecting ballots according to
anot her as pBabodiinentsenffor dstartcoiimivgn togh vavikgsgpmdandresded wsrvicesto votutls enbodi ment

of a device for collecting ballots accordjng t anot her ,aspect_ of the
present i nveERaEH OJRgN 29@53’50%6”71% M@%?Yfggf erypity. Aspects of the

invention can be nused in many embodiments: There are many technologies available for
dealing with the above described issues. In particular all of the technologies
“homomorphic encryption”, “MIX nets” and “digital signatures™ can be replaced by

other technologies in embodiments described later and still provide working systems.

These and other aspects of the present invention will now be further described by way

of example only with reference to the accompanying figures in which:
Figure 1 shows and example of a MIX net;

Figure 2 shows a first embodiment of an electrounic voting system according to an aspect

of the present invention;

Figure 3 shows a second embodiment of an electronic voting system according to an

aspect of the present invention;

Figure 4 shows a first embodiment of a device for collecting ballots according to

another aspect of the present invention;

Figure 5 shows a second embodiment of a device for collecting ballots according to

another aspect of the present invention; and



14 Figure 6 shows a printed ballot suitable for use with the ball ot
collecting devices of Figures 4 and 5; Figure 7 illustrates the information
that can be contained in a paper ballot and in the corresponding electronic

vote; Figure 8 illustrates how encrypted content nmay be h ool y
count ed onW&EHE¥IHEd formto deliver an encrypted resul ti}%zﬁ%@%#phi c

count; and Figure 9 illustrates how a shuffle changes the encryption and the
ordering of electronic votes and producesi4a zero-know edge proof. Wien we
di scuss technol ogies suitable for protecting elections it will be

technol ogies that base their trust on mathematics and suitably conposed

groups of peqple bein unabl r t.Q. : -] enent s
et rust T AR SGLARs eyrgeoaal: SREBER} fog M HE b B iRk b BGLA

conpl etely. If@%u@g@m §. a digital signature cannot be forged by malicious
software that 'has access to data that can be signed unless this software

al so has access to a particular private key. This is contrary to other sorts

For ged by maarb ddTudit s BAOmHRGAN GO BF CoPROw o AR aloy R AL e on

agai nst advercgﬁég %ﬁdiﬂgtéi'ec@[%ﬁﬁs@oté'o nodi fying any part of the software they
like with very éjw exteptions (software for key generation is an exanple).

When we state that a device nust be trusted to do or not to do sonething,

we nmean that _we rely on that the software and hardware.of .t he deyice
ensures t hat Higse §éﬁ¥1%tff$a}§“"{ WIMF%F\%%@:“:M;’.% g‘lﬁl‘?m?’l?é“qaw&awgé’@curi ty

for the devi ﬁg,ﬁé lt%%ﬁ.hi%‘fﬁm? b cosnt: 7M€ devi ces
will be trust%g%yﬁ%ta%?%ﬂé? g@%\ﬁg%{ cﬂ(]):?ggles of I ndiv %ugl voters in any
ot her ways than the ones specified. However, we wll assune that relevant

adversaries have access to nodifying the software and hardware of the, i\

devi ces whendigire Qdllustepsesdiow pahuflp g s theeceynsionaad the erdedugpbsleetemior

gg} é(étzlogg/ ggg%g%gd%@%%g Qger\’)vi-kt_nlawtl&fgeﬁ)?g&.ces of the voters. WO 2005/093671

- When we discuss technologies suitable for protecting elections it will be technologies
that base their trust on mathematics and suitably composed groups of people being
unable to cooperate fo cheat rather than in elements like trust in the quality of code or
ability to keep out intruders completely. For example a digital signature cannot be
forged by malicious software that has access to data that can be signed unless this
software also has access to a particular private key. This is contrary to other sorts of
protection, like a log on a local machine that can normally easily be forged by malicious
software. Thus the protection we discuss is protection against adversaries with accessto .
modifying any part of the software they like with very few exceptions (software for key
generation is an example). When we state that a device must be trusted to do or not to
do something, we mean that we rely on that the software and hardware of the device

ensures that the device has the intended behaviour.

The level of security for the devices used for casting votes, we are aiming at is; The
devices will be trusted not to give away the choices of individual voiers in any other
ways than the ones specified. However, we will assume that relevant adversaries have
access to modifying the softiware and hardware of the devices whenever we discuss the

highest levels of security supported for protecting against tampering with the choices of

the voters,



This is consistent with the fact that the latter type of attack has the

hi ghest potential for producing benefits for adversaries, and with that

al so manual voting allows sonme attacks, |ike the use of hidden caneras or
conparison of fingerprints on voter cards and ballots, for breaking the
secr ecy. WIn0088%I6Ab| 0ogi es for counting secret encrypt edPE@RHEBIMGHLA3V Ot es
(the list is not exhaustive, the ones nentioned are the ones we are
particularly interested in naking use ﬁ% in our invention) are: Hononorphic
encryption and zero-know edge proofs conbined with a secret sharing
mechani sm The vote is encrypted and a zero-know edge proof is attached
provi ng that .the encrypted voteﬁ%s an encryption of a _correct or true vote.

Because t hellbf fsoasisipat with the fagitasfche iter bpe ol #task has the lgheskpateniml for

know edge pr. . (o] d,fo h r crypting a
vote. Fi namré)@{cﬁ%@%g;ﬁ%f%?g%ﬁ%ggiaﬁg ‘Ylﬂ@h%easﬁﬁ’l 4155%&@ %gfg#%%lﬁ)\s(ﬁﬂ’ ed between a
suffici ent laytatlal ke giechsdiof Bidden SarAeas 6f cdipisen SEGRdriddts bh voRAcAEs bnd/St ed
not to decrypt individual votes. M X nets. A nunber of servers (shuffles)

one after paetor becaing thpsecreadncr ypt ed votes wit hout being able to decrypt
t hem and passes themon in a different, random order together wth a
zer o- knowl edge proof that only the order but not the content of the

encrypted vpiegchasioPRebrRdhfidesberd: bn&Syie aha ﬁ@;ﬂé&%ﬁﬁ&%ﬂ%ﬁﬂ%ﬁﬁ one after
anot her and are operated by different ofganisations wt conflicting

i nt erests, dxhaustivesths peeh mbmstione arcths ovésawe am pactiondsety ntesestadi iginmekiing weeder i ng
of the votes..and the neS\/ ordering of differently encrypted votes has been

| ost. Furt & OPHEVSRHPY REfOW edge proofs ensure that the content of the
votes has not been altered. Again a secret sharing nechani smcan be used for
- decryption. Common to the two approaches is that they enpl oy zero-know edge
proofs and - par tembawrgimotmagbtion dddtzeto-kwedadgeprpotcomblimedofitlt hsrdtype were

too slow to be appl.ied i .practice, . but we have devel oped an efficient
homomor phi ¢ encr%ml%ﬁl BBl eV WWMM@@@T@@@?&M@@@SOOM&

attached proving that the encrypted vote is an encryption of a correct or true
vote. Because the crypto system is homomorphic the votes with correct zero-
knowledge proofs can be counted on encrypted form without ever decrypting a
vote. Finally, the key for decrypting the result is secret shared between a
sufficiently large and diverse group of people such that it can be trusted not to
decrypt individual votes.

- MIX nets. A number of servers (shuffles) one after another re-encrypts
encrypted votes without being able to decrypt them and passes them onin a
different, random order together with a zero-knowledge proof that only the order
but not the content of the encrypted votes has been modified. If several shuffles
arc used one after another and are operated by different organisations with
conflicting interests, it is trusted that the association between the original
ordering of the votes and the new ordering of differently encrypted votes has
been lost. Further, the zero-knmowledge proofs ensure that the content of ihe
votes has not been altered. Again a secret sharing mechanism can be used for

decryption.

Common to the two approaches is that they employ zero-knowledge proofs and
particular protocols. Until recently protocols of this type were too slow to be applied in

practice, but we have developed an efficient homomorphic encryption protocol and an
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16 efficient MX net protocol. Both can be inplenented over the sane
honmonor phic crypto system W have recogni sed that the two technol ogi es
have different properties: Counting including verification can be

parallelised arbitrarily for hononorphic encryption, so i S | and
can producévQ200349367ksult. Further it is easy to trace batcpl?ﬁ‘r%@igrs?%&(@%ly

formatted el ectronic votes to their origin wwth this technology (this shoul d
never happen unless nmachines used for votifig are mal functi oning or tanpered
with - instead there should be a correctly formatted invalid choice). The
di sadvant age ¢fictenbMIX @E@T%QOI-Z%?@SEIRH%W@&@@%EQSFI the semp LoPOBIBRER f or
each voting rul e, (yAtSVOti ng rule can for exanple be, that each voter can
sel ect one op‘frp’BW,SKS/ P bl ank or provide an invalid vote. Another voting
rule can be, as used in practice in Geece, that each voter may vote for up

to five persons fromthe sane political party or provide an invalid vote.
These two rul B& hayquécognisell thabtherwoiedhnologtssihetiy difisraw pronsttigse Coimbing ent

o 6 1| exi bl A Yergr v Yaamaried RyTealy R oot PR holisticha: ' ©
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one of the propose nts of our invention we w conbi ne
t echnol ogi es fomettetbelettmnietotehin theis rigivowith this techuadogbthis shahld negetinppani es

di scussed are sufficient to deal with t i ssues b) and .rention in the
i nt roduct i on, Ulgssimachingsuged 105 vaiiag grednalncieaing oégmwe‘ﬁ@g‘;‘gmﬁtﬁ?‘fg’??
rinted voter ' ' » | : ;

Peve. vot oq. oriouRd fo PEIASGothddbaiARIRIRISICES TrbMisaliPita 678 05 0tk Jo6

manual el ect i pfowlkd@d probfintstbetdesighbd foe@aci voting ik, (& dotihgtula camferadxametount
actually takes place. The idea, as already hinted, however has a nunber of /™
short com ngs P& thatgaghivaterrcap selont ORSAPTNE, Taie Blamkior Brpvilds ajavake) velp. SARRT ng -

f tes i | striGh. T i '
Fotal” 1 ccount R ek ss SR intefiil bbbk FRIBS BTGy ibie r o Rifhe,
recount takepgerfbradRorh thelddfteqiolitiosl hirtytor ipeddde aihinsakid veR. Thdsd%we rals eeqdire

bei ng taken for sonmebody manipulating votes in a particular district for a
particul ar el d@dferamh zerpHingwiedge pepofs pwce different properties of the content of encrypted

votes must be proven.) MIX nets are more flexible when it comes to implementing
different voting protocols because the same zero-knowledge proofs can be used for all

voting rules.

In one of the proposed embodiments of our invention we will combine both

technologies in order to get the best properties from both.

The technologies discussed are sufficient io deal with the issues b) and ¢) mentioned in
the introduction, so it remains to discuss the issue a). By having ballots printed voters
are provided with the service that they can see what they have voted on paper, and they
have the same level of certainty as at a manual election, that their vote will count,
provided that a manual recount actually takes place. The idea, as already hinted,
however has a number of shortcomings in its puré form: Almost no information is
gained by checking a few votes in a district. The only action that makes sense is to
make totai recounts in a selection of districts. However, if let’s say a manual recount
takes place in 10% of the districts, this gives a 10% chance of being taken for somebody

manipulating votes in a particular district for a particular election. This may well be a



WD 2005/ 093671 PCT/ GB2005/ 000231 17 chance worth taking for a politician
facing a ruined carrier if he |ooses. The sane can be said for a 30%or a
50% chance. Consequently quite conprehensive recounting is necessary in
order to ensure that the nechanismworks as intended - _not only b
reveal i ng" IPEIEY fraud, but also by preventing atteﬁﬁ?@“ﬁ?m%P%%H from
happeni ng by acting as a deterrent. Enbodi nents of an aspect of our

i nvention have the follow ng properties:1Electronic votes contain encrypted
information identifying the manual vote and preferably the el ection
district. ohaceVert tdang foyatmeditiesn fyangieruintewrierdfihe lnosesd dhe sange e hehe

voter by neans.of X t.or . asimlar nmechanismin a secure way, after
bei ng det ac%écgfqrrao%‘%ﬂﬂléa?@% §%s of the voters, they are decrypted. W

can pick a random sanple of all the electronic votes of an arbitrary size.
W now comment on references to "depersonalisation". A practical systemwll
normal | y beCersggiensly quitelcompiahbnsnaracomtiigas necsisspny fi erden tozpsure fisat then

i cul | i.nfor ' | i,nki i fi h ' h
happened | SMOGRM WPBG e opst ~ R 2o e e PRl by
reference tQ VO3 ?@f&h%ﬁ%dnﬂhﬁiﬂéﬁ%‘g%ﬁi? h@ﬂﬁet%ﬂ@nthqﬁﬁbn%‘ﬂ%gbﬁs gF the

i nformation signed togéther with the ti nature (In e Iments this
means that saloadpeet-ofant nyenisomigpveties fodiowing mdpertical Elecisonioggies comhinch i s

i mportant for proyiding accountability). Al so the ynderlying infrastructure,
in  particufReYRtP g&gmaéwah@mf@ﬂ% ﬂ@t%ﬁ@l ¥pts #ad Preigrably dhe,elpetiongtistripe
network traf{l : m{"%nd' = m . : W] ] A

i ndi vi dual ?/1% gﬁ%@?ﬁ%e eréte\{/b\nh%?%to eﬁg}l%tlgg%?gu géyg}e%%%r‘?fom C votes

(or hash vahgies agimiirentchanise iuatsesyre walyeaftabeingdiebyhed fromrthoideniitiaf oft he
. system breaks the secrecy and O@ens up.the possibility of coercion. It is
therefore phererahtheyase dpaapied WesAmRick aTapden saBple 01 0B the dlertnviq Yaiged t o

the identit ot er until it is de-linked fromthe identity of the
voter by a ééfraﬁ%{rgfgtgg%ﬁ?%ally sound protocol. W prefer to make it explicit

that identities of voters are linked to electronic votes by having the

identities |linked to the electronic votes in a crypt ogr aphi cal I_%/ pr ot ect ed
way, which We ndvecenmen| orerelsenses iy Fegersenalisaiéonsy Apxacen! system will

normally be required to log information about significant actions. In particular temporal
information linking specific events to the time they happened is usually logged. For
example the Signer (see later, with reference to WO 03/015370) used in embodiments
logs the hash value of the information signed together with the time of signature (in
embodiments this means that double-voting using the same credentials is logged, which
is important for providing accountability). Also the underlying infrastructure, in
particular firewalls and Internet operators, may log parts of the network traffic, as may a
man-in-the-middle. Combining the time an individual voter votes together with the time
particular elecironic votes (or hash values of electronic votes) were handled by a
component of the system, breaks the secrecy and opens up the possibility of coercion, It
is therefore preferable to always consider an electronic vote to be linked to the identity
of the voter until it is de-linked from the identity of the voter by a cryptographically
sound protocol. We prefer to make it explicit that identities of voters are linked to
electronic votes by having the identities linked to the electronic votes in a
cryptographically protected way, which in the embodiments provided is done by having
a voter signature on each electronic ballot. This feature is however not essential to
aspects of the invention. Providing a cryptographically protected identity of individual

voters together with the electronic votes means that accountability of, where individual
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a voter signature on each electronic ballot. This feature is however not
essential to aspects of the invention. Providing a cryptographically
protected identity of individual voters together with the electronic votes
means that accountability of, where individual WO 2005/ 09
PCTI GB2005/ WOF#4Y9348 encrypted el ectronic votes origi nat g@gﬁgﬁ%@gmoo‘zow ded,
such that identities of voters whose votes were counted is part of the
information that is universally verifiable.jgSay that we want to ensure with
99% probabi | ity that at nost 1% of the electronic votes .are tanpered with,
i .e. contain @ngryBiedsleconsicyetestasiginaihomris previdess srhiatidentings rTEg‘ff‘?fs'l'hen we
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votes, it has |ess than a 99% chance of passing the test of being conpared
to the corresponding manual vote. Consequently there is a probability of
| ess than 0. 984y that we, WD 9@ ensukawith190% pmbamm:n tbatgvé mqséi%/ce%ftthe eltectir@ne vetgs

that letting electroni.c hallots i one t|n te s Wil
be discovered™® tARERd W H’éﬁt?%a]ﬂmerﬁ&é’gﬂcﬁ eﬁ%ﬂ“&‘? é ‘same
printed bal | oty va pifl08sy AbodlddtienidVBSSFGALRN 'ofﬂio@g GPat 1ERE 191 HERLUr €
that nust be carried out In the individual districts is therefore to run
t hrough al | pBleﬂh'enicbvatdsmbntalmdﬂfﬁ&mndc]snc@sdhan the cemtspohdmig rhiraial trdstes ét has
exactly one printed bal | thesrreld ntification a%§the ctronic

bal ot and t hdess £ 9% Cbance o Pﬁ%?mpﬁ Rieshobbaing eomgpared fut é?H’é*e%%? 8t he

el ectronic on [y H & Bn_ it
nmeans t hat by&mﬁgplﬁ&gﬁdr?gé 9§\Elgét?§es aﬁgﬂ%?ﬁ%ﬁdfl@és %J g% 008*@@?9@\/@%&11
200. 000. 000 awnftleaupsassthetest. r at her sinple pr ocedure to happen in 459
random y chosen election districts, you actually get quite confident that
no | arge scal e fraud takes place with the electronic votes. And this |s by -

carryi ng out
el ec%/i o% dis r| & (séleﬁllr# %g%w%&{oéﬁéﬁﬁa\?/%ﬁgﬁg% ﬁeegc%&!éléé t%ﬁ?ﬁvbﬁl \?entl on
we | et each edokcywired Hovdetdéttivig nitro letirodd bhilets idvatif the@ama Prinfdiballdtiala

ballot. After detaching the votes fromthe identities of the voters, take a
possible attack unless care is taken. The procedure that must be carried out in the

individual districts is therefore to run through all printed ballots in the district to
establish that there is exactly one printed ballot with the same identification as the
electronic ballot and that the choices on the printed ballot are the same as on the

electronic one.

For the ultimate case, a general election in the US say, it means that by manipulating

459 votes out of maybe 100.000.000 or even 200.000.000 and causing the rather simple —
procedure to happen in 459 randomly chosen election districts, you actually get quite -
confident that no large scale fraud takes place with the electronic votes. And this is by
carrying out a procedure simpler than counting manually in less than 10 election

districts in each state in average.

In an aspect of the invention we let each encrypted vote carry information linking it to
an individual ballot. After detaching the votes from the identities of the voters, take a
sample of random decrypted electronic votes and compare them to the corresponding
manual votes (using the linking information) in order to create confidence in the

accuracy of the result of the election with relatively little effort.



sanpl e of random decrypted el ectronic votes and conpare themto the
correspondi ng manual votes (using the linking information) in order to
create confidence in the accuracy of the result of the election with
relatively little effort. WO 2005/093671 PCTI GB2005/ 000231 19 Additi onal

i nf or mat PE29BH0%ATlel ectronic ball ot can be used for codfdiERBYOWERY ties
wth access to decrypted, depersonalised electronic ballots. Therefore the
informati on should be represented on the printed ballot in a formdifficult
to manage by voters (not easier to copy than taking a photo of the ball ot
or essent i diddgimakinddrmatien balah sleptranig bahet canbeused s gpeiciondtveantibeywitbt be
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The low efficiency of the standard scheme of produci n? manual ballots
W t hout anyopy then taking & photh af thediatigt dndskentietparistod” theballetegwdithavetet es or

el ection digstrict al so notic in [ NEEO31 but .in this .docunment using
print ed bahoHd Pf%&f\é\‘g@é&‘ig%ﬁs6%83’3‘811?6&&&@%“%“@& Prg PEssilGR IS di ng

voters W t Raa86eal SoprilBhCH as bit6dBPYn iR YAnflalist tes wi th handling and
under st andi ng and aé’lgs transparency co\répare wth a printed ballot. This

schenme can al so be carried out the other way around, in that paper ballots

are picked and conpared to anonymi sed el ectronic ballols. This has the
advant age tHgVaveLalistipmbrhaye whekdpas ﬁ%?ﬁi@d%\ﬁcﬁ?%ﬁ&%’%@ﬁﬁml oW ng

schene: th ..ar Dﬁi; Eﬁ?fair ' t he nunber
of el ect ro%}c Eg%rygt?aiﬂ ra%ol%gt]ﬁng Ig‘?;é?}fll&g%cyt é;% son%b%gglgm%é%ﬂlg{n% are picked
at random amtublballstsweithdut sl bthat ofthepthanddsies Adhecbints Aireddctionkigestal | ot s and
- have the sanme content. |If the nunber of ﬁape,r bal ] ots and_ electronic

" bal | ots ar élagien gisEicinyvas algheotipggan [IBEFO byt wythisdogiment vsimgptpreshaliofs we ar e
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electronic ballots. Thus, if we know that the information |inking paper
bal | ot s t o cemparedsyitlca prietedbeliddr ent and the nunber of paper

This scheme can also be carried out the other way around, in that paper ballots are
picked and compared to anonymised electronic ballots. This has the advantage that less
manual work is required. We propose the following scheme: the paper ballots are
counted, the number is compared to the number of electronic ballots from the district.
Then some paper ballots are picked at random and it is verified that they correspond to
electronic ballots and have the same content. If the number of paper ballots and
electronic ballots are not the same, the paper ballots are counted. The property we are
aiming at using is that if there is the same number of electronic and paper ballots, and a
certain number of electronic ballots do not correspond to paper ballots, then the same
number of paper ballots do not correspond to electronic ballots. Thus, if we know that
the information linking paper ballots to electronic are different and the number of paper
ballots correspond to the number of electronic ballots, it is just as efficient to pick
random paper baliots. In embodiments this is ensured by scanning the linking
mformation on each paper ballot and let the system verify that all of these properties are
satisfied. We are of course aware that it may be a very time consuming and complex
task to carry out this comparison manually. If a single entity is not trusted to verify that

these properties are satisfied alone, we suggest that a protocol is used between the entity



ballots correspond to the nunber of electronic ballots, it is just as
efficient to pick random paper ballots. In enbodinents this is ensured by
scanning the linking information on each paper ballot and |let the system

verify tha%gébo__‘%s&yese properties are satisfied. W ar %c%GﬁfbH%@Eg.ﬁware
: i's

that it may a very time consum ng and conplex task to carry ou
conparison manually. If a single entity is not trusted to verify that these
properties are satisfied al one, we suggest2@t hat a protocol is used between
the entity WO 2005/ 093671 PCT/ GB2005/ 00023 20 responsihl e f.or handli.ng
results of sd’ﬁWf‘i’PﬁB?@c & handling ot o1 § %H?l?et"yofe’é@ﬁ%ﬁ?lWlhg’rels’i’)?m@%ri ng
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verification. e entity responsible for handling results of

scanni ng t he yegifiestion EeanplebThé antithecspasible fmf handlihg tdselisescaiming theippped by
a private key, awaits a yes/no_ answer ahout whether the jnformation matches
the i nf or mat i WiesoHbEAtsdherasulsaf each ARG WATIIRE.SI FRIYARLVERKEY, AFGHPAVPYRC The
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verification yes/mo a er the ormat1 on nmatches the

i nformati on omdRo@seBithoRifemyAlod, Th anitPpEiosias sesddpbsonilited dedtyped, and
finally submts the signed result of the scanning for universal

veri fi cati on.glectrpnis yotexpatinmes desvarifisetompatetyrss pesnaahont whether @¢eal i ng

| arge-scal e f.raud. ..However, .it. .sStil.l ffers, fr. h ficit that it does
not efficient r@@?o%?%ﬁﬁﬁggrlpwa{é\%&ﬁg?SI%F%{’J%Q?]R{B’ iglﬁ‘g&ﬂc AT h}:?’l stricts.
Before we pr ogffghanbh ndesEIlyRIREIENY sighell RSB If (B fAmEing Ehreii®Rtal We Wil
notice the difference between the requirenment for having confidence in the
overal | accurerificafiorm).country-wi de el ection and the requirenent for having a _
deterrent. The first needs to be established quickly such that the result )
of the election can take effect. For the latter to work, it is however

crouor, L, " TRot PR WA ORAUAL g I8 A ISRIATAD
down when r epstil sufigrs fremphe defthit thai ihdegsdiov efficaintlyiast ad zdeetgnt agamsngavdaw M X
The ol ect roni Uig SRS BP RGP OV SRRt descABMS JHATD A TEh Bt preder gt
answering resyl L3 notice the difference between the requirement for having confidence in the
overall accuracy of a country-wide election and the requirement for having a deterrent.
The first needs to be established quickly such that the resuli of the election can take
effect. For the latter to work, it is however enough that frand is detected with a high
probability inside a reasonable time window, for example a few months. That means
that costs can be kept down when repeating the procedure in individual districts by
having few MIX net servers (and corresponding high-security facilities and staff) doing
the electronic parts, and by giving districts reasonable deadlines for answering results
such that they can organise their work efficiently. It also has the advantage that the
capability of decrypting votes does not have to be distributed on too many facilities and

persons.

We give an example of how an embodiment of another claim of our invention can act as

an efficient deterrent.

Say we carry out the procedure described above with 194 randomly chosen votes in
each district. Then in each district somebody manipulating 2% of the votes will face a

98% chance that the fraud is detected. (Probabilities are estimated under the assumption



such t hat .t hey can organise their work efficiently. It also has the
advantage that the capability of decrypting votes does not have to be
distributed on too many facilities and persons. W give an exanple of how
an enbodi 0of another claimof our invention can act n efficient

det errent%ggv%\?\éﬁa]&arry out the procedure described abogg%ﬁ]s?ﬂ%”@ﬁﬁﬂandOMy
chosen votes in each district. Then in each district sonebody mani pul ating
2% of the votes will face a 98% chance that the fraud is detected.
(Probabilities are estimted under, the assunption 2005/.093671 .
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I nventi on Weaiifferlt REAMIARES S1H thBir Q2GRS SV BiEd WPddd. 1 NKing 1t to an

i ndi vidual ballot. After detaching the votes fromthe identities of the

voters, take a sanple of random decrypted el ectronic votes and conpare them
to the corr ondj ng nual .vqtes_.in order to install .an effective

det errent agggﬂgpt?rr%Jg?ﬁcgﬁc@ﬁ@n Hhscrpesidure %t tﬁ]EF‘étp?%%?&E(‘i’f‘setthgtﬁ%@tlﬁ t he
procedure fﬁfte&é@@&ﬂ%oﬁ%fﬂe(%ﬁﬁ%&&d ohgsiyl t of the election and the
deterrent will be used together. Furthér, this should be done in a nanner

as efficient as possible. W describe a procedure below. At each el ection

site/district there is a.PC.with a scanner capabl e of readi the . .
In another aspect of tll:;e mvention we use m%cznmlau%n n eac encryp’tecf1 \gote Inking it

to an individual ballot. After detaching the votes from the identities of the voters, take a
sample of random decrypted electronic votes and compare them to the corresponding

manual votes in order to install an effective deterrent against fraud with the election.

We must expect that both the procedure for creating confidence in the result of the
election and the deterrent will be used together. Further, this should be done in a manner

as efficient as possible. We describe a procedure below:

- At each election site/district there is a PC with a scanner capable of reading the
information on the paper ballots linking them to electronic ballots, but not
necessarily capable of reading what is voted for. The PC is on-line, is running a
special application and has access to the electronic anonymised votes.

- The paper ballots are scanned and a program on the PC verifies that all the
ballots carry different information, that the information corresponds to
information on an electronic vote and that the number of paper votes is the same
as the number of electronic votes.

- A sample of (about 194) randomly chosen votes is collected, For each of those

it is verified that the electronic vote corresponds to the paper vote.



information on the paper ballots linking themto electronic ballots, but not
necessarily capable of reading what is voted for. The PCis on-line, is
running a special application and has access to the el ectronic anonym sed
votes. The_pa ots are scanned and a program on the t hat
all the Xﬁ?g §’%§%*y different information, that the in?é?%%ﬁ?%ﬂmgﬁ“
corresponds to information on an electronic vote and that the nunber of
paper votes is the same as the nunber of 23 ectronic votes. A sanple of
(about 194) randomy chosen votes is collected. For each of those it is
verified that the electronic vote corresponds to the paper vote. WO
20051093671 REIL.GR2O0RA Rke %%@mgyg@ﬁﬁoutllne public key cryptosystens. A
public key cryptosystemgenerally consists of three algorithns K E, and D
Kis the key generation al gorithm and produces a public key, pk, and a
secret key, E is the encrypti al gorit t akes i nput the
public key pwaﬁﬁﬂh%kﬁég§@@§W“Wﬁgﬁ@?aﬁ& Oéﬂﬁﬁ[#ﬁﬁﬁﬁgﬁ KZEE & k(n). The
al gorithm may be random zed; it generates some random bits and uses them in
the encryption process. When enphasi zing these randombits, we wite them
as an explicid extgasiHamel cbferhiieh £p6riHpt Ahprotiges atpablic ke:,e pk, éndra BR¥EEIM 1) .
Dis the decryption algorithm It takes as input the secret key sk and a

ci phertext c. Usdﬁg;ﬂhls it produces m = Epk(c) One partlcular group of
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plrol ne. Let q be a ]glr %rﬁ dtﬁgézgcﬁnﬂéﬁi)@{:%\%g@ p-1. Then there is a cyclic

subgroup & o order generator for this group, i.e.,

<g> = (. The key wagaﬁmﬁiﬂmay e rardomipids Keperates Soie ramdentbiss geNESea tiin 9
as descri bed above. It selects at randoman elenent x e Z%&and corrput es h

g" nod p. It out punshpenfrynticueyrocysk. Wher emphasiging thesemafden oilsy wepvrite them

as an explicit extra input to the encryption algorithm, i.e., ¢ = By (m;r).

sy
)

. D is the decryption algorithm. It takes as input the secret key sk and a ciphertext
c. Using this it produces m = Dyi(c).

One particular group of public key cryptosystems is ElGamal-style cryptosystems.

Consider the group Zp*, i.e., the multiplicative group of integers modulo p, wherep is a

prime. Let q be a prime, such that dlivides p-1. Then there is a cyclic subgroup Gq of

Zp* with order q. Let g be a generator for this group, i.e., <g>= Gy,

The key generation algorithm picks primes g, p and a generator g as deseribed above. It -
selects at random an element x € Z, and computes h = g* mod p. It outputs public key |
pk = (q,p,g,h) and secret key sk =x,

To encrypt a message m € Gy the encryption algorithm picks a random r € Z and

returns ciphertext ¢ = (0,v) = Epm;r) = (¢ mod p, h'm mod p).

The decryption algorithm on a ciphertext ¢ = (u,v) returns m = Dg(c) = vu™ mod p.

Another variant of the ElGamal cryptosystem uses the group Z,2 , where n = pq, and p,q
are large primes. The multiplicative group Zy2" of elements computed modulo n? has
order n*lem(p-1,g-1), and the element (1+n) has order nin Z,2".

Here the key generation algorithm outputs two elements g,h of order lem(p- 1,q—1), ie.,
pk = (n,g,h) and the secret key is sk =x, such that h = g* mod n’.



To encrypt a nessage ma Gq the encryption algorithmpicks a randomr a Z
and returns ciphertext ¢ = (u,v) = Epk(mr) = (g nod p, Wn nod p). The
decryption algorithmon a ciphertext ¢ = (u,v) returns m= Dsk(c) = vu 7x
nod p. Another variant of the El Ganal cryptosystem uses the group Z"2*,
where n WVOJ00SP¥'h, q are large prines. The nmultipli ca??V&B@?"é@B‘%ZhZ* of

el ements conputed nodul o n2 has order n*lcm(p-1,9-1), and the el enment (1+n)
has order n in Z"2*. Here the key generajj on algorithmoutputs two el enments
g, h of order lcmp-1,9-1), i.e., pk =(n,g,h) and the secret key is sk = x,
such that hleenptyptudneRagdi € @05h0 9G¥t RCGIE@EBROGHLIGON28dom2And compateypt a

message in e Z ,, the encryption akgqrit picks a randomr and conputes
ci phert ext %P—r@fﬂ(‘{’Tf]Epl)(m%T)(:géEkm?&%%?(lﬁﬁﬁnmﬁ?ﬂ%- mod n2). On ciphertext ¢ =

u,v) the r i al [ t = = " x 2y 1)/ n.
I(DI ea)se not gé{i ﬁé’p&%@&?@r@g ch tg)gl rfaggcgﬂtgm([a@ g‘{r}%% &s fc?%kyﬁo ngwrrgr gﬁ}l}icniy)st ens.
i.e., Epk(mnnirl+r2) = Ek(nml;rl) * Epg(1n2;r2). For another type of

hononor phic cryptosystem see for instance [DJO 1]. Common for El Gamal -styl e
cryptosystens is that we can secret share the secret key. This neans that

we can hav r.al i es t r , and
o1y by coou R mAAR biBlosS 0N, A BBl E paoBFIRE S Hm Y., 2

i mportant i By (i S frghe, )R BT mie; Well i (g, N B¥Parililied Bghesctidimidryorfkiar ant ees t hat
no single party is capable of decrypting a ciphertext containing a voter's

vot e. Ther ecraploswésre pedl forbistimee [PBH.doi ng this secret sharing; here we focus
only on a sinple linear nethod. Let the secret key be x. W pick at random
sl,...,5k such that x = sl +...+ sk. Gve each party S1,...,SK the secret
share sl, . -Coﬁiﬁnontfbﬁmc{h@!ﬁlﬂﬁﬂ@c@pﬁi@gdtélﬂﬂisQﬁattv?@canss%QJeﬁﬁha!f@ﬂwe_s@étbt K&y, proper
subset of the parties can conpufe the secret key. As a step in decrypting
the ci pher t Eiis npeans {hat wi caehawerseverol pavigathet aath geten shiatd offthe secreidwy,camdnot  be

licit aboyt. the g King.in, it be modul o p. npdul 0 n2,
or a conpl eVEF Y GpoREREIRCHF i RGP e Bt wEtea. Tie BB Te 1 pt i ¢

curves). voting, where we want to have strong security guarantees that no single party is capable

of decrypting a ciphertext containing a voter’s vote.

There are several methods for doing this secret sharing; here we focus only on a simple
linear method. Let the secret key be x. We pick at random s;.,...,8¢ such that x = s; +.. .+
s¢. Give each party Si,...,5¢ the secret share sy,...,S;, they now have a sharing of the

secret key, but no proper subset of the parties can compute the secret key.

As a step in decrypting the ciphertext ¢ = (u,v) we want to compute u* (we will from
now on not be explicit about the group we are working in, it can be modulo p, modulo
n? ora completely different type of group, for instance one based on elliptic curves).
The parties Sy,.. .,y can cooperatively do so. They simply compute u; =u®,.. .,ui; =,
and publish their decryption shares. Now, anybody can compute va™ = v(u ... %w) ™,

and from that extract the message.

There is a problem though. Imagine a party S; cheats and supplies an incorrect
decryption share. In that case, we may end up with believing that the plaintext is
something completely different from the message that was actually encrypted.
To solve this we let the key generation algorithm compute verification keys h; =

¢ h=g% and output these together with the public key. We now demand that each

=



The parties Si,.. can cooperatively do so. They sinply conpute ul =
u'l, ..., uk = Usk and publ I sh their decryption shares. Now, anybody can
compute vu X = v(ul*...*uk)-1, and fromthat extract the nessage. There is

a probl emt hough Imagl ne a party Si cheats and supplies bif6331
decryptlon"%@l%‘g’éf‘m Al that case, we may end up with beli ev?gg}tﬁat t he

pl aintext is sonething conpletely different fromthe nessage that was
actual Iy encrypted. To solve this we |et 24e key generati on al gorithm

t f t k hl = d t { { th
oMU & oL 1 D o3kt B B o8 Rt Bsind oot e
PCT/ GB2005/ 00%31#@%4%%%5 ¥&h Red TREGRpRetE 'Wﬁ Wﬂ%ﬁlﬂﬂﬁh@haﬁén bhakoUi has

been conput ed exponent - si as been used to conpute hi. W
wi Il explain mlédgelpwof@ﬁata?fwﬂmm@myethmbpm‘wes Hesorretiose pbexposents, say
that it proves t he correct use of exponent si, wthout revealing anything
about s;. W Widhpudseveelinpanstiitg ARRWSs. 1 n an exanple of a bit conm tnent

pr ot ocol AI i ce chooses a bit and sends proof to Bob although, due to the
character of the proof, Bob cannot tell what Alice's bit is until she tells

him Once shepdops: dddeibsamm@asichts, verify that she is telling the truth; a
sinple case is a piece of paper in a |ocked box. A commtnent schene

generally consists of three algorithns K, C, and V. K is a key generation

al gorithmthat output '

takes as inp %&RE‘? ‘?f@ptflgglor%‘%‘k@n/egpﬁmﬁ%cs% éﬁm@ Cﬁg&g} %ggtt% d@{aﬁﬁ; r{J:é)c;i'r?rbnBlt&rlﬁe nt

c *- Cpk(m. ﬁﬂioﬁg]@ d&@@ﬂi@oﬁﬁﬁc@k ﬁ@ﬂietﬂ}m)f 3@6 catest tememdwslhws pitiis entilishe
random bits used as r, and have c¢c = Cpk i ry. Vis a verification, al gorlthm

that outputs teHskim. Gnce diealoes, qu ctaem@@@ ngerifiyshat she iyjghingdhg aythpk Sm@P e —

conmm t ment c, enin uts accept if and only if ¢ = Cpk(rn J
r). For the a‘l"agﬁ?)‘rslﬁf © p(a%% {9‘% 'tute a commitnment scheme, we require
that the commtment is hidi ng and b| ndi ng.

A commitment scheme generally consists of three algorithms K, C, and V.

. K is a key generation algorithm that outputs a public key pk.

o C is a commitment algorithm. It takes as input the public key pk and a message
m. It outputs a commitment ¢ <— Cy{m). C is a randomized algorithm, and when
needed we write the random bits used as r, and have ¢ = Cp(m;1).

. V is a verification algorithm that outputs accept or reject. It fakes as input a

public key pk, a commitment ¢, an opening (m,r). It outputs accept if and only if
¢ = Cpy(m;1).

“\_,/I

T

For the algorithms K, C, V to constitute a commitment scheme, we require that the
commitment is hiding and binding.

Hiding means that from & commitment ¢ it must be infeasible to tell which message m is
inside it. Hiding comes in two flavors, computational hiding and the stronger statistical
hiding. A commitment is statistically hiding, when even given infinite computing power
it 1s still impossible to tell anything about the message inside the commitment.

Binding means that it is impossible fo find a commitment ¢ and two different openings
(my,r1) and (my,r2) such that the verification algorithm will accept both openings. Also
the binding property comes in two flavors, computational and statistical. A commitment
is statistically binding if even with infinite computing power it is impossible to form a

comimitment ¢ that can be opened in two different ways.



H ding neans that froma commtnment c it nust be infeasible to tell which
nmessage mis inside it. Hding cones in tw flavors, conputational hiding
and the stronger statistical hiding. Acommtnent is statistically hiding,
when eve j jnfinite conputing power it is still i L bl tell
anyt hi ngq‘é(g%dt??)a%iﬁg{ message inside the conm tnent. Bindi %Plﬁeigﬁgﬁ?%g]t it is
i npossible to find a commtnment ¢ and two different openings (m,ri) and
(n2,r2) such that the verification algoriZihmw || accept both openings. Also
t he binding property cones in two flavors, conputational and statistical. A
commtnment is statistically binding if even with infinite conputing power
it is 'Wposﬁ'bﬁﬂtﬁeh%ft‘g&ﬁﬁlﬁc lifePatiiel IR mAmbdanEGhoReh O REARI Tl hidng: #idf f er ent
ways. WO 200510936 | GBB2005/ 000231 25 Fromthe cryptographic Titerature
a commi t mertatiséipalbyt bibding abthessermeiting. dak pyssibld imbpvaregmmzitraents that ael y bi ndi ng
at the same tipe. It is possible to have conm.t.nents,t are statistically
bi ndi ng anoﬂt"éﬁﬁ%ﬁ}lya'?m@ﬂ?glﬂf@ CHFIHPW%}?MQ didinss apdin i‘clji’ethﬁﬁgﬁﬁ?l CE@BWS% ens
ment i oned ahgufndl EhGAATE L@smples SHGRN COMMitHEM. $n tﬂe‘ToHB'\%ilfgﬁ){VE?Yés@ﬂb il
present three exanples of the opposite case, nanmely statistically hiding
and conput atxiaowpédslof e omhiostie casemamaty sirEstic@in bidieg ammigminputdienglybimdif*, and
the cyclic subgroup &g of order q. Let g,h be two randomy chosen
generators qogfn%lqﬁ‘ie]gtsgroup, i.e., <g> = <h> = Gg. The public key output by
the key generation algorithmis pk = (qg,p,g,h). To commt to a nessage me
Zq we pick at randomr e Zq, ahd let the commtnment be ¢ = ghmnod p. An
openi ng of Clresideoapaih nengroop @anand tie otli¢ sobgroupa@gofordat qics ghdweapto i f and
only if m e Zq,.r_ e Zg, and ¢ = g V' nod p. Another exanple of a commtnent
‘schene is tRadBIY BRreigEanaEaee for Pk hE-» <8 MeThe, = fwe- LRepublis kv oupug, *
“where n = ' : Lh MBS, h that p-1 and g-1 do not have
any smal | g%’dfhglkgygél%g&?%ggﬂ%@ﬂlgig ié:r a@r%%% gorithm picks two squares g,h
in Z'* at rpae@fniitke aGARLde e &Y veiQo@&raidons £EEL) afd RSt doAsiaReA el bi t
nunber, where Inn denotes the

=g'h™ mod p.

An opening of the commitment ¢ consists of (m,r), and V outputs accept if and only if m

€ Zy, v € Zg, and ¢ = g'h™ mod p.

Another example of a commitment scheme is the following integer commitment
scheme. We use the group Z, , where n = pq is a product of two primes, such that p-1
and g-1 do not have any small odd divisors. The key generation algorithm picks two
squares g,h in 7. at random.

To commit to an integer m, select r as a random 2|n)|-bit number, where [n! denotes the
number of bits in n, and compute the commitment ¢ = Cum;r) = g'h™ mod n.

An opening of the corumitment consists of (b,m,r) such that b is a square root of 1, and

¢=bgh™ mod n.

An important property of the above examples of commitment schemes is that they are

homomorphic. Le., Co(m+my;rtry) = Codmyr) * Codmgirs).

We can easily extend the commitments to commit to several values at once. Let the

public key consist of g,hy,...,h,. Then we can commit to my,...,m, as ¢ = g'hy™...h,™.



nunber of bits inn, and conpute the commtnent ¢ = Cpk(mr) = ghmnod n. An

openi ng of the commtnent consists of (b,mr) such that b is a square root

of 1, and c¢ = bghmnod n. An inportant property of the above exanpl es of

comm tnent schenes is that they are hononorphic. I.e., /ﬁhi{fﬁgﬁ)ﬁdﬁ{ 2) =
0 to

Ck(m ;ri) WOGQIRYMBSTI2) We can easily extend the conmitnents conm't
several values at once. Let the public key consist of g,hl,..., h,,. Then we
can commt tonmd,...,nf as ¢ = grhim ...R6nt". WO 2005/ 093671

PCTI GB2005/ 000231 26 In an aspect of the invention we describe the

fol I owi ng varnanaspecodf tha iiventoere despribiethlovang kanatiopof gnintggethe t he
product of two pr.ines and q. Let furthennore, p',q be two prines

di vi di ng res5& FRF SE29MSnd - 1. Reasonabl e sizes are hpj=j q}=512 bits,
where jpj denotes the nunber of bits in p, and Ip'=lq" j=128 bits. Both
p,q,p' and q' nust be kept secret. Let furthernore, t be an integer such
that t > | p' Lbthe pd be Seprodist afive memeop kel oi ke fuithpmers Paaphe BrePERSS

R L e e e I LA
To commt to dgﬁ%ﬂgﬁ]%ﬂﬁgmﬂ&- onﬁéﬁr:T@% a%é'ﬂﬂT]g#ﬂ;]Elﬁgbﬁs.tB&h&), hrg’ "R pE kepit he

commtnent ¢ = = grhm : pen the commtnent reveal the
openi ng (m r)scer®h ey Errthieirnats] Doe al mbedet snehdhat teppitrlag. Koningtandesekeouldaithe =
grhmnod n. Variations of the schepe: As nentioned before it is possible to
nmake a vari atth%?b%’ieﬁaﬁ@?tﬁtsé@]éfmc“oﬁqt ment schene that allows for

comm t ment tq)igiy%atiljaﬂékﬁni N SOF i >Qgﬁﬁare%?ﬁuﬁhoz§éﬁg§: p',q such that they

are conposites. 'S 1 iportant, HRowever, e sel ected such that

it is hard torigueysedentionelzobitttu otiputsahe publickeymka® (d,4htNot e t hat we
deliberately work in a noderately small subgroup of Z"* in order to gain

better efficiency. This has potential use in both voting protocols and nany

ot her To commit to an integer m, pick at random r as a t-bit number. Compute the

commitment ¢ = Cp(m;r) = g'h™ mod n.

To open the commitment reveal the opening (m,r). The verification algorithm on

opening (m,r) checks that ¢ = g'h™ mod n.

Variations of the scheme:

As mentioned before it is possible to make a variation of the mteger commitment
scheme that allows for commitment to multiple integers at once. '

One can select p’,q° such that they are composites. It is important, however, that they

are selected such that it is hard to guess a number N such that p’]N or ¢’[N.

Note that we deliberately work in a moderately small subgroup of Z, in order to gain
better efficiency. This has potential use in both voting protocols and many other
cryptographic protocols.

We now describe zero-knowledge proofs
For example to prove a statement such as “I know a modular square root” the prover can

give the square root to the verifier or provide a so-called zero-knowledge proof to

convince the verifier that the statement is true without providing any information on the

o



cryptographi c protocols. W now descri be zero-know edge proofs For exanple
to prove a statenent such as "I know a nodul ar square root" the prover can
give the square root to the verifier or provide a so-called zero-know edge
proof to convince the verifier that the statenent is true w thout providing
any i nf oryfdoeesay t he WO 2005/ 093671 PCT/ GB2005/ 000231 p g -ihiafpoA7d t hus
keepi ng the square root secret. A zero-know edge proof or zero- know edge
argument conprises an interactive protocol to be run between two parties (or
in some cases nore parties). W call thedrespectively the prover and the

verifier. Both f.them kn sone. conmn i nput now t.he prover wants
to convi ncé’rPﬂ%m@{etPF?]fe@ngtqﬁlﬁfq%rwg SR &E%T?’Eﬂ?‘gﬁg%‘?@iﬁ’gh’wg?br i nst ance
that there @wvAtdethrihafeompristeh ihdativé srotdcoP KA beRvRA TR o Nard R guage.
To do so, they exchange nessages according to the zero-know edge protocol,

and in the iasdmetchsesweore baries)d 863 chdlsthametipectivaly thegepier and they ecificr. t(Bueh
rally call such an ipteractive protocol a.zero-kn%/é,{fedge

t at t.
ar quent § fo (bR FE0P e gmITl HETICh ABD IGT BRI BV S RcEy KB YFRICE ne
POV Kr1oVaf it RDich i phFRri] RRSikihod e kBB wiss R iy NOnest

verifier accept. e statement is false, 1.e., no such w
exi sts; any(x(wplsdodysyo serhediPklagguage cliedo s@ rihot exchimeameshayes atcording o e

accept. Zero-know edge: An 0ssi bl heat,jng) verifier does not |earn
anyt hi ng buASTOKRRW aw@wﬁ%ﬁﬁbﬁ@@a éﬁ%ﬂf’n ‘?rdi?ﬁdﬁﬁg’ %Igfni RPCEFIE KT BRieHonest
prover. Th%ﬁsﬁf&‘ﬁl ny variations of how to define zero-know edge proofs and
argunents. nong them are non-interactive variants, where we instead assune
a common reference string, chosen with some particular distribution, is

avai l abl e to both prover _and verifier. Non-interactjve zero-know edge
proofs and WegEsRemty calt such #p misragtive protecolp zero-kesiledee apgnment iighhastbRonest

verifier zer@- 1ere the zero-know edge
foflo Hropaiics

. Completeness: If the prover knows a witness w for the property of x, then he can
make an honest verifier accept.

. Soundness: If the statement 1s false, i.e., no such w exists; any (possibly
cheating) prover cannot make an honest verifier accept.

e Zero-knowledge: Any (possibly cheating) verifier does not leam anything but

the veracity of the statement from interacting with an honest prover.

There are many variations of how to define zero-knowledge proofs and arguments.
Among them are non-interactive variants, where we instead assume a common
reference string, chosen with some particular distribution, is available to both prover
and verifier. Non-interactive zero-knowledge proofs and arguments are publicly

verifiable.

Another variation is honest verifier zero-knowledge, where the zero-knowledge
property holds if the verifier follows the protocol, but may not hold if the verifier
deviates from the protocol. A stronger version of this is special honest verifier zero-
knowledge, where the verifier’s messages are public coin (i.e., consists of uniformly
random bits) and where it is possible to simulate the entire proof (without knowledge of
the witness w) if we are given in advance the messages (challenges} that the verifier

sends.



property holds if the verifier follows the protocol, but may not hold if the
verifier deviates fromthe protocol. A stronger version of this is special
honest verifier zero- know edge, where the verifier's nmessages are public

coin (i.e Si of uniformy randombits) and where le to
SRy Sl O

sinmulate t roof (w thout know edge of the w tness
given in advance the nessages (challenges) that the verifier sends. WO
2005/ 093671 PCT/ GB2005/ 000231 28 A popul aZ8 net hod for nmking a special .

honest veri fi know ed f t er act Fi at.- Sh
nour St o, | nAREUeF TSR fiokiBam De A LGB €D REo A PE A0 s
sui tabl e hashgyal g3 ; i M&'ﬁea@faﬁr}gr hdRfsi¥em 9 Pﬂf FH%%J} HRuMBHd, Wefdontidipgose

t he chal | enges. Broa in the so-cal [ed random oracl e nmodel, hash
val ues of  nedmiigegesas guitabishskarethcsoTie means thatrivg ddinst neesl ¢t eetifienichmose

nunber s cked the first. tinme a_,hash of ssa S .C . Since
r;ndomeg Is of%&h@ﬂ@éﬁ%ﬂﬁ@@yfﬁeﬂﬂ@ga ‘E‘Fé‘?'ﬁ vqe]ﬁmge %ﬁ%l log%ilr‘gﬂg‘ﬁscﬁﬁ and
commi t nents, %%qs récP{q W ﬂﬂﬁhﬂf 1sﬁf$h&éd'1§ﬁc}ﬁ%§ﬂu§% Hrs’t o be

new each ti rre a ues are us uni for random

nunbers in th&mé&ﬂﬁ@lfifbpﬁ aivef nimsigk is &memlmm&dmesfwmdwwé sizeisy
di stributed random nunbers, the hash val ues can be used as chal |l enges

provi ded t hat cqm@n%m@ relevsmt eREYRIIES AN, FRIMMBINGIS MeFersss fent fose Py er e
hal |
O oS RETARA RPN o RSB AR 4Pt RhatAGY Ve

uppose we ave a

(hononor phi ¢) digiridhesdtrexdsn thbersﬁ@ﬁ(dﬁﬁtdom or 2l ol KSice lso cHElienasd arko
create anot her set of ciphertexts containing the nessages nil. m, but in

a random or deriformly distnpuied sadenmymbers, the hggh @@i@ﬁe@@tﬁ%ed &s dnllongass cal | ed.

e e bl BRI Al S b B SRR BRI SR B e ey o
permuted or deﬁon-ifﬁeractﬁ}e prgsfﬁ G a§- sRRIEH @b h?c@rabﬁve PrRRstRNiS@E $arfdbm oracn and

out puts El=ef (1) Epk(GQ RI),..., (En=en(n)Epk(O Rf). Here le(i) is the index
that the i'thmbddex is perrruted into by it.

Suppose we have a bunch of (homomorphic) ciphertexts e; <— Eydmi),...,en < Ep(my).
We want to create another set of cipheriexts containing the messages m;,...,my, butin a

random order.

A group of servers Sy,....S¢ cooperating to do so is called a mix-net, Using

homomorphic encryption, we can construct a mix-net in a simple manner.

)

Server S, re-randomises the ciphertexts and outputs them in a permuted order. Le., §;
selects a permutation 7, randomisers Ry,...,R, and oufputs Ei=eg1 B (0;Ry), ..,

(Er=ermEBpk(0;R;). Here n(i) is the index that the i’th index is permuted into by 7.

Call the outputs from the previous shuffle ey,...,e,. Server S; selects another
permutation 7, other randomisers Ry,...,R, and outputs Ei=exEa(0:Ry),...,

(Ex=enm)Epi{0;Ry,). The following servers rerandomise and permute in a similar fashion.

When the last server Sy has performed a shuffle, then Ey,...,E; contain a permutation of
niy,...,my. More precisely, if we call the permutations selected by Sy,...,S¢ for my,..., T,

and let n(e) = my(...(7x(e)...), then we have E; contains m,y,...,E, contains Man).



Call the outputs fromthe previous shuffle el,...,en. Server Sz selects
another pernutation it, other random sers Rla...,Rn and outputs

El=e, gl ) Epk(O R ),..., (En e~(n)Epk(O Rn). The foll ow ng servers rerandon se
and pernmute in a simlar fashion. Wen the |ast server Sk has perforned a
shuffl e, widBs/doke71- - - E. contain a pernmutation of nl,. porge2004608243" €ci sel y,
if we call the pernutations selected by S1,...,Sk for 7el,...,7ek, and |et
7e() = 7el(...(7ek()...), then we have El contains mm0),...,En contains

m (n). WO 2005/ 093671 PCT/ GB2005/ 0002312929 However, only if all servers

cooperate will they, know it and be abl.e to.link ages .t their

Gi pher t ext SOV Ry BFaF gl sorpor? gop e vll evdpler FEBRENE. Ml meieagro

per mut at i ofhdiScipR@ekRl CoMofsdMetifjudf £siHsiehver B h@ﬁ%ﬁﬁb&@fe?p@ﬂnﬂﬁﬁ&?ﬁm S Sl nce
they all ow obfuscation of the  relationship between sender and ciphertext.

One exanpl ecaetea where they are useful is in the area of electronic voting
where the connection between a voter and his vote nust be secret. W next
describe shuffle verification. A problemin the above m x-net is howto

avoi d that ygne,&f ath ﬁﬁh%ﬂ&%y%ﬁ?ﬂé&%@%ﬁqcﬁis@ﬁ%%aﬁle%& &A66Y BF NS of

ot her nmessages. A solutiont emis to’let eac server meke a

zer 0- know eelggormhiplbretntenaendarrand ciphesaxtoOne beansile hfdaevlencthde areefulgper at i on
it perforns. Le., cfal | the input ci ptgertexts eEl), ...,en and the out put

ci pher t ext 40 fbe area oflectromgyogpg ydhers ife cpriertes dFNSER 2vpierand his vee mugh t hat
El=en(1) BE( @Rt - -+ En=en(n) Epk(O Rn). An aspect of the invention provides
the following nethod to denonstrate that indeed el,..are on the form

descri bed above, without revealing it, RL, ..., R ,. W use additional

"public" data in formof a public_key for a commtnent scheme. W omt
explicitly Wenestsgsaive shebieiveriiedtion. and sinply write respectively ncom
~Multi-commtnent ncomis used for commtting to nmultiple nmessages at once,
in our case n nmessages. Furthernore, it has a hononorphic property. |.e.,

ncon( ml+ML, A problein Mthé 2 vemBC@iiNfow to awbid tha) orfe RSk ers replddek; R) -
ciphertexts with encryptions of other messages. A solution to this problem is to let each
server make a zero-knowledge argument of correctness of the shuffle-and-decrypt

operation it performs.

Le., call the input ciphertexts e,,...,e, and the output ciphertexts E;,.. .
The prover has private input 7,R;,..., Ry such that Ei=eq1yE(0;Ry). ..., Ex=ermBEp(0;Ry).

An aspect of the invention provides the following method to demonstrate that indeed

€1,..-,€n,B1,...,0n are on the form described above, without revealing =, Ry,...,Ry.

We use additional “public” data in form of a public key for a commitment scheme. We
omit explicitly writing the public keys, and simply write respectively mcom.
Multi-commitment mcom is used for committing to multiple messages at once, in our
case n messages. Furthermore, it has a homomorphic property. Le.,

meom(my+My,. .., 0y Mp;r+R) = mcom(my,. ..,My;t) * meom(M;,...,.My:R).

The idea is now to commit to the permutation = in the first step. Receive challenges
f1,...,ty and commit to them in the same permuted order in the third step. In the last four

rounds we then prove that we have indeed permuted them in the same way.

. + And + +
Furthermore, in the last rounds we show that e/ Y...e,"" = E/™ Y, RO

(1) n(n):



The idea is nowto conmt to the pernmutation it in the first step. Receive
challenges t1,..., tn and commt to themin the sanme pernuted order in the
third step. In the last four rounds we then prove that we have indeed

pernmuted th same way. Furthernore, in the last r w t hat
el | +t1 en) ‘ﬁ%h"”"éf’@ﬁ(|)+t 9%1) Enxn(n)+1 n(n) WO 2005/ 093671’ 2088i0cd2S]

PCT/ GB200S/ 000231 30 The protocol proceeds in 7 steps: Common input:
el,...,en, El,...,En and public keys. Proveg0s input: A pernutation 7C e En,
and random zers Rl,...,Rn satisfying El=en(1l)E(GRI),..., En erz(n)Epk(GQ
Rn). 1. Prover: Pick r, at random and set c,=ncomn(l),...,7u(n);r,). Send

c, to the ver r ck t1,..., tn at random and send themto
’glfzé]%r tocd pl%gé%: ﬁ7 sté:fl's

t he prover. rover rt *at random and set ct=nton(t, (), ,tZ(n);
rt). Send ctCto the verifier._4. erldfl ﬁ Pick A x at random and send t hem
to the prover SOmBIONENGYe P. - gLl 40 BRSO =rjr1 1 (X71(i) +tn(1)-x).

Sel ect dI, . . .Pw@Ners npahdopermméaton ?@na@(}faﬂmzéﬁ 1setRetfSBERg dl , . | ., dn;
rd). Sel ect R=alEd@om.., Satekibpl(R)R) E1d1. . . Edn. Select A2,...,An_1 at

random and set Al =d1, A~=0O. Select ra at random and set

Ca=n A2-(/ti7t(2)+ t,(2)-x)Al-ald2, An ( X7 n-x)An-1 - an-1|dn;
ra). COg((al ec'g rAla'E %%’ﬁﬁé’&ﬁ’l‘%ahé% ?@@0@@9%%@2&?@.):: ;) %;(&r))l Zo) Send

ca, ed, cd, E to the Send ¢iteihe &rifigerifier: Pick e at random and send it to the
prover. 7. Prove:: Vesifief Piek {7 Y01 9t tindoh) dndHend therh ko the prover.

e(Xit(n)+t, (”))Banﬁﬁv%?S%(&EﬁﬁHa}ﬂéﬂa.lnﬁtsetd(*}hc&ﬁ&%)(X7L$(r() 2)+ ta(2) -x)Al- al
d2) - Ald2, ..., ts(n)-x)An-1-an- An-1dn and

zo=eratro. Set Zl RVe er: 7Lx rz?r&iomandsenégﬁemto +e£>1%(vn1))Rn

5. Prover: For 7=1,....n let &= T m (i) %), 5
Select dy....,d, at random. Select rg at random and set cs=mecom(dy,...,dy;rs).
Select R at random. Set E=EPk(O;R)E161 Bl
Select A,,...,Ap—; at random and set A;=d;,A,=0. Select r, at random and set
cmmeom{Ay—(AT{2)+ troy-X)A1~a1dz,.. ., Ar—(AT(D)+ trmy—X)An1 — 8y-1dn;Ty).
Select 1 at random and set ca=meom(—dyAy,...,—dpAp—1;Ta)-

Send c¢,,c4,¢A,E to the verifier.

6. Verifier: Pick ¢ at random and send it to the prover.

7. Prover: Set fi=e(An(1)+ tyy)tdy,. ... f=e(An(0)+ tymy)+dy. Set z=e(hret rrtrg. Let
fA1=G(A2—(?\,TC(2)+ tr(2) —X)Al - dg)—A1d2,. . .,fAn_1=e(An-(7\.n(n)+
t'zr(rl)_X)Az‘l—-I'_3«11—1(111)_ n-10n and za=er,+ra.

Set Z=R—e(An(1)}+ tya)Ri—...—e(AT(@)+ trm)Ry.
Send fi..... 5,281, . . ,fAn-1,24,Z to the verifier.

Verification:
Check that mcom(f;,...,f, ;z)=(cs’“ct)°cd.
Check that mecom(fas,...,fan 1:Za)=C.7ca. ()

Define Fy,F,,...,Fy as the elements such that
Fr=fi—ex,eFo=Fi{fa—ex)*fa1,. . .,eF=Foa (fi—ex)+Han. Verify that Fy=e] [i-,"(Ai+t; ~x).

Check that By 0;Z)Eqf.. Euh=(e™ .. .6 L)E.

The protocol above is seven move public coin, complete, sound and honest verifier

zero-knowledge proof of a correct shuffle.

Efficient zero-kmowledge proofs for proving correciness of a shuffle exist
[FS,G,NEF01,Npatent]. Embodiments of our proposed shuffle proof are more efficient

than previous zero-knowledge proofs.



Sé'nd 'fl,.'..,fn,z,fol,...,fon-l,zo,Z to the verifier. Verification: Check

that nconm(fl,...,fn;Z)=(cs' -ct)ecd. Check that nton(fel,.. ,fe"-I;zd)=caeco.
\ 1) Define F1,F2,...,Fn as the elenents such that Fl=fl-ex, eF2
F1(f2-ex)+fol,...,eFf Fn-1(fll ex)+fon-1. Verify that Fn=erlL. Al +t; -X).

Check t hAYO BR(8362Y El f 1. .. En n=(ei 21l +t 1. .. enan+ n) CE. ﬂ‘F\’é{GBFQS’P/ngBF‘l above is
seven nove public coin, conplete, sound and honest verifier zero-know edge
proof of a correct shuffle. Efficient zeyo-know edge proofs for proving
correctness of a shuffle exist [FS, G NEFOL, Npat ent Enbodi ments of our
proposed shWefiow gasoiie daceyniime aniafiictsinebrdyingresneqss elvthe presertrinvantion Bitge

f WO 2005/ 093 PCT/ GB2005/ 000 de be d t
ﬁlr gonZts eSS4 HE g@%&qug SYHER b8 Zl’éﬁalr}aig%rfe[?rgﬁ%o Crlrlo\(/av agglrj?/rg ;Rgt t he

cryptosystemis an El Ganmal - styl e cryptosystem Suppose we have a bunch of

ci phertexts ei = (ul,vl) = Epk(nt), ,e" = (u,,,v") = Epk(nmt ). We want
to learn tr&lppessswghsvﬁm bunch, qﬁc;pheﬁevtts = éulr\ahﬁcﬁm(n‘n)jer san Wadn) A & (wght
anybody to abl e % nk nessa es and, ci.phertexts. u%r of servers
cooper ati ng d”%t% EE?E’F%G% ’@ecf’%}lppﬁltr}g %Prde Eh TR - style

encryption, g gﬁowﬁ%ggoq%ﬂdﬁ%g?%i)éﬁgbgﬂaﬂﬁg net in a sinple manner. Using

the secret aring descri e the servers St,...,Sk each have a share
st, ,st of the secret key such that x = sI+. +sk. Server St peel s of f

the Iayer of encryption corresponding to WNn Secref share, ii re-
random ses £ I%O‘B’lﬁp PEESGOSPERHNS i 4R Qslstcﬁ ¢ dechypimeHmaert opag ElGaal- o

oLeris.® ABRLAMAL oI 1S e Ry s ey ()

un(n)"sl). ddereeshrring descrithed befodethetsbaterd e .., 3y dabh hetexshase el .(Bbethe Nt o by
it. Server S2 peels off another Iayer of the encryption corresponding to its
secr et Shar@Cle]tké}’SUChthatl—Sl‘l'

Server S; pecls off the layer of encryption corresponding to its own secret share, it re-
randomises the ciphertexts and ontputs them in a permuted order. Le., S; selects a
permutation 7, randomisers Ry,...,R, and outputs (U 1=gR1un(1), V= (hp*... *hk)mvnm
Uy ooy (U= gy V= (ho* . ¥ 1) Vo) Unn ™). Here n(i) is the index that the

i’th index is permuted into by =.

Server S; peels off another layer of the encryption corresponding to its secret share. Le.,
if we call the output from S; (u1,v1),...,{(0n,Vy), then it selects a permutation 7,
randommness Ry,...,R; and outputs (U1=gmu,g{1), Vi= (hp*.. .*hk)Rlvn(l) uﬁa}'Sl),.. .
(U= ey, V= (hs* .. 5" Vo) Uy ™). The following servers perform similar
shuffle-and-decrypt operations.

‘When the last server Si peels off a layer of the encryption, then Vy,...,V; constitute a
permutation of my,...,my. More precisely, if we call the permutations selected by
St,-+..3k for my,..., My, and let n(e) = m;(...(m{s)...), then we have Vi=m,qy,..., VM)
However, only if all servers cooperate will they know & and be able to link messages to
their ciphertexts. Conversely, if just a single server is honest, then the permutation is

secret.



I
if we call the output fromSi (ul,vt),...,(uv" ), then it selects a

permutation 7C, randommess R1,..., R' and outputs (Ul=gRtu. (1), V1=
(h2*...*hk)RLV, (t) (1}-sl) ..., (UngRnu, (n)Vn (h3* *hk)RDv,, (") un(n) n)
The foI I ow\gg ﬁ‘?' VLS perfonn sinilar shuffle-and-decryptpepesaisonzst Wien
the last servér” peels off a layer of the encryption, then Vi, , V'
constitute a pernutation of m,..., m,. Mre preC| sely if we caII t he
pernut ati ons sel ected by 51, , Sk for itB2 and let 9b() =

TCL(. .. (1CK() .. t hen y if
all servers cpc?ﬁ’)e}’rpgflg qutst fﬁ%;ﬁs ?@110%?93%8“%9 ﬂEEIBJI %&%e n wﬁi@%ﬁ%@% to
their ciphert %éér?pte@%&%@ﬁﬁﬁtﬁéd THis v gtvo@s ShrBb EowaRed; it atsthélmsﬁmet hebodyhe
pernutation is ecret. WD 2005/093671 PCT/ GB2005/ 000231 32 Decryptl ng

mi x-nets are wselink vbters wish iy, vaiesn daothee yseatquishbe Aranypadg publieatiopdfpe
decrypted andpﬁ)ﬂ%r nuted. This way votes can be counted, but at the sane tine,
nobody can | P#5&ESPers with their votes. Another use coul d be anonynous
publication of nessages. W next describe shuffle-and-decrypt verification.
A problemin the above decrypting mx-net is howto avoid that one of the
servers repl fencentsyitessiiuffsavigderyitvarificastosr t ext s cont ai ni ng ot her
nmessages. One possible solution to this problemis to |et each server nake
a zero-know edge argunent of correct ness of the shuffle-and-decrypt

operation it he
out put (UL, Vi ?’? HO%E(}%, ,{,hv%?ov 3 bﬁ}t Q&H-;tt 1s(l'rBw ¥d Axg)rll% thﬁ& Hige gﬂﬂlel@.gﬂrefrshe

prover has pr lrb}ﬂh@slenmgrptealn&;ages W1ﬂ€nc1p]nmltaxts cmmtztnnng athen n:es@,gearﬂne possible

Ve think of h szélamgﬁ%%é pblea 1sgh %5931 Vi e Rnlese R bhe
shuffle, and Hoas.tasoghe Bl hleyHahblinal prdsys for all the

remai ni ng servers. ver t
encryption under key (G hH) into El Gamal -style encryptions under key (G H).

Le., call the input (u,v1),...,(Un,Vy) and the output (U1, Vy),...,(Us, Vy). Furthermore, let
G,h and H be public.

The prover has private input 7,Ry,...,Ry and s, such that h = G° and (Ui=G™uqy, Vi=
HYyttzn) e (Un=G 0y, Vo= B oy )

We think of h as the verification key for the prover that performs the shuffle, and H as
the product of the verification keys for all the remaining servers. In the shuffle the
server then transforms ElGamal-style encryptions under key (G,hH) into ElGamal-style
encryptions under key (G,H).

An aspect of the invention provides the following method to demonstrate that indeed
(U1,1), .« o5 (U, V), (U1, Vi), . o (Un, Vi), G.h,H is on the form described above, without

revealing ®, Ry,....R; and s.

We need additional public data in form of a public key for a commitment scheme. We

omit explicitly writing the public key, and simply write respectively mcom.

Multi-commitment mcom is used for committing to multiple messages at once, int our
case n messages. Furthermore, it has a homomoiphic property. Le.,,

meom(my+My,..., 005+ Mp;r+R) = meom(my,. . ., my;r) * meom(My,...,.My:R).

h transforms El Gamal-style



An aspect of the invention provides the follow ng nethod to denonstrate that
I ndeed (ul,vl),..., (un,vn), (UL, VD, ..., (Y,,, V'), Gh,His on the form
descri bed above, without revealing it, RL,...,Rn and s. W need additional
public data in formof a public key for a conmtnent schene. W omt

explici tl“yow %31391 the public key, and sinply wite respeggyfsdoIsom
Mul ti-conmm ncomis used for commtting to nultiple nessages at once,

|n our case n nessages. Furtherm)re it has a hononor phic property l.e.,
mcon( mL+M | , M +MM r +R) = m(rd, ...33m;r) * ntom(ML, ..., M; R . WO
2005/ 09367 005/ 0Q023 The prot ocol proceeds in 7 steps: Common
I nput : (USll:/kF%l:étgggl( ‘??g -ﬁt\ﬁi’s (Un Vn) and public keys, including

GHh. Pro . nput

A _per nmut opent . s d random zers
R1, Rn Wgqu%f@;,ﬁgpMV ,,Qgh 1) &Jn,{}n) and puﬁ!?c eys, mclu%{lllgGHh
(UL, V1) =( GRroyers ippuiRA\pemayiahion 0,€ ., Apgspanents ol rndotmivers R, v, Rn) Un(n) S) 1.
Prover: Pi cltisfyingtGrhrmddm and set c5=I nconm(~(1), ..., ~(n);rs). Send c, to
the verifiqU, )= (@ﬁé‘i Hiatvnﬂu%(h“s} 1,,([]“,1@)&(@ u;[@rﬂﬁgm Agy9end themto t he
prover. 3. Pro random and s fnc omtR(1), ,t,(n);
rt). Send ct 1t cPrPﬁ@ B@kurfaterandcmn a‘%ﬂbﬁ*ﬁ’fﬁaiﬁﬂ‘?onlﬁﬁ@dse,%ﬂ)efsht random and send

themto the provendc, & thevesiier. For j=1,..., nlet aj=n; Il (An(i)+ tn(J) X) .
Sel ect di,...2dVaificraRdlRm,.. Sglaeﬁhd@ﬁaaﬂsém@mtanﬁle @ieicd=ncon(dl, , dn;
rd). Sel ect §\2vamAgg1tha}I I%Etﬂﬁ%i’d"& ?1 t"g d)Sel ect rA at random
and set co=nto n 1;rA Se ect )at ” )n m and set

ca=zncon( A2- ( 2ct -ai d2, X?r + n An-1 - an-1dn;
S e R
U=GRUI d1. Unan Proget Fv_JHie, u,lzlﬁt aghbr @HBr e X)d1 Va
Select dy,...,ds at random. Select ry at random and set cg=mcom(d,,...,dy;rq).
Select As,...,Aq-1 at random and set A;=d;,A,=0. Select ra at random and set
ca=meom{—doAy,...,~dpAn1;1a).
Select 1, at random and set c;=mcom(A—(AR(2)F tro—x)A1—aidy,. .., Ap—(An(n)+
tﬂ(n}_X)An-I ~ 8n-10pTa).
Select d at random and set D——G Select R at random. Set U=GRU1‘]1. LU
Set V=HR(111’“+ to g ) (V . Vndn)_
Send ¢,,¢5,04.D,U, V to the verifier.
6. Verifier: Select e at random and send it to the prover.
7. Prover: Set fi=e(An(1)+ tya)ds,. ... fi=e(An()+ tam)+dn. Set z=e(Argt r)t+ry. Let
fa=e(A—(AT(2 )+ tr) XA — a1dz)—Aidy, ... fag1=e(Ay—(hm(n)+
Lem—0)A, —1—8n-10n)~Ay_1dy and za=ertra.
Set Z=R—e(An(1)+ tzapRi—...—e(Am{n)t trg))Ry. Set f~es +d.
Send f1,...,f0.2. 841, . . ,Tan-1,24,Z,1 10 the verifier.

Verification:

Check that meom(f],.. .,fn;z)=(cslct)ecd. Check that mcom(fi1,. .., fan-1;2a)=Ca ¢

Define Fy,Fo,...,F, as the elements such that
F 1=f1-—6X,€F9_=F1(fg—BX)'l‘fAl yeeesCF=Fno1 (f —ex)+fAn_1 Venfy that F=e[ |- 1“(7\..i+ t; *X).

Check that G“Uyt.. . Unl=(u/* 4. un™™0)°U. Verify that G=h°D. Check that

HZV1f1 . .ann"-:(V}H t1 Y M+ t ) (Il };H Mﬁ tn)—fV.

The protocol above is a seven-move public coin, complete, sound and honest verifier

zero-knowledge proof of correctness of a shuffle-and-decrypt operation.

For ElGamal-style ciphertexts the shuffle-proof for homomorphic encryptions described

earlier is a special case with s=0, d=0 and therefore £=0.



(11 ) ~1nn) Send ca,cd,ca,D UV to the verifier. 6. Verifier: Select e
at randomand send it to the prover. 7. Prover: Set fl=e(1Ln(1l)+
t,s(l))+d|,...,fn e(2,s(n)+ tn(n))+dn. Set ze(r + rt)+rd. Let

fol=e( A2-( (22+ ta(2) -x)Al - ald2)-Ald2, ,fon 1= e(A%C([? %%%%0-5231
eht

tn(n)-X) An ¥ 0&91’908???)71% SdnandzA-era+ra. Set Z=R-e(X7t (1)

-e(Xz(n)+ tmn))Rn. Set f=es +d. Send f1,..., fn,z,fel, ,fon-hzo,Z, f to
the verifier. Verification: Check that ncaa(fl, ,fn;z)=(ca2ct)ecd. Check
that ncon(fol, ,fon-1;zQ =caecA. Define_ F1, F2 Fn _as the el enents such

that F1=f| - exEffeienEptdofs for prdvihg coTreckmss Ffmdqcmm@@qﬁ@ﬂkpowvéﬁ.he}/ that Fn
eU ;-1In(Xi+ t; -X GUf1 +t | Verify
that G heD. m@@@ﬁghzfam? ibeyiss, many %“’EP %f%ﬁg?%eﬁs °fﬁ%@§ﬂ]fne’§% n (Vi
l...vnmn) (U u[ﬁ‘g 01N, at&lﬂg @b@ﬁi&mm phdposediENe ARY-Go@ypl prooLaen,
corrpl ete, one ri zer o- knowl edge proof of correct ness of
a shuffle- andz@@cknywledgpenﬁmmefﬂémnt EiaGaomm@tBrD@Sc%pméﬁﬂﬂ&ﬁBd-ﬂh@YPt

shuf fl e-proof fo c encr d rli eci al
case i1 h o-cprogdn RYNHER Per Bt ST oS 1 e B8 T 6B e e
Efficient progf fHhi LSk PSRt s MRk PRiticAlr AlsBmeBbE ploieiMls i N the
crypt ogr aphi c a'itf'l a uﬁBﬂbﬂﬂﬁevﬁrsvg %gnyo prsoo fs gf correctness of a shuffle
exi st [FS, G WrE@Lndppheatidn iskabfdi ment s of our proposed shuf f| e-and- decrypt
proof are zero-know edge and nore efficient than previous proofs. The

shuf f | e-and-decrypt proofs in [F, FMMOS] are not zero-know edge.

Shuf f | e- and- voting
protocols is ﬁ/osvg&r %ﬁ %rcg& f%Qlasnttl:% %@f@@g?&i&%ﬁlg@%ﬁg& %%;g?rl on is
useful . W noyaiicuRss enesidfieend thetAed-kperledgapioof fwtcbirtiieeszafa-shaffld- adige
roof for L)
P decrypt operation. -

One possible way to pick the parameters of the shuffle proof, or the shuffle-and-decrypt
proof, is such that the message space of the commitment scheme and the message space
of the cryptosystem has the same order. For instance we could let the commitment
scheme have public key (p,q,g, hi,...,hn) with p being a 1500-bit prime, g being a 160-
bit prime dividing p-1, and the rest being generators of the group G, in Z,*. We select
the t°s, A,x,e as random challenges from Z; and also the d’s and A’s as random elements
from Z,. The cryptosystem could be ElGamal encryption with public key (P,q,G,H)
with P being a 3000-bit prime, and q being the same prime as in the commitment

scheme dividing P-1, and (G,H) being generators of the group H, in Zp*.

™,
4/ N
S

i
\

Another way to pick the parameters is such that we actually compute the elements
f1,...,f over the integers. Le., we could let the commitment scheme have public key
(0,9.8,h1,. . .,hn) with p being a 1500-bit prime, g being a 400-bit prime dividing p-1, and
the rest being generators of the group Gy in Z,*. We select the t’s and A as random 160-
bit challenges. Provided we have less than a million messages to shuffle a value e(Ai+;)
is at most 340 bits and does not get reduced modulo q in Z. Picking the d’s as random
elements in Z; we get s that with overwhelming probability are more than 340 bits
long, something that we can check in the verification phase. This means that over the
integers we have fi=e(An(i)~+ ty5)+d; for i=1,...,n. This in turn means, as long as the

message space of the cryptosystem does not have small divisors, that we have shuffled



correctness of a shuffle and the zero-know edge proof for correctness of a
shuffl e-and- decrypt operation. One possible way to pick the paraneters of
the shuffle proof, or the shuffle-and-decrypt proof, is such that the

nmessage space of the commitnent schene and the nessage ace of the

crypt osys‘?grﬁg?‘?z@?’%’ﬁe sane order. For instance we could %gfrfq]ﬂgo”ogh?#trrent
schene have public key (p,q,9, hl,..., h") with p being a 1500 bit prinme, ¢
being a 160- bit prine dividing p- 1, angsthe rest being generators of the
group &g in Zp*. W select thet's, a,,x,e as random challenges from Z. and

al so the d' ¢ swifleeed-decrypipdienretlynbrpasticlzroezquldmse seshpmshod tepiffal d be

and q bei ng PR Sl Homt kel Palrier S hat! Do WAk phad gt el ™
(G H) bei ngmgeagt @ﬁa@é%n@ivhbf&Q:uﬁremu&'ﬂingmemqﬁemwnheas Wamidap pick the
paranmeters is such that we actually conpute the elenents f1,...,ff over the

integers. I.e., we could let the comm tnent schene have public key
(p,q,9,ht,.__.h" j being_ a 1500 bit. prj bei ng 400-bi t prinme

di vi di ng p-?,smﬁrtl%e ié‘]ta%ighg"@g?’-e'ﬂgﬁq?gl"age?%ﬁl%{tgﬁgéhga@ﬁﬂgﬁrtbup%df $ff SRCNRE sel ect
the is and A; A0 1hi Nl . han a
mllion nes@étgg% ({rgﬂgﬁu %lgga%&%/g?%%gtﬂf %?%)éds iﬁéﬂg]%tg%gtslg%%%@ézﬁ does
not get reduewdedgpibofsqan nlsdlpe nkidekiubclytverifialsleas random el enents in Zq we

get f s that with overwhel m ng probability are nore than 340 bits | ong,
sonet hing that we can check in the verification phase. This neans that over

the intege - = I t ; Il s .t as | ong
as the nesgiz%ge\@esrg%\ég‘r%? r@%éﬂ%%?l })espféet e%ﬂﬁ%&é@hﬁg& %ael\}gv esﬁré%ﬁnﬁhg%ﬁ}?[ggr s, that
~we have shufifdeests Yéx241Q0d102365 fo raEfdeBRAORBIZRE zerdknoivledge proofs into

shuffl e-and-decrypted correctly. In particular, we could use such a nethod
to shuffle zEppmerieiee®r99fbm t he generalised Paillier cryptosystem of

[ DJO1], which has a very large nessage space and where current shuffling
techni ques are not as practical. Using the Fiat-Shamr heuristic, i.e.,

conputing tU@in‘%h&idcﬁﬁ@ﬁﬁmtiﬂis-possibll&,to ¥peed upthenétifeatisn poeeisa e DBIYRINAYr aphi c
hashes makes the protocols non-interactive. This way the zero-_ know edge
proofs can EBGB] fw camaesnzum ba@cplyng,@qchmgg@q. & 1s furthermore well Inown that various

techniques for fast multiple exponentiation exist.
For instance, instead of verifying the last two equations in the shuffle-and-decrypt proof
by themselves, we can pick y as a small random number and check whether
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The protocols are statistical honest verifier zero-knowledge if the commitment scheme
mecom is uncondtionally hiding. On the other hand, if the commitment scheme mcom is

unconditionally binding then the protocols have unconditional soundness.
We next describe optimized MIX nets.

A traditional MIX net generally consists of a munber of shuffle servers, each refreshing
the randomness part of the encryption of encrypted votes, each permuting the votes and
each producing a zero-knowledge proof that their output is a permutation and re-
encryption of the input. In the final step the votes must be decrypted and zero-
knowledge proofs must be included that the votes have been decrypted comrectly. The

correctness of the result of the election can be verified by an external andit facility,



If the servers are to run either of the protocol interactively, then we note
that [ GW] suggests general techniques to transform honest verifier
zer o- knowl edge proofs into zero-know edge proofs. Using random zation it is
possi ble to speed up the verification process, see [DGS] @gﬁ]) r
conment s OW%QIP?!W% techniques. It is furthernore well kﬁgﬁﬁgm% at Q/zgir)i ous
techni ques for fast nultiple exponentiation exist. For instance, instead of
verifying the last two equations in the shaf fl e-and-decrypt proof by

thensel ves, we can pick y as a snmall random nunber and check whether
( GTH) z( Ul YV1)which verifiesicopectesr-0f(thp pounting by yRipeeing @eam%tﬂwl?‘!t.ﬂﬂ ZEr0-

U 2, n+ttn)r-f V., The protocols statistical honest verifier
zer o- know edg@%ﬂeq@?@r‘gﬁoﬁﬁfF%ﬁ&éﬁghem ncom i s uncondtionally hiding. On
the other hand, if the comm tnent schene ntomis unconditionally binding

then the protocols have unconditional soundness. W next describe optim zed
M X nets. A tHigatietli showts aNVi& nejt Theh svaens ye-spAypLEereshesragdomassshinb huf f | e

servers, each refreshjn t he randomes t r i crypted

votes, each PEIHHEEL S{GF*%@hVS?Se@e §n 8émga%ﬁp@ﬁ)‘éog%sl‘ ﬁ\gF%l%gfeaF )ggidn%v@é%g pr oof

that their Oﬁ&%&fsthé"ttﬁ’e Vaoab kR tadd chfectBnCr yption of the input. In the
e

final step t vot es st be decrypted and zero- know edge proofs nust be
i ncluded that the votes have been decrypted correctly. The correctness of

the result of _the election can be verified. by an externgl audit. facility, WO
Supibes fe it go

2005/ 093671 PEFRSEIG © PRS2 HS GLPUY} PR EHIRESSGFOPRE “BSunt i ng
by inspecti ”go&e%w AYbrefQUEIP YhoR A LohSE OF s&RPMBHASS, RHIH Sechl-sBARE fheRivags -
Figure 1 shows a Mx net. The S servers re-encrypt (refreshes randomess)
~and per nut eskeyatfale cledtinre ddowbner his selntien isdepragpical. votes. Al |l provi de .

zero-know edge  proofs that they have done their tasks correctly. It is not
desirable that the private key used for decryption is in the possession of

only one entily, 1§g%rt§1é§&hg§bﬁﬁg(ég&@@gs%n,%ﬁgmﬁmeﬁl&m fStpudhi ch

secret-share the pri I"ect1 on.” However this solution is
i mpractical . possible to share the secret key as explained above.

We will arrange embodiments of our voting system such that each shuffle partially
decrypts the votes using its share of the secret key. The final server completes the
decryption of the votes and produce zero-knowledge proofs of the correciness of the
decryptions. In this way we will not need additional entities in order to perform the
decryption securely. Two different types of embodiments using this type of encryption

are possible.

- Embodiments where the shuffles perform zero-knowledge proofs of the
correctness of their actions and the cryptographic keys used for encrypting the
input and the output are different.

- Embodiments where the verification of correctness of votes and the computation
of the result is done out of band (e.g. using different servers) using
homomorphic encryption properties. This is done in such a way that the shuffle
servers do not produce zero-knowledge proofs. Instead a zero-knowledge proof
of correctness of the vote is produced when the vote is created. These zero-
knowledge proofs are verified by “V”-servers and the votes are counted on
encrypted form using the homomorphic property. Finally the results of the

election in individual districts but not the individual votes are decrypted using a



As an exanple we take the [DGS] crypto system that is El Ganal style. It is
thus possible to share the secret key as expl ai ned above. W wil| arrange
enbodi ments of our voting system such that each shuffle partially decrypts
the votes using its share of the secret key. The final server conpletes the
decrypt i OKO8POXWME N ot es and produce zero- know edge proo?gT/WZ?%@H@éhect ness
of the decryptions. In this way we will not need additional entities in
order to performthe decryption securely; Two different types of
enbodi ments using this type of encryption are possible. 0 Enbodinents
wher e the shuff| exrgehimamedanisin W wilpropidechsxamplcempdimadtofiess of their

actions and the cryptographic keys.used for encrypting.the  ipput _.and the
output are diffe ﬁ?ﬁoﬁﬁgﬁi%ﬁé%ﬁé’ﬁ%ﬁ fEa¥EpalEs @H{tgﬁpr{gm@fg?/}téét ness of
votes and the co 1.On. | t usi ng

di fferent serverg@%@%@ﬂ?@%ﬁ%ﬁ%ﬁ%ﬂ@l |g§esg]rf{br£gete ?%gas%ﬁ?dsgmi s done in
such a way that tdepesdieidbreak thesseesy iddhisehsepMddicrotrensidérbislietge Ipgeof S.

I nstead a zer o- knowl edge pr oof correctness of the vote is produced when
the vote is cr eaP@lefq'ﬁl@%thi@rsc@%I@fﬁ?W%@éh%?%aécla}l%ﬂ)verified by

"V'-servers and the votes are counted on encrypted formusing the
honmonor phi ¢ property. Finally the results of the election in individual

districts butnane Mot iflviosuatonsnosvay gl Ssyleedioitd Ao an¥A6A005/ 093671
PCT/ GB2005/ 000231 37 secret shari ng mechanism We will provide an exanpl e

enbodi ment proodueut of hywshef the storitlesns usingeother genericsopsaaisations, ifispiossible

esul . hrisaregrrars Mrindetey Mol T B SRl B (o s case.
We do not consider this to be a large problemsince three shuffle servers
~1's the natural choice). A naive MX net inplenentation is not very fast.

" However, dotng z@&auialydedrepliyg npadosimifie mdotipserdding zetveksiwleddegeoafisd usi ng
ot her, generic, 0 VteiS gifgc (grio rellﬁbuti?;t. i s possible

- Partial decryption and re-randomisation of votes can be parallelized arbitrarily.
This gives an improvement of performance by a factor of 5-10.

- The order in which the servers process each vote need not be the sarne for all
votes. For example if there are three servers performing re-encryption, the votes
can be distributed in three pools depending on their election district (since the
result will normally be specified out for election districts, permutations between
election districts are not relevant) and the pools are rotated between the re-
encrypting servers until each vote has been once at each server. This gives a
factor of about 3 compared to naively letting the first server finish its work
before the next server starts.

- If g is chosen in a subgroup of small order with elements that are

indistinguishable from elements of the whole of Z,;2*%, randomness and keys may be

chosen shorter. Such optimisations are known for ElGamal over a prime and are also
possible with EIGamal over a RSA modulus. It may give a factor 2-4 depending on the
size of the RSA modulus of the crypto system. We thus describe a method of
comimitting to an electronic data value, the method comprising selecting a substantially
random number and a sub group of the multiplication group Z*; of integers computed
modulo n where n is a product of two primes for the electronic data value and/or said

substantially random number and determining a commitment value from said electronic

data value and said substantially random number using said subgroup



to increase the throughput dramatically. W list a nunber of optim sations:
Partially decrypting in each shuffle and not providi ng zero-know edge proofs
gives a factor of about 3. Partial decryption and re-randoni sation of votes
can be parallelized arbitrarily. This gives an inprovene 3 gpNce
by a fact or™ 5Fm§”%86%The order in which the servers proceQECQE?%®§@?2 need
not be the sanme for all votes. For exanple if there are three servers
performing re-encryption, the votes can bé8distributed in three pools
depending on their election district (since the result will normally be
specified out for election districts, permutations between election
districts are Qpf JIEHEVABLs tﬁmefaeﬁmemf@d@ﬁﬁeg aba Rfe GRS RrioR8ed Sbout
encrypting servers until each vote has been once at each server. This gives
a factor of dbQitiBecfispatad fora nmwMIX detinplementation. Tle: fisad deenypliomosh its
work before the next_ server starts g is chosen in a subgroup of snal
order with eIéﬁﬁﬁp§ﬂﬁﬁaﬁe@ﬂ@ﬂﬂqﬁﬁ%@¢%5 shabl e from el ements of the whol e
of Z" 2*, randomess and keys may be chosen shorter. Such optim sations are
known for El Ganel over a prime and are also possible with El Ganal over a
RSA nodulus. It may give a factor 2-4 depending on the size of the RSA
nmodul us of the crypto system W thus describe a nmethod of commtting to an
el ectroni c dat¥e pextidsscritieentiselirgainsbibg selmey sel ecting a substantially
random nunber and a sub group of the multiplication group Z*" of integers
conputed nodulo n where n is a product of two prinmes for the electronic

dat a val ue andf @fdes Fbrch MINQEE B kdvalopimabsd oty opatieai d fekedany thaheach

comm tment value fromsaid electronic data value and said substantially

random nunber shefflegesar @Ielsﬁ!libe a@p-mvmigsmmiwithe@wmgs/mmpem |

decryption of j kg ﬁ)gﬁ%&lai%cé’&mﬁ%fﬂfeaﬁhé%%&rﬂ?ﬂsﬁlbl%rﬂﬂ1¥otlé‘lﬁngﬁﬁﬁ descri be
attacks agai nst t ene.

verification take place.

If we count the votes by an out of band method, we can be sure that it wili be
discovered if the result of the election is altered. In one embodiment, we will provide,
such a count is done securely using a homomorphic count. Thus we will have full

security when it comes to making sure that the result of the election is correct.

However, some attacks against the secrecy of the election are possible. Since the crypto-
system is homomorphic, the first S server can add numbers to votes and it can multiply
the votes by a constant factor. This can normally be done in a way such that the vote as |

“well as the number added can be separated from each other when the vote is decrypted.
We will say that the encrypted votes are marked. Depending on which servers the first S

server cooperates with different properties of the attack are possible.

- If the first S server acts alone, the decrypting server will discover the fraud but
also be presented for the association between identities of voters and votes cast.
If the decrypiing server is honest, not compromised and checks whether votes
are correctly formatted before they are published, the anonymity of the election
will not be broken. Further, the fraud will be detected and a delayed count can
take place with the first S server replaced.

y
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In order for a MA net to have optinmal security properties it is necessary
that each shuffle server verify the zero-know edge proofs of the
predecessors before it perforns its own M X As we have discussed this is

not optimal with respect to performance, so it is fair Vi an
account 9P %P tacks nmde possible by not letting thiPScL'@%é)zer??/é:og Hon take

place. If we count the votes by an out of band nethod, we can be sure that
it wll be discovered if the result of3%he election is altered. In one

enbodi nent, we w_.|| provide, ch,a count is done securely using a
hormonor phi ¢ count the figis sqveiand DeLdretypine serxgctpiigesihen they vaBie®thes naki ng
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multiply the votes by a constant factor. This can normal |y be done in a way
such that the vétihedisst Syerver 48d theclepiiphag sayeovokdasHberseihplh edgmal om each

ot her when Lhe ¥oke dauASCLUPledoo MLy s hiBndile Ellcinigg Vot oS are

mar ked. Dependi Servers Server coope wth

di fferent propergeégptiRd sditid cat hitths @keclp@sBichiots befort Mepublikisds tRens ghyer acts
al one, the decrypting server will discover the fraud but also be presented

for the associ aﬂar@ﬁdmmmm—@@wlﬁdg@gogfs tha e andsifaciisice wilt ket throughf t he

decrypting server S h(? est, not conprom sed and checks whether votes are
correctly for mattuf"gec‘]t Hetdr e they are published, the anonymty of the election

will not be brokgfhe Hrstrd 8¥or ahdd thel deBHPtivk kérvBewsiRitesiBe williR 18¢lsayed count
can take place with the first S server repl aced. 2005/ 093671

PCT/ GB2005/ 0002 3¢rveg thayfwillte dble totbrGiksibe vasrecridgether wighoui pringgetveteder wor k
t oget her, the iJ| ,together be able to bre th ecrec the el ection
conpl etely.  BecAneedbPIRIE SrEL SRR RS B bark Coe Ly SAEFypt | on o
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server work together wt xternal audit facilities use

abovenenti oned fonfpmtl) need not be detected. (The decrypting server can in

this case clean the votes before it publishes them and
The basic properties are that two servers need to cooperate in order to break the secrecy,
while accepting that their fraud will be detected. Three entities need to work together in
order to break the secrecy without being detected. This can be improved on slightly by

letting either the first or the last S server carry out a shuffle proof.

In the case, where we have two S servers and one decrypting server we see that there is
no real loss of security. The two S servers could anyway break the sccrecy by
interchanging permutations. The first attack also has the equivalent that one of the S
servers submits ifs permutation in clear text to the other S server. The other S server will

of course detect and will (unwillingly) be able to break the secrecy.
We next describe write-in candidates.
In the US and some other countries it is common to use write-in candidates. That means

that it is possible to vote for a candidate not on the list. This cannot be ignored for

embodiments of systems to be applied in practice.



provi de wong zero-know edge proofs that the audit facilities will |et
through undetected.) If the first S server and the decrypting server work
together with the last S server, they will be able to break the secrecy

t oget her wit - Reing detected. (The decrypting server qge¥Rices¥Rhes,
sends them%ggg&:‘l@%me | ast S server, which cleans its encrypt ed out put for
the marks and submts a new, correct output.) The basic properties are that
two servers need to cooperate in order to Bfeak the secrecy, while
accepting that_their fraud wl] .be d cte Thr entities  ,need to,work
Cogether Ui n HLAR e RBgle YHE 8 Cehaeg o ChOtPrHEP Y VT e BT b an be
| mproved on Séﬂcg%ﬁq&ﬁ t de Bl SR YrBé-i Gl ddos! BERW WE dbSibk A8ty IdnfthyPhiccar 1y
out a shuffle proot. I'n the case, where we have two S servers and on
decrypting seferetyptien’sem Hovaiver teeusedits prave that allist oS writ-insmndidatey is ddreectwo S
servers coul d_anyway break the secrecy by. interchanging pernutations. The
first attack @F@dv%%eﬁﬁ@eba@?%%ﬂn%@%%ﬂ%ﬁ%t%tem% S servers subnits its
pernmutation in clear text to the other S server. The other S server will of
course detect and will (unwillingly) be able to break the secrecy. W next
descri be writg~ichificanst eate@sis d conigiratidBaliy didbhoneommitatent Ostent ttas is further
common to use wite-in candidates. That pneans that it is possible to vote
for a candi dasuwwphied voth a prévate key thathreaksdhe eemptationdly dading pronssiy oditkatit s of

nats can handriabph e ¢ BlEhl Bt fRopHes b feahe Hal TN RIREsictbrY ™
encryption cagctetdegiX Ririie Wrification spengliviiabe shleBe voMfywecids tHat Beivaw

honoror phic  “encryption' can however be used to prove that a |ist of
Wi te-in candédemiiment casring e givenmigssagenethyiuy being providekyith an @poning ofithet ment .
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means that a person In possession o
observed by a person with knowledge of X may appear to be an infinitely large space

like Z just as if the person had not been in possession of X.

A homomorphic verification system is a verification system for which the underlying

commitment system is homomorphic.

Example: Consider Z,, where n is an RSA modulus with unknown factorisation. Pick
generators f and h of Z,,". and set g =f* for a randomly chosen X. We define the
ElGamal style homomorphic system

N
L ‘-_/4-

V(m;r) = (f,h"g")

Then V is a homomorphic commitment system and X is the secret key that breaks the
computationalty hiding property.

Please notice that V is not a crypto system. The discrete logarithm in Z, cannot be
computied efficiently, so decryption is impossible if n is a large RSA modulus, In fact, if
decryption were possible in general, the real message space would be known, which
would imply breaking the RSA modulus, which is clearly not possible from the

information given. Also in this way we see that the message space is Z, so the basic



secret key X for the verification systemw /|| be able to verify a claimthat
a given conmtnent contains a given nessage w thout being provided with an
opening of the commtnent. However, know edge of X will not provide any
know edge at all about the cipher-text space of the comn t tem In
parti cul quqoﬂggz’é?lpher-text space observed by a perso?ﬁ’%ﬁ@ﬁ’gﬁ)ﬁ%gﬁge of X
may appear to be an infinitely large space like Z just as if the person had
not been in possession of X. A hononorphiic verification systemis a
verification systemfor which the underlying _conmtnent systemis

hononor phi @romsthesnidhe comarimeant Fystemsgie pieserved: HawreE natigaihasthi t h unknown

andont v oot A0S B ol Bl Mhiche e Bhtal i hidlly T ()
(f ., hng’ ) bEbame Wt ik possitle 1 omupht X Lo aeoinpeRt withsintiMmitddodputing pewaecr et key

that breaks the conputationally hiding property. Please notice that Vis
not a crypto system The discrete logarithmin Z cannot be conputed
efficientl o.decryption. is im I ble if [ | arge RSA nod In
Fact o i1 daeBGriechpeRise Sy i RER Bl ety o BBt S0aER % oui o
be known, whitGhe sydpsmh & doMRhfatRi@BK hidhd foe aRSdveaiBey ithouvticedgs ogligar | y not
possible fromthe information given. Also in this way we see that the
nmessage spaegeret keyz bubentities withinowidge obBrecegsieyrasatiszoosrihondaim 41
properties th opm t ment systens are preserved. However .notice.that the
Corm tment SYCERTY 8B KRRt TRl PRtlD & LN Fe e PEv el | v
hiding beqgasanbt sbetR®asdli® heoBaMTamaksti R sydtegRMPuUt er With unlimted
conputing power. In short we observe that this system has the property that
t he message space is all of Z, that the systemis conputationally hiding
for an adv ar 1.t hout know edge .of the .secret key, but eptities with
nowl edge. o SErSdENYREGARNE K VeSS L Boins PEPA S SPEFEEI y that a
COMM t MeNt dvSreths GRthFBIthe hOmBrmpRitid frabaky ¥@!dd8y tofdthbls frohl'Gaitiakyat €  key
can be secrg?egﬁargghl ?E‘g ?or ot hg{ Eﬂ%n&% styﬁe syst ens. ¢ ad
cryptographic primitives. For example one can take a hash function H with 16 byte

output, consider the hash value H(m) as an AES key, use this key fo encrypt a fixed
value and finally encrypting the result using a public RSA key, This primitive allows
persons in possession of the corresponding private RSA key to verify whether it was
computed on a fixed value whereas it is computationally hiding for persons not in
possession of the private key. Such a primitive could for example be used for time-

stamping systems that allow only particular entities to verify time-stamps.

One novel aspect of embodiments of our invention of homomorphic verification
systems is therefore the ability to verify several claims in one combined operation while
keeping some properties of the individual claims secret. In the novel applications for

voting systems we shall see, it will be the origin of the individual messages.

In an aspect of the invention use of homomorphic verification systems for verifying that
messages m .., i are authentic without revealing their origin in the following way:
The entities {E;} producing the messages each choose large random numbers €, rj and
p ;. They submit mj, V(ej, x;) anonymously to one entity (entity A) and V(m; e}, p;) io
another entity (entity B) in such a way that it is properly authenticated. The authenticity
of the {m;} is verified by having entity B submitting I V(e;, r)™’ to entity A, which



We remark that cryptographic primtives with the sane properties as
verification systens but w thout the hononorphic property are easy to
construct fromstandard cryptographic primtives. For exanple one can take
a hash f“”CW(?%hOHO{?GW 16 byte output, consider the hash ywahusgibsdooss an
AES key, use ey to encrypt a fixed value and finally encrypting the
result using a public RSA key. This primtive allows persons in possession
of the corresponding private RSA key to ver4dy whether it was conputed on a
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for tine- stanpispgs i els ohfhinabhiy-ely particular entities to verify

ti me-stanps. One novel aspect of enbodiments of our invention of honmonorphic
verification systens is therefore the ability to verl fy several clains in
one conbined o erat| on ile sone ert] f.the indi
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i nvention use of ho ic verl |cat|on sy ens or verifying t

nessages m 1, alsmlkpm&ceasmﬁwmmmtmentsommd badameiin@:umpﬁer systemi, which ishe
follow ng way: The entities {E.} produm ng the nessages each choose |arge
random nunber@refer#yaﬁasﬁoaﬁy -submt nj, V(ej, r) anonynmously to one
entity (entity A) and V(n ej,, pj) to anot her entity (entity B) in such a
way that it is properly authenticated. The authenticity of the {mj} is
verified by having Esitd Be/thBvewhy-Es) Ml Sbincagicks j fprdsent weiteSttiokas, rheidai Ch
WO 2005/ 093671 PCT/ GB2005/ 000231 2 conputes C =11 V(mi e j,, ])- V(e

j, rj)mj. Finally chemsasprestneeandidate W&iwomd\ﬂr ,» Whase pfis aprimieaM Gsimotly
commtnment to zero., Let

i mpl enentation in t 1S EM&&‘?%‘E}&%O \Yg’? élﬂlé#géﬁg%yﬁﬁ%%?gcégr oy slegtions S

(for sinplicity we \Uﬁ&'e\éa@v&&nﬁﬂsta%ﬁgle SuR! BMs sBichY: ladglr ﬂfaﬁ(ﬁﬁé ﬁlﬁnﬁﬁ‘rﬁvoters
commi tnments woul d be done in a sinpler system which is preferably
statistically hidin@ge [D@S]V[D:T@ll)he vote v=ESj] M. Sone indices j repr esent
wite-in votes, Wnereas ot her res t%ndl date or.|list votes. P
where p is a prine. Sylamig E{y V, &%13 toget BI'WI a non-interactive zero-lmowledge proo of

equivalence between the two and a non-interactive zero-knowledge proof that
the vote conforms with the rules of the election (see [DGS], [DJ01]).

- Let m be a write-in vote corresponding to index k. (For example m = “Tom
Jones” if the voter wants to vote for a person called Tom Jones that is not on the
list. If a list candidate is selected instead, m should instead be a numeric zero, or
another fixed value), Submit E(m), V(m) together with a non-interactive zero-

knowledge proof of equivalence of E(m) and V(m) and a non-interactive zero- .
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knowledge proof that either m=0 or &= 1. (This can be done by decomposing
V(8§ p') into two commitments vy = V(3 p*) and v, =V(Zj#k 8j p"), proving
that either v; or V(-p") v; is a commitment to zero and proving that the content
of either V(m) or V(—pk) vy is a commitment to zero. Such proofs are standard.)

- Pick a random number ey, and submit V(en) and V{me,;) together with a
muliiplication proof that the content of V(me,,) is the product of the content of
V(em) and V(m).

- Sign the entire vote including all proofs.

Notice that the number ey, will never become known to anybody since no encryption of

it is submitted.



| arger than the nunber of votes any candi date can get. In particular, for

el ections where each voter has a single vote, Mis strictly larger than the
nunber of voters. (See [DGS], [DJOLl]). Submt E(v), V(ES] p) together with
a non-interactive zero-know edge proof of equival ence between the two and a
non- i nt eWRA0PH36Qr 0- know edge proof that the vote cofidrFE2M¥ M2t he rul es
of the election (see [DGS], [DIO]). Let mbe a wite-in vote correspondi ng
to index k. (For exanple m= "Tom Joneg4 if the voter wants to vote for a
person called Tom Jones that is not on the Ilist. If alist candidate is
selected instead, mshould instead be a nunmeric zero, or another fixed
value). Submt E(mM.. Vi ogether with,a, non-interactive zero- w edge
proof of e F(/%ﬁyetﬁ%tew%f(‘é{%(t ﬂiegvac’%%?ef\}t‘}ﬁng;}hﬁh%mﬁ?ﬁmlﬁ? B}OQEFV\?%&Q%‘%T@mﬁ%om edge
proof that r@utthRy u5IE Y hoskarherphidirs &grw@ etdBP enddyptlgsonposi ng  V(ES] p)
into two conm t rr%ntgﬂsigvlz 0\%Sk 1|Z)p§]ilaa¥ndpv :VgEj Kk S y%) proving that either
vl or V(-p) vliis a conmmtnent to zero and proving that the content of

either V(m or -pi)oVioiS onm tnent to zero. Such proofs are standard.)
Pick a random n ﬂb‘ey(‘veﬁ?eahd'@t}&mmwen) and V(nmem together with a
mul tiplication proof that the content of V(nmem is the product of the

content of V(em and V(m. Sign the entire vote including all proofs.

Noti ce t half whelsowsbearMEKnst’| e etthe ikvidad nhnders mand Wegpsouplodds paks
encryption_of it is submtted. 2005/ 093671 PCTI GB2005/ 000231 43 Now say
that we cobHtdetahed dtozytheyideniitiss of the vAtsHD ABRDCANBr &F&UWS and decrypt the

result. By using the hononorphic property we get the encryption: VA = V(E
men) =11 V(nen). If we also use a MX net', we get the individual nunbers m

and V(em coupl q@:év(pgierm?/;- Mut(egft ached fromthe identities of the voters.
Thus we may conpute V2 = V(E nem =11 V(en)m

Using the secret key X, secret shared between the same persons that share the private

key for the crypto system (homomorphic sharing, not the sharing between ‘MIX’ net

servers), we can check that V¢ and V; have the same content. If the e, were chosen

large and random, there is in practice no way to fake this.

In an aspect of the invention we use the above mechanism to check the write-in votes

coming out from a MIX net.

In an aspect of the invention we also use the above mechanism in the way that all votes
are treated as written-in votes. i.e. instead of zero-knowledge proofs of correctness of

normal votes one uses this mechanism.

In an aspect of the invention we also use the above mechanism for verifying correctness
of encrypted information linking electronic ballots to paper ballots. (The information
linking electronic votes to paper voters takes the role of m. This is similar to above

except that in this case there need be no proof linking m to an ordinary vote.)
We next outline attacks againsi the scheme.

If the machines from where voters vote leak the e; it may be possible for the last shuffle

server and the decrypting server together to produce different m’s. Notice however that



Usi ng the secret key X, secret shared between the same persons that share
the private key for the crypto system (hononorphic sharing, not the sharing
between "M X net servers), we can check that Vr and V2 have the sane
content. If the emwere chosen |arge and random there ifet/pRic@bize NO
way to f akWQHPIYOSFH an aspect of the invention we use the above nechani sm
to check the wite-in votes comng out froma MX net. In an aspect of the
i nventi on we al so use the above mechani sm44n the way that all votes are

treated as wjtten-in votes. i.e. instead of., zero;know roofs

correct ness &His IW%FM%?@G%@gﬁgﬁﬁest ﬂﬂ%sw@e‘@ﬁlégpﬁ?hprf)ﬁﬂgﬁ asep(ge&?m%éb)f he
invention we gbeImenveiber verifying correctness of
encrypted i nft%ér%%}ts;égﬁn%tirb%gl ng electronic ballots to paper ballots. (The
information Ilinking electronic votes to paper voters takes the role of in.

This is simlar to abov except that in _this case ther ed. be,no_ proof
li nki ng m t o AlfP thmae saa%st)ﬂtlwcmtor%&ﬁ T B‘&%Q’%B@%@PF ﬁ%“’%c%rre.

I f the machi \ P EoSnARh&: | eak the e; it may be possible for
the | ast shu %ﬁ%gégﬁég?&g%ﬂtnhe %ieecr)f/épti ng server together to produce
different ms. Notice however that WO 2005/093671 PCT/ GB2005/000231 44 this

requires three cogperating entiflies and whpll with a high bapi L.t y. be

detected by -the t @eééaimi)’p‘%geﬁmgé{(%@gby EDGT PI r‘??%?ﬂ‘ﬂkllgﬁ\ég%%

attacks agai nst t e . L i i erver

can replace E(m ;1%5%&9@?@5%1 é@%ﬁdﬁ%@ﬂg@%ﬁ%@ E‘i&lﬁ?’ﬁ{‘)w?’ Tﬁfrrt%gﬁ&asﬁd

V(e;)2 or by hi gheervepwerls 1ofétBerwiih zhe déeryptionh servar, this tas bansedpuleheckwhatno

matt er whet her they nmake sense or_not, or if the first S server works

toget her with the idizidas! veiarsseterde fhus willbedgieckrd wdess fugherihe last gerver 1s

i ndi vi dual voters #%&V@Q}olvg@ifﬂlt\éﬁﬁ u]dbe detected unless further the last S g
e n-the

server is ID also raud. Replaced by E(m)2E(-np) and V(ej).

This can be done atghivel byEas) Biimd) asd ¥ (eRrThis ctechel dore anbiaviflipasd aibtesier ver
correctly guesses the content of each vote it ]
provided that the first § server correctly guesses the content of each vote it

tampers with.

The last attack is potentially rather serious because thé first S server can be buying votes
and use it for verifying that the vote-sellers deliver. Consequently, as long as vote-
sellers are honest this vote buying will not be detected. However, if a vote-seller does
not deliver, the fraud will be detected. This attack (and similar ones with different
powers than 2) can be made infeasible by including a few random bits in each vote at a

specific location.

f/A ‘\
.

Again we conclude that whereas this is not quite as secure as a MIX net where all
shuffle-proofs of predecessors are verified before the next shuffle server starts, attacks
against the integrity of the election require three cooperating entities and will be
detected with a high probability whereas attacks against the secrecy of the election with
potential for not being discovered require at least two cooperating entities if the votes

are enhanced with a few random bits.

We now describe signing votes,



tanpers with. The last attack is potentially rather serious because the
first S server can be buying votes and use it for verifying that the
vote-sel l ers deliver. Consequently, as long as vote- sellers are honest this
vote buying will not be detected. However, if a vote-seller does not

del iver, % §8yfsi@sd W || be detected. This attack (and spgpiGBr @B th
different powers than 2) can be nmade infeasible by including a few random
bits in each vote at a specific location. KJ Again we concl ude that
whereas this is not quite as secure as a#M X net where all shuffle-proofs of

pr edecessor Wﬁﬂiﬁ%‘g lxréﬁa;}@ g@{i Frglg&felt s K e MAE fc‘naﬁnédeér\ég)rosﬁﬁl@ Rf}iﬁmuﬁ{) ks

agai nst the’i ection require three coopéerating entitfyes and
wi Il be degigithledenstirds. aNbiGtheRsohabpietdrablviial easyméd acksaradiagingly sidved
secrecy of the election with potential for not being_ discovered require at
least two cBpdhaithorg ieHi% pesounipbitiig abest exactlyvéiesnprehcdutranictyofe ¢au@ r andom

First remr BoPnsrsaoh AR e p - Sy o ol BB P S o

usi ng di gi &idicidiyonat dieeardd\eeexpiishesmditbatichipiaedsavidbkigninp dbyenenypt ed
votes are digitally signed such that there is 100% accountabi|lity about
exact | y whewelespishd.elThe Cybervetepsiactas ap exampla DRE sestems also ygasehipsaday e

chi pcards AGERRERGRRERY! Bnt Maie B BREE iR e habubEtiy |
wi despr ead. acthaniaidey wetate MkQissi@t. i s an exanpl e. DRE systens al so use chip

cards, but in a different way that is not related to digital signatures and
does not provide the accountability we are discussing. Alternatives to

a0 6o LR S R R M SR
non- por t abl go1deh §& not ;ﬂaﬁe e &;ﬁbateu&ewki didie 'ﬁi%ﬁﬁ{\ra'ték a8mNPoftaPleQefft, Where

the Internet-voting pilot system works in the way fhat a public/private key
pair is generated in an applet running on the

The first option is taken in the e-Vote project, where the Internet-voting pilot system
works in the way that a public/private key pair is generated in an applet running on the
computer of the voter. A certificate on the public key is then issued on the fly based on
credentials that the voter receives by mail such that the vote can be.properly signed.
Depending on the procedures applied for distributing the credentials and the properties,
configuration and operation of the on-line CA, this may be a legally binding signature,
By using this mechanism the e-Vote system is optimal in the sense that it uses the
simplest and cheapest possible mechanism for creating legally binding signatures on

encrypted electronic votes.

For an e-voting system that takes place at election sites it is however unacceptable that
the devices used for casting votes store the private key of the voter (when also,
supposedly, only for a short time). The remaining option is thus to store the private key
in another, non-portable device. Such a device - which we call the Signer - is described
in our patent application PCT/GB02/03707, W003/015370, hereby incorporated in its
entirety by reference. The Signer can then be operated at central locations different from
election sites. Digital signatures are produced by the Signer on the basis of credentials
provided by the voters, and each digital signature is logged by the Signer.



conputer of the voter. A certificate on the public key is then issued on the
fly based on credentials that the voter receives by nmail such that the vote
can be properly signed. Depending on the procedures applied for

di stributi %Oﬂgw%r%]denti als and the properties, configus@f/izgroidatozs:
operation e on-line CA this may be a legally binding signature. By

using this nmechanismthe e-Vote systemis optinal in the sense that it uses
the sinplest and cheapest possible mecharffsm for creating | egally binding

signatures on,. encrypted. el,ectronic Eor ..an.e-voet.in S t akes
pl ace at el egf 155 ogglg'é%eqefalb?%t ﬁtg \7%&%%‘2@8%&&5%? & Sﬁgﬁ’r d?g%%eeg%@ ed
for casting vpsBsticH MEEhE RBtcPTdcéee bl Yatbrstinony Bitief. Thidiemodtdally a problem
supposedly, only for a short time). The remaining option is thus to store

the private ke thoidandtyrdithe yeser porbegbpeked sntiencgivigp off the fiestifedtor (Wil tha we
call the Signer - i escribed . in [ _paten lication P 02/ 0370
W03/ 015370,g Sﬁ'é]Pé%‘SFT Pﬂﬁ%%‘b‘F Totiy et #‘l’f gty %@C@@Sﬁ@ﬁﬂéﬁgﬁ é‘(ri‘%r : ?‘?t‘ﬁ&‘%‘ﬂjﬁ%r
can then be %ﬁﬁ@&)@%@%&?ﬂgaﬁk id (&Rt OBSyifl I8l B Wirefdr@dd beh&Ghs 2 Publid SR
Digital signatures are produced by the Si'gner on the basis of credentials

provi ded by tawivats sithentimatiorefactor.d Oye fadtorsk grederably tised tothg eubliy sphieee, Siigner .
WO 2005/ 093671 PCT/ GB2005/ 000231 46.Lt i s strongl ref.erabl e .t hat, .

t wo- f act or a&%ﬂé’ﬁﬁ %‘&Hl%ﬁyggylﬂgéﬁdﬂﬂahﬁ/‘ﬁq e %#ggﬁp&@r??cﬁ@ BHFSLR ¢ hat
the voter recgj [Sail I iR $ad 0 : o, em
since the id nt‘ﬁ\éﬁv@? h th%efe‘%?/%gecrasﬁ’:ga%&gga tgﬁ@@é@l%ﬁﬁéﬁf? h?%? fén%: %gﬁe?#ggt
factor (with tolkdeal veithriavd-facedr anfhestica oy a figtly secursemd thmpenmesistint elagcincens,

that differs a |lot fromcountry t country).. The central int i.s that vote
buyi ng nust Hélsﬂ%%W%@WWrﬁ&aéeaﬁﬁg@P%’ ofipape f%Ct?)rrqf{Fﬁ? é‘%gﬁlﬁtl*?@ﬂ??cati on -
factor. One factor is preferably used in the public sphere, such that vote.  /

buyi ng by buying credentials can be prevented. The other factor is used in

privacy when Whbeoncglhde ihat citsinstade Hictdtathedigmar mppdoath toybd the pscfured soltien,
Signer is designed to.,deal with two-factor authentica on in _a highly secure
and tanper r &9ieesetiiggntand securs to yss. Howeyerpi heSigperahysaldt issudtieipniithaach
know of one f J I i i

dictate the Sohdpeinckits FUpAFRINSR A s i LRRELHE Bk lifloafhh RS B4
cost - ef fi ci engn iffidordecionodie dddial bigngurs, if the Signer is used it is

sufficient that
Use of the Signer preferably requires the e-Voting system to be on-line. However the
security (at least security against undesired influence on the outcome of elections) does
not rely on confidence in the device used for casting votes and printed ballots may serve

as backup in case of lacking on-line availability (i.e. 2 manual count).
We next describe some example embodiments.

First we give two examples of how to encrypt information linking electronic and paper
ballots

1) Enlarge homomorphically encrypted votes (like the crypiosystems in [DJ] or
[DGS]) such that the plain-text space is Zys+1 instead of Zys and the cipher space
is correspondingly Z,s+2 instead of Zys+1 Represent (vote, mannal ballot) as vote
+n° (manual ballot). Project the encrypted vote on Z,s+1 before doing the zero-

knowledge proof of correctness of the vote (this corresponds to removing the



each voter receives a voter card by mail as usual with two authentication
factors printed on it in order to produce digital signatures. Use of the

Si gner preferably requires the e-Voting systemto be on-line. However the
security (at least security against undesired influence on the_ outcone of

el ecti on¥O W&8936Hot rely on confidence in the device URSICBYOSRNN ng votes
and printed ballots may serve as backup in case of |acking on-line
availability (i.e. a manual count). W next describe some exanple

enbodi nents. First we give two exanples of how to encrypt information

| i nki ng el ect r ortemn ah@hguapidrallotdh ket dait texEmpaney Sech (RO pérelbalucyrperated/ pt ed
votes (like the cryptosyste in or such that the plain-text
space is 2"s+1 i}?Ys‘)fégeéﬁl‘:&ftI‘)Zgﬁgﬁadgﬁél ﬁl?ﬂb‘ﬁ}é‘{’%g%‘@&;ﬁr@r%‘HP spondi ngly 7" s+2
i nstead of K" s+ ,ﬁﬁg ic BRNR V., . al
bal l ot). Przéj ec:¢ ? e éﬁgg%rtn%@}g?% on Zig&?%gééﬁﬁrg&%ccﬁé;%%‘ﬁigl%rﬂé%ﬁow edge
proof of corr ectagss spdcetahé cleattext(spides Wadetrthe podedsof dearaaxiwpagestzhé WO

2005/ 093671 PCTI GBI 0051000231 47 term n? (manual ballot) in the plain text
space). See [ D7CIPRFIteRieiasss YerragPally miwg fordgtipg fis RIduct spage e feiar det ai |

about how this i i n&wﬂgg e i keys
to produce a ke&ﬁgﬁrﬂﬁ%gﬁ\%&%%%%@t@%p éj?gé%ig%e a G%PE%P@%@ g%sl;%éﬂgv\é | et
the orders of clwasspgaexbnlypbute® thnIXoig heof axtheppathes sipee Mt MIX yetpr i me f or
| etting the product space have simlar properties to the conponent spaces.
Do hononor phi c %@?@Eﬂ%ﬂ- proofs in the vote space only, but do the M X net
proof in the product space (if a MX net proof is done). W describe a
realisation belowthat is as sinple as possible. This systemis an exanple

of a tradi tWengkcriveX rBﬁisaﬁMSbtﬂvabitam@ﬂim?]etds packible] Ohiglsydtarhos aéstaaiple i nki ng
el ectronic ballots and paper ballots: erring to Figure 2 we describe the

R
i ndi vi dual EeripdiianesMITet sygan §¥h%¢‘bﬂﬁké‘é¢iﬁpﬁ@m§°§nﬁﬁ%@@ég gleer@JHC syst em
for keeping, 585K 1994 Matots:

Referring to Figure 2 we describe the individual components:

- The “Registration Facility” is a public sector system for keeping track on the
eligible voters. The registration facility interfaces with the Signer for registering
voters for the system.

- The Signer is the signature server referred to above, which is used for keeping
track on voter credentials and voter identities in the voting system and for
signing electronic votes. When voters are registered on the Signer, the Signer
registers them at a CA for certification. The Signer further sends credentials to
the voters and makes available functions for disabling voters who cease to be
eligible or loose their credentials.

- The CA issues certificates on voters.

- The “Enter Voting Site Application” accepts one credential from the voter,
which is provided in public. In this way it is prevented that voters can buy
credentials and bring more credentials with them into the place where votes are
cast. A manual check of the voter identity is carried out when the “Enter Voting
Site Application” is used. The “Enter Voting Site Application” is also '
responsible for handling and logging most exceptions to the normal flow of

events (examples: A voter identifies hiniself but has lost his credentials. A voter



eligible voters. The registration facility interfaces wth the Signer for
registering voters for the system The Signer is the signature server
referred to above, which is used for keeping track on voter credentials and
voter identidbRsndddsi he voting systemand for signing el ect/gproes/o0tses.

When voters are registered on the Signer, the Signer registers themat a CA
for certification. The Signer further sends credentials to the voters and
makes avail abl e functions for disabling vot®rs who cease to be eli gi bl e or

| t hei dential.s. Th ' - f§ -\ Of: ) p
Voting S te Appli oot saneptet SFHRReaRER LRt PREE Avoltnalihtl
provi ded in publi Ghiskiind Béreabmiittingshepapee bakst Hulb afientoivRrgssubmittdilhe

credentials and bring nore credentials with theminto the place where votes
are cast. A manuale@tmmikbalioty HEwoydmemanyaaviing ways efiepdlee sigh cxpertionse

"Enter Votin Sit | icatign’ .isS, d. " Ent ef. ' | & .
Appl i cation” g“l s al @FAP\?@%B@EI&%O’?O#%ﬁ%?ﬁﬂ-[\%ﬁ%og%&aﬁ%%/g%éﬁg% ﬁl%sihﬁéf 81é65t ?%lﬁs
to the normal flowa@ffor B@MIE bé &XGUHEA seeen Machirel Ifivielih WoRS afti poseible, bt has

| ost his credentials. A voteer WO 2005/093671 PCT/ G112005/ 000231 48 | oses
his second piece ofquindldnsof a&ayhasnd shesildiee availablefoneptgiingthe Rapgiand porHbige s

his m nd before submttin Fhe er.allotq@u%igtert haein SU ([)n'tte t he

el ectronic ball o'_t)]?lor_iarf@# rapen Yot ags © RARUTT ¥ Lo ¢ EXCBPt i ons.
The "Voting Appl i cat/bORF hissebdiRl @BMdntiaPhbORNREE fir Maviag €k $idheiCasiihg the/ Ot €s.

This can for exanple be a touch screen machine. If wite-in votes are

possi bl e, an equivat.eht a tifsuli ak eldotyamid bshoiAnd apapaybiilodbrescreaied. drhedinking t he

name and possible . nore_nformation gn.the jtexi andj dat e.. The voter
Sel ect's his choi cdBAtOReFaIoLPHRMAIS boSbelia BY LaFATR AR O Ged for
having the Signer f%lbﬂt‘ﬂﬁé}%fttﬂl?eleé’cﬂﬁfdistﬁ@t RIIbREEbY raftiot] A&hbESbendat ot %gnd ./

paper ballot are created. The linking i1nformation can, for exanple,
created by the Votiimg oAppting dt cannfaasxanple] bemcivded i thie eldvbroricente omthdivatyr i ct

foll h
ol I owned by rando n?iegggl?cgc{ asbo%g ggcri %tc%g fc%‘tex%m?ﬂe be represented in bar code on the

backside of the printed ballot. The electronic vote is sent on-line to a collection

point, whereas the voter carries the manual vote out in the public sphere, where
he enters it into a traditional ballot box.

- The “Local Check Program™ is & program used for checking the votes after the
election is finished. (Scanning of information linking paper ballots to electronic
ballots, checking correspondence by carrying out an interactive protocol with the
on-line election result entity with information on electronic ballots, checking

that the number of paper ballots equals the number of electronic ballots and ~

.,
N

checking a selected number of ballots, in embodiments less than 200, with the k"’
corresponding electronic ballot, again by carrying out an interactive protocol
with the “On-line Election Result” entity.)
- The “Collection Point” is a server, which collects votes from at least one district
and checks syntax and digital signatures on the votes.
- The S servers are servers holding a share of the private keys of the election.
They partially decrypt and permute votes and generate a non-interactive zero-
knowledge proof that they have done the job correctly.
- The 8’ sexrver performs the last part of the decryption and provides a non-
interactive zero-knowledge proof of comrectness of the decryption of each

individual vote.



time of voting. It can, for exanple, be included in the electronic vote in
the way described above and it can for exanple be represented in bar code
on the backside of the printed ballot. The el ectronic vote is sent on-line
to a collectiaon oi nt, whereas the voter carries the VQ t in the
public sﬁ%é?@?m%ﬂﬁ}e he enters it into a traditional b @ﬁ@%ﬂﬁ8&5”$ﬂe "Loca
Check Programt is a programused for checking the votes after the election
is finished. (Scanning of information |igiking paper ballots to electronic

bal I ots, checking correspondence by carrying out an interactive protocol
with the on-1 i nheekeast Generatioaudpplcation’yiswp - apphestiononsrated weder oni ¢

bal | ots, checking_..that the n er. e -0ts .equal s the nunber of
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el ection. They QarkiaFidtcsecrypt and pernute votes and generate a
non-interactive zero- know edge proof that they have done the job correctly.
The S' server perfornms the |ast part of the decryption and provides a non-

I nteractive,zero-know edge oof. of caorrectness.,of. the decrypti gn of each
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order to ensure secrecy of votes.

We briefly describe the individual components:

- The registration facility is a public sector system for keeping track on the
eligible voters. The registration facility interfaces with the Signer for registering
voters for the system,

- The Signer is the signature server referred to above, which is used for keeping
track on voter credentials and voter identities in the voting system and for
signing electronic votes, When voters are registered on the Signer, the Signer
registers them at a CA for certification. The Signer further sends credentials to
the voters and makes available functions for disabling voters who cease to be
eligible or loose their credentials,

- The CA issues certificates on voters.

- The “Enter Voting Site Application™ accepts one credential from the voter,
which is provided in public. In this way it is prevented that voters can buy
credentials and bring more credentials with them into the place where votes are
cast. A manual check of the voter identity is carried out when the “Enter Voting
Site Application” 1s used. The “Enter Voting Site Application” is also
responsible for handling and logging most exceptions to the normal flow of
events (examples: A voter identifies himself but has lost his credentials. A voter

looses his second piece of authentication inside the voting site. A voter changes



Referring to Figure 3 we describe a realisation belowthat is optimsed for
performance and security in the sense that performance-denmandi ng generation
of zero-know edge proofs is done at the election sites and verification is
scal abl e, g 08 56 || zero- know edge proofs can be veridirGBhwiore3t he
result is publis We briefly describe the individual conponents: The

regi stration faci I | ty Is a public sector system for keeping track on the
eligible voters. The registration facility Pnterfaces with the Si gner for

registering voter for th °f§§§$ﬁﬂ%9g@‘%é’§?m°{ﬁmta%ﬁé‘g{%‘wﬁ“ﬁ&m@r

referred to above track on r credentials and
voter identities i emﬂmu%mg systemand for signing electronic votes.

When voters are registered on the Signer, the Signer registers themat a CA
for certification. ThhéVstlggléPPhGﬁmeﬂS thenpplicationapaciiiy §1S@‘§Jfortqﬁgﬂlgo‘f‘?3?%13ﬁd

makes avail abl e functions f r di sabl.ing vo e or
| oose their credenf?%icg X Beéﬁt&l‘ﬁlﬁ% Ii‘?‘fq]%me%%ﬁg%l%& cFﬁLdegéﬁél
Voting Site Applicaye Bfflﬁ@%%& cRAEntedl eﬁeﬁﬁeaﬁ vt Bctgd8siviR} Q’ieqm%lbﬁtfbflas
provided in public”™ In this way it is prevented that voters can buy
credentials and bri[cagaqmiﬂlouléebi@maulabbfwcmemmﬂmmm@ anf popiblcenagher e vot es
are cast. A manual tg:heck of the voter arrllteed out en

t he
"Enter Voting Si t dnfREPFT AT ﬁwnrtg—l%g W ErFRYueAp apaper
Application® is alg ofa?@&‘é%ﬂbi‘]%]ﬁﬂ&n@ﬁﬁ%ﬂﬁﬂ)ﬁﬂﬁﬁféﬂ@@h@%ﬁ@%a@&%?%é0”3

to the normal flow o events (exanples: A voter identifies hinmself but has
| ost his credenti alVating Applieatiod asomedertifier o€ thendeqsionciistoét fallDWecrhbya:atdoun

s mind bef or & SuHIDFESIERESRE UBaPI BYLHEalt oo ORIHEF CURELRg he

L ort o) i L g i SErCopOp Gl gl

voter selects his dhbaragde anthe backside of the printed ballot. A non-interactive zero-
kmowledge proof of correctness of the electronic vote is attached to the
electronic vote. The electronic vote is signed by the.Signer using the second
credential of the voter. The electronic vote is sent on-line to a collection point,
whereas the voter carries the manual vote out in the public sphere, where he
enters it into a traditional ballot box.

- The “Local Check Program” is a program used for checking the votes after the
election is finished. (Scanning of information linking paper ballots to electronic
ballots, checking correspondence by carrying out an interactive protocol with the
on-line election result entity with information on electronic ballots, checking
that the number of paper ballots equals the number of electronic ballots and
checking a selected number of ballots, presumably less than 200, with the
corresponding electronic ballot, again by carrying out an interactive protocol
with the “On-line Election Result” entity.)

- The “Collection Point” is a server, which collects votes from at least one district
and checks syntax and digital signatures on the votes.

- The S servers are servers holding a share of the private keys of the election.
They re-encrypt and permute votes (zero-knowledge proofs and the signature are

~ removed).

- The 8 server performs the last part of the decryption and provides a proof of

correctness of the decryption of each individual vote.



gives off his second credential. If wite-in votes are possible, an

equi val ent of a keyboard should be available for entering the nane and
possi ble nore information on the wite-in candidate. As a result an
electroquza%%9 -paper ballot are created. The |inkingcirimbssaobsa can for
exanpl e be“created by the Voting Application as an identifier of the
election district followed by random nunbers generated at the tinme of
voting. It can for exanple be included Ph the electronic vote in the way
descri bed aboveand.it can f.or .ex |l e,be r esent.ed,. i n_bhar ,code on the
backsi de of theTg iﬁ%&f‘a‘ﬂ a&%?A%Rﬁér%ﬁﬁi }ﬁaé}cgl‘?-ﬂlpggpglga 9“&?1%%5gaﬁgerproof of

correctness of fsmicﬁiaﬂgztsgr&gbﬁt 6By nSeasi 8 6O LIhrioR t&ﬂﬁel@ﬁ@ﬁ‘fd:%’éh@r_a‘ﬁﬁge- The
ne

el ectronic vote is sig by the Signer using the second credential “of the
voter. The el eckeppiits afghe cleghiagefhiomemarphie crypiesystsnt, dotiosrorpldent ,  wher eas
the voter carries the nual vo out in.the.puplic e ere he enters
it into a tradi P?W?n%’gFY%‘ffm BB‘&(.EOI?HQOBH%%%‘F%ETEBIR Sﬁ?‘%g} iﬁf" Py makep}’lspgr am
used for checki gy fgaﬂ@até! k&fgm@sf(%@dret@ﬂﬁred% 866 UFRrdd vdys) £BafktrituiSAanheg of

i nformation |inking paper  ballots to electronic balldts, checking
correspondence slecat entitieg. Woticedhatithe 8 saveiswhoplddteapetated Wyhdiffeeent on- 1 i ne

el ection result entity wi,th infor | on on el ect rfni c ballots, checking

t
that the nunber “BFI2 ERS/PRIPQLS L Ol I SPIRSORIGRHRY VFS- el ect r oni ¢ bal | ots and
checking a.sel eqhed MBehrellsed RlryRlifyinPLASUIBRMSk $oobt! B hoalilyidiaf N e
correspondi ng electronic ballot, agai'n by carryi n& ut an i1nteractive
protocol with whies Kitideiths tht ssheinefoReste-in"canditiatiey, wheTdhalss Gstl odetaren Poi nt "
is a server, which c&l lects v,igltes fromat | east one distrjct, and checks

syntax and di gi £Becked ysng greatieaionfysigyy allowsios ng ¥ garyars <lhiy Boweyay dps
hol di h . i : i . - t d
o S & ot ear ¢ i dibdfraftak i fn K cheles DI ARE Aldenmali tBH o FoREOIHA' 200

server per for nstlidi@oteasillep & tvayd thhdshodidatoy bt abiowedbly freauitves: of the Voiingf

correctness of the_decryption of each_individual vote. WO 2005/093671
PCT/ GB2005/ 0002 2pplication cannot be traced back to their origin. With V servers in place votes

with invalid zero-knowledge proofs can be linked to the identity of the voter.
Therefore there is a significant role to play for V-servers.

- The “Homomorphic Count” is a server where votes with valid zero-knowledge
proofs are counted on encrypted form using the homomorphic property without
decrypting individual votes. Further, write-in votes and the electronic version of
the information linking electronic and paper ballots can be taken in to do a full
verification. Tn an interaction with a trusted group of people each holding a
secret share of the private keys of the election, the result of the election is
decrypted. A complete audit trail with zero-kmowledge proofs that everything
has been done correctly is produced and stored/exported for external audit.

- The TS servers are threshold servers, applications that allow the key share
holders to use their key shares for decrypting the result of the election.

- The “External Audit Facility” is a facility that checks that the steps carried out

by the V servers and the homomorphic count were performed correctly.

Please notice that not all relevant arrows are included in the drawing. For example
arrows with origin at the key generation server have been left out for simplicity.
Further, feed-back is helpful in a number of situations int order to deal with error and

frand situations. For example feed-back from the V-servers to the collection point is



51 - The "Key Generation Application” is an off-line application operated
under particularly stringent security measures used prior to the election
for generating key pairs of the election (hononorphic crypto system
hononor phl&oz% %gsg.ﬁent system and hononor phi ¢ veri fi cat i gper/epasesmpoz3ihe
public keys and private key parts (secret shared in two different ways) are
distributed to the relevant entities. Notice that the S servers should be
operated by different organizati ons/ perséﬁs in order to ensure secrecy of

. Th h
i dual  PERBSSTen e et et e T BT R, (1

al so list volkg fgcked using a verification system allows for no V
servers. This ﬁwwegep has the disadvantage (as in all schenes involving
depersonal i zation of votes only) that votes filled in ways that shoul d not

be all owed by_the saoftware of  the cati.on can be tra d back
to their ori é;hﬁ INYEPfAN glsg proiades, a2 ﬁF%@gaﬁpA?tpos#aﬁﬂeéflﬁPY PP}c-ia B%E?rdmﬁ t(nge
proofs can b‘?h&% Eéﬂ%%% )é)/lto?ﬁ:ﬁor dﬁﬁtehiabdﬁﬁeﬁtf&%ﬂﬁ@isaiescn%%ﬁx@r e there is a

significant role to pla V-servers. "Homonor phic Count™ is a server
where votes with valid zero-know edge proofs are counted on encrypted form

using the homonorphi ¢ property t ho decrypting.indivi dual tes.
Further, wite-in Wi§tceBtagey f ‘?rPFé’W@ U]?aélﬁfsds 9&?8‘2“6‘? TWe REMOL? B]CF)

| i nking el ectroni Bﬂﬂ)f per ballots can be taken in to do a full
verification. In an interaction with a trusted group of people each hol di ng
a secret share ofWhérethgwvowatveanksipsubhittiievet hephgzsioawiatemsmw&thahe ddvdce

el ection is decrypted. A conplete.audit trail with zero-know gg gg{ roof s
that everything MAeslibiR iH flevieobriaang {isslsmsr Hade stheanH s pRisRie YIET f or—

external audit. T*asei[ngoﬁlgrggﬁa in% ?eagﬂ m&c&%ﬂi&%@u@@m&kﬁaﬁ' ons that ./

all ow the key share use ey shar es ecrypting the

result of the el eCItheQﬁllot'Efmter@(ﬁﬁd Oﬁé/soﬁnkdoitthl?aomthln%ps 'wilkbesubjezidd toyhedlat
checks that the steps carried out y the_V servers and_the hgononor phic

count were perf or #gainsighe é]@PF?mC ﬂ’ﬂ@%@%ﬁiﬂk@ﬁ?ﬁé‘i tyipgs obehecke dermagnzpmy ows
are included in t Qﬁe 95n%amé}gw Peas %8155?1 ofs entered into (the) other container(s) will not be

checked against electronic ballots.

Figure 4 shows a device for selecting ballots to be checked. A more sophisticated

version of such a device is also possible. In addition to a button to press for entering a

ballot a scanner is available. The procedure is as follows:

- The voter presses the button (or in another way makes aware that the device must

make its choice). /_‘\)
- The device indicates which slot will be opened, for example by lighting up the slot to
be opened.

~ The voter uses a scanning device to scan the information on his ballot linking it to an
electronic ballot.

- The device opens the slot indicated.

- The voter enters his vote.

In this way the manual ballots will all be processed during the election with exception
of the reading of the content of ballots to be checked. This simplifies the step after the

election is over to actually enter the content of the ballots to be checked.
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the V-servers to the collection point is WD 2005/093671 PCT/ GB2005/ 000231
52 pref ewakdoes/dometthe case, where there are votes with PATIGBREBYHERL but

i nvalid zero- know edge proofs. The invention also provides, in a further
aspect of a special variant of a user iggerface to the local check program
An enbodi ment of this is described bel owf The container for collecting

bal | ot s | sThepas slepd firftipRedsing the biswss opRBtIcalannmiag tebalet,sre ihbetot he vot er
wants to submt his vote he physically_interacts with the device _resulting
in the devFedThitiahiivil besybstantialy ampessible s dacelpqtranic yojing syslent losigmak vot er
to enter hi I . 1 £ | per ut not both/all. The
bal |l ots en?%@%?e%h%gi%ﬁ% g%ﬁe 0 é&ggﬁﬂgﬁﬁgggﬁaﬁﬁ?ﬁ%g subj ected to checks
agai nst the electronic ballots, possibly different types of checks dependi ng

on the container, whereas the ballots entered into (the) other container(s)
will not b&iguehéshews adeviasiorseleetinghallotsiabr shecketwgih ssammesh bnerdgr Wevi ce for

sel ecting hal,lot.s t.o be, che r ophi sticated ersion.of such a
device is gp}%lg?kaggg}eg}eeﬁ 1%3{%;%%?6{ @’ofﬁorﬁ“g’ﬁ:ba@ﬂtst’%%%?%’ %ﬁp}é\é@tﬁﬁerln@%ﬁ%g a

bal l ot a sGarMEkhdrs (oMbt Ballotheanbeaehed Svittioufevb Ol OWB contedtyT (Ot er
presses the button (or in another way nakes aware that the device nust nake

i ts choi cepallot. This carebé dend lhavangthewnforhatiindinkgng theipbyspdnod elecpniexanpl e
by lighti th | ot t b. e 1 t ' [ t
avan the i AR AEsh of s Pk PRRHyg ARy B oihe 2 G SF BRmigii: .

The devi cepamp@ns the slot indicated. - The voter enters his vote.

Figure 6 shows a ballot with scannable text field.

Figure 7 illustrates the information that can be contained in a paper ballot and in the
corresponding electronic vote. The shaded area is the part of the electronic vote that is

encrypted:

Figure 8 illustrates how the encrypted content, but not the digital signatures and zero-
knowledge proofs may be homomorphically counted on encrypted form to deliver an

encrypted result in 2 homomorphic count.

Figure 9 illustrates how a shuffle changes the encryption and the ordering of electronic

- votes and produces a zero-knowledge proof of the correctness of its actions.

In embodiments where electronic votes rather than printed ballots are sampled, we
propose that the “On-line Election Result” component or a component with access to
the information provided by the “On-line Election Result” component selects the
sample. The election districts with samples to check are then informed and must now
count their printed ballots, find the printed ballots corresponding to electronic ballots
and verify that the selection of candidates on the manual ballots is the same as in the
electronic ones. Comprehensive procedures and protocols that can be a combination of

manual steps and cryptographic protection in the commmication between the election
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In this way the manual ballots will all be processed during the el ection
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sinplifies the step after the election is over to actually enter the

content of the ballots to be checked. WO 20051093671 PCTlEBZAa09(Hfdem3l 53

of the reading of the content of ballots to be checked. This

The two s™éQ2003/09363t pressing the button, only then scanning the ballot, are
there to ensure that it wll be substantially inpossible for the electronic
voting systemto signal to the device in5h reliable way, which ballots

shal |l not be checked. Figure 5 shqows a device for selecti ballots to be
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the "On-line Election Result" conponent or a conponent with access to the -

d.hy the "On-1]| El.ect.i | 1" ts the
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3)

4)

Verifying the Signer log against the votes. In particular verifying that there is no
systematic double signing. Voters who have signed more than once can be
double-checked for, whether they got the permission (log from “Entry Election
Application™).

Selecting an adequate number of randomly chosen depersonalised votes for the
whole country (a predetermined number, for example about 459 (or more) in our
proposed solution). Do a test that each of those votes corresponds to a manual
vote by a manual procedure in election districts.

For each district, selecting an adequate number of randomly chosen votes (a
predetermined number, for example about 194 in our proposed solution). Do a
test that each of those votes corresponds to a manual vote by a manual procedure
in election districts. In conirary to 3), this work can be distributed over months
(however, in the example embodiments given, it is done just after the election or

even in parts during the election).

If 1)-4) are all successful and no other factors indicate that there is increased risk that

this election has been tampered with, it will be natural to stop here. If however, one of

the tests is not successful, a number of steps can be taken,



el ectroni c ones. Conprehensive procedures and protocols that can be a

conbi nation of manual steps and cryptographic protection in the

conmmruni cati on between the el ection WO 2005/ 093671 PCT/ GB2005/ 000231 54
district ity selecting the sanples are prefer

order to Sr’g(gzai }sa‘?a%g{that t he i nformati on conmuni cat ed co??%%t]; )Pﬁebféﬁects t he
information contained in electronic and printed ballots. It |s al so
possible that a person fromthe organi satlon selecting the sanples will be

personal |y prese in th di vi dual .el ectjon districts to i ect printed
bal lots dir e{)t I y ClroiHe ﬁ’&s ot it E‘"ﬂb% ?F{jforfﬁntr@ 183%%?‘55%? c votes

sanpl ed or all i ependent
audi t. Wen the e g%%%gratedllés%@gpg%%@légpﬂ?%%%g&lg%ﬁéva%B%%&PPEE ve;bglfl cation
and fine counti ngndicpicyistiugn fndli¢h perisadtiicedvuhiry y chdsct Inecsigati@nshall)take
Verifying correctness of the verification and counting by an i ndependent

or gani sati on usi My2tndependent software. This is standard universal

verifiabili t Caééléc%?d? zhl (ﬁgt%q;c&ecafl?éﬁgﬁnﬁ'?gn@ QHEC ility". 2) Verifying

the Signer 10g agains he votes ular ver ying that there is no
systematic d’@Ub| eSdbaa Hiall M@&ﬁfﬁca&ﬂp@ﬁbﬁﬂ&n&k@ﬂm rﬁﬁﬁﬁl iddamtanedviagihde
doubl e- checked for, whether they got the perm ssion from"Entr

El ection Appli caﬂoﬂgwﬂ)a Ad) elgdraniq voies east mdbe digtrist nt@rdmrsmahs@dmmﬂ/ﬁxc hosen

depersonal i sed vot r.the . whole ¢ rm ned nunber, for
exanpl e about 459™ “%? ﬁ[? OPJr?Vé)g?lS%ﬁ%&gs‘ilggggﬁﬁ?gﬁﬁﬁ Do a test that each
of those votgs CORBSHORhetOhd aBBRA¢ntioned ﬁaﬂélﬁ% af EB&Rc RIPQSRIM Qoleld

el ection districts. 4) For each district, seleciing an adequate nunber of

randorﬂé chlosen vmetl(@elf@mdémeﬁliﬁuﬁ%denwu@ﬁs, afnow e{iecanptr@.ymmaﬂzdﬁ:f in our
proposed sol ytio 0se votes, cqlrespon 0 a
manual vote gj MPW@E t}bgﬁ P@&LYJHJS FSIOE‘FQM zﬂiﬁto 3),
this work can be giysiel Rt Jggg@}ﬁﬁg tﬁ@ﬂ%&tﬁﬁoft&@@%ﬂ&ﬁ to &dlt 1h%t&§§1rfﬁ)lh£fe their

enbodi nents given, “it Is t after the elecfion or ‘even In part
during the el ectiwtys decrypted such that they can judge about, whether fraud has taken place in

the manual or the electronic system.

We observe that with the embodiments of the system proposed, benefits of several kinds

can be achieved:

- Cost savings: For clections carried out in an orderly fashion, costs for counting
can be limited significantly by having few locations, where counting takes place
and counting votes almost 100% electronically.

- Increased services to voters: If the system is designed to do so, voting from
arbitrary voting sites for each voter is possible because everything is electronic.

- Security: If the result of an election is disputed, there is much better accounting
that in a manual election because the printed ballots can be compared to the

electronic ones to establish which ballots have been tampered with.

Not all embodiments are optimal on each individual category, for example Internet-
voting systems without security features build in optimise the first two while completely
sacrificing the third. However, we describe a good compromise and leave a lot of room

for election organisers to select just the solution that mests their requirements optimally.



If 1)-4) are all successful and no other factors indicate that there is
increased risk that this election has been tanpered with, it will be
natural to stop here. If however, one of the tests is not successful, a
nunber of ?&@9&5@9&75’6 taken. WO 2005/ 093671 PCT/ GB2005/ 08p2 7208008231

El ectronic gs fromvoting sites can be conpared to central logs fromthe
Signer and the counting facilities. The result of this conparison may give
an indication about, in which parts of th& country a closer investigation
shal | take pl ace. 6} Sel ected. or . all. distr&ﬁts,gig performa nmanual
recount. 7) daré&xamplodhe sehemgidesqribedds eompyidis withbaring lelemebyoins alsp foecount
involving th | Qwing. QR C 1 Last in the district are
depersonal i sgsglerc%dzf &ﬂegﬂéﬁi%tﬁ%@%&%@%ﬁ%ﬁ%ﬁ&%@?é is mtched with a printed
ballot. 8) In districts where the abovenentioned pairing of electronic and
manual votes _cannot be performed with sufficient success, a _new el ection

may be cal | edV® dpubt mgny affecveplisanaityes mpll eceyriin therkilledinsrson. & will be t r ust ed

persons hol di_ng_shar t he key. F ok, decrypting the . result of the

el ection, to ?%Fﬁufﬁﬁﬁﬂﬁg?EWEWHHﬁggé?ﬁﬁ%?éu)@%@%@IﬁggF?%Pgﬁmgﬁ%ﬂmfhat t hey
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el ectronic system W observe that with the enbodi nents "of the system
proposed, bersebpe of & chawe ppieniiedligretocan be achi eved: Cost savi ngs: For

el ections carried out in an orderly fashion, costs for counting can be
limted significantly by having few | ocations, where counting takes place
and counting votes al nost 100% el ectronically. Increased services to voters:
If the systemis designed to do so, voting from arbitrary voting sites for
each voter is possible because everything is electronic. Security: If the _
result of an election is disputed, there is nmuch better accounting that inii)
a manual el ection because the printed ballots can be conpared to the -
el ectronic ones to establish which ballots have been tanpered wth.
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Not all enbodi nents are optimal on each individual category, for exanple
Internet- voting systens without security features build in optimse the
first two while conpletely sacrificing the third. However, we describe a
good conprom se and | eave a lot of room for election organisers to sel ect
just the solution that meets their reqifirenents optimally. WO 2005/ 093671
PCT/ GB2005/ 000231 56 For exanple the schene described is conpatible with
having Internet-voting also for selected categories of voters, |ike voters

l'iving abrpad. A¥ocldatshic veany sptdngaiid systemdl doiprisihzves will occur to the
skilled person. It wll be undirstood that the invention is not limted to
the described éniH8E ARfgccontigre Htﬂ?ﬁffé@s‘@s‘e%meftpéé’PfeéP@ecé‘BBéﬁféﬁ‘E to those

skilled i noﬁahﬂmaﬁ@ JF bR aWichiyPrell BRcRRd zsamaa}mﬂmgﬁ%@e%ele&mh%tacl ai ms appended
hereto. n 57 . "An el ectronic voting system the systemconprising: a

voti ng devllndléﬂtmgrafslagimoéfm stehoigéiner ate, in response to a voter selection for

each Of 22! UAldbioll MOLELuAN SUSLYBRAHLE! SSLLAN feBlL Biudiavi ng voter

sel ecti on data dr ca oni c vot e
decrypti onfr&ysmématmgﬁewg:_amﬁditddmcmcmd/mc@pmdteﬂmmmc balldtatssid efec@mmisai d voti ng

devi ce and to decrypt said enct t.roni c bal , said electronic
Tote. decr yT SHYLR SieRb TR BB CL AT PGS B BRL B Tt 11 es
each havi ngias of §Rer& kel aid 5&afg &infilked @d‘&r@ﬁly%o@@ﬂéﬂd&ﬁﬁﬁﬂ shig partially
decrypt and shuffle said electronjc data usi nﬁ sai d secret key share such

that a fi n%lpcf@aibdid@ats@gﬁmd@évg%ﬁlﬁg slegag sucl thet p finphsaidelotanspesssing eitidat a, and a

voting ver %%9 onfigured to receive decrypted voter selection
dat a frorr%rusﬂerl(fgi o%lseﬁaldg%?%gl on systemto verify the voting: characterised

in that said vatvcmgg,dmﬁaaeom systmrﬂqn@gmreﬁtct@cegmcamdmtare@lmﬁmsdatao a voter
sel ection rs a printed ballot having voter

sel ection %{1 gaxg Yo élg?ryﬁtbcpnasygtgﬁn do ¥er1% theo vo ing:

characterised in that

said voting device is configured to generate in response to a voler selection for
each of a plurality of voters a printed ballot having voter selection data indicating a said
voter’s choice, said printed ballot including information to link it to said electronic
ballot and said electronic ballot including information to link it to said printed ballot,

said electronic vote decryption system is configured to decrypt said linking
information,

each data processing entity has an associated permutation and set of randomisers
which each data processing entity applies to permute and re-randomise the output from
the previous shuffle and each data processing entity is configured to make a zero-
knowledge argument verifying said shuffling and decrypting at each said data
processing entity, and in that

said voting verification system is configured to receive decrypted linking
information from said vote decryption system, to receive voter selection data and
linking information from said printed ballots and to compare voters choices for a sample
of said printed and electronic ballots linked by said linking information, to verity the
voting. _
2. An electronic voting system as ¢laimed in claim 1 further comprising a ballot

box to receive said printed ballots, and a printer coupled to said voting device to print a



voter's choice, said printed ballot including information to link it to said
electronic ballot and said electronic ballot including information to |ink
it to said printed ballot, said electronic vote decryption systemis
configured to decrypt said linking information, each data processing entity
has an associ ated pernutation and set ¢f random sers which each data
processing entity applies to pernmute and re-random se the output from the
previ ous shuffle and each data processing entity is configured to nmake a

zero- knaqw.e [ nt _wverifvyin aid shuffljn nd decr i at each
sai d dat %ald ?’ggeé@é‘?ﬁgg e pi\{"ﬁ},wngbﬁc?g‘fo mPﬁﬁ‘tmﬁ‘ieBg‘?fg‘ffsﬁ% R?‘é‘rt‘?d%/tfg‘h%{l%on systemis
conf i gur edidtballstdor] ve decrypted linking information fromsaid vote

decryption system to receive voter selection data and |inking information
fromsaid printed ballots and to conpare voters choices for a sanple of

said primted antieteekhgMkEnRRk Alchihbdmhify SRk hiblhing phaf or mati on. to
verify the voting. 2. An electronic voting systemas clainmed in claiml
further desiysles gicag ta selagtlegempls ok Sﬁlépﬁi@@ébﬂ}g’t%‘ér shipyotingedrifiedtioot s, and a
printer %?g.gajﬂed to said voting device to print a 58 said printed ballot for
verification by a voter prior to reception of said printed ballot by said
bal | ot box. 3. An electronic voting systemas clainmed in claim2 wherein

said ballot bgx ,includes neans to, select a sanple of said printed ballots
for sai d_4\'/oti %@%ﬂ?@?éﬁ%ﬁ%’#%’féﬁ&%ﬁdﬁm Cﬂﬁmél "g%f?‘%ﬁ?‘és ang_ system as
cl ai med icBm@kigs MpRedelRhBbd neabd of BARKES prefRABY LSeS: @Q(Ehﬁﬂ@bx%fe&@bgbeﬁ nunber  of
ball ots, preferably at |east 190, nore preferably at |east 450. 5, An

el ect r onileasi/l ng systemas clainmed in any one of the preceding clains,
wherein said linking information included with said printed ballot is
printed onto said ballot such that it is not directly readable by a human.
6. An el éct r oinclegbningolsnestysiomas chira¢diacdny mmarfthopecaling damsy ecedi ng cl ai m

wherein said linking information included with said printed ballot is printed onto said

ballot such that it is not directly readable by a human.

6. An electronic voting system as ¢laimed in any one of the preceding claim
wherein said voter verification system is further configured to determine that all said
printed ballots carry different linking information, that each said printed ballot links to
an electronic ballot, and that the number of printed ballots is the same as the number of

electronic batlots.

7. An electronic voting system as claimed in any one of the preceding claims
wherein a said encrypted electronic batlot includes voting district identification
information, and wherein said comparing of printed and electronic ballots is performed

for a selected said district.

8. An electronic voting system as claimed in any one of the preceding claims,
further comprising an audit sysiem to output audit data, said audit system including a
homomorphic verification system to operate on said verification data from said plurality
of shuffles to count voles with verified zero-knowledge proofs without decrypting a said

encrypted electronic ballot.



wherein said voter verification systemis further configured to determ ne
that all said printed ballots carry different |inking information, that
each said printed ballot links to an electronic ballot, and that the nunber
of printed ballots is the same as the nunber of electronic ballots. 7. An
el ectronic voting systemas clained i nsgany one of the preceding clains
wherein a said encrypted electronic ballot includes voting district
identification information, and wherein said conparing of printed and
electronic,ballots is perforned for.a selected said district. 8 An

o oct roni &vot (41t ERPENP UL Tram sl R R AN e PP b s,
further coggiprisinggheas taebickssSyuBE-avdtes. out put audit data, said audit system

i ncluding a hononorphic verification systemto operate on said verification
data fromsaid plurality of shuffles to count votes with verified

zer o- know grige A Q&dsnidivbheiysERGs ¥Rirhd¥in 8nPadethi tRGERING d1agh ealnepni C
ballot. 59 9. An electronic voting systemas clained in any one of the

pr ecedi ng ©NHFiging asteaTto sigs gprid slepiprigolatet sud pienu dsigwpinied oaidot es. 10. An
el ectroni O, | j ' . t : ' cl aim
further g%%%%?ggﬁg%gkQggﬁgﬁnghgﬁgﬁhg”gggﬁﬁg g§%$gﬁ§%£%§§ opﬁgsaid si gner
bei ng couptaddt ingesparisd to mputiofigt ldeviveraitcansdf cotef dughangchtionl y t o produce a
digital signature for a said electronic ballot in response to input of at

| east two itens of voter authentication. 11. A conputer systemfor verifying
an el ectrohic \otamts yedemfayediyagrmdiecmordd edting sgsterh hecleiarpiid erinsyst em
conpri sing; data mem)r% operable to store data to be processed; program

menory st oritfOPPYERTSEM SOMPFSHENt abl e i nstructions; and a processor coupl ed

to said data meEBmyendidopRatieiottdé &L RBePedtRE¥dt 0 | oad and inpl enent said
instructions, the instructions conprising instructions for controlling the

processor to: r%%@@é*%’_@&)?i}?fi@&f%F@F ingplgragabimingaiconsn®d i nki ng i nf or mati on
from sai d vote , fGCEPLdPRAY Hi®Mta memory and to said program memory to load

and implement said instructions, the instructions comprising instructions for controlling
the processor to:

receive decrypted voter selection data and linking information from said vote
decryption system;

receive voter selection data and linking information from said printed ballots;
and

compare voters choices for a sample of said printed and electronic ballots linked

by said linking information to verify the voting.

12. A computer system as claimed in claim 11 wherein said instructions further
comprise instructions for controliing the processor to:
determine that all said printed ballots carry different linking information;
determine that each said printed ballot links to an electronic ballot; and
determine that the number of printed ballots is the same as the number of
electronic ballots;

to thereby verify said voting.
13. A carrier carrying the processor implementable instructions of claim 11 or 12.

14. A method of operating an electronic voting system, the method comprising:



receive voter selection data and linking information fromsaid printed
bal l ots; and conpare voters choices for a sanple of said printed and

el ectronic ballots linked by said linking information to verify the voting.
12. A computer systemas clainmed in claimi 1 wherein said instructions
further conprise instructions for controlling the processor to: determ ne
that all said printed ballots carry di ¢4 er ent | i nking i nformati on;

determ ne that each said printed ballot Iinks to an electronic ballot; and
determ ne that the nunber of printed ballots is the sane as the nunber of

el ectroni c bal | tll&cting 8 veta&iotavolesr i fy said voting. 13. A carrier carrying

the processor igph@mBRbRkk 8 LRslled elebidf Hafioc! @l m 11 or 12, 14. A nethod of
operating an el ectronic, voting system the nethod conprising: 60 collecting

a vote from a VEPBHRE Biskosliscting gndaytnuttiag o phylity pfiaspr 8ptewst r oni ¢ bal | ot ;

repeating sai d i@l dufaeiRRchiObBELY kpdaldf pidly Wedbidny 104 Other voters;
decrypting said el?fg??r Sni C baIII ots bg ibegeﬁ%dllyk“aﬂ}?tglf%lag decrypting and

shuf f 1 i ng SBifginepatelpganie belkts wing aghirnefl ascerpidicr suh thet s oalpartikley” such that a
f|naI_partHggﬂnggg&ygmﬂﬁygg&@@HEhE&§%$QQH§$£p fully decrypts said data; and
counting said decrypted electronic'ballots; characterised by applying a
permut ati on andd&puigRre saithdrsnrsd elscrapichalionit e and re-randonise the out put
fromthe previ ogga&bibd be, making a zero-know edge argument verifying each
said shuffling and partially steg; outputting a printed ballot, each of
sai d printed arfPPEH@rypstaEptionand schefirandamisprs fosperputg adyg-randpwiserdlei on | nki ng
it to the glib@rroande slidudaeiypti ng decrypts said linking information;
making a zero-knowledge argument verifying each said shuffling and partially
step;
outputting a printed ballot, each of said printed and encrypted electronic ballots
bearing information linking it to the other and said decrypting decrypts said linking
information;
displaying the printed ballot to the voter;
collecting the printed ballot;
selecting a sample of said printed or electronic ballots and reading voter choices
for said sample;
reading voter choices for electronic or printed ballots linked to said selected
ballots by said linking information; and
comparing said voter choices read from said sample and said linked ballots to

verify a result of said voting,

15, A method as claimed in claim 14 wherein said encrypted distance ballots are
homomorphically encrypted, the method further comprising repeatedly permuting and
re-encrypting said electronic ballots prior to said decrypting; and verifying said result

using a homomorphic verification system.

16. A method as claimed in claim 15 wherein said verifying comprises verifying the

correctness of said linking information.



di splaying the printed ballot to the voter; collecting the printed ballot;
selecting a sanple of said printed or electronic ballots and readi ng voter
choices for said sanple; reading voter choices for electronic or printed
ballots linked to said selected ballots by said |linking information; and
conparing said voter choices read fromgisai d sanple and saidlinked ballots to
verify a result of said voting. 15. A nethod as clainmed in claim 14 wherein
said encrypted distance ballots are hononorphically encrypted, the nethod
further c rising.repeatedl er in nd. re-encr i n ai.d.el ectronic
bal |l ots pfr)jiTgr K l’g{‘é‘?"ﬁp‘@g%‘?g%‘?éi rﬁgaﬁ?;ch%r %lea?f y?rhtg’ léngfegy eg{e{gﬁ © Oﬂg f‘c ng a

honmonor phany aneot flhieatidanl&ystem 16. A nethod as clainmed in claim15 wherein
said verifying conprises verifying the correctness of said |inking
information. 61 17. Conputer programcode, in particular on a carrier, to

i npl ement 14 he AwidahtRiubstmnaldng Hefeirtdabned Mihtréfciece bBnd A appar at us
substantially as herein described with reference to and as illustrated by

t he accombasiateddydasescrppanyinesserrighenandgsavings. A net hod substantially as
herein described with reference to and as illustrated by the acconpanying

description and draw ngs.
19. A method substantially as herein described with reference to and as illustrated

by the accompanying description and drawings.



