1 A BICNETRICS PARANETERS PROTECTED USB | NTERFACE PORTABLE DATA STORAGE
DEVI CE W TH USB | NTERFACE ACCESSI BLE BI OVETRI CS PROCESSOR BACKGROUND OF
THE I NVENTION (1) Field of the Invention The present invention relates to a
USB conpound device, including a USB portable data storage device and a
USB bionetrics processing unit. In particular, the USB portable data
storage device is accessed with bionetrics (Fingerprint) technology to
ensure data and information storage within the device is secured with
personal biometrics information. In addition, the bionetric unit can be
securely accessed by PC or USB On-the-Go host to performvarious

bi ometrics functionalities at the control of application software running
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BACKGROUND OF THE INVENTION

(1) Field of the Invention

The present invention relates to a USB compound device, including a USB
portable data storage device and a USB biometrics processing unit. In particular, the
USB portable data storage device is accessed with biometrics (Fingerprint) technology
to ensure data and information storage within the device is secured with personal
biometrics information. In addition, the biometric unit can be securely accessed by PC
or USB On-the-Go host to perform various biometrics functionalities at the control of

application software running in the PC or USB On-the-Go host.

(2) Description of the Prior Art

Conventional devices employ a sensoring device for sensing biometric
characteristics such that the device is connected via USB to a system and that biometric
identification is required to launch the function of the said system. US 6,125,192 issued
to Vance C Bjorn et al on 26 September 2000 discloses a fingerprint sensor that is

connected to a digita! system via USB such that access of the digital system requires



2 fingerprint authentication. Simlarly, US 6,353,472 issued to R chard V
Bault on 5 March 2002 discloses a device for the authentication of a
person by his fingerprints prior to an authorization for an operation, and
that the connection of this device to the node of operation can be
performed via USB interface. None of the above prior art have suggested
the use of fingerprint authenticatioh on a portable hard di sk which can be
| inked to a conputer platformvia USB such that fingerprint authentication
is required to access information stored in the said disk. In addition,
the bionmetrics processing unit of the conputer platformcan be accessed
external Iy by the USB host to performvarious functions including
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for a secure access application, such as admtting a person to a |location
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to Bow es on 25 June 1985 sinmlarly discloses a video canera for capturing
a fi ngef pperationneaye barpkeriseedt via USB rinteirfaseof Nohe of ithgebove mrior arhbave s,
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of this technique is that stained fingers may affect optical sensing or an
linked to a computer platform via USB such that fingerprint authentication is required to
access information stored in the said disk. In addition, the biometrics processing unit of
the computer platform can be accessed externally by the USB host to perform various
functions including authorization of door and computer access, scanning of fingerprint

image, e-banking and other fingerprint identification tools.

U.S. Pat. No. 4,210,899 issued to Swonger et al. on 1 July 1980 discloses an
optical scanning fingerprint reader cooperating with a central processing station for a
secure access applicafion, such as admitting a person to a location or providing access
to a computer terminal. U.S. Pat. No. 4,525,859 issued to Bowles on 25 June 1985
similarly discloses a video camera for capturing a fingerprint image and uses the
minutiae of the fingerprints, that is, the branches and endings of the fingerprint ridges, to
determine a match with a database of reference fingerprints. Unfortunately, one
shortcoming of this technique is that stained fingers may affect optical sensing or an
optical sensor may be deceived by presentation of a photograph or printed image of a

fingerprint rather than a true live fingerprint. Optical sensors may be bulky and



optical sensor may be deceived by presentation of a photograph or printed
image of a fingerprint rather than a true live fingerprint. Optica
sensors may be bul ky and 3 susceptible to shock, vibration and surface
contam nation. Additionally, an optical fingerprint sensor nay be
unreliable in service in addition to being bulky and relatively expensive
due to optics and noving parts. It i8 therefore an object of the present
invention to provide a bionmetrics paraneters protected USB i nterface
portable data storage device with USB accessible interface Bionetrics
processor and is a fingerprint sensor and related nethods for accurately
sensing a fingerprint, and which sensor is conpact, reliable and
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sensor and related methods for accurately sensing a fingerprint, and which sensor is
compact, reliable and relatively inexpensive. Accordingly, the many shortcomings and
disadvantages of conventional optical sensors are overcome in the present invention

with the use of capacitive or electric field sensors.

Singapore Patent No. 96688 issued to Ritronics Components Singapore Pte Ltd
(SG) discloses a biometrics protected USB portable data storage device. However,
compared to the present invention, the prior art device does not allow its biometrics

processing unit to be accessed direcily by its USB host.

W/O 03/003283 A1 discloses a portable device having biometrics-based
authentication capabilities. However, enroliment of such device requires that
administration software be installed in the PC host. In addition, access to the non-
volatile memory of the portable device can be achieved using a password as an

alternative to the biometric authentication.



vol atile nmenory of the portable device can be achi eved using a password as
an alternative to the bionetric authentication. 4 SUMVARY OF THE | NVENTI ON
Accordingly, it is an object of the invention is to provide a USB device
which includes a bionmetrics processing unit and a bionetrics paraneters
protected USB portable data storage device. The information storage wthin
the device is secured wth personal4fingerprint bio-data by the bionetrics
fingerprint processing unit and the same bionetrics fingerprint processing
unit can be accessed by USB host devices to perform various bionetrics
(fingerprint) functionalities. In addition, the comunication path between
any conputer platform (with USB host) and the device is via a USB
client/host interface. Yet another object of the present invention is to
provi de a portable data storage, wherein, the bionmetric processing unit
can be securely accessed bé USB finagr rint Dbiodata, only the person with

the authorized fingerprint UMMARY: OF kHE INKENTHRN; on of the st or age

device. In addition, the device also can be served as a bionetric
(Fingerprint) processing unit for USB host devices including PC host and
USB On-the-Go devices, independently fromthe data storage functionality
host to per fAocordingly,ofiss @nooliect of the inventiomadd it ipesvide a bSHR: datvicelwitith
application software running in the PC or USB On-t he- Go
includes a biometrics processing unit and a biometrics parameters protected USB
portable data storage device. The information storage within the device is secured with
personal fingerprint bio-data by the biometrics fingerprint processing unit and the same
biometrics fingerprint processing unit can be accessed by USB host devices to perform
various biometrics (fingerprint) functionalities. In addition, the communication path
between any computer platform (with USB host) and the device is via a USB client/host

interface.

Yet another object of the present invention is to provide a portable data storage,
wherein, the biometric processing unit can be securely accessed by USB fingerprint
biodata, only the person with the authorized fingerprints can activate the function of the
storage device. In addition, the device also can be served as a biometric (Fingerprint)
processing unit for USB host devices including PC host and USB On-the-Go devices,
independently from the data storage functionality host to perform various biometrics
functionalities at the control of application software running in the PC or USB On-the-Go
host. Such biometrics functionalities include fingerprint scanning, fingerprint bio-data

generation and encryption, comparison of fingerprint bio-data and storing of fingerprint



host. Such bionetrics functionalities include fingerprint scanning,
fingerprint bio-data generation and encryption, conparison of fingerprint
bi o-data and storing of fingerprint 5 bio-data. The device acts as a
portable hard disk with a bionetrics processing unit which can be
connected via USB interface onto USB host. The USB host can then access
and retrieve data stored in the storfge device or store data into the
storage device. As the data in the device is protected by a personal. A
further object of the present invention is to provide a portable data
storage device, wherein the device is solely bionetrics protected and no
password is involved in any authorization access of the non-volatile
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A further object of the present invention is to provide a portable data storage
device, wherein the device is solely biometrics protected and no password is involved in
any authorization access of the non-volatile memory. In addition, there is no USB

connection to the data processing unit of the device until after authorized fingerprint is

authenticated.

According to one aspect of the present invention, there is disclosed a portable
data storage device comprising:

an embedded fingerprint biometrics processing unit and sensor, wherein the
sensor is one of a capacitive or electric field sensing device;

a plurality of non-volatile solid state read/write memories forming a storage
module arranged to store data;

a processor unit for interfacing with the embedded fingerprint processing unit, the
storage module, and a host computer system to which said portable data storage device

is connectable, said processor unit being operable as a and the memory storage, and



storage nodul e, and a host conputer systemto which said portable data
storage device 1is connectable, said processor unit being operable as a and
the nenory storage, and 6 being a gateway for data to store/retrieve
in/froma flash nmenory with bionmetric information protection; a data
encryption or a data protection schene for data and information safe-
keeping within the non-volatile soli@ state read/wite nenories; and a
proprietary enroll nent schene for bionmetric fingerprint enrollnent. An
enbodi ment of the invention uses a data encryption schene. In the present

I nvention, the 56-bit Blowfish encryption is used to encrypt the data
within the device. However, any encryption can be used to encrypt the data
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non-vol.lﬁtile.soli tate read/wite nenories easily fromthe printed
ci r cui t'SOBBAYY PIRIRFIQN: enpt to renpve the non-volatile solid state
read/ wite nenories will likely resulted the nenories physically broken.

In the presénfatangraiyptian of ReddigoRiptecdionsichemse frydataaand, ifeinafiamsafe-
menories to the printed circuits board. Another enbodi nent provides a
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with USB accessible interface Bionetrics processor,

a proprietary enroliment scheme for biometric fingerprint enrollment.

An embodiment of the invention uses a data encryption scheme. In the present
invention, the 56-bit Blowfish encryption is used to encrypt the data within the device.
However, any encryption can be used to encrypt the data within the device.

An embodiment of the invention uses a data protection scheme. The data
protection scheme prevents the physical removal of the non-volatile solid state
read/write memories easily from the printed circuits board. Any attempt to remove the
non-volatile solid state read/write memories will likely resulted the memories physicaily
broken. In the present invention, the epoxy is used to physically bound the memories to
the printed circuits board.

Another embodiment provides a Biometrics parameters protected USB interface
portable data storage device with USB accessible interface Biometrics processor,
wherein the fingerprint biometrics processing is not only used to protect the data access
to and from the portable data storage, but can also be accessed by USB host without
compromising to the security of data within the device. This additional inventive step

enables many biometrics related application to be developed on top of the device. Such

applications include but not limited to secured PC access control, door access control,



wherein the fingerprint bionmetrics processing is not only used to protect
the data access to and fromthe portable data storage, but can al so be
accessed by USB host without conpronmising to the security of data within
the device. This additional inventive step enables nmany bionetrics rel ated
application to be devel oped on top of the device. Such applications
include but not linmted to secured PC access control, door access control,
7 secure internet banking, secure access to auto teller machine, secure
e-ticketing. The transactions of such accesses can even be stored within
the device itself. The present disclosure provides a bionetrics paraneters
protected USB interface portable data storage device as is an easy to use
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interface portable data storage device, which does not require the
installation of adm nistration software for fingerprint enrollnent,
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the authorization access to the data storage is only by authorized
fi nger pripHecamertable dgtapsiosags devicetaskénan easy to use poriable miniature data

storage device with high storage capacity. The device is small in size and is capable of
storing huge files such as accounting data files, CAD files, huge presentation files,

multimedia files.

Another embodiment provides a biometrics parameters protected USB interface
portable data storage device, which does not require the installation of administration

software for fingerprint enroliment, authentication and verification.

Another embodiment provides a biometrics parameters protected USB interface
portable data storage device, wherein the authorization access to the data storage is

only by authorized fingerprint and not by password or token.

Another embodiment provides a biometrics parameters protected USB interface
portable data storage device which is user friendly, just plugged it into any computer
platform via the USB interface unit, and provide the authorized fingerprint and data can

be accessed on the computer platform.
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Anot her enbodi ment provides a bionetrics paraneters protected USB interface
portabl e data storage device which is user friendly, just plugged it into
any conputer platformvia the USB interface unit, and provide the

aut hori zed fingerprint and data can be accessed on the conputer platform
8 Anot her enbodi nent provides a fast nethod of accessing the data stored in
the bionetric paraneters protected 8SB i nterface portable data storage
device. This can be seen fromits short bionetrics verification and system
access time of not nore than 1 second. Also the typical bionetrics
enrollment tinme is not nore than 1 second per user. Another enbodi nent
provides a bionetric paraneters protected USB interface portable data
storage device which not nore than 10 users are assigned for authority
access right. Another enbodi ment provides a bionetrics paraneters protected

USB interfage ort data st orage devi ich inc ud s a, set of master
user fi ngerg\”lo gnt BiQYyides EOQ)PWI%‘S‘FW”QJ@@ ta sbed in dhe
bi o-data. The rraster user is able to erase th fingerprint bio-data of
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erase his own fingerprint bio-data. BRI EF DESCRI PTI ON OF THE DRAW NGS
be seen from its short biometrics verification and system access time of not more than 1

second. Also the typical biometrics enroliment time is not more than 1 second per

Lser.

Another embodiment provides a biometric parameters protected USB interface
portable data storage device which not more than 10 users are assigned for authority

access right.

Another embodiment provides a biometrics parameters protected USB interface
portable data storage device, which includes a set of master user fingerprint bio-data
and another set of normal user fingerprint bio-data. The master user is able to erase the
fingerprint bio-data of both the master and the normal user, while the normal user is

only able to erase his own fingerprint bio-data.

BRIEF DESCRIPTION OF THE DRAWINGS



9 At best one enbodinent of the present invention will now be described
wth reference to the acconpanying drawings, in which: FIG | is a
schematic view of the bionetrics paranmeters protected USB interface
portabl e data storage device; and FIG 2 is a System Functional Bl ock

Di agram of the device of FIG 1. DETAI LED DESCRI PTI ON OF THE | NVENTI ON
FIG | shows a portable data storage9device 100 which conprises a USB
interface unit 14, a fingerprint sensor 12 and a casing 10. Wth reference
to FIG 1, the casing 10 encl oses an enbedded fingerprint bionetrics
processing unit 20, a USB Hub 16, a bionetrics access switch 38, a
fingerprint enroll ment switch 36, an access control deci si on (a

m cro-contrqll [ nd i, tvy...of
non- vol at. o s 3 brrp BN BLOSERR! bR if (BE 58 Brsfitel it
|IIustr fin rint .sensor.12 js connected to the fingerprint
bi omet f? 08(‘}83'%? ﬂfjgm:ﬁ‘??nyf@ drRRINgS; Shp cs processing unit 20 is
connect ed t%}éhf acce S control deci sion (a mcro-control |l ed} uni t
whi ch is cofifiéc é%latsﬁ ematie Xiew pf teddamplicgmarangaterrereiesied
2, when in application, the user of the device can swtch the bionetrics
access Poltableratg siasags dedee;@da st orage or biometrics access before
pl uggi ng the device onto the USB host.

FIG. 2 is a System Functional Block Diagram, of the device of FIG. 1.

DETAILED DESCRIPTION OF THE INVENTION

FIG. 1 shows a portable data storage device 100 which comprises a USB
interface unit 14, a fingerprint sensor 12 and a casing 10. With reference to FIG. 1, the
casing 10 encloses an embedded fingerprint biometrics processing unit 20, a USB Hub
16, a biometrics access switch 38, a fingerprint enroliment switch 36, an access control
decision {a micro-controller) unit 32, a data processing unit 34 and a plurality of non-
volatile solid state read/write memory 40. In the embodiment illustrated, the fingerprint
sensor 12 is connected to the fingerprint biometric processing unit 20. The biometrics
processing unit 20 is connected to the access control decision (a micro-controller) unit

32, which is connected to the data processing unit 34.

Referring again to FIGS. 2, when in application, the user of the device can switch
the biometrics access switch 38 to either data storage or biometrics access before

plugging the device onto the USB host.

%%éﬂfﬁrf%e Fl GS.



10 If the sel-ection is to access the data storage within the device 100,
the user of the data storage device 100 places his finger onto the
fingerprint sensor 12 (which acts as a reader). The sensor 12 scans the
user's fingerprint and the fingerprint bio-data is sent to the enbedded
fingerprint bionetrics processing unit 20. The enbedded fingerprint

bi ometrics processing unit 20 verifi® the fingerprint bio-data with
enrolled bio-data that had previously stored and secured as an Encryption
Key in a bio-data storage unit within the mcro-controller 32. If the
verification is unsuccessful, the user wll be denied access to the data
in the non-volatile solid-state read/wite nenory 40 or have his
fingerprint re-scanned. Wen the verification is successful, the

m cro-controller 32 instructs the data processing unit 34 to retrieve the

I nformation red in the non- valatile solid state read/ wi menory 40
and sends tIlufzthfg‘nﬁeg?wgpi'8ﬁ°taﬁc?ﬂ%ﬂﬁ$§a¢fi‘o fprage Wﬁ'&'"s"ﬁSr Vfcr?\é\wdlﬁg?r{ﬁ?f &% from
USB host qn, tq the non-v tile soljd state read/wite nenory 40. The
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menory 40 can be encrypted by the encryption software running in the USB
host . PR [RASiENhakhe §8RsArol2 Seans theriger pfinaermsing apd tthe fingerprint biondataded
fingerprint bionmetrics processing unit 20. In the first enrollnent, the
user wsent favibehembeided rimdenprintskiamedicsoprodessingngeit p2@.nt Thensmbetided and
the fingerprint bio-data will be processed by the bionetrics processing
uni t 2€ingambrinh bionsétdce processing awit @0sverifiesribk firgerpr@R. bidtata with enrolled

bio-data that had previously stored and secured as an Encryption Key in a bio-data

storage unit within the micro-controller 32. If the verification is unsuccessful, the user

will be denied access to the data in the non-volatile solid-state read/write memory 40 or

have his fingerprint re-scanned. When the verification is successful, the micro-controller

32 instructs the data processing unit 34 to retrieve the information stored in the non-

volatile solid state read/write memory 40 and sends the information to the USB host or

to store the information from USB host on to the non-volatile solid state read/write

memory 40. The information that is stored in the non-volatile solid-state read/write

memory 40 can be encrypted by the encryption software running in the USB host.

The user has to enroll his fingerprint bio-data into the embedded fingerprint
biometrics processing unit 20. In the first enroliment, the user will have his fingerprint
scanned by the fingerprint sensor 12, and the fingerprint bio-data will be processed by
the biometrics processing unit 20 and then stored in the access control unit 32. The

user must have his fingerprint scanned 3 times per finger to ensure an accurate reading



user must have his fingerprint scanned 3 tinmes per finger to ensure an
accurate reading 11 of the fingerprint bio-data by the bionetrics
processing unit 20 before being stored into the access control unit 32. Up
to a maxi nrum of 10 users can be enrolled. After the first user is enrolled,
i f another user wants to have access to the information stored in the

device, he will have to be re-enrol | &li. Before he can be enrolled, the
first user nmust have his fingerprint authenticated first, and if it is
successful, the subsequent users can have their fingerprint bio-data

enrolled. Their enrollment process is the sane as the first user. The
enrolled fingerprints are further classified into 2 categories - naster
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are naster erprints. The nas i'ngerprints have

e s ot BoSeRRRrkaFpr e o Rph AIREIRI P or TRTRER Gk SnlIRd Yo cnrol | ront

and normal device operation. In accordance with the present invention, the
typical bionetrics verification and system access tine of the portable

data storage _device is not nore than 1 second, and the bionetrics
enrol | ment fitee the first uger s enelled, Jbapathepdisendugnts dadhavs ageess tdhe 10

users are assigned for authority access right. 12
information” stored in the device, he will have to be re-enrolled. Before he can be

enrolled, the first user must have his fingerprint authenticated first, and if it is successful,
the subsequent users can have their fingerprint bio-data enrolled. Their enrollment

process is the same as the first user.

The enrolled fingerprints are further classified into 2 categories — master
fingerprints and normal fingerprints. The first two fingerprints enrolled are master
fingerprints. The master fingerprints have the right to completely erase the device
fingerprint bio-data. The enrollment switch 36 is used to differentiate among master re-

enrollment, normal re-enroliment and normal device operation.

In accordance with the present invention, the typical biometrics verification and
system access time of the portable data storage device is not more than 1 second, and
the biometrics enrollment time is not more than 1 second per user, and not more than

10 users are assigned for authority access right.



If the bionetrics access switch 38 is set to allow the access of the
enbedded fingerprint bionetrics processing unit 20 by the USB host, the
access control decision (a mcro-controller) unit 32 enables the USB
connecti on between the enbedded fingerprint bionetrics processing unit 20
with the USB host. In the present invention, a PC access control software
is provided together with the devicel2The softmare enployed in this nethod
i ncludes the PC access control as well as the data encryption
functionality. However, the present invention provides the platformfor
further software developnent and it is not only applicable to PC host but
al so available to USB-On-the Go host. In addition, the non-volatile
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prevent physical renoval conmon gener a

t hat re tec
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units qﬂ‘ﬁ)OSSI ble. Wile the present invention has been described by neans
of speéf eirice RERSESHBALUNIt 20 wﬂmthw&ﬁ.a@%ﬂr@)mﬁ piesenhipueniara @ BRA0EESS be
made without departing fromthe spirit of the invention. The scope of the
i nvent centrelsseftyyareds rovigad i tagetbar adth thentlendde.bjhe Iseftvase empldyed of thihe
I nvention set forth in the specification, but rather as defined by the
f ol | owireghed anctedes the PC access control as well as the data encryption functionality.
However, the present invention provides the platform for further software development
and it is not only applicable to PC host but also available to USB-On-the Go host. In
addition, the non-volatile solid-state read/write memory 40 is physically protected by

epoxy to prevent physical removal of memory 40.

it is a common general knowledge that with the advanced of semiconductor and
firmware technology, combination of the above processing units including fingerprint
biometrics processing unit 20, a USB Hub 16, an access control decision (a micro-

controller) unit 32 and a data processing unit 34 to one or two physical units is possible.

While the present invention has been described by means of specific
embodiment, it will be understood that modifications may be made without departing
from the spirit of the invention. The scope of the invention is not to be considered as
limited by the description of the invention set forth in the specification, but rather as

defined by the following claims.



13 CLAIM5 1. A portable data storage device with USB accessible bionetrics
processor conprising: an enbedded fingerprint bionmetrics processing unit
and sensor, wherein the fingerprint bionetrics processing unit is
accessible externally by USB host and internally wthin the device; a
plurality of non-volatile solid state read/wite nenories for data and
information storage; a processor uni3 for interfacing with the enbedded
fingerprint system a USB host and the non-volatile solid state read/wite
menories; a data encryption or a data protection schene for data and
information safe- keeping within the non-volatile solid state read/wite
menories; and an enrol |l ment schene for bionetric fingerprint enrollnment. 2.
The portable data storage device of claim1, wherein the authorization
access to the data storage is only by authorized fingerprints. 3. The

port abl éﬁﬁgistorage device as in claiml1l or 2, wherein a mcro-controller

and the dded fingerprint bionetric processing unit within the device
are 14 . . . - :
1. A portable data storage device with USB accessible biometrics processor
comprising:

an embedded fingerprint biometrics processing unit and sensor, wherein the
fingerprint biometrics processing unit is accessible externally by USB host and internally
within the device;

a plurality of non-volatile solid state read/write memories for data and information
storage;

a processor unit for interfacing with the embedded fingerprint system, a USB host
and the non-volatile solid state read/write merﬁories;

a data encryption or a data protection scheme for data and information safe-
keeping within the non-volatile solid state read/write memories; and

an enrollment scheme for biometric fingerprint enrollment.

2. The portable data storage device of claim 1, wherein the authorization access to

the data storage is only by authorized fingerprints.

3. The portable data storage device as in claim 1 or 2, wherein a micro-controller

and the embedded fingerprint biometric processing unit within the device are



enpl oyed so as to authorize the read and wite access of the non-volatile
solid state read/wite nenories. 4 The portable data storage device of
claiml or 2, wherein bio-data for authentication of any unauthorized
access to the non-volatile solid state read/wite nenories is stored
within the device 5. The portable data storage device of claim4, wherein
the bio-data is inaccessible by the UBB host. 6. The portabl e data storage
device of claim4, wherein user's fingerprint bio-data include naster
fingerprint bio-data and norrmal user fingerprint bio-data, and the naster
user is able to erase the bio-data of both the master and the normal user,
while the normal user is only able to erase his own bio-data. 7. The

portabl e da;e PRy RIA0E o R i difzeCth] ihd anbi\HE! Bo@Rs S tRE HER ol He 56 ' S

used to dif ingerprint enro nor mal ™ dev

aut hent i cat A nmet hod of usi ng a bionetric paraneters
Pl R Plgteg.

pr ot ect ed po devi ce, said nethod conprising the steps
of : 15 scanning user's fingerprint by a fingerprint sensor; processing the
scanned fingerprint inmage by a bionetrics processing unit which

4 The portable data storage device of claim 1 or 2, wherein bio-data for
authentication of any unauthorized access to the non-volatile solid state

read/write memories is stored within the device

5. The portable data storage device of claim 4, wherein the bio-data is inaccessible

by the USB host.

6. The portable data storage device of claim 4, wherein user's fingerprint bio-data
include master fingerprint bio-data and normal user fingerprint bio-data, and the
master user is able to erase the bio-data of both the master and the normal user,

while the normal user is only able to erase his own bio-data.

7. The portable data storage device of claim 1, wherein an enrollment switch is
used to differentiate fingerprint enroliment and normal device authentication

operation.

8. A method of using a biometric parameters protected portable data storage

device, said method comprising the steps of:



verifies the image with the user(s) fingerprint bio-data which is in the

bi o-data storage unit; and requesting another fingerprint for scanning
again fromthe user if the verification fails. 9. The portable data storage
device of claim1l, wherein the typical biometrics verification and system
access time is not nore than 1 second. 10. The portabl e data storage device
of claim1, wherein the biometrics efollnent time is not nore than

second per user, and not nore than 10 users are assigned for authority
access right. 11. The portable data storage device of claim1l, wherein the
menories of the non volatile solid stage read/wite nmenories include flash
menories. 12. The portable data storage device of claim1ll, wherein the

menori es of : = V0 at d | MWite nmenories are
magnet o- r esfé%ﬁn\}ﬁé)p g%rd%r'nﬁfcréﬁgty énﬁrﬁ%érﬁgﬁt %eg]%%nl y (MNRAM .
processing the scanned fingerprint image by a biometrics processing unit which
verifies the image with the user(s) fingerprint bio-data which is in the bio-data storage
unit; and

requesting another fingerprint for scanning again from the user if the verification

fails.

9. The portable data storage device of claim 1, wherein the typical biometrics

verification and system access time is not more than 1 second.

10.  The portable data storage device of claim 1, wherein the biometrics enroliment
time is not more than 1 second per user, and not more than 10 users are

assigned for authority access right.

11.  The portable data storage device of claim 1, wherein the memories of the non-

volatile solid stage read/write memories include flash memories.

12.  The portable data storage device of claim 11, wherein the memories of the non-
volatile solid stage read/write memories are magneto-resistive random access

memories commonly (MRAM).



