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DESCRI PTI ON PROCESSI NG OF SATELLI TE NAVI GATI ON SYSTEM
SIGNALS This invention relates to the processing of
W@ 200e/00120€ navi gati on system signals, in systePGI/IB2008/052504
providing a | ocation based service. There are a numnber
of | ocation based services,lmhere t he genui ne | ocati on
of a user needs to be known or tracked. One exanple is
road toll systens, for inplenenting an automatic
Eaéﬁfnt system for deducting road tolls based on the
DES&RIBEPNons used. Vehicle tel ematics systems such as
road tolling systens nay be used for a nunber of other
pur poses, including nanagi ng road usage (intelligent
t r BPROGESSING GF SIATBLLITErNAVIGATIONSYSTEM SIGNALS
| ocations, recovering stolen vehicles, providing
automatic collision notification, |ocation-driven
dri Velis i el tl‘eq’éle§Ei6Vthéep§ro€@§’sir'r1£'o}‘%‘t&|it% ﬁé\figé(tion system
warning notification alert syste car acci dent
signas eintsystems Raadinglal loogtiorsbasetsserwioed as the first
likely large volunme market for vehicle telematics.
Tel ematics i s now beginning to enter the consumer car
enviTiiEeAle aSndmBEl bf NBEAtRS BRYEE ScPA%ed OWhetO %8s genuine
services. These markets are still low in volune an
logatiorc oh gi ukarateeds 10 baknosrker yached Kinexamplaéiismnoad toll

ARt e el aB oRhef bR SR By BBl roec
tofis!BESEPBNftIE rexesyctions fgedm 2012 onwards. So far, road
tolling has been used for high way billing, truck

bi | IV%C@ﬁ@'%WtiqS@Srt@ﬂS(ﬁUiCOi&%FQ?chﬂ”iﬁgnSSéSt%@ﬁtrﬁah be used
r.e ) i L . Dl . i hj:
R SEf s of IR TRtY: pERling ARG Bl BB Rb B
trarypoviatioat systems),stracking! fleasy eetiicleatdcatided) tecuyesihgastolen
fund when a vehicle Easses._ The road tolli ngaf uncti ons

vehidawd Araviing rsdematie urligion noffiertion, nlocalignidrvaandriver
in{ogm%kiﬁés?ég?fcgsgz%@d m{/gﬁfc@%‘éw%éﬂh%d“ﬂokifiém‘élert systems
(car accident prevention).

Road tolling is considered as the first likely large volume market for
vehicle telematics. Telematics is now beginning to enter the consumer car
environment as a multimedia service box for closed services. These markets
are still low in volume and are considered as niche markets. The European
union and with The Netherlands as a leading country has the intention to
introduce road tolling as an obligatory function for every car from 2012
onwards.

So far, road tolling has been used for high way billing, truck billing and
billing for driving a car in a certain area (e.g. London city). Toll plazas at
which vehicles must stop are generally used, or else short range
communications systems allow automatic debiting of a fund when a vehicle
passes.

The road tolling functions needed in the near future will impose the
requirement for less (or no) infrastructure and will impose tolling for every mile

driven. It is envisaged that the vehicle will have a GPS system on board and
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driven. It is envisaged that the vehicle will have a

GPS system on board anda GSM (nobil e tel ephony
Wm0 RY4 connecti on to enable informati on to PEI/1B2008/052504

relayed to a centralized road tolling system The

charging systemin an autonmgted road toll system can

be based on distance travelfed, the tine, |ocation and

vehi cl e characteristics. The road tolling may apply to

all vehicles or it may exclude certain classes of

a ehlVic (reobiter teleRREMY @eiwenk) W@Bgﬁpmwbﬂﬂ #fegmation to be
Bl EehRRSty Haal B RRSR Le Security of this type

Stem and ent use of the system as

di ffTrmtha@ngaeystlebri M ahraytematedi rédd tdslheystetnegam e lodsed
the received or nore Senerall GN\SS) si

O%H@@r@%@aﬂlﬁgcmﬁot'@e lasatien qn@a‘@%?'?&hﬁﬁacg?'iﬁt% The road
tomﬁgerggg%g%tlg?saﬂ% hieR %?lﬂeg%gee@ud@%eﬁﬁ@eﬁb‘sé’éb 8f vehicle

I'te signals t etermnet ocat 1 on,
(ferpenpletvdth foreigheUBN®S datgapl s can be tanpered, a

IR 85, 0 B e SR R S ana o

maRE $RiuvakInY ke dfaRe sfy@,fenﬁ %'ssdlﬁiéhﬁ%%epoé@l&@ the I[1>§af~‘ﬁ%,‘ular the
signals received by the On Board Unit

intsiggitya 1o theere@ewedeGF’t‘c‘o(Nvﬂmrel\mmem&y GMSShesngnal should be

ni cs Association) format signals representing
d%ﬁgt%b[eecoded position. Signal tanpering can occur al ong

t he bgedl radeICHtding spstesdbaddit upes TBPSlandPGSM Rthkandse of
inserting fake N information. This type of attack

th@anecg@tm o dhe daPBysaiplits, siggalsa e eetaraine dhedoeaion, speed,
f t
o 15 PSS W5 g SPIBAS0 4Bt o

hayeocardeds drneofhesi {(closapda) aroatisi s GAY etdst otransmitters  could
concerned specifically with preventl ng theﬁ%qeneratl on

cancenvakly epyseddpiiiRdingsey Wiy tertisignals Aess)vedby fhg,On
SO O e 0, e enare o "ot ol
aut hBm GNGS @rgn:&ﬂ aret Hatoddd tonblMEA (Nlatleml Merinel &hegtfonics
ASSOCIG’[IOH??C;‘FHQ{ S|gna S re;{rgggﬁtYng t%esde% %ea posthon

Signal tampering can occur along the signal decoding path of the
receiver, probing and inserting fake NMEA information. This type of attack
can be prevented by applying tamper resistant and tamper proof techniques to
the communication path between the GPS receiver and the application which
processes the position data.

This invention is concerned specifically with preventing the generation
of fake GPS (more generally GNSS) data, namely the raw data received by
the GPS receiver front end.

In the GPS system, the satellite signals do not contain authentication
data that allows the client to identify the integrity of the receiving signals. This
makes the use of a fake GPS transmitter to generate false position data a
realistic possibility. In practice, the cost saving in faking the journeys for an
individual user is not likely to warrant the effort involved. However, equally
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makes the use of a fake GPS transnmitter to generate

fal se position data a realistic possibility. In
wee@eniees the cost saving in faking the jour negBIE2008/052504

an individual user is not likely to warrant the effort

i nvol ved. However, equallyigportant is the fact that

peopl e can claimthat the s?fgt emis not secure,

t hereby underm ning the trustworthi ness of the system
. Accordi_ngg to the invention, there is ﬁrOVi ded a system
impepleahdnthedast thatapeenie asegladar thiat dhe «igrmM sie neptasecure,

' o ' J: r j ILopl enmenting a

th%%&o@%ﬁh%ﬁ%ﬂﬁ %Wf”érﬁ%so‘sﬁg?\é%&% the | ocation

of a user of the service, wherein the nobile receiver

conprises: an analogue rf receiver for receivjn ,

sat eMGarding lgrRe SN¥effigpe therents iyowided ex ystamy wﬁemng a
|oéé’tYHEFCHé‘é§HS‘s§P\ﬁice?! S&ﬁlorié’ihgcssgidb@e@%ﬁité gﬁaxﬁgétf 'H?Eéiver

correlation functions to the downconverted signals for
imgderaentimgy a osdion tcackangfunictien sorgpravlingtie Idestiah aba user of

means for deriving location information fromthe
thg&eEUERd specific satel lite signal's, wherein the

SySt@RHH IHEMoBREREdchRST dBRHsest O T ecei ving sanpl es

of the downconverted signals fromthe nobile receiver,

and for a&vidndlogue he seogilerss ferr geecvivgs setallitei signalse and

e GiLe lLite si I that . time and | ocati on.
pelrﬁ)gﬁ]”ﬁﬂ/gkfel%%ﬁg6”@8\99@@28§W§8§me5?%ﬂeasure for detecting

the countfigihgli probesdihg nesariAfRedrimdg BorrbRion functions to

satellite signals at the receiver. The | ocati on

the roymneenyvered signetsciondetarting siecilie sateliiessignals; and
addi ¢ 1 on Gfoah 0P T o; §RETE  ERRNEN; KiSHEARLy dhn, e

dgteced spesiicaateliessigmaloyi ded to a server (hosted by
t he s%%t emadnministrator) and this enahles a check to

be n¥dREIMEIE BHACHERENGE GOSN EFP IMRANS. dARlacehdng E8pHIRS Of
i ch o : , ti ey
th%ﬁ%&&@ﬁ\)@ﬂeﬁ s@h%lseﬁBﬁFttﬁ%ortﬁ%bﬁé“?é%é\?&? d gggg%ﬁefgfﬁ% the

e recerver sends raw data’an
sgroplesi ae daisisteanwith ther expedted rsatellitebsignaldeab dtatgdene and

Ioggt?osn?'

The invention provides a counter measure for detecting the
counterfeiting of, or tampering with, the satellite signals at the receiver. The
location information is determined from the processed downconverted signals,
in normal manner. However, in addition, downconverted signals before the
correlation processing are also provided to a server (hosted by the system
administrator) and this enables a check to be made that the received satellite
signals correspond to those which are expected at that location and time. The
mobile receiver sends both raw data and decoded position data, and a
correlation can be made between these.

Whilst it may be relatively straightforward to generate a fake satellite
signal which, when processed, gives a desired location, it is not
straightforward to generate a fake satellite signal which not only gives the
desired location, but also is consistent with the satellite signals received at a

particular time at that desired location.
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Whilst it may be relatively straightforward to
generate a fake satellite signal which, when

woe@ossred, gives a desired location, it i s nokPCT/IB2008/052504
straightforward to generate a fake satellite signal
whi ch not only gives the deilred | ocation, but also is
consistent with the satellite signals received at a
particular tinme at that desired | ocation. The expected
satellite signals can be derived fromthe determn ned
| ocatherexperies aai¢llitecsigaalsl ¢an depdsrivedfeorat thehdetermined

IoEéﬁH?T t‘ eoér{bgrthé(‘%régéhtet thﬁtEﬁé’%'i tﬁé‘tntlﬁ}crqﬁu hépﬁvords the

expecte I'T7te si st or ener|

sav@ shmaseatative e&péct@@ll s@etlll‘eestgnalst oyt &tterlhgcthéléphemerls
and tine to derive the satellite l%@gnals n
and pknanRag dat %r%@dpﬁﬁﬁt e?@lé""@kﬂ‘@c tigatand ”f”@ Té’l @?feh\{esthe

Bt hyed from an anal ysis of the downconverted
Saglégnegﬁé ?rgoma plurality of users at the sanme tine and

[ n dhasealperoziive egnbiodireet thoe bmectech satallste\mgnalsaafe)demved
Cross corr | at i on bet%\ﬁen use

dt
QB AL e Ay oY (A SoNSONLEREH FIonelS g SRRy Qlgeet at the

sdfRé Gifne é\na'lmd&&&%&ﬁﬁl‘t)ﬂ fo 686h RNt Ol HRIWEYT a 48 rdifr&oss
atime (for example using a randomtinestanp) at which

cartedatieinpebyeeast udensnisonyeiemedtesi tmdetect ar usen thiaplhes satellite
, I r ovided to the server. The system can
S@@ﬂﬁih‘% d %%’Ba%m | system and the systemthen
fur Wﬁtrmlﬁgf@éné?éﬁ)rfmﬂbef@bv@%ﬁefomdléfihﬁh%af oag el bxample
fromthe derived |ocation informtion e i nvention

USING @ m@@%ﬁta@phﬁa W‘Cmm%ﬁﬁﬂ}W@fg of Hewngeayertéed gignals
fo?ﬁiﬁt%le%?ﬁs 5%@0?&%!:[8@%@ JaENts a | ocation based

service conprisrng:” the user receiving
sat eTHe tsgsteiny roans camgriperd coad rgll aysterastand nhleeqygiemy then
downconversion in a nobile receiver; the us
fubtp@(,pgmﬁgsg%g]mf%ﬁ@@mgamg, agmdﬁfqllofrgmgthgderlved location
mﬂfrﬁf{aﬁéﬁ' ng means within the nobile receiver for
ormng correlation functions to the downconverted
si gn'ﬁhsnfmntldetaésn prayidese ai methosladfed¢tetraingigytred ocatidn of a

user gfea systgm which implements a location based service, the method
comprising:

the user receiving satellite signals and performing at least a frequency
downconversion in a mobile receiver;

the user providing the downconverted signals to signal processing
means within the mobile receiver for performing correlation functions to the
downconverted signals for detecting specific satellite signals and to decoding
means for deriving location information from the detected specific satellite
signals,

wherein the method further comprising the user providing samples of
the downconverted signals from the mobile receiver to the service provider,

and wherein the method further comprises the service provider
verifying the samples are consistent with the expected satellite signals at that

time and location.



10

15

20

25

30

means for deriving location information fromthe

detected specific satellite signals, wherein the
woreaobooli2p4rt her conpri sing the user providi ng BERB2063/052504

of the downconverted signals fromthe nobile receiver

to the service provider, ang wherei n the net hod

further conprises the servite provider verifying the

sanpl es are consistent with the expected satellite

signals at that tinme and |ocation. Exanpl es of the

i nvemxarapleqiafithe ivepon sdlt npwere descardegiin dgtaihwith reference

r gL g drawi ngs, in which:
toﬁﬁé%ﬁ’g&%ﬁghg'\?\g%ﬁ@@gna }sqlcﬂhat are used in a known
GPS Bigateetishbivg e synaloihat bewused mk@k%\sntalas%tetner

can be used to derive false FOSItIOﬂ i nformati
Fi gdrigue rBarsdow adakeGhm r@n%m'tg%fﬁérﬁeo*FSQ%@ derive false

| gure 4 shows a second exanple of system
pdos]ﬁ‘t‘i’cﬁﬁﬁg'fc??lf]ﬁ\vaélﬁh on; Figure 5 shows a first exanple of

r oadrigotd 3s;netvera fidst ekarople efssystdm of yret Ewvenfion;he
t d Fi 6 sh f t I f d
t ol 116yt AP HFRESAARENHE L uien Bf (EHEVS APt | on.
Bef qrigues gHoNdg firfieexdhisiat d)fot’ba'dntoﬂ%ty@tém vihiBh iceh use the

outline of the signals used within thée GPS systemw ||
sy@éerguqfetinﬁ investign,ce® positioning systemis a

2t S L A B AP BB 1 Bh Bpe e

syeedth ©f &e inveMtiont hat are in six different orbital
planes. 24 satellites are required by the system

design, but nore satellites provide inproved coverage.

The [ n ' :
ComrEPE ebiiRg g IR AR FRSINE brBH R ¥Pshe signals
useauwihin Bae IGRSEestent wilkbegsent s on sever al
freq1l_1enci es. Cvilian GPS recei vers current I%/ use the

1L The gioRabmapitionings pysies &2 saiediteasefli avigation system
cdifsRyFBUINM YefoROK th 195! bitsild SFeliies FkfeR Spféifices,

knms above
“SV”) that are in six different orbital planes. 24 satellites are required by the
system design, but more satellites provide improved coverage. The satellites
are constantly moving, making two complete orbits around the Earth in just
under 24 hours.

Each satellite transmits on several frequencies. Civilian GPS receivers
currently use the 'L1' frequency of 1575.42 MHz. The satellite orbits are
roughly 25,000 kilometres from the earth's centre, or 20,000 kms above the
earth's surface. The orbital paths of these satellites take them between
roughly 60 degrees North and 60 degrees South latitudes.

The GPS signals transmitted by the satellites are of a form commonly
known as Direct Sequence Spread Spectrum employing a pseudo-random
code which is repeated continuously in a regular manner. The satellites
broadcast several signals with different spreading codes including the Coarse
/ Acquisition or C/A code, which is freely available to the public, and the
restricted Precise code, or P-code, usually reserved for military applications.

The C/A code is a 1,023 bit long pseudo-random code broadcast with a
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earth's surface. The orbital paths of these satellites
t ake t hem between roughly 60 degrees North and 60
waelegpeerIsSout h | atitudes. The GPS signal s tranBei/1B20e8/052504
by the satellites are of a formcomonly known as
D rect Sequence Spread Spec%r um enpl oyi ng a
pseudo-random code which is repeated continuously in a
regul ar manner. The satellites broadcast several
gnals with different spreading codes includi ngi t he
ey

chigring ale a:h28iNsnreneatng, evsas milBremd. Sachetglite sends
a BIAhEAC) R YRR YIS 1 B S8 EFSTR] Pr ect e

USU& reserv or m

appl A cata onessagbés @idédln@téd orstop 4f, 23T todi@bg each satellite
I%seudo random code broadcast with achi grpi_ncg rate of
and gontajps impasiaesdnfagnalien sueh esidedailchorbiial Raipelers pethe

tré’?é?ﬁllﬁlr]@yéiét%ﬂ|té‘&%allgg%pﬁgﬁ?etrls‘ﬁ\hlhfd?n?étlbﬂ‘% éltroFsolnbtﬁe satellite’s

uni ent nessage |'s nodul
clocn sidtushef TieAsatallde bireakioh csatrdidalthg), anﬂrerdrdaatenand time.

T PHeaNe 9V i CEPEET® & (TG Coiecelver CB\Eingen aceurate

pEHBHTEEAEN saleft® DRRL traHsrRifs BpRENEris BnbRRtSIRIELIbEE BoFection
cI ock, status of the satellite (healthy or unhealth

pasameders fanites!f and theretore lsnapded IS regeiwrgnast mrgcess the

oRaR s rbenig of "EE el e Ghe % S e R BREH @ o in

pokstict tfdulatioek correction parameters for |tself and
therefore an unai ded GPS receiver nust process the
appr Ot i data paessager alsge atainpeteag® dRlledcplmanac, which

co?ﬁﬁr%oét &g tacl‘,\@r%ﬁec‘ ihforihag hna@o@toﬁlltﬂhgn ﬁ]@egé’é{t?#g%; Ca’nd is

a message al so COﬂ al ns

update@lesrsrfmqmmlyl d$e amanzgtdata aflowswt GPS @Icewtarad» bstlmate
the other satellites and is updated | ess frequent

Wﬁ@f@ QAGRHES tpie e O MYrtEE%WQPQP%UtéQﬁWtS@ that the
rel VEF CEhtgﬁé ZA%EIH | éét Illﬁééo% GepcrtioMore BRiciently. Each

roug SO t the receiver can choose
saktliiteh traasalitsi alm;artan: slatar cshof/\mg riioe eoréftéli gifembatyon Harclevery
e transmts al manac data show ng the orbital

Sq%%ﬁ%r'ﬂﬁ%?éﬁ €5 every satellite in the system A

CONVRRbhoSRorfdr SPS ¢eE&iGEr Fe%@@sthbhﬁaﬁsfnﬂﬂé@“da‘té?%é@a@e and
nmessage and saves the epheneris, al manac and ot her

saygsathierepmmentiapln@rac THick other data for continual use. This
information can also be used to set (or correct) the clock within the GPS
receiver.

To determine position, the GPS receiver compares the time a signal
was transmitted by a satellite with the time it was received by the GPS
receiver. The time difference tells the GPS receiver how far away that
particular satellite is. By combining distance measurements from multiple
satellites, position can be obtained by trilateration. With a minimum of three
satellites, a GPS receiver can determine a latitude/longitude position (a 2D
position fix). With four or more satellites, a GPS receiver can determine a 3D
position which includes latitude, longitude, and altitude.
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i nformati on can al so be used to set (or correct) the
clock within the GPS receiver. To determ ne position,

W@ @I BA394 ecei ver conpares the tinme a signal wWeGI/IB2008/052504
transmtted by a satellite with the tinme it was
recei ved by the GPS recei ve?. The tine difference
tells the GPS receiver how far away that particul ar
satellite is. By conbining distance neasurenents from
multiple satellites, position can be obtained by

t hi By rripcessinaNtia apparanmbaRslen Rhis QE\ﬂ@IS'@"é@S fsom the

sa%ﬁterse%e@(f’%r @%@POSI %aﬁré'&(? ? a\%%wg\%g etduéjr‘?d direction of

positro I on our

troad ¢ldferre@sto as @?&Jmcﬁespeefd!rarmagrojﬁfdetranme a 3D pOS| tion
whi ch includes |atitude, |ongitude, and altitude.
pr ocR sEqrRfet %@aé%éégr@hfr%pmeeﬁa‘ﬁ'ﬂt?% LoppistHOf s g?%ﬁ@o bit
r
NaQSto BsRahs, MR 1oReg 2. & ARSI oS RcPaE80 bps. The data
s@maﬂflerdieideddntcs 25g$@mfrdrr£qseaﬁchdnm\/ihgr1wﬂdbrts aarid )hese are

edatas nal fr e satellites,.cqonsi.sts
diGaeB Bl S G, Suiitnec 1 ook o, STifame s wugdag Blo°eh 38 bi
wiidaut &g ﬁﬁﬁﬁnﬁ?o@@ie@@&ar?%r %ag)%sﬁlbﬁnﬂ (ééhé’rhéhgqgc) is
into 25 30s franes, each havin 00 bits, and these
cantaingd withénl eiagh dra‘me@ndsecsatﬁli’grreselvaawﬂl Bpicalipftakenaround

3sSiorBhieE piststidniths o borRlednefidiator ) M o ™ O

cont e gidstWvbRd df esuth 65 aibfimte ONtaifEa PPE@MBRY tMdnable
typically take around 30s to produce a position fix

recelypis te oecagniea el gtast &fttheTpebfrarngt vided gkt avrel §sthe

nSHURER IR B0 B Kivés REAAS I BrhauGI AN FRERY Fidahoot Ps

recognise the's rame. e nex
timdéwhizhdakes place dvehy SlatLgdap’Suhblay By middightyatliheresiaiciag 8
the last restart of GPS tine (which takes place every
weids prexipesieaenn e s, d@iﬂ{ﬂﬂaf aﬁ%é‘%dﬁf%m&% %P%!%d'ng on
thgrs%BTrgﬁ]et he ephenehs, al manac and cl ock information,
ependi ng on the subfrane. The first subfranme gives
cl oc'ﬁw&cﬂrstembfmnneigmes tloek serediioandiatahitnel segbhd aares third

SLR% %D a&geqidhﬂwggggﬁn%péﬁ%eaél%%%% dda?g ?s fnsthenfounﬁ and fifth
subframes.

The SVs all broadcast on the same frequency. In order to distinguish a
signal from a particular satellite, the receiver needs to generate a replica of
the C/A code known to be in use by that satellite and align it so that it is
synchronised with the incoming signal which will be delayed by an unknown
amount predominantly due to the time of flight of the signal in travelling from
the satellite to the receiver (typically around 0.07s). In general it is not
possible for a receiver to accurately predict the alignment necessary to get the
replica in sync with the incoming signal, so some form of search is required,
with a number of alignments being tried in turn and the best match being
selected. This process of evaluating a number of candidate alignments is
normally termed correlation as the receiver implements a correlation function
between the received signal and the known C/A code for each satellite in turn,

to determine if the received signal includes a component having the C/A code



10

15

20

25

30

The SVs all broadcast on the sane frequency. In order
to distinguish a signal froma particular satellite,
w0 b@eeed ver needs to generate a replica of tPEr/32008/052504
code known to be in use by that satellite and align it
so that it is synchronised \§nth t he i ncom ng signal
which will be delayed by an“unknown anount
predom nantly due to the tine of flight of the signal
intravelling fromthe satellite to the receiver .
frqmyapp@ralpulyrﬁ uhge goueiation|funefianenas tq be icglcyiated for multiple

o83 RS A whBRThY Sorlkf RACHAL 8% A S bortihanas to o

nrren hecessar IC& I’'n" sync w

pémwlanCWr@g aidgrmlparﬁanaonsvform@fdseava’edl giming in turn
uired, with a nunber of allgnrrents being tried in

cc{r oRAg tQ APyl andistancedian thePdet ed. Thi's process
r’?% U@étbﬁﬂln ngg@g Héséa?g' ﬁéetuﬁhg%ﬁm éak of the
norma ement s

y terms correl ation s the receiver i
ccareiaﬁrcrrerfmotm fraveals dhebatovsete tlhmg ecfermatiorsifgnaiseaimdthe

k de f h tellit t
digiegt RRlIFIoT, [ HOWEUSh peane cona S ré&freax'a@§V§Fvg®H@§ﬁ?Qnﬁ the

cdE¥é NEminde afdoAneads T fooBea dBfiriiat.ar  FYpicalle Iess frequently
correlaton function has to be calcul ated for I ple

repeatng vata icomppnentmdrawieadtine the maereacoarae rimalngu evaluatlon

T e

50’ @SRORESsdde an@apechid! @irtsdosit 3ueR 49 B $ilisrarNe pFé&mble
determ ned code phase, i.e. the timng of the peak of

onsbTente BRAUOVRT WalHet i on, reveal s the accurate tining
| T QOB O ;ég %Lﬂge@zgnarhlgt%?cgl' & Cr%c&%&uk/ﬁ)tr Oééloﬁaocessing

However, repeate ever y ml
s@Ms Groan te satellitgs il $@alnme1$ ab ¢thdecoreten mepecting the position

rgelcal I_X, | ess fre:l:luentl repeati ng data conEeonents
ofa i (4RCS oft tthe REFeNtdiiQe tIGRANREIUSFalaSEPFiBHEY iWiEh such

[ rived), such as the
d %ZFE%??FSS%‘?W% HEO\@ES data nessage and specific
par tSucﬁ omveuhﬁnedsGﬂser&eebfbrsamapablardmlrrq)rme subfrane
handover  wor ri.y all. curre nd historical GPS
eccPUAS AR Rl Besi iy LRGP aT, ( ne
sat elahhlRgiel RF' bﬁéuan/' (Gtten 28lldQY GPTEroAt. eR@PAEkighd to

the position of the device at the current tine.
anmeléfyin fitiere sangs sux i davet toiam idasnhediatey &eoueney (Fcibeveesired

si&ﬁﬁsm&; Ith ?%%’H- be passed through an appropriate analogue-to-digital
(A/D) converter at a sample rate normally of the order of a few MHz,

-digital signal processing hardware that carries out the correlation
process on the IF data samples generated by the A/D converter, normally
combined with some form of micro controller that carries out the “higher level”
processing necessary to control the signal processing hardware and calculate
the desired position fixes.

Figure 1 shows the nature of the signals in a GPS system. The signals
from the SVs 10 are received by a receiver RF front end 12, the output of
which is a noisy signal that contains all data, dependent on the momentary
location of the satellites, related to the place of reception and the time of
reception.
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Such "conventional" GPS receivers invariably conprise:
-an antenna suitable for receiving the GPS signals,

wo amwaagae RF circuitry (often called a GPS frPeCit/IB0eR/052504
designed to anplify, filter, and m x down to an
internedi ate frequency (IF) . the desired signals so
they can be passed through gn appropriate
anal ogue-to-digital (A/D) converter at a sanple rate
normal ly of the order of a few MHz, -digital signal .
pr ocEYSiSigNa 48 dekared abeloa apdbeoiaw ﬁﬁgﬁ’cﬁﬁm@ asishewn in

Fig[ll%c §5S AQM Jtlifed Epgeégﬁs?%%\%if%ngéﬁég&\@?tewg%@é eBgtlogue

onverter, nornma or m of
filleoed s@Ynagrout vericle ainsieriedgdng he sidrialipeocéssir].” The data may

€grocessi ng necessary to control the signal processi nog ,
bé,gralpgre daia avndihad 1a AP sesvesioh ¥ it sy pexdigital data if

i , £t he..si oS i ,
Bk R0 A 0 o o RSP sy R o e
carstatiorebldek 14 amd eéecbdidg Mdek 66t plhe afutpdti ahthis peocessing

BB R AP AP B B B BSOS 5 v
relébﬁ/ﬁg Bbsiti6k EPhi & TopfFudlgy tdr&?eé%ﬁng’ 8¢&tBH GRe TMMEA data is

sig is referred to below as the ™ raw data' signal,
caidingnosiy denived gione the regsivad tawddtaadng & thenigroseésaesl by the

RO LR AP AE AR B0 Te I Bt LA hHE st 2 ey
be arnsd appRcdldnacarnongehBdtheOinféddity @1 \BE Hatd, d@é td lack of
may be digital data if the front end includes the A/D

awbentigadioprpossiplity &f fhe ravhdatasi gnal is fed into the

corr [ I dj

ot pt eh B ReBiel Bt st haPpladi, 48, sar? MR sete

witl ddeagenaditedt butgderived framaliffedat aait daas iwhide vafies lower time
receiving position. In a caontinuously E&;cessing

algng Wit the aoYURRNtRIthe iGN 28 FaRIlIES QP HiG PRS- from t he
recef -(lat [ - by, t i i
appl | o EMAE KFoflEs TP WHGE SAsato Jefopnisp, [ the

ddandedi data (the MbHA datd)owasaprocesseonf tha asisnokegealt GPS

L e L e M

chargigurd heshoarenoWetedt@nsmitter 20 can be used to feed data to
the front end, resulting in “Fake raw data”, and which in turn gives rise to
‘Fake NMEA data”, for example data for a toll free road. An attack thus
occurs by faking the GPS input.

Figure 3 shows an example of system of the invention.

A server 30 is provided which has to be provided with the raw data at
periodic intervals. This checks the raw data based on the known satellite
locations at the particular time, and for the known position (i.e. the position
given when the data is decoded). The (alleged) position is known from the
NMEA data derived from those samples and from the other samples at
approximately the same time.

Thus, at particular times, the raw data is not directly processed by the
correlation and decoder block, but is forwarded as a sample to the receiving

server 30. This server knows the time and orbital position of the GNSS
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wi |l be generated, but derived fromdifferent raw data

whi ch varies over tine along with the novenent of the
wadBgosrdel | ites over the orbits. The inventi oPCT/IB2008/052504

provides a systemwhich ains to recognise if the

decoded data (the NMEA dat o Vas processed on the

basis of real GPS received |gnal s instead of fake

signals, such as test transmitter signals. Figure 2

shows how a test transmtter 20 can be used to feed
sadeltitest dt €@ thus decedr) the gavy datagoi gerivea NMEAintpamation, but

A6 1 50, Bt 08 s L MR oo oo

gererates by takipmgtitiner GBBRSatellitesgat ethdt stimevsam place of
exa\rg)l e of systemof the invention. A server 30 is
régeBNQ™Hed whi ch has to be provided with the raw data at
peri [ T r
Phe Gnbwa CaTiefbf s Blfel AR Goten B by ReRASES 41 the
loeattbrf inforntregickindenveaosy thendedadineg n’netquoaisa tveqnclgseélme (e.g.

IR Bk b ASREURNERO TP, BFTELR b 1 TRISB! <afilcdcoded
pc?sﬁt‘ibrfsr gebéubﬁ;‘/ tﬁkm@nnmo%ﬁt gélompr oxi matel y the same

particular tinmes, 'the raw data i s not
d| re@f |09uraeodbsmvwcalnelatﬁd NVIEA dataaskiowdcalgermatch the

setyBPlp ldfechiiet MR ARSI BRERDF oS ShAC LI EfLHITSr cate

prBoRlekiopla0sibl®adYobsat el lites. It can thus decode the
raw data to derive NVEA information, but can al so test

i f tHS ApRreRea Pravedite kg NMthéiaé&Fb@&QamﬁeﬁRﬁddiatchth%data
S A BRCALF B, B bl SO 5 B bt

willdhem edt oiatcHotiodBIEA Hatarprovidleddyetheasdeivbe | ocat | on
i nfaormati on derived by the decodi ngaorreans at a

I 0sENE [BRRTQASLAISE IREYANLS Takes 4y datnReasBseTied o The data
sthddRr r@énoﬁ thO NAEREHa R d6ES it ﬁeﬁm%dgéiegéﬂcﬁdeG%ta on be

possi bly taking Into account ve oc our se
desectedras: diftanesit wdthdVEgrveéatalcsiraded dawl datantat provideea proof of
se uence of received data in time and position, so

"Bhe stream of data
In this system, the only way to successfully falsify the data is to provide

ta

raw data to the receiver which not only corresponds to the desired fake NMEA
data (giving a fake toll-free location) but also is consistent with the raw data
which would be received at that fake location at that particular time. This
provides an enormously more complicated challenge. In particular, the task of
verifying that the raw data is consistent with the raw data signals to be
expected at a particular location at a particular time (which is what has to be
done by the server) is computationally far simpler that the task of generating
raw data which is expected at a particular time and location.

To increase the integrity of the system, the system can be expanded
with a random element, generating a particular random time stamp at which
the client is asked to take a raw data sample out of the air.

This system is shown in Figure 4, and includes a random time stamp

generator 40. By working on a random sample basis, the system can be
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provi des a plausible road route. This approach
prevents fake NMEA data being inserted into the data
waeream9because the NMEA data cal cul at ed by tPET/BB20684052504
fromthe raw data will then not match the NVEA data
provi ded by the receiver. This approach al so prevents
fake raw data being inserted into the data stream
Even if the NMEA data does match, the received raw
~data can be detected as different to the
impienentegawitd| laveeostagveatihitiis prRiigdde Rree sepleiolumes, as

' ' only way to
wélag@:e;fg?gcﬁs%q?glmglﬁpj*ﬁ]rg%dy#é;rﬂl s to provide raw data
to tTiee tiewstarap g¥nethton@anane Yaetoof tepsamder tand ttds ensures

desi red f ake NVEA dat a Q{é%l ving a fake toll-free,
thebéhg timestames aﬁr§oth_?s$ o5 EdingliaRits. nwhigh isaigagied when a
cd’r‘ﬁb%d’r‘f%# ‘ih@%bﬁ%‘jﬁté’ %n@tmgﬁ‘@k ikss! _C)) 'b%”cé&tneﬁhéut as
art ar tinme. [ rovi an enor nousl
eMmpEdaabeel chal l enge. In particular, the task of

vt o B S ORL S S b R L v
dath Rri@BpbbhEs!t@that SEpdctét & a Mﬂ&ul@ﬁ%daﬂoﬁ%t@?ﬁ/eﬁytlme

the server) is conp utatlonaleﬁy‘/nfar si mpl er that
Thlas&qwreSg@gﬁlflaantr@mwbatjamal ricih the sewct ed at a

Pt c odfieat g8 e Rloa oL ARRE S ol i calputation

b 8til FrovieCaM R e BddncedRRBeNE! I THE Maeiidation| ratuiréd d9stems
time stanp at which the client is asked to take a raw

S%‘f‘ﬁ rﬁﬁmﬁppl@rﬁﬁtsw ahe read pr|q1ﬁ9§y§§e§@ emis shown in
F' gUI e[h% méaﬁ‘leh%‘y A6 Stk §éogpg¢§lh%t§ﬁﬁﬂ?%%etﬂﬁéa§t%p and
y wor

F'an omsa basi's

thsars bentntol ariargeedumbteln dfowemtxs(usay)en TiHe tetrgetsganm card be
in Iarge scal e vol unes, as would be the case in a ro

basiedc iR Sipenaaiic @ﬁ@'yﬁnsn%fs@a&ﬁrporséwe%aQﬁta@&ﬁl fus@‘nptgetsyéfem
THALR SRS Bre 8 fodillste@ RO 1IR%a SADSHAILITbEBILATEN 3L at the
the en a

same clients, which i1s required
gieempiare stammANﬂwaheavthdaiadacuﬂatem MMEA relseltas ireatcerias tange

oIS SERYipugy sBgvauRealT ol viE Sefrey Ty dnd Lol a mpstcular
loE&i¥n are requested to send raw data at the same time. The responding
clients forward their result to the server.

Correlation of the raw data from the various clients with each other at
the server side can reveal the fraud occurring at one of the responding clients.
This fraud detection may also be based on data other than the raw data. For
example, the clients can be selected based on their position derived through
other means, such as e.g. GSM-based location or the use of roadside
beacons. In this case, the reported coordinates will also reveal the fraud, and
raw data is not necessary.

Figure 5 shows a road toll system to which the invention can be
applied, based on an off-line minimal client system for infrastructure-less road
tolling.

GPS data is captured by the GPS receiver 50. This data is decoded to

position data (longitude-latitude). The position data together with timing (clock)
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data corresponds to that expected froma particul ar

| ocation at a given tine. This requires significant
w@owpoertd onal effort in the server. A nodifi ceCT/IBR0EA$2504

use relative data in order to avoid this cal cul ation

but still provide tanper evjdence results. The

nodi fication requires syste serving many clients,

such as a road pricing system In this nodified

system the server again determnes a tinme stanp_and
datpi is ptore@nin menaonyapge mdindformorf otla amart (errer SSmarth&A).

g c oy t i 115,~0

PeRENeS Bt B o B35 o S R PE PRk g SRR Rl g Berver
54 |dsestievaiby the lbatelt dewhirhd 56 .t Bie canswe pidally dohe by a GSM

received raw data at the giventirre stapp en the

wh
BT GEae B P Bclo SETYIRG AGEER 29h PR daengTggon mobile
te@'ﬁﬁ\ﬁhg’%”?} Wé%&lﬂﬁ%n@ﬂe%%ﬁefh\éebgc@@%'sérl?@r IS 8bR to
In a particu ed t d raw

| ocation are request 0 sen
redansiradt ouhef esrdata time.jodimeys dsqd@rdidnyenl i ents f orward
t t ver. Correlatio

t hei l. th : . th .

dat 2119 BNtREe AN G Ramelss Sreiato BEUPSHIibAcsp dnge wi
thE§hVEHtoR 88 paRbftRY Bata sf€arhrsgud occurring at one of

the responding clients. This fraud detection nmay al so

be bH¥eEewyer @moacyttaivs a tatabake of seadiatiees Rhicheweargpyaljd at

2 el i, shal dfnaPldfebie R3ineiled i aRbeRers an

inl@ieaié gnnnthlpe use of roadsi de beacons. In this case,
the reported coordinates will also reveal the fraud,

and Palg iéa@@hiaﬁg%tin ﬁé&@@@répmc Fﬁ)gjlﬂﬁ@- @Fg‘ﬁ@ﬂ@%$b§gtween
b QbS VAR LA FlinbBerdIMER LA RBARE hSlory 52. A
-lrne nimal C

aSed on an o ent systemTtor
Sinaftrczsd protitdksa lgess taomer beddfienyirodPentat a i s capt ured
by the GPS receiver 50. This data is decoded to
posi lf fsntodaltincems i daad teling i/l be prergyodaislv heiaeme as
o h L \ o ¢ :
AL o yichme A HERLLoBH By, Ing ' Sefdod TolBRAY s very
sriralt.i bdclt gdburypew ibathoh \adry ssroalg dwbwhamesnsemtcontinubies on-line

oSO B8 B Vet Bl o e
ddwnesgon (General Packet Radio Service "GPRS' or Third

Generati on nobile
This type of transaction scheme is much in line with current known

electronic purse schemes used by the banking world.

A prepayment system is shown in Figure 6. The GPS data is again
captured by the GPS receiver 50. This data is decoded to position data
(longitude-latitude). The position data together with timing (clock) data is sent
to a microprocessor 60.

The microprocessor environment contains the database of roads and
related prices. Thus, it can calculate the related cost of actual driving. This
cost data is deducted from the prepay amount stored in the Smart card 52.

The data update of prices and roads is uploaded from the back-end
server 54 transmitted over GSM (GPRS-3G) as shown by upload 62.
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t el ephony"3G') using a cellular nodem 58. The back-end
server is able to reconstruct out of this data the

WO oaopmeNs4 t hat are driven. The additional raw BEE/EB2008/052504
sanpl es are also provided, in accordance with the
i nvention, as part of the dlajta stream 56. The server
al so contains a database of ‘road prices which were
valid at a certain tinme. Finally the total prlce i's
conput ed and the driver gets an invoice

rontData) ag@at is e&cf@m@dn@eawpipgfapbrpoyammg: REP pé 3PES)
betiaeRthd Vardud & e‘?ﬁ&ﬂet B?t%$§eg%%8dﬁ%5@i§plﬂ?cgﬁwatt@ s OIkept in

resi stant envi ronmen e nmenor

thprSniadeardiegvieshrhemper proof environment. If the tot al
|ncome fromroad tolling is to be approxi matel
samel & rawedaat spPles @enedwie FPrPMMeQxﬁosm%@e'iV&%a?@ dhat the

c&rﬁﬁuﬂ‘r&%‘héﬁ% ?\Pﬁérﬁ s C%rv\é?%}ﬁdstﬁé%emg & W%?%/%éé 3hown by

us ver means a conti nmuous on-
arraivalﬁi@actl on schenme may not be deS| rabl e, hence the

d f t h.d | f t
Soh ot S catd e PREaR e s e o il L SRGHFETD the

arR8ls8, éPB@éf?ﬁeHéﬁﬁ'mE%héh@l Hﬁ&b REEe4BHF flincho! BRaYSBIY ideal
systemis shown in Figure 6 he GPS data is again

tammeeetamlmmlerr(ematmeu ver 50. This data is decoded

aat 211t RPN Brbh R kS Toe Boa) G RriC0BBRE 1o,Bg storec

loBAIRY, @it @C@ﬁﬁgletéaataﬁé%e%f%éﬁé%as eseiB\HdtaiEERIRH. In most
contains the database of roads and rel ated prices

capess the cacdrveslint @l egrtain rasea e(|&§§etbaﬁo'§ﬁ obfl 0Qkeyeadius). This

mgehé’ 'tr?ﬂsqn-rh 'ajlrﬁl?e%{ ﬁ%@ﬂt bfr régdt gg%eﬁagrLOOH%tstﬂc?reBr Mpdeted

ata u

E\mntaalg/ @iyl frreqaléatlyasel@lr@mif@brf bestdred. back- end server
54 transmtted over S- 3G%/ shown b

5. TGl 1L RePmRYReT of SeFEoY: cmplexia] Toks gignals

o BB AT B 2o

envi Tlennaetbiled example above relates to road tolling applications.
However, it will be apparent that the system can be used to provide an
additional layer of verification for all GPS decoding systems, and is not limited
to vehicle systems. Any system which has charging or service provision as a
function of location can benefit from the additional security provided by this
invention.

The invention has been described in connection with single frequency
GPS, but other GNSS systems (GLONASS, Galileo etc) would be similar.
Indeed the techniques could also be applied to multiple frequency systems,
with appropriate means of capturing the IF data from each carrier.

The server in the system needs to be able to verify that raw data is
consistent with the (alleged) location and time. A database can be used to
record every data bit every GPS SV has transmitted for the last week (32SV *
50bps * 24hrs * 60mins * 60s = ~17Mbytes per day). Thus, storing all the SV
data is feasible, even for a prolonged period of time, and this can be used to
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The raw data sanples are again provided to the server,

so that the conmuni cati on between the server and the
WOoremwony1206 t wo-way, as shown by arrow 62. The BEEIB2008/052504

card environnent can al so take up the role of

deducting the anmounts, or even performng the full

m cr opr ocessor function. Th% s is the ideal tanper
resistant inplenmentation. This inplenentation requires

t he road and HClﬂgndatato be stored locally, but a
pr@w@ tee vegficaiiisibaping iy datanig @pﬁwtl\wtmme @i@@gdocatlon

I the car drives in a certain area (Iless
att Egla Fr%OOkm radius). This neans that only a

|'i mTiesd raw@iatd safmpleschajaibe aharogtu@ dredigitalr etheyndill be at an
updat ed. Event ual lF% only frequent used roads can be
i/o

mEqrmegaate TiRIUeRG¥ AtF)oANd H‘l?é’ea%ﬁ? a”%/ lagee Terad. dieweveinthey
I

e B B R Y e R S Y s, ne

thexmﬂphet Iaﬁmwbeere[:ﬁll\é,é deonodiddtedol | i ng appl i cati ons.

t t th th |
Lo 16 SyHE0 tescaegilavedtrs FeLyate Broceas MBIt sptglite dat.
ThONed Wenalfs edhneps e tSitre At Fréce! Lhidr th%§ 4180 been

vehi cl e systens. Any system whi ch has charging o
ingestigated.pr dissiinvol¢as @tcﬁrmg:tth@anofdalt@cmm@Iﬁscqnllected by a

ot oEHoAa e R R A PRSP BRI By PR of Mhdmory

b&@l@@@degﬁlng\mérrﬁaﬁ%mefléﬁe@ Uiphes Ys€dohds PHin@b B ERo ST even
systens SS, Galileo etc) would be simlar.

dayisd erndl nt at h‘»ﬁhﬁj &thefolacatian s whese oy 9?13%521”9 gesources arée
e{r pl e frequency systems, with appropriate neans of
cap uring the IF data fromeach carrier. The server in

t he Hysken apensades be thd|Stote amdrPchevsbaIatea\ap@acba;H sver
consistent _ with the IIe ed) location and tine

coyeanaRd ERR @@90@&1 ‘?)”F PSSt @ngl e %WS%K}@RF of the
oA dBaeg NPl I fnbtutl b0l lorhPidecsefihnecas

bestoné ¢ tred timiehef cBpturet and ghé gaa;bsbbm beweny sbortde.g. 100ms).
s,_ca

1 Bt sOBP e R G hrpEatiom T AbeuieSt e delpdenssatelite data
(ePRBFIePEAIE) Bhh hel HistatlddeBatdrRE ¥ithémethod, this approach also
removes the need to decode the (very slow) data message from the SVs in
the capturing device, which in many cases leads to unacceptably long times to
start up conventional devices.

For example, a number of small capture devices which store short
“grabs” of IF data samples into memory can subsequently upload their IF data
grabs to a shared central computer which would not only carry out the
necessary signal processing (correlation etc), but would also have access to a
database of recent satellite information (ephemeris etc) by being connected to
one or more conventional GPS receivers which relayed key parts of the GPS
data message they received to the central computer.

This invention can also be applied to a store and process later
approach, again by providing a check that the stored raw data samples and

their time and (alleged) position match the expected signals received at that



10

at a particular tinme. The raw data sanples may be
anal ogue or digital. They will be at an internedi ate
woewgueney (1 F), and have been anal ogue filteredI/1B2008/052504
However, they will not have been processed to derive
the individual SV data stre , and thus wll not have
been CDVA- denodul at ed. The gﬁzten1described above has
real tine processing of satellite data. The | ess well
known concept_of "Store and Process Later" has al so
tirpe @Rdi pasitian. ghbe mventips is goBFsRiyalty Be srRMehlut thetrisga time

ISR BB IhE o AR (S s FRGIGR e performed
repicielgSRIMthé batmllaé sipaerdoaivesr. ti me (seconds, minutes,

hours or even days) and often at sone other |ocation
mher@%r%@@%@frt 800VeRUO, % tQRIQYiIEeS aiferedstion between

dadyRat P nf&ﬂ?ﬁatggofr&naé‘ﬁincggl%ct’é%%l\)e‘?‘ta‘?{d r%Q\PHB%Eon\aerted
over conventi onal S receivers are that the cost an
dageveamples dakern iad thefsante oc sppuoximatelyihe esaame tkmxt Arether

as nqg digital nal roceSS|ng needs be
kst (81 oo rovgs fa Gt nAWERE Bl RO pryeT g, gata
saPhoEs c{femgltlpi'é)(Pé@élverbwa&H §||J%?@%ﬂ@éﬁeo@)gélabpprommately the

processing is done when the rel evant” satellite dat
sqre@Heeoation. etlo) eiger pbasabihereds wardicetion tbahéawmmb@s are

ot st ORI e fastied SABURE olohBi 8 8ok ErfTREBeATR 1 ng

deviggriovdmelificBtioRNWilCHS appaeat o tHoseRalRenh ake ¥rtl ong
times to start up conventional devices. For exanple, a

nunber of small capture devices which store short
"grabs" of IF data sanples into nenory can
subsequently upload their IF data grabs to a shared
central conputer which would not only carry out the
necessary signal processing (correlation etc), but
woul d al so have access to a database of recent
satellite informati on (epheneris etc) by being
connected to one or nore conventional GPS receivers
whi ch rel ayed key parts of the GPS data nmessage they
received to the central conputer
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This invention can also be applied to a store and
process | ater approach, again by providing a check
W@ b@v/oonzed st ored raw data sanpl es and their tiPEr/md08/052504
(al l eged) position match the expected signals received
at thattinme and position. Tﬁﬁ invention is
conceptual ly the sane, but ereis atine delay in
processing the data, and the position determnation is
then perforned renotely fromthe satellite signa
GLAdMiSyer . One approach of the invention is to provides
a correl ati on between decoded position information
froma nobile receiver and raw downconverted data
1.sanpA &ysteak énpiméritigsanscationapageax sermice), moh’mﬁlsﬁ’@m mobile
ti me. Another approach is to provides a correlatio
S%%H'%mVWBOWeW@@W'QQsﬁn@@%&or@)ftr@ﬁh'ﬁg HP@C“OH for

prb%ﬁﬂsg"ﬂesl &‘é‘t'ucfrhofaéh érf&ft(uﬁ's'e?\%é' y) at approximately
Pacation: "Th either case, there is
ver iwhergin the mbhie reneisamongyrissese consi stent with the

Vartous. rotPRPIOGURoRd SREVET B2k iR sieshing Seieyds Siotals and
peﬁﬁrle‘i‘gjjat Rakhg fr%hheﬁéﬁ%ﬁnéon\/ér’éhbﬁt em i npl enenting a

| ocation based service, r|S|ng a nobile satellite
navi gat i cfngrn@ce@roeessm@l mna ngl4a posi percﬁornmngcmom@latlon

LBl B0 A5 0b 5228 P s e

arghal ogue rf receiver (12) for receiving satellite
signals and performng at |east a frequency
downconve¥efiosing giepnal (160 deedsriviggneaation ﬁﬂ?rnﬁ@ﬂon from the
r functions to the downconverted
dquc(,tefl S?efaﬁ'(:%g)rt%@cetagl%@é]g‘pem fic satellite signals; and
decmlhe;l@um”etaes systef) fuethedecompriged ansain®n(30)f dormereiceiving
fromthe detected sgem fic satellite S|gnal s, wherein

Sqrﬂréle§y%ft 81 aveonVedas r$19Rals e e aRobie, reeike; \afigh for
ViRl e Sanidies SRVBGMINEN Rith 18 Wbl AR SBRbIsS that

ver or verl ylng the sa es are consi stent
timé ehdtlbeatexpect ed satellite signals at that tinme and
| ocati on.
2. A system as claimed in claim 1, wherein the expected satellite signals

are derived from the determined location, time and the satellite positions at
that time.

3. A system as claimed in claim 1, wherein the expected satellite signals
are derived from an analysis of the downconverted signals from a plurality of
users at the same time and in close proximity to each other.

4. A system as claimed in claim 3, further comprising a timing generator
(40) for defining a time at which the samples of downconverted signals for
multiple users are provided to the server.

5. A system as claimed in claim 4, wherein the timing generator (40)

generates a random timestamp.
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2 . Asystemas clained in claim1, wherein the
expected satellite signals are derived fromthe
waleqoeom2oed | ocation, tinme and the satellite pPSI/IB20082052504
at that tinme. 3. A systemas clained in claim1,
wherein the expected satelljte signals are derived
froman anal ysis of the downconverted signals froma
plurality of users at the same tine and in cl ose
proximty to each other. 4 . A systemas clained in
claim3, further conprising a timng generator (40)
for I I [ e o
6 goutsonoart e SRfErah A Hieeeting HhE Shierisig i mag ol
sylsterhheargerwiegreirb theAsgstehenfuabec! eormpdsés rakansn ¢b4;60) for
wherein the tim.ng %ener ator (40) generates a random
deterrpigings read toN fegna tledgeved KcREaN IHOERGIYY-ecedi ng
claim conprising a road toll system and wherein the
system further conprises neans (54;60) for determ ning
7.a roadnetiiadd 6f deterirenidgr iheetbdatioatdfoa usdrooimat sysiem? which

. A nmethod of determning.the |ocation of a user of a
TE) e CSATPHDPERE SELSP 158 S15 60 BORREE vi co, ¢ he
et NAd (&RAPEEAVING: sdtdIfteUSiGhals el Yeremsing &ltliedst a frequency
signals and performng at ™| east a frequency
daysveryersion irod Mobile neseives recei ver; the user

idi t d I i .1 i | .
P oL Pk BRG0P BoMRR M Sid s B 08ianal. pragessing
m§_§|ﬁ§ Qf 4') Wﬁhﬁ%@eh@bil@meéémért :fd?rtﬁerfd?rrﬁr_ﬁ'g? cdﬂﬂé@i@ﬁvf@hbtﬁtﬂws to
signals for detecting specific satellite signals and

theodgwaeen yrjtase Signals 1fey dejecting ispesiicl satgllitensignals and to
| nf ' f er ec Sspecit tellit

AR Thei (BT on SR IRIP BIO TR Bonl i detectec

spesific sateNiiedsiggalsanpl es of the downconverted signal s
fromthe nmpbile receiver to the service provjder

1€, 30),
and \WhRred) e methed HedNeuEPMBFSIRENPE| 43S RTAXIGNG §1‘S@@?es of
oy £ ¢ ar ¢ y
Y YR P Bo| F B PaE N ogiee gfScer
(30),
and wherein the method further comprises the service provider
verifying the samples are consistent with the expected satellite signals at that

time and location.

8. A method as claimed in claim 7, wherein the expected satellite signals
are derived from the determined location, time and the satellite positions at

that time.

9. A method as claimed in claim 7, wherein the expected satellite signals
are derived from an analysis of the downconverted signals from a plurality of

users at the same time and in close proximity to each other.

10. A method as claimed in claim 9, further comprising defining a time at
which the samples of downconverted signals for multiple users are provided to

the server.
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8 . Anethod as clained in claim?7, wherein the
expected satellite signals are derived fromthe
waleqoeom2oed | ocation, tinme and the satellite pPSI/IB20082052504
at that tinme. 9 . Anethod as clained in claim?7,
wherein the expected satelljte signals are derived
froman anal ysis of the dowiconverted signals froma
plurality of users at the same tine and in cl ose
proximty to each other. 10 . A nmethod as clained in
claim9, further conprisi ng defining a tinme at which
he S I t
HioerA MRB3, & oA IR FaE do) Wi dénidty i comprises
géﬁaualrﬁgjalran@(braltiméﬂammer ein defining a ti ms conprl ses
generating a randomtinestanp. 12 . A nethod as
clainmed in any one of clains 7 to 11, further
ZIC DA inSé B g 4Rt @I‘é%é‘d N9 2Ry ot Blaimé 701 § Ner ikl K8fhprising
ocation 1 nformati
determining a road toll from the derived location information.



