WO 02/ 32308 PCT/ SG00/ 00177 BI OVETRI CS AUTHENTI CATI ON SYSTEM AND METI 1 O)
TECHNI CAL FI ELD OFT HE INVEN T' I ON The invention relates to a system and

met hod f ovOpm32308 cti ng physical and/or |ogical access, abPdT/RGOE00177
particularly to a secure system and net hod for authenticating bionetric
data 5 which prevents authentication of bionmetric data captured outside
the system and reuse of bionetric data captured within the systemafter a
single authentication attenpt. BACKGROUND OF THE | NVENTI ON A typical system
according to the prior art using bionetric data to control physical or

| ogi cal access may be;deailibS A uNIENFIEaORGS sEMAGH METIHHSt , bi onetri ¢
data corresponding to 10 an individual 150 is captured on-line, on a

bi onetric data capture deVI%%¥éﬁQgﬁ ?f;ﬁﬁ{hﬁlﬁvﬁ b & 130, and then sent

to an authentication server auxi y data, for exanple
the custoner's blmﬁhw@wmmaéﬁwegsaSbﬁﬁkpﬁgnaﬁ@bﬁmUGWWﬂwxnﬁ@w@nmd@tagwupon

receiving thec.hi Queidd rdabay totzhgcc%rsys@crm %m(o%%oxtﬁ%cﬁt%gt%g\'@&né% mi%“ c
data against biometric data previousl %$ stored in the database 120, | he

recei ved bi olfRi€h iPee Vet é““ﬁ@ét‘??ﬁo%%lbé’d‘e JiEt FaPired atussidet e fystore ands regasy 9lr

aut hent i cat esiolb@c HAdiapiud akithin\WRQylidhesreby sigad AsheAGaesSutapt he i nformation
or location guarded by the system In such a system there can be severa
security holes: First, the network connecti on between the client and

server, if any, may not be sB&GKEROIAE) OFHIGINMBWION a secure |ink

bet ween the client 38 s§§é’n¥@d’coﬁdﬁlgp(’5 @M%t)r @{@Q@@Sbl&ﬁetﬁ@@aﬁﬁto%m@h%] gns by
unaut hori zed 20 persons must. be very secure.
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t anper i ng, aﬂ%nttl%g alnh ﬁ'lkn Qﬁt txvgr?ﬂlth pt?ca&o%%%r‘%xl 1'19 toggy%]%ﬁh g‘ﬂx(iihaél %i?a }or exam

vul ner abl e. prior systens and en prop Ssed
for controlIWﬁgmﬁﬁygﬁcﬁﬁmhac€@§§sU@HW@S@WP@ﬂeﬁbhwéaﬂlﬁhs Grvd lergNinmlheaccess

to restrictegohfiondBide 0tver 2L§n§dre§{hea§€%ﬁm bl&lﬁ)em@a%?hganﬁszgioﬁlktﬁgba(?asﬁa (?usH/m que
time gener at i ?l}gq]dEV| e | ncg(i’)glgr ated in a and a device allow ng

sequenti al | y* WﬂHtEUWﬁﬁl ﬂFé??WF%@BTﬁB?ﬁ?ﬁﬁﬁdh%%ﬁjﬁomﬁﬂiﬁUé”FPHﬁ

gener ati ng dﬁmwcemmmuamkhmnmﬂwﬂhﬁ eamhm@bh@mnomemSaamehw&&KmoﬁaﬁhmMnhque
time genera |Qg %lggt%ccunulates el apsed tine in unit increments froma
starting poi m% % different for each tine generating device, where

the starting p0| i s@ﬁsai %@Iq herc €% fbe '-!EUegilljgectiﬁt%oles. First, the network connection
between the client and server, if any, may not be secure. There is a need for a secure link

between the client and server to prevent access to these communications by unauthorized

20  persons. Second, the client itself must be very secure. Otherwise, someone may use biometric

data captured previously or elsewhere for authentication. Third, the capturing device may be

susceptible to tampering, and the link between the capturing device and client is vulnerable.

A number of prior art systems and methods have been proposed for controlling physical

access to restricted locations and logical access to restricted information.

25 U.S. Patent No. 5,933,625 discloses a unique time generating device incorporated in a
computer and a device allowing sequentially manufactured computers incorporating such a
unique lime generating device to authenticate each other over a network. Each unique time
generating device accumulates elapsed time in unit increments from a starting point which is

different for each time generating device, where the starting point assigned to each unique time



WO 02/ 32308 PCT/ SG00/ 00177 2 device is different by a predeterm ned
interval. Using this device, nmutual authentication can be achieved on the
basi s of we2asetinul ated ti ne by each conputer. The uni quBCT/RGe)/@at7a can

al so be used as a single-use password. The identification and

aut hentication of a conmputer or a device is based upon the presence and
function of the unique tinme generating device. Therefore, 5 the security of
the systemis based on the security of tr}e conput er. Anyone who acquires a
conmput er containing such a unique tine generating device can performthe
aut hori zed actions, Such conputer authentication cannot be confused with
personal aut FRFEITHITFBH bY Mordesenncd UR:rval PtienthisNovicd m%&,qﬁaémgl@,%g Dote
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the prior arécrto aut henticate a user lgjy 5%;%001‘)&%0@%7 %ﬂcé““tcﬁé“ﬁ@e‘}lsohas in
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net hod and dpfFar e t§§3¥ 6%5 dS’ESC'IS’NOnQ?ﬂd@tabeQmWaS’&p@ﬂ@&;al feeRlaing to the
di scl osure, a usrﬁr s PIN and a random nunber generated at the client are
encrypted to for t'STGYRM NYRIE i1 foepthengerte sty megnstaf amariile thedscah@mghiwi t h

t he randtdm mbcﬂwﬁseis@n&oﬁﬁﬁrﬁﬂé arf &Ees@&@@f&y&%ns d?‘tmf&pﬁtxcﬁ]q(rng\%{ to 1% R0, E Lously
stored PIN is,agcessed fr entlfa sdata I\g ﬁ\H P/ the same encryption
algorithmto the prievi ously SRR dHmBiNe dfotrh‘éce?oo tidingn harkizeqoutts ansf er r ed
fromthe clingnitork Ctoﬁta?utsea"cmmtsgéureraamaslca:omewm&eﬂfe msdze@tuké‘dleﬂﬁer‘r‘xpgfecure‘é’p' ch it

conpar es to cfhatenkB&BieNedr L0kt e ndi cates an aut hori zed
user, In another embodi Ment. o %eﬁ(grr%gc |rdélﬁ?m?nlcgplercﬁlacé“”edgﬁﬁh%ﬁﬂl eh the

r andom numbd¥ 2GERP fCRPnbY mff"ﬁ@“@lth%ﬁ? not feguigrshegh staudiobvi at e t he need for

transfergl ng the-pPl N serégg4 Here, the user PIN may be forgotten,

stol en, damaged FeT e %{enttl 1 slef dudeses & methgddaiderpaaweron gentnefdaer code

can 25 be ¢ewsisioed. Ac&mdmge:rthmsdmdrefmseraa#nwawd mn&ﬂmmoextgreﬁé?ﬁéﬁ $icon of

i nfor mati on i hRen4$80F r d encryption session key), as
disclosed in Canada %gt ent&l{igag&ell d%ﬁfierd:@g %19181 p, trﬁ?féyifgélong &b d9daParent No.

2,105, 404 ( UJ@)er F%lf eanYer (g5 coxspazm 562';})55 ¥yes alpreowedy stered RMNOK ABEkISONF&S 2
data file. By applying the same encryption a Igorithm to the previously stored PIN and the

20 random number transferred from the client, the server generates a new user identifier code

which it compares to that received from the client. A match indicates an authorized user. Ir;

another embodiment, a dynamic identifier code, dependent on the random number generated by

the client, is used to obviate the need for transferring the PIN to the server. Here, the user PIN

may be forgotten, stolen, damaged or lost. In such a case, a fraudulent user identifier code can

25  be generated.

Another method for achieving secure transmission of information is the use of a one-time

encryption key (session key), as disclosed in Canada Patent Nos. 1,340,092 and 2,236,406

Canada Patent No. 2,105,404 (U.S. Patent No. 5,280,527) uses biometric information as

part of the "seed" for generating a token, with other information such as time-varying

30 information (e.g. the time of day) or a fixed code (c.g. PIN). The token is then communicated to



part of the "seed" for generating a token, with other information such as
time-varying 30 information (e.g. the tine of day) or a fixed code (e.g.
PIN). Thavooks23o8 s t hen conmuni cated to WD 02/ 32308 PCT/ SBODAQQIWT77 3 a
host system or access device to determ ne whether access to the host is
permtted. The host nust be synchronized with the security nechani sm so
that the tine varying code is identical._ U S. Patent No, 5,343,529 uses a
server-generated request identifier that i s specific to each transaction to
ensure that access information is different for each transaction. The
server 5 senfst §Hiemr®@guest devide it defdneihc woctbdiacebs ente osjs @atnitegd. Bedess and
retrieves a user i Lfier tabase a
irreversibIem?$éﬁ??%ﬁW&??W“hkcg?Hgyﬁgg?ms ?PE%QP%RE§”$QO&”SM§%C entifier,
aut henti cation cede (HeNEIALONLS 53 usw@S&Largai;en@eadm@esttmn@&nnﬁers specific (0

i ndependent |y generate an “authentication code t he server and client
aut hent i cat i @eh codesontetahie thecsst FErmPER ii fioren deesd rmppserTheistvEhe

user identifi.gf hSreQRbBLMEHDY t@@ﬁ&@&que@m@m&mﬂ ttheves TEE SRANG} REmUSET
10 fraudul ent accesS can_be gai ned. Myreover, such net hod. cannot be used

in an authen@*@ﬁf16%’4@V§¥éﬁiﬁﬁ?éﬂ“ﬁﬁmVéF?ﬁPéﬁPWbW g?“ﬁf&ﬁ%#?f@’dﬁ?ﬁ“
because the hérﬁlﬂyxemuebdueuM@ﬂésie(aérnta:ts la0ihic slicht and@ttthe geBEn@Ebedtig semme: @ode

for different bionetri .a ai.ned fol |l owin The
T cvbr o1 br cuyrpuftaRs oce o B SATR S ci AP SFERLALBE folel mblE OO T
data. |f theachist. Bdweivergs thamueer lddmffifeeus eminedtbheomtrmevtéwhabltl@ corcapfliog pseresul t s

wll al SQq b efrz%'dlﬁl%nq gcggs calBFé)g@rﬁe ' %rc%mu%a m@l\(@dﬂlca%ﬁ)d’t b@-us:Lé 1r$zlnnag{h@nt§3§t§o$xonal -
characteristic |ngerpr|nt cannot be exactly the same due

to the existepsdast oeamfweﬁlwfm@@caiﬁ@ boeapieaq wiseersible Eastorpatiag will not
condi tions. JhenehRrene &e kdrliBNehShiotharic dataanshied, aBdxpRMednl the fbmﬁg TH2 t he

generation of different codes lrrevers e sformns i ncl ude
the hash a|gﬁPW¥%ﬂ?5ﬁH<EB¥P3|%WEE%WEBPS€H§‘ﬁdﬁi??%%%Cdm% &HFQ%’UE@ *8F a

di fferent kesiffgentase dredirfiflerrantore risuly pill dsp teaidtdrdnt. BIOMS. saRgleseeen Mo .a

5. 778, 07150l 361056508 ROLABOE R Gl YilBhACCAA L, CRR AHERARL A3 Gt he

|nd|V|dua? m%%wag#s encry data conmuni cations. This disc osure
uses an i deaexssiemid @frcaptvmlgtw apd vaz:ah@aan PRIVBAE cNgitions. 1Hgrefgy an jisverp ble

generates a &&@@nMﬁgykﬂgIgﬂﬂhﬁﬁh@@Qm@ﬂ&{%pHﬁkkhtC&QgeunﬂﬁpMdbhn&h@mﬁﬁer S
PIN. The encryption result and the tine-varyin er _are s server.

At the servelrdngaans ppade,behesh ggogimg a’}decteft?lé\?éﬁgﬁtﬂ% I L éc aLH?i of

encrypted togeathekeyitdl adbfetdneentgp@invedt.t i me- varyi ng number to obtain a
second encryption result. The user is considered to be authenticated
properly2bf the tUsd PernorNpti’dhotledsslopes arpatiette security device that can authenticate the

individual who carries it and encrypt data communications. This disclosure uses an idea similar
to that of Canada Patent No. 1,149,484, which generates a time-varying number and encrypts it
together with the user’s PIN. The encryption result and the time-varying number are sent to
server. At the server end, the user’s PIN is retrieved from a database and encrypted together with
25  the received time-varying number to obtain a second encryption result. The user is considered to

be authenticated properly if the two encryption results match.

U.S. Patent No. 5,870,723 provides a token-less biometric commercial transaction
authorization method and system, It uses a message sequence number, incremented each time a
message is sent from a biometric input apparatus (BIA), to indicate each separate attempt to use

30  the device. It also uses a transmission code comprising a hardware identification code together



U.S. Patent No, 5,870,723 provides a token-less bionetric comerci al
transaction authorization nethod and system It uses a nessage sequence
nunber, wW@oEsBN ed each time a nessage is sent froma bPOWSGH/@1TMput
apparatus (BIA), to indicate each separate attenpt to use 30 the device. It
al so uses a transm ssion code conprising a hardware identification code

t oget her WD 02/ 32308 PCT/ SG0/ 00177 4 with the increnenting sequence
nunber to identify the sending Bl A and #0 detect resubm ssion attacks. The
system disclosed in this reference is not readily adapted to use as a

nul ti-purpoge, .device. of t dr. esses t he
security proﬁ A e|mscrtmé1 cqr%g{/cfzgﬁlg A fggn“oﬁ\/\%ge”ﬁ“%??/gsr%zi?:aggcyéctsenr%s Slch as

t hat shown ntmclﬁl th SystameiiSslasﬁé@t'ii%k@rcn@umwdl@m@w P NVENTI TGN -Phrgoer esent
invention pggesents a solution to the security holes inherent in prior art
systens and net hods of user authentication. The present invention includes
a system and net\adofahe ;&1& heRehieatd NGvdidaRBty he sdattd problims kksgiibadiiyent  of

t he net hod accordlng to i nv on co |ses encrypting a first
session Rey' WY paorfafir%st‘e”gﬁﬁ‘?‘)fbﬁ}at 01%%5’7%?{%1%)“@ sr“écc? R ng and decrypting the

first session key using a second EK, capturing bionetric data (BD)

corresponding to a user, enckyMNVAAYIOIErSERYVMEREIGP Using a second session
key, receiving and decry ti ng t he encry ted &e%t ureclv D.using the first
I

sessi on key, conparicHy tenig FGFeY® st Hid° gPevictitts cs P TBrrana
verifying thatmamdeleapssad udbalthanmecabet ween transm ssion of the first session
key and transm ssion of the encrypted captured BD does not violate a .
ti meout criteri Ghe preontanyentpnansiudesrt sysem endivirthod apruthceldraBR, biastdicdetst Aoyi ng

the fingt SRRAhRR KeY¥e nRAROL u@cror&r@o@dﬂhgr%&gmpinvmen ehiad @& il pgLo the
pr esent invention corrprl ses encry Ptl ng first rressag‘?efgﬁvﬁfﬁ i fication code

(MC) with gs9vkey Wi FpiAnFgRiqResy %cré‘ie\)’i‘%d“%ﬁlfﬁryptﬁ PhEFYURBEf i r st
M C using aa &e&ﬂm eiﬁ@lhyg)mlbxean&(&ya (Bmpctruﬁpon@nﬁDammr rea&mmglthegapt@ed@mlser
encrypting the ca red nd M C.usin the se d en |on
key, "recei vIH * ﬁdm aeésé?nq‘efli recelmﬁgeané(rgliecrr{})tl{] a4 encp’%’ﬁefl etf t'E‘BS: *'g %ﬁgﬁ

usi ng the fsessdn I@Y]cmywbn&)we kepjurecCRiprpatt irgvapusly bered Bptand edifBD; mndn pleagsed ousl y
stored BD, mgpe@weenganwgm&ﬁ&%%&\ﬂs&sm@yfakbetramnm%tonl\& ﬁ?e epc ted VS dMEHO that

an el apsed tinme between transm ssion of first transm ssi on of
t he does not violate a timeout criterion, so as to authentlcate the captured BD and destroying the

first session key.

Another embodiment of the method according to the present invention comprises

encrypting a first message identification code (MIC) with a first encryption key, receiving and

20  decrypting the first MIC using a second encryption key, capturing BD corresponding to a user,
encrypting the captured BD and a second MIC using the second encryption key, receiving and
decrypting the encrypted captured BD and second MIC using the first encryption key, comparing

the captured BD and previously stored BD, comparing the second MIC and the first MIC, and
verifying that an elapsed time between transmission of the first MIC and transmission of the

25  encrypted captured BD does not violate a timeout criterion, so as to authenticate the captured

BD, and destroying the first MIC.

Another embodiment of the method according to the present invention comprises
encrypting a first MIC with a first at least a portion of a first encryption key, receiving and

decrypting the first MIC using a second at least a portion of the first encryption key, capturing



25 encrypted captured BD does not violate a timeout criterion, so as to

aut henticate the captured BD, and destroying the first M C_ Anot her

enbodi mertwo 01/323h& net hod according to the present inventi PET/SGHHIVLEES
encrypting a first MCwith a first at |east a portion of a first
encryption key, receiving and decrypting the first MC using a second at

| east a portion of the first encryption key, capturing WO 02/32308

PCT/ S0/ 00177 5 BD corresponding to a user, encrypting the captured BD
and a second MC using a first at |least a porti on of a second encryption
key, recei viPgcardraéos pptisigentivetingnioroppived BOapd usceddBDCanig 2 SecaneisM C
using a sec torl & i ng
the “capt ur e B ard orevra0arh "t orad B combar ng e s e R The
first MC, a¥trrs Nr Pfing ‘h@“?lﬂa"l‘ It & Papeear thrcri‘@mb%ﬁmhmt kanseigsinphcof t he

first MC ar@pwcarlama&sb@no@fy qdred penesHpLed (e apdod @@l&@ddﬁ)@ﬁrsn%cv Qlate a
timeout criterion, as tq authenticate the captured BD, and destroying

the first> METAE ‘a%aa WAL OHYEY LR FIBY O%ﬁfi’f highMIE 01 fgrsBTBivetof itk dat a
according t Oent:xhﬁtecpb@sem BD idonseiat violate OifdoliiS@iSerian, &e@urcEaL&echatre,thcacéé@Tr@baSe
connect ed toBIS e S&I.YEr f of %I%rl ng first bionmetric 10 data correspondi ng
to a uni que uSer raent 11 cati on code (ID, a client connected to the

server, and a bi q%wbb&mgﬁltoaaqwr&as&% Cind ﬁ@ﬁ?lmsggm&%% ttegé%%es&ln' ent

f or capt uring second bionetric® data froma user, wherel consi sts
of an i nt egriAtSHOTHAFAWES &SCGHE ferver it daibass prapgcted o ‘Ph@”@h@bﬁpfﬁérﬁm bigrsirignet ri ¢

dat a captmrejack&\éhes@o@e,rglt@é mmwb@f ideBEMNon cafRdma, mgx{te&msa{mwe sErvicephdor a.

private key soci.at e are stor 15 internal to
Phe. BCD ant LARTHES PEAGTH SHrBAErD b B g Or 6 e AT 0N bBEnd

aut hori zed dQerfeonmekr, hdreic hnBOD chesiswod ad inegratoy hedtes vl i ntervention. In a
further aspect of the enbodinent, the BCDN and shared symmetric key or
private key arehd@satﬂ?eéy@cdh%mb@@‘élﬁwwlpmgmf Hea Papizet deoins sarinl maeer GCADA)whi ch

they are staned swhens et&ﬂ@%%h@ﬁ&%%@e?%@ﬁm@&ﬁﬂ% hd8cBGR st&Qd hemph&sent
invention al.so inclu i) ﬂé%sbtem gnd nmet hod of verifying |live capture of

bi onetri & ddFMgARTE ©5PI Ph EDRYE Torg st iofe FTR ndeuibeincg of
bi onetri ¢ dagtaonrac@otdhage modifikiypresenbteivéenvient i on conpri ses capturing a
sequence of characteristic feature inputs by a user, extracting fromthe
sequence a ti me- Var {prthey apneepé theyembpdimpe, GhBERN et setadoyhmeitikey or private

key are destroyed by overwriting the locations in memory in which they are stored when an

unauthorized user opens the BCD.

20 The present invention also includes a system and method of verifying live capture of
biometric data. An embodiment of the method of verifying live capture of biometric data
according to the present invention comprises capturing a sequence of characteristic feature inputs
by a user, extracting from the sequence a time-varying property of the characteristic feature
inputs wherein said time-varying property is known to evolve in a predictable manner, and

25  comparing the evolution of the time-varying property against a predictive model. The system of
verifying live capture of biometric data according to the present invention comprises a biometric
sensor for capturing a characteristic feature of a user, a sensor driver for acquiring biometric data

corresponding to the user and means for verifying live capture of the biometric data,

The present invention also includes a method of preventing re-use of captured biometric

30 data. An embodiment of the method comprises generating a first session key, using the first



i nputs wherein said tinme-varying property is knowmn to evolve in a

predi ctabl e manner, and 25 conparing the evolution of the timnme-varying
property veQar/sest8 a predi ctive nodel, The system of veri f pE§GOiI/00e7TCapt ur e
of bionetric data according to the present invention conprises a bionetric
sensor for capturing a characteristic feature of a user, a sensor driver
for acquiring bionetric data corresponding to the user and neans for
verifying live capture of the biometric data. The present invention also
includes a ”egtsgoqcy% ﬁo}ﬁt c%n%lgrgcaf)@lrcu%%ngtncQthE)th(ﬁ @ir@‘w@%ﬂrh@cssx&@k@at a, An
embodi ment  &f°the ? rises generating a first session key, using

the first WO 02/ 22308 BGhamsEQr aQ Jn?c?hod 60@@&851 @RAerkiBy at{dst deeslag,cptlcneﬁczmypt ed

captured bionetric data, and dest first eSS|ond eX A fg&ther

enbodi ment ¢pi% H@C‘Y?@f’ﬁhé‘ﬁly@mjrﬁmt blél g‘f_t nd 4 scgon Sntlcssrrée ] cn ication ¢

i dentificatiQfdesGOGEE, ihd@emdapdigengnciiyptogd capt ur ed bi onet r| c data and a
second nmessage identification code, and destroying the first nessage

i dentification cobtepredntTinentndsent inlndeepticivdfof Feisisring nBLRAES 2 anoffdd of

registering a QiQfion {y8Gh ST dnfbSdifet $EThe GhetiR oz R@AR £at i ON
system An eﬁ%gd“ﬁétgmq¥gyhe n%tlglyof reglsteflﬁ a BCD ccor%t%% to the

present |nvdﬁﬂ?@ﬂmcbmvpﬁ@e&f%@§F@WVﬁqm5ﬁ”§ﬁ6??5??dﬁewey”PB ‘Phie
witing a fiJsh, aatflrLt%ﬁi%Est 2 phbt bOhe chryfph@) eRahY PBCON doeyspanithgao BEDND

correspondi ng to the BCD into a atab an 1 wd east a
portion of tiRe ashEbyptPHRT ik SrPdc B H‘%mon S R\ C“ﬁéﬂg’“%fgf‘i %ﬁg tt%gt he

BCD. An eibogdin@itnteafal bolte BTEL hod of reglsterlng a BCD accordlng to the
present invention conprises assigning an IDto the user, capturing |ive
bi ometric data fdn ethedimeepf ths methphef epigeringiadifeR picerdpgra b RESHE B38T8k ed | D

In a databas %mgggeg ag%tnlng aRGD Ao ke SkerOfapRRRY 1iGAbiIbIAAS: tida VHﬂItICehJsérhetonﬂ.gSIﬁE IS

aut hori zed a ese and ot her enbo enti0
becone readlmvnﬁp$§¥%ﬁﬁf$%mﬁﬁb@édemwB¥8ﬁﬂgFg%gﬁﬁﬂptmamﬁ(@mg?F ?gh%fhe

foll owi ng deggrik PlihddRedateetshe i nvention, which is to be read in conjunction
wi th the acconpanyi ng draw ngs and appended claims. BRI EF DESCRI PTI ON OF
THE DRAWEINGS Tme@spmmtemmm@nm efrtheviinfentidsevih Bycpas ey epPraFaod NPt H r ef er ence

to the draw 095 ar sﬂll%h&i}t frorr?th E)ll@llnédém%n @ecamchent wicat ik @me s48tnem
typi cal of t he prior art. shows an tygntjcatlon syst em accor di ng
to the i nvemqnnlnchon with the accompanymg drawmgs and appended claim

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be better understood with reference to the drawings, in which:
20 FIG. 1 shows an authentication system typical of the prior art.
FIG. 2 shows an authentication system according to the invention.

FIG. 3 shows an example of an authentication method according to the invention.

DETAILED DESCRIPTION OF THE INVENTION
The invention generally concerns a sccure user authentication system and method based
95  on verification of biometric information unique to the user for restricting physical access to
locations and/or logical access to information, wherein potential fraudulent use of the system is

thwarted by preventing the biometric information from being used more than once. The system



FIG 3 shows an exanple of an authentication nethod according to the

i nvention. DETAILED DESCRI PTI ON OF THE | NVENTI ON The i nvention generally
concer ns w0 8B3230% user aut hentication system and net hod bREBEGIRH1TN
verification of bionmetric informti on uni que to the user for restricting
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itself is m@t@SSS%WlﬂfobMatﬁ)af teg&kaﬁlﬂlb Iagad}\tor bymsieacply 8 £ dmpRanS ("16g¢al

| |
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securing thexww@acnw ik lin béocatancie nthidhctekros strcghy Lingeld, andiioxtqmtahmt:ans Thoe
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nunber serves as sessli on or a current nessage
i dentifi cat nrothe wbdide s«a:vqsore@wwadawaﬁb%ﬁma@r PWosfor gepefpliniedirgagest number

conmmuni cat i eanhalAWEH®, erers @xar@&s@makego&emcuaad massﬁg@cma{tﬂaanslofaowr@, for
exanpl e a nodem dri ver, Jg_‘ ion nodul e encryption

8d whi ﬁ er fI or s
and decrypt CORMFUTERT B‘H%“ 4 %‘?J“WF“FBW’ZTH&N °c5 gPlerhBOSHE AYpt i on
and decr ypta!;sﬁcnatai @amartehms eea(mm edddoy drivee ae oarydibn mdmdlﬂ ehiglr gerfoehd known
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i nt egrated Cl rycpw ny suita cryﬁtl on ori
known in théecaYPﬁIOIaFiQOFalvr@S seeudrbytihtengyriigr meflule pre Wen wemitn lérﬁhe aft@gpd @mw e

| nt er nat i onals;qBat & BACLY RidORpiNcaRhi Hbmd( InkEAled Rt EMaey ptien Shandar d
(DES), Rivest- Shamr Adel man Encrélfmngn Al.gorithm (RSA), and elliptic

curve CI‘%Ppt chy)éﬂtlg gc(rﬁlware known in th are within the scope oft e invention, for example
International Data Encryption Algorithm (IDEA), Data Encryption Standard (DES), Rivest-

Shamir-Adelman Encryption Algorithm (RSA), and elliptic curve cryptosystems (ECC).

The server database stores information relevant to the authentication process, for example

a BCD serial number (BCDN) 222 unique to each BCD, an encryption key (EK) 224

25  corresponding to each BCD, a user identification code (ID) 226 unique to each user, and
biometric data (BD) 228 corresponding to each ID, previously captured by a BCD. The EK may

take the form of any number of encryption keys known in the art, for example a shared
symmetric key or a public key pair comprising a public key and corresponding private key. As is
known in the art, in the public key infrastructure system, the public key of a public key pair is

30  assumed to be accessible to all, while access to the corresponding private key is restricted, and

there is a trusted third party which issues a public key certificate indicating the entity (e.g.



The server database stores information relevant to the authentication
process, for exanple a BCD serial nunber (BCDN) 222 unique to each BCD, an
encrypti ovOo kB§230EK) 224 25 corresponding to each BCD, a BEBSG00/00177
identification code (ID) 226 unique to each user, and bionetric data (BD)
228 corresponding to each 1D, previously captured by a BCD. The EK may
take the form of any nunber of encrypti orf keys known in the art, for
exanple a shared symetric key or a public key pair conprising a public
tey ?”19' COr I @eReN wiGehpd ﬁaamcene&wonggsxnitseCd&e;wmaieglsymia& kay, mmgmhwbl ic
ey infrastructure syste p of. a pu c key pair i

nesuned 1o b adedestir e e AP ks fer Ty RS S BB Ra Ra R var e
key is restrikef ed,a pundc l\é)hﬁfnesuosdxag tor ths BED s tphivatd kqyamwhije WhiBclD $tesugsoan
public key certifjcate indicatin i 21323

PCT/ SG)O/ 001-?4?\\7:1{%!\ ea\llllél CCl\C COIg(hS ?%IHEQ%LFXCI('%e%thg ’1% %.E Clﬂdyagce Of a
shared syrnetresidentkeydatatoher Ekimprs dshie @ﬁ?mabﬁp Ibmsdﬂivetr lee d%erdvterfllfanrddtpheplB@D I n
the case of R deGick ey J@a%l LiBea eI MEROR OF EFhd fs& i @A RNV ALE maKEY, and a
public key cg?e%esgi;nﬁél(n © prea 'BCD s private key, while the BCDmgtoraes its
own privat e skiego dmac%Gb’hi“@mk'éfyd’é@?‘ﬁéspondl ng to the server's private
key. The dat abase_na resi.dent dat on evjce | ter al to
the server or as H'°daf% 2f3§I‘ aBﬁer?%ér%ftp Ser?‘reén%ggpdﬁggcé ot ?(afﬁbl e a
di sk drive, GCRmRGMn Bt BCDNThcﬁ rermedt fcprcheﬂhtntxf:auoxattcv bninpodeo teyysee &y a stristg of
nuneric oy, alph he. ¢l dent %rcp(gésa@ b a ween
t he serve{ an ?henp% ﬁhﬁe{)@m&%{g{s Onc} Cfr%dt exanpl e Kan be %%%Dl{l i Sep’?équest
for authenti ead ihoBCDt Bxdywles nbmverswv@clteﬁéWéfy@theﬁﬁowofaheug@rﬂ@wlude figentiae

client also gygtmum&h@%@mﬂ& Qaw&ts S ¥R sPRSROGEDaRAfclerANdofigf t h
bet ween the server and | es of servers and clients within the

scope of the SYHRRSNT AN EYBLFE Cf”i“ﬁ‘é‘ﬁéﬁe%&”iorl‘s SYEFRESE T HOES VAR SXPERiNy  ATM
net wor ks, st @gka elxghange Systiemtrodatvhlzasesds ysit erss thse@wfnctgffectsgtsﬁenm and

gener al pose cC rks, r
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etc. and20 transmits and receives th1s and other mformatxon through the chent to and from the server. To
enhance the security of the device, the BCD is an integrated hardware apparatus. The device
comprises a biometric data acquisition module 242, a communication module 244, an encryption
module 246, and a memory 248. The biometric data acquisition module 242 comprises a
biometric sensor and an associated software driver for capturing data. A number of biometric

25  sensors and associated drivers are known in the art, for example video cameras for recording
facial images, fingerprint scanners, iris/retinal scanners, and voice recording systems. All are
within the scope of the invention. The communication module 244 comprises communication
hardware, for example a modem, and associated software, for example a modem driver. The
encryption module 246 performs encryption and decryption functions. The encryption and

30  decryption algorithms may be executed by one or more ASICs or by conventional integrated

circuits,
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20  designed to detect only fingerprint images captured live. Another example is facial image
capturing: as a person approaches a camera, the motion vector variation derived from the facial
images has a certain predictable time-varying property. Data which are not captured live, but
rather are generated off-line, do not display this time-varying property. Therefore, biometric

data captured live will be recognized as different from data which are not.

25 An example of a user authentication method according to the invention will now be
described, with reference to FIG. 3. According to the invention, a user seeking physical or
logical access through a client must be the same person whose biometric data is captured by the
biometric sensor. The user initiates the authentication process for physical or logical access at a
client by entering his or her ID (305). The server, through the client, may prompt the user to

30 input his or her ID. The BCDN may already be known to the client. Alternatively, the server,
through the client, may prompt the user to input the BCDN. The server then receives the ID and



traces of the feature points possess an identifiable characteristic. The
vari ation between the imge features of different frames can be cal cul ated
to i ndi caveomsaesdher the bionmetric trait has been capt ur eBCT/SG&/00FTY
fingerprint capturing, several of the sensors known in the art are 20
designed to detect only fingerprint imges captured |live. Another exanple
is facial image capturing: as a personl@&pproaches a canmera, the notion
vector variation derived fromthe facial inages has a certain predictable
time-varyi n@@m@%wch@aﬁﬁo whi ch are not captured live, but rather are
generated off-line, do no Ji splay this tinme-varying property. Therefore,
bionetric data Sdpqun@d tHeisM@cr\htohgiige FIREOGDBINFEtheaSerd hip@nientiohépmudat a

whi ch are not. Ie of a uyser authentication net hod according to
the inventi dH° WC%&EG‘@?&) ‘H‘é%@?‘isbﬁ‘a‘””%aﬁ’wm C@f ecﬁ BREE D el Be Ut d8F di ng

to the i nverkingi o diserc sx@eignmgmpgtym tahl ionge, lir@zg;le@)alheaaﬁﬁaslrtshcﬂoughc a
client mjbs sergcrt he%_lr?_ltgc esEJ %E)en%la}{% %qh b%lgr(ﬁ\tgh r%’irx{g)?}ta%y Il\novs; trlél/rgt?oq b}é Ito

bi onetri ¢ sensor e user I Nni € aut he 1 ON
physi cal or ckoglcabhagd seometat key orcthq pubtic gy @it mblingeyhies, mrrestpendlriQJO(thOS) :

The_server, LBroughphhes:6) k b2 TkoncARY oL flsDRNUISET LQioAOkey hul nfl3o T her
M The BCDN nmay already be known to the client. Alternatlve y, the %erver

through t he itepifEaton Cﬁwi‘%fr)ovhﬁo%h if fHereq g die SEEeTineEEY- {THe SBEDRICTYPR dhedBH BAY  t hen
Eecel) ves [-)hQI&thQEEt (y?) B 132308 t%&rﬁ@ﬁlr&@l\lﬂz thelSCD BEJah fhe QIEBRI @3ss)clai ent -
310.Sseu tesrver hr.o tsteuerto
S i R A TR TG N S R T L T

capture of aecoﬂdailaah@ervsit1|n@elsﬂageneoﬁ)rymhgrws@tabaa‘edmr futenca¢fpbree (3H@). or m)re
fingerprint inmages, a facial inage, |mage of the retina or iris, etc. The 5
server then ret rinsVsd ecoyes pdedogrinia baee ¢ B rsientyihihe RCRenerioey. &ongxammbwn

encryption kelared §fnmeBxHIPlLHd pamg RY o ¥ IPIBIl1icG pklexheognc;zvg@d ﬁgbkmsm,yt of a
enerates a

public key pair, correspondi the _recejved

random f i r stEARRNESAEOmEUL cg BPVE%%} hrses Gl §%Jg5é°res ‘HB}‘?EHP? |ac‘5rﬁe| BEx értﬁitfét”(gBZS)
whi ch i si15st dlfeahel an whiak tte BIV @ tis qapnm®d y355)TI’i[ébe BEDVBEN @DGPtY pies311 he tiftderisdex RN
using the EK %\%Q)mx%nt £ Qélnhgémgg i}/s%E(%g RI\} %e%graﬁ[l\l rom the ﬁst t hrough

the client (3?3 eX| |ca|ngthe Ime a
encrypt ed fisgssipn RN GAeS- tA#famstmeth gdhet stk sBEH s m?%@n@e@ﬁcwntch@e derver in

the server nmRIUPINL th%@ﬁav&irsy%@@q@@@eorft@rpuislut}@y 6fd’ﬁfbﬁ£ %Cp@nééé@;)onm@@ BCD
recei ves and decrypts, usin I.n for exanple

a shared syrﬁli?é’fr?"?réo %thotpe ﬁé i P‘Q?é’taéx‘ﬁa/ § and 25eR5Pg RN I%%T?raﬁglfrf’m therfast

encrypt emd fiRNStThRBICO3HKén)tzansmits the encrypted message through the client to the server (365). The
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and all capturing devices linked to the server.

The server receives and decrypts the encrypted message from the BCD (370), using the

first session key (retrieved from the server memory) if the first RN is used as a session key, or an

25  encryption key, if the first RN is used as a message identification code. In the latter case, the
encryption key may be the shared symmetric key or the private key of the server’s public key

pair. The server then retrieves previously stored biometric data corresponding to the ID from the
database (375). The server then compares the retrieved BD against the BD received from the

BCD to determine whether there is a match (380) and calculates the elapsed time between the

30  transmission time index and the capture time index to determine whether a time-out criterion has
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and aut hept i Qﬁtvﬁiuﬁlh@gﬂd@e@f for ERAISple a system administrator or technician, who is responsible for

certifying the integrity of the entire authentication system. An exemplary registration process
may be described as follows: The registrar verifies the structural integrity of the BCD to confirm
that it has not been subject to tampering. The registrar then reads the BCDN writlen on an
external surface of the BCD and assigns a unique EK, either a shared symmetric key or a public
25  key pair, to the BCD. The registrar then writes the BCDN and corresponding at least a portion of
the EK (shared symmetric key or public key of the public key pair assigned to the BCD) into the

sever database and the shared symmetric key or the public key pair into the BCD memory.

Registration of authentication system users may effected by the system administrative
staff according to the following cxemplary method: The staff assigns a user name or

30  identification number, which may be entirely numeric or alphanumeric in content, to each user.
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Regi strati or™ 0f b‘?rﬁcch%% Yus Sér ggrécgﬁélggtcé]nsma% dvré IS[grg‘ggSIr)eqj’lelablgﬁ;g/m%ﬁl‘m

aut hori zed 20 aisndited Huark s(oreeign glter arvyr, doftabpseedabyofiusnty. shestadindelidesi nligtal at or
or techni ci an MR B &ﬁﬂ%%h}giag folion<C6F tilel Y NGFoblMEod T S8kt Qfertibe
entire authe PI cation system ‘An exenplary registration process nmay be
descri bed asufiofiiconescssThr qudgitisttiogrand gpics insdnprmatian ip estvalda ity by of
the BCD tp CQIkikMD iRdtoniclickas not been subject to tanpering. The
registrar then reads the BCON witten on an external surface of the BCD
and assigns a Unifﬁ]dJ@stEK,an(Ein’éth@fof&h€51|ﬂ®d’né(di gyvitet nintekeliewels oft sgoudl iagaiddd key
pair, to the S t hen i eI%pDN rr.esponding at

| east a port'f 8?(1:%“% accteﬁsee%l% %é@grag%?hs I\Zln\’[lgne S(r%?ecPhh[ i reglsg% G%Qﬁes CE@F ' lh

public key pmmetxazs@laglaeda tegistetre fBGDyrint My @scpiver ca@@veérthqj’éttgaltpastemagﬁd Line

shared symmeLfiG; Kquuré R& RAHBLINGKEYndRAd s gRh Qe RETRCR, BB RBAYer session
Regi stration o aut entication systemusers may effected by the s¥stem

adni ni st Fat i ke andéar grefsaged &k G2HY 8° TREE g PEVRTRYTEY 8PN Pttty frhe

staff assignge @hn@ﬁ%ﬁthmwo@fequeao Thelgné-bitic6atisnabdudesnizarme »Vi/ﬁldcﬁzfﬂuﬂﬁg/wbieh
entirely nuneric or al g}gumsrleg1 in content, to each user. WD 02/ 32308

PCT/ SX00/ 001‘73'7“1“1&“?5“1_?3\?8"“ OWEPICc data for each user is then captured using

a registered BCD Sallha%m@mmﬁ sys?e @&@rdm D8R a%bALS adu@n%gorﬁrteafeﬁ%dnp t he

server dat abase. Subsequent e staff defines a 1ist ppl I cati ons,
for exanpl e Pphpsi aglvolkodnt ISorYéhO@P Pspipe drgeh g tterat B6R) tW(b“ \Rhld%f’r‘th hénYiser is
authori zed agpgesakéng uaslﬂtrﬁ@mdu%a&du@m;on@&d ita o€ SaplubtidSivk IV EIBRbE @shidan t he
server database with t associ ated |1 D and bi orret ic data he S, stem

and net hod JYOFHE: aﬁf@ﬁfﬁt@nmﬁﬁsﬁllﬁgcﬁ’teﬂu %%trﬁ’ﬁmfsg\/’é o gegﬁ i 1Y B9ai nst
fraudul ent aeces@nnol hereBEDh:camd nd herckinding tenest hiatberopdsipn kegwigtbefaaddevi ces

capture the nDLOTBLILRNA: e, @ RlaberatAPACLRLINL ki waraRanner

captured the fingerprint inage. Live tric data ensure t
aut hori zed |Wdf1@ﬂi1mm§cgla¢ﬂhm&°é%ﬂéss. The request nunber session

20 Various preferred embodiments of the invention have now been described. While these
embodiments have been set forth by way of example, various other embodiments and
modifications will be apparent to those skilled in the art. Accordingly, it should be understood
that the invention is not limited to such embodiments, but encompasses all that which is

described in the following claims.



10 key and/or nessage identification code ensure that only the current
nmessage can be used only for the current authentication request. The

ti me- out w0 02/8230Hn reduces the time w ndow during which PeReGU/@MT7 access
can be attenpted. In an authentication systemaccording to the invention,
any authentication request from an opecr]bnetvvork (that is, wthout passing
through a registered BCD) will be denied” Any 15 authentication request
made using static bionmetric data not captured live will also be denied.
Mor eover, amheixiympteiel nessage i ntercepted during transm ssion between the
BCD and the server cannot be reused because no correspondi ng request
nunber sessjion,ke ho\éﬁotzllu“pe%“ga%ngioattr‘ td!ﬂf? server to decrypt the nessage or
no message identification code®w ' "6e"aVarTabFe for verification of the

current msssaggmVégngvﬁﬁgﬁpsggiogrkg%@gﬁggrsggg%ﬁgidg]ents of the invention have now
ese enbo

been descri bed. e I ments vé' béen set forth by way of

exanpl e, vari ojs.;ahhek @O RS ARG, kP flLGat bl Qe apparent to
those skilled inlth% artm/%c%ordirngﬁy, PG pg é‘%‘lé od that the

invention is n@btukihgbib@etrit Qats UBH) & ghdmmnb §usdPut enconpasses all that
whioh 1o desarpanEhib@at GEUB ¢ ﬁg% aime. WD 02/ 32308 PCT/ S0/ 00177 13

What is cl ai meghciypling the aptilddBIoludie Addtdnantskicakdyng bi onetric data
conprising: encrypting a first session key with a first encryption key;
recei ving and metviypinddgeryhiag fliereatrystes @b aredkBTy udits thgig: SQeAnEdy;encr ypt i on
key; capturing bionmetric data (BD) corresponding to a user; encrypting the
capt ured BD usiongpa@ngsbcopureidds imipriveypesly secdiBl aigl vaniyindeler ypdlapag! ke

encr ypt o0_GaBLUried A0 e AR ANSEIdhsty A5l ALK SATRALI 0, LhE cant ur ed

BD and previously store verityirng that an elaps tween
t ransm ssi dacsaPt tipletepitimsputsasg o kely agthehtitataths papssedBDomdt he encr ypt ed
captured BD does not violate a tineout criterion, so as to authenticate
the captured BISSUNHE herseyicAdethe first session key. 2. The met hod

according to aim1 wherein efalch of said first and second encryption keys
is a sharéd s [‘lpfiécqg _gtocalmlwherem each of said first and second encryption Keysis a

shared symmetric key.

3. The method according to claim I wherein the first encryption key is a public key of a

public key pair and the second encryption key is a private key corresponding to the public key.

4. The method according to claim I, wherein the first session key is a random number

generated by a server.

5. The method according to claim 1 wherein the second session key is generated using the

first session key.

6. The method according to claim 1 wherein the first encryption key corresponds to a
biometric data capture device serial number (BCDN) unique to a biometric data capture device

(BCD).

7. The method according to claim | wherein the previously stored BD corresponds to a

previously stored user identification code (ID) unique to the user.

8. The method according to claim | wherein the first session key is stored in a memory

associated with a server and destroyed by deletion from the memory.



3. The method according to claiml wherein the first encryption key is a
public key of a public key pair and the second encryption key is a private
key corraeponsi3pgy to the public key. 4. The nmethod accorBCHgGowet7ai m 1,
wherein the first session key is a random nunber generated by a server. 5.
The net hod according to claim| wherein the second session key is generated
using the first session key. 6. The nethod according to claim| wherein
the first encryption key corresponds to a biometric data capture device
serial nunmber (BCDN) unique to a bionetric data capture device (BCD). 7.
The met ho#l accoredry aﬁtbc%'Fiéi“mbf”WHErdéi“ﬁoTPfég Tt evi ously stored BD

corresponds to a previously staored user nt.)ficatio (I'D) unique to
t he user. eWéPtﬁéflﬁbsélméﬁéﬁr RG4S &9 F(ﬁ“; )earf(e:ra[ en‘irﬂp“ 3 ?(r?yst sessi on key

is stored | n a nenory associ at.ed, ) thmaq §ghr“x4erwapg“ggst royed by deletion
fromthe mendfsy: NAE %%F@fB’C'FB \& 0o 1A A et hod of

aut henticating bio trlc t ng. q@&ryptlngaflrst nmessage
identificatidi p%r@g)e d%% @H?Q(SFFQSL%O%I r?caryptl on key; receiving and

decrypting the firs B9 s@oSEMRNGHSNEL WBHdRAcrk N keygapt uri ng
bi onetric datar{”fi&lf%)gtn%:ec(ffl é%%gn |nngst8 a userIreg encrypting the captured BD and

a second M C uygir aml.'gecﬁggﬁ)@@e eNGYYRichRke& BW;and 6@l MIM@signkt fitecr ypti ng t he
encrypt ed captur and second M C using the first encryption key;

conpar i ngetdngptiomptyur ed BD and previ ously stor ed BD, conparing the second

MC and the first MC, and ver|f
transm ssi on ©MPEHE e rrpredBE g ev‘tog%%g SSI o c?? Cthé Seeg%]rd&g% capt ur ed.

BD does n@tg: W10l Al Qerfyihg ﬂﬁmmtelz{psddttMel betweersipangisistion ofahr-t i’rrretrMICcaltie t he

captured BD; and destro t he gording to
claim9 mﬁé?séilﬁloéﬁﬁ‘ll?eﬁffc gcf“?t% Ssngggﬂéggrtl%%mt%ﬁ %ﬁgﬁiég% |95 a shared

symretri Caktﬁé/ntlca’ltétheI&pajrenmmmﬂdaccord| ng to claim9, wherein the first MC
is a random nunber generated by a
destroying the first MIC.

10. The method according to claim 9 wherein each of the first and second encryption keys is
a shared symmetric key.

1. The method according to claim 9, wherein the first MIC is a random number generated by a

server wherein said random number corresponds to a biometric data capture device serial number
(BCDN).

12. The method according to claim 9 wherein the second MIC is generated using the first MIC.

13.  The method according to claim 9 wherein the first encryption key corresponds to a BCDN

unique to a biometric data capture device (BCD).

14. The method according to claim 9 wherein the previously stored BD corresponds to a

previously stored user identification code (ID) unique to the user.

15. The method according to claim 9 wherein the first MIC is stored in a memory associated

with a server and destroyed by deletion from the memory.
16. A method of authenticating biometric data comprising:

encrypting a first message identification code (MIC) with a first at least a portion of a first

encryption key;



server wherein said random nunber corresponds to a bionetric data capture
devi ce serial nunber (BCDN). 12. The nethod according to claim9 wherein
t he seconvdoM/&230& generated using the first MC  13. Ther@®sGawoatcor di ng
to claim9 wherein the first encryption key corresponds to a BCDN unique
to a bionetric data capture device (BCD). 14. The nethod according to claim
9 wherein the previously stored BD corrééponds to a previously stored user
identification code (ID) unique to the user. 15. The nethod according to
claim9 whereip.ihg Bridro%y{}(lnguiosnr&tmrcagiarig@ sBeolB M0E Y Afs@siAtiedirs Wi th a
server and destroye% by déeletion fromthe nenory. 16. A nmethod of
aut hent i catP#igPIBINdRBt ri ¢ data conprising: encrypting a first nessage
identification code gNIC: W t first at |east a portion of a first
encryption keySPNp"BrESEEEa P S@ﬂﬁ%@@%ﬁ?oaf%”receiving and decrypting the
first MC using a second at |east a porti of the first encryption key;
capturing bio CW’B"%@‘E 8apf‘§fﬂ)lﬁ26’}draes§po Hé‘f’%‘spé atgrsﬁétel?d;ﬂ e r‘%}‘p‘}f%{ﬁ‘éo‘e e
capt ur ed Bbnanptica ksgcond M C using a first at |east a portion of a second
encryption key; receiving and decrypting the encrypted captured BD and
second M C usi rgeidngaegichdypiing tegastyptad prpturdddiD ofd stéved SEECanids epcrypdti on key;
conparing HQ% g&g%%r§g@§(m§9gwg%ﬁMiQ:st stored BD, conparing the second
FiRSto™ ,an i

M C and the verifying that an el apsed tinme between

transmi ssion of,thend ik shMdBRR priAREMRI M Ohpd e RNEINPIEE AFARE Ur ed .
BD does not violate a tinmeout criterion, so as to authenticate the

capt ur ed BOirstAfE. erslsteriBVighlpt ehdamsed ine patween fransmygion pethp Ggst ¥dedrdli ng t o

claim 16 Vw?l%ﬁﬁﬁi&i&?&r{he(%fncr}/@&i Sabtuitld B1EheS G At ENGhaRt drRdtidke¥Ssts a public
key pair conprising a public key and a private key corresponding to the

publ i ¢ key.authgnticytg Eefaptigd PRe¥r di ng to clai m 16, wherein the first MCis
a random nunber gen%*gtgd b a server wherein said random nunber
corresponds t 0B B UNBE MtV tat a capt ure device serial

17. The method according to claim 16 wherein each of the first and second encryption keys is

a public key pair comprising a public key and a private key corresponding to the public key.

18. The method according to claim 16, wherein the first MIC is a random number generated by
a server wherein said random number corresponds to a biometric data capture device serial

number (BCDN).

19. The method according to claim 16 wherein the second MIC is generated using the first

MIC.

20. The method according to claim 16 wherein the first at least a portion of the first encryption

key corresponds to a BCDN unique to a biometric data capture device (BCD).

21. The method according to claim 16 wherein the previously stored BD corresponds to a

previously stored user identification code (ID) unique to the user.

22. The method according to claim 16 wherein the first MIC is stored in a memory associated

with a server and destroyed by deletion from the memory.
23. A system for authenticating biometric data comprising;

a Secure Server,



nunber (BCDN). 19. The nethod according to claim 16 wherein the second MC
is generated using the first MC. 20. The nethod according to claim16
wherei n twe@o01/382388 at | east a portion of the first encryptPOIVSGbEY0177
corresponds to a BCDN unique to a bionetric data capture device (BCD). 21.
The met hod according to claim 16 wherein the previously stored BD
corresponds to a previously stored user'® dentification code (I'D) unique to
the user. 22. The method according to claim 16 wherein the first MCis

stored in a NMeNpLY,ASSARdAlsaidNetvBr Br S&HNEIst BRehcARThQYRMpbMinded £t i on from
the nmenory. 23. A systemfor authenticating bionmetric data conprising, a

secure serverqueW® 02/ 32308 PCT/ SG00/ 00177 16 a dat abase connected to said
server for storing first bionetric ggta corresponding to a unique ID;, a
client connect eédiocaaEddesieicv oAl a biometric data capture device (BCD)

connected to said client for captuyj sec bj onetric data frgm a user,
sai d BCD consi§PPH6”6Fm3ﬁaWHFgﬁ@ﬁ#éggﬂ%WHﬁgpg)ﬁﬁ!9@m£%7m$ﬁgm§§%ngn1of clai m

23 wher ei n #ikgelSeaM Lot QRpdr] SEBCD doasidorohamibepragéharatromit.25. The system
according to claim23 wherein the server conprises a first comunication
modul e and . f iThstysemarf ypin 2hwnpduthe sergé conpreesybdm mwdor ghhergiot.o ¢l ai m 25
wherein the first comunication nodul e conprises a nobdem and an associ at ed
driver for Tonffhniysatagprding wetain 2Wheicip s seVEieAnPEAE 2 fifHIENopiel t h t he

BCD throughmtgﬁwﬁhggg%eng;tm;ﬁgdﬁgsten1according to claim25 wherein the
first encryp?lon nodul e cd%prlses at | east one application specific

i ntegrated g r gyl byskASkOrdin2® clahR8s SYELE MaRs sidhnigcdion sbailercadrivker ei n t he
dat abase stores a first at Teast a portion of first encryption key and a
first bi omempded drR aEapet €1VaRT CETRBIRYIe %ﬁﬁ@e“f"ﬂ(t t anéﬁﬁ%}’%@wﬁ ing to
the first af.kedstrod.astiican of the first encryption key. 29. The system
according to claim23 wherein the integrated hardware unit conprises a

27. The system according to claim 25 wherein the first encryption module comprises at least

one application specific integrated circuit (ASIC).

28. The system according to claim 23 wherein the database stores a first at least a portion of a
first encryption key and a first biometric data capture device serial number (BCDN)
corresponding to the first at least a portion of the first encryption key.

29. The system according to claim 23 wherein the integrated hardware unit comprises a
biometric data acquisition module, a second communication module, and a second encryption
module.

30. The system according to claim 29 wherein the biometric data acquisition module comprises
a biometric sensor for capturing a characteristic feature of the user and a sensor driver for

acquisition of said second biometric data.

31. The system according to claim 29 wherein the second communication module comprises a
modem and an associated driver for communicating directly with the client and indirectly with

the server through the client.

32. The system according to claim 29 wherein the second communication module comprises a
wireless communication module for communicating directly with the client and indirectly with

the server through the client.



bi onetric data acquisition nodule, a second communi cation nodule, and a
second encryption nodule. 30. The system according to claim?29 wherein the
bi onet ri ov@ayae3exqui sition nodul e conprises a bionetric BENSGO0/GoaT7
capturing a characteristic feature of the user and a sensor driver for

acqui sition of said second bionetric data. 31. The system according to
clai m 29 wherein the second conmuni catibn nodul e conprises a nodem and an
associ ated driver for communicating directly with the client and indirectly
W th . the §3er 1('2 # a%oa%gondi51g?o ccfiifne?.@rwhc %‘thcﬂ@v@onﬁ%%rﬁmoﬁ%gﬁlg'c&gprysgs zglkﬁ_litm 2.9
wher ei n th& second cormmuni cation nodul e conprises’a wreless conmmunication
nodul e foromedYfitini cating directly with the client and indirectly wwth the
server through the client. W 02/32308 PCT/ SG00/00177 17 33. The system
accor di ng 3o dhabywcRocottdineiariaingd svesid e EESE NHAY A YOIt BTETIFBIMPL®S “at

| east onemﬁg%ﬁ; 34, The system according to claim?29 wherein the
integrated hardware unit further conprises a nenory. 35. The system
according §9 ahaiMc3tcihigheidtiiRSiNBERIhEhORES sdtes SERRI AL RcdtRahiuens in

the nmenory a uni'que second BCDN corres ondEE to.the B 18 uni que §econd
at | east amﬂ6WﬂPdW%%S“@W%B@P@§?”%HEWW§E?%ﬁ g@ﬂ&&@#&%ﬁ@ gi 7y 1 { W BCON

and a fir sfeatst LRABoRKkdIQRDOEbPBndMg 18 HIRBUWN] an€nfifsypldagn poion oBHsecdtde syst em
according to claim 35 wherein the database stores a second at |east a

portion of encppioskdond encryption key. 37. The system according to claim 35
wherein the Sergggxgggqqggvg%g tc{%%;rsn;?ﬁaw grg;snetgeo crl]agab?%.el sla?eas‘sagec%nd E)[quatstl a%%ﬁpci?ﬁtefhe )

first encr?%ti e y an authori zed person.
syst em accme eicogH érorypliai kmy35 wherein the second BCDN and the second at
| east a portion of the first encryption key may be read only by the second

encrypt i on3hodbk eysteBPaccTio g sydrimmsadesindhhigeend BIRIY mddBstinéicesnd at kestéecond

BCDN and the.se mRPbd ot vythGuhbiRl p&RKI YPtion key are
erased mhe%j1%5%%%%k%%ngggﬁgégﬁy gn una&thgﬁizgd peron

38. The system according to claim 35 wherein the second BCDN and the sccond at least a

portion of the first encryption key may be read only by the second encryption module.

39. The system according to claim 35 wherein the second BCDN and the second at least a
portion of the first encryption key are erased when the BCD is opened by an unauthorized
person.

40. The system according to claim 39 wherein the second BCDN and the second at least a
portion of the first encryption key are erased by overwriting the separate locations in the
memory.

41. The system according to claim 35 wherein each of the first and second encryption keys is a
shared symmetric key.

42. The system according to claim 35 wherein each of the first and second encryption keys is a
public key pair comprising a public key and a private key corresponding to the private key.

43. The system according to claim 23 wherein the server comprises a server memory.

44. A system for authenticating biometric data for controlling physical and/or logical access
comprising:

a secure server comprising a random number generator, a first communication module, a



40. The system according to claim39 wherein the second BCDN and the second
at least a portion of the first encryption key are erased by overwiting

t he sepavede2semti ons in the nenory. 41. The system accpedsag/aa7c! ai m 35
wherein each of the first and second encryption keys is a shared synmetric
key. 42. The system according to claim35 wherein each of the first and
second encryption keys is a public keylpair conprising a public key and a
private key corresponding to the private key. 43. The system according to
cl aim 23 erein the server ,¢Q [i server nmenory, 44. A systemfor

aut hent i cwnrirﬂﬁn%i“% %lcofé‘fiﬁsng?r n%%% )?ol ling physical and/or iogical

access conpri SI a_se i RhelhLr gengat or, a
first communich ﬁ‘t%ﬁsencganﬁ%%d% %\éggrlfgg%g%ég§§%%%?g 177m18 fOI rgt

encrypti on somduberypeindkeys selivienommsisty: capuigde drasa: cenhu¢BeBNt o sai d server
for storing a fir f n&ky fluhJhe &RfidentiecaRd
encrypti ongl? esgondsngftm eta?%?%ngmira?ﬁ:gﬂtgﬁg&cegg?ﬁ?e(} >éVI c@ serial nunber (BCDN)
corr espondi doge {10) ¢omesp@ndihg@st user, Pt =it@’f?”t§fﬂctdh‘é cprosRIndmgde it iPon key, a

uni que user identification code (ID) corresponding to a user, and first

bi ometri ¢ dat a2 eliant @spestrditagpid ¥T€aI% 1 D; a client connected to said server;

and a bionetric data capture devic nnec dtos |d client for
capt uring secohHlomﬁ'i“SﬁéttaFPRE”rBQFVéCCf(ggh?B%?“%)%CéCg R4 ¢ 16%&5 ¢ H%?%SF?"Hg of an
i ntegrat ed HhavBERa fdth b u§e@rEBlrdlEE]D'l@nﬁstm@Iof)zlifﬁhtlégmtedlaztrawaeqm[ @itpiging aodul e, a

second commruni cati on nodul e, second, encryption CD nenory,
sai d BCD behlwaeta%%a&%cawé*aowﬁula aﬁ?‘ncoﬁdu%’ms”(’a%%ﬁt “EEE%@) Se@o "Crype‘l“’g. d BCD
menory and xﬁocﬁ&caﬂida BCtD heasty, 6a1qDBCDIb®1hg afodi el Wltkrasumcelnsqfcypilﬁ(aw\l kleiedgn or ed

n said BCD rf ric
:jat :1 I(:orrpr i Sé‘idrﬁgCD m‘é‘QBItylj’Pij ﬁéecﬁnésjagqeﬁ %r? & eglol? oythgggc%ngsptgﬁg{:e% tgraB?Lr%fd?{lEg%t !s by

a user; extmasdry.ng fromthe sequence a time-varying property of the
characteristic feature inputs wherein said tine-varying property is known
to evol ve i4p. aApn@bhdcifamfelnﬁémﬁ@?rptumaq{&m”@m%‘éﬁa|C?@P"ESH@ evol ution of the

tinme-varying property against a predictive nodel.
capturing a sequence of characteristic feature inputs by a user;

extracting from the sequence a time-varying property of the characteristic feature inputs

wherein said time-varying property is known to evolve in a predictable manner; and
comparing the evolution of the time-varying property against a predictive model.
46. A biometric data captu?e device for verifying live capture of biometric data comprising;
a biometric sensor for capturing a characteristic feature of a user;
a sensor driver for acquiring biometric data corresponding to the user; and
means for verifying live capture of the biometric data.
47. A method of authenticating biometric data comprising:
encrypting a first session key with a first encryption key;
receiving and decrypting the first session key using a second encryption key;
capturing biometric data (BD) corresponding to a user;

capturing a sequence of characteristic feature inputs by the user;



46. A bionetric data capture device for verifying live capture of bionetric
data conprising: a bionetric sensor for capturing a characteristic feature
of a usewoadsnmsor driver for acquiring biometric data chP€T/8EpwNdihg to
the user; and neans for verifying live capture of the bionmetric data. 47.
A nmet hod of authenticating bionetric datlg conprising: encrypting a first
session key with a first encryption key; "receiving and decrypting the first
session key using a second encryption key; capturing bionmetric data (BD)
correspondi NG £,Qra@iddSBm the aRjubkick AY ma-vse G @Rper off tehdnactestic Stejuce pet ur e

i nputs by the user; WO 02/ 32308 Pdcq"ré%c]@m q01~77 pmld?d,%ﬁtnrh cting fromthe

sequence a ‘Wl PaHPrrgyPiedperty 'S Char ACtETiStic feature inputs

wherei 1 the 1 e varying. TORSKI S KOMIOL 0 eYRLAE, filiaipLedictabl e

manner; and cBHPAMT e time=varying property against a

redictive nodel. _.encryptin he. Wsing a second session key;

recei ving and € encry captured BD using the first session

key; conparing the and pueNiQUsBY usih e dirdBRssivekdyf yi ng t hat
the evolution o elfﬁlég@%ewggﬁf ng%’r ope[!rty rratuchgs a predictive nodel, and

verifying that Qg,g?a%ggé%gptggeggmameiaug}t GBS BD SEripfingahatttfeevbluti@iofsiessi on
key and transm ssi on” of

the encrypted ca tured.iBD Soes ot dtvi Oé?&é%na
timeout critires yaoying mepery machsb PEHET 4108k H VEENING I EY B PSEN I 95 By i ng
the first S@a%grinﬁﬂoxkﬁﬁhe A8 seihd IR hhnthnasicindif 1ig ehaygbddamuén Bihérehnt each of
said first and second encryption k%%ns, IS a zha ﬁ@ s%rmetri c key. 49. The
met hod accovidiaig tsoecateseR 2o whir B FPteHs e PR LR Bt i on key is a public
key of a public key pair and the second encryption key is a private key
correspondi ng PBStrPWQgEﬁﬁ’Ir?téCSR‘@S}.ey' 50. The nmethod according to claim47,

wherein the first session key is. 4 - o QL VpiRn KEFMET -
8818§18$ﬁn60{d6ng t? L Rinfe 7 SHRAQML Qymgirdf QaReLaLRANAYpt Ys)

51. The et fod clharm 47 erein the second session key is
gener at ed usihagdthemettickey. sessi on key. 52. The nmethod according to claim

47 wherein the first encryption keX correspaonds to a i ,
49. The method according to claim 47 wherein the first encryption key is a public key of a

public key pair and the second encryption key is a private key corresponding to the public key.
50. The method according to claim 47, wherein the first session key is a random number
generated by a server.

51. The method according to claim 47 wherein the second session key is generated using the
first session key.

52.  The method according to claim 47 wherein the first encryption key corresponds to a

biometric data capture device serial number (BCDN) unique to a biometric data capture device
(BCD).
53, The method according to claim 47 wherein the previously stored BD corresponds to a

previously stored user identification code (ID) unique to the user.

54. The method according to claim 47 wherein the first session key is stored in a memory

associated with a server and destroyed by deletion from the memory.
55, A method of authenticating biometric data comprising:

encrypting a first message identification code (MIC) with a first encryption key;



bi onetric data capture device serial nunber (BCDN) unique to a bionetric
data capture device (BCD). 53. The nethod according to claim47 wherein
t he previvonet/§2388 ored BD corresponds to a previously stoPETSG8EI0177

identification code (ID) unique to the user, 54. The nethod according to
claim47 wherein the first session key is stored in a nenory associated
with a server and destroyed by deletion2fromthe nenory. 55. A nethod of
aut henticating biometric data conprising: encrypting a first nessage

identification code O wt . fipst G LRt QR-vKENH kWO 02/ 32308
PCT/ S0/ 00177¢C@2V0“gra&glgi3%¥‘ﬁlﬁggﬁ "ﬁ&@ﬁﬁ?ng ?];he fiy}?st VI C usi ng a second

encryption key; capt.uri ngy ] tc%in?s g@gﬁt(gggg)er;correspondi ng to a user,
C

capturing g a %“8‘(‘,1[} aang aracteristic feature inputs by the user;

extracting fromthe sequencer &Ly aeYicNguRnope sy of the characteristic

L S E O b S N

feature inputs-Pwherein the tine-varying property is known to evolve in a

predi ctabl e manner; . Al (hCQERALL NGmE-heyiay plpdriyonthefohdrirgerisiinfeavarinputsg
property against a predictive nodel encr e%%;grgdigtgglc%%gt ured BD and a

second M C wisicigthe ﬁ@%wi@a(ﬂm@?@f‘ﬂifq‘ﬁﬁo RS erviig and ‘decrypting the

encrypted captured BD and seco MC using the fi. [.on key;
conparing the eapriprEde B@“ﬁlﬁa0%%&%}?‘8‘&%?/‘3‘/‘%?’-&08?@& ggﬁ),ﬁtd&r)eﬁggwﬂ%de? he second

MC and the first MC verifving t : L QR4 Bfcrdohién tyme varyi ng
property rratch%ry&“bgrtgﬁfa@f r@%g%‘%je? S?%“éitr@%\}‘g?‘ %hfffs%g %hg{}pan ee:yapsed tinme

bet ween transm ssi.on of, the.fi &4 andiddrEn s ss&n@Micfusthghe figncr ypt ed
captured BD doéG§e‘W8%an\C§L|d8 ré{?téngéﬁets%nﬁl\]aygut @Jg)r irteri on, so as to authenticate the

captured Bigerypiins kdestroying the first MC 56. The nmethod according to

cl aim55 wherein each of the first and seconqa?encréglti n keoxg{vhéa?oathghared

symetric key. comarnThige prthetBResbPEy AG Y B8 JRIN ITst MC

Is a ra”dor@i&%%er&%g&é{@Qeﬁyutioaostaé \i@E vaieg gbpersaiatbheanptotivtivamoes,
corresponds to a bionetri

and verifying that anrellgpsedda{i[rrafe tg:e?'»f/)é[erlil Ergnsgmes\s{i%r(lz 6f the” Iririsfall/[IC Qn%mﬁgmigs%mhe
encrypted captured BD does not violate a timeout criterion, so as to authenticate the captured
BD; and

destroying the first MIC.
56.  The method according to claim 55 wherein each of the first and second encryption keys is

a shared symmetric key.

57 The method according to claim 55, wherein the first MIC is a random number generated by

a server wherein said random number corresponds to a biometric data capture device serial
number (BCDN).

58. The method according to claim 55 wherein the second MIC is generated using the first
MIC.

59. The method according to claim 55 wherein the first encryption key corresponds to a BCDN
unique to a biometric data capture device (BCD).

60. The method according to claim 55 wherein the previously stored BD corresponds to a

previously stored user identification code (ID) unique to the user.

61. The method according to claim 55 wherein the first MIC is stored in a memory associated



58. The nethod according to claim55 wherein the second MC is generated
using the first MC 59, The nethod according to claimb55 wherein the
first enov@p2/33m8 key corresponds to a BCON uni que to a bPoOmsGo/@i1tat a
capture device (BCD). 6D. The nethod according to claim55 wherein the
previously stored BD corresponds to a previously stored user
identification code (ID) unique to the user. 61. The nethod according to
claimb55 wherein the first MCis stored in a nenory associ ated WO 02/ 32308
PCT/ SR00/ 0Qk{ 4 sert avd delirdyes By vaetioafdmdesteroyed by del etion fromthe menory.
62. A nmethod of authenticating bionetric data conprising: encrypting a
first message A dehtd dfiaghtitoningddandid @)2 opinpAsize:first at | east a portion of
a first encryption key; receiving and decrypting the first MC sli‘_n a
second at | eashcrgptipgrtiirymegfagt Hentficgion COC@rﬁE’ﬁ&p‘f‘i“bﬂ”%&}}caﬁéﬁf"&‘f’i‘ ﬂg" b‘isgrret ric
data (BD) gr%rrg%plgendi ng to a user; capturing a sequence of characteristic
feature inputryg) y Phe user; extracting fromthe sequence a tine-varying
property of thg.charagh&ripshk heli@AMIC@sihypticsnd ankast@ipbrtibhef thé fidt var yi ng
property is known to evolve In a predictable manner; and conparing the
evol ution efcrtptien kdyhe- varyi ng property against a predictive nodel .
encrypting the captured BD an&lﬁwsecon .M Cusing a first at |east a

portion of a s@RBHE “IFHLHYH By=PYEHEI VT NG and decrypting the encrypt ed

captured BD and second M C using.a. se « |, &ast.a portion of the second
encryption kef?ptﬁ%‘}ﬁpaastﬁﬂ‘f?ﬁc‘?#Sé:“%g%?nﬁﬁ%%ggg@tﬁlg bgr e\slqs%ﬂsl y stored BD,

verifying that the evol uti he, vd; Y ioPhe PRAREL N ARLE NBSIsa
predictive mcféfr?C%B%}r/{%rgﬁensgauteﬁzee iteceo\ﬁdyllﬁ%% gﬁg the first MC  and

verifying tihakinain tshapssds piopetiekiasaric eyohisdhi BEfigablemapKs ad r st M C and
transmssion of the encrypted captured BD does not vialate a fi meout
criterion, so ampwinegdbe fvehtipeaftae FREVEAEPE BERHLY BHPS AREUGRGPEYI ng the first

Me encrypting the captured BD and a second MIC using a first at least a portion of a second
encryption key;
receiving and decrypting the encrypted captured BD and second MIC using a second at

least a portion of the second encryption key;

comparing the captured BD and previously stored BD, verifying that the evolution of the
time varying property matches a predictive model, comparing the second MIC and the first MIC,
and verifying that an elapsed time between transmission of the first MIC and transmission of the

encrypted captured BD does not violate a timeout criterion, so as to authenticate the captured
BD; and

destroying the first MIC.
63.  The method according to claim 62 wherein each of the first and second encryption keys is
a public key pair comprising a public key and a private key corresponding to the public key.
64. The method according to claim 62, wherein the first MIC is a random number gencrated by
a server wherein said random number corresponds to a biometric data capture device serial

number (BCDN).

65. The method according to claim 62 wherein the second MIC is generated using the first



63. The nmethod according to claim62 wherein each of the first and second
encryption keys is a public key pair conprising a public key and a private
key correaeponsispgy to the public key. 64. The net hod accorBE§Gomet7ai m 62,
wherein the first MCis a random nunber generated by a server wherein
sai d random nunber corresponds to a bionetric data capture device seri al
nunber (BCDN). 65. The net hod accordi ng2% o cl aim 62 wherein the second M C
is generated using the first WO 02/ 32308 PCT/ S&0/00177 22 MC. 66. The
met hod according to claim®62 wherein the first at |east a portion of the
first encWEti on key corresponds to a BCDN unique to a bionetric data
capture device (BCD),. 67, The, netho A i | ibe

pr evi ous| §0-st BE&FIED 6T TS ohd e ({}o\gg%lg?]é@?%gtsl%% g%%};@}j@@%&?&{@ﬁc@pm

i denti fi caty Qmc§RA® 16 hBCDMutye: toa idactirsdéra capBre EivecBEROd according to
claim62 wherein the first MCis stored in a nenory associated wth a
server ang;destrryed dyordet et digm 2nanrdihde perously s@gd BD syresrands Bra

aut henti cating bionetric,data, .co i.si.ng; e server; a database
connect ed Ptegiosgy & EP%PdGPB{‘C%LPBE?ﬁg(ﬁ?>ilJr%§ uegol%%g#?i c data corresponding to
a unique user identification cod | D). hRpt: I erver;
and a bi o8t r e rpelhod a&%&'i&ﬂ?’go Y& |@e\£}(eé‘%ﬁ)5h%é%r%h§gtlsé Qﬁg%g%ﬁgmgﬁi%ﬁ?g%%r

capt ur i ng \8@GQBGer 4l aBRiokéLChdédiaioh from the memory. sai d BCD consi sting of an
integrated hardware unit conprising neans for verifying live capture of
the secongoBDy sym heutEysicamedfiorndtas dat6@muisingi n t he server conprises a
random nunber generator. 71. The system according to claim®69 wherein the-
server conprisasu@sérvérst communi cati on nodule and a first encryption

modul e. 72. The system according to claim71 wherein the first

comuni cat i ona amshatescoonmrpdits sad servambeiesiprian firshhionssis drigrcadeapidieg ofor

comuni cating directly Wt client and indirectly with the BCD through
the cli entu.mqg%.use”i"ﬁjgn“sfillcétt’oennﬁ%g%:@r)di ng to claim71 wherein the first

encryption rmg gllie%t go%%%d%@ §ai@tserl/<§,a§1td

a biometric data capture device (BCD) connected to said client for capturing second
biometric data from a user, said BCD consisting of an integrated hardware unit comprising

means for verifying live capture of the second BD.

70. The system of claim 69 wherein the server comprises a random number generator.

71. The system according to claim 69 wherein the server comprises a first communication
module and a first encryption module.

72. The system according to claim 71 wherein the first communication module comprises a
modem and an associated driver for communicating directly with the client and indirectly with
the BCD through the client.

73. The system according to claim 71 wherein the first encryption module comprises at least
one application specific integrated circuit (ASIC).

74. The system according to claim 69 wherein the database stores a first at least a portion of a
first encryption key and a first biometric data capture device serial number (BCDN)

corresponding to the first at least a portion of the first encryption key.

75.  The system according to claim 69 wherein the integrated hardware unit further comprises a



one application specific integrated circuit (ASIC). 74. The system
according to claim®69 wherein the database stores a first at least a
portion o¥0a23M0p% st encryption key and a first bionetric BET/AGeE@ITUT e
device serial nunber (BCDN) corresponding to the first at |least a portion
of the first encryption key. 75. The zs:%stem according to claim69 wherein
the integrated hardware unit further nprises a WD 02/ 32308 PCT/ SG00/ 00177
23 bionmetric data acquisition nodule, a second contmunication nodule, and a
second glncr%gtdhtggc SR EodulS asé@%ﬁd SHShEMB6E HodhiBGhintiQ s€doddl BAcHpherei n the
bi ometri ¢ data ac Chl sition nodul e conprises a bionetric sensor for
capturlmgdlaccharacterl stic feature of the user and a sensor driver for
acqui sition of said second bionmetric data. 77. The system according to

cl ai m 7%. \Ahrém@ysrcﬁnt meoslpedndlago et hobionplia del s defpy i esodyic opPERTSand an
associ at 1 ver f ﬁmp% [ [ h indirectly
wth Oéngrl\?es?ns?hr rcaé oS &ngmg fga.%& J)fghéghygscgé&nql ‘g%:g%)drrg?{r%@?g claim75
wher ei nadqbemseobndi &eocmdmmrn%tm datta m)dul e conprises a wreless comunication
nmodul e for comunicating directly with the client and indirectly with the
server thr dugtaysudmeaccbndemto cladn TThdersigherererdcordivgation BPélasormridtiet ei n t he
second en on_md em

accor di W@%%Qm{ Ai assofg%%ﬁgggm“ he Lllrﬁéagggg’?etec ﬁgﬁé}%grhgn tuaﬁ?%n f Eﬂy%e@{

conpri ses servermeonghythe 8kent. The system according to claim80 wherein the
menory stores at separate locations in the nenory a unique second BCDN

cor r espofidi Thg systent AreoBEIR, to &laimi7gwdiesadbngtcend JoswynicatiompdubhcantPriseste fi r st
encryptlon key corres f l; rtion of
a second "ER¢ %y&uplgﬁmﬁ gduéfgfiog%%ggvgggadg%ggr‘gﬁhr%ggctﬁ%ngéngllr%ﬁ%%l}\?\whlg? ein the
dat abasenestoeabroagisteedirgt.at | east a portion of the second encryption key.
83. The system according to claim8l wherein the second BCON and first and
second a9 |Basystan aordinggn cim 7hevhtieinsthe waedgaeivehokagdase s sefodicpited by
an aut hgrrlé &% per son.

80. The system according to claim 75 wherein the integrated hardware unit further comprises a
memory.
81. The system according to claim 80 wherein the memory stores at separate locations in the

memory a unique second BCDN corresponding to the BCD, a unique second at least a portion of

the first encryption key corresponding to the BCDN, and a first at least a portion of a second
encryption key.

82. The system according to claim 81 wherein the database stores a second at least a portion of
the second encryption key.

83. The system according to claim 81 wherein the second BCDN and first and second at least a

portion of the first encryption key may be modified by an authorized person.

84. The system according to claim 81 wherein the second BCDN and the second at least a

portion of the first encryption key may be read only by the second encryption module.

85. The system according to claim 81 wherein the second BCDN and the second at least a

portion of the first encryption key are erased when the BCD is opened by an unauthorized

person.



84. The system according to claim81l wherein the second BCDN and t he second
at least a portion of the first encryption key may be read only by the
second eme@ypsa3eh nodul e. 85. The system accordi ng to cl aP@1/8GooMver7ei n t he
second BCDN and the second at least a portion of the first encryption key
are erased when the BCD is opened by an unauthorized person. WO 02/32308
PCT/ S0/ 00177 24 86. The system acco¥ding to claim85 wherein the second
BCDN and the second at least a portion of the first encryption key are

erased by overwiting the separate | ocations | e_.ne d aBib he system
accordiﬁ@.t6h%%©$ﬁVBT“ﬁﬁéﬁ%?%”%§éWhSFmﬁh%“??W%ﬁb%ﬁdmgggggg gﬁ??§%gion keys

s a shared SHITRLGLG, h& B FResy st @thiaeg Ok dingait bxalabm 8L wher ei n
each of PRI Fst an gecond encryption keys is a public key pair

conpri simgnay.public key and a private key corresponding to the private key.
89. The system according to claim69 wherein the server conprises a server
menory. 8790Thdsyretwdordimgriegiant 8F Whgrel Brlopebs 1Kt H&S&CW%B“%W t8 1 BCD)
conprisigg; asshﬂn%qg a first encryption key to the BCD, witing a first
at | eastsh O PTER6F "t he first encryption key and a bionetric data capture

device seri g‘gﬁ%gg%{egclc r%CDI& GO keSReRM dgh bond hat BllRetHdenarydadralgs e, a and

mmitingzg's ast a portion of the first encryption key, a first at
| east a p@Iit k@padfcomprisieg apablerieyypt h oriviteley cardsrORENBEDINE PRYHE keYremor y
internal to the BCD. 91. The nethod according to claim90 further

conpri sigyy iTRs PREN Rgotdig tBCRIM 69 ddrmimihpecridr cPmpiifas SHEENTSUHPect to
tanpering. 92. The nmethod according to claim90 further conprising reading
t he BCDNyJ r opintined BGBxisteAe a Floeetrat datrcbapieccoredicA BED) eQmBPHITEO wher ei n each
of the first and second encryption keys is a shared symmetric key. 94. The
met hod accorghigigng ofiet aicrpp86n WhetodhaBeRech of the first and second
encryption keys is a public key pair conprising a public key and a private
key correspandingg fire at kest pybttion df&e firgSncrapiipst e @nde LIS &9 (81U user of

?PD?UE ge{l]%:g:(éggéaggur%ggrt(ggb&%%ggrés%og&hg 1ARSEEDI NG 2B &e; hfenti fication code

writing a second at least a portion of the first encryption key, a first at least a portion of a

second encryption key, and the BCDN into a memory internal to the BCD.

91. The method according to claim 90 further comprising inspecting the BCD to determine if it
has been subject to tampering.

92. The method according to claim 90 further comprising reading the BCDN from the BCD.

93. The method according to claim 90 wherein each of the first and second encryption keys is a
shared symmetric key.

94. The method according to claim 90 wherein each of the first and second encryption keys is a

public key pair comprising a public key and a private key corresponding to the public key.
95. A method of registering a user of an authentication system comprising:

assigning a user identification code (ID) to the user;

capturing live biometric data for the user;

storing the biometric data and associated ID in a database; and

defining a list of applications to which the user is authorized access.



capturing live biometric data for the user; storing the bionetric data and
associated IDin a database; and defining a list of applications to which
t he user w@ ozsa3h®ri zed access. WO 02/ 32308 PCT/ SG00/ 0017 7PCRSGAB01The

met hod according to claim95 further conprising storing the list in the
dat abase. 97, The nethod according toyxl aim95 wherein the list is
associated with the ID and the captured live bionetric data. 98. A nethod
or preventing re-use of bionetric data conprising: generating a first
sessi on %eyThustthgd tderdiig tetclamPSifomhek egmprasinesteryisttheheny prealdtabaspt ur ed

bi onetric data; and destroying the first session key. 99. The net hod
accor di 9g. t Shenaihod &8 ofdirg thetaimdiprlicsiimie éinics ypoéingd i tealbt anddbe bi onetri c
data using a second sessjion key. 100. The met hod according to claim 99
wher ei ncﬁlﬁércgz‘ﬁ‘bﬁ‘(ﬂ”@@e?sq%hﬁh key is generated using the first session key.

101. The nethod according to cl ahgn ng\égetra%grg each of the first and second
sessi on ‘Rey§ MLhogd orPLygRMeETaAser! YIRp5 TR

é “MEPHhod accor di ng to claim98
further conpri si_ng ?_ncr%/gg.ti n% the first session key with a first
encryption EEGaRH3ISTRESIOBERY according to claim 102 wherein the first

encryption key corresponds to bi onetri.c data,capture device seri al
nunber (BCDN}”.‘gti‘B&.rSt OREEN o‘?éﬁg@h?rﬁfyﬁgﬁdt%ggfe RO ?ﬁ?’taﬁgr conpri si ng
decrypting the enc%gt ed fi rs% session key with a second encryption key.
105.  The nef#aY8& L6 EHRE SIS ¥ai m 104 wherein each of the first and second

encryption keys is. a shared.s tric key. . 106. The t hod corgi.ng to -
1o 168 WS Brod HEORTTEE SR gettsh Ry E enhie Ficay s BEHBUDT:  key
pair anqiagahgin%g%@mdgm{oy(m&yon key is a private key corresponding to the
public key. 07. The nethod according to claim 102 further conprising

conpar i ngot rge &eRb&ERArddh DIFRI A in®9 vidkan the sgdoed bakish ke B isgeadatbd ol thec dat a.

first session key.

101. The method according to claim 99 wherein each of the first and second session keys is a
random number.

102. The method according to claim 98 further comprising encrypting the first session key with
a first encryption key.

103. The method according to claim 102 wherein the first encryption key corresponds to a

biometric data capture device serial number (BCDN).

104. The method according to claim 102 further comprising decrypting the encrypted first

session key with a second encryption key.

105. The method according to claim 104 wherein each of the first and second encryption keys is

a shared symmetric key.

106. The method according to claim 104 wherein the first encryption key is a public key of a

public key pair and the second encryption key is a private key corresponding to the public key.

107. The method according to claim 102 further comprising comparing the captured biometric

data to previously stored biometric data.

108. The method according to claim 107 further comprising verifying that an elapsed time

between a transmission of the first session key and a transmission of the encrypted captured



108. The nethod according to claim 107 further conprising verifying that an
el apsed tinme between a transm ssion of the first session key and a

t ransm s3von2/34308 he encrypted captured WO 02/ 32308 PCT/ S@OI/8G10/0017726

bi ometric data does not violate a tinme-out criterion. 109. A nethod or
preventing re-use of bionmetric data conprising: generating a first nessage
identification code (MC); decrypting %ncrypt ed captured bionetric data and
a second MC, and destroying the firstt MC. 110. The nethod according to
claim 109 further conprising encrypting the first MCwth a first at |east
a porti ownefricaath Hées hot @CKeAtrheadut kidyrion111. The net hod according to claim 110
further conprising decrypting the encrypted first MCwith a second at

| east a 1por Aingrhod br drdventing rstse ehitipyptic G keyrisig12. The met hod according to
claiml11 further conprising encrypting the captured bionetric data and

the second Mn@aingiarigst mefspgeddentificalionegre &Iﬁbrtl on of a second encryption key.
113. The nethod according to claim 112 further. conprising decrypting the
encrypt ed c&§sbBIEEBYRSFeEPEd bigmetsc digend aswAet Miccatsi ng a second at | east a
portion of Ehe secogﬂ 8rypt| on key. 114. The nethod according to claim
113 wher ei ndeRYEHSH M east a portion of the first encryption key

Co T oS PANg T BLATEL LR B SARL MO B AR AR AL bR ST P 115
encrypt |amqﬂioey’1§aﬁrsela:rls>harrl@d symetric key. 116. The nethod according to
claim 113 wherein each of the first and second encryption keys is a public
key pai ril&ofi Palhod gecardingtie ¢laimcdd() fther Cammwéﬁféym@gﬂhé SRS MG Vit t he

publ i ¢ kedbnd &lebst a pRrBo & RGEstReGAEh Rg. t o cl ai m 113 further conprising
conparing the captured bionetric data to previously stored bionetric data
and the 1f1'2r S‘he Mtl@dtacrotdh@ tsaaiend 1 KbrBer chhBrisinglRrecrypeing dd carear tdinmgictdataahdi m 117
fur ther COMDEL SO Gardl4l B8 1 PRk . ELARSED, TR et ween (L ransmi ssi on of

the firs ansm ssion’ o e encrypte ptured bionetric data

dges not;yi Qk%cft‘ho% acJo}dFF%thHBmFT 1'2tﬁﬁ{hl=:&'8mpés%% deJ{tﬁ1nE&EQ%p@eﬁ%%ﬂéMorﬁe@ncC| ai m

9 wherein the second ener at ed using first M C~ 120
net hod d’é@éﬁ‘ﬂﬁeﬁ@df’gcé‘f‘%ﬁ HheaWd aﬁ/\lﬁ@?%ﬂ?“’é&&‘ﬁe gFondisaeryptirs kevand second MCis a

random n
%Le method according to claim 113 wherein the first at least a portion of the first encryption key

corresponds to a biometric data capture device serial number (BCDN).

115. The method according to claim 113 wherein each of the first and second encryption keys is a shared

symmetric key.

116. The method according to claim 113 wherein each of the first and second encryption keys is a public

key pair comprising a public key and a private key corresponding to the public key.

117. The method according to claim 113 further comprising comparing the captured biometric data to

previously stored biometric data and the first MIC to the second MIC.

118. The method according to claim 117 further comprising verifying that an elapsed time between
transmission of the first MIC and transmission of the encrypted captured biometric data does not violate a

time-out criterion.

119. The method according to claim 109 wherein the second MIC is generated using the first MIC.

120. The method according to claim 109 wherein each of the first and second MIC is a random number.



