IDENTITY RECOGNITION METHOD, COMPUTER-READABLE STORAGE MEDIUM,
TERMINAL DEVICE, AND APPARATUS
The present application claims priority of Chinese patent application No. 201811121965.0
filed to the state intellectual property office of China on 26 September 2018 and entitled “an identity
recognition method, a computer-readable storage medium and a terminal device”, the content of

which is incorporated herein in its entity by reference.

TECHNICAL FIELD

The present application relates to the field of computer technologies, and particularly to an
identity recognition method, a computer-readable storage medium, a terminal device, and an

apparatus.

BACKGROUND

Face-based biometric recognition still faces some challenges with respect to applications.
Among them, the most prominent challenge is the security of the recognition system. As an
apparatus for identity recognition, it can be easily utilized by an illegal person impersonating a
legitimate user, and most of the current face recognition systems are unable to distinguish real faces
and photos. As long as the photo of the legitimate user is obtained, this type of recognition system

can be easily fooled, therefore is provided with low security.

TECHNICAL PROBLEM

Given this, embodiments of the present application provide an identity recognition method, a
computer-readable storage medium, a terminal device, and an apparatus, so as to solve the problem

that the current identity recognition methods are provided with low security.

TECHNICAL SOLUTIONS

A first aspect of embodiments of the present application provides an identity recognition



method, which may comprise:

collecting face images and performing face recognition on the face images;

collecting a face image sequence if face recognition is successful, wherein the face image
sequence comprises F face images, where F is an integer greater than 1;

calculating a matching degree of the face image sequence and a preset reference image
sequence, wherein the reference image sequence comprises F face images, and expressions in at
least two face images are different;

determining that identity recognition successes if the matching degree of the face image
sequence and the preset reference image sequence is greater than a preset matching degree
threshold.

A second aspect of embodiments of the present application provides a computer-readable
storage medium with a computer-readable instruction stored thereon, and the computer-readable
instruction, when executed by a processor, implements the steps of the above identity recognition
method.

A third aspect of embodiments of the present application provides a terminal device, which
comprises a memory, a processor, and a computer-readable instruction stored in the memory and
executable on the processor, and the processor, when executing the computer-readable instruction,
implements the steps of the above identity recognition method.

A fourth aspect of embodiments of the present application provides an identity recognition
apparatus, which may comprise modules configured to implement the steps of the above identity

recognition method.

BENEFICIAL EFFECTS

On the basis of conventional face recognition, the embodiments of the present application
further collect a series of multiple face images, that is, the face image sequences, and calculate the
matching degrees of the face image sequences and the preset reference image sequence, and

determine that the identity recognition successes only when two image sequences are relatively



similar, that is, the matching degree of the two image sequences is greater than the preset matching
degree threshold. Since the reference image sequence contains the face images with different
expressions, the identity recognition fails even if the illegal people obtains a photo of the legitimate

user, therefore the security is greatly improved.

DESCRIPTION OF THE DRAWINGS

FIG. 1 is an exemplary flowchart of an identity recognition method in an embodiment of the
present application.

FIG. 2 is a schematic flowchart of selecting a reference image sequence from an image
sequence set.

FIG. 3 is a schematic flowchart of calculating a matching degree between the f-th face image
in a face image sequence and the f-th face image in the reference image sequence.

FIG. 4 is a schematic diagram of calculating feature distances of the f-th face image in the face
image sequence.

FIG. 5 is an exemplary structure diagram of an identity recognition apparatus in an
embodiment of the present application.

FIG. 6 is a schematic block diagram of a terminal device in an embodiment of the present

application.

IMPLEMENTATIONS OF THE INVENTION

Referring to FIG. 1, an embodiment of the identity recognition method in the embodiments of
the present application may include the following.

Step S101: collect face images, and perform face recognition on the face images.

In this embodiment, the face images of a current user may be collected through a front camera
of a terminal device such as a mobile phone, a tablet computer, etc., and the face images are
performed face recognition through various existing face recognition methods. Since the face

recognition is a relatively common existing technology, its specific process will not be repeated



herein again.

Step S102: determine whether the face recognition is successful.

If the face recognition is successful, then step S103 and subsequent steps are executed. If the
face recognition fails, then step S107 is executed.

Step S103: collect face image sequences.

An image sequence set is preset in the terminal device, and the image sequence set includes
N groups of image sequences containing face images, and N is an integer greater than 1. Each
group of image sequence includes F face images, and expressions in at least two face images are
different, and F is an integer greater than 1.

For example, assuming that the value of F is equal to 3, the expressions in the face images of
the first image sequence may respectively be {smiling, curling lip, frowning}, the expressions in
the face images of the second image sequence may respectively be {pouting, closing eyes, smiling},
and the expressions in the face images of the third image sequence may respectively be {raising
eyebrows, smiling, curling lip}, ...... , and the like.

Each time when the identity recognition is performed, the terminal device automatically
selects one group of image sequence from the image sequence set as a basis for the identity
recognition, that is, a reference image sequence.

In one of the specific implementations, the selection may be performed sequentially according
to a sequence identifier. For example, when the identity recognition is performed for the first time,
the first image sequence may be selected, and when the identity recognition is performed for the
second time, the second image sequence may be selected, ......, and the like. However, there is a
disadvantage in this method, that is, the image sequence selected at each time may be guessed in
advance, which may provide an opportunity for a lawbreaker.

In this embodiment, the steps as shown in FIG. 2 are preferably adopted to select the reference
image sequence from the image sequence set:

Step S201: generate a random number through a preset pseudo-random number generator.

Real random numbers are generated through physical phenomena, such as throwing a coin or



a dice, turning a wheel, noise by using an electronic component, nuclear fission, and so on. Such
random number generators are called physical random number generators, and their disadvantage
is that they require a relatively high technology. In practical applications, pseudo-random numbers
are often sufficient. These series of numbers are "seemingly" random numbers, but in fact they are
generated through a fixed and repeatable calculation method. They are not truly random because
they can actually be calculated, but they have statistical characteristics similar to the random
numbers.

Step S202: calculate a sequence identifier of the reference image sequence in the image
sequence set.

Specifically, the sequence identifier of the reference image sequence in the image sequence
set may be calculated according to the following formula:

EmoSegNum = MOD(RandomNum, N)

where, MOD is a remainder function, R&NdOMNUM s the random number, N is the total number

of the image sequences in the image sequence set, and EmoSeqNum

is the sequence identifier of
the reference image sequence in the image sequence set.

Step S203: select the reference image sequence from the image sequence set according to the
sequence identifier.

After the reference image sequence is selected, the terminal device will prompt the user to
make corresponding expressions step by step according to the reference image sequence, and the
specific prompt mode may be a text prompt or a voice prompt.

For example, if the expressions in the face images of the selected reference image sequence
are respectively: {smiling, curling lip, frowning}, the terminal device first sends out the voice
prompt "please make a smiling expression", and then collects the user's face image at this time
(recorded as the first face image); the terminal device again sends out the voice prompt "please
make an expression of curling lip", and then collects the user's face image at this time (recorded as

the second face image); and the terminal device finally sends out the voice prompt "please make a

frowning expression", and then collects the user's face image at this time (recorded as the third face



image).

The collected face images compose a sequence shown as the following form: {the first face
image, the second face image, the third face image, ......}, and the face image sequence also includes
F face images.

Step S104: calculate a matching degree of the face image sequence and the reference image
sequence.

Specifically, a matching degree of an f-th face image in the face image sequence and an f-th
face image in the reference image sequence may be calculated first according to the steps as shown
in FIG. 3, where 1<f<F .

Step S301: calculate feature distances of the f~th face image in the face image sequence.

The feature distance is a distance between center points of any two feature regions (which
may be respectively recorded as the first feature region and the second feature region). The feature
region may include, but is not limited to, the area where the eyebrows are located, the area where
the eyes are located, the area where the nose is located, the area where the mouth is located, etc.,
as shown in FIG. 4, the x in the figure denotes the center point of the feature area of the face image,
and the distance between the center points of any two feature areas is the feature distance, such as
d1, db, d, da, etc. as shown in the figure.

Specifically, each of the feature distances of the f-th face image in the face image sequence

may be calculated according to the following formula:
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Step S302: construct the feature distances as a feature vector of the f~th face image in the face
image sequence.
Specifically, the feature distances may be constructed as the feature vector of the f~th face

image in the face image sequence according to the following formula:
FeatureVec, = (Ftval, , Ftval, ,,..., Ftval . Ftval; ;)

fmre

where m is the serial number of the feature distance, 1<m<M , and M is the total number of the
feature distances, and Ftval; is the m-th feature distance of the f~th face image in the face image
sequence.

Step S303: calculate the matching degree of the f~th face image in the face image sequence
and the f-th face image in the reference image sequence.

Specifically, the matching degree of the f-th face image in the face image sequence and the f-

th face image in the reference image sequence may be calculated according to the following

formula:
M M
" D Ftval, D Stdval, ,
Abs{> [(Ftval, , - ™1 )x(Stdval,, -1 )]}
H m=1 ’ M ’ M
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StdVec, . . . .
where " is the feature vector of the f~th face image in the reference image sequence, and

StdVec, = (Stdval, ,,Stdval, ,,...,Stdval, ..., Stdval, ,,)  Stdval,

fmoe

is the m-th feature
distance of the f-th face image in the reference image sequence, Abs is the absolute value function,
SimDeg is the matching degree of the f~th face image in the face image sequence and the f-th
face image in the reference image sequence.

After calculating the matching degree of the f-th face image in the face image sequence and
the f~th face image in the reference image sequence through the steps as shown in FIG. 3, the
matching degree of the face image sequence and the reference image sequence may be calculated
according to the following formula:

. (ZF:SimDegf)—SimDegf

SrSimDeg = > [ x SimDeg ]
= (D SimDeg, ) x(F 1)

f=1

where SrSimDeg is the matching degree of the face image sequence and the preset reference
image sequence. It can be seen from this formula that if the matching degree of a certain face
images is smaller, its weight in calculating the matching degree of the image sequences will be
greater; on the contrary, if the matching degree of a certain face images is greater, its weight when
calculating the matching degree of the image sequences is the smaller. Therefore, as long as there
is one face image with a very small matching degree in the image sequences, the overall matching
degree of the image sequences will also be provided with a relatively small value.

Step S105: determine whether the matching degree of the face image sequence and the preset
reference image sequence is greater than a preset matching degree threshold.

The matching degree threshold may be set according to actual conditions, for example, it may
be set as 80%, 90%, 95% or other values. If the matching degree of the face image sequence and
the preset reference image sequence is greater than the preset matching degree threshold, then step
S106 is executed; if the matching degree of the face image sequence and the preset reference image
sequence is less than or equal to the matching degree threshold, then step S107 is executed.

Step S106: determine that the identity recognition successes.



Step S107: determine that the identity recognition fails.

In summary, on the basis of conventional face recognition, the embodiment of the present
application further collects a series of multiple face images, that is, the face image sequences, and
calculates the matching degrees of the face image sequences and the preset reference image
sequence, and determines that the identity recognition successes only when the two image
sequences are relatively similar, that is, the matching degree of the two is greater than the preset
matching degree threshold. Since the reference image sequence contains the face images with
different expressions, the identity recognition fails even if the illegal people obtains a photo of the
legitimate user, therefore the security is greatly improved.

Corresponding to the identity recognition method described in the above embodiment, FIG. 5
shows an exemplary structure diagram of an identity recognition apparatus provided in an
embodiment of the present application.

In this embodiment, the identity recognition apparatus may include:

a face recognition module 501 configured to collect face images and perform face recognition
on the face images;

an image sequence collection module 502 configured to collect a face image sequence if the
face recognition is successful, here the face image sequence includes F face images, where F is an
integer greater than 1;

a sequence matching degree calculation module 503 configured to calculate a matching degree
of the face image sequence and a preset reference image sequence, here the reference image
sequence includes F face images, and expressions in at least two face images are different;

an identity determination module 504 configured to determine that the identity recognition
successes if the matching degree of the face image sequence and the preset reference image
sequence is greater than a preset matching degree threshold.

Further, the identity recognition apparatus may further include:

arandom number generation module configured to generate a random number through a preset

pseudo-random number generator;
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a sequence identifier calculation module configured to calculate a sequence identifier of the
reference image sequence in a preset image sequence set according to the following formula:

EmoSegqNum = MOD(RandomNum, N)
where, MOD is a remainder function, RandomNum s the random number, N is the total number
of the image sequences in the image sequence set, and EmoSeqNum s e sequence identifier of
the reference image sequence in the image sequence set;

a reference image sequence selection module configured to select the reference image
sequence from the image sequence set according to the sequence identifier.

Further, the sequence matching degree calculation module may include:

a first calculation unit configured to calculate a matching degree of an f-th face image in the
face image sequence and an f-th face image in the reference image sequence, where 1<f<F ;

a second calculation unit configured to calculate the matching degree of the face image
sequence and the reference image sequence.

Further, the first calculation unit may include:

a feature distance calculation subunit configured to calculate feature distances of the f-th face
image in the face image sequence respectively, here the feature distance is a distance between center
points of any two feature regions;

a feature vector construction subunit configured to construct the feature distances as a feature
vector of the f~th face image in the face image sequence;

a matching degree calculation subunit configured to calculate the matching degree of the f~th
face image in the face image sequence and the f-th face image in the reference image sequence.

Those skilled in the art can clearly understand that, for the convenience and conciseness of
the description, the specific working processes of the apparatus, modules and units described above
may refer to the corresponding processes in the foregoing method embodiments, which will not be
repeated herein again.

In the above-mentioned embodiments, the description for each of the embodiments has its

own focus. For parts that are not detailed or recorded in a certain embodiment, reference may be
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made to related descriptions of other embodiments.

FIG. 6 shows a schematic block diagram of a terminal device provided by an embodiment of
the present application. For ease of description, only parts related to this embodiment of the present
application are shown.

In this embodiment, the terminal device 6 may be a computing device such as a desktop
computer, a notebook, a palmtop computer, and a cloud server and the like. The terminal device 6
may include: a processor 60, a memory 61, and a computer-readable instruction 62 stored in the
memory 61 and executable on the processor 60, such as the computer-readable instruction for
executing the above-mentioned identity recognition method. The processor 60, when executing the
computer-readable instruction 62, implements the steps in the embodiments of the above-
mentioned identity recognition methods.

If the functional units in each of the embodiments of the present application are implemented
in the form of software functional units and sold or used as an independent product, they may be
stored in a computer-readable storage medium. Based on such understanding, the technical
solutions of the present application, or in other word the part of the technical solutions of the present
application that contributes to the existing technology, or all or part of the technical solutions may
essentially be embodied in the form of a software product, and the computer software product,
which includes several computer-readable instructions to enable a computer device (which may be
a personal computer, a server, or a network device, etc.) to perform all or part of the steps of the
method described in each embodiment of the present application, is stored in the storage medium.
The aforementioned storage medium includes any kind of medium capable of storing the computer-
readable instruction, such as a U disk, a mobile hard disk, a ROM (read-only memory), a RAM

(random access memory), a magnetic disk or an optical disk, etc.
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CLAIMS

What is claimed is:

1. An identity recognition method, characterized in that, the method comprises:

collecting face images and performing face recognition on the face images;

collecting a face image sequence if face recognition is successful, wherein the face image
sequence comprises F face images, where F is an integer greater than 1;

calculating a matching degree of the face image sequence and a preset reference image
sequence, wherein the reference image sequence comprises F face images, and expressions in at
least two face images are different;

determining that identity recognition successes if the matching degree of the face image
sequence and the preset reference image sequence is greater than a preset matching degree
threshold.

2. The identity recognition method according to claim 1, wherein before calculating the
matching degree of the face image sequence and the preset reference image sequence, the method
further comprises:

generating a random number through a preset pseudo-random number generator;

calculating a sequence identifier of the reference image sequence in a preset image sequence
set according to the following formula:

EmoSegNum = MOD(RandomNum, N)

where, MOD is a remainder function, RandomNuUm ig the random number, N is a total number of

d EmOSeaNum o4, sequence identifier of the

the image sequences in the image sequence set, an
reference image sequence in the image sequence set;

selecting the reference image sequence from the image sequence set according to the sequence
identifier.

3. The identity recognition method according to claim 1, wherein the step of calculating the

matching degree of the face image sequence and the preset reference image sequence comprises:

calculating a matching degree of an f~th face image in the face image sequence and an f-th
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. . . <f<
face image in the reference image sequence, where 1<sft<F ;

calculating the matching degree of the face image sequence and the reference image sequence

according to the following formula:

F
_ (D_SimDeg; ) - SimDeg
SrSimDeg = > [ x SimDeg ]
= (D SimDeg, ) x(F 1)
f=1

where SimDeg;,

is the matching degree of an f~th face image in the face image sequence and the
/f-th face image in the reference image sequence, and SrSimDeg is the matching degree of the
face image sequence and the preset reference image sequence.

4. The identity recognition method according to claim 3, wherein the step of calculating the
matching degree of the f-th face image in the face image sequence and the f~th face image in the
reference image sequence comprises:

calculating feature distances of the f~th face image in the face image sequence respectively,
wherein the feature distance is a distance between center points of any two feature regions;

constructing the feature distances as a feature vector of the f~th face image in the face image

sequence according to the following formula:

FeatureVec; = (Ftval, , Ftval, ,,..., Ftval . Ftval )

fmoe

where m is a serial number of the feature distance, 1<m<M , and M is a total number of the

. Ftval, . . . . . .
feature distances, and f.m s an m-th feature distance of the f~th face image in the face image
sequence;

calculating the matching degree of the f-th face image in the face image sequence and the f~th

face image in the reference image sequence according to the following formula:

M M
" D Ftval, D Stdval, ,
Abs{> [(Ftval,, - ™1 )x(Stdval,, -1 )]}
H m=1 ’ M ’ M
SimDeg; =1- = =
" D Ftval,, > stdval,
Ftval, , —™L———)*x > (Stdval, , - "2————)?
; ( f,m M ) ; ( f,m M )
StdVec, . . . :
where is the feature vector of the f~th face image in the reference image sequence, and
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StdVec, = (Stdval, ,, Stdval, ,,..., StdVval . Stdval, ) Stdval,

fmoee

is the m-th feature

distance of the f-th face image in the reference image sequence, 4bs is an absolute value function.
5. The identity recognition method according to claim 4, wherein the step of calculating the

feature distances of the f~th face image in the face image sequence respectively comprises:
calculating the feature distances of the f~th face image in the face image sequence according

to the following formula:

2 2
Ftval, , = \/( AveXL, . —AveXR, ) +(AveYL,, - AveYR, )

LN RN{ 2 LN RN{ 2
Z le,m,ln Z er,m,rn Z ylf,m,ln Z yrf,m,rn
— In=1 _m=l + In=1 _m=l
LN RN; LN ., RN, .,

LN . : : . . .
where f.mis a number of pixels in a first feature area of the f~th face image in the face image
xl I . . . o
sequence, (™ y f.miny is a coordinate of an [/n-th pixel point in the first feature area,
1<In<LN; . RN

, f.m s a number of pixels in a second feature area of the f-th face image in the

: Xr r . . . .
face image sequence, (© ™™, Yimm ) is a coordinate of a rn-th pixel point of the first feature area,

<rn<
l<m<RN, , (AVEXLf'm , AverL ) is a coordinate of the center point of the first feature area,
LN¢ LN¢
z le ,m,In Z ylf,m,ln
AvexL, =l AL =t e AveYR
LN and fm o ( VEAR e , ve f.m) is a coordinate of the
RN RNt m
Z er,m,rn Z yrf ,m,rn
AveXR, =l AveYR, =1
. : ! RN, ’ RN,
center point of the second feature region, om and om

6. A computer-readable storage medium with a computer-readable instruction stored thereon,
characterized in that, the computer-readable instruction, when executed by a processor, implements
the following steps of:

collecting face images and performing face recognition on the face images;

collecting a face image sequence if face recognition is successful, wherein the face image

sequence comprises F face images, where F is an integer greater than 1;
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calculating a matching degree of the face image sequence and a preset reference image
sequence, wherein the reference image sequence comprises F face images, and expressions in at
least two face images are different;

determining that identity recognition successes if the matching degree of the face image
sequence and the preset reference image sequence is greater than a preset matching degree
threshold.

7. The computer-readable storage medium according to claim 6, wherein before calculating
the matching degree of the face image sequence and the preset reference image sequence, the steps
further comprise:

generating a random number through a preset pseudo-random number generator;

calculating a sequence identifier of the reference image sequence in a preset image sequence
set according to the following formula:

EmoSegNum = MOD(RandomNum, N)

where, MOD is a remainder function, RandomNum g the random number, N is a total

number of the image sequences in the image sequence set, and EmoSeqNum

is the sequence
identifier of the reference image sequence in the image sequence set;

selecting the reference image sequence from the image sequence set according to the sequence
identifier.

8. The computer-readable storage medium according to claim 6, wherein the step of
calculating the matching degree of the face image sequence and the preset reference image
sequence comprises:

calculating a matching degree of an f-th face image in the face image sequence and an f-th
face image in the reference image sequence, where 1<f<F ;

calculating the matching degree of the face image sequence and the reference image sequence

according to the following formula:

F
_ (D SimDeg, ) - SimDeg,
SrSimDeg = > [ x SimDeg |
= (D simDeg, ) x(F -1)
f=1
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where SimDeg;

is the matching degree of an f-th face image in the face image sequence and the
f-th face image in the reference image sequence, and SrsimDeg is the matching degree of the
face image sequence and the preset reference image sequence.

9. The computer-readable storage medium according to claim 8, wherein the step of
calculating the matching degree of the f~th face image in the face image sequence and the f-th face
image in the reference image sequence comprises:

calculating feature distances of the f~th face image in the face image sequence respectively,
wherein the feature distance is a distance between center points of any two feature regions;

constructing the feature distances as a feature vector of the f~th face image in the face image

sequence according to the following formula:

FeatureVec, = (Ftval, , Ftval, ,,..., Ftval . Ftval; ;)

fomrer

where m is a serial number of the feature distance, 1<m<M , and M is a total number of the

Ftval; is an m-th feature distance of the f-th face image in the face image

feature distances, and
sequence;
calculating the matching degree of the f-th face image in the face image sequence and the f-th

face image in the reference image sequence according to the following formula:

M M
" > Ftval, > stdval, ,
Abs{> [(Ftval, , -1 )x(Stdval, , - "L}
H m=1 ' M y M
SimDeg, =1- = =
> Ftval,, > Stdval,

M
;(Ftvalf’m —m:lT)z X ;(Stdvalf'm _MT)Z

where StdVec,

StdVec, = (Stdval, ,, Stdval, ,,..., StdVval

is the feature vector of the f-th face image in the reference image sequence, and
., Stdval, ) Stdval,

fmoee

is the m-th feature
distance of the f-th face image in the reference image sequence, Abs is an absolute value function.

10. The computer-readable storage medium according to claim 10, wherein the step of
calculating the feature distances of the f-th face image in the face image sequence respectively
comprises:

calculating the feature distances of the f-th face image in the face image sequence according
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to the following formula:

2 2
Ftval, , = \/( AveXL, . —AveXR, ) +(AveYL,, — AveYR, )

LN RN{ 2 LN RN{ 2
Z le,m,ln Z er,m,rn Z ylf,m,ln Z yrf,m,rn
— In=1 _m=l + In=1 _m=l
LN RN; LN ., RN, .

LN . : : . . :
where f.m - is a number of pixels in a first feature area of the f~th face image in the face image
xl I . . . o
sequence, (= "™ Yemin ) is a coordinate of an In-th pixel point in the first feature area,
1<In<LN,_. RN

, f.m s a number of pixels in a second feature area of the f-th face image in the

: Xr r . . . .
face image sequence, (© ™™, Yimm ) is a coordinate of a rn-th pixel point of the first feature area,

l<m<RN, , ( AVeXL , AverL ) is a coordinate of the center point of the first feature area,
LN¢ LN¢
z le ,m,In Z ylf,m,ln
AverLin= In:ll_N AVETLin= In:lLN AveXR, , AveYR
fmand fm o ( fm, f.m) is a coordinate of the
RNt o RN¢ m
Z er,m,rn Z yrf ,m,r
AV B — AveYR, =l
center point of the second feature region, Nim and RN

11. A terminal device, comprising a memory, a processor, and a computer-readable instruction
stored in the memory and executable on the processor, characterized in that, the processor, when
executing the computer-readable instruction, implements the following steps of:

collecting face images and performing face recognition on the face images;

collecting a face image sequence if face recognition is successful, wherein the face image
sequence comprises F face images, where F is an integer greater than 1;

calculating a matching degree of the face image sequence and a preset reference image
sequence, wherein the reference image sequence comprises F face images, and expressions in at
least two face images are different;

determining that identity recognition successes if the matching degree of the face image

sequence and the preset reference image sequence is greater than a preset matching degree
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threshold.

12. The terminal device according to claim 11, wherein before calculating the matching degree
of the face image sequence and the preset reference image sequence, the steps further comprise:

generating a random number through a preset pseudo-random number generator;

calculating a sequence identifier of the reference image sequence in a preset image sequence
set according to the following formula:

EmoSegNum = MOD(RandomNum, N)
where, MOD is a remainder function, R@ndomNUm g the random number, N is a total number of
the image sequences in the image sequence set, and EmoSeqNum is the sequence identifier of the
reference image sequence in the image sequence set;

selecting the reference image sequence from the image sequence set according to the sequence
identifier.

13. The terminal device according to claim 11, wherein the step of calculating the matching
degree of the face image sequence and the preset reference image sequence comprises:

calculating a matching degree of an f-th face image in the face image sequence and an f-th
face image in the reference image sequence, where 1<f<F ;

calculating the matching degree of the face image sequence and the reference image sequence

according to the following formula:

F
_ (D_SimDeg, ) - SimDeg,
SrSimDeg = > [ x SimDeg ]
= (D simDeg, ) x(F -1)
f=1

SimDeg

where is the matching degree of an f~th face image in the face image sequence and the

d SrSimDeg is the matching degree of the

f-th face image in the reference image sequence, an
face image sequence and the preset reference image sequence.
14. The terminal device according to claim 13, wherein the step of calculating the matching

degree of the f~th face image in the face image sequence and the f~th face image in the reference

image sequence comprises:
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calculating feature distances of the f~th face image in the face image sequence respectively,
wherein the feature distance is a distance between center points of any two feature regions;
constructing the feature distances as a feature vector of the f~th face image in the face image

sequence according to the following formula:

FeatureVec, = (Ftval, ,Ftval, ,,..., Ftval . Ftval; ;)

fomre

where m is a serial number of the feature distance, 1<m<M , and M is a total number of the

. Ftval . . . . .
feature distances, and f.mis an m-th feature distance of the f-th face image in the face image
sequence;

calculating the matching degree of the f-th face image in the face image sequence and the f-th

face image in the reference image sequence according to the following formula:

M M
" > Ftval, > stdval, ,
Abs{> [(Ftval, , -1 )x(Stdval, , - "L—— )}
H m=1 ' M y M
SimDeg, =1- = =
" > Ftval,, > Stdval,
Ftval  -mt ) Stdval, - ™t )?
2:1 ( f.m M ) X ; ( f.m M )
StdVec, . . . :
where is the feature vector of the f~th face image in the reference image sequence, and

StdVec, = (Stdval, ,, Stdval, ,,..., StdVval ., Stdval, ) Stdval,

fmoee

is the m-th feature
distance of the f-th face image in the reference image sequence, Abs is an absolute value function.
15. The terminal device according to claim 14, wherein the step of calculating the feature
distances of the f~th face image in the face image sequence respectively comprises:
calculating the feature distances of the f~th face image in the face image sequence according

to the following formula:

2 2
Ftval, , = \/( AveXL, . —AveXR, ) +(AveYL,, — AveYR, )

2 2

LN¢ RN LN¢ m RN
Z le,m,ln Z er,m,rn Z ylf,m,ln Z yrf,m,rn
— In=1 _m=l + In=1 _m=l
LN ., RN; LN ., RN, .

LN . . . . . .
where f.mis a number of pixels in a first feature area of the f~th face image in the face image
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xl I . . . o
sequence, (= "™ y f.miny is a coordinate of an In-th pixel point in the first feature area,

1<In<LN RN . . . . .
fm f.m s a number of pixels in a second feature area of the f-th face image in the

: Xr r . . . .
face image sequence, (© ™™, Yimm ) is a coordinate of a rn-th pixel point of the first feature area,

<rn<
l<ms<RN, , ( AveXL , AverL ) is a coordinate of the center point of the first feature area,
LN¢ LN¢
z le ,m,In Z ylf,m,ln
AveXL; = —'”T_N AveYL, = —InzlLN AveXR. . AveYR
fmand fm VEARim , ve f.m) is a coordinate of the
RN RN¢ m
Z er,m,rn Z yrf ,m,rn
AvexR, =Mt AveYR, ="t
. . ‘ RN, ’ RN,
center point of the second feature region, om and om

16. An identity recognition apparatus, characterized in that, the identity recognition apparatus
comprises:

a face recognition module configured to collect face images and perform face recognition on
the face images;

an image sequence collection module configured to collect a face image sequence if the face
recognition is successful, wherein the face image sequence comprises F face images, where F is an
integer greater than 1;

a sequence matching degree calculation module configured to calculate a matching degree of
the face image sequence and a preset reference image sequence, wherein the reference image
sequence comprises F face images, and expressions in at least two face images are different;

an identity determination module configured to determine that identity recognition successes
if the matching degree of the face image sequence and the preset reference image sequence is
greater than a preset matching degree threshold.

17. The identity recognition apparatus according to claim 16, wherein the identity recognition
apparatus further comprises:

arandom number generation module configured to generate a random number through a preset

pseudo-random number generator;
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a sequence identifier calculation module configured to calculate a sequence identifier of the
reference image sequence in a preset image sequence set according to the following formula:

EmoSegqNum = MOD(RandomNum, N)
where, MOD is a remainder function, Ra@ndomNum g the random number, N is a total number of
the image sequences in the image sequence set, and EmoSeqNum s the sequence identifier of the
reference image sequence in the image sequence set;

a reference image sequence selection module configured to select the reference image
sequence from the image sequence set according to the sequence identifier.

18. The identity recognition apparatus according to claim 16, wherein the sequence matching
degree calculation module comprises:

a first calculation unit configured to calculate a matching degree of an f-th face image in the
face image sequence and an f-th face image in the reference image sequence, where 1<f<F ;

a second calculation unit configured to calculate the matching degree of the face image

sequence and the reference image sequence according to the following formula:

F
_ (D_SimDeg, ) - SimDeg
SrSimDeg = > [ x SimDeg ]
= (D SimDeg, ) x(F 1)
f=1

where SimDeg;,

is the matching degree of an f-th face image in the face image sequence and the
f-th face image in the reference image sequence, and SrSimDeg is the matching degree of the
face image sequence and the preset reference image sequence.

19. The identity recognition apparatus according to claim 18, wherein the first calculation unit
comprises:

a feature distance calculation subunit configured to calculate feature distances of the f~th face
image in the face image sequence respectively, wherein the feature distance is a distance between
center points of any two feature regions;

a feature vector construction subunit configured to construct the feature distances as a feature

vector of the f~th face image in the face image sequence according to the following formula:
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FeatureVec; = (Ftval, , Ftval, ,,..., Ftval . Ftval; ;)

fmoe

where m is a serial number of the feature distance, 1<m<M , and M is a total number of the
feature distances, and Fval, is an m-th feature distance of the f-th face image in the face image
sequence;

a matching degree calculation subunit configured to calculate the matching degree of the f~th

face image in the face image sequence and the f~th face image in the reference image sequence

according to the following formula:

M M
" D Ftval, D Stdval, ,
Abs{> [(Ftval, , - ™1 )x(Stdval, , -1 )]}
H m=1 ’ M ’ M
SimDeg; =1- = =
y D Ftval,, > stdval, ,
Ftval, , - ™ )*x» (Stdval, , - ™————)°
; ( f,m M ) ; ( f,m M )
StdVec, . . . .
where is the feature vector of the f~th face image in the reference image sequence, and

StdVec, = (Stdval, ,, Stdval, ,,..., StdVval

f.mr=*

., Staval, ) Stdval, , is the m-th feature

distance of the f-th face image in the reference image sequence, Abs is an absolute value function.
20. The identity recognition apparatus according to claim 19, wherein the feature distance
calculation subunit calculates the feature distances of the f~th face image in the face image sequence

according to the following formula:

2 2
Ftval, , = \/( AveXL, . —AveXR, ) +(AveYL,, — AveYR, )

2 2

LN¢ RN LN¢ RN
Z le,m,ln Z er,m,rn Z ylf,m,ln Z yrf,m,rn
— In=1 _m=l + In=1 _m=l
LN RN; LN ., RN, .

LN . . . . . .
where f.mis a number of pixels in a first feature area of the f~th face image in the face image

xl I . . . o
sequence, (™ y f.miny is a coordinate of an [/n-th pixel point in the first feature area,

1<In<LN,, RN

9

f.m - is a number of pixels in a second feature area of the f-th face image in the

. Xr r . . . .
face image sequence, (© ™™, Yimm ) is a coordinate of a rn-th pixel point of the first feature area,

1<rmn<RN; (AveXLf'm AveYL

f.m) is a coordinate of the center point of the first feature area,
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LN¢ 1 LNt m
z le ,m,In Z ylf ,m,In
AV = AL = N AvexR, , AveYR
fmand b ( fm ) f.m) is a coordinate of the
RN RNt m
Z er,m,rn Z yrf ,m,rn
AveXRf]m:m:l— AveYRf’m:"‘:l—
center point of the second feature region, fum and RN



