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human face photographs submitted by users for a
particular digital due diligence process are collected

A 4

104
face detection model used to detect a human face from
each of the human face photographs; detected human face
is removed such that the background image remains
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identification (ID) document photographs submitted by users for
the same particular digital due diligence process are collected

108

ID alignment model used to detect an actual identification document
in a digital image of an identification document; image of the actual
identification document is removed, leaving behind the background

110

extracted background images from each of the plurality of human

face photographs and identification document photographs are
used to train an image similarity model separately
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new data associated with the particular digital due diligence

process is received; detected human face and actual identification

document removed such that the background image remains
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generate background vectors for each of the
extracted backgrounds from the human face
photographs and identification document
photographs using trained image similarity model
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116
cluster algorithm used to detect similar background groups
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(i) newly extracted background data from the human face
photographs and identification document photographs
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[from 112] and (ii) similarity results [from 116] added to
historical dataset
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Generating a background vector for each of the extracted first
background images and the extracted second background
images using a trained image similarity model
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Detecting a presence of similar backgrounds from the generated
background vectors
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Triggering an alarm signal if the presence of similar backgrounds is
detected
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