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METHODS AND SYSTEMS FOR ACCESSING 

ACCOUNT INFORMATION ELECTRONICALLY 

Field of the Invention 

[0001] The present invention relates generally to the field of financial account information 

management, and more particularly to methods and systems for accessing account 

information electronically. 

Background of the Invention 

[0002] Customers while shopping may wish from time-to-time to know exactly how much 

money or credit they have available in their various accounts and their most recent 

transactions. Currently, bank customers who wish to obtain such information through a 

mobile device are typically required to go through an authentication process, which usually 

requires entry of a user ID and password each time such customers access the information. 

Some bank customers may be allowed to access the information on a mobile device using the 

same user ID and password that they use for online banking, but other customers may be 

required to use a different user ID and password for mobile device access to their balance and 

recent transaction information. 

[0003] In either case, a customer shopping, for example, at a mall who may want to make 

relatively frequent checks on his or her balances to assure sufficient funds or credit to pay for 

purchases. This requires repeated typing of the customer's user name and password on his or 

her mobile device. Moreover, most financial institutions set standards for customer 

passwords that require unusual characters that may further complicate the process of typing 

passwords on a customer's mobile device. Thus, typing a password on a small keyboard or 

touchscreen of a mobile device may be awkward and time consuming. 

[0004] In the past, financial institutions have made relatively modest improvements for 

customer convenience, such as, allowing a customer an option to keep a session open for a 

limited period of time after signing on using his or her user ID and password. Thus, the 

customer may be allowed to extend the length of a session slightly beyond the period of time 

normally allocated for a session after the customer signs on. In addition, some financial 

institutions have moved toward allowing access to limited aspects of a customer's account 
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information without entering a password. However, such offerings carry a significant degree 

of risk such as exposing the customer's account information to unauthorized persons. 

[0005] There is a present need for methods and systems for accessing account information 

electronically that provide a high level of convenience for on-the-go customers of financial 

institutions, such as banks, who wish to learn quickly and easily how much money or credit 

they have in their accounts without repeatedly going through complicated sign-on processes, 

while at the same time providing a number of controls to ensure that the security of 

customers' information is safely maintained. 

Summary of the Invention 

[0006] Embodiments of the invention employ computer hardware and software, including, 

without limitation, one or more processors coupled to memory and non-transitory computer-

readable storage media with one or more executable programs stored thereon which instruct 

the processors to perform the methods and systems described herein. Embodiments of the 

invention provide methods and systems for accessing account information electronically that 

may involve, for example, binding, using a processor of a back-end server, a computing 

device with a customer's profile via at least one attribute of the computing device and an 

encrypted token stored on the computing device. 

[0007] Thereafter, using the processor of the back-end server, an authentication request 

may be received that consists at least in part of the at least one attribute of the computing 

device and the encrypted token stored on the computing device. Likewise using the 

processor of the back-end server, a determination may be made as to whether or not entry of 

a customer credential was received within a pre-determined preceding interval of time. Also 

using the processor of the back-end server, predefined customer account information may be 

displayed on the computing device without requiring entry of the customer credential when a 

determination is made that entry of the customer credential was received within the pre­

determined preceding interval of time. 

[0008] In an aspect of embodiments of the invention, binding the computing device may 

involve, for example, binding the computing device with the customer's profile only when an 

opt in selection is received from the customer. In another aspect, binding the computing 

device may involve, for example, binding the computing device only if a confirmation of the 

opt in selection is received from the customer. In a further aspect, binding the computing 
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device may involve, for example, disabling the binding of the computing device at any time 

an opt out selection is received from the customer after receiving the opt in selection from the 

customer. 

[0009] In an additional aspect of embodiments of the invention, binding the computing 

device may involve, for example, disabling the binding of the computing device at any time a 

request to change the customer credential is received from the customer. In still another 

aspect, the customer credential may comprise, for example, a customer password. In a still 

further aspect, binding the computing device may involve, for example, disabling the binding 

of the computing device at any time a request is received to bind a different computing 

device with the customer's profile. 

[0010] In another aspect of embodiments of the invention, the at least one computing 

device attribute may comprise, for example, a unique computing device identifier. In other 

aspects, the computing device may comprise, for example, a mobile communication device 

and the at least one computing device attribute may comprise a mobile network identifier. In 

further aspects, the encrypted token may comprise, for example, a token encrypted using a 

hash algorithm. 

[0011] In a further aspect of embodiments of the invention, determining whether or not 

entry of the customer credential was received may involve, for example, determining whether 

or not entry of the customer credential was received at least once within the pre-determined 

preceding interval of time. In additional aspects, determining whether or not entry of the 

customer credential was received may involve, for example, determining whether or not entry 

of the customer credential was received at least once within the preceding fifteen days. 

[0012] In a still further aspect of embodiments of the invention, displaying the pre-defined 

customer account information may involve, for example, displaying non-personally 

identifiable customer account information on the computing device. In another aspect, 

displaying the non-personally identifiable customer account information may involve, for 

example, displaying non-personally identifiable customer checking, savings, and credit card 

account information on the computing device. In other aspects, displaying the non-

personally identifiable customer checking account information may involve, for example, 

displaying a partial checking account identifier and one or more available balances of the 

checking account on the computing device. In still other aspects, the partial checking 
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account identifier may comprise, for example, a pre-determined portion of a checking 

account number 

[0013] In still another aspect of embodiments of the invention, displaying the non-

personally identifiable customer savings account information may involve, for example, 

displaying a partial savings account identifier and one or more savings account balances on 

the computing device. In an additional aspect, the partial savings account identifier may 

comprise, for example, a pre-determined portion of a savings account number. In a further 

aspect, displaying the non-personally identifiable customer credit card account information 

may involve, for example, displaying a partial credit card account identifier, one or more 

credit card account balances, on the computing device. In yet another aspect, the partial 

credit card account identifier may comprise, for example, a pre-determined portion of a credit 

card account number. 

[0014] In an additional aspect of embodiments of the invention, displaying the non-

personally identifiable customer account information may involve, for example, displaying 

non-personally identifiable customer account transaction information for a pre-determined 

number of transactions on the computing device. In a further aspect, the pre-determined 

number of transactions may comprise, for example, the most recent fifteen transactions. In a 

still further aspect, displaying the pre-defined customer account information may involve, for 

example, denying a customer transaction request received without entry of the customer 

credential. 

[0015] These and other aspects of the invention will be set forth in part in the description 

which follows and in part will become more apparent to those skilled in the art upon 

examination of the following or may be learned from practice of the invention. It is intended 

that all such aspects are to be included within this description, are to be within the scope of 

the present invention, and are to be protected by the accompanying claims. 

Brief Description of the Drawings 

[0016] Fig. 1 is a chart that illustrates examples of the types of information that may be 

accessible via the sneak peak application for embodiments of the invention; 
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[0017] Fig. 2 is a screen shot that illustrates an example of menu items accessible upon 

opening the sneak peak application for embodiments of the invention without entering the 

customer's password; 

[0018] Figs. 3A and 3B are screen shots illustrating examples of the home screen of the 

sneak peek application for embodiments of the invention; 

[0019] Figs. 4 and 5 are screen shots illustrating examples of a checking ledger view and a 

savings ledger view of the sneak peek application for embodiments of the invention; 

[0020] Fig. 6 is a screen shot illustrating an example of a credit card ledger view of the 

sneak peek application for embodiments of the invention; 

[0021] Fig. 7 is a screen shot illustrating an example of an offer based on a customer's 

card relationship for embodiments of the invention; 

[0022] Fig. 8 is a flow diagram that illustrates an example of the process of binding the 

customer's mobile device to the customer's profile during sneak peek enrollment for 

embodiments of the invention; 

[0023] Figs. 9A-9D are screen shots illustrating examples of aspects of a sneak peek sign-

on screen for embodiments of the invention; 

[0024] Fig. 10 is a schematic diagram that illustrates an example overview of key 

components and the flow of information between key components for embodiments of the 

invention; and 

[0025] Fig. 11 is a flow chart that illustrates an example of the process of accessing 

customer account information using the sneak peek application for embodiments of the 

invention. 

Detailed Description 

[0026] Reference will now be made in detail to embodiments of the invention, one or 

more examples of which are illustrated in the accompanying drawings. Each example is 

provided by way of explanation of the invention, not as a limitation of the invention. It will 

be apparent to those skilled in the art that various modifications and variations can be made 

in the present invention without departing from the scope or spirit of the invention. For 

example, features illustrated or described as part of one embodiment can be used in another 

embodiment to yield a still further embodiment. Thus, it is intended that the present 
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invention cover such modifications and variations that come within the scope of the 

invention. 

[0027] Embodiments of the invention provide an unprecedented level of convenience for 

on-the-go customers of financial institutions, such as banks, who wish to learn quickly and 

easily how much money they have in their accounts without repeatedly going through 

complicated sign in processes, while at the same time providing a number of controls to 

ensure that the security of customers' information is safely maintained. Embodiments of the 

invention allow financial institution customers to see at a glance, for example, their current 

balances on all their deposit accounts and credit cards and to see how much money they have 

available to spend without being required to enter their passwords each time they access such 

information. In addition, embodiments of the invention allow such customers to see their 

latest transactions likewise without having to enter their passwords each time. Instead of 

typing in the customer's password to access the latest information on his or her mobile device 

each time, embodiments of the invention merely require the customer to periodically refresh 

and reopen an application on the mobile device. 

[0028] Thus, embodiments of the invention provide a "sneak peek" mode within a global 

mobile application that allows an "always-on" sneak peek at balances and recent transactions 

to a customer each time the customer enters the application, for example, on the customer's 

mobile device. In embodiments of the invention, only information that is non-personally 

identifiable is made available, and such information is made available only to a customer who 

opts in to the sneak peek service and continues to successfully enter the customer's password 

in the sneak peak application at least once during predetermined time intervals, such as at 

least once every fifteen days. 

[0029] An important aspect of embodiments of the invention requires that a customer must 

opt in to assure that the customer wishes to participate. In an "opt-in-only" aspect, for 

example, customers may be asked to opt in to the service upon first logging into the sneak 

peak application for embodiments of the invention. Thereafter, customers may be able to 

change their sneak peek opt-in/out status at any time via a settings menu. Thus, when a 

customer signs on for the first time, the customer is advised of the features for embodiments 

of the invention. If the customer does not opt in and sign up immediately for the sneak peek 

application for embodiments of the invention, the customer may be given opportunities to 

sign up on subsequent occasions. 
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[0030] A further security feature of the sneak peek application for embodiments of the 

invention assures, for example, that the only the type of information accessible includes 

account balances and a predetermined number of the most recent transactions, such as the 

fifteen most recent transactions. In addition, in the sneak peek mode, customers may not be 

allowed to perform any transactions whatsoever. No personally identifiable information may 

be displayed, and no one may be allowed to perform any money movement of any kind from 

within the sneak peak application for embodiments of the invention without entering the 

customer's password. 

[0031] If a customer opts in and signs up for the sneak peek application for embodiments 

of the invention, he or she may thereafter be able to access certain of the customer's account 

information via his or her mobile device without having to input the customer's password. 

Thus, embodiments of the invention enable the customer to see, for example, checking 

account information including account name and one or more available balances, savings 

account information including account name and one or more available balances, and credit 

card information including card name and one or more card balances, as well as merchant 

offers for customers with a financial institution credit card account. 

[0032] Fig. 1 is a chart that illustrates examples of the types of information that may be 

accessible via the sneak peak application for embodiments of the invention. Referring to Fig. 

1, the balance information 100 that may be accessed using the sneak peak functionality may 

include, for example, the last four digits of account number, the current balance, and the 

available credit line for the customer's card account 102; the last four digits of the account 

number, the on-deposit amount, and the amount available for the customer's checking 

account 104; and the last four digits of the account number, the on-deposit amount, the 

amount available, and the year-to-date interest for the customers' savings account 106. 

Referring further to Fig. 1, the statement information 108 that may be accessed using the 

sneak peak functionality may include, for example, the statement balance, minimum payment 

due, and due date for the customer's card account 102. 

[0033] Referring again to Fig. 1, the account history information 110 that may be accessed 

using the sneak peak functionality may include, for example, up to the most recent fifteen 

transactions involving any of the customer's card 102, checking 104 or savings 106 accounts. 

The mobile application for embodiments of the invention provides customers a truly 

differentiated mobile banking experience, leveraging dynamic ways for the customer to 
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engage and access the customer's financial information. Allowing customers who opt in to 

the ability to access high level, non-personally identifiable account information takes 

advantage of the nature of the mobile phone that is generally on or about the person of the 

mobile phone user most of each day and is a personal device that is not generally shared 

between users. 

[0034] A customer who opts in to use of the sneak peek application for embodiments of 

the invention may have access to various functionality upon opening the application without 

entering the customer's password each time. Fig. 2 is a screen shot 200 that illustrates an 

example of menu items accessible upon opening the sneak peak application for embodiments 

of the invention without entering the customer's password. Referring to Fig. 2, full 

functionality menu items accessible to a customer upon opening the sneak peek application 

for embodiments of the invention without entering a password may include, for example, 

branch locator 202, help with frequently asked questions 204, contact the financial institution 

206, and a display of accumulated rewards points 208. However, the customer may not be 

enabled to update settings using the settings button 210 while in the sneak peek application 

for embodiments of the invention. A sign on/sign off menu item 212 enables the customer to 

sign on by entering the customer's password, whereupon the customer is enabled to access 

the full sneak peak application and perform additional activities, such as payments, transfers, 

deposit checks and view all transactions. 

[0035] A home screen menu item 214 shown on the screen shot of Fig. 2 may allow the 

customer to access a home screen upon opening the sneak peak application for embodiments 

of the invention without entering the customer's password. Figs. 3 A and 3B are screen shots 

illustrating examples of the home screen 300 of the sneak peek application for embodiments 

of the invention. The home screen 300 provides access with available balance information 

for all account types including, for example, checking 302, savings 304 and credit card 306. 

For checking accounts 302, the home screen 300 may provide the account name and one or 

more available balances. For savings accounts 304, the home screen 300 may provide the 

account name and one or more available balances. For credit card accounts 306, the home 

screen 300 may provide the card name and one or more credit card balances. 

[0036] Figs. 4 and 5 are screen shots illustrating examples of a checking ledger view 400 

and a savings ledger view 500, respectively, accessible upon opening the sneak peek 

application for embodiments of the invention without having to re-enter the customer's 
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password each time the customer accesses the information using the sneak peek application. 

The checking and savings ledger views 400 and 500, respectively, may provide, for example, 

one or more available balances 402, one or more available balances 502, and transaction 

information for a predetermined number, such as fifteen, of the most recent pending and 

posted checking account transactions 404 and savings account transactions 504. The 

checking and savings account transaction information displayed may include, for example, 

the transaction amount, the transaction description, and the date for each transaction. It is to 

be noted that embodiments of the invention are not limited to numeric displays of recent 

transaction and balance information. Visual representations of the same information or any 

other suitable representations of such information may be employed. According to 

embodiments of the invention, the account information is not personally identifiable, and no 

further account details are accessible without entering the customer's password. 

[0037] Fig. 6 is a screen shot illustrating an example of a credit card ledger view 600 

accessible upon opening the sneak peek application for embodiments of the invention without 

having to re-enter the customer's password each time the customer accesses the information 

using the sneak peek application. The credit card ledger view 600 may provide, for example, 

the available balance 602, the current balance 604, the minimum payment amount and due 

date 606, and the transaction information 608 for a predetermined number, such as fifteen, of 

the most recent pending and posted transactions. The displayed credit card transaction 

information 608 may include, for example, the amount, transaction description, and purchase 

date for each transaction. In the credit card ledger view 600 for embodiments of the 

invention, no further transaction details or account details are made available. As previously 

mentioned, customers with credit card accounts may also be able to see offers that are 

available to them based on their specific card relationship. Fig. 7 is a screen shot illustrating 

an example of an offer 700 based on a customer's card relationship. 

[0038] As previously noted, embodiments of the invention provide a number of control 

aspects to ensure that the security of customers' information is safely maintained. In a 

confirmation of selections aspect, each time a customer reboots the customer's mobile 

device, updates the application, or enters the customer's password after expiration of a 15-

day period of not doing so, the customer may be reminded of the customer's security 

preferences and asked to reconfirm his or her preferences in order to proceed. The 

confirmation of selections aspect ensures that a customer is familiar with and aware of the 
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customer's security preferences. A persistent opt-out option, which is the persistent ability to 

opt out of the sneak peak application functionality for embodiments of the invention via the 

settings menu displayed by the application, is still another aspect. Thus, a customer may be 

allowed to opt out of the features for embodiments of the invention and will not be prompted 

in the future to opt in to such features. 

[0039] In addition, a customer who opts in may disable the sneak peak feature for 

embodiments of the invention by logging in via any other computing device, including a 

mobile device, and changing the customer's online password. For example, assume that a 

customer who opts in loses his or her mobile device and is concerned about security even 

though an unauthorized third party will not be able to access any of the customer's personally 

identifiable account information using the customer's mobile device. Such a concern is 

addressed, for example, by allowing the customer to immediately disable the features of the 

sneak peek application for embodiments of the invention by allowing the customer to change 

the customer's online password. 

[0040] Bank and cards customer service agents may be able to provide guidance to 

customers who have lost their phones or have had their wallets stolen. For example, 

customers who call in may be directed to an online banking sneak peak application to change 

their passwords to remotely disable the application functionality for embodiments of the 

invention. Thus, customers may be able to remotely disable the sneak peak application 

functionality remotely by accessing an online banking server using a different touchpoint and 

simply changing the customer's password. Alternatively, a customer service representative 

may be able to disable a customer's user ID at the customer's request. In addition, a 

customer whose mobile device has a "find my phone" feature may enable the "find my 

phone" feature on the customer's device and remotely lock his or her device with a passcode 

if misplaced, and customers may remotely wipe their mobile devices as well. 

[0041] In another aspect, any changes to the customer's credentials for online banking 

may disable the sneak peek functionality and require the customer to enter his or her 

password upon opening the sneak peak application. For password changes, a customer may 

not be prompted to proceed through the sneak peek opt in flow, but may instead be prompted 

to verify his or her customer settings around the customer's remembered user ID and sneak 

peek settings. For user ID changes, the customer may be prompted to proceed through the 

full sneak peek opt in flow for the sneak peek functionality. 
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[0042] In an additional security aspect, as previously mentioned, customers are required to 

enter their password at least once in pre-determined time intervals, such as once every fifteen 

days, in order for the functionality of the sneak peak application for embodiments of the 

invention to remain active. It is to be understood that such periodic schedule for re-entering 

the customer's password is not limited to once every fifteen days but may be any other 

number of re-entries and any other suitable interval of time. For example, if a customer opts 

in to the functionality of the sneak peak application, but then does not enter his or her 

password for fifteen days by either performing a transaction, viewing information that 

requires the customer to enter his or her password, or by actively electing to electronically 

sign on via an application menu, the next time the customer opens the application, he or she 

will be required to enter his or her password to fulfill the 15-day password requirement. 

Once the customer enters his or her password, the customer may be reminded of his or her 

preferences, including the customer's preference to opt in for the functionality for 

embodiments of the invention, and may be given an opportunity to opt out if the customer's 

preferences have changed. 

[0043] On the other hand, if the customer opts in to the sneak peak functionality and 

launches the application and enters the customer's password by either performing an activity 

that requires such entry, requests to view information that requires such entry, or actively 

elects to sign in via the application menu at least once every fifteen days, the customer will 

have satisfied the 15-day sign-in requirement. Therefore, no additional requirement to enter a 

password will be imposed on the customer by the sneak peak application for embodiments of 

the invention so long as the customer continues to satisfy this requirement at least every 

fifteen days. 

[0044] In another security aspect, a customer is allowed to enroll in the functionality of 

the sneak peak application for embodiments of the invention on only one device at a time. 

Thus, if a customer attempts to opt in to the functionality from another device, the sneak peak 

application functionality may immediately be deactivated on the previously enrolled device. 

In addition, the customer who attempts to enroll on the other device may be presented with a 

notice prior to completion of enrollment on the new device advising him or her that the new 

enrollment will un-enroll the customer's previously enrolled device. Consequently, if a 

customer has two or more mobile devices from which he or she accesses his or her accounts, 

the customer is limited to enrolling only one of such devices for the sneak peek feature of 
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embodiments of the invention. If the customer enrolls one of his or her such mobile devices 

for the sneak peek functionality and later wishes to change to another device, doing so will 

disable the previously enrolled device in order to enroll such other device. 

[0045] In a further security aspect, any time an enrolled mobile device is rebooted or 

restarted or the customer upgrades or updates a previous version of the sneak peek 

application for embodiments of the invention, the customer is required to re-enter his or her 

password in order to continue to use the features of the invention. In the device reboot 

aspect, any time the customer reboots his or her mobile device, the next time the customer 

opens the sneak peak application for embodiments of the invention, the customer may be 

prompted to enter his or her password. In an application update aspect, any time the sneak 

peak application is upgraded with a newer version of the application by the customer, the 

customer may be asked to enter his or her password. In either aspect, upon launching the 

sneak peak application and entering the customer's password, the customer may be reminded 

of his or her preferences, including the customer's preference to opt in to the functionality for 

embodiments of the invention, and may be given an opportunity to opt out if the customer's 

preferences have changed. 

[0046] An important security aspect of embodiments of the invention involves, for 

example, tightly binding the customer's physical device, such as the customer's mobile 

phone, to an individual customer profile. Fig. 8 is a flow diagram that illustrates an example 

of the process of binding the customer's mobile device to the customer's profile during 

enrollment for embodiments of the invention. Referring to Fig. 8, at SI, during enrollment, 

using a processor such as a financial institution processor, the customer's user ID; the unique 

device identifier for the customer's mobile device, such as a Media Access Control (MAC) 

address, International Mobile Station Equipment Identity (IMEI), or other mobile equipment 

identifier (MEID); and network details for the customer's mobile device processor. 

[0047] Referring further to Fig. 8, at S2, upon receiving such information, likewise using 

the processor, an encrypted token may be generated based on an algorithm, such as the Hash-

Based Message Authentication Code (HMAC), using an algorithm, such as the Secure Hash 

Algorithm, SHA256, with a current time stamp and random number as inputs. It is to be 

noted that embodiments of the invention are not limited to use of the HMAC-SHA256 

algorithm and that any other suitable encryption method or algorithm may be employed. 

Further, embodiments of the invention may employ either symmetric or asymmetric 
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encryption. Referring again to Fig. 8, at S3, also using the processor, the encrypted token 

may be sent back to the customer's mobile device processor, which may then store the 

received token. In addition, using the processor, the customer's mobile device attributes and 

the encrypted token may be stored for validating authentication for the sneak peak application 

functionality for embodiments of the invention each time the customer opens the application. 

[0048] Thereafter, referring once more to Fig. 8, at S4, each time the customer opens the 

sneak peek application for embodiments of the invention, during the authentication process, 

using the processor, the information including, for example, the customer's user ID, the 

customer's unique device identifier, the customer's network details, and the encrypted token 

that was sent to the customer's device during the enrollment process may be received from 

the customer's mobile device processor. It is to be noted that the network details may be 

included in the token information in order to enable the financial institution to remotely 

disable the features for embodiments of the invention in the event the customer loses his or 

her mobile device. At S5, using the processor, the received encrypted token and the device 

attributes may be validated with the stored information to ensure that the request comes from 

the same device. If the user ID or password is changed, the token validation process may 

fail, and the customer may be notified of a requirement for the customer to proceed through a 

normal sign-on process using his or her password. 

[0049] A network detail requirement aspect of embodiments of the invention may identify 

when the sneak peek application is accessed in the absence of cellular or Wi-Fi connectivity 

and may require re-authentication on the next occasion the application is accessed after 

cellular or Wi-Fi connectivity is reestablished. Still another security aspect may involve, for 

example, a master switch that allows the financial institution to fully disable the sneak peek 

service for all customers of the financial institution. In the master switch aspect, instead of 

disabling sneak peek functionality on a customer-by-customer basis, if any type of breach 

occurs that presents a need to disable the functionality of all customers, the master switch 

aspect may allow the financial institution to disable such functionality. A still further 

security aspect may involve, for example, a selective control that allows the financial 

institution to disable the features for embodiments of the invention for one or more customers 

of the financial institution on a selective basis, for example, in the event a customer's mobile 

device number is changed. 
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[0050] It is to be understood that no transaction of any type, such as a payment, a transfer 

or deposit involving any account of the customer, may be performed using the sneak peek 

features for embodiments of the invention. Thus, in order to perform one or more 

transactions, such as making a payment or setting up a transfer of funds between accounts of 

the customer, the customer must enter his or her password. If a customer accesses his or her 

account information using the features for embodiments of the invention and decides to make 

a payment, the customer must then enter his or her password to continue and make such a 

payment. Other actions which may require the customer to enter the customer's password 

may include, for example, editing or canceling scheduled payments; performing money 

transfer transactions; or accessing information regarding investments, retirement accounts, 

credit lines, loans, mortgages, brokerage accounts, or business accounts. Additional actions 

which may require the customer to enter the customer's password may include, for example, 

payment by a payee module that includes aggregate payment information by payee, mobile 

check deposit, access to transactions before the predetermined number of most recent 

transactions, or transaction or account details. 

[0051] Figs. 9A-9D are screen shots illustrating examples of aspects of a sign-on screen 

900 for embodiments of the invention. Referring to Figs. 9A-9D, in a first-time login 

process, upon first signing into the sneak peak application for embodiments of the invention, 

a customer may be taken through an initial sign-on process that may consist of a number of 

screen displays on the customer's mobile device once the customer correctly enters his or her 

user name and password. A first such screen may be a sneak peek introduction and opt in 

screen, an example screen shot 902 of which is shown in Fig. 9B, on which the customer may 

read about the sneak peak functionality. The customer may be prompted to click on a "learn 

more/security" link icon 904 which may take the customer to a "learn more/security" screen 

906, as shown in Fig. 9C, on which the customer may learn what information may be 

available to him or her in the sneak peek mode. The customer may be also learn what 

information may require password entry to access and the risks that may be associated with 

enablement of the sneak peek functionality. In addition, the customer may be advised of 

security measures available if the customer loses his or her mobile device and wishes to 

disable the sneak peek feature remotely. 

[0052] Referring to Fig. 9B, in the opt-in aspect of the sneak peek functionality, a default 

state of an "activate sneak peek" box 908 may be an unchecked condition, and the customer 
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must actively opt in to the sneak peek functionality to activate it. If the customer opts in, and 

did not previously elect to have his or her user ID remembered on an earlier screen, the 

customer may be advised that in order for the sneak peek aspect to be functional, the 

customer must elect to have his or her user ID remembered. If the customer does not agree, 

the customer may be opted out of the sneak peek functionality and be taken directly to a 

home screen. 

[0053] Fig. 9D shows an example of a confirm preferences mobile device screen shot 910 

for embodiments of the invention. When the customer opts in, he or she may be taken to the 

confirm preferences screen 910 where the customer may confirm his or her preferences with 

his or her user ID remembered 912 and the sneak peek functionality enabled 914. When the 

customer is comfortable with his or her settings, the customer may click on "finish sign-on" 

916 to confirm his or her settings. Once the customer's settings are confirmed, the customer 

may be taken to the home screen of the sneak peak application for embodiments of the 

invention, at which point the customer is fully signed in and able to view and perform all 

functions within the application for embodiments of the invention. 

[0054] Fig. 10 is a schematic diagram that illustrates an example overview of key 

components and the flow of information between key components for embodiments of the 

invention. Referring to Fig. 10, key components may include, for example, a processor of a 

customer's computing device 1002, such as the customer's smart phone, coupled over a 

network 1004 to a processor of a back-end server 1006, such as a financial institution server. 

Fig. 11 is a flow chart that illustrates an example of the process of accessing customer 

account information for embodiments of the invention. Referring to Figs. 10 and 11, at SI 0, 

using the processor of the back-end server 1006, the computing device 1002 may be bound 

with a customer's profile via at least one attribute of the computing device 1002 and an 

encrypted token stored on the computing device 1002. 

[0055] Referring further to Figs. 10 and 11, thereafter, at SI 1, likewise using the processor 

of the back-end server 1006, an authentication request may be received that consists at least 

in part of the at least one attribute of the computing device 1002 and the encrypted token 

stored on the computing device 1002. At S12, again using the processor of the back-end 

server 1006, a determination may be made of whether or not entry of a customer credential 

was received within a pre-determined preceding interval of time. At SI3, also using the 

processor of the back-end server 1006, predefined customer account information may be 
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displayed on the computing device 1002 without requiring entry of the customer credential 

when a determination is made that entry of the customer credential was received within the 

pre-determined preceding interval of time. 

[0056] Customers who do not opt in during the first sign-on may be prompted with the 

sneak peek functionality opt-in screen a pre-determined period of time, such as 60 days, after 

first login. Customers who opt in either during the first sign in or via settings may land 

immediately on the home screen and be able to access the level of information allowed within 

the sneak peek functionality every time he or she opens the sneak peak application for 

embodiments of the invention within a predefined period of time, such as the first fifteen 

days, of enrolling. As previously noted, as a security measure, the customer will be asked to 

enter his or her password at least once every predetermined time interval, such as every 

fifteen days. If the customer shuts down the sneak peak application for embodiments of the 

invention, the next time the customer seeks to access his or her information, a verification of 

the token and refreshing of the account information may be occur. In addition, when the 

sneak peak application is running in the background and is brought to the foreground by the 

customer, a verification of the token and refreshing of the account information may likewise 

occur 

[0057] It is to be understood that embodiments of the invention may be implemented as 

processes of a computer program product, each process of which is operable on one or more 

processors either alone on a single physical platform, such as a personal computer, or across a 

plurality of platforms, such as a system or network, including networks such as the Internet, 

an intranet, a WAN, a LAN, a cellular network, or any other suitable network. Embodiments 

of the invention may employ client devices that may each comprise a computer-readable 

medium, including but not limited to, random access memory (RAM) coupled to a processor. 

The processor may execute computer-executable program instructions stored in memory. 

Such processors may include, but are not limited to, a microprocessor, an application specific 

integrated circuit (ASIC), and or state machines. Such processors may comprise, or may be 

in communication with, media, such as computer-readable media, which stores instructions 

that, when executed by the processor, cause the processor to perform one or more of the steps 

described herein. 

[0058] It is also to be understood that such computer-readable media may include, but are 

not limited to, electronic, optical, magnetic, RFID, or other storage or transmission device 
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capable of providing a processor with computer-readable instructions. Other examples of 

suitable media include, but are not limited to, CD-ROM, DVD, magnetic disk, memory chip, 

ROM, RAM, ASIC, a configured processor, optical media, magnetic media, or any other 

suitable medium from which a computer processor can read instructions. Embodiments of 

the invention may employ other forms of such computer-readable media to transmit or carry 

instructions to a computer, including a router, private or public network, or other 

transmission device or channel, both wired or wireless. Such instructions may comprise code 

from any suitable computer programming language including, without limitation, C, C++, 

C#, Visual Basic, Java, Python, Perl, and JavaScript. 

[0059] It is to be further understood that client devices that may be employed by 

embodiments of the invention may also comprise a number of external or internal devices, 

such as a mouse, a CD-ROM, DVD, keyboard, display, or other input or output devices. In 

general such client devices may be any suitable type of processor-based platform that is 

connected to a network and that interacts with one or more application programs and may 

operate on any suitable operating system. Server devices may also be coupled to the 

network and, similarly to client devices, such server devices may comprise a processor 

coupled to a computer-readable medium, such as a random access memory (RAM). Such 

server devices, which may be a single computer system, may also be implemented as a 

network of computer processors. Examples of such server devices are servers, mainframe 

computers, networked computers, a processor-based device, and similar types of systems and 

devices. 
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What is claimed is: 

1. A method for accessing customer account information, comprising: 

binding, using a processor, a computing device with a customer's profile via at least 

one attribute of the computing device and an encrypted token stored on the computing 

device; 

receiving, using the processor, an authentication request consisting at least in part of 

the at least one attribute of the computing device and the encrypted token stored on the 

computing device; 

determining, using the processor, whether or not entry of a customer credential was 

received within a pre-determined preceding interval of time; and 

displaying, using the processor, predefined customer account information on the 

computing device without requiring entry of the customer credential when a determination is 

made that entry of the customer credential was received within the pre-determined preceding 

interval of time. 

2. The method of claim 1, wherein binding the computing device further comprises 

binding the computing device with the customer's profile only when an opt in selection is 

received from the customer. 

3. The method of claim 2, wherein binding the computing device further comprises 

binding the computing device only if a confirmation of the opt in selection is received from 

the customer. 

4. The method of claim 2, wherein binding the computing device further comprises 

disabling the binding of the computing device at any time an opt out selection is received 

from the customer after receiving the opt in selection from the customer. 

5. The method of claim 2, wherein binding the computing device further comprises 

disabling the binding of the computing device at any time a request to change the customer 

credential is received from the customer. 

6. The method of claim 1, wherein the customer credential comprises a customer 

password. 
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7. The method of claim 2, wherein binding the computing device further comprises 

disabling the binding of the computing device at any time a request is received to bind a 

different computing device with the customer's profile. 

8. The method of claim 1, wherein the at least one computing device attribute comprises 

a unique computing device identifier. 

9. The method of claim 1, wherein the computing device comprises a mobile 

communication device and the at least one computing device attribute further comprises 

mobile network details. 

10. The method of claim 1, wherein the encrypted token comprises a token encrypted 

using a hash algorithm. 

11. The method of claim 1, wherein determining whether or not entry of the customer 

credential was received further comprises determining whether or not entry of the customer 

credential was received at least once within the pre-determined preceding interval of time. 

12. The method of claim 11, wherein determining whether or not entry of the customer 

credential was received further comprises determining whether or not entry of the customer 

credential was received at least once within the preceding fifteen days. 

13. The method of claim 1, wherein displaying the pre-defined customer account 

information further comprises displaying non-personally identifiable customer account 

information on the computing device. 

14. The method of claim 13, wherein displaying the non-personally identifiable customer 

account information further comprises displaying non-personally identifiable customer 

checking, savings, and credit card account information on the computing device. 

15. The method of claim 14, wherein displaying the non-personally identifiable customer 

checking account information further comprises displaying a partial checking account 

identifier and one or more available balances of the checking account on the computing 

device. 

16. The method of claim 15, wherein the partial checking account identifier comprises a 

pre-determined portion of a checking account number. 

17. The method of claim 14, wherein displaying the non-personally identifiable customer 

savings account information further comprises displaying a partial savings account identifier 

and one or more savings account balances on the computing device. 
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18. The method of claim 17, wherein the partial savings account identifier comprises a 

pre-determined portion of a savings account number. 

19. The method of claim 14, wherein displaying the non-personally identifiable customer 

credit card account information further comprises displaying a partial credit card account 

identifier, one or more credit card balances on the computing device. 

20. The method of claim 19, wherein the partial credit card account identifier comprises a 

pre-determined portion of a credit card account number. 

21. The method of claim 13, wherein displaying the non-personally identifiable customer 

account information further comprises displaying non-personally identifiable customer 

account transaction information for a pre-determined number of transactions on the 

computing device. 

22. The method of claim 21, wherein the pre-determined number of transactions 

comprises the most recent fifteen transactions. 

23. The method of claim 1, wherein displaying the pre-defined customer account 

information further comprises denying a customer transaction request received without entry 

of the customer credential. 

24. A system for accessing customer account information, comprising: 

a processor coupled to memory, the processor being programmed for: 

binding a computing device with a customer's profile via at least one attribute 

of the computing device and an encrypted token stored on the computing device; 

receiving an authentication request consisting at least in part of the at least one 

attribute of the computing device and the encrypted token stored on the computing 

device; 

determining whether or not entry of a customer credential was received within 

a pre-determined preceding interval of time; and 

displaying predefined customer account information on the computing device 

without requiring entry of the customer credential when a determination is made that 

entry of the customer credential was received within the pre-determined preceding 

interval of time. 
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