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bi onetric i mobilizer for autonmpbiles is disclosed. The b!yﬁﬂétﬁélt‘é ?5n an
i-mmobi | i zer conprises a bio-fingerprint authentication unit inc ublegof
enbedded fingerprint biometrics processing unit and a senﬁor capa e
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store bionmetric data and information, wherein the b!orflngerprlnd an

aut hentication unit having a typical bionetrics verification; an
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management’ wherein the enbedded inmobilizer controller establishes aI I
secure coﬁnunication protocol between the enbedded i nmobilizer controller

and the bi o- fiAGimelriaimmabiizet farawitamobitestis disciisell bite hibhfagdl access to
' fi FafHph A ication_unit, and generates a secure
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\rmit : é : Jnadr i V,g,f@% ringenumarrfiggerpsint biometric pattern, and a flash memory able to

store biometric data and information, wherein the bio-fingerprint
authentication unit having a typical biometrics verification; and an
embedded immobilizer controller communicate closely with the bio-
fingerprint authentication unit to perform biometric fingerprint enrollment,
biometric fingerprint verification operation, and bio-data management,
wherein the embedded immobilizer controller establishes a secure
communication protocol between the embedded immobilizer controller and
the bio-fingerprint authentication unit to prohibit illegal access to the bio-
fingerprint authentication unit, and generates a secure communication key
between the bio-fingerprint authentication unit and the embedded
immobilizer controller. The biometric immobilizer provides anti-hijacking

protection to further protect the driver from anti-hijack while in driving
state.
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