WO 01/99019 PCT/ US01/20029 1 METHOD AND SYSTEM FOR PROCESSI NG | NTERNET
PAYMENTS RELATED APPLI CATI ONS [0001] This application is based on and
claims pwopni/gieao U S. Provisional Patent Applicati on Ne€T/USQ/2DUBD, 423,
filed June 22, 2000, and 60/ 250,495, filed Decenber 1, 2000. FIELD OF THE
| NVENTI ON [ 0002] The present invention.generally relates to systens and
nmet hods for conducting electronic co rce, and nore particularly to
systens and met hod f or proce55| ng real ti e paynents betvveen consurmer
account s. BHEHCKGEIDNM . E PR QKK d

met hods by which a consurrer can el ectronical | y pay for pur chases made on
the Internet, such as credit cards, off-line debit cards, online debit

cards, dj cards. Each of these nethods has its own
advant aggMgE?&m%mﬁ n off-line debit card uses the traditional
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Nunber i's requi he use of an on-line d t card requires that

t he consPatent ApplitationiNes.os0/2E3,428 Niledddne B2, 2000 rndd0/25®493filedse i s
debited fromthe consuner's account instantaneously. One disadvantage with
bot h t heDeecraber bf2000i ne debit cards, froma consuner's point of view, is
the inability to reverse or repudiate the transaction. In contrast, by use
of a credit card, the consuner at a |later date can reverse the transaction

(e g., |Fdﬁﬂpe§ t’}g?ﬁ‘scr 4$ORf € never shipped to the consumer). [0004]

is predi edit cards will be the dom nant on-line point of
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I nternet WO 01/99019 PCT/ US01/ 2002 2 paynent nmechani sns have been rapidly
emer gi ngeommetingelestanid cenoteset, sndawere particularly to systems and method for

processing real time payments between consumer accounts.

BACKGROUND OF THE INVENTION

[0003] Presently, there are several methods by which a consumer can
electronically pay for purchases made on the Internet, such as credit cards, off-line
debit cards, online debit cards, digital cash, and smart cards. Each of these methods
has its own advantages and disadvantages. An off-line debit card uses the traditional
credit card system for clearing the payment but no Personal Identification Number
(PIN) is required. The use of an on-line debit card requires that the consumer supply
his or her PIN, and the amount of the purchase is debited from the consumer's
account instantaneously. One disadvantage with both the on and off-line debit cards,
from a consumer's point of view, is the inability to reverse or repudiate the
transaction. In contrast, by use of a credit card, the consumer at a later date can
reverse the transaction (e.g., if the purchased goods are never shipped to the
consumer).

[0004] It is predicted that credit cards will be the dominant on-line point of
sale (POS) payment choice for at least the next five years. While new Internet



been happily conducting a growi ng vol une of commerce using basic credit
card functionality. None of the energing efforts to date have gotten nore
than a t oedol/gb019 n t he mar ket place and noment um cont i NUEBCT/AS@IA0DZ i n
favor of credit cards. [0005] At the present tine, there are several |arge
mar ket segnments for an online paynent .system First, high volune, |ow

dol I ar paynents from consuners to providers of on-line digital

intellectual products or services such as witten materials, nusic,

sof t war epgymgameschahimsehaabeintfapidip emek gingaporesnensrs ahd inmithdimds hhee or
smal |  merchants marketing their products directly to consuners, or |arger
i nt er medvesnikappilysiondueting agrewoigyolugeaf coramerngritsing basie etadsicasdt es t hat
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nunber o S consuners have ‘a need for high-vol une,

| ow dol | githapayaeiénad apiablithetchests drQOdn Eitey that aggrepatel consmserseandsal es as
wel | as business to business sales on the Internet are projected to grow
exponent sellers/to faadlitatel dalest A isecqnil/large marlt sepiment inyalves elgddrogigpect ed to be

done with credit, cards, which are widely avai]abl e and .owned, are
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consumer goesg Cr ediThe Gadrilss opgarelinifyoRal tontinue to explode as what is currently
thought of as the Internet continues to expand. In general, the Internet is thought of
as Personal Computer (PC) and telephone based. However, that model is quickly
changing to include broadband communication via terrestrial links such as Digital
Subscriber Line (DSL), wireless and two-way cable. The end number of devices is
also expanding to include cellular phones with video displays as well as interactive
television, Personal Digital Assistants (PDAs) and kiosks with Internet access. Both
of these changes will only serve to increase the number of end points and consumers
who will have a need for high-volume, low dollar payment capabilities.
[0007] Overall, retail consumer sales as well as business to business sales on
the Internet are projected to grow exponentially. The bulk of the payments for these
sales are expected to be done with credit cards, which are widely available and
owned, are supported by an established infrastructure and provide merchants and

consumers with a high degree of surety of payment and receipt. While there are



consuners have used themfor |arger dollar purchases. In recent years,
debit cards have entered the market and have been used as cash and check
r epl acen®wo 81/9901€pl aci ng | ower -dol | ar vol une transacti onsP€DUS@ROGIYases of
consumabl e products such as food and gasoline. [0008] Debit and credit
card transactions are currently proces§ed using the Electronic Funds
Transfer EFT network. The debit nessagé conprising the transaction is
carried over the EFT network fromthe point of origination (e.g., a Point
of Sal e ¢lpas)iffeoermes dmtheawayTivt whidhi consumerawse eredit gerdspinadimnellys o t he

financial institution that issyed the. card (or its representative).
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[0009] U.S. Patent 5,220,501 to Lawlor, et al., describes a home banking and

bill payment system that uses the EFT network. As described in the patent, the

systems and methods of Lawlor performs a traditional debit pull from the user’s

bank account using the EFT network and subsequently makes payments using

conventional means such as the ACH network or paper checks. Furthermore, the

system of Lawlor uses a centralized computer to which the user attaches via a

dedicated phone connection as opposed to connecting through the Internet.

[0010] Although credit and debit cards have emerged as the most popular

form of payment over the Internet, there are drawbacks associated with each of these

payment types. Notably, each have a relatively high cost that includes a processing

fee plus a merchant discount of 1.4% and up. The relatively high fees support the

credit card business model. While credit and debit cards may continue to be a viable

payment option for merchants selling relatively high ticket items over the Internet,

credit and debit cards are not economically viable for purchases of lower cost items.



result in the transaction processing fee consumng a relatively high
proportion of the total revenue generated by the product sale. These

charact eWw@vi/g®i1df a | ow cost item |end thensel ves to a POWUS@E00aynent s
solution that is guaranteed, yet does not require the payee to bear the
burden and risk of authentication. [0011] The Internet is spawning a direct
nodel in which manufacturers of produCts or services are able to deal
directly with consuners. This nodel has several inplications for the
paynment PBeéoloess-cokt itss, thy relatinelydiiph granbactivndsibeessimg fdee pliiy thetdiscvnde! i s
resulting in_intense price conpetition, wth manufacturers having nuch
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current | ité1ascinid pRodddts 8fioh & publications, music, video, software, games are more

efficiently distributed digitally over the Internet rather than through traditional

physical (paper or disc) media. While this trend has already started, as higher

bandwidth and increasingly sophisticated devices enter the marketplace, it is

expected to increase significantly. Many of these purchases will have the following

characteristics: low cost to the consumer and the ability to purchase individual works

(i.e.: a song, a video, an article, a game). These characteristics call for a payment

form that has a low cost.

[0012] By combining these two trends - direct merchant to consumer

distribution from independent ‘intrapreneurs’, and the ability to distribute products

digitally - a new marketplace has emerged for low dollar, high volume, real-time

payments with payment surety for both consumers and producers. Larger

intermediaries, such as existing on-line merchants and auction sites will also benefit

from a low-cost payment device for high-volume, low-dollar payments for all of the



probl ens including a | ow vol une of on-line purchases relative to the nunber
of site viewers; a high volune of charge-backs for on-line purchases;
non-i nt egv@oE9o019 pat chwor k' systens for paynment processi nBCT/aSgR0N9aUd
rates and high processing fees. Al of these factors serve to depress the
potential nunber of custoners who are _confortable purchasing on |line as
wel | as depressing the profitability of on-line merchants. [ 0013]
Furthernore, to date, there is no efficient way for consuners to make
paynent ssante @hbers adtinedebsveisOndindmetcitaatswe cudehtlyrfacingiaoreaiety of s of

per son-t o- Person exchange incl ude, the physical exchange of cash qr. checks

rat her tPFQRleany mgludipg #éow‘ga tEe abah %@Buwﬁla%ﬂ rglativiefo 4he EmdsT of BkC hi gh

t of ret W hi bi
2ot gni 1Yt aOiER shhBRS of bRaebvefl fo SHefinE mifus® %a s R arblele (L\E;We e
payment S‘pﬁ%@v&ﬁg téifs ?@r ?’%ﬁgent‘%ﬁ&s%{?%p?lg% frﬁucﬂ’l #ES \g oéb&idde

| nt er net ese types o actil ons nts de with

respect fiegs.| AdNGE themwcm geBedoldeptdst ltl@eSpoﬂehtlalsmnﬁbeh off atorhbatwhEare
payments will not be w dely deployed to on-line POS for two reasons.

First, aonorableapembasiog ondéw aovelas depressingribaprofabdily kéonzid on, and
secondl Yy, uthentication requires a pre-existing relationship between the
cust onerM§ merchant. Furthernore, ACH paynents have to be received,
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with respect to payments made via the Internet. These types of transactlons typically
involve payments made with respect to loans, insurance and utilities. It is predicted
that ACH payments will not be widely deployed to on-line POS for two reasons.
First, an ACH transaction does not provide transaction authorization, and secondly,
authentication requires a pre-existing relationship between the customer and the
merchant. Furthermore, ACH payments have to be received, deposited and cleared
before the funds are available. In contrast to ACH transactions, credit and off-line
debit cards require authorization but not authentication. Similarly, on-line debit
requires authentication (i.e., a PIN or other authentication). As with credit and debit
card transactions, ACH transactions requires that the user provide the merchant
(payee) with the “keys” to the user’s account. This pull model of effectuating
payments again raises the security concerns discussed herein (e.g., fraud).
[0015] Two significant drawbacks with some or all of the above models for

Internet POS payments are that: 1) a pre-existing relationship between the



the merchant with his or her account and/or PIN. The first drawback of sone
of the above nodels cannot be practically overcone as it is inpossible for
a consunmdyovo9omave pre-existing relationships with all oPCTAsedENt i al

mer chants conducting business on the Internet. Wth respect to the

provi sion of the consumer's account and PIN nunber over the Internet, even
t hough mail order conpani es have been 6i)perating in this manner for years,
many consumers feel uneasy about electronically providing their account
and PI N ¢oisheies and thée hestglears movstrexidteand? etheeonsifiéd B refiged & firadegs ct s t he
conventional debit/credit transaction nodel. In this nodel, if the
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i ssued the debit/credit card to the consuner 100. The issuer 130 checks
t he consBR¥mnumbealoaacthedmtdrhet, esienl thovgh mail loederapoprpaness lavertgeact s t he
proposed transactiaon. This approval or denial is tranzqrgttef frongtaﬁ]lge
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rel ationship between the consunmer and bill payee is not as great a concern
because tdtditerrldiOathoeassumard90 dledteanically wamgmidsits debib er t qaid nparhetmer

ar avback i BRY <8k et refueb SS00 uRscpbel s inbrBaTREREM ey s or ner
account g ke H2 QARA0NS REHLSAL20028 dshdikdy (SRPbAR Fo6BROC "

wth el eCtr 1P I payrent. 0 ess 0
merchant acquirer via the EFT system (not shown) for approval. The merchant's

bank 120 then contacts the bank 130 (issuer bank) which issued the debit/credit card

to the consumer 100. The issuer 130 checks the consumer's balance on the card and
either approves or rejects the proposed transaction. This approval or denial is
transmitted from the issuer bank 130 back to the merchant bank 120 which then
informs the web retailer 110 of the approval or denial. If the charge to the
debit/credit card was approved, the transaction is completed by the web retailer 110
shipping the goods to the consumer 100.

[0017] Some of the same drawback described above with respect to Internet
shopping equally apply to electronic bill payment. The first drawback, requiring a
pre-existing relationship between the consumer and bill payee is not as great a
concern because this relationship most likely already exists between the consumer
and the payee (e.g., the telephone, cable or utility company). The second drawback

which requires the consumer to provide the payee with his or her account and/or PIN



problemfor bill paynment, since the consuner presunmably has regul ar
dealings with the payee, sone consuners still view the provision of the
payee w tWoat/9doeast hi s/ her account nunber a di m nution PETAURE/02Ysuner’ s
privacy. SUVMARY OF THE | NVENTI ON [ 0018] The present invention represents a
new paradigmfor effectuating electronc paynents that |everages existing
pl atforns, conventional paynent infrastructures and currently avail able
web- based technol ogy to enable e-conmerce in both the virtual and physical
mar ket pl stilérenthias aaoneptn withwledsonic bAf paymentndi Ithaugh fevdisceseofhad t hat

all ows users (consuners) to shop on the Internet, pay bills, _and pay
anyone vpioblemifor bidlpasanent, since {hia ernsumes drewvaaie Elaﬁ ey dealings mat
account punber information wi %[1 t.he tﬁaiéee" .I\/Erﬁh@{ts rece{hv%\ i g/b %%e
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al r eady %@r@?g{ggp&gg.dqnﬁﬁéﬁmgflgst%%t}?ﬁ@g%| n a’tfther enabl es small doll ar
financial transactions, allows for the creation of "web cash" as well as
provides facilities for custoner service and record- keeping. The

st r uct ur SUNMABRN O THEINVENJIENWof the present invention include: a

Paynent Portal Processor, also known as a Web Broker; digital .Wallet; an
| nt er net [B8H3] Any ond e PEesenhEbEaHen rﬁer‘?r’ftﬁuélneWPﬁégmg@kqu%%‘(‘%ﬂ%; an
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provi des a secure portal for accessing (linking to) the user's Demand
Deposi t Acbethrths vifpd)andshysieAl amcketptace. The coéeptBirokiles arsald, ssunde user
to push electronic credits fromits DDA and_| PA accounts to any_other

account sandpsesge mathodnt allpwsrusersioonsymes) o sop esthe geradt, pgy 9]
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I ncor por gt &dint number information with the payee. Merchants receive immediate payment
confirmation through the Electronic Funds Transfer (EFT) network so they can ship
their product with confidence that the payment has already been received. The
present invention further enables small dollar financial transactions, allows for the
creation of “web cash” as well as provides facilities for customer service and record-
keeping.

The structural components to the system of the present invention
include: a Payment Portal Processor, also known as a Web Broker; a digital Wallet;
an Internet Pay Anyone (IPA) Account; a Virtual Private Lockbox (VPL); an
Account Reporter; the existing EFT networks; and a cash card. The Web Broker is a
software application that augments any Internet browser with e-commerce capability.
The Web Broker software sits in front of and provides a secure portal for accessing
(linking to) the user’s Demand Deposit Accounts (DDA) and IPA accounts. The
Web Broker enables the user to push electronic credits from its DDA and IPA

accounts to any other accounts through the EFT network.



into a new formof Wb Broker enhanced digital Wallet in order to enhance
the consuner's Internet shopping experience. Alternatively, hooks to the
VWb Brokeayo ovgaeibe i ncorporated into existing digital Wl Perwseioszdd t he
uni que paynment feature of the Web Broker. Furthernore, features of online
banking (e.g., funds transfers) can be incorporated into the Wb Broker to
all ow for account mai ntenance and | PA “account funding. In association with
the traditional Wallet functionality and the Account Reporter of the
present [00d&Mt i on, Altheugkth&WateBroler ese betused and stadralane pradust,dount s,
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store miles, coupons, sweepstakes or other narketing incentives associated
Wi t h usecefisunie’s amoants, shop ok ¢l webs pay bidls, BroteyoneT horg\elecBooker enhanced
Wal | et enriches the consunmer e-conmerce experience by elim ga%yegg t he
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are aban at t ue to consuners' unwillingness to conplete

| engt hy {@0208 or  The majority of the prior art electronic Wallets on the Internet today
are primarily used as a convenience vehicle, merely providing a method of storing
account number information and other form filling functions (e.g., shipping
addresses). In contrast to traditional Wallets, the Web Broker enhanced Wallet of
the present invention is associated with one or more DDA and/or IPA accounts. The
Web Broker thus provides the user with a form of virtual cash that is secure and
guaranteed. The Web Broker further contains a receipt feature and archive feature
that maintains a transaction history of all payment activity with respect to accounts
linked to the Web Broker. The Web Broker further has the capability to store miles,
coupons, sweepstakes or other marketing incentives associated with use of the
accounts linked to the Web Broker. The Web Broker enhanced Wallet enriches the
consumer e-commerce experience by eliminating the tedious process of filling out
lengthy payment and shipping fields as this is done automatically. Merchants
significantly benefit from the credit push and form filling features of the Web Broker



provi de personal credit card nunbers. Furthernore, the automatic form
filling features of the Web Broker enhanced Wal | et reduces shi pping
errors, awovheoiship to" address is automatically fill edP€US@/ionidnat i ng
manual entry errors. [0021] In one enbodi nent of the present invention, the
user supplies the Web Broker with itsvgcredit card nunber. The user is then
given the option to fund the paynent th his or her credit card. The Wb
Broker contacts the credit card issuer authorization for the credit in the
amount oénhdneeddyalet, sindh eesdanch mdidates that inost ¢-sommaenge padchastga®FT cr edi t
to the payee is funded fromthe funds fromthe credit ﬁ@rd The_ user's

bank t heAbassloned ot e ROSHuectoemsumsrs] wsgllnengss ieoraplete lengly $811S qro022]
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account gadrebeisantonmaticalne dllciinldimmaiibe ne@ndl ee@gdetorDA, I nteractive TV
and cell phone technology, for exanple. This restriction provides_an added

| evel of [@duner Ippoeeottodiment efithe present srvsoien, thewser Fapplics the Nele any
of its account jnformation to rangers, The abgve descri be b Broker
(oper at eBTBKerWIh s &rs %Eéﬂ@r@r‘ﬁg rc:(s;thﬁJ ¢ 4% ten gy e Weoﬁqm{?c@ﬂgﬁggto
initiate ' ' [ i

foat ure BRAPRE! BRHRB: AkOGsHR siRE BhEERL prbRRRts i) ieBReahtisther
that paygRiNosiZABEE o @& drbdit IPtheArROUHoFARE phy MBI WiRE the abfiRralesias a
credit over the secure EFT network. As discussed above, only debit rel ated

t ransact iretamerl; ehecBFTenediy to thet pagteeds fimdeddrdis The fimtdsniroithe EFditeardi t

nmessage of the present invention thus represent a significant advancement
in art whhemsars bank thenesestles withithe geadit ¢asd dssugt plthee ¢£day- Wb 01/ 99019

T 0150880 1010083 00 LB Bl ol et o
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be accessed electronically by the user of the account using standard authentication
procedures (e.g., a PIN). The electronic access to the IPA account can be
accomplished through a PC, card reader, PDA, Interactive TV and cell phone
technology, for example. This restriction provides an added level of consumer
protection in that the consumer never has to provide any of its account information to
any strangers. The above described Web Broker (operated by the user) securely
communicates with the IPA account to initiate payments according to the present
invention. One essential feature of the present invention, completely contrary to the
prior art, is that payments made from the IPA account are transmitted to the payee as
a credit over the secure EFT network. As discussed above, only debit related
transactions are currently initiated on the EFT system. The EFT credit message of

the present invention thus represent a significant advancement in art which has no

peers with respect to electronic commerce.



t hrough the EFT. Therefore a VPL is a secure address that can be provided
to the public as a neans of receiving funds. These funds can then be

aut omat i o bydwwept to either the user's correspondi ng DBAT/@RORIaccount ,
preferably once a day. As wll be further described below, there are
several types of VPL accounts accordi nﬁ to the present invention: one for
consuners, one for nerchants and one t D is initially linked to a cash
card as described below. The card VPL is a receive only account that can
only be f@083]ed vi Similer tesen BPA} the YBEhs a dindlitechfimetiBhMccding. WWhdemar and
mer chant VPLs can simlarly be PIN debited to access the funds in the

account . IPArsianibe ageessod cledtenmeally, eV RAbis gersbneted witha “166€1y8 O8LY or

et olhciapafibatah andfes A2eS et Gy PRty LdbeiSk S dHBE B hents uo
addr 95 0cn AN TIRIERALHNGSD s § LAk B aUUASH bequdldihome 10, the

user (an issulng itnstitutio I's used to make aynents fromthe

account . phibkc 8 heneaddifasssivinpefudBs, TUdsehndsican tisaobé autoatgicaly seleptt r oni ¢
credits and can be freely published wi thout any fear of fraud. [0024] The

Account Repithdrehe userds porresponiding Do omdP 4 agcobuls pr@fgmbﬂjo oneedalie Asbal ance

and transagt i hi story.of an | PA or VPL ac ount itign to
features WlHé@éﬂFbB@H d%‘&é\b@dlbﬂ%‘ﬁd@ﬁrq Y SG¥er ﬁ%ﬂﬁ% flccqr{i,l@g'&e count

Reporter ., inclu f . s in
associ at| %pws?rﬂ lﬁﬁéﬁf &QE t{é{:ﬁéﬁsﬁl{ﬁ@rk#ﬁ'g 1%2%%?\? l&gpogt% EIF tE?cgerltggili IEiaﬂ%nl i ne,
real -ti mynkE@Rs é%ﬂ?@aﬁ%cuésémbe&ﬁao{xﬁOm@béﬁsvpzq@u%éews@ﬁlyv@%aﬁpur chase
records agal nst incomng EFT paynment records. In addition, the transaction
history diatiche o¥BLbe doblted aiacthiewsd ofitlte cashrdaed enld a\RIN. aThmymmn&rmdch
engine in the Account Reporter. Thi Zlegr ovi des the ner chant wi t h power f ul

data mi nimgIc aias\fﬂnﬁeﬁalswaé”by baREN E?MQ@WQSS %fun(dﬁ/aﬁi YOUNL.shi ppi ng,
B SRR TEON b 2R el b AOEL R SiRhg SR0 R T 20
2t syst SRR Gh 8@?&’%@%@32‘3&6‘1‘% Borght 1&?%@‘“3%’%% e IO ARPVELACLORES Pri !
conpl et e apyilpli@diy éhastouas Wiflanaoal®eised fpoddcuunt. YOne address, (the IPA
address) is only known to the user (and its issuing institution) and is used to make
payments from the account. The other address, the VPL address, is used to receive
electronic credits and can be freely published without any fear of fraud.
[0024] The Account Reporter is a portal for consumers or business to view the
balance and transaction history of an IPA or VPL account. In addition to the features
déscribed above intended for use with an IPA account, the Account Reporter
includes special functionality intended for use by merchants in association with their
VPL accounts. The Account Reporter provides online, real-time transaction reports,
and reconciles accounts receivable/purchase records against incoming EFT payment
records. In addition, the transaction history of the VPL can be archived and retrieved
via a payment search engine in the Account Reporter. This provides the merchant

with powerful data mining, customer service, and order fulfillment (warehouse,

shipping, supply chain management) tools at their fingertips. Credit card purchases



for a nerchant. The VPL and Account Reporter conbi nation provides a
merchant w th instant paynent receipt verification, accounts receivable
functi onaV@oy9%er der fulfillnment facilitation, inventoryPCDUSIIENIUPP] Y
chai n managenent facilitation and data mning capability. [0025] The
Account Reporter is a flexible corrponegt1 of fering instant paynent
confirmation, reconciliation and record-retention so that nerchants can
track purchase orders agai nst actual paynents in real tine. Every VPL

t r ansact barhearbhlecorling éslpriepart ahetHodsame modtconpewed tarhicash management
archival/retrieval functionality is the perfect i nstrurrent,flor cust oner
servi ce RFEraE: dnAonitiagt tothesepidenat syeems: e Rk esamertedavith ihis apove
features, without the nged to actively,engage i n funds man S
requir edWPﬁnflK%p%?ropﬁg’fstq CTIBB%%? p Pﬁﬂgg%gdscfaﬁ%H}ngnﬁggwogglﬁ@bove,

the met hegs, AferdihGit PTREAMPL o LARTR B CRAGAERGR PO BYS higsiRgs to
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conduct secure and econom ca}18 shoppi ng on the Internet, to pay anyone
online, pdth MRKAPPafmedsreeaipt Werifipayol)iadctounts rewtivaiie fadtionality, oederand even
use a linked cash card. The nethods and structures of the present '

i nvent i offuléibladng facititativey, teventoryaontrolsunply chain madaghmentdacilitatiqreans ace

t hrough the use of |egacy platforns, the conventional paynents

i nf rastré@@dﬁ@lﬁgﬁaﬁmﬁ%t | y avail abl e web-based technol ogy. [0027] The

present | tion rther iy 1 I t: of
the pri OI[ des cﬁqﬁge%g%og%\% ge%%ﬁglre%n@%béﬁ {Olﬁﬁ§%ﬁlﬁ gff fe? ifrn§n1 ggtg{l%%ﬁs}hﬁgz
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nunber and 1 n some cases PIN nunber) in order to conplete a paynent. The

paynent poeshase srdefrs hp@ingt asealtpaiyment inveaktimee feiry VIBle trapsasiiontoanfoeol ogy
i n which users (consuners or businesses) push an EFT credjt_fromtheir |IPA

or DDA astedhtssarched, wdl piyiogsh ol irsrredspal/retog! functienplibaltithe Padfeeiunt |
o SR SoB heiSe b SRR SRS R R B R 607

the above features, without the need to actively engage in funds management as is

required with the prior art.

[0026] Using the structures described above, the methods of the present
invention allow consumers and businesses to conduct secure and economical
shopping on the Internet, to pay anyone online, pay anyone funds online, pay bills
electronically online, and even use a linked cash card. The methods and structures of
the present invention enable e-commerce in both the virtual and physical
marketplace through the use of legacy platforms, the conventional payments
infrastructure and currently available web-based technology.

[0027] The present invention furthermore solves many, if not all, of the
problems of the prior art described above. Currently, all Internet transactions use
“pull” technology in which a merchant must receive the consumer’s account number
(and in some cases PIN number) in order to complete a payment. The payment
methods of the present invention conversely use “push” technology in which users

(consumers or businesses) push an EFT credit from their IPA or DDA accounts to a



enhanced | evel of security because sensitive financial information is not
carried over the Internet. In this preferred enbodinent, all of the
financi awopay®acti ons are executed through the secure EFRTT/W80MIO0Y. This
preferred nmethod of the present invention provides buyers and sellers with
the confort that their transactions arg,both secure and private.

Furt hernore, since paynent confirmations are i mediately received through
the EFT network, sellers can rest assured that the buyer's funds are

"good" beresthant s acpenth@ddopt hHengete provide g Penasgneiiive acckiifor e t he goods
are relgﬁsed shi pped) to the consuner). [0029] Each of the enbodi nents of
t he presERPIR tion provide significant econom c advantages over the

prior ar tOO,?ﬁit ens ¢ p?@ﬁeﬂ%ﬂ%mbﬂ?ﬁn@ﬁ{ of éh%)br@genrtmectﬁ%?lgg@{/ﬁ%é’ ah€quired to

i mpl enen preséent ‘i nvention already exists, ults 1n reduced

startup gflfnSell Mvedbf oGty Wetoibeeasitive ifiantia infoemetidn invetrdanged oPayment s
made accordi ng the present nethods pass through a mature, established EFT
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val ue paynents 0030] By the Structures and methods of the present
i nvent i ofecefved thiesughobe ERT geivorkasdlleds sadseatbssgesd tifat thecbyyrerarfuads aonl i ne
shoppi ng nmet hods descri bed above have been overcone, First of all, the
buyer ( cgendiehefore theqiunekasy tiansasianois gemplefedi-e» Rgiare he geRdseat i al

financial (i nfqrmation to,strangers over the Internet. Rather, the buyer is
deal i ng Bfil?@@al(gﬁﬁp?ng Iiot@e(?ﬂlﬂs‘g?ﬁét ed institution (in a preferred WD
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reduces the
technology required to implement the present invention already exists, which results
in reduced startup costs for an institution practicing the present invention. Payments
made according the present methods pass through a mature, established EFT switch
which results in a low transaction cost. The payment mechanisms of the prior art are
not optimal for processing small dollar transactions. However, the efficient, low cost
architecture of the present invention supports payments of any size and is perfect for
low dollar purchases. This architecture supports the growing need for Internet
micro-payments for goods such as on line articles and music files, yet supports large
value payments as well.
[0030] By the structures and methods of the present invention, the two most
significant disadvantages of the prior art online shopping methods described above
have been overcome. First of all, the buyer (consumer or business) is no longer

providing its confidential financial information to strangers over the Internet.

Rather, the buyer is dealing directly with its own trusted institution (in a preferred



transactional cost as conpared to the use of credit cards. The nethod al so
provides a reduction in fraud and credit |osses, while the finality of the
transact ivomovdgotual |y elimnates dispute and chargeback peDTesigionzy from
the viewpoint of the financial institution. For financial institutions,

t he present invention all but elininatq§ the potential of fraud that is
inherent with credit card transactions. ”"As consuners are typically only
responsible for the first $50 of fraudul ent transactions, banks typically
absor b t hmbedimeintrabart)gdurtheamore; st prepxdgingtedationship lﬂ&SaT@cPX1Sﬂ]ﬂ§¥‘H6W ity
for hackers to ste%£ consuper'! s account nunbers (e.g., credit card
nunber s) te-Gistommer srbtheanerdigithant is conpletely elininated since the
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and rel a nic paynen accou e at [east one
cust orer infhp@afbgf erred system al so includes custoner interface coupled to
the at | east one account system the custonmer interface providing

[0032] The present invention is not limited to the case of a consumer making

purchases from Internet merchants or business to business transactions. The method
has further, broader applicability by providing the ability for anyone with an account
at an institution to transfer funds to anyone else who also has an account at the same
or a different institution. The pay anyone feature of the present invention allows
parties to electronically transmit funds instantaneously without the expense of
today’s wiring fees.

[0033] A preferred system for effectuating electronic payments includes at
least one account system operated by a first institution, the at least one account
system maintaining a plurality of electronic payment accounts for a plurality of
customers of a first bank, at least one of the plurality of customers having a demand
deposit account at the first bank. The preferred system further includes a bank
interface coupled to the at least one account system and coupled to the first bank, the

bank interface transmitting and receiving financial information related to the demand



an interface for the plurality of custoners to the at |east one account
system the custoner interface accepting a command froma first custoner
to transfve® of/neds from the first custoner's el ectroni c pRgmPRel/2a02%unt to
an el ectroni c paynent account of another custoner, the custoner interface
transferring the command to the at Ieai% one account system which

ef fectuates the commanded transfer of nds. [0034] In a second preferred
enbodi ment, the systemfor effectuating electronic paynments includes an
el ect r ondepgsityaeptinbofihentt lsags brercosiomer end frelatedte the eleefronicgfayandidnk, t he
account systemmaintaining a plurality of electronic, pa nt accounts for
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t ransni t tudtgmenéhtedaed yéaptihgpovniabnd ifrin arfatst customatateedatsier funds érand
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paynment proce
and coupled to a demand deposit account system of the bank, at least one of the

plurality of customers having a demand deposit account maintained in the demand
deposit account system, the bank interface transmitting and receiving financial
information related to the demand deposit account of the at least one customer and
related to the electronic payment account of the at least one customer. The second
preferred embodiment also includes a customer interface coupled to the account
system, the customer interface providing an interface for the plurality of customers
to the account system, the customer interface accepting a command from a first
customer to transfer funds from the first customer’s electronic payment account to an
electronic payment account of another customer, the customer interface transferring
the command to the at least one account system which effectuates the commanded

transfer of funds.



using debit and/or credit cards; [0037] Figure 2 depicts a first enbodi nent
of the present invention that enables Internet shopping; [0038] Figure 3
depi cts avpayImmyone enbodi nent of the present invention; PCT/OS@&E00HB gure 4
illustrates a prepaid cash card enbodi nent of the present invention;
[0040] Figure 5 illustrates a pay anyogg enbodi nent of the present
invention; [0041] Figure 6 illustrates-a bill paynment, biller direct
enbodi ment of the present invention; [0042] Figure 7 illustrates a bill
paynent , BRIRKF DESCRIPAION O IIHEDRAWINGSHdI nent of the present

invention; [0043] Figure 8 illustrates a bill paynent, custoner X
consol i daQQ%ﬂ enbodpiihf Purppsesf ifpskatiing theuaasers avanbiond thers gshova n

an of oct PO AEY 10 SO RO e GRatand! 0GR aRIoqias e B 10
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private [@i8Y] enboWigmetl Wustrhes plﬁeépﬁmt arit vethod of IntefrR0 pdymEhppioeedsing how a
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plurality of banks operating according to the present Invention; [0048]
Fi gur e 18Bsinigldebitraadéer ereditcardsur e of the VPL directory enpl oyi ng email

correspondences; .01/99019 PCT/US01/ 20029 1 0049], Fiqure 14

1 st P alOng al Fustiac: dien i hambogRIn At PreseR iy Htic Hiaf ooso)
Figure 15 jq4 rat . odi nent of the Customer Interface. DETAILED
DESCRI PT @lagfﬁfﬁéeﬁwg [0051] In contrast to the credit card, on-line
and of f - [pguR]debi t FAdedt Micts a pay anyone embodiment of the present invention;

[0039] Figure 4 illustrates a prepaid cash card embodiment of the present
invention;

[0040] Figure 5 illustrates a pay anyone embodiment of the present invention;
[0041] Figure 6 illustrates a bill payment, biller direct embodiment of the

present invention;

[0042] Figure 7 illustrates a bill payment, service provider consolidation
embodiment of the present invention;

[0043] Figure 8 illustrates a bill payment, customer consolidation embodiment
of the present invention;

[0044] Figure 9 illustrates a structure and process for funding an account
associated with an electronic Wallet according to the present invention;

[0045] Figure 10 illustrates an embodiment of the present invention in which

EFT credit pushes are funded by a user’s credit card;

[0046] Figure 11 depicts a private label embodiment of the present invention;
[0047] Figure 12 show a plurality of banks operating according to the present
invention;

[0048] Figure 13 illustrates a structure of the VPL directory employing email

COI'I'GSpOl’ldel’lCGS;



paynent nodel s existing today, one of the unique features of the nethod of
the present invention is the flow of the paynent instruction and the
payment WO e1990idl |l ows. In the credit card, on-line and oP€FNUSHERIIDI t
nodel s, a buyer provides a seller with an instruction that authorizes the
seller to collect funds fromthe buyer' $ account. Depending on the system
this debit instruction results in a gué anteed paynent in the case of an
on-line debit rather than a lengthy wait for funds (such in the case of a
check) of0@iret hi nFigune hétillegratenandelteastve tmboduhént dfree VBEbditecdony; credi t
card. The difference between the prior art nodels and the nodel of t he

pr esent anthvent | on can be described as the difference between a "pull" and
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the present invention the buyer "pushes" an EFT credit to the sel ler's
account. [0052] Figure 2 illustrates a first enbodi nent of the present

i nvent i ODETAIMRDCDES CRIBTION OETHEIINQIENﬂ@eéses acting as consuners)
can performliInternet shopping. Figure 2 further illustrates the nmain

st ruct ur f105ddrponeht somtfast heﬂmggéﬁitcard oveling and offtlamedebipand o&m esents the
devi ce through which the congunmer accesses tfele I nte et referred

enbodi meREYMERQdelR SKitingtodpp qne VEEHR| od OfPEy with an
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or a Personal Digital Assistant (PDA) such as a PailmPilotTM a cell phone
or an WOsélleh 98 8n RGTudEoh/(RAOAAhoriZesi the seliarttd welltdt fulide frome denbuyertsent i on
is not limted by any particul ar physical . device and can enpl Oé@gny devi ce
that proesewat.abepending anfhe systephdhis debit 1@5@&%10@ reguliigm ¢ gUkPEBERdwhi ch
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credit card. The difference between the prior art models and the model of the present
invention can be described as the difference between a "pull" and a "push" model. In
the conventional models of today, the seller "pulls" the payment from the buyer's
account using a debit instruction, while in the present invention the buyer "pushes"
an EFT credit to the seller's account.
[0052] Figure 2 illustrates a first embodiment of the present invention in
which a consumer (including businesses acting as consumers) can perform Internet
shopping. Figure 2 further illustrates the main structural components of the present
invention. Element 200 represents the device through which the consumer accesses
the Internet. In a preferred embodiment, the workstation 200 is a Personal Computer
(PC) loaded with an Internet browser 210 such as Netscape™ Navigator™ or
Microsoft™ Internet Explorer™., In alternative embodiments, the user can access
the Internet using any Internet ready device such as a web enabled ATM machine or

a Personal Digital Assistant (PDA) such as a Palm Pilot™, a cell phone or an



website. Using thin wallet technology, the majority of software and

dat abases conprising the Wallet 215 resides on a host web server,

enpl oyi ngv@n1/h®ast one processor, and the user accesses PaBRUBGIII009 215
through a website or a button (e.g., 1icon) on the Browser 210. Sone
functionality of the Wallet 215 can bejeperated on the workstation 200
itself, wthout the requirenent of attachnment to the Internet. In addition
to PC-based access as descri bed above, the Wallet 215 can be downl oaded to

vari ous WRIastye/EVi. cEke prasenbinvemaen iceot lunted by 2aymesdeulappaysi¢ler act i ve
TV's. The., the, Wl | et, 215 whil e | d opto th
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sel ecting Pﬁlﬁgkio‘ask WwhiRR éjt}pvfdég 3066%5 GO irFerfBPcatl B@Ps&% @%&igﬁ evi ces,

the Walle can be activated via a separate applicati rowser

link, orpitchému@iedticinORsEH bhthesedsvices will haveaeleast @tk progbadinent of the
present 1nvention, a business, such as a bank, operates the server that

hosts t hEOSA] | et 245 thppserancesses tholptemet ngngitsddtoacser 2AP) 3 Walkat15 is

val et Bunbhetbs fie u: e Walo6a1 S F br b waleas S B Rl A &1 the
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bresent PRBk DR BhEHReE (e BRYGES fHeGeBOREbF SR AROMI Mg "
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Br oker e ced "Wl l et 215 performs all of the convertional (e.g., form

filling)pfosesdorpmsl thie wset hechsbésothal Waked 215 thnoudhia tebsite as a buftengaygrent
capability of the Web Broker 227 as described below As alternatively
depi ct edidon) Pndhe Brawsen 21isSemefaneignalige ofthe Ballet 818 gan be opgeated on

e
(ilTust rg@@got@% @gggg%éaz%%&s&@s@ﬂ%a AWdve ttﬂév%ﬁ}é@tls%iaﬁ Beddphioddes at
or

all, and operates as a Stand al one conponent

gener at i fgvdritus A FeNdevacishRichzsPIDAs, cBlieldratlephbigs, dhd dnteticoiRe AVishe Vb
Broker enhanced Wallet 215, particul arl ﬁﬁi n regard paynent functions apply

equal | y The chasutér mBy akeess2he Wihldet 2AlSesthidle loggetlamdo theohdemehbyselecting when

used in g%pa{llue? %El‘étgrrll 0¥1Vi &12 Browser 210 toolbar, or selecting a wallet icon at the
merchant’s web site. For non-PC devices, the Wallet 215 can be activated via a
separate application, a browser link, or through a sponsoring website. In a preferred
embodiment of the present invention, a business, such as a bank, operates the server
that hosts the Wallet 215 Application Programming Interface (API). This
embodiment provides for additional security of the connection between the Wallet
215 and the user’s IPA 230 or other accounts maintained at the institution.
[0054] Figure 2 depicts the preferred embodiment of the present invention in
which the Wallet 215 incorporates all of the functionality of the Web Broker 227
into a single component. Such a Web Broker enhanced Wallet 215 performs all of
the conventional (e.g., form filling) functions of a traditional wallet and further has
the payment capability of the Web Broker 227 as described below. As alternatively

depicted in Figure 3 (discussed below) the Wallet 215 can be the conventional form



a traditional wallet. [0055] The user's log-in to the Wb Broker enhanced
Wal l et 215 is secure and encrypted to protect the confidentiality of any
fi nanci alwoaf/momat i on associated with the operation of tPReTNV&W/BoIKer
enhanced Wl |l et 215. Once accessed, a wi ndow containing the Wb Broker
enhanced Wall et 215 is | aunched on the g\orkstation 200 and renmai ns open
during the user's session. The Wb Broker enhanced Wall et 215 w ndow has

the ability to communi cate with other open browser windows, In a preferred
enbodi mefilling walletswith she appreptinterintesTackdo e WaroReokes PRdnc Bt tird et 215 i s

t hrough the Lnter ..In an.alterpative di e nnection fromthe
user' g WEQ@’&IE‘?IE Rﬁgﬁga‘?@?’f@%g %%SSR%SFEM%‘KEE © W"fﬂﬂgtﬁ%ﬁ HQE)W‘%a?te can
be thro ' ' y | ' +hd 0056
hs one cfi BERFEBERRELTITP Bl 8 SAlld HoREChIPRILHERE RLURDE he 000
t hough thgrhemchitienszaioay i Hedfdovwiig dRsBoR ke the WelsBroles edBaided portal to
an Internet Paynent Account (IPA) or a DDA account 230 described in nore
detai | Valen215pationkilrinadgandymayiome fundimoseppbr eguallyeiothac®ebval | et 215
stores the B fallow ng tydaes of information: Form fill iag@i nformati on_such

as credi Brefegrd27vherbpecd s stand lonegompronent o Fisniised iy caridastion Wity nat e

shi ppi ng_addr.esses brequent flyer accounts, nenbership discounts (e.g.,
AAA, AAR?”?r,a Fb%ﬁv)?ue rogranms and e-mail addresses; Discount information

such as fwsgplpons , ThERRELS 16¥1th tdBE N EP BroR&HHancsP TP 1695 kédur ah@s;
Points or mfes accrued for use of the accounts associated with the Wb

Br oker 28ilirypid (Ggnust drecsrifieatialityi afuns biurnt MFHLS0R tasREALUSALL 20029

19 frequently paid VPL # s (described below), bill paynment account #' s,
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window has the ability to communicate with other open browser windows. In a
preferred embodiment, the user’s connection to the Web Broker enhanced Wallet
215 is through the Internet. In an alternative embodiment, the connection from the
user’s workstation 200 to the Web Broker enhanced Wallet 215 software can be
through a separate dial up line or third party private network.
[0056] As one of its primary functions, the Web Broker enhanced Wallet 215,
though the functions provided by the Web Broker 227 serves as the portal to an
Internet Payment Account (IPA) or a DDA account 230 described in more detail
below. In a preferred embodiment the Web Broker enhanced Wallet 215 stores the
following types of information: Form filling information such as credit card
numbers, debit card numbers, shipping addresses, alternate shipping addresses,
frequent flyer accounts, membership discounts (e.g., AAA, AARP), loyalty
programs and e-mail addresses; Discount information such as e-coupons, rebates and
merchant-specific spending certificates; Points or miles accrued for use of the

accounts associated with the Web Broker 227; and Convenience information such as



automatically fills in electronic nerchant purchase fornms with the user's
shi pping address, e-mail address, discount nunbers, etc. The Wb Broker
enhanced wab1/24019 215 supports virtual cash (1 PA/ DDA) paynR@T/aséwRoazdcor dance
with the present invention, traditional credit and debit card "pull"
paynents and a conbination of the two dypes of paynments as is further
descri bed bel ow. Upon receipt of an el (L.ctroni ¢ purchase nessage froma
merchant web site 255 as will be further described below wth respect to

t he net hfidqedntlsi paideVRL # #edesptibat balew) chiblapryseenbacrentF4's, 19saipts, §- abl e
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at the merchant generate a purchase confirmati on 244 that

i's transpiehti§thdtard Hsed wEdetdtanédivyeBdsict SorSpoit Mitl exguronig of Bldboared 5)
generate a receipt that can be stored at the server hosting the Wb Broker

enhancedinférhatiol215 or the user's storage (e.g., hard drive) on
kst ati 200. The. Wb Broker, h d | ] 215 i
Sont 1 el U1 mess abBing HiccHoV A duioREaLAD, he A SroRgsoared RISt P 1d
h i 1 ted. .[0058] The. Vb 215
P e g kR e RO kG ERRTRE L USRS,
user for,gq,36l AMAHMHIdPLss! ﬁi@@%lg;ﬁ-ng\gxﬂe@s, it NTHhE W eBrbk&teerdhauddd Wallrg. For

"Pay Anyone" payients as furt scri‘bed with respect to Figure 3 bel ow,

the Wb Biokeppartyvinnad chvl (IBA/DDRA ) saynaqabireacdordanmeorith ige presstr def i ned
recission period (e.g., 30 mnutes) durj‘n%,yvhi ch the user WO 01/ 990%1}9
PCT/ USO1im@oton, aditienal eeditadslebitaashcpulbnpayments and agasnbipatienpbiierent |
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able to: 1) approve a purchase; 2) initiate the payment through a payment
authorization to the consumer’s bank 220; 3) verify the accuracy of the merchant’s
payee information (identification of the merchant’s account 235 at the merchant’s
bank 275); 4) generate a purchase confirmation 244 that is transmitted to the
merchant web site 255 or VPL reporter 240; and 5) generate a receipt that can be
stored at the server hosting the Web Broker enhanced Wallet 215 or the user’s
storage (e.g., hard drive) on workstation 200. The Web Broker enhanced Wallet 215
user receives a confirmation message indicating that no purchase has been made if a
purchase is not completed.
[0058] The Web Broker enhanced Wallet 215 includes a “Time Out” feature
whereby purchase requests not approved by a user for a set amount of time (e.g. 10
minutes) will be invalidated. For “Pay Anyone” payments as further described with
respect to Figure 3 below, the Web Broker enhanced Wallet 215 is capable of

supporting a user defined recission period (e.g., 30 minutes) during which the user



controlled by the main (parent) | PA account. For exanple a parent m ght
want to establish an | PA/VPL account for each of its children. Through the
| PA accomo o1/p9omked to the parent's Web Broker enhanced VRCT/@EBS0120829 t he
parent is able to view and control all aspects of the children's | PA/ VPL

accounts. For exanple, the parent m limt the funding of the
children's accounts such that they ca nly receive funds fromthe
parent's account. This will prohibit strangers from sending noney the

chi | dr endam wersant tsansibBomafretite rofdrrbdedrabodinmint, thheghstbampaymenhisnber of
any transactions out of the account or (bl ock) a a s to
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[ 0060] Usi f unct i from.onlin ervices, the Wb Broker
enhanced“\fﬁﬁ gla:ﬁﬁ gb‘?ééc%n%éfeg?éggiu nﬁ%&%lfh (linked to) some or all
of the ”t S ”agﬁﬁﬁ‘@rgallfé’athféeof%ﬁ@rw% BrbRel@Handd@ Wl 24S8kei s thus

able to an fer anounts, value, fromone account to another (e.g.

to an | Pharaaduoihitr@Béttifigsnnincessablishipg AciRAiatcownt, Melusar tsogimen #85) wi t h
ease. Although in the preferred enbodinment of the present invention, the
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stored by the Web "Broker enhanced Wallet 215 for WO 01/99019 PCT/ US01/ 20029
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transactions out of the account or limit (block) any payments to unapproved VPL

accounts (e.g., associated with unapproved Internet sites)

[0060] Using functionality from online banking services, the Web Broker
enhanced Wallet 215 is able to be associated with (linked to) some or all of the
accounts maintained by the user at the bank 220. The user is thus able to transfer
funds, amounts, value, from one account to another (e.g., to an IPA account 230
from a savings account, or VPL account 235) with ease. Although in the preferred
embodiment of the present invention, the IPA 230 and VPL accounts are maintained
at a financial institution (e.g., a bank), it is readily appreciated that any businesses
that can attach to the EFT network 270 are capable of maintaining the accounts 230,
235 and performing the operations of the present invention.

[0061] A unique transaction number is included in any payment
communications to and from the Web Broker enhanced Wallet 215. All of the
payment communications are stored by the Web Broker enhanced Wallet 215 for



Wall et 215 interfaces with the Account Reporter described bel ow, which wll
have access to all archived transactions. In a preferred enbodi nent, the
paynent wonmemicati on records are stored in a common dat BOBE801ZR002900t h t he
Wb Broker enhanced Wallet 215 and the Account Reporter associated with
(attached to) a particular accounts aéf able to access the conmon dat abase
for these accounts. Transactions are ored for audit as well as disaster
recovery purposes. The Wb Broker enhanced Wallet 215 allows the user to
vi ew al | reaviemsadtauditiny sy drd eser. Emampdésnof stexsdi paysnentdomenerigaisonsThese
historical itens are sortable by date, fungtion (bill nent., anyone,
shoppi ngicide naymeryRessages, %memhanapégﬂiﬁrsa Ha(é@é?mé‘g,aﬁ%{%aﬁlﬁﬁg%nét %:/
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enhanced Wa equi res e nerchant's payee information that

uni quel ytragitiohiiemdiidediar eohrrbnnuMcatio@bndPallvats dot owifb oarréMEbhn aBd5. Thi s
payee infornmation includes the nerchant's bank 275 identification nunber

(typi cal indexing off eimsiuniationtrecordatie g.,aecansaliazmn). ddeolieb Broker enhancad| y
ten to thirte digits). Thi ayee |Rpf ti . tjtutes. ...add t
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Br oker e di.t J 'ﬂr%bﬁgl'l %ﬁm oker
enhanced?%??g(?a%ghgi%cfﬁgn%gﬁgﬁ% m{f‘ggﬁ%’{ﬁéﬁf an ‘if“}ré\%f’@g% t egltEJtni que

t r ansact ;@RmHIERRIN retbRIS\VRE sBirek &t 2 eshmneedatdbhiccin PBthahe Wetk Brolegreat ed
paynents (daily, WO 01/99019 PCT/ US01/20029 22 weekly, etc) as well as
schedul eenlpmyeed W sll¢idhl Saambthei Acauns Repdeer asspciated with (attpdsiditopa# of

days). If the Web Broker enhanced Wallet 215 is Jinked to a DDA account,
DDA debi Partisulas agsows @resablede aperss ththeeasnondatabaseriehthese aeeounds-e not
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including receipts and messages. These historical items are sortable by date,

function (bill payment, pay anyone, shopping, etc.), amount, payments initiated or
received, merchant, etc.

[0062] As is further described below, the Web Broker enhanced Wallet 215 is
responsible for initiating the push of the credit to the merchant’s account 235. In
order to perform the credit push over the EFT, the Web Broker enhanced Wallet 215
requires the merchant’s payee information that uniquely identifies the merchant’s
Virtual Private Lockbox (VPL) 235. This payee information includes the merchant’s
bank 275 identification number (typically six digits) and the number of the VPL
account 235 (typically ten to thirteen digits). This payee information constitutes an
address to which the Wallet 215 can push credits. Payment communications from
Web Broker enhanced Wallet 215 can additionally identify the Web Broker

enhanced Wallet 215 user’s name (if required) and include the unique transaction

number. The Web Broker enhanced Wallet 215 can make repeated payments (daily,



Web Broker enhanced Wallet 215 including a requirenent to return any
proceeds received in error. [0063] Prior to conducting any on-line

pur chasewopr/9@ke ng any paynents using the nmethods of thRCPUSEE0029

i nvention, the consuner establishes an Internet Paynent Account (I1PA) 230
with its bank 220. Alternatively, a D%account 230 can be used, but this
is less preferable. For one reason, it™Ts envisioned that only small
paynents are to be made fromthe | PA account 230 _and accordingly |ess funds

woul d bewkeldy, gi¢) apavedlcasrchedwled paporcats (on & mdﬁm@@enﬁllﬁrr@mr 1A nt ai ned in
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to fund I'S dccoun romits 0 c¢hec or savi ngs accounts,

consumer cigarkéd 8gdihst@uads in therprimed) IRA atcod@ B0 aseddlated woitintheWeh by the
bank 220 or "any other account from which the consuner can transfer funds

(e.g., aBotkezrenbdviceslcWallat 205. Tise are cequiraicionsknowledgerrschplianes ahaci al

institutjon). The IPA account 230 provides the yser.wth a .confirnmation
capabi | i Webi BrokeaenhanscedoWatlgt 2 hnagtegmenhpriint t%ﬁ%&wfmsgtrew@ep Ustfigethp p

account nd t he VPL u 35 Cri I N debi t
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enmbodi Mepl.eivielgn leRdraccount 230 is conbined with a VPL account 235 into a
singl e account. The | PA account functionality is accessed WO 01/99019

PCT/ USO 1[0115@39 23 Ptibr augdnductingsinyaddlies putohasdseoranakingtanlyypawiianits f unds
can be transferred out of the |PA account. Only the user has access to
this addnsisg thevmhethodssofhe pigseat mvenbenthy copswheessablishes apdnigarst has
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pr ef er abkyaHiphlRic8R are to be made from the IPA account 230 and accordingly less funds
would be kept in the account as opposed to the funds normally maintained in a DDA
account.
[0064] The IPA account 230 is a specialized account used specifically for
electronic commerce in accordance with the present invention. Once the IPA
account 230 has been established, the user is able to fund this account 230 from its
normal DDA checking or savings accounts, consumer's Line of Credit, or credit, or
debit card account held by the bank 220 or any other account from which the
consumer can transfer funds (e.g., another DDA account or credit card account at
another financial institution). The IPA account 230 provides the user with a
confirmation capability in order to verify that the amount drawn is correct. The IPA
account 230 and the VPL account 235 (described below) both allow PIN debit
transactions for withdrawals from the accounts.

[0065] In a preferred embodiment, the IPA account 230 is combined with a

VPL account 235 into a single account. The IPA account functionality is accessed



address. This second address can only be used for receipt of credits,
preferably electronic credits according to the present invention. Since

t he secomvdoadghoess can only be used to receive funds, theCh@801/W6a9 freely
publish the address wi thout any fear of soneone fraudulently transferring
noney out of the account. The VPL porpgon of the account can be accessed
for PIN debit transactions as will be further described belowin
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as will becfronicheedidessordiag tbehopresent inversae clinco the spoondaddissivanf t he
| PA 230 and VPL 235 accounts allow physical access via ATM s or merchant
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accordan present invention 1s heretofore unhear n the use
of the Efdsciedeckow if@onictivantith fivephysithl Raay émbsdingalt dﬂtn@ﬁfarseﬂi t. This
is contrasted to the prior art debit "~ nessage nmethods in which the only
senbl ancmvehtionéshiet Fignoe/dded in a reversal of a

[0066] The establishment of a separate IPA/VPL account 230 for electronic

credits and payments is preferable from a user's point of view in order to provide a
separate accounting from the user’s normal DDA. As with its regular accounts, a
transaction history for the IPA 230 is archived. As the IPA account 230 is not
necessarily interest bearing, it is envisioned that the user would accordingly only
fund small amounts into this account in order to cover potential on-line purchases.
The user can set up periodic (e.g., weekly) automatic funding of the IPA account
230. In an alternative embodiment of the present invention, the user's payments in
accordance with the present invention may be made directly against a normal DDA
account.

[0067] The IPA 230 or VPL 235 accounts can have physical companion card
for physical, in person, purchases and withdrawals as will be further described below
with respect to Figure 4. Each of the IPA 230 and VPL 235 accounts allow physical

access via ATM’s or merchant card readers for PIN debit transactions.



prior debit transaction (e.g., credit cards). The EFT networks 270 are used
to effect |PA transactions, fulfill IPA reporting functionality, and can
be used twObusm1e he | PA 230. As well as supporting the tPanERIEDIIIN Of
real tinme credit nessages, the EFT network 270 transmts nessages

contai ni ng speci al transaction codes d account and bank nunber
structures (addresses) used to uni que%z‘ identify |IPA transactions.
Furthernore, the EFT network 270 can be used to verify the existence and
val i di t y0068] dest iOwed dDiheanosisigrs fiasnt featunes ofithe redead ibaingian i Hooee As

descri bed above, simlar to an | PA_account 230, the Miritual Personal
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PIN debit transaction wusing a user only access_(addres for debit
t r ansactandrizmnkrsmberestnaotures Gaddragseslotsgd tp rENquELY; qnﬁléygéﬁetrwsaf:w-i on of

o e oo Bk TR BT TRy AP ARL Gy of
functi On&’ésic}h%%?ﬁrg&o\éﬁ'ts %Sﬁe tﬁg%rﬁe%ﬂﬂé?eoél&%box into which funds can be

transferre cannot en out (except during the sweeping process or
ot her PI[§069] As described above, similar to an IPA account 230, the Virtual

Personal Lockbox (VPL) 235 is a limited function account. While an IPA 230 can

=

be accessed electronically for outgoing payment transactions, a VPL 230 is
constructed with EFT network “receive only” functionality. This feature of a VPL
account (or a VPL address for a dual access IPA/VPL account) provides a merchant
(or other party) to receive electronic credits (e.g., payments) through the EFT 270.
In this manner a VPL 235 is a secure address that can be provided to the public as a
means of receiving funds. Once received by a VPL account 235, funds can then be
manually or automatically swept by the merchant’s bank 275 to one of the owner’s
other accounts 280 (e.g., a DDA or cash concentration account 280). This sweep can
be performed once a day, or more or less than once a day as dictated by the needs
and objectives of the VPL user.

[0070] Like an TPA account 230, the VPL 235 can have a physical companion

card for physical, in person, purchases and withdrawals. The VPL 235 can allow



transactions descri bed herein). [0071] In preferred enbodi ment of the
present invention, VPL addresses for various nerchants and ot her receivers
of el ect vabEIPaymrents are nade available in a public di PeETASIN208R5 (See
Figure 3). Since the ‘receive only' address of a VPL account 235 is what
is published in the public directory, rchants and ot her users of the
“receive only' VPL 235 are alleviated the fear of the fraud. In the
preferred enbodinent, the directory of VPL addresses 325 is nmintained on
an | nt erplgkicahacess vid ATddsvarmerchast cerd seadeds fuceBEe debhiitvngictonebsi t e

that provides the capability tq search and sel ect and rieve VPL

i nf or matysig auwremlatap%ﬂ%?d‘iq%so) far debit 8}698@2@%?’2%@%&2’232 by PDA,

ki osk or one _usi ng, vai ce cogniti r t g ol ogy.
The i r de it gEtonGvidinBind BeiGel HRERInLBN Pbrult AShakEhRRN RbR S 02
verify tﬂageﬁ&& H{e@%{%%sié‘ A AAUELSEa NAODSS iid deQIAEt Bk the IPARBSERIMEI NY @
credit neSsage to the account designated in the VPL address. [0072] As
descri bexefi@veondlitg. aAtdy €BE I35 isansecA p3kbax intPwlddh fumdssiastle of an
identification of the institution at which the account is held (typically
si x di gitrasfersgrtibuincandehbe takeataud(exsept Heriag dhusiveqnippPERGasy Of eper E’IN

thirteen digits). For. consuners (the "white pages"), the directory 325
cont ai nstr%ﬁﬁcﬁ'l%nsrféﬁscppﬁﬁ??l@ffl? the VPL address, the last and first name of

the VPL [ﬁ@zzggez : hlixhﬁgié«%ﬁféd &nﬁfg?&i&n%tfo%fﬁlge gl%géﬁfiﬁygrﬂgtg‘ge\@ﬁ%dféﬁésl fopddr ess.

For busi oW pages Irecto contarns but is not

limted $RidRendMRhad @haSsther foBeiNEAT GYRSISCRATE payientsndy sihade dvailaplecingd
busi ness, the business' Post Ofice address, phone and emnil address. WO

01/ 9901 P RGE dif@id3BO(sed Figwe 3] Shscdihiecfdopivtesdyi bédteaholia VRlhe Account
Reporter 240 is a portal to . viewthe VPL account 235 The Account Reporter
240 pr 0vacgeENbM T wevhatas| published in Hhespeblicodrecions, faerchans Aad oHsr ussrs

g R
Lot o0l B SRR s e ke Wb
accessible server or servers and accessed through a website that provides the

capability to search and select and retrieve VPL information. Alternatively, the
directory 325 can be accessed by PDA, kiosk or by phone using voice recognition or
other telephony technology. The directory 325 can be used by the Web Broker
enhanced Wallet 215 to verify the accuracy of a VPL address before it commits to
transferring a credit message to the account designated in the VPL address.

[0072] As described above, the address for an IPA 230 or VPL 235 consists of
an identification of the institution at which the account is held (typically six digits)
and an identification of the account (typically ten to thirteen digits). For consumers
(the “white pages”), the directory 325 contains but is not limited to the VPL address,
the last and first name of the VPL consumer, the user’s Post Office address, phone
and email address. For businesses (the “yellow pages™), the directory 325 contains
but is not limited to the VPL address, the business name, the industry or type of

business, the business’ Post Office address, phone and email address.



of requirenents for consuners, and the Account Reporter 245 would contain
added features required for nerchants and busi nesses (e.g., reconciliation
of purchag@o1/9®tords and payment records). [0074] The VPLrPa@T@Su00235
updat es the Account Reporter 240 as paynent records (credit nessages) and
transaction nunbers are received throgg the EFT nessaging system 270. At
the sane tine, any purchase orders 25 in the formof a record) and
payment confirmations (see below) are passed to the Account Reporter 240
from ner@eq8] and Aklbriefly desbribed elovedshesAecount Repgutee 220 is hgoriattount
Reporter 240 is al so capable of receiving purchase confiymtiaons 244 from

the Wb Bewvkide VBR acomuntd3ds elonecountBeposte 240 previgas pahie. redldi®e 245 are
tri ble, j. |- ti f the A Iy t 240 . t
220 user Sasagtian Fabars. gndfeoqrielfs arubi e R Bl R ords g HipikErer &
ts. . . h b
st r agdmifle EF ol Si1Ebordd 43O UM AP BRIy ilteRRANR Y, Db Peer

si mul t angRuglaytd AuBHeG Mthe SuaEtddnait): 6 BR5A cdmati Repottee 340 WiorjR3stedsn
capabl e of being accessed and vi ewed by the si ng e Account Reporter 240,
P

much | i kthedWebrBroker 223 Véalles 216. sBwodcatBrokey 82 aprefemblpindedvuhase sdtth its

Wb Broker 227 and | ble t ' th t [ he V&b

227, [OOBIeaReRRIA G OPBIDRG: LIS RGN PEBet Pbsd QD sgn i AISe pec:

to the b featt f 1 : ' i &W ng,

sort 1 ng. aaes SRR e Py S0 BB OB e U oo o

240 i ncl H%gfd_ﬁﬂfgrgdﬁﬁ@ﬁtreg&@g.i onality. A first of the additional functions
y the C

provi ded ant Account WO 01/99019 PCT/ US01/ 20029 27 Reporter

240 is i [g0M™gconci Thed/Rlapedudnt 23 5tupdatesabe AesommirRéps ter r2d@uesgiaynRH0
generated by the nerchant's website 255 wi th shoppe,r'a pur chase

conf i r matdcords @uerlit medsages) EirtrpasAcHan NPESEHAICTESC1VA )T,hr,opg he ER{ do not
T AR R, LR i B o SRS IR Pl Y™ o
322r gés SRS Sy ent YohBiriaf o @96k Hlow PR pasSdd BIRE FocdUhiREpdNert O the

240 from merchant and billing web sites. As seen in Figure 2, the Account Reporter

240 is also capable of receiving purchase confirmations 244 from the Web Broker

227. Purchase confirmations 244 and payment records 245 are retrievable, in real-

time, from the Account Reporter 240. Account Reporter 240 users are able to view

their records with respect to their VPL accounts 235 on the Internet. Although only

one VPL account 235 has been illustrated in Figure 2, it is understood that a

merchant is able to simultaneously maintain several VPLs 235. Each of these VPLs

235 is capable of being accessed and viewed by the single Account Reporter 240,

much like a consumer is able to associate several IPA/VPL accounts with its Web

Broker 227 and is able to view these accounts using the Web Broker 227.

[0075] In addition to the functionality described above with respect to the base

features of the Account Reporter 240 (storing, reviewing, sorting transaction

histories), a merchant embodiment of Account Reporter 240 includes additional

functionality. A first of the additional functions provided by the merchant Account



[0076] Additionally, the nmerchant Account Reporter 240 automatically
updates the nmerchant's accounts receivable, inventory & fulfillnment files.
As a fumbder®st ensi on, Account Reporter 240 al so has f uP€TURMED29SEr Vi ce
capabilities whereby information froma nmerchant's website 255 is

consol idated and conmunicated to a .Fhouse to initiate product shipnent
260, as well as linked to United Parc Service (UPSTM, Federal Express
(FedeExTM, or other shipping services for shipping execution. The Account
Repor t er Repdter@tOaiis rits msmmiiihglcapai)jﬁtynhlmtmmhﬁsmmhmbwwm 20 the ability
retrleve/rewewelectronlc urc ase__order ments real t an in turn
the abi | gprated birdhe naﬁrcla%nt%ﬂaﬁ btﬁsi’@g I P pehaps confianal 1 4 The

St ot OE BT SRVl B %PY iR, B ARy gsﬁiﬁvtﬁgt
buyer/ Shﬁl@&ﬁ{nttﬁe?%gﬁ:r 2@0%%5(@ 1&&@% reB¥w daMRALERIALAB A cBRSRR Ydrichese

statistics hants can 1s focused, custom zed el ectroni ¢ coupons

t hr ough 24@®firtiAe peovides Rﬁﬂdéﬁ’@ﬁczﬂﬂﬁ} (Imaﬁd]pakmvmdswuhqd ioffemingofarying
present invention, the user of an |IPA account 230 can specify whether or
not the bwelsqugtcwssmmmtyftodhﬁumrsl PA includes any identification

Lhe el e MiaTc ar catifhnags Brmerbans SecentReroel 380 putematclye ™t et
pushes C@hﬁ&@%@ﬁ%&pm §5@éc¥m %H&' hveflkd étz*fﬁlmﬁﬁel@et £, ghghe credit

havi ng n ern ne ere t’ e credit "origina e recipient

of the Cfu?ﬂielr ekfendfong A@oufBR 6fortdi 40808 Hefidfilficht Wervivercapabilnksd
purchase using a transaction I'D that is WO 01/ 99019 PCT/ US01/ 20029 28

cont ai newherebytiefdERBtionefiom pmeichant'stwebsita 266 netosdwislatetharghbodi nent

described below, the Internet nmerchant provides the buyer
t r ansact ¢QAMUDICHtR the WaseRQuseita dniigiespropack shipragrt 76 arsmlwaﬁ ﬂ’ékﬁﬁfp credit

e e ek LSRR R SERHA! o AL e e 1
iident 1 gab1cR0 & sHipsinbfexeBulille The NdcoBSRepdrter!22® itk cBénlial €Cei ved by
customer service tools such as the ability retrieve/review electronic purchase
orders/payments real time, and in turn the ability to email or autofax copies of such
directly to customers. The Account Reporter 240 further provides data mining tools
that collect statistics on buyer/shopper behavior, track seasonal and regional
buyer/shopper trends, and track other key demographics. Based on these statistics,
merchants can issue focused, customized electronic coupons through their Account
Reporter 240.
[0077] In one embodiment of the present invention, the user of an IPA account
230 can specify whether or not the credits it pushes from the IPA includes any
identification information at all (e.g., account number, name ...) One of the features
of the electronic credit pushes of the present invention is that the credit pushes can
be made completely anonymously, with the recipien‘; of the credit having no way to
determine from where the credit originated. The recipient of the credit is able to

match the received credit with a proposed purchase using a transaction ID that is



VPL 235 does contain sonme identification information, the Account Reporter
240 can be configured such that the identities of individual buyers wll
not be awedbuaoew to the Account Reporter 240 w thout theP@T/USI/W029sent of
the user who initiated the credit to the VPL 235. For consuners, the
Account Reporter 240 appears as a sea@ ess part of the Web Broker 227,
whil e for nmerchants and busi nesses, the Account Reporter 240 appears as a

separate utility. [0079] Merchant Web_sites 255 are wel| kno t, %éhose

ski | | edcpriained iarthe EReetedifiiushe n dhe byernst shopping pnsquﬁ@mb&%g (such as
HTM., X or. E for getting.transaction. Bl.N statepent ment
nessage gI?_IOtV% the; %q‘c é?efﬁﬁ%l?t DAQ 91(1%:5 ?@%@1}}’%@’?&]} f[}bee{%alﬂ)sélfﬁ\a}] tr‘ﬁ eaé@a%gy nent
nmessage i e r ' R { i ncl udes

t he add?ﬂelgés(ﬂ(l)i? 1’:thhe)‘eé t%?%ﬂéad%%;bisﬁganktﬁg%T %?g}{ ﬂagﬁg%? %@iﬁé@%@bﬁ[ﬁgbl e the
consuneMéehpushv®Icaedunt.f romits | PA account 230 through the EFT system

270 to the VPL account 235. Merchant's websites 255 can provide a hotlink
on the $0@Hi ng silf theassr ishiess gueesrakd with priviagy s b pesr canvigpludpadgiestial

enhanced Wall et 215.. [0080] Havj escribed. t strugtur el enments of the
ltOL esent Of ﬁ?@%_ﬁ’&t%h‘g{?f%tﬁi"aupBqug%ehggﬁg%E{?Qétif?}’r'?hi Hfﬂ?t?rﬁ BDUSH e hﬁt of

e pre vent i Fe . d p e
remai ni 3@%933.‘@85 E&St,amc %@%@%@ﬁicéﬂélgé@@%ﬂﬁ 1%%%%@%lt Fkr?ﬁ{) hglo Li“?qur es in
smal | cichg bE%OHﬁgtmé@sdcmh%ﬂheqaéﬁtﬁies_eafqﬁ@w&dm%hyellsqxrﬂi Mot Beeh@iikBld © t he
action being perfornmed. In this enbodi nent, the consumer (user) initiates
t he pr odesActoustRepotfer0l wishoutghe prior thesenn bé theeuser vehmotifistgd the Br owser

WO 01/99019 PCT/ US01/ 20029 29 210 and sel ecting the Wb Broker enhanced
val | et 2usBlit loghefVRIm285 o ks copsgmetso icnAecourti RopereBPdR @ppeaihanded Wal | et

210 el e P e B RIS RS,

o kR RSB 3 A0y EEBRes gy, (o ILTT0g o e a0 s

certifigagign proadershan?Meb ditegr36rart dvell known to those skilled in the art.
Merchant Web sites 255 typically include code (such as HTML, XML, or ECML)
for getting transaction BIN statements (payment messages) to the Wallet 215. As
further described below these payment messages typically contain the merchant’s
VPL 235 address which includes the address of the merchant’s bank 275. The
payment messages enable the consumer to push a credit from its IPA account 230
through the EFT system 270 to the VPL account 235. Merchant’s websites 255 can
provide a hotlink on the shopping site 255 that goes directly to shopper’s Web
Broker enhanced Wallet 215.
[0080] Having described the structural elements of the present invention, the
following discussion illustrates an embodiment of the present invention related to
Internet shopping. As in all of the remaining Figures 2-9, the method steps are
illustrated in the Figures in small circles next to the structural element most closely
related to the action being performed. In this embodiment, the consumer (user)

initiates the process in step 2A by logging onto the Internet, launching the Browser



correctly identify himor herself to the Wb Broker enhanced Wall et 215.
Typically the certification process involved the user keying in the user's
| D and pav@wopdion the keyboard associated with the wor kBERUS@m0230. The
user is thus authenticated and has access to their Wb Broker enhanced
Wal l et 215. In step 2C, the user is th2§ presented with bal ance
information with respect the | PA accoufits 230 associated wth the Wb

Br oker enhanced Wall et 215 and can select from several options. In a

pr ef er r e2il amdséloetmg theeWebt Boksr prlaesd dballet 2 Hfeicondrommronser 28Bhop on t he
Bi s (selbati diecd oo aioken panapced Kabshks Jessmptipye (oaasrad S 0%« no”
Coul o Do Prarpyvinpelt Ba? SanEfid i i S Br i Byposd BRUEE 2HETC o
A er nat G R O P T R ilee 8
web si t eisdlirthehééderibleditetow).n step 2E, the user has found a website 255 of

a particular nmerchant and nore specifically has found and selected an item
for purcH¥84]fr om Hesteham, thewsersiompleiss a csriideatianepipspdiie Ao ngifehi®ed

Srover conmelinnFup S TERRISRLAS 3 bRl RCRT TR LS. B
(r)rer E: hgmlto [S F({égﬁ]gg‘%ioglr gﬁ)acégc?rlrl&p .1‘%% tﬁg gl%opu ygggg}?@regirﬁ%ﬁﬁgﬂvé érs‘gglg r%r O%Eﬁanc ed

Val | et 2d4p 1a5b88abidsbetaPaE théwoekatatiby 209, TheaisusRIthaguteticated hadt hei r
Web Broker enhanced Wall et 215 after the user has found an itemat a

websi t e hay addBs Oty e TW eB@Eiokis0dnl2ae28 W aldetise Hastep T0ethesuser cuifeni t her
i nvoke the Web Broker enhanced Wl l et 215 by |.i.cking on _an icon enbedded
di r ect | ypreserfed meitivbalangpinfermation Hath respect the f{?A 24CoERTSP hassacitad et

DUt OB ST AR S 13 el By o AL TRSBIAR. it 250

o T o L EARAEh. 08 e BRSERRL e tsona, Sy btk ko
Pay Anyone (see Figures 3 and 5); Fund Accounts (see Figure 9); Pay Bills (see
Figures 6-8); and View Account Activity.
[0082] Assuming the user has selected the Shop on the Web option in step 2D,
the Browser 210 could be initially directed to special website list of approved
merchants (which can also contain the VPL addresses for such merchants).
Alternatively, the user is free to navigate the Internet to the merchant web site of
their choice. In step 2E, the user has founc{ a website 255 of a particular merchant
and more specifically has found and selected an item for purchase from merchant
web site 255. Since the Web Broker enhanced Wallet 215 is active, the merchant’s
site 255 recognizes user as a Web Broker enhanced Wallet 215 customer. In
response to this recognition, all of the purchase fields (shipping address, name, etc.)
required by the merchant site 255 are automatically populated from the Web Broker

enhanced Wallet 215 as described above. Alternatively, the user can sign on to their

Web Broker enhanced Wallet 215 after the user has found an item at a website for



i ncludes but is not limted to the follow ng data: Merchant BIN, Merchant
Account #; Transaction ID;, and the Dollar Amount of the transaction. In
step 2G tWeob9doh9 paynent nessage is received by the Wl | RET/RSG/26029dow. A
wi ndow di spl ays the bill paynment nmessage for review by the user. If the
user changes his or her mnd, the use|£3 can select a button on the w ndow
entitled Decline Purchase. |If the user Qoes want to conpl ete the purchase,
a Purchase Itembutton is selected. Al though described above with respect
to a si npleehasenThe tisérscanl @ther ifvatketthe Vdel BeokerombascedeWiedlet 2 1apyl i es t he

shopping cart nmethod enpl oyed by nost nerchant sites 255. | t he shoppi ng
cart net AbeKINgfoneH iona deulaadsd sy S by BerTShHIEERb BAES 2Eimordy

ur chase,,.t.he nerchant, site 255 tgtals i and transmt
Eonsol [ dgltl%lﬂngﬁw e}r@gti%gn?tbe ﬁ%]og"%?qgr%é@%enhanced \S/QI I Zt a215 in step
2F. [008 oésg the Tﬁ@fep%t?ﬁhfe%l%t%ﬂe stggﬁéﬁtés%&ﬁﬁ{mﬁwmﬁehsmthe

bill paynent nessage e nerchant si 255, the Web Broker portion

227 of t bl p¥hciiy wksyage rbatisidg \aforeiatidd witlhrespeet t8Hhé predpevigve fi es t he
user's balance in the primry |IPA account 230 associated with the Wb
Broker ephebosel Ve iforpaton providedby the websise255 o1 the bill payenant massagerA

account 230, .the user j.s.asked i e/.she, wo | i k ransfer funds from
anot her HFS‘E)QF?% 4t got h’émiea 0%&%&]%@%&%%@@%%&%@%&% s, the
Wb Broker 0 2 ' t . fu account
accessib éTga{;H}'? ﬁtg%%\?@% heer b&%ﬁ;@@%&k&%t&% ﬁ%ﬁ It}(\)%ﬁﬂ Sﬁ"ge;{ %ﬁr{hg@%:%unt 230.
I'f therepay@efitinbbeigtns rédenetal byt WallBro BS Ganddw 2 25 witdew \Wdpl &y sake bill 227
generates a paynment "authorizati'on nessage for transm ssion to the bank 220.
WO 01/ 999aPmERTmESe 00 28/i8% byTthe usery niérthe asartohanges hisor hes s&ge, thes

contai ns the above descri bed payee informatiaon (nerchant. VPL account and

bank addregspnastect apudiosrclisruindoy eiled laeslineddnaeg. (i éhaussdognt ry of
SEAREAT T NG T R
3?& 28{ : ; ﬁ%%&ﬁ]eéi%%’vetv@?h YD B BKPEingle ftdnh AP RIS RaPtHeClloT8 pR6édieW edgenent
equally applies the shopping cart method employed by most merchant sites 255. In
the shopping cart method, after the customer has selected a number of items to
purchase, the merchant site 255 totals the items and transmits a consolidated
payment message to the Web Broker enhanced Wallet 215 in step 2F.
[0084] If the user has selected to purchase the item pursuant to the bill
payment message from the merchant site 255, the Web Broker portion 227 of the
Web Broker enhanced Wallet 215 in step 2H first verifies the user’s balance in the
primary IPA account 230 associated with the Web Broker enhanced Wallet 215. If
there are insufficient funds in the TPA account 230, the user is asked if he/she would
like to transfer funds from another account into the IPA account. Using online
banking procedures, the Web Broker enhanced Wallet 215 is able to transfer funds
from any account accessible by the Web Broker enhanced Wallet 215 into the IPA
account 230. If there are sufficient funds in the IPA account 235, the Web Broker

227 generates a payment authorization message for transmission to the bank 220.



merchant's website 255. Typically, in response to this purchase

acknowl edgenent fromthe user's Wb Broker 227, the nerchant's website 255
creates av@urgdese record 250 in a database (not shown) POT/URUY2902® use in
reconciling with the actual paynment confirmtion 244 and/or paynent record
245. As illustrated in Figure 2, the b Broker 227 al so send a paynent
confirmation 244 either to the website 255, or the nerchant's Account
Reporter 240. In the preferred enbodi nent, the payment confirmation 244 is
in the fPhepayment swthotivaiicmesseed? S(@ntpins e dhavei desctibed hayeeAccount
Reporter 240. The paynent_confirmation 244 can §e sent either before or
after thiafowpatmmlmaerchant VRE agepwal angd balalﬁéaﬂw o yERRtaELR B zat i on

225 to its bank 22 i t hout any comfir iQn 2 t he
payment SeEneeRena Pk gl o At SRR B s e SR of
t he Wb it until it has received confirmation fromthe
bank Zzoﬁ{rﬁlgﬁ?ﬁé%&ﬁ%@r{ dit message was actually sent through the EFT
net wor k R0BS5][ 0086]n hdditiba tprehantiag aadieasmittingtthe papmieat 2@hori2athomhi ch
mai ntain | PA° 230 and VPL accounts 235 al so naintain the_above described
dat abase22hdheiWely Bedkers22 Tatransmaitss preadase aeknpvisdgemgnidisentlydoithe or der to

feed and retrieve transaction .data.. Such trapsaction data i d but i
hot 1 1 EEehag Saythee ot 1thisal-dneconse e BictauaIEusRE ' (1S

records uj.r.ed f.ar i: i action
Gata - obBY e eh S BT PREPHEY, (B AR i S ehdi g orRBteER husEIRRs

mer chant ;&0 1088 ik 8§ #BPibasé ttshéwﬁh%)f@ﬂ?ﬂftu&%feliﬁ reddreiliseitht the abfiaRc count
Reporter 240, the WO 01/99019 PCT/US01/20029 32 Wb Broker 227 transnits
t he paynpayment domfirnatiionrR422md/ar payenergaecard 4. abs diustratBin Kigues 2.dbeuat e
t he actual transference of the funds fromthe user.' s account, 230 t he
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Account Reporter 240. The payment confirmation 244 can be sent either before or

after the Web Broker 227 has actually transmitted the paiyment authorization 225 to

its bank 220, without any confirmation from the bank 220 that the payment was

actually transmitted via the EFT network 270. Alternatively, the Web Broker 227

can wait until it has received confirmation from the bank 220 that the EFT credit

message was actually sent through the EFT network 270.

[0086] In the preferred embodiment the banks 220, 275 which maintain IPA

230 and VPL accounts 235 also maintain the above described database that is used as

a centralized record keeping archive in order to feed and retrieve transaction data.

Such transaction data includes but is not limited to payment authorizations 225,

payment confirmations, and the records required for the Account Reporter 240

including EFT transaction data.

[0087] In addition to the payment acknowledgment sent to the merchant’s
website 255, and the payment confirmation sent to the Account Reporter 240, the



consuner. Once the bank 220 has authenticated that the nmessage truly
originated fromthe consuner, the bank 220 can then fulfill the paynent
aut hori zaw@ ony®e5. [ 0088] Upon recei pt of this authori zaPCDESHIR0aynent
225, in step 21, the wuser's bank 220 debits the user's |IPA account 230 to
generate an EFT credit nessage in the Zrmunt of the authorized paynment. As
descri bed above, the EFT credit messaa is conpletely different from
traditional EFT nmessages that are debits or the reversals of debits. Once
gener at eWelt Beoksr D20 rteatismitseths pggmient huthosizetiord2$ ¢o theeusarisriPaaecouny/pL
account 235 via the ATMswitch 270. Nthou%&({sg% crﬁdit | nstrucé' nis

i | | ust r a22@ to affectyatedths agihab tapgfepmesafdbe P10y N 1SETh ACEAUBY, {3 930

mossagr nihe pERBRES Shelnf oandhat MY BRMIReRR- BEAE YR SRARIOL AR o
bank 275 &g@rﬁé}% Yaink %mmfﬁ%%%osonﬁ‘ﬁ)brﬁf f SRS icARDSRe E)gyﬁféﬁ?nt tally a

guar ant e& paynment from t user's bank 220 (the funds i ng debited

from t heayherizati@e Gounthe?Bb Baokiehe27 mahihauthestidmaion @inthe inthe ffomdefhei ng
credited to the nerchant's account 235). Settlenent between banks 220 and
275 typi seftwyreocartifisatbor einsengaypted PAN; ot hecmother'smaidennemgnfithy credits

?ES VPL ORBE. DR B bk a g s hins el BHCledAesagEY Pﬁé@%‘fe: frer
t he EFT ' ' nt ! Rl ,
regei pt gl{o%?ﬁée %@%glﬁ%&i @%&g@%&ﬁ?hﬁgﬂgﬁéc rg%‘? ﬁg&xg‘é%égntza élg%r2§'ere 245

(step 231008 resp feReiphBf il 8GthoPRalbn FhepHigelitt225t hestépCoUhe Reporter
240 preterably generates and stores a paynent record 245 in the sane

dat abas eukér’ $bardh2 WDd6Hit O8R 1B PETP ASELoAn0230 tBgerdnatepur ERE seedibmesshge50
was stored in step 2H described above. Lhal e paynment

C ! Altouhongya si.n
record 2m5thmnbmtrpﬁth¢@§th0w@d Haﬁﬁﬁnguﬁé sciped g %@F@Egggge ifat t o
oynent s sempas ffrel et BnmE T Blisshe Al e Wi BFald <"
confi rma é\%?sa%ééfﬁé@@a. Oliee gﬁlgéra%dv% BrPlREdiPAbssableds SRnSRFraaayRat record

245 can be generated upon actual receipt of the EFT credit over the
EFT syst eigréifsht’s VPL account 235 via the ATM switch 270. Although the credit

instruction is illustrated in Figure 2 as being processed directly by the accounts 230
and 235, it is appreciated that the records are actually processed by the messaging
systems and processors of the user’s bank 220, the merchant’s bank 275 and the EFT
network 270. The EFT credit message is essentially a guarantee of payment from
the user’s bank 220 (the funds being debited from the user’s account 230) to the
merchant’s bank 275 (the funds being credited to the merchant’s account 235).
Settlement between banks 220 and 275 typically occurs once a day with respect to all
outstanding credits and debits between the banks 220, 275, although the cash is
available from the VPL account 235 upon receipt of the EFT credit message.

[0089] After the EFT credit message has been received by merchant’s VPL
235, the receipt of the credit is detected by the merchant’s Account Reporter 245
(step 2J). Inresponse to the detection of the credit, the Account Reporter 240

preferably generates and stores a payment record 245 in the same database in which



[ 0090] Once the paynent record 245 has been stored, it can be reconciled by
the Account Reporter 240 against the nmerchant's purchase record 250 (step
2K). I n woos9senner, the accounting |oop in the merchant PETABEIWMICan be
closed, with the matching of the nerchant's invoice (the purchase record
250) with the paynment (the paynent reggrd 245). Alternatively, the Account
Reporter 240 can reconcile the above scri bed two paynent records (one
generated fromthe paynment confirmation and . one generated fromthe EFT
credit ntegagedasagacosit2itheapstocdthieste 2Bk deseibed abbvd Adthough oRbpar t er

240, a nerchant has a product that allows_ for.secure. transactjon
ful fill ngipgle paé/@mmirp@qfér%%a]aﬂwhqep,lﬁuiie%?@lm@@vﬁéa Hig 2BpYest that two

Phe: payrBirocrggRoaZAs sy S e oRidls PRmES Ep RaBREE . ShedhRyERER, "enlp
the goodg, 669749 céﬁ'?}e é%ﬁ@l%%’ﬂaﬁ%(%rpﬂﬁtl%[?eigt—of B PRRRdnt bnfilaa8eR 984 Eafm ent ai |

physi cal shipnent o physi c good, or electronic transm ssion of a

digital grageryoicaBrakonuztt. Thé eeconddRShient medorti {245 amariie gdnetdted ypenant ee
established by the EFT credit nessage, funds are settled once a day in
step 2M thetastunl recsipt of hadid Derdinevertike BElcsyatem 270bank 275 through the

EFT swt 0. Typicall]y, hundreds ousands of, such., paynen Qccur
back andﬁﬂ}? h bet @é‘@ﬁt Rymept @ﬁﬂr&ﬁﬁ%u@eeﬂ‘@i?w&’ {S[ﬁém&’ © (mefe?idory
efficien ] her
are ont y i REEAREKepghsF 286 sy finglfle hbfafanEL ByichalE ROBrE 250 (356 DS, 2T
guar ant effls mehfe e h@ccﬁﬁlﬁn@rlggﬁ%ﬁn Remefdant’s opstentcaiicledefwitli the
custoners to the other bank™ 275. On the sane day the other bank 275 m ght
have guanmtlsng ofili ARechant BRIvMiCe (theg@odieasPCa¢drs b0 #dtothepayonendi(the from

fifty of its custoners_ to the qther bank 220. At th nd of th ay, bank
gﬁﬁ ii?glég/banks

275 onl ypawnast tererdi?4 e ralieaatigelyothe Aceoush REPOYST 4fd CaREFFOFcL

220, 275 th th i i b i d
cr edi ¢ eqabGre diserivga b ryRioRE HeghOE Bt Sbnerytd BoPl el Bn it BBk f6n o
performs aﬁ% bie %%Hg{:l‘%{eoﬁgéfm BEHEE BRIt ﬂ%és‘ﬁg% 1§§5thé’guﬂﬂl|ﬂ§é rdedpkss0as is

present|y done t current ATM syst O transfer of funds. Again on
a daily §@gh\ccbbet Rupsiser BHE avaerchahichdsheproduct that allows for secure

transaction fulfillment, reconcilement ability, record-keeping and archive

o

possibilities. Once the financial loop has been closed with the receipt of the payment
record 245 by the merchant, the merchant can confidently ship the goods 260 to the
consumer in step 2L. Shipment of the goods can entail physical shipment of a
physical good, or electronic transmission of a digital good such as a music file.
[0091] In fulfillment of the guarantee established by the EFT credit message,
funds are settled once a day in step 2M between user’s bank 220 and the merchant’s
bank 275 through the EFT switch 270. Typically, hundreds or thousands of such
payments occur back and forth between bank 220 and bank 275 during the day and
for efficiency purposes, the actual net funds due from one bank to the other are only
transferred once per day. For example, one bank 220 might have guaranteed
$10,000 in EFT credit messages from one hundred of its customers to the other bank
275. On the same day the other bank 275 might have guaranteed $12,000 in EFT

] - i



merchant's VPL account 235 are swept by an automatic process into the
merchant's cash concentration account 280, which can be a DDA or |PA
account. WOOOM01As is readily appreciated fromthe above BepTRIIMDIIN, t he
Web Broker enhanced Wallet 215 and the Virtual Private Lockbox (VPL) 235
significantly enhances the consuner ag%prrer chant experience when used for
web shopping. The present invention c | etely sol ves one of the biggest
probl ens of the prior art, the hesitancy of a consunmer to provide

fi nanci atredits dtont fiftyf of itmtustomerseio theethertbank@20. Aahkendtdidhe day, baskchant

aht hent S24 poly nds Hes doeans, S2U00, ebary SHEANG AetnOEHRAIRE 2201275

" hes" EET dit to..th hant!' s. Vi rt Pri Lockbox,
e o T T oneT RO s i TR L it B Bl 3 ek
This tr 2p e&h@.ﬂ AScar’bd Héahkéﬁpbiﬂe%ﬁﬁea 4aGPHk ?éﬂ&hﬁ@&i@éﬁd’@fday security,

and conv nce to the consu -- and guarant ees fundi ng, provides

reconci | ggtiBinenawikhsiiimlrédsofotabi balks) acirptssdntly ddie with chaotrreftQ®3] Wt h
respect to authentication, because the consuner is_ pushing the ﬁgxmsnt to
mer chant syssem@ Mdransfier of fwder Aigain on aulaily basist ther funds reaetveedhinie Hignt s

pul l'ing paynents from cons accounts, the consuners d ot need t,0

aut hent i m@%@%@f@@gwﬂ earﬁ@W@Héf%Y angyigptic Pwe%‘ﬁ”g%ﬁéer@eﬁﬁ?ﬂtﬁt i cate
t hensel ves ;1 0t hej r..own 0 [ S FT credit

paynent £&0 ‘E%’é’eﬂfé?t&“g‘?aﬁ?g@%ﬁgaa@]é%n Q‘z@“gf ﬁ\}%&ﬁﬁgéﬁggﬁgﬁ US01/ 20029 35
[ 0094] T@@zget hod AQfis tE&1iRY §5iBdiated VR thE abSveldédeeiptibh! B Web Broker
consuner because they can pay any nerchant regardl ess of the existence of
a pre- exeshingd Wellet 2 iinsid theWirtual Raivatendockibesa(VRIr) 234t sigpificandy

transaction can furthernore be conducted from anywhere there i.s a%gess to
t he | nt eepkanceye ¢mum@adtmg@ba%taﬁ¥peﬁén%wbelaNéedrgﬁa‘ﬁ%‘a shopringh Thge

ConsUTer o oS eSeHEn SRR A0 Rl R P Bl R Bk (.,

online bapistRA S ARGt %o BHRRbe fihBECIHFAdBHnAIHfOMEation over the Internet.
Rather than the merchant “pulling” in the consumers account information and
requiring authentication of the consumer, the Web Broker enhanced Wallet 215
“pushes” an EFT credit message to the merchant’s Virtual Private Lockbox, without
the merchant ever obtaining the consumers account information. This transaction is
virtually instantaneous, provides privacy, security, and convenience to the consumer
-- and guarantees funding, provides reconcilement, and supplies archival records to
the merchant.
[0093] With respect to authentication, because the consumer is pushing the
payment to merchants or other entities or individuals, rather than the merchants
pulling payments from consumer accounts, the consumers do not need to
authenticate themselves to the merchant. Rather, the consumers authenticate
themselves to their own bank 220, which then executes the EFT credit payment to
the merchant's VPL account 235.



consuners to conduct online shopping wthout having to provide any personal
confidential financial information to unknown nerchants. The nethod al |l ows
consuner o ol1/gwnduct these financial transactions sol el y RETHSOIE002r hi s
own financial institution. [0095] Wth respect to nmerchants that are paid
by the nethod of the present inventio there are several advantages. This
nmet hod opens up a universe of buyerslggyors who do not have access to or
the desire to use credit or debit cards online. Very little effort is

r equi r ed[08)941 he paThisaheﬁlodmfcthapreSﬂ:m nventdy ishquite aitraptie fstonsusmdsank 275
and VPL deposit only account 2 i nfor ITB.tI op.on its weh site .255 or other
publ i ¢ dPPGENESHEY(CBDYFHLY RO F@ega; legs olthgexistenne A AsPIseistiRg ng

LL?SL&%?“%W ﬁa‘%ghtﬁﬁﬁara NIGEE: or'etfiels g Mankd A AT RIOR RS 1%, L1 on
costs, fg ﬂ Eﬁ@&lﬂ&@%ﬁ%&@ﬂ&theﬁh@erﬁétesﬁ%IP&‘é@EBdrR%@'c%ﬁ
e rrer chant wt e a

provi des 1t ity to economically accept

ni cr opaybeutsd addBR6hedd guoegldilid dorstinet's PG} aseelp anatded ddivie by phbnt loe
present invention in which the structures descri bed above can be used by a
user to paynn n;kmevebrwbl@cbdeec@k dhe merse@t Inthmep sleuring pavewnt methndisi des

t he user th trenmendou xi.bilit on S roker 227 can
conveni eﬁ?fvvr?nglé(ﬁdlsy P 1%? W%%Clé%/ggl cg)rPltj ﬂ%/%geaéﬁwﬁt This funds
transfer conduct ed
in a secuérrgSUkeﬁr'\é\?lg ?}g&&rrg(ﬁ{gﬂ%ﬂﬁ)ﬁgfﬁ%ﬁ%%@%@&&%S%@%%ﬁ% 1 descri bed
above wi é&hﬂ&%@@?ﬁnﬁﬂmﬁhﬁlfbﬁﬁ@dd}?@o eGP EheREdals. Thé HRilict gitowe Figure 2,
in the pay anyone nodel of Figure 3, in steps 3A-3C, the user 1ogs onto

t he | nt ecorsumdratmchsdudt tlsesb fmaneral (cnansaatiummoleﬂly Wl@lﬂnm‘ @)hisownl aunches t he

Wall et 215. In the enbodi ment of Figure 3, the Wallet 215 is a traditional
Wl | et ﬁn@%lﬁmsﬁ'@ﬁp@prl ate interface to the Wb Broker 227. \Wen the user
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access tfhfibh, thefe ﬁ‘é%@’v‘&taf advfhtages. This method opens up a universe of
buyers/payors who do not have access to or the desire to use credit or debit cards
online. Very little effort is required on the part of a merchant which only has to
publish its bank 275 and VPL deposit only account 235 information on its web site
255 or other public; directory (see 335 in Figure 3). If a merchant has been using
traditional credit card methods, the present invention provides the merchant with
significant savings in credit card processing, repudiation costs, fraud loss, and
chargeback costs. The present invention also provides the merchant with the ability
to economically accept micropayments.
[0096] Figure 3 illustrates a second embodiment of the present invention in
which the structures described above can be used by a user to pay anyone. The Web
Broker 227 of the present invention provides the user with tremendous flexibility.
Anyone using a Web Broker 227 can conveniently send funds to anyone else with an
IPA/VPL account. This funds transfer is instantaneous and at no cost to the

consumer, and is conducted in a secure environment.



associated wth the Wb Broker 227. The user is then presented with its
account bal ance information and can select from several options including
Shop on tWeolgt19 Pay Anyone, Pay Bills, Pay Anyone, FundP@WURe&t20058evi ew
Account Activity, Edit Wallet information, or Go to Customer Service.
[0098] In the present enbodi nent iIIus]I% ated in Figure 3, the user selects
the Pay Anyone option fromthe nenu a the user is presented wth several
options in the Pay Anyone nenu screen in step 3D. These options include:
manual | yK8Y1 ng i nAstdescritzedeslavePith nespiet to the [atetrnetghappmganogelyee from a

drop down nenu; Add/ Renove/ Edit a payee fro rop down nenu: d, the option
to go tollustratediindigeersdt she pagomyonss mopel ﬁﬁgﬂ%idp s@m%@%@%@w l|On

Sel oot ) o et PRI L tapishel B SRESer Bp B itnieh oY ABE kAgt el

descr i pt“piﬂe?glg.hﬁ? Bo&ﬁ’ﬁ%{tl?ﬁliﬂgdﬂ@tthe Wiillet 295G5 hREddRoRE WEIIEPt | onal .

[0099] In ste E, e above described paynent information is transmtted

to payegith théhppiopsibbe merfiédroBhoREeb B2dker 7. i Wheatthauset) wardtseo payee' s
Wallet 315 wverifies the VPL nunber specified by the user and provides an
aut hor i zaativate the WgkBrokhe2paythe user isneguisgsd ®rkey neitpusesdDsandapassword.s

eyt P P B U Sl s Sl AR (27
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Step 3D through 3G are an optional process since the b Broker 227 can
uni | at er By Anyoht, RdyeBille PayAnydfneaFuié WelletdReviewe Asagantwh ctiraty, i r
havi ng contacted the receiver of the credit. In such a blind push of a
credit i Wallst infosmadancer Gaie GuUstom@nS®YVEeer 227 consult an online
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the paympal AgULARLLABh! f¥in the menu and the user is presented with several options in
the Pay Anyone menu screen in step 3D. These options include: manually keying in
the payee’s VPL number; selecting a prior payee from a drop down menu;
Add/Remove/Edit a payee from drop down menu; and the option to go to an online
directory (325) of VPL numbers of various payees. In the particular embodiment
illustrated in Figure 3, the user keys in (or selects) the payee’s VPL address, the
dollar amount of the payment, and a description of the reason for the payment, the
description being optional.
[0099] In step 3E, the above described payment information is transmitted to
payee’s Wallet 315 (or Web Broker 227, not illustrated). The payee’s Wallet 315
verifies the VPL number specified by the user and provides an authorization to make
the payment. In step 3F, the payee’s Wallet 315 confirms that the information is
correct and transmits to the user (payor) a payment message with the following data:
Payee BIN; Payee Account #; Transaction ID; the dollar amount of the payment; and

an optional description. In step 3G, upon receipt of the payment message, the user



225 to the user's I PA account 230. In parallel, the user's Wb Broker 227
transmts a paynent confirmation of the expected paynent to the payee's
Val | et 3M60019Mecount Reporter 340 which creates an expecPedupayeelst record
350. The user's Wb Broker 227 goes through the certification as described
above in order for the wuser's bank 220 to properly identify the paynent
aut hori zation 225. In step 31, the EF 7credit nmessage is passed from
user's | PA account 230 to the payee's VPL 335 via the ATMswitch 270. As
descri betvidws/the thessapayad 'selevBL (B850 Pay” aStapa3 Dythteeight 3@ areae pptionsl| y
address of an | PA account nmintained by the payee. [001

al t er natprpeessiacs thenVebBrpker 272¢ san Bﬁﬁﬁ‘éﬁ?’é}éfg‘é‘“ﬂ@e the B‘ﬂsq"s‘é‘?ﬁn Eﬁﬁcﬁﬁ@‘ﬁftt he
EFT net k 270 t.0 t t.i nat t .335 f

veri 11 capronerduliye et BavpRTerfRERE Ryt AR RHLIR firta BE o
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(assum t e dress was accurate and the nessage was received), the

VPL accodipécts8nsiss finedrify thespomaey ol,ﬁﬂsesa@hesmla)twhmhlthdEﬁﬁcﬂedﬁtmeksage| ption
of the owner/user of the VPL account 335. This response nessage is then
di spl ayelstodvetS@at user via the Web Broker 227 so that the user can verify

that the_ ac 335 to h it end.a.credit acIuII
owned/ us @&I’ t he fih%tFp 3& tﬁiﬁ%ﬁf{ s[ﬁlec%{bgg)rtkef 2122r§anqlsoth§%n%q%a ﬂ’é’&% n”
rodel . ciasf BEsE ST ARRUREZ S o FAAEE SRS W BRI A7 raBiipRR 10
pr ocedur g nhsmidaedH firnhdti S yeehk ek @cea Aptosthatpalassiwallef 3 1her VPL
address transmtted (step 3F in 019 PCT/ US 1/ 20029 38 Figure 3 and
step 2F AncdﬁugtRe:poi‘)er\M@ Wmehlcmez&cman expﬁcltétbpq@ayemrmommls%’iig eThe vsartshe

mer chant 255 in Fiqure or ot her payee (represent by Walle 15 in
Fi gure 3Web BegkesRa O@St ughéh‘?)ﬁml%%é@@r@}qggﬁ NE éHOF SHPAHEz onTM
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o e Py v it oM o gepteng Vo
addr ess, viate EBPOSSRCITRS6.a98 dascbedabiares thepdstee’s VPL 335 may actually be

the receive only address of an IPA account maintained by the payee.

[00101] In an alternative embodiment, a verification message is first sent

though the EFT network 270 to the destination account 335. The purpose of this

verification message is to verify the existence and identity of the VPL account 335.

In response to the receipt of the verification message (assuming the VPL address was

accurate and the message was received), the VPL account sends back a response

message that includes a text description of the owner/user of the VPL account 335.

This response message is then displayed to the user via the Web Broker 227 so that

the user can verify that the account 335 to which it is about to send a credit is

actually owned/used by the party to which the user intend to send the credit.

[00102] This verification procedure can be used in the Internet shopping model

described above with respect to Figure 2. In fact, the verification procedure is useful

in thwarting any attempts at hacking of the VPL address transmitted (step 3F in



the verification procedure will visually informthe user that the VPL
address to which it will send the credit is owned by Joe Hacker. At this
poi nt thavasesoean abandon the transm ssion of the EFT cpeniusomomst ry and
identify Amazon's true VPL address. [00103] In an alternative verification
procedure, the Wb Broker 227 can echo,,back to the sender of the paynent
nmessage (nerchant 255 in Figure 2 or V@ﬁl et 315 in Figure 3), the VPL
address contained in the paynment nmessage. The sender can then verify for
itsel f tHaure Bendseep PRn Figire @) rdethe/Bltemdtimethe taynwint chessagestram thie

1t er cepROEaTA{ A% I KIS St efiet BEss G e Bt OR b B PRI
EET net wiioenplbotith? pAfmsiEme MR RM b o o fRe S hERERY 2, *S e,
[00104] .kbﬁgwbﬁimmﬁ %g{r@s@ thd VeriSRRASFob QB Aes @ ARIAPAboVE thﬂﬁlgﬁlfﬁe credit

nmessage the payee's 335, a paynent record 345 is generated (step

3J).  UpsseutdBFTEXH pétwalrk el ayfoemtthe asar tiaBihs,ovwier qfalie /B 386 wets 315 or
Account Reporter 340 in step 3K is able to reconcile the expected paynment
record 3Bolyafyaiazen. {ha misergant (s ndoe Hackes) badirercepiedbe prymeskponse t o

bayee: s wResage oot tin v e 2REs b et s OBl RS
These f b . i 9

T UsontrossarialiBn itpredif WIS By RO BRI VR R to o aTm
usi ng t hehed # wWilakeHa She BRE6 ik bothededyolse HAAEDSIA tlthisqvial thdivder édie pay
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anyone process, as with the enbodinent illustrated in Figure 2, funds are
settl ed staeoa tHayransmisseon ofihe SIEF creditaarid 22 @ndndentifiiA payeds srugaiRL 375
(step 3M, and the funds can be swept into the payee's DDA or other |PA
account @@Ie%sstep 3N). [00106] The pay anyone process descri bed above is a

Vo bR F o PR biyefatile Velifloa SN BIOTRlre, HRY WRHBRARY 257 2afi A0RY ™"
back to the sender of the payment message (merchant 255 in Figure 2 or Wallet 315
in Figure 3), the VPL address contained in the payment message. The sender can
then verify for itself that the user has the correct VPL address to which to send the
credit. This alternative verification process requires the hacker to intercept and alter
two separate messages. Although better than no verification, the alternative
procedure is still not as attractive as the EFT network 270 verification as it occurs in
the unsecured Internet space.

[00104] Returning to Figure 3, in response to the receipt of the EFT credit
message by the payee’s VPL 335, a payment record 345 is generated (step 3J).

Upon the receipt of the payment record 345, the payee’s Wallet 315 or Account
Reporter 340 in step 3K is able to reconcile the expected payment record 350 against
the actual payment record 345. Further in response to the receipt of the EFT credit
message, the payee bank 375 credits the payee’s VPL account 335 and the payee

now has immediate use of funds. These funds can in turn be used for web shopping,



classified advertisenent (electronic or traditional paper) or purchasing an
itemor a service through an electronic auction site such as eBayTM In
ei t her ofwohee®wicases, the consuner can obtain the payeeP€T/NRU/A6ount 335

information (e.g., BIN, account nunber ...) in a variety of ways. In one
met hod, the consunmer obtains this infgrmation electronically fromthe
service where it contacted the indivi | (e.g., through eBayTM.

Al ternatively, the consuner can obtain the necessary destination account
i nf or matbitipayenyghayodfsioneconedhbelsvithdeciwmat amd Eviadiing trea¢ard desgnre
classified advertisenent or through an Email which has been "pushed” to
t he consdaserib @@/ elov. potential payee. The potential payee is protected

he, VPL 335
2o J00TaSE NoomSitRGhd Taahay el hagont Fof e RERRAY, 27 ot he
account. EQ&atéa% ;g@ttefzu IhAGS AR %ttg:lat(ﬁic@ A 88 bdRLeR thé‘ﬁ%r%ahﬂ&i(] gma t he

onl i ne rectory froma pull down nmenu-on the | et 215 or by keying

in the ifhbgafes’ b%nmé(ls’[ 39k the Fugdy €rdbe $Weptt1nﬁiﬂ&1myee’rsﬂbﬂwtmmt of
t he present i nvention invo v g)a physi cal card associated with a VPL or

| PA accoather [RA actoumntSB0ddi the physi cal cards are linked to I PA or

VPL accounts contaipning an initia est, hed. nmount of cash.
The car d00d00ksuedT %P@}ﬁénY‘FWBIEO eéﬁﬂgﬁ‘ill’rflg‘&‘éeelrs ﬁeréfra%%f‘&“feoﬁ’awgﬂuser to

access the or. VPL C t .l JEs t he
cards ca eﬁ@@&?&ﬂ%&%&; %&E%a%%ﬁ Fﬁ%ﬁ% éﬂ%ltﬁﬁrgﬂjr\vem%wt e- comer ce
VO 0179982 g LRI SRRRA el dron@s 6t terﬂﬁoﬁél péﬂé@f oﬁp&*chhiiﬁglaﬁﬁtemlbt gts such
as at the mall, conveni ence st ores, banks. a preferred enbodi nent,
when a uwlceihlaiulghsdmeﬂeardsmadutﬁmnmlte ShadH aHeEat}E‘:“M Inresthes of theseshsasy ed an
option to establish an I PA/VPL accqount, receive . a_ Wb Broker nhanced

Wal | et 2the coasemerean obtain tepavess \lx acmﬁéﬁétleﬂ)rmatlﬁnt &1 B VL
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linked t@réifd Bhy™), Alternatively, the consumer can obtain the necessary destination
account information through offline methods such as the traditional paper classified
advertisement or through an Email which has been "pushed" to the consumer by the
potential payee. The potential payee is protected using these methods since the VPL
account 335 is a receive only account and no one can access the account to
fraudulently withdraw money from the account. The user can furthermore obtain the
payee information from the online directory 325, from a pull down menu on the
Wallet 215 or by keying in the information manually.
[00107] Figure 4 illustrates an embodiment of the present invention involving a
physical card associated with a VPL or IPA account. In this embodiment, the
physical cards are linked to IPA or VPL accounts containing an initially established
pre-set amount of cash. The card is issued to the IPA or VPL account user in order

for the user to access the IPA or VPL account in the physical world. Furthermore,

the cards can be purchased at vending machines placed in convenient e-commerce



accounts. In one enbodi nent, the physical card is pre-activated (i.e.,
ready for inmmediate use). Alternatively, the card can be automatically
acti vat eavapooie s di sbursenment fromthe machi ne, or by Pé@®RUSarMveEr
making a toll-free call to a custoner service line, or activated upon the
user's first use of the card. The purchase of a card at a vendi ng machi ne
establishes a | PA/VPL account for the g rchaser. As an alternative to the
preset association of a card to an account and dol |l ar anount, the

associ at logatiofis bmetheadiktﬁmﬂidreomﬂ:ﬁs sath aak thhendllyrednwgniehce btergsgoount can
be acconplished dynam cal as the_user is purchasing the card. [00109]

O1cfe pur e#sedn apie m@@n,aﬂlm@tawb%ﬁéﬁ%@stahiml@s arftpdideralaiallet Tkt ar e

tfitt W t h. d d Si Pl N, t.ect

Cafer  tihesehis el RS SRR an TR ET fhre R he e Wb Bifked By

The PI N brfharREl @gﬁﬁemsﬁaﬁa rdite AbhieR ddg tag%cli)ﬁﬁ& wifh {lagpegyprwhen the
account nunber

card is 1ssue stored e magnetic stripe on the

back of sdwuaar UpohheledBhg thisrdption, tHe daié¢ igmadudto dssIRA/ARIDuyért h the card
can receive EFT credits as described above and can funded from ot her
account s[H08] so dbsthre mmlmg)umehmawénh@dlme@aﬁh@@ardﬂ@mmhmﬂtfmnélw f unds

at an ATM apd nmake. purc ases fro merchants t accept debit c rds
[00110]  FOIIRG TepCRR HALaT T B A hs e MR ARt ety fﬁ?ﬁeﬂaﬁ%@g%?;’i :
he car VOB 86618 s%%@?%%%‘%ﬁ%wﬁﬁﬁﬁﬁ AL HIREE FRRRRAE "o, 201 oh

an | PA ageQyits. Wnt6héé}ﬁb§@i?xﬁl§tﬂrth@f E/Qﬁ‘;apée[rﬁ is B%—act@%ﬁ@@h@e tehdy fer sponsor
was a bank, the user signs onto s website, the new card owner keys in

the car dimoetirte ass). Bknbmatmy]nycﬂremard ean be a\xmmammiﬂyaaqﬁm»tqd umoreids ed | PA
account f_or the user. This synchronization wll add the_ | PA aCﬁount to the

card | i ndisbursemesdirogatha meshigeer by thegn HSE}EHWE&%H&%@LHH&C%@? i®R, | PA or

VPL, debi L mad de. Th ked
o nai caromih semete R ardniepaoRPydbE piftsarsbife i e s s efehe

new'y crgaleded 4 Pindiflg nibhEd és&éﬁl%h@?ﬁ‘l?ﬁmﬂtaccount for the purchaser. As

an alternative to the preset association of a card to an account and dollar amount, the

association of the card to the account and the funding of the account can be
accomplished dynamically as the user is purchasing the card.

[00109] Once purchased, the cards can be accepted at ATM’s and merchants
that are outfitted with card readers. Since the cards aré PIN protected, they are safer
than cash. The card has the IPA/VPL account number as well as a PIN. The PIN is
printed on a sticker affixed to the back of the card when the card is issued. The
account number is stored on the magnetic stripe on the back of the card. The VPL
portion of the account associated with the card can receive EFT credits as described
above and can funded from other accounts as also described above. The card can be
used to withdraw funds at an ATM and make purchases from any merchants that
accept debit cards.

[00110] For card purchased by someone who did not previously have a IPA

account, in order to subsequently use EFT credit pushes as described above, the card



[ 00111] One specific enbodi nent purchasing and using a physical card is
illustrated in Figure 4. In step 4A, the purchaser selects a card from

ei ther awendy9g nachi ne 400 or a vendi ng enabl ed ATM ( nBE€T/AR@VRP29r ot her
distribution outlet. In a preferred enbodi nent, cards can be purchased for
as little as a $1, or in larger ATMI ke increments. After maki ng a

sel ection, the purchaser is pronpted tH pay for the card. Several
purcha3|ng options are avail able, including cash, debit cards and credit
cards. [@®h&2¥ill be $e(gpre¢Btotdrmbdmhd1mI?Ada@iwnswuithfﬂlemponm)rmfcﬂhlemrdoﬁow th a

pre- assigned PIN as well as instructions for us the card., The card is
ei t her p‘?’@m@k}ti \ﬂé@ éﬁonﬁoréi‘{'%sé‘rl??dﬂﬁ e ‘}SCTIS@S&%‘RJEW%F ﬁ@”?ﬁé‘ﬁ:ﬁh@n&%"%@nds an

Bet 1 vat v BPCRAS the pid EEDS S0 o SBRRru e R SRRy UpeFar e Fhe”
card. The . di.StrpiAbitdooms gélﬁthgtuséle is sYREHED &atlaﬁgﬂllnﬁh BbIPARIR¥LAES t he

purchaser wth a printe ecel pt at can e used 1n the event that the

user | osgg dai’@hﬁl@yqllﬁaiseﬁ amdthe[ncb@b&iﬂz apiiinbt whithcavcdunhpdigiod, IRAer VR, i s
able to withdraw funds fromthe account associated with the card or naking

store pudehitsseil beinagletwkecasiog tlnencmie ;T heaser phB adser e eskiedrto |1Wi1§ﬁlﬂes t he

card into,an ATM e 43Q.or a nt ca eader, at

Poi nt Of Whgiher pRY gﬁqugsnrecqwg Jpg'et];le “ﬂ e %“PFP? ﬁ%{h@l WW]HLWEB%F gﬂtl fy
her or e r owner of the card. In step 4D the WD 01/99019
PCT/ USOlélgg}g@éngEﬁ%earcg 88 's card reader, which is connected to the EFT

net wor k ﬁiﬁug]ranSmnb%gecﬂéeé@hﬁodiﬁfeﬁ@gﬁrchaglﬁggxhdmﬁlgEEEhyymmr@?@ to the
sponsor i bank 410 0114] As simlarly depicted in ure 2, the debit

nessage 111313&3’@(1 msFlgmen@ I stepidie dhelpumhbter sbiﬁctshm cmsieﬁrbm arter aozccndmg 420,

but in practlc is realized that all EFT messaging qccurs throuygh the
systens BRch. liil@ 4%)#?41‘ ayen m&@nﬁlﬂ@@d’gm @ot shewBho% plhgr flﬁtrﬂwl%’aﬂﬁlﬁlgn as an

o 1 e e ABPR5 SR TR Osta e B R 5 e 00
fﬁo assogal gtk fntlerhffs F aGHeThinHg GakibetibhethbrARSREEE Rprofued Rppdyzed by

for the card. Several purchasing options are available, including cash, debit cards

and credit cards.

[00112] In step 4B the card is disbursed from the machine 400 with a pre-

assigned PIN as well as instructions for using the card. The card is either pre-

activated or alternatively, the dispensing machine 400 sends an activation message to

the card sponsor upon its purchase, or the card is activated upon its first use, or the

user can phone in to activate the card. The distribution outlet (e.g., vending

machine) also provides the purchaser with a printed receipt that can be used in the

event that the user loses the physical card.

[00113] With the card in hand, the user is able to withdraw funds from the

account associated with the card or making store purchases using the card. In step

4C, the card owner inserts the card into an ATM machine 430 or a merchant card

reader at a merchant’s Point Of Sale Location. The user then keys in the PIN

number to identify her or himself as the proper owner of the card. In step 4D the

|
|



VPL sponsor 410 and the funds are deducted fromthe balance in the VPL
account 420. In step 4E, the authorization nessage is transmtted back to
the ATM ovOPI®01930 t hrough the same EFT network 270 and péwURur#82%r e

rel eased to the card owner (in the case of an ATMw thdrawal ) or credited
to the nmerchant (store purchase) in step 4F. [00115] Figure 5 illustrates
an enbodi nent of the present invention<n which the user can instantly
transmt funds to anyone, specifically some one with a card and VPL
account merctasis cdrddeadaywhicthe quayneeted te theEENmetfotlh27@,urmsinitsen wi t hdr aw
the funds via an ATM t hrough t he use of the physical_ car whi ch the payee
can e ¢ Hsblisaense tuaugh MRCHELHGV IR Ho B POFEEE Bkl 0- when

embodi 0S8k T naSE b iGRAh e n i P Mibadtsabon 76508 es
the tr a%ﬁéﬁ%&’ RirkStl gg}gﬁé h&&d>d VPR acRBhH £2R Dt P PR Eke, it @sorjeﬁﬁkecﬁﬁla@ gHcri bed

above wth respect e enbodi ments of Fi'gures 2 and 3, in the pay

anyone rEfhesksedgifis @ecearsthroughsthengstersoEthé banlud¢d. Thgsnessage ishe
Internet, launches its browser (not shown in Figure 5) and | aunches its Wb

Broker teRBmited tetini bankapldt acamoreking RINidgbitdramsactiar aghinstdhrsepg VBL 215

is not required t ract.i.ce.th sential features of the prese

i nvent i GI¢COBEL ‘f%ggpfe’éé@ﬂiﬁégtl% ﬁwg PatF s c%qqgfwbs %’@H@Elﬁ 1?%3? Q}I:]‘ﬂ‘ Fi gure
5, the Vb Bro . a 20029
33 comanentit g peCeBReh fhte R aihe Pae R PRt B Ro T b P

sof t war eVPE%gbh%téi 1Qadd e fRES alctiedabted FoRrth BaRinBE 9 B&SYPE, acpoeihter abl y
an Internet server. In the preferred enbodinent, the ngjority of the Wb

Broker 220. dppitéredE] the authortetionanessage is/eansmittedfbiackite itlkzd AlTM or QS on,

such as a bank. Using thin client technology, . sonme part of the Wb Broker
227 appl43¥athrongh thegsareabl & nehverke2 (sapd th g aecoreleased torfhe GaEd OBfsker 227

<% hen G RsF oLPBa TGVl of SR PP BRI Eyo o i)l 02, 7E'

t hen preb,?@yr?pl with its account bal ance information and can select from

[00115] Figure 5 illustrates an embodiment of the present invention in which
the user can instantly transmit funds to anyone, specifically some one with a card
and VPL account as described above. The payee (recipient of the funds) can
withdraw the funds via an ATM through the use of the physical card, which the
payee can either purchase at a vending machine or receive by mail when establishing
an account, as described above. As with all of the embodiments of the present
invention, this pay anyone feature ensures that the transaction is conducted in a
secure environment. .

[00116] As described above with respect to the embodiments of Figures 2 and
3, in the pay anyone method of Figure 5, in steps SA-5C, the user logs onto the
Internet, launches its browser (not shown in Figure 5) and launches its Web Broker
227. As readily appreciated in Figure 5, a traditional Wallet 215 is not required to
practice the essential features of the present invention, as these features are enabled

by the Web Broker 227. In Figure 5, the Web Broker 227 operated as a stand alone



several options including Shop on the Wb, Pay Anyone, Pay Bills, Fund

Wal l et, and Check Account Activity. In the present enbodinent illustrated
in Figurav@opl/94eed user in step 5D selects the Pay Anyone PET/USH/X0p2IM t he
menu and is pronpted for the VPL nunmber of the account associated with the
card. The procedure set forth above w'];th respect to the pay anyone net hod
of Figure 3 is then followed. [00117] Tn step 5E, user's Wb Broker 227
generates a paynment authorization wth the follow ng data: Payee BIN;

Payee vmmpgn@@r Aspreyioushbdescribed atheWeb diroken22 A isdprgbarprbly asaftimete Aft er
o o e B g b R A B e 0 Bl T
Br ok h
ooy et CERIERGHd GRLbAT AR, B SRt BF e WIS BT BRCRASRSRI TP

account og %(&ef\ﬁbr(‘a@‘éﬁndnbfal 1ﬁ§tﬁ@ﬁ@€t§u@1‘l asASaak. ANih@ e cieaptechhlopgyee
information is validated (i.e., the VPL account associated with the card

is vali sloranqbartsafdhﬂéﬁebﬁroh@ A% appdisdtipayeeperable OrstlEplSBGﬁ proeesEmT2@} edi t
msssage I S _passed. vi a he ATM sw tch 270 from us nk 22 | PA account
230) tolbh éﬁglaﬁé@k@r Primedsiss hatheBRes ks 5355 usm&ﬁ%@ 3 éx can

descr i pddpiraResp Aot AR R Wetde i Lot R T, TG “ressage
i's tranggdik %Sje(i n}gke%rﬁed Hft@%ctdﬁ%t BAMBEe $nf¥FhaB6k aHAaR3SletOfrbRe  ATM 500

provi der shown The payee now has i nmmedi ate use of funds, WO
01/ 9901§e\1%@1/ dﬂﬁﬂ)lisaﬁﬂﬂamgﬁlSh@\dn e Wigls, ey e ories Pap dBills, Fustdey ablet,

Al ternatively, the payee can use the card at _a PQOS using the above

descri bead @hechémcpupm@@mﬁyelnﬂsemeswttqmébqshmmb tipstigy ifigweesS, thands are

2nd t heURTIRSEE Soov I DB ATGREINioFh BORT SaneC AL MORDIPL e
suited K Hﬁﬁ%eldbf {heér Buﬁﬂ a{s?ﬁélb%ﬁswl é cﬁ%‘lanﬁl Edlﬂ'e%@{]ﬁf'gl sved son

or daughter "away a aren provi wth a card
and aSS@\fiﬂﬁte@ﬁec‘t’% {RS &Hﬂﬁy&ﬁfmeﬁmﬁ df$1gbfees isnthehrfanévaed funds to the

child' s account 535 ina S|nple qui ck and cost efficient manner
[00117] In step 5E, user’s Web Broker 227 generates a payment authorization
with the following data: Payee BIN; Payee VPL number (card number); Transaction
ID; and dollar amount. After reviewing the information, the user then selects “OK to
Pay” on the workstation 200 screen (e.g., PC, PDA ...). In step 5F, the user’s Web
Broker 227 verifies the balance in the IPA account 230 and passes the payment
authorization to IPA 230 if there are sufficient funds in the account 230 to cover the
transaction. As an optional step, the payee information is validated (i.e., the VPL
account associated with the card is valid and is owned by the intended payee). In
step 5G, the EFT credit message is passed via the ATM switch 270 from user’s bank
220 (IPA account 230) to the payee’s bank 575 (VPL account 535).
[00118] The payee can withdraw the funds via an ATM 500 through the use of
the physical card as described above. When the withdrawal is requested, a debit
payment message is transmitted in step SH from the payee’s VPL account 535 to the

ATM 500 provider bank (not shown). The payee now has immediate use of funds,



by use of the present invention. Those skilled in the art will appreciate
that the above enbodi nent can be used by a custoner of the bank to
transfer wooi/g®19 0 anyone, such as the custoner's gardenR€T/o801220019% | d at
col | ege as described above. [00120] In a conplinmentary service to the pay
anyone service as described with respgl t to Figure 5 a user of the system
is additionally capable of requesting paynent from anot her person as
illustrated in Figure 15. In this enbodi nent of the present invention, if

t he per samd theomithdramal ipemde i step S edltestasiveht, thapyydeasmnarse thesandrit a

account, the paynent requestor_ instructs a Paynent Request Mdul e 1505 of
the CustR®RBrusing therahowe toeribes B debit peogadurs. W@ﬁb RV{OYay nent

1505 uscabpdinging Hupdt it o oS ey PRSP E ARy Y HERL AT SN T A er't ace
1500 in Qgeg%rbatnﬂ %ﬁgﬁa%é &m.%t%i?kf%cﬁgfﬁﬁﬁﬂt request to the paynent

request ee. Upon the’ transm ssion email, the Custoner Interface 1500

sets up @OReSTi Nng PhY pesvent émbbdienqayserl] subgddet arny differembbitudtioran
alternative enbodi nent, no actual email is sent to the paynent requestee

and he/ sEV\;Q]r enaniplecifrarpasent hes a sopuessdayghpenaveat a@ﬂlkﬁgeiib@mar@ﬁ@aﬂg/ oRt o the
noti (i e@mﬁgéiiqtﬁ@%gﬁgeﬁgﬁh i aad Sreonited 43T TRkt OlaRe the
urri1 ety R So WEElds Rgstet 3S5BRY SERblc BpleR i eHe SRl Ioannar,,

exanpl e, bj%’tlse SPitePres@RiAeARTIonY THYse SRk din' the desill Ssprocirehit tHeo M .
Smth with respect" to a | awn service provided by the 'gardener. The gardener

si nply i sissveserabodimpent ch bbtuse®biytancustdmenigithe frank ye tranyfer adsciont ai ns t he
request. In response to the issuance of the emaii, t he Paynment. Request
Modul e 1808 ne; pikeh as e quaiomeer(s gaganen onacivid atgplioge as sleserbad abays: next

tinme M. i | ogs onto the  system he.is pronpt i . .

r equest e@%ﬂe nt frba FR@Péﬂed’éﬂ&rﬁef‘?ﬁs R & ?@ﬁggeﬁcfﬁg h@r#ltb%ti%nh

preferab i i : FSTan I eatih | ogged

onto t he%éséyés:{}gdr#g%gr eiass’ aaﬁég Ot? g}fegs sh@%ﬁ%@%c?lrﬁggﬁly g%}ﬁ%ﬁ%% rr%%t to the
payment from another person as illustrated in Figure 15. In this embodiment of the

present invention, if the person from whom a payment is requested already has an
IPA/VPL account, the payment requestor instructs a Payment Request Module 1505
of the Customer Interface 1500 to send an email to the person (payment requestee)
that includes the payment request. The Payment Request Module 1505 uses an
Email facility 1590 that is coupled to the Customer Interface 1500 in order to
transmit the actual payment request to the payment requestee. Upon the
transmission of the email, the Customer Interface 1500 sets up a pending payment in
the payment requestee’s account. In an alternative embodiment, no actual email is
sent to the payment requestee and he/she will learn of the requested payment only
upon logging onto the system. When the payment requestee next logs onto the
system, he/she is notified that the payment requestor has made the request and asks
the requestee if he/she want to push the payment to the requestor in fulfillment of the

request.



gardener. [00122] In an alternative enbodi nent, a potential payee is

capabl e of sending a paynent request to anyone with an email address,
regar dl e3%0 0f/99Mnet her that person is not a subscriber toPCHESGY®I®M (i.e.,
does not have an | PA 230 or VPL 235 account). In this enbodi nent, the
Paynment Request Mdul e 1505 coor di nat ei with the Non-Subscriber Mdul e
1515 to transmt an enmail (using Email ~ri—acility 1590) to the potenti al
payor that includes the paynent request. The email further includes a |ink
back to 00423y st enFohatanaplephdr. Simth’ e gagienat mightsepdhengquest (payaeento | og

onto the system becone a participant, establish an account (e.g,, an |IPA
230 and/@rlvlép&mgtlasmth&mﬁw alvmesesiceoyiigd dyiiba g ht %Fh%ﬁ%eﬁ Fively,

Do on il BRhéd it BAHLsoRfiF SRR JtSuSTRIR YRRl R eolhis G QMRG0
system tg &eﬁ%%ite%umaaﬁ& S _eh?eﬁﬁ%ﬁé Pé_{{ﬁeﬁﬂ@ Rist Md P& 504 BinREE1FON

having to es sh any account in the system This processing of paynents

by the neprhettsequdseto Mr. Sheitles abtoume Mhermedtibe MreSmibrlogsibato theer Modul e
1515. In this manner, the person's account information is kept

conf i densyistdmplie sirospsedtn satisly the requesied paymeskiotha gardencpayhe gmaias no
know edge of  t t whi ch the, d. [00123]. |

furt hor “BssskioeaSseiretoraly dnpibees pank, oot DE, SRR RN, em
that h PA, 2 WO
017 9901 5Bt CRIES 35 oo d EEE SO IR ufBRlS RoAFBBIIE I et IR IO

to non-sphgepéers is preferably performed by the Non-Subscriber Mdule
1515. In"this enbodi nent, the subscriber enters the non-subscriber's enail
addr ess |i9d22he anhuan aliérnatiee pmpodithentangotdmiahpayuissapalve ofisooding a1515
sends an enmil notification to the non- subscriber. Again, the enail

not i fi capaysneigaguesho anyonswithan empbaddiess ragardless i srhetlsr thyf ReEYPILN 0

R N R T o e R

subscri belsqgfit2BhithiReBSihAL, 2RO PAPHER R¥Ghest 320ARE Q05 RBEIAMNS WRREOMES 2
the Non-Subscriber Module 1515 to transmit an email (using Email Facility 1590) to
the potential payor that includes the payment request. The email further includes a
link back to the system that allows the recipient (the potential payee) to log onto the
system, become a participant, establish an account (e.g., an IPA 230 and/or VPL 235
account) and make the requested payment. Alternatively, when the non-participant
receives the email and logs onto the system, the person can confidentially enter
her/his DDA account number and allow the system to push a payment to the
requestor’s account without the person having to establish any account in the system.
This processing of payments by the non-subscriber is preferably performed by the
Non-Subscriber Module 1515. In this manner, the person’s account information is
kept confidential by the system and the requestor receiving the payment has no
knowledge of the account from which the payment was pushed.
[00123] In a further associated service, a subscriber (a registered user of the

system that has an TPA 230 or VPL 235 account) can push a payment to a non-



subscri ber. The paynent can then be pushed fromthe sender's account to the
new subscriber's newy established account. Alternatively, the

non- subsovo bevdotan confidentially enter her/his DDA accor@t/Usurdeery and
allow the systemto push the paynment fromthe subscriber's account to the
non- subscri ber's account w thout the n- subscri ber having to establish
any account with the system [00124] It a further enbodi nent, the

Non- Subscri ber Modul e 1515 automatically establishes an account for the
non- subswbsdrier. |Againgthid prcessing of paymentsrainbnsehscriters kepreferablybscr i ber
contai ns an aut hentication neans such that when the _ ngn- sub criber tries

to acce@ffwdmk@éﬁmbs@fh@rh&%d@@b]sﬂ@ bdR t%@m@@m s a mechani sm

f h
Lot i SBserER e fers e BRsTHER ek Bt R0 8UOHR o Ao Ttshe ol Bkt
questiongyq tthNo& Bﬁb&?{be? Mé&ﬁl’e%ﬂﬂ%ﬁ&s %?Eﬁ{aﬂ‘mﬁﬁio%ﬂ@ﬁ% thd h&s t0 access

the account. [n an ternative enbodi nent the non-subscriber is sent a

physi cal subiddilsal d\ gdiaf thesemadil néefication dftmtzlilﬁs\/a)hrﬁsmmdllil@xhs theasmpunt . The
non- subscri ber is also provided with a password (or_other

aut hent | ssdsendberdedag iongo th@csyam apd rmverﬁh@tpawmen eahmaﬁmenécarp hysi cal

card i s used ia%t‘)’ gcess t ccaqunt accor dance ]T\i\%gt hi.s enbﬂaa/ iment, a
non- subsiEFFIFEH DY HBE NGBy ﬁ‘iﬁl RveR q,}ggl%er RS- 118 & fist prbodiaent, Fif B9-goes
ot SV PARKRACAOWOA I3 BIY& VRLDAPHRBE: BT MebGmBEN T S 1N

a pref er’ any paynments pushe non-subscribers in this

manner  afifhs@ierl eMha AR Lh I ECDE Hﬁ@ﬁé@ﬁ@&gthe 4éndsiePidtionnt fthegfevabl i shed

are set to expire if the paynment is not retrieved or if the account is not
accessedsubscraberés hewly eamhlmhedfactmmt (Mdtagnatively s thy nodaysipsciib@iam] As is
appreciated, the Custoner Interface 1500 and each of the nodul e ntgont ai ned

t herein %@@ﬂ@ﬂ@y gbtey hehisdaPA agsaung apmbss angaHawy) the systgRtogrush .
2L San R 6 SRR AL b S PR LSO L 5
e 9, REROSRBeF PRI ) B Lcap o e lSBneen b o porat o
t he Paynmot2Rpquestn Maige? embodiment, the Non—Subscnber Module 1515
automatically establishes an account for the non-subscriber. In one alternative, the
email sent to the non-subscriber contains an authentication means such that when the
non-subscriber tries to access this new account, the Non-Subscriber Module 1515
has a mechanism for authenticating the non-subscriber. For example, the email
might contain a password or other mechanism (e.g., and answer to a secret question)
that the non-subscriber must enter when she/he tries to access the account. In an
alternative embodiment, the non-subscriber is sent a physical ATM card that is
linked to the newly established account. The non-subscriber is also provided with a
password (or other authentication/security mechanism) that must be used when the
physical card is used to access the account. In accordance with this embodiment, a
non-subscriber that does not even have access to the Internet and/or does not even

have a bank account is able to be pushed electronic payments. In a preferred

embodiment, any payments pushed to non-subscribers in this manner and any new



1515 and the Non- Subscri ber Mdul e 1515 can be separately operated outside
the Custoner Interface 1500. [00126] Figures 6, 7 and 8 illustrate three
di f f er entwo@ni/pooparyi ng enbodi ments according to the preseR€CTURMEADION.
Figure 6 depicts a direct bill paying enbodi nent, Figure 7 describes bill
paynment including a service provider performng consolidation, and Figure
8 explains a bill paynent nethod in wht'ch the custonmer perforns the
consolidation. In Figure 6, the direct nethod, a biller establishes an e-
bi | | i ng acapuaibts thusyestablished ane seteb expire 1R85, pa@numnt ésmot tetulevad amié theer vi ce,
the custoner receives an ,e-nail notificatjion that .a bjll_is available for
paynment 28COVdS Hof pegessedi? ceitaip apmoynt of tiEag e 8-v BHILY daye)-cust omer can
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the biller™s Virtua rivat he enbodi nents of

t he presfpie prdéestorOnin 4 peeferrad satiodonents tikeCustomeplotcefacs 1606 andutst oner ' s
privacy, and provides the biller wth guaranteed funding, reconcilenent,

and ar chinediles eperatis on podntEthetasemrdiAlthaqughobysteatisd dn ddguredtS asheipg esent
invention, a pluralit f _invaice.tenplates are available for, use b

bi | | or s/SeBRAHRFREPORSTY BB HacHity o0 cap 1&88@9?%&“@‘59 tL‘? CHPPRL ¢ own
custom i kce f )

cust o LRSS 1596 SR 0 SxEAUPpEI el of e MRAMPRRRRy Modtle
consuner 51 sAldEmhe N oY -SubscritbraVofilel 1 F3YHRITBe RphadéRRIPerited Watside tHee bi l |
paynent 1s initiated by the consuner, the conSunmer$S have available to them

a pl ur al Chgtonier lmtecface 156@0pl at es that can be filled out by the consuner

when maki ng a paynent. [00128] As is illustrated in Figure 6, the
bi | | er/ i90dRaht T iFiguressh,aband fabusirate thrge differgnt Rillpaydng gmbogdimentst s
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consolidation, and Figure 8 explains a bill payment method in which the customer
performs the consolidation. In Figure 6, the direct method, a biller establishes an e-
billing capability on its own web site 255. Once enrolled in the service, the customer
receives an e-mail notification that a bill is available for payment at the biller’s web
site 255. Alternatively, the customer can receive a traditional paper bill. The
customer launches its Wallet 215, Browser 210 and Web Broker 227 and then
accesses the biller’s web site 255. A payment is then eventually transmitted from the
Web Broker 227 to the biller’s Virtual Private Lockbox 235. As in all of the
embodiments of the present invention, the transaction is secure, protects the
customer’s privacy, and provides the biller with guaranteed funding, reconcilement,
and archival records.
[00127] According to one embodiment of the present invention, a plurality of

invoice templates are available for use by billers/merchants. Billers and merchants

can additionally create their own custom invoice for use with the components of the



receiving nonthly Email notification when bills are available. As
previously described, in step 6B the user logs onto the Internet, |aunches
its browseoope®1o Vall et 215 and Wb Broker 227 and is prRe®uS@dR00is h t he
various nenu options. In step 6C the user selects the "Pay Bills" option
and is given several options in the P Bills nmenu screen including "Pay
Bills" and "Edit Billing information". Selecting the "Pay Bills" choice,
the user navigates to the biller's web site 255. It nust be recalled that
the Wl prsseiiiBventiemtyorsshtapreseniskitlsinvsices tagongr@ers. odlteoatigplys &1 deb

215 cusbihem e s B nlid R paxmsef FatE bk BeeBtmdat? (o
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biller's™s genera and transmts to the user a paynment

rressageoﬁtl‘@ tﬂdwmdﬁ@rw&n makinevd payra&dta: Biller's BIN, Biller's Account
nunber; Transaction ID;, and the ol'lar anmpunt of the bill to be paid. In

st eg_ 6F|[O(11|ﬁg] ]E)i |l A;saiythlﬂelmgramisimE;’gu'rQ;6;@c@ﬂ@&ne@anhﬁrmstabiismamﬁ—ndow and
i s displaye or. review by the user. The user_has_ several optiaqns .
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bal ance,ddiddinb %@%&#&%ﬂ_@é% e BABSETidhE bRRIPERED saegrdnddsi on 225 to
t he | PA account Ile sinmultaneously transmtting a WO 01/99019

PCT/ USO#dc20AR8 nfshthelmeiit natifidatiomewherbilld 4rd avaitabldi Ak grévienslant * s
website 255 or VPL Reporter 240 (step 6G. As alterpatively shown, the Wb
Broker described, inrstep 6B therseplogsonto thednterngialaumehes s bgowsrg 210, Wallet
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the “Pay Bills” choice, the user navigates to the biller’s web site 255. It must be

recalled that the Wallet 215 already contains user’s billing info.

[00129] Since web Wallet 215 is active, biller’s website 255 recognizes the

user as a Wallet 215 customer. In addition, the biller’s website in step 6D verifies

that customer has an established e-billing relationship. In step 6E, the biller’s site

255 generates and transmits to the user a bill payment message that includes the

following data: Biller’s BIN; Biller’s Account number; Transaction ID; and the

dollar amount of the bill to be paid. In step 6F, the bill payment message is received

by the Wallet 215 window and is displayed for review by the user. The user has

several options including at least the choice to edit the bill (e.g., the amount to be

paid) or the option to pay the bill as presented.

[00130] If the user selects the “pay the bill” option, the Web Broker 227

verifies the user’s balance in its IPA account 230 and passes the payment

authorization 225 to the IPA account 230 while simultaneously transmitting a



[00131] In step 6J, upon generation of the paynent record 245 which
reflects the receipt of the funds to settle the bill, the paynent record
245 i s ravonvddoed against the biller's accounts recei vabP€TAURIIEH0B00. As
previ ously described, with the VPL account 235 and the Account Reporter
240, a billing merchant can execute s;&ure transaction fulfillment,
reconcile all its accounts, while securely archiving all its records for

| ater, sinple retrieval. As described above with respect to other

enbodi mepaysnerftwod§irmation &g te dhobillermataarits welbsiteu2%y os VBRAnRepateradd t he
biller's bank 275 ﬂstep 6K).. The funds can be swept to the biller's DDA or
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many dif ent ers e service provider's site 755 enables a

cust onmerpisged fiovi the wed’sIRA hidduait 880 ko thesyilet’s (VPIs eveowit 286 vimtheal | of its
billers (e.g., electric bill, hone bill, nnrtgag The service

) p ge ...).
provi der ATM swatche§) (ptapuell).t Adeilliiaymeah recard By as theasaserated and storetht
customers can review their bill nment history. The Broker 227 and
| PA 230 Brdhe biYsrs %WPHE@PPH%Y 2 e responsedth ﬂé‘? rwgw,o\ﬁﬁgsﬁwe%&e
conveni e i : ovi des the service provider (and its WO
01/ QQOIQR%#%@%&%{%%@'CUH oners, the biller/merchants) with
guar ant eggh15undi N9y §REFT Cﬁﬂxﬁﬂ%éﬁerm ofthePaydlent e6cvrd 94 5[WRiER I flddts St ep

7A, the User enrolls in the e-Dbill service at web site 755 of the Custoner
Servi ce fhreaecelpt of @sPfundEre setths theibild, the paymentricorddheserecohelledSP and  t he

or 1 hougreaiealppi e Sacrauni st st oo ST Viads B ds-ErnGLoRLh B vi ces
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its records for later, simple retrieval. As described above with respect to other
embodiments, funds are settled once a day between user’s bank 220 and the biller’s
bank 275 (step 6K). The funds can be swept to the biller’s DDA or cash
concentration account 280 (step 6L).
[00132] Figure 7 depicts a further bill payment method involving service
provider consolidator. This bill payment method is similar to the first illustrated in
Figure 6, however in this method a central service provider consolidates e-bills from
many different billers 700. The service provider’s site 755 enables a customer to
review and pay bills with respect to several if not all of its billers (e.g., electric bill,
phone bill, mortgage ...). The service provider is seamlessly outfitted with an
archival capability, so that customers can review their bill payment history. The

Web Broker 227 and IPA 230 once again provides the consumer with privacy,

security and convenience while the VPL provides the service provider (and its



transaction history as well as providing a custoner service unit to resolve
transaction inquiries. [00134] After enrollnent, the user then begins to
recei ve moavthvypienail notification when bills are avai | abC®URe1RININe

billers 700 chosen by the user. The e- bill can be sent to the user either
by the CSP or directly fromthe billergsy00 to the wuser. In this second
met hod, the biller nmust provide the with an accounts payable file

reflecting the e-bills it sent out, in order for the CSP to performthe

bel ow desiistompexs, theckitler/mesehants)pvisle ayarangged; fyadpg, regonpdement ahe CSP i s

t he part%/ t%gnsm' ting the e-bills to the users, the billers 700 nust
provi de PRBVGEESHES the billing information. Many types of record keeping
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paynment aggregators. [00135] Steps 7B and 7/C are essentially the sane as
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entire aér%%(%t 4)@%‘%)tt;ﬁle Sbqij[l I thgtggwas ep?%%gﬁfg%@?g tc;ﬁley user h.tﬁ? E@step 7F, CSP
si t e 755segeiver AltesC8Rdah odfes antaschive térwicesorbitiess 70 mpordebid dtorepay ment
messages. I n one enbodi ment, the CSP generates a, single paynent nessage
that i nclrarrestiondistont apveles ppexiding a puftomen seryice Wit & Tespivettrmsaetion  pai d

during the session. In an alternative enbodi nent, a separate paynent
message YW eherated for each of the bills paid by the user. In either
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bill can be sent to the user either by the CSP or directly from the biller 700 to the
user. In this second method, the biller must provide the CSP with an accounts
payable file reflecting the e-bills it sent out, in order for the CSP to perform the
below described reconciliation process for the biller 700. If the CSP is the party
transmitting the e-bills to the users, the billers 700 must provide the CSP with the
billing information. Many types of record keeping methods are supported. The
billers 700 can push the billing information directly to the CSP’s web site, or
alternatively, the electronic bills can be channeled to the CSP via Spectrum or other
electronic Internet bill payment aggregators.
[00135] Steps 7B and 7C are essentially the same as described above with
respect to the direct bill paying embodiment of Figure 6. The only difference is that
after choosing the “Pay Bills” option, instead of navigating to the biller’s site

directly, the user navigates to the CSP’s web site 755. In step 7E , the user selects

which bills to pay, and keys in the dollar amount to be paid on each bill (or selects



respect to steps 6F through 6L of Figure 6 and the elenents that are the
sane shall not be repeated. Although only a single VPL account 735 is

i1 lustratve@doi/seoF gure 7, it 1is appreciated that the CSP POT/USHIR00I | er s
directly) may maintain a VPL account 735 for each biller. Regardless of
whet her there is a single VPL 735 or 3 veral, the billers 700 thensel ves
may view the contents of their receip in the VPL 735 through the CSP' s
Account Reporter 740. In step 7J, the CSP perforns the reconciliation

pr ocess theodefewlt,whichi ik $o pay tleentire(@maunt of tiee bill that svag@d¢sented tBtthe 7L,
each biller's receipts are swept into their respective DDA or cash
concent BAn)-oH! stgp ddu kS 7180757 genzies png draasauits| tp ke pagreane oramorg bill bi | |
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CSPs welstihg thd sdsbonCIR dnedltHrestivd@nbedin®iiitsa s&qjardtepaidne iessafeciv t he
custoner activates its Wallet 215, the web site 855 recogni zes the Wall et
215 cusgomeatedrfor pagh phthesbills paidnenthermsssafecitberpmabodinsng, the swessaged. The

cust oner n then pu h me 0, e biller ip the same, mappner that a
payment Woélf‘gu?i‘éfgei tﬁ?\ %g?tés %@@? ghﬁ‘-‘o@%ﬁ*ﬁg\’éﬂwﬂpﬁ%ﬁﬁu@ eiadtansagiion H%?%y
anyone Qahi ' / US01/ 20029 52 3, as well as

t he tm%@é@ﬁq@égghn%@%gﬁggg?8@%‘?@8&%@ures 6 and 7 using its Wb
Broker Py36hs Wi SEbp%"lF fHhéu ?E'a%‘éss%ﬁ’ﬁ@ﬂjr MRDNSne hE8efiritcArabBPe idpai n
recei ves the guaranteed funding, reconcilenent, and archival records

benef i t sespbctt tbesteypras dnbugh 6EnifiKigurd ®add e dlements hatiaei the sameshiall em and

met hod for_ establishing and funding _accounts associated with_a Web Broker
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billers 700 themselves may view the contenté of their receipts in the VPL 735
through the CSP’s Account Reporter 740. In step 7J, the CSP performs the
reconciliation process for each of its customers (i.e., the billers 700). In Step 7L,
each biller’s receipts are swept into their respective DDA or cash concentration
accounts 780.
[00137] Figure 8 illustrates the third bill payment embodiment involving
customer consolidation. In this third bill payment method, the e-bills 800 are
delivered directly to the customer in the form of an e-mail or other delivery means.
Each e-bill 800 contains a hotlink, which directs the customer to the biller’s web site
855 (or to a CSPs website if the CSP handles the payments for the biller). When the
customer activates its Wallet 215, the web site 855 recognizes the Wallet 215
customer and initiates a payment message as previously described. The customer
can then push the payment to the biller in the same manner that a payment is pushed

in the web shopping embodiment of Figure 2, the pay anyone embodiment of Figure



Personal Digital Assistant (PDA) 920. The primary nmethod for funding the
accounts (e.g., |PA account 230) linked to the Web Broker 227 or Wb

Br oker emanvem19 Val l et 215 is through one of the user's BCHESIIZROEIUNt S
(e.g., DDA, or credit or debit card accounts). In a preferred enbodi nent,
the Web Broker 227 or Wb Broker enhggced Wal | et 215 can receive funds
fromthe other accounts of the user usfng well known online banking
functionality. Alternative funding options can be achieved through an

ext er nab)as welbas dietive oduir bild payimehyembedimants obHegures dend 7arsing Hs ough t he
ACH network. [00139] Steps 9A.through 9C.il|ustrate one met hod, by which a
user canbf’Bf(&‘qu 22 s é‘% althe %Vlﬁﬂéﬁmgﬂyelétﬁaﬁh@(bl ShNGSr At 1 ed
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as a V‘laélr akavesihipgnced Wal let provider. In step 9A the user |ogs onto
the In reﬁéet andﬁuses its browser 210 to navigate to the XYZBank.comsite

960. (B118B] 9B, FirreSadepicts asysichhand iktha for@stablishingemdrfahdingmenu on
t he XYZ ank.comsite. On the "Wallet" screen the user is presented with

two opt deneunts'geseciptad ‘aﬁh@Weh&B&ﬂk%b ot asVebriirokergnthanped Wallet 21Ron-
XYZBank t 2 1f Banki t
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then id ies acco 10 Whi ch er enhanced’wal | et 215

wi |l bealintlogd. télépﬁdﬁé wﬁﬁt{g@gémwwoaeuh ilﬁéracﬁ%qunpoz?rﬁldc@fen@
establ i shed fof the new \\b Br oker’ enhanced Wal let 215. If the user

sel ect sPéisonalXYigiemh A ssissdd @DA) Q2xei Thd/ﬁlbnﬁryo kethed farfoedidgithe acc@uBs i s
|l inked to-an | PA account 230 newly set_up faqr the_custoper at XYZBank 965.
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enhance
enhanced Wallet 215 can receive funds from the other accounts of the user using

well known online banking functionality. Alternative funding options can be
achieved through an externally sponsored credit card, by check or money order, or
through the ACH network.

[00139] Steps 9A through 9C illustrate one method by which a user can install
a Wallet 215. As previously stated, the preferred embodiment includes an online
banking system 962. The following example uses a fictional operator of the system
denoted as XYZBank 965 which acts as a Web Broker enhanced Wallet provider. In
step 9A, the user logs onto the Internet and uses its browser 210 to navigate to the
XYZBank.com site 960. In step 9B, the user selects the “Wallet” option from main
menu on the XYZBank.com site. On the “Wallet” screen the user is presented with
two options: “Are you an Online Banking customer?” and “Are you a Non-
XYZBank customer? If user selects “Online Banking customer”, the user is

presented with a list of the accounts held by the user at the XYZBank that are



has been installed on the user's system(e.g., the user's PC or web
server), the user is pronpted to provide sone background information that
wi |l assivoot/pmiuser in nmaking web purchases and paynment BCT/AR01e0029p! e of
some of the background information requested includes the user's shipping
nane address. At this point, the Wb ?éoker enhanced Wl |l et 215
installation is conplete and the user“ean performany of the nethods
descri bed above with respect to Figure 1-8. As previously described, using
t hi n akumiorteeichynohligy barikirg nfhe niserythef idéreifbef theaceown@) datvdicdsteci at ed
with the Wb Broker enhanced Wall et 215 resides on a server naintained by
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The |i nknked veanIkAacéintBr3okeswlyaebap fecthédustimetld Y2 Bahk 985! i ne banki ng
962 can be transparent and the user can sign on solely to its Wb Broker

enhancef00Adi0] et 2Nexénd step € 4dhe vsarisptspuothedWeb Ruokhr etteanead Wiallés2dki ng 962
functionality. For initial. f [ f fhe Wb Broker, enhanced Wallet 215,
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this is one tinme transfer or a repeat transfer. Upon conpletion of above,

t he acchanbeasnwtalletien thietuset’ heydtéin (Brgnkthe mwatialCeor Wab Isetver)? e nserfisinded.
Subsequent fundi ng of the Wb Broker, enhanced Wl | et 215 assaqci ated
account Brasaptegdo pepeide wemedrackaroundpngrardiondhabwdbasspgithe pserig malgags  or
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Kiosk 91ameSfediRlud@etheiset A ishiHihs ¥emEuddeess. At this point, the Web Broker
enhanced Wallet 215 installation is complete and the user can perform any of the
methods described above with respect to Figure 1-8. As previously described, using
thin Wallet technology, the majority of the software and data associated with the
Web Broker enhanced Wallet 215 resides on a server maintained by the XYZBank
965.
[00141] Steps 9D through 9K illustrate two methods of funding the Web
Broker enhanced Wallet 215. For customers of XYZBank 965, the primary method
for initial and future funding of the Web Broker enhanced Wallet 215 is performed
through a link between the Web Broker enhanced Wallet 215 and the Online
Banking system 962 as described above. The link between the Web Broker
enhanced Wallet 215 and the Online banking 962 can be transparent and the user can
sign on solely to its Web Broker enhanced Wallet 215 and be seamlessly provided
with the online banking 962 functionality. For initial funding of the Web Broker

enhanced Wallet 215, the user selects “move funds to/from Wallet” from an online



[00142] Steps 9E through 9J illustrate a nmethod of funding the Wb Broker
enhanced Wallet 215 froman external credit (e.g., cash advance from a
credit cavay19we9 debit card, or an external DDA account (PRKT/@R0ZI0029
XYZBank) . For the Non- XYZBank custonmer or an XYZBank customer w shing to
fund the Web Broker enhanced \Wall et (2;{1] externally, the user in step 9E
selects "fund with a non- XYZBank acc t". The user then selects the
financi al nerchant of the account (e.g., Anerican ExpressTM VISATM etc.)
and keyshankimrmennt Therdser theaxpovates dlme {aliowiagphforatation; thermburdeeotitiel ar
anount of the funding transfer. The funding request is transmtied to a
mer chantfuadsurheskingeradié 6élida§%‘ﬂﬂgﬁatqjﬁc-thepfg?llaré‘mmBﬁﬁlke tapster; the s account
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step 9G t I hancl mer chant 980 (e.g., receives funding

request MisisEmd&iv Sebsegddbnt fandinges  the 88 eb Brokar ehtamobeWaltet@ilSat i on, and
credit limt. If the funding is authorized b\]/3 t he financial nerchant (step
9H) t he assogiaiedaaceonnts eanbg dopeithwughsheMdle BreleranbeacedaWadlet 2185 itselir e
specifically, th | PA/ VPL. account i nked. to the Wb .Broker . enhanced
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DDA accaif orint@h&iveTviormanci al institution 980. In the above description
with respect to Figure 9, it is appreciated that the procedure for

est abl i §0hg2and fSteds BF throughld Bl lnkeateeninatiodd fMahletg theSVelyddabker apply to

establishing and funding a Web Broker 227 as a stand al one prqduct
[ 00144] qubgieed Yallet ﬂ&é?ff%ﬁ@@ exterapt eeddiege @b adyamasirem a ¢redy casdnt

o0 g S AR RO Pl G FalBA PR SEBEGRIGHAS 2 e,
10 and ngfgyzg&,gg%ggogﬁg S 4PRYZBadPOARIHLT WISHRE RS il BAWED'EROREF ShopPing
enhanced Wallet 215 externally, the user in step 9E selects “fund with a non-
XYZBank account”. The user then selects the financial merchant of the account
(e.g., American Express™, VISA™, etc.) and keys in account number, expiration (if
applicable), and the dollar amount of the funding transfer. The funding request is
transmitted to a merchant acquirer 970 associated with or part of XYZBank 962.
This account information is stored for future funding requests.
[00143] In step 9F, the merchant acquirer 970 (such as Chase Merchant
Services™) authorizes the funding transaction and passes the request through the
EFT switch 270. In step 9G, the financial merchant 980 (e.g., VISA™) receives
funding request via EFT switch 270, and verifies the card number, expiration, and
credit limit. If the funding is authorized by the financial merchant (step 9H) the
funds are received by the Web Broker enhanced Wallet 215, more specifically, the
IPA/VPL account 230 linked to the Web Broker enhanced Wallet 215 (step 91). The
funds settlement (step 9J) between the credit card’s bank and user’s bank typically

o



alternative credit card enbodinent is equally applicable to the enbodi nents
of Figures 3-8. Unless otherw se specified, all of the steps of the

enbodi mrewo of/9igure 10 are the sanme as described w th rPEpP®ES/20029F gur e
2. [00145] In step 2H, when the user agrees to nake the EFT credit paynent,
the wuser is given the option to fund dhe paynent with his or her credit
card. The Web Broker 227 either already knows the user credit card nunber
or pronpts the user for the nunber. The Wb Broker 227 then contacts the
credit osewsionsaer day Assimilas proessd ogpersavhen thefusdingtis feonriagiseeso f or

Ut hor | SPAGHRCPEE s I e i ERb D80, 3 the SR ASEi o ST 1o (he
| PA S ; . i i g5 :
hut hor | SSPeGH ERuR b, RICAChalld Bl B HOBRARL IS ARishil e PRAEAL L

the EFT el HrbkdCedhaBcE®WEAIRAD1S eﬁﬁhuy@pglynﬁo R&bliabimgeant fibdhahiVes At

the end of the day, a settlenent occurs between the bank 220 and the credit
card i Byoker 28Das a stand adomeiptoduft.t he credit. This settlenent is simlar to
the settlenent (step 2M.between bank 220 and hank 275. [00146] Using this
enbodi néPP14#] t he Fpg@@em ﬂhﬁvaﬁsiaarﬂltean%}b\’@rem‘%ocgmeéﬁ ngh SHUBVEYIQ%e its

the | Paiacdth et PR bR g T o R B he G Thg Blebf ig BRI T2 g
01/ 9901%,8151%% Rl 2092 %lﬁ‘l%élgflitﬂéﬂﬁls‘?ﬂa'ﬁ)ﬂn%ﬁ” h'ﬁ.%ﬁﬂe"ﬁ) aff RIIRYingebériftion Credi t

card nu toi1ts trusted™institution. hi s enbodi nent, the ‘user of

abl e t o i§ Hixdelvaitlg essppoy ofthe Esteiiahvpping endsoditlent bEFiguwe Adthin t he | PA
account 230. [00147] Figure 11 illustrates a private |abel enbodi nent of
t he presdtammativeveedit oard embedimentiroeuadlytanplishbleda the embgdiments oft he system

' ed b bank 110 i nt aj | PAV VPL system 1110
For "1 s Higdien ek s UNESs QOgyipnpRAstlE) <l Loy e s i dbe CEPPRRacH PSRN GPL

account 310 ! J ave elected to establish an
| PA/ VPL I cegg ﬁlfrlé)gafﬁgép d%s“ip‘}re?v‘.”féﬁ Z%%E@s%%%eeg in a preferred enbodi nent,
each of [he43|PA VRh st oM Mvhed HSubS agrees to make the EFT credit payment, the

user is given the option to fund the payment with his or her credit card. The Web

Broker 227 either already knows the user credit card number or prompts the user for
the number. The Web Broker 227 then contacts the credit card issuer 290 as
described above with respect to Figure 9 for authorization for the credit in the
amount of the payment. When the authorization is returned, the Web Broker 227,
transmits the credit to the IPA account 230 simultaneously with the transmission of
the payment authorization. The IPA account 230 then has sufficient funds to
transmit the EFT credit to the merchant’s VPL account 235 as described above. At
the end of the day, a settlement occurs between the bank 220 and the credit card
issuer 290 in the amount of the credit. This settlement is similar to the settlement
(step 2M) between bank 220 and bank 275.

[00146] Using this embodiment of the present invention, a user is able to
continue to use its credit card for online purchases, but because of the unique

features of the IPA account and the EFT credit push, the user only has to give its



actually a single account with different address to access the account for
the different type of functions. The I PA functions, e.g. the custoner
sendi ng waeyIwu of the account 1105, are accessed by arPOp®séioszyd
password protected address, and the receive only VPL function of the
account 1110 is accessed through anoth address that can be nade
available to the public. In the enboditient of online shopping previously
descri bed, the online nerchant is a custoner 1160 with at |east a VPL
account fireangiallylse@sitivendfpmeftenalky chadit tdrd mudiar) tmes tlistedtinstitationy of t he
VPL reporter (240, Figure 2) as described above. [00148] In additiqn to
mai nt ai AnrBisterabeduentithe pseleph ableto fud largergupchasgs thamew quldpgirallyde al so
naintaia§ | PA Ppgﬁ st ens 60, 1130 and 1140 for bank C 1123, bank B 1133
and ban Oﬁpéiﬂ- G é%@ﬁ?rggké.'This mai nt enance of | PA/VPL systens 1120,

1130 an gé%@oi/vs giigﬁgx‘iYil'hfs%%!’cés??gﬁ?at@%%lie}’r?ér?%lirh@ﬁ%f ﬂ‘l@-spre&%ti s further

descri b ternal indications to the custoners of banks A

1143, B ih¥S@ian alrﬁhéjei’l&)caﬁﬂlehh dépitcted ibdifarellll? he dyistémdndpdibéad] by an
mai ntaining the | PA/VPL systens 1120, 1130 and 1140 thensel ves, when in
real i ty,openaor bt VP00 ghast mamtaing@n IPAGY PAnsystera d 140 dorvids ausipmets. bip

Chi & pr abeiPadvEhisasien i [Ovhere Gperandt AQN PESeeyet LHISETs P o4 B8er | bed as
gglr tn 3 gn%%ﬁﬁ%e%?ﬁ@tﬁ%a?e%%%té&g%gﬁ%%l?%%oﬁ{%i’ by é%?a‘?ga grﬁ a41 %%gélgg%?% it5 Z

cust omergescAbSd, aR Gl prefirved GnbbEinsett! SithaTdhe R AOAPDackHgntp1288H | nvention.
[00149] In a preferred enbodi nent, the sign up process is designed to

enabl e actualbt single accouattvdthadifiectiitaddtdRAtyBiceas tiomuatcofiat for the difiierentl 105)
in a single session, electronically, wthout human_intervention and
wi t hout type ohéaertionst rihesiPdy fungbionmehe dhe shstoatensendinganoaest oulref thee

system Users referably open thre di ff f ts. Th

First | seeouobi: RinSiupred ol nerid o pase e mo el SR, A5G Bent

functi LY. i : A AAessVPL

vm!Jt hdlr gmqgké&gfnmgﬁgﬁﬁghﬁggP‘gﬁhﬁgq%zﬁ ¥ %B&gg%rqtth;@%. a t%A accsgu nt in
that can be made available to the public. In the embodiment of online shopping

previously described, the online merchant is a customer 1160 with at least a VPL
account (e.g., 1105) and preferably has the additional functionality of the VPL
reporter (240, Figure 2) as described above.

" [00148] In addition to maintaining the IPA/VPL system 1105 for its own
customers, bank 1100 also maintains IPA/VPL systems 1120, 1130 and 1140 for
bank C 1123, bank B 1133 and bank A 1143 respectively. This maintenance of
IPA/VPL systems 1120, 1130 and 1140 is commonly referred to as private labeling.
As is further described below, all external indications to the customers of banks A
1143, B 1133 and C 1123 are that the banks 1123, 1133 and 1143 are maintaining
the IPA/VPL systems 1120, 1130 and 1140 themselves, when in reality, the
IPA/VPL systems 1120, 1130 and 1140 are maintained by operator bank 1100 on
behalf of banks 1123, 1133 and 1143. Although in this preferred embodiment, the
operator of the system 1100 is described as being a bank, the system 1100 can be any

A



t he banks' DDA systens, 1150, 1143, 1133, 1123) and w t hdraw ng funds
through an ATM or debit card. A second type of account is a VPL only
account fwo o1/2900hynous users that can only recei ve paynenP€T/@R@/202Y be used
for ATM withdrawals. The third type of account is a VPL only account for
an identified custoner that recei vesegfyrrents and can be set up for VPL

w t hdrawal s by sweeping funds to an I sting bank account and w t hdraw ng
of funds through an ATM debit card. [00150] In order to sign up, a

cust onerpattyr arbtheanking figictines perfaoed by opegutordrend bl Gefor sistaastoindrie
operating bank 1100 through the Internet 1165. Custoners 1160 can al so

si gn usi g aBehary frthe %’a@magdmtﬁ‘yﬁ@ﬁ 1€ YESEIEAONEION. or t hrough the mail .

pank 112881 ¢ afin S RRPEPhairh o ATER phooien R Aol ihRIe €1

ot her - bagfontddd credid 3R Rive PR/ VDR ddibEn@ actARRNI0BY iR silde manner i

whi ch the custoner arrives e web site,"the site IS branded for the

bank 110@ssididectidddally,Bhokidiumaxangiventiod acd stithoryt tHeloéed 19 teanstat omer
of bank 1143 (e.g., already has a DDA account with bank 1143) and el ects
to si gn dgsumentatinn bemieen dhonser anddbe sestem. Hasars can psferdbdnoperethsest oner i s

di rect ed,. the website of operati an it wll ar to, custoner
1160t nlibRn R Dtacepts, e bR ataed TRl MEL: Sdsppos BRE R3S sert

01/9901 D / . - i Qanoﬂ(: i eﬁﬁ{g' ined at
operati %Sgﬁé\bﬁg%ﬁfﬁ{)%u%ﬁ%‘@h%@‘gg faﬁ?m‘?e w%%e%}glpb\?@?tﬁ Eg‘[ cuisr{ég%{\e‘dr1 1160.
The br angpPngyitBdd ¢l By b%é}%ﬁn So RalekitigtiRkRBous (b8 RIIODrAAFIoNEt PNt ai ned
in the custoner interfaace 1170. [00151] During the sign up process, the
syst em ahe banks’ DA\ systérhis,ekl $0hé 148,ukk33pad 23) amtbwithflraveingdiondsiticongh cer t ai n
that information such as custonmer address, .name,_ or SSN# are accurate.

| nf or mat#of T 6% dekid cayd. casesard tine oraceprf 1&@%@1113@%@%}%@16 at abases
(539 S5 0 P ARG S B Rl P e e o 1123
cust omery il §Awhi. | THe BURE BT acebORt i9ASVPL Ry Y&l TP RIcAtifigga that is

customer that receives payments and can be set up for VPL withdrawals by sweeping

funds to an existing bank account and withdrawing of funds through an ATM/ debit

card.

[00150] In order to sign up, a customer (or potential customer) 1160 can log

onto a web site of the operating bank 1100 through the Internet 1165. Customers

1160 can also sign using other mean such as telephone, branch visit or through the

mail. In the private label environment, the customer 1160 might navigate to the bank

1110 website on the Internet 1165 though a web site of one of the other banks 1123,

1133 or 1143. In this case, depending on the manner in which the customer arrives

at thé web site, the site is branded for the bank 1100, 1123, 1133, 1143. For

example, if customer 1160 is a customer of bank 1143 (e.g., already has a DDA

account with bank 1143) aﬁd elects to sign up for the service on a website of bank

1143, when the customer is directed to the website of operating bank 1100, it will

appear to customer 1160 that he/she is still on the website of his/her own bank 1143.



considered to be confidential and known only by the user 1160. A two tiered
approach to authentication is taken where the user 1160 is only required to
provi de VB®MI/W1%i gn up for an account but is required toPQT/OSI1E®029
additional data if they set up a funding source for the | PA/ VPL account
(e.g., 1105). The second ti er of the fg,]t hent i cati on process i ncl udes

chal  enge questions such as "last ATM1ransaction® or "nortgage
principal." The chall enge guestions, can be derived froma issuin bank' s

dat abas eleelsmme brendang @ ﬂx@)W@bsmrmmn&awmatm&ba@aéélo vod forral} he
60. f

Caeut g TR isiBaY Babebpingt 5460, Hhe HatBn ity el A parcy s s 1 S60

has al r ?Pfggﬁ ﬁ{g &514 gmtgﬁqn%g W&h@?ﬁﬁ&fﬁ’é’e H}m i Ssui ng bank 1123, 1133

or 1143. e sign up process seamess and sinple for these

cust oner[®01s PrOftihg thedi 100edss theadykiedy 8fibdlo M 0(heci¢fisd ger ' s onl i ne
account [or ?‘Ee custorr%r mgg?%tal%l on files (CIF) at the bank 1123, 1133 or

1143. | fcmtmerémsiennﬁncauomandb@g asopithtmbinformatteusuchaas Quséomssaddrgss@an K

1123, 1133 or 4 an exter thi.rd art ystem(eg 5’,1 fax.com
Fast Datrwmea% kS ARTIFLC PE atlgnp wided BY customprinmas a;gaﬂmﬁs

VPL accsuebifses i . ibgff Wﬁﬁgi’?é‘%ﬁ PRI T AR R O

requir edcf]anm 911239%%9 $ %] H&&éﬁ%?ﬂ?t%nﬁ%ﬂoﬁ @i@é@ﬂFflﬁ%r&éﬁo%%ﬁ&ﬁﬁﬁ telg 60 has

est abl i shed an TPA/VPL account (e.g custoner 1160 is able to

conduct aistordr 1168 durm@aﬂiseqnmtcsegton@ehb ajmeaﬁreqwéns d@taphayt ignyone, online
shopping or bill paynment. In addition to the pushing paynents on the

EFT net \wmd@sedj@slw confidentiol and kn@vvprqnlhjabﬁlth@bw 1s136@t e‘?ntwpétea@dad by bank
1100

L st ormRtoas pamarkryen ke e i 180 S YRhverpred e plffiage,
XD 1SS\t SHRLATRI: Al 2B Polls FERMIrIR B AIR RN SRENE AUPSATRY 1

| PA/ VPL 2fgduiY . sé'u}fgé forothe qPAY VL. abeount (e.Ei1908).05hd ssociidetidrestithe onment ,
bank 1100 uses its internal

authentication process includes challenge questions such as “last ATM transaction”

or “mortgage principal.” The challenge questions can be derived from a issuing
bank’s database (1123, 1133, 1143) or from an external database.

[00152] If the customer 1160 is a new customer signing up from an
authenticated site at issuing bank 1123, 1133 or 1143, bank 1100 assumes that the
customer 1160 has already been verified and authenticated by the issning bank 1123,
1133 or 1143. In order to make the sign up process seamless and simple for these
customers 1160, profile information is retrieved from the customer’s online account
or the customer information files (CIF) at the bank 1123, 1133 or 1143. Ifthe
customer 1160 does not have an account at the issuing bank 1123, 1133 or 1143, an
external third party system (e.g., Equifax.com, Fast Data, Electronic White Pages) is
used to review and verify the customer’s application. If the customer 1160 is
requesting an anonymous VPL account, and if the customer requests an ATM card,

an address is required.



systens to transfer the funds fromcustomer A's | PA/VPL account 1145 to
the | PA/VPL account 1125 of custonmer C2. In the above exanple, no use of
the EFT w@et/mnds required. O course, even though bank RA0D0SIIR200Wpabl e of
effectuating closed systemtransfers, it is also capable of executing
external EFT transfers as described agé)ve usi ng the bank's external
interface 1180. For exanple if customer”™ B 1 wants to transfer funds to
soneone that has at |east a VPL account at another bank (not shown),

oper at or[083Ak] 11000860 thescustemeitolhas estatdishopandPAVRL accoynt (g, sends

ana t he B9 eTanfaRerEad Patle ettt SRR gL R e TF S
ddi ti . ot ) , dit
e O R e

banki ng guyasdrts 66 the FFILadivoflvas Ueadribedsaboive] he Rivesehibel Bystethioperdtb@t are
illustrated though Figure 11 are an auto-fund and an aut o-svveeg feature.
S

As descrhypbanlabbi®camactast pidosadl gy stenanlnetheatdosestsystesh ciuads ean to how an
| PA/VPL accqunt (e.g. 1105) is to be fupded. . For exanple, the custaoner
1160 carimwg%rr%ée nsli’s%/&ﬂ%h R EAT R ) sygleny. Fangmynpls, o
funded f.t speci fi.c.credi I r V) count
ouned byt EREORTE P ehichithlt cifloerdhbbuf o, ondin AL Res RE°G

1105) cagsRgn 868 Hcbip hAIESH TPV VPT! Sl 1 DES hid cRddNhaTPATVIPY, adveikd Y127

mont hly. “I'n an WO 01/99019 PCT/US01/ 20029 60 additional enbodi nent, the

f undi ng efeoustomer C2n In ¢lais closed. syFiem exvdrqpimentabanis 1 bd® nseslitGditernght

instruct the systemto send a payment of $100 to his daughter's account.

The fi rstystamnty ransfeydedundsbon eustomendks Hvdt ik acpeuiiddsrieithe | pPA/ vPL
A C TG R TR RN
o et NG WIS RS BRI MO R SRR
5251 1o PRI VEL BCCourt (0.0, CTI0D at the Eime he ot cquested the |
paynent ,dashabey sbeve wsingdhe bank’s eatesha ingtacerldi0t Horcusmpheif qistomer

B1 wants to transfer funds to someone that has at least a VPL account at another

bank (not shown), operator bank 1100 debits customer B1’s IPA/VPL account 1135

and sends the funds to the destination VPL account using the external interface 1180

and the EFT system as described above. The external interface 1180 is additionally

used to coupled the bank 1100 into the ACH network and credit card merchant

network in the traditional manner know to those skilled in banking practices.

[00154] Two features of the present invention that are illustrated though Figure

11 are an auto-fund and an auto-sweep feature. As described above, a customer 1160

can establish preferences as to how an IPA/VPL account (e.g. 1105) is to be funded.

For example, the customer 1160 can instruct the system that the IPA/VPL account

(e.g. 1105) is to funded from a specific credit card, debit card, DDA or savings

account owned by the customer 1160. This funding of the IPA/VPL account (e.g.

1105) can be set to occur on a regular basis, such as daily, weekly or monthly. In an



DDA account. The auto-funding feature of the present invention further
allows the custoner 1160 to indicate that if the | PA/VPL account (e.g.
1105) droyp@obedosasv a certain threshold bal ance, e.g., $10BCTARGL2001ve
account is automatically funded from the other account (e.g. credit card
account) specified by the custoner 1%%%) [ 00155] If the custoner 1160 has
selected to fund the account froma or savings account, the system
first checks where the funding account is held. If the funding account is
hel d at addétinad cmndimgnk tha fmding eam pegusingerldimes Fansxample, aicustomes | v,

t he fundj a nt fr t he DDA/ savi ngs_accou tem 1150 tp the | PA/VPL
nccount 1Rty REY ahgtrtichihe Wsrban SR LR RRE RS BY o B darabis RacPhwbl ve
any oth : Is ' m 1150
and "t ne rpieping e 8Pyttt A 17 ot DhEREAHE IRIRERS IANFRE sUGIRT C0F
hel d by (ehe 1105Fhad tHe POt IHCr tHimomearcithe phpmsntUEtt 666 Rt thehe bank at
whi ch the funding DDA or savings account is nalntained. [00156] As

i 11 ustrawstbmer FiGfuhas the opphatuopy tapmvitusik setl0prefersnee tathon ber system ui ng
banks (e.qg.,. I111h23, 1133, é143) t hrough a bank interface él,?S and a

cormuni dBrYRish heAutharyzed etswétens@tﬂlﬁ@maaﬁ ly tramsfen amy Aegienbamprnk i s

Vel ue. aditth FurTisHiIE By T e Bun RIRRTPATORT sk b Rt PSR ThPRe roct
SUr | NGeTT AR [RIPOAyAlad 475 TV OB 9203ACT. U508) 2080 YimBll 1177 1 5

that it is a secure connection, as the communi catl ons bet ween the banks

(1123, XgdGestdd dix) payeriththeayysteat eoubdthentitfi3férBd front the custonsdrey  of
funds. The bank interface 1175 and the corresponding interface in each of

the i ssuPRg aeasrat. Theagto-fursling featwe qfitbe psessmhinvention durthenalloves the
C e Rt R kP 0BT R AR L BT (L o
L1 Brapgieg alhci1N, TSI AIRES BLARb IR BB 08,
pr ot ocolthebtilidiqicts 8f. crédificerdtacadeht) BSecified by MRé tastofler 160t r ansfer have
previ ously been established
[00155] If the customer 1160 has selected to fund the account from a DDA or
savings account, the system first checks where the funding account is held. If the
funding account is held at the operator bank 1100, the system merely transfers,
internally, the funding amount from the DDA/savings account system 1150 to the
IPA/VPL account (e.g. 1105). This procedure is straightforward, does not involve
any other banks, and only requires an interface between the DDA system 1150 and
the IPA/VPL account system (e.g. 1110). If the funding account is not held by the
operator bank 1100, the operator bank must contact the bank at which the funding
DDA or savings account is maintained.
[00156] As illustrated in Figure 11, the operator bank 1100 contacts other
issuing banks (e.g., 1123, 1133, 1143) through a bank interface 1175 and a
communication link 1177 to the issuing bank. The communication link is preferably

a private direct dial connection, virtual private network, a value added network or a

secure Internet connection. Naturally, the most stringent requirement of the link



bet ween operator bank 1100 and the issuing banks (1123, 1133, 1143) and are
coded into the bank interface 1175 and the interfaces in the respective
i ssui ng be@ksIw1PL3, 1133 and 1143. Upon receiving the repOBRE80129029
transfer of funds, the issuing bank (e.g., 1123, 1133, 1143) verifies the
avai l able funds in the custoner's account in its own DDA system If there
are sufficient funds available to cov the transfer, the issuing bank
1123, 1133, 1143 debits the custoner's account and sends the operator bank
1100 a cldnf7iis leettiibis ofecuhecemmetibry asathe fcontsuiiastions/eetwieen khe banksand

the funds transferred according to this

interfac 1175. Settle t of [

et hod 1823 o/ Befdtabn ﬁ@toneﬁ@oehanlsal@wm?egftmmm or ey bani
i i . , 143. ,.[ 0015 . i i Cci

Fings” R RARKRS 1173 anBRE codiinditd e Hicch datfio AL RehRtianks’ 705 |

1133, 1 - | ] i

s o KER3era s TASPAAR sREGK) RS ARRE 8hMcctiBAOKrdlrd (T Piddr ! O

cust onerentiyifionf atithentiostidif i.9j ent funds advice and allows the customner -
1160 to sgeci fy a different account fromwhich to fund the | PA/VPL account

(e.g., 1908371 [ oodsgonducting thestansterrefifunde tasthedRA/YPL acnoupt . gnel05)160
can al sq, desi gnat.e ccount. to ich funds are autanmati call wept after
ol ng 1 dhé ppeatgybankal | REsdbthe Fatir reabee 15 14 Gt G oLk,
descri bednqa t : i gnate an
ccount g onhFER e R A P Th e R Erl B O T e
i's to oGeHiest hild BNEcONIMIRUTIGT b tiahhsfe@ha%mex}iaﬁﬁ?vde@fﬂ estaBBsHdénds are
automatically transferred to the desi gnated account as soon as they are

r ecei vedetween bgerhfA/bRk dOO@mdtthé essging Barks)(1 128y 1 B3aiphe) amdistearveled Al |

the owner of _|PA/VPL account 1145 may. specify that any funds received by
her | paigiothebapkinterfaegd 14A gnddhe itedreasdnyheeespeetpre issningbagked kihg

scooun 3l DEEE ROk et A R e PO VB s s o
Ut ST R L e e BIStiA o LiA0RCPS tBsandR ot 1
own DDA system. If there are sufficient funds available to cover the transfer, the
issuing bank 1123, 1133, 1143 debits the customer’s account and sends the operator
bank 1100 a confirmation of the transfer of funds back over link 1177 and interface
1175. Settlement of the funds transferred according to this method occurs preferably
at the end of the day between the operator bank and issuing banks 1123, 1133, 1143.

[00158] If there are insufficient funds in the customer’s DDA or savings
account, the issuing bank 1123, 1133, 1143 send a message back to the operator
bank 1100 informing it of this situation. In a preferred embodiment, the operator
bank informs the customer 1160 of the insufficient funds advice and allows the
customer 1160 to specify a different account from which to fund the IPA/VPL
account (e.g., 1105).

[00159] In a somewhat reverse situation, the customer 1160 can also designate

an account to which funds are automatically swept after being received by the

IPA/VPL account (e.g., 1105). As previously described, a customer 1160 can



over link 1177 to issuing bank 1143. |ssuing bank 1143 then credits
custoner Al's DDA account within its DDA system Again, actual settlenent
of the fwasi/peineen operator bank 1110 and issui ng bankP@WaSot2ppiscal | y
occurs at the end of the day. In alternative enbodi nents, the automatic
sweepi ng can occur if the balance in the |PA/VPL account 1143 exceeds a
predefined threshold, or can be sched d to occur on a periodic basis,
e.g., daily, weekly or nonthly. [00160] Although the above has descri bed

t he operdesignateodn acqouiny t whichbfinds systramsfoyred pe matlloas dbtinde whddthed t i s cl ear
that custoners A 1-An, B 1-Bn, C 1-Cn of the issuing bank 123, 1133 and
1143 andrangiardsis ogcurgnosgembodingst @ﬁ@eme%ﬁnt I%W%peai%ﬁwés 290 can

L R R T S SO LB PR
several (hanipa /9pgr 8ddongt té?%.é?gg?ﬁ glgér}ﬁés%caﬂlﬁla SoRELAGNhe dWRALON. This

illustration shows two dif 200 and 1210 that function as

pri vat e IPAB¥PLopebahdt B4 amagepecif ¢ithtang\fendd tdveivedsdpehér IPAA/MPRJure 12, as
well as a bank 1220 operating an | PA/VPL account system 1222 for its own

cust onerascouyt WSl shouldimmediatelyrhe swepiito hegchadking aecayshiicherdbme t he EFT
t 70 01/ 99019 PCT/.US01/ 20029 63 [0016 f th i vat

P oot bohaRk 1330 A5 o0 a5, 0db 3 T8FEVBRIRECT ACCBP Y PLreeonst T3 5  or

et ; 121 . N | :

cugt orengﬁdsalgI ’Ifri;&lgg gﬁg{l &ﬁrefmlag%@%wgﬁg ﬁ@%ﬁ?ﬁ%@a}h%&%&(@%%%zgga are

associ atfgemudstafu@ak Yradsfor Mdsgady thupiserdbette® MidiodbRbalR Hite:R00 10751210, but
it is, possible that there is sone issuing banks could have | PA/ VPL

account ovar linkdH 7Gfto isswengbankai &43.abshingdmmkt o4 3thek sraditOsusticiaér. AExch of

the private | abel operators_ .includes the bank interface 1175 as descri bed
above fdPDpr arsognhyider its OPArsystera| Ag@@hwaﬁmaéawlsa@nwgthq fumds %meﬁnt o the

[ [ b 235 36,-10.1 t i vat |.abel.. b 20 1210,
woi I a8 HERORBATIELAE Ba s itk Rty S pB S o biedey  Fiee' 1377
bet ween el ki drRBSdinRAM e AonPhiic %R epiiPein & ifthtbalance in the

IPA/VPL account 1143 exceeds a predefined threshold, or can be scheduled to occur

on a periodic basis, e.g., daily, weekly or monthly.

[00160] Although the above has described the operation of a private label
system by operator bank 1110, it is clear that customers Al-An, B1-Bn, C1-Cn of
the issuing banks 1123, 1133 and 1143 and Customer 1, Customer 2, Customer n of
operator bank 1100 can still transfer funds through the EFT system as described
above using the EFT interface 1180.

[00161] Figure 12 illustrates the interaction of several banks operating in
accordance with the present invention. This illustration shows two different banks
1200 and 1210 that function as private label operators as described above with
respect to Figure 12, as well as a bank 1220 operating an IPA/VPL account system
1222 for its own customers, as well as a traditional bank 1230 that is connected to
the EFT system 270.



and between | PA/VPL bank 1220 and the private |abel banks 1200, 1210 form a
systemthat does not rely on the EFT network 270 to communi cate funds
transfer 3v0O 01/990an al t ernati ve enbodi nent, each of the banRET/UOR0H210,
1220 can conmunicate the funds transfers through the EFT system 270 as
descri bed above, w thout the need for6§he private links 1177. Simlarly,

t he communi cati on between either of the private |abel operator banks 1200,
1210 and its issuer banks 1235, 1236 can be acconplished_through the EFT
syst em 490164 t houdachet thepstiats lake] Yanks) 1200 4280 opprategpyy IPA/YBL each of

Each of ERGURIUES 1PURol Lok 406 PR BSise it bl e D0 S B

| PA/ VPL ] e | | ust oners
A T i g s L R L A

| PA/ VPL arg vséceided 3dth oﬂlé'la'zsiﬁglé prévaie tibey 8byracUiinkdl 200 shE210)bat nay DDA
systens 1204, 1214 of the operator banks 1200, 1210. The custoner

i nt er f aqessib2Othat Ixge ivsomea dssuingbarksaoubdhive BOO/VRR a0ceunds etsachrifzed such

"B B A RO " 5Bl bR
AR . 1 . ; 19

e uso ks e BingC Blorl PP Ry ElerinaE ibovdRr MGV niC it e

oper at orc RamkRichiBHs o¥edBaka] 1 PMo therisdu B@lﬂ%gmﬁi Q1236 ot the odorivate

affiliation of the custoner and accordingly th particul ar screen

i nt er f adeb¢liminks 1A00H1DE), msesslhbeth dthet banksukidinthat nfadtaGAPAAVEIS readily
appreciated that the system can acconmodate a plurality of private |abel

0 ggr at oracsalgktss. TZ@df@hb”ab@fWV@B? paiyate lpbglrlzankt yzgs)r privateJebelbanks1210220. I n
i tion, . f
banks. 1246 PEYR L AR Phehimil 20 45 Berival heLoanks Hh0s 2H Smhanc . t he
p he, i
et pi enpeton Bt Uoks BGERD b B BRI oRE 20 IR Rbn fidibste' AhETHRRNers o)

account TnSars&fsthitiveeinbbali@it each of the banke12€MViZi0oN2Y0 thatomhaticed
reci pients would only give this account nunber to )
the funds transfers through the EFT system 270 as described above, without the need

for the private links 1177. Similarly, the communication between either of the
private label operator banks 1200, 1210 and its issuer banks 1235, 1236 can be
accomplished through the EFT system 270. Although not specifically illustrated in
Figure 12, each of the issuer banks 1235, 1236 is also coupled to the EFT system
270.

[00163] Each of the private label operator banks 1200, 1210 operates its own
IPA/VPL system 1202, 1212 respectively for the benefit of its own customers and
the customers of the issuing banks 1235 and 1236 respectively. The IPA/VPL
systems 1202, 1212 are respectively coupled to the internal DDA systems 1204,
1214 of the operator banks 1200, 1210. The customer interfaces 1206, 1216 of each
operator bank 1200, 1210 are customized such that when a particular customer logs
onto the system, the interface seen by that customer is designed so the customer

believes that he/she is dealing with his or her own bank 1235, 1236. As previously



trusted individuals. Wth the account nunber in hand, the | PA/VPL account
owner is able to instruct the systemto transfer funds fromhis or her

| PA/ VPL ave@ousmoia o the recipient's account. As descri bedr@bose,200i%e f unds
are transferred via the EFT system 270 to bank 1230, which deposits the
funds in the intended recipient's acc&t‘mt. The only requirenment of bank
1230 in receiving these funds is that it has the proper interface fromthe
provi der of the EFT interface to receive the real tinme credit of funds.

[ 00165] dasgiibed,the cpstoster prekiles maintamead by thaererafor baakst 285 A210n31deWi on

i th t to | PA/VEL. bank, 1220... Th k jnterf 1175,. the | PA/ VPL

\z,amccoun'[ et%g@get?ﬁgg@ﬁ@,n qth@eggglfg at}%&t?‘gg’éls@%i%r@ﬁoac%?ﬂ@;% tggrectory 325
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system 1224 and the external interface system 1180 of bank 1220. No ot her
modi f i cepriate dabel npenaterdsanks d 206212 i &y wall asyaspleraditpiof IBANKPL 2poksr e
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cust Omer sy AMEAVVPT, h@hnt niest Kndhode g‘%l]r-%ﬁé&idf_tﬁé( hﬁ&ﬁdlﬂidreéﬁﬁ&at@i ddcofnbyst ens

and mnor effort for integration. | ] Figure 13 depicts an enbodi nment
of the \Bnkdi23éctAs this BIN mumbereof anoh MRASYBL elccauntt isstisitdveinfohratiegsent
invention. As previously described with respect to Figure 3 and ot hers,

t he VPL ifiseeitesvysipredhthiop mterdashiecirents wawdd oahngiye thisasgowt nusakerdp or
ot e A g V5D SO e A e BT T et
orbed Tl eIl FleCrits, R Koo B8 it 8L s v 1
funct i ongkiréoipien®s aesauil eAs deRribed Abess, thé fiendsHhe achdikRefed va e HFY t he
account owner to nmake outgoing transfers of

system 270 to bank 1230, which deposits the funds in the intended recipient’s

account. The only requirement of bank 1230 in receiving these funds is that it has

the proper interface from the provider of the EFT interface to receive the real time

credit of funds.

[00165] Figure 12 illustrates a further feature of the present invention with

respect to IPA/VPL bank 1220. The bank interface 1175, the IPA/VPL account

system 1222, the customer interface 1216 and the VPL directory 325 each appear

below the dotted line within in bank 1220. The significance of this configuration is

that the elements 1175, 1222, 1216 and 325 are all bundled together as single module

which is then plugged into the DDA system 1224 and the external interface system

1180 of bank 1220. No other modification or interfaces to the internal systems of

bank 1220 are necessarily required for the bank 1220 to operate the IPA/VPL

accounts and the functionality of this embodiment of the present invention. This

bundling of components allows virtually any bank 1230 the ability to maintain



funds fromthe account, while the other address, the VPL address, is a
receive only channel into the account that can be publicly distributed

wi t hout We@p1/¢49%@ an unauthorized user woul d be able to pet/wsevm®ozny funds
through this VPL receive only address. [00167] In this enbodi nent, the
system associ ates a plurality of the ount owner's email addresses 1305,
1355 with the VPL address 1300, 1350 the |IPA/VPL account. In this
manner, a user, instead of have to renmenber or |ook up the intended

reci pi enPAgVPLa@oonotsnfor theibewn aatomes evith virpmliyma tlengedo 'theie agisting
address., The systemthen consul the VPL directory 325 and retrieves the
VPL add¥€¥§ﬂ.§%§¥$§¥@Emﬂﬂﬁmpﬁﬁﬁ%@N@me%ﬁﬁ¥%%. For exanpl e, when pronpted

ot count  OPBET G or b P RRERL A nfboibir BEYRF Dor, SR i el
publ'i c @haseetEMHnd l(ﬁeﬁagﬁvcﬁttﬁeﬂpg&%ﬁt trfvehfi6n. X%t;gﬁ%rfo%g%déécﬁgéd wiithds the

emai | address 1310 (e. J ohn_q public@hase. retrieves the actual

VPL accauspecttoByuré ddadesthgrs 1 8@0VPEiditectory3s hlcbustniahieiabld that sarche account s
1300, 1350 and their associ ated emnil addresses 1305, 1355, but it is

readi | y usppitedock epior therwisesdentifycthe NPT acarrnt dderdiftess (manbershaf eash

dupl i cat for eac L account, nunber contained in the directory 325. WO
01 9901 SRR PSS SOV 56000 PHBIIENIPUSTY QrSCBRdcHTLRSIRITS a |11 ustr at od

in Figur : . . bt AN to
nave b Srnasguftl WOTEAUnd M el 4R et R inBiadgBRP itk BIRRRR | .
VPL di r egldedskesddio tiE Adtoudhtd Astieyd théalifferdhit GiMctitRialinANFor Sxdndile, gty ant age
of this capability for reasons of privacy, businesses would nost certainly
want usedslress, thed P¥Paddiessistuseg bgahe hiocdamt abviner to neakaraiigdiog ttaneferbofi ness
by its nane 1400. For exampl.e, in addition to its email address(es) 1310

(only orfndn&iam the ascgure Wiile thg ogheriaddsessuihg M hiaddresicis fdeseive onbe 1400
S (R
anta)lr ge;io @%&%&gé&s&?%ﬁ%&}%@%étﬁ%trﬁ% AhFhRds {HGuSRIEs VA feber® ddlyS

address.

[00167] In this embodiment, the system associates a plurality of the account

owner’s email addresses 1305, 1355 with the VPL address 1300, 1350 of the

IPA/VPL account. In this manner, a user, instead of have to remember or look up

the intended recipient’s VPL account number, can merely type in the user’s email

address. The system then consults the VPL directory 325 and retrieves the VPL

address associate with that email address. For example, when prompted by the

system for the destination of the payment from the user’s IPA account, the user types

in email address 1310 (e.g. john g public@chase.com). The system goes to the

VPL directory 325, finds the email address 1310 (e.g. john_q_public@chase.com)

and retrieves the actual VPL account number (address) 1300. Figure 13 illustrates

two such accounts 1300, 1350 and their associated email addresses 1305, 1355, but it

is readily appreciated that this structure in VPL directory 325 can be duplicated for

each VPL account number contained in the directory 325.



busi ness' VPL account 1300. [00169] The custoner nicknane field 1410 can be
popul ated by virtually any identifier that can be used to as an alias to

i denti fywoergmmer and therefore, by the association of BET/#ES0R0929325, the
VPL account 1300 of any custonmer. For exanple, the custonmer m ght want to
I nclude its screen name or other popul nickname in field 1410. The
custoner may al so want to popul ate fie 1410 with its cell phone nunber.
In this manner if sonmeone has the custoner's cell phone nunber, they can
addr ess [0B&6&Just onfard furtlfer eadwdimenti@odlukiratedfie Feguienlg, thevdiaredtoy §1.325.
[00170] Referrjng back fq Figure 12 for the nonent, a VPL directory 325 has
been i1 1356DWHt APV} 50%%{ cleﬂos%@%@y% @%hqrﬁtseﬁr@aelbaﬁneﬂéeé, 1210 and

. . f .
1220. | | L8 4 VT RO B.BE L k108 A SlShaflpigEe >
e I 211 o e REGRUBnlE o B g oA b Sl Mo e

account syowld mostusttairdy waduseswieha VPL dddstesy 835 tobbabhstoaehrihefdr thd h t he
account, this information nust be communicated to the other banks in the

syst em husingse bgntsodinae h400f Fonhexampleein additiento its emaikaddress{esd 1340t ral i zed
Li ght wei ght Di r ect t ocol (LDAP) . diregt Fj WO

617 9901 S PP LEERE 14), 4 PHARESP S AHCoRELESS JotEs 1DV o i

i nst al | at.j.ons. ' : izati h bank
el | S RE9 ATROGIR ol SIS SRS, REIeMEg gt bon

st andpoi 1900, Hr! kahdifte Teh§r SRk GRAIAINES 6V WoBREES gbleQo tifldhde aggnent  of
the directory 325. [00171] Returning to Figure 13, it is preferable that

wi t hi n dintigci400y/thap ssseatdtes MPInaavcGlenty JBHD’ h@ardiaing Semcedtwitkdlse one
other field (1400, 1410 ... ) associated therewith. Again, as described
above, ibusi@sélwtmpéﬁhﬁ ‘that these directories 325 are synchronized
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association of directory 325, the VPL account 1300 of any customer. For example,

the customer might want to include its screen name or other popular nickname in

field 1410. The customer may also want to populate field 1410 with its cell phone

number. In this manner if someone has the customer’s cell phone number, they can

address the customer’s VPL account 1300 by referencing the directory 325.

[00170] Referring back to Figure 12 for the moment, a VPL directory 325 has

been illustrated as being part of the system in each bank 1200, 1210 and 1220. In

order for a customer to be able to reach all other customers that have IPA/VPL

accounts, regardless of the bank at which the customer maintains his/ her account,

the VPL directories 325 in each bank must be synchronized. That is to say, as a

bank adds new customers with new accounts, or a customer adds new email

addresses to be associated with the account, this information must be communicated

to the other banks in the system. In one embodiment of the present invention, there

is a centralized Lightweight Directory Access Protocol (LDAP) directory (see Figure



have ni cknanmes for a plurality of other custoners that need not be shared
with the renmainder of the world. These private nicknanes can be used to
popul at e WO e1/gp01910 as descri bed above. Al though only onkCTU8012002910, or
1310, is shown for each record, it is readily appreciated that nultiple
fields (e.g. nicknane 1410) can be ingjuded in each record. During the
synchroni zati on process descri bed above, the systemis able to distinguish
between private fields that need not be s;inc,hroni zed and other fields

(e.g., @)nvkikhassyrduenizs] acrass elldraskeinsiallagions.tnane embpdiment 619 shed)

t hat ired. t di st ri h, di t . 325 | t t

[ 00172] WheBisiEissccnentc. coatoacl Al 4830 Ad feb Yot D23 pedn ey g
£ N ; 7o ! ) o, e
o pr oo SERMPLBAE SHIGAIRE o7iRARS W (s b OO SDiacblE BIRIPLD
t o est abjephfenol it diedctbre3@ent payees. Simlar to the structure shown

with respect to the VPL directory 325 illustrated in Figs, 13 and 14, a
| ook-up [08BTE i s Retsrmingttedigare 13het iapeefevdiile that aathuvidatestory 325mashuser

o oSSR B O R o R 5™
b , .t h ' . '

oo, TS STa ol W BCTEE M B SBRF GE SO,

qui ckl'y MOsOIARBRTLAdREIdS TR 67 H0A3 (ﬁ%a Hagks 1206, 1419 Paymeufe MYh. acgount

nunber 1300" by making reference to tever i1dentifying information the
user preMs@pifyrableothiatieath eustomet B3eabbe teonpiaimanedwn difdeiot$]326i(Qure 14
illustrates a further significant feature of the present inventjon.

Al t hougipartionsthereafs thasiase prizetertadhe/pustamesu for axamele, 2azostopeerguightshed

and accessibl.e fromthe VPL directory 325 this-is.not,required.. The system
a5 ¢ he D UERIARRGF toF eraBTaLEY b I upioBiess ot aredaphy® SETBASEH B ho
publi c. S i - ienban 418! d
420, * RAFRiaideh RS ol STk BT hickhiipgh b BOBS AT ROUBDNINEIRAN 1418 e

not to epeleseab&bhbie. sAMRbuslE 681 GnclBOM 1406 0wl 10, issdhivevn furveacht her' s

push paynments directly to their A or Savings account 1420. For exanpl e,

as descriebed, ilhe veadilyt dppresiptect thabmulteplp dieldmieanerickname 1410) can be
included in each record. During the synchronization process described above, the
system is able to distinguish between private fields that need not be synchronized
and other fields (e.g., a nickname added by the customer itself that it wants
published) that are required to be distributed to each directory 325 in the system.
[00172] In one embodiment, the system accomplishes this by constructing files
that contain the customer’s personalized information. For example, in a preferred
user interface to the system (not shown), the user is able to establish a list of frequent
payees. Similar to the structure shown with respect to the VPL directory 325
illustrated in Figs, 13 and 14, a look-up table is constructed for the user which
associates various user provided information to a particular VPL account 1300. For
example, a user might want to call up a person’s name 1400 or nickname 1410 as

described above, rather than having to remember the person’s VPL account number

or even the person’s email address. Using this feature, a user is thus able to quickly



(Figures 3 and 5) a user is able to key in the payee's account nunber in
order to push a paynent to that payee's account. [00174] In an alternative
enbodi mrewQ ot/pmi1user is able to key in sone other identiP@I/Ago200zr mati on
with respect to the payee (e.g., payee's nane 1400) and the systemwl]|
retrieve the payee's VPL account nunbero, 1300 or DDA/ Savi ngs account nunber
1420 fromthe VPL directory 325. In this manner a payee does not have to
establish a VPL account 1300, nor does it have to provide a payor with its

conf i derfeftiverba pares s MPl acenumdtiusiber 4360 bynnakingfrefesendeda whatgver 1420)

be .hi dden f th by th t 0175] Al though Fi 14
T ot dob R S B0 R ek bty FBbeb 008 e BHASSAEDRN: o ) 0,
his . . ; . ! RS IR A
erbod! Pt SAT e REErL O IRKSAR Airher QUARECAT Tol ot B8 prfllt 10, o o 11

Fi gure Znventp@r.t Atthbagh it piefetable tieh aid VIPLgYconat mhabar B30Bb¢ ptblisied t he
system (i.e., the nerchant has established a VPL account). In this

ermbodi nmemd, acaessplaiydr%msthcs MRBL disxﬁ(ttery 62@aﬁis ia not fequirego Theesystare dias ﬂ[ﬂDAI
%%Z"SQEa%%aéﬁ%%ﬁﬁﬁiciiaﬁaééééﬁ%gﬁ S bere %Bé?s?ﬁ@%?tﬁg onle: i meEl | beo
i or hat G F LGRS B8 S A b Toarierd il drg R e B BRI 5P oun

i nf or matgceHuhor 3dd}b§rt9ﬁrﬁéo?'}é 11 BRYER 1Bt3H vBRdRatIagh VeshadodnPRYOENt by
the systemand its account information has been stored in the VPL

di r ect orand326uldratheir hake dder’ S pusin ayimgay dirsctlytd theirdDDveby Satings payee' s
account information can be conmrunicated to payee's bank in real tine when
an onl i rscpurichEde For example, asoinsaabed aboye with Tespsstinthetpan awopgyee can
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[ 00176] ﬁ%}’éﬁ@ﬁt"b\fﬁ&é’ay@% &%}Sﬁﬁf.s account information can be securely
C 0 theée payor

comuni s bank t hrough the online session between the
payor ar[@d0174] In an alternative embodiment, the user is able to key in some other

identifying information with respect to the payee (e.g., payee’s name 1400) and the
system will retrieve the payee’s VPL account number 1300 or DDA/Savings account
number 1420 from the VPL directory 325. In this manner a payee does not have to
establish a VPL account 1300, nor does it have to provide a payor with its
confidential DDA account information 1420. This information (e.g., 1420) can be
hidden from the payor by the system.

[00175] Although Figure 14 illustrates that the payee’s information resides in
the VPL directory 325, this is not required. For example, in connection with the
Online Shopping embodiment of the present invention as described above in
connection with Figure 2, a particular Internet merchant might not be a subscriber to
the system (i.e., the merchant has established a VPL account). In this embodiment, a
payor is still able to push a credit to the payee’s DDA account as long as the system
has a mechanism for obtaining the payee’s DDA account number (and associated

bank routing information as described above). The system can obtain this



t he payee. For exanple, the payee's account information can be encrypted,
comuni cated to the payor, who communi cates the encrypted account

i nformat vo@01/9919t s bank that decrypts the account i nfornB€T/ORIZRRY s abl e
to push a paynent to the payee's account. In this manner, the payee is
able to protect its confidential acco information and yet is able to
receive credit pushes from any payee over the EFT network in accordance
with the princjiples of the present invention, [Q0177L Al t hough the present
i nvent i dpIGAIAtIORdR adeariaty DE@ncang. Ad previewshiodesgebed.dbe 2D Anassaraent s

t her eof ,. ny .ot her wvariations and ot uses wi| e apparent.to those
ki1 ea infPiitsRhrtor oS badtotateBRE afehb etk s Bushed B ABRL % rwent i on
be limt Ff e edl ' h ist and
scope of Trise pets s ConRglirhrhafs bk fotp s L Gl 2 Bufls®),
syst em figddef froed sRpanarse! Lkémaniel &s dcbgurmtiaf@matian®m tsd ng:  at

| east one account syg?er% oper at ed gﬂ%r%&r%sts instituti ona, the at | east one
account ysmuncatiditogiayeats bankl inredl tinpe efheal aaconlors purphgsesistbeimgount s for a

plurality of custoners of firsf bank, at_l|east one of the plurality of
cust onercsonﬁagﬁeﬁgtln 1gephdhe Pmdla%ctkyr@mmmca%ﬁw AGCONHIA K

firet banin st B 4 ned0Th bRRE SR He P B TSP iR RE o p® 1
i nfor rratlgag,@gsro@bgﬁﬁgn&*&ngﬁgngermnd deposit account of the at |east one
custoner and related to the electronic paynent account of the at |east one

cust oner[00&n6] a cuAttenetively, ¢hid payeetsoageoant infotnietict cdrebes sequnelyac count
system the custoner interface providing an interface for the plurality of
cust onereonunisatest to the peyor s bank tvongh theserline assionhatwaen thepasior sad

accepti a co nd froma,first ,customer .to transfer funds, fromthe first
cust omertie PAVER F OB n iR PAYEE S AEORRS TP RAUSR AICOAYRIER account  of

anot her cyshafffated R%he lb%&/Sﬁr%\r/hci B EhhRc LS ﬂﬁ@sefn@fyrﬂtg@ account information
to its bank that decrypts the account information and is able to push a payment to the

payee’s account. In this manner, the payee is able to protect its confidential account
information and yet is able to receive credit pushes from any payee over the EFT
network in accordance with the principles of the present invention.

[00177] Although the present invention has been described in relation to
particular embodiments thereof, many other variations and other uses will be
apparent to those skilled in the art. It is preferred, therefore, that the present
invention be limited not by the specific disclosure herein, but only by the gist and

scope of the disclosure.



the command to the at | east one account system which effectuates the
commanded transfer of funds. 2. The systemas recited in claiml, wherein
the at | 8e@01/M9¢9 account system automatically funds the BETNUS@E00INE
custoner's el ectronic paynent account. 3. The systemas recited in claim
2, wherein the at |east one account system automatically funds the at |east
one custoner's electronic paynent account by w thdrawi ng funds fromthe at
| east one custoner's demand deposit account at the first bank. 4. The
system as recited We cdhimim 3, wherein the withdrawal of funds fromthe at
| east one custoner's demand deposit account at the first bank occurs in
real tine. 5. The kyAtsystes forefftddating eleeironid payhesnes, thasypsiéance of the at
| east Wgﬁﬁgmr s el ectronic paynment account triggers the automatic
f undi ng. '9019 PCT/ US01/ 20029 71 6. The systemas recited in claim
5, wherein if the #dezshosehgrountisysiom eperateddyhe lisstinstintions the adlessiat i c
fundi ng { } ; S¥St i t i gt » the at
9 dr® dcebBfIESREbm Baalﬁﬁ%%ﬁétﬁﬁ%ﬁ% 'b];? Slneﬁgt%n}]dgp% 1P o8 i6t &

| east one account system auf Jeast one custoner's
by PERUSIATISSR AF & of

el ect r orRlBrabiy RE RUStaEestAf a firgfhank., at 1@a$ttor@a?fd{1§@élgahfy cysiemgrs having one
cust onera démardd8esosit £IVoakt sebe ek banke! ai m 2, wherein the at |east one

account system aut tically funds econd custoner's el ectroni c _paynent
account by request B%g‘ Pﬁ?ﬁ%éler Q%m(f%fi %’e@ﬁﬁﬁ@éﬁ%‘? f‘ccé)&'@iﬁ}ﬁte@f ar{cﬂ%o nd
cust onertodhe firstdnakk, thefbankenterfacemransmiftingstndaeoéiviiy; fiiecisysmfemmatson eci t ed
in clai (.S ' i g
rouse. (ALged i HenfRlp %%@Sﬁ%g@&éﬁq%@@?ﬁr P GO Bt EIY, en
f rom t heelgétrastic paymentacacans af theeat least ouglustomeacdyst em 10. The system
as recited in claimsyoifae Irﬁéﬁa%@@otﬁﬂﬁad fPtHe RMasBOREO H%ourﬁ%?&t@ﬁi, the
automatically sweeps funds_.in the af ast one custoner's efec ronic
paynent custorier interface providing an interface for the plurality of customers to the at least
one account system, the customer interface accepting a command from a first
customer to transfer funds from the first customer’s electronic payment account to an
electronic payment account of another customer, the customer interface transferring
the command to the at least one account system which effectuates the commanded

transfer of funds.

2. The system as recited in claim 1, wherein the at least one account
system automatically funds the at least one customer’s electronic payment account.

3. The system as recited in claim 2, wherein the at least one account
system automatically funds the at least one customer’s electronic payment account
by withdrawing funds from the at least one customer’s demand deposit account at
the first bank.

4. The system as recited in claim 3, wherein the withdrawal of funds
from the at least one customer’s demand deposit account at the first bank occurs in
real time.

5. The system as recited in claim 3, wherein a balance of the at least
one customer’s electronic payment account triggers the automatic funding,.



account into the at | east one custoner's denmand deposit account at the
first bank. 11. The systemas recited in claim 10, wherein the at |east one
account w@st/ggmaut omatically sweeps funds as soon as thepCEUSOW2EM ved in
the at | east one custoner's electronic paynent account. 12. The system as
recited in claim10, wherein the at |east one account systemautomatically
sweeps funds on a periodic basis. 13. The systemas recited in claim12,
wherein the periodic basis is sel e‘ctefdlfromthe group of daily, weekly and
nonthly. WO 01/99019 PCT/ US01/ 20029 72 ~ 14. The systemas recited in claim
10, wherein the at | east one account system automatically sweeps funds if
a bal ance in the @tThespitems rect¢direclasn 6l edicrainiifthedryamset fatls dbolow a

cust omip bRl e Ay HBIG AR RulBEltnpenr e that the first bank is
operating the system 16. The systemas recited in claim1, further

conprising a sec t4 i bh 1 A first
barrlnlz. 17. gThe Syg{.g&hggﬁ%@gﬁé{sg‘gcﬁ%‘g %?%1%6%%§é?%%%é%@cur eoﬁgﬁnecti on
is a pysieat auteataiisrlly fueds theat dgast ane gustpmier sedeqtyprds pRywnest aggeupkfiam he

Secur e £a88R ehtPicdotmpof e Rdbasdonb cagdRRE! i on. 19. The system as recited
inclaiml, wherein the first institutionis a second bank. 20. The system

as recited in claim19, further conprising: a second account system
oper at ed by the <scThelspsiak,astibeitsenoeldin Q¢ obrieintlys helvaseonet aicoung a

cust omsy g lbinaicnfl S6AACTFR AR RS Bl SuicHn B sl B oo ¥
accountregysstisg fundhérode awlethandpleposit acemun of yssesomdwistoniariatg anlienand
deposi tq; e Honh Me Abst'baAR!

9. The system as recited in claim 8, further comprising an interface to the
Automated Clearing House (ACH) system, wherein the request for funds from the bank
different from the first bank is transmitted through the ACH system.

10. The system as recited in claim 1, wherein the at least one account
system automatically sweeps funds in the at least one customer’s electronic payment
account into the at least one customer’s demand deposit account at the first bank.

11. The system as recited in claim 10, wherein the at least one account
system automatically sweeps funds as soon as they are received in the at least one
customer’s electronic payment account.

12. The system as recited in claim 10, wherein the at least one account
system automatically sweeps funds on a periodic basis.

13. The system as recited in claim 12, wherein the periodic basis is
selected from the group of daily, weekly and monthly.



one of the second plurality of custoners. 21. The systemas recited in
claim 20, wherein the second account system is coupled to the custoner

i nt erf acayovheoeust oner i nterface providing an interface POT/USe®OXecond
plurality of custoners to the second account system the custoner interface
accepting a conmand from any of the second plurality of second custoners to
transfer WO 01/99019 PCT/ US01/20029 73 funds froma source electronic
paynent account in the second account systemto a destination electronic
paynent account in either the at | east ‘One account systemor the second
account system the custoner interface transferring the conmand to the
seconﬂ account slyistEhe switern ssfrbeitddiat daint 16, whorsim dedattleastDheracoburftunds.
22. T t S.reait ' i 1 ergin the custoner interface is
cont 1 67 S AR ARER S B ebf SRR i h Bty B M dP SR sk SRefffe .
bank aqeysEnt hecount eikeests wiheeshobdbunt system it appears that the first bank
is operating the system and wherein the custoner interface is further
configured such that when any of the second lurality of custoners, of the
second bank accesk-thie sytenpsdeeibishin dlgior dnvherein eapustomgrintemacesiscond

bank i ronsceichthitie apyedrs thai2Be fiTfibankss 6peating €6é bslehn claim 1, further
conprising: a plurality of additional account systens operated by the first

institution, each of the plurality of additional account systens
correspondi ng to 1%. rEspeystemensaneital in claiph Uy firthey compaibilig h se@lrebanks, the

01 cct r oo SR AR e BB B ey s "or “The bl bral ity o

addi ti onal banks. 24. The systemas recited in claim23, wherein each of

the plurality of |adghdianah ASEON i ARHETE, FRErHOUR SlubOciifchants o
ing a

interface, the bank 1nt ace provi secure interface between denmand
deposi tPrHEEOBAVEYst ens at the respective plurality of additional banks

and the plurality of additional account systens. 25. The systemas recited
in claim23, whe ustoner. interface _is, configured such %.hat when

i h
any of the cust oy STRE SYSEMARdPailsd i QR dG Phefah tiseare otnectiof s &

direct dial connection.

19. The system as recited in claim 1, wherein the first institution is a
second bank.

20. The system as recited in claim 19, further comprising:

a second account system operated by the second bank, the second account
system maintaining a second plurality of electronic payment accounts for a second
plurality of customers; and

a demand deposit account system coupled to the second account system,
the demand deposit account system maintaining a demand deposit account for at least
one of the second plurality of customers.

21. The system as recited in claim 20, wherein the second account system
is coupled to the customer interface, the customer interface providing an interface for
the second plurality of customers to the second account system, the customer interface
accepting a command from any of the second plurality of second customers to transfer



access their respective account systemit appears that the custonmer's
respective additional bank is operating the system 26. The system as
recited iwoel/gdom® 1, further conprising an interface to theT/ES&0029i C
Funds Transfer (EFT) network, wherein the financial information related WO
01/99019 PCT/ US01/ 20029 74 to the demand deposit account of the at |east
one custoner and related to the electronic paynent account of the at | east
one customer is transferred over the Eﬁ{ network. 27. The systemas recited
in claim?26, wherein the financial information 1is the transfer of funds.
28. The systemas recited in claim26, wherein the EFT network is an

Aut omatfaddd élohe s sdtuciei diectfohid/ban@tipadcoudPin thogesysd scoonsit kystémead ai n cl aim

dorrana SrSBAF sEETaR P tent e fowl 3 SRhe MY 10} Spf S sMeRSRE,
conpr i sieagndiacesmb spstenmd itheeanstomer miterfanesranséerrisigrtbe commanshtoathaisagoreh
| denti fdc%ﬁgﬁﬁéres%ﬁ ﬁﬁ{ééh Bffeétﬁﬁteg 'tltfigé)%l]ﬁ-ﬁ/an%d tONST? @ d @ correspondence

bet ween t ations an ectronic paynent accounts of the
plurality of custoners. 31. The systemas recited in claim30, wherein

t he{ e are a p:ju \rl\%i.tffhé’%%stéﬁgdﬁtx’ééi;té‘@ﬁit éRsn m,rmieﬁégn @1&? &uh\s%omlteyhﬁéﬂﬁae i@,}‘
custoners,, an rein the identifications. include ea ne e
idr oo COEIENR] PERIRabBog Y od the, bGHT DT castomers o Js Bt bank BEseaabs
c: ai rr} Cﬁi,lea/s:cnene hocduir kgsteneit appears dhdtithre kst badknig bperaahpahs sfaemeand of the
pl urali us [S,: Leln. t i £ | | nclude at l.east
one ni c\&ﬁ%{%@ @grctl%%%alﬁquaﬁ\gigﬁtﬂ% ng\glgﬁ.%gfr %Jcﬁa%@%t \%ﬁgn %bg%’g #?ea%e%lo Bt ed
i n cl aiptusdity whevstomerhef thessegond phuis a¢desy thef secoddaceduntaystensitiappearach of
t he pl | \@fgﬁg the identifications include a cell
phone #&%@%%Fgénﬁ?&f%@@g%%%@ t e@(i:lgst oners. 34. The systemas recited
in claiml, wherein the custoner interface conprises:
23. The system as recited in claim 1, further comprising:
a plurality of additional account systems operated by the first institution,
each of the plurality of additional account systems corresponding to a respective one of
a plurality of additional banks, the plurality of additional account systems maintaining a

second plurality of electronic payment accounts for respective customers of the plurality
of additional banks.

24. The system as recited in claim 23, wherein each of the plurality of
additional account systems are coupled to the bank interface, the bank interface
providing a secure interface between demand deposit account systems at the respective
plurality of additional banks and the plurality of additional account systems.

25. The system as recited in claim 23, wherein the customer interface is
configured such that when any of the customers of the plurality of additional banks
access their respective account system it appears that the customer’s respective
additional bank is operating the system.

26. The system as recited in claim 1, further comprising an interface to
the Electronic Funds Transfer (EFT) network, wherein the financial information related



WO 01/99019 PCT/ US01/ 20029 75 a paynent request nodul e, the paynent
request nodul e accepting a request for paynent froma second custoner, the
paynment meQuestrinhodul e communicating the request for payP€MuseiRosst hird
custonmer. 35. The systemas recited in claim 34, further conprising: an
emai|l facility coupled to the custoner interface, wherein the request for
paynment is communicated to the third custonmer through the email facility.
36. The systemas recited in clai m35,7 erein the request for paynent
relates to a potential payor that does hot have an el ectroni c paynent
account, and wherein the request for paynent is communicated to the

pot ent italthepamand depoghaddoant efrdid atfleafsit bhe Yustdmer bind reméde’m ths eletidnge i n

claim 36, wherein request, far ment ses e system
“her eby RERE Bttt of e SRIEEt r ool RSt et SRR Bpe BB Ab R e B
the system 38. The systemas recited in claim37, wherei n the potenti al

payor satisfies 2‘7“91“1%a taLQ‘E’:ClP&V 51 269%@{3&1#1%1% fi c?ﬁﬁeﬁwn

payment, account and e reques payme rom ronic
paynentis Hecsysier <8f9ﬁ11Tdﬁe syst em as reci ted inclaimai, furt her conpri si ng
anermai| facility operable w't h t he custoner interface, wherein a custoner

desires to make nt to 0t ent i al ye e ntial payee not
havi ng an el ect r G cIBRSYRFR asdesihi M 1REn 20 i dd ﬁ?&%weﬂ&s&ah ng the
pot ent i AdtopayedTell¢oMasRineoEIVl) aletweankee. 40. The systemas recited in
claim 39, wherein the potential paynent communicated by the email facility

conprises a link to the system whereby the potential payee can retrieve
the potential pay¥enthe bhystemrastroeiteal/st daim A6, 0hefdo 1ige BET/ndb00loBR9 76

account Ty Lo L B i e e e T D avee and wherei n
t he potenti al
30. The system as recited in claim 1, further comprising a customer
dlrectory, the customer directory containing an identification of each of the plurality of
customers and a correspondence between the identifications and the electronic payment

accounts of the plurality of customers.

31. The system as recited in claim 30, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include at least one email address for at least one of the customers.

32. The system as recited in claim 30, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include at least one nickname for at least one of the customers.

33. The system as recited in claim 30, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include a cell phone number for at least one of the customers.

34. The system as recited in claim 1, wherein the customer interface
comprises:



paynent is communi cated fromthe custoner's electronic paynent account to
the electronic paynent account established on behalf of the potenti al
payee. 430 Mheosystem as recited in claiml1l, wherein a cuBCDUSILI/MEi res to
make a paynent to a potential payee, the potential payee not having an

el ectroni c paynent account, the system further conprising: a potential
payee el ectroni c paynent account established for the benefit of the
potential payee, wherein the potenti al »paynent is conmuni cated to the
potential payee electronic paynent account; and a physical card linked to
the potential payee electronic paynent account, wherein the physical card
is sent to the pafgatrhet mqymﬁmdkﬁﬂe,ﬁkhlspaymt equetifmotiuletdcogptédgest roni ¢
payments, t system. conmprising.. an eleectroni c paynent _accpunt system
boor at daapdy ok Sipa gy Sefo R o R e ERR R S i g &

pl ur al icommfinishting thaniaugsiyioe payaecobtma thifdbeusdomlenr al ity of custoners of
the bank; a bank interface coupled to the electronic paynent account system

and coupled to a demand deposit account, system of the bank, at |east one
of the plurality 3% The:sydemras raeiechis ¢laims sdntirthes somprstrGunt mai nt ai ned

in the demand depgsémagselln! coled BMhetdiRtdingkintdHiRk! Mberdih asFigubsiTer and
recei ving financi al |n$?grér§$]ﬁlor} ra{at ed to,the emand fle osit account of
the at R t SheOTRUNGALE ertardicugtonaer theoughdbe ek lachtynent account of
the at | east one custoner; and a customer interface coupled to the account
system the cust r—.nterface royi di;n | hter. e for t |urality of
ot oner s to t he by HbRrE el Rhn e 33, WL P B PR
conmandelatesosa potestialopegootieat doss nothavean Elenttonicrpaymdus atcowtt, amlist oner' s
el ectrqm QN er

cust onet < PRC TR 16 g R e T M TR n iR SR

one accFal acél}'%’tem whi ch effectuates the conmanded transfer of funds. WO
01/ 99019 PCT/ US01/ 20029 77

37. The system as recited in claim 36, wherein the fequest for payment
comprises a link to the system, whereby the potential payor can satisfy the request for
payment through the system.

38. The system as recited in claim 37, wherein the potential payor
satisfies the request for payment by establishing an electronic payment account and
making the requested payment from the electronic payment account.

39. The system as recited in claim 1, further comprising an.email facility
operable with the customer interface, wherein a customer desires to make a payment to
a potential payee, the potential payee not having an electronic payment account, the
email facility communicating the potential payment to the potential payee.

40. The system as recited in claim 39, wherein the potential payment
communicated by the email facility comprises a link to the system, whereby the
potential payee can retrieve the potential payment through the system.



44. The systemas recited in claim43, further conprising an interface to
the El ectronic Funds Transfer (EFT) network, wherein the financial

i nf or mat ivodot/edosd ed to the demand deposit account of theP@t/USezdv29nNne
custoner and related to the electronic paynent account of the at |east one
custoner is transferred over the EFT network. 45. The systemas recited in
claim44, wherein the financial information is the transfer of funds. 46.
The systemas recited in claimd44, wh in the EFT network is an Automated
Tel l er Machine (ATM network. 47. The systemas recited in claim44,
wherein the EFT network is an Automated C eari ng House (ACH) network. 48.
The system as rechlt €bh¢ sygieraianrédited wr dlbgn 40pwheresn ag ebectitoniop®yment

the pl deEptt)S sP O hE Bharnt 3fs BufsRALARCLER %ﬁ%ﬁh@%o‘?@m‘fﬁm“ o
i dent i fpawman@ mscemohunieated Gom thei aispaperds electiosisyraymeantt achmﬁ;iltq td ity of
ol ur a rsetite pARAReRY RIBThAS LA L BLA (e PortiBl Bl f e Comer s and

wherein the identifications include at |east one ennil address for at
| east one of the 42UST Stem 3 redib®l ﬁ]ycﬁhﬁlmlaﬁ/héﬁéihta%stdﬂn@cwsffbél&) mARer ei n

cust ondr v iaf thddiag w@?&%% bpfeie B oy TG S EaBHRbme h are
:‘Ag;rglt ndcteﬁzﬂritedger&sgtsfemlﬁmhm ﬁng‘Sé The s%/;st emas recited in claim 48I t
of custoners. and: CEPHATPAYRE st e PAb BB SHpRAS g EnBt b . ¥
for at theagten@abp@feer, meheeeinttherpotentialpgymedds sopomnisted 20 Gxopatentisl2.  The
syste rp?a ek BRdchedid d%ﬁh@ﬂt@cé@unt""&ﬁ&e' n the custoner interface conprises: a

paynmen equest no frent request nodul e accepting a request for
payment from a sdcRidicalse ced tocths Dpieniial payreclectrorigpayment account,

wherein the physical card is sent to the potential payee.

43. A system for effectuating electronic payments, the system
comprising:

an electronic payment account system operated for the benefit of a bank,
the account system maintaining a plurality of electronic payment accounts for a plurality
of customers of the bank;

a bank interface coupled to the electronic payment account system and
coupled to a demand deposit account system of the bank, at least one of the plurality of
customers having a demand deposit account maintained in the demand deposit account
system, the bank interface transmitting and receiving financial information related to the
demand deposit account of the at least one customer and related to the electronic
payment account of the at least one customer; and

a customer interface coupled to the account system, the customer interface
providing an interface for the plurality of customers to the account system, the customer
interface accepting a command from a first customer to transfer funds from the first
customer’s electronic payment account to an electronic payment account of another
customer, the customer interface transferring the command to the at least one account
system which effectuates the commanded transfer of funds.



comuni cating the request for paynment to a third custoner. 53. The system
as recited in claim52, further conprising: an email facility coupled to

t he cust ov@p1/9901erf ace, wherein the request for paynent PET/ESmRINIICated to
the third custoner through the email facility. 54. The systemas recited in
cl aim53, wherein the request for paynent relates to a potential payor

t hat does not have an el ectronic paynent account, and wherein the request
for paynment is conmunicated to the potﬁﬁtial payor through the ensil
facility. 55. The systemas recited in claimb54, wherein the request for
paynment conprises a link to the system whereby the potential payor can
satisfy the request for paynent through the system 56. The system as

ited i | ai , int . i i.Sf i t f
bayrent by ost ablPenr oSl ddpe e iaBh AR M Eher RPN shficf BT T
r equesttbel Bbeofrome Fimdsnl tansfe G aetwopa ywheneindbe dumanciab infolinetiay seletedas
reci t edgifle Qb ALY ﬁggogi‘r' ﬁéég)%t EPHRY 4344 ofAB cgé‘%h{erfaﬁﬂ'rlelatt A tPRR AR ok th
the customer interface, wherein a customer desires to make a paynent fo a
pot ent iRAYEY aecours o1 the ahlenstionsgrstormen is irapstegredrover die E&H retyaylkent

account, the emil facility comunicating the potential paynent to the

potential payee. /99019 PCT/.USP1/ 20029 .79, 58. The system.as recited
o Clai m 57 aherd il S SamTPocby Taie 44: Sheirn df Sattgal REsrtan
facili tiy tieconmpidfsiesf funldsnk to the system whereby the potential payee can
retrieve the potential paynent through the system 59. The system as
recited in claim58, wherein an el ectronic paynment account is established
for the benefit of6.tTHee pyttemtasakciped/meclaim 4dhwheiain theEfdtnatwiodst is gmy nent
i's commupy OM\AREi —ﬂ(}ﬁr' ctronic paynment account to the

el ectroni gﬁ%§%%{l accalgglnlfet@sta Iﬁegvﬁg%?on behal f of the potential payee.
60. The systemas recited in claim43, wherein a customer desires to nake
a paynent to a pfEnTh@kyfames retitel ROL18HH 4al whense tROEFTaariass an

I h
o eCt T O omated Clearing House (ACH) network.

48. The system as recited in claim 43, further comprising a customer
directory, the customer directory containing an identification of each of the plurality of
customers and a correspondence between the identifications and the electronic payment
accounts of the plurality of customers.

49. The system as recited in claim 48, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include at least one email address for at least one of the customers.

50. The system as recited in claim 48, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include at least one nickname for at least one of the customers.

51. The system as recited in claim 48, wherein there are a plurality of
identifications for each of the plurality of customers, and wherein the identifications
include a cell phone number for at least one of the customers.



paynment account, the systemfurther conprising: a potential payee

el ectroni c paynent account established for the benefit of the potenti al
payee, wwoei/mothe potential paynment is conmuni cated to ther/pstieodival
payee el ectroni c paynent account; and a physical card linked to the
potential payee el ectronic paynent account, wherein the physical card is
sent to the potential payee. 61. A systemfor effectuating an el ectronic
payment between a payor and a payee uging an El ectronic Funds Transfer
(EFT) network, the payor having a payor account at a payor institution and
t he payee having a payee account at a payee institution, the system
conprising: payee directory, the payee directory containing at |east one
identification : r denss; ast one
i dentification ag%.?2%sﬁ?%@ﬁa@%%@%&ﬁ?cgﬁﬁfﬁg payegpgﬁgﬁﬁgﬁ%ggﬁg&%kgirst
sof t waf@lPgAgonent coupled to the payee directory, the first software
conponent accept j pgyhieat AdqueSPHodANRS thelSAirhéGBEhER n@sthl@ Accppiiala Of the
paynent froqgthe a ?ﬁj the first %oft e congonent enerating a paynment

" net r UESAUSH POUORYIEYF figm RSCERRENSINET. dht PAVDCRHEUPSTRoGEount and an
anount cefnivgcgimgnthetreqiidse foif paysheisabdtavwhird custopmsrent further conmmuni cati ng
t he paynent authorization to the payor institution; and WO 01/99019

PCT/ US01/ 20029 80 a second software conponent at the payor institution
coupl ed to the fb3stlhesystenaneraotedonetainedil) fodhet eatnpusinige EFT net wor k,

the second softwgy %}@?ﬁﬁ%ﬂﬁ?.tcogﬁlf‘e?l&%);ﬁéﬁ 9}1%8?}?2 HERAL e, WS 38 for

transmtting fromthe payor-jnst payeé instrtutio hr ough
t he EFFayieeRiosicogpnmmraieddgithe thisd agdomeptuongh thryemad feeility. in t he amount

of the paynment. 62. The systemas recited in claim®61, wherein the at |east

one identification, s an email address.for, the payee. 63. The system as
oo ted i cf a 81 ThaRErh s Festied ih ST ShoviierSn (he requsst for payiment

relates to a potential payor that does not have an electronic payment account, and
wherein the request for payment is communicated to the potential payor through the
email facility.

55. The system as recited in claim 54, wherein the request for payment
comprises a link to the system, whereby the potential payor can satisfy the request for
payment through the system.

56. The system as recited in claim 55, wherein the potential payor
satisfies the request for payment by establishing an electronic payment account and
making the requested payment from the electronic payment account.

57. The system as recited in claim 43, further comprising an email facility
operable with the customer interface, wherein a customer desires to make a payment to
a potential payee, the potential payee not having an electronic payment account, the
email facility communicating the potential payment to the potential payee.
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payment account, t)(w system further comprising:

a potential payee electronic payment account established for the benefit of
the potential payee, wherein the potential payment is communicated to the potential
payee electronic payment account; and

a physical card linked to the potential payee electronic payment account,
wherein the physical card is sent to the potential payee.

61. A system for effectuating an electronic payment between a payor and
a payee using an Electronic Funds Transfer (EFT) network, the payor having a payor
account at a payor institution and the payee having a payee account at a payee
institution, the system comprising:

payee directory, the payee directory containing at least one identification
of the payee and a correspondence between the at least one identification and the payee
account at the payee institution;

a first software component coupled to the payee directory, the first
software component accepting the at least one identification and an amount of the
payment from the payor, the first software component generating a payment instruction
identifying the payee institution, the payee account and an amount of the payment, the
first software component further communicating the payment authorization to the payor
institution; and
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to a potential payee, the potential payee not having an el ectroni c paynent
account, the email facility communicating the potential paynent to the
pot enti aw@ayem®19 72. The systemas recited in claim71, wheT/@so/20n®
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gener atjtigstifcArE Atnickieahe forcihkipaped.dent i fyi ng the payee institution, the
payee el ectroni c paynent account and an anount of the paynment, the first
processor further comrunicating the paynent identification to the payor

institution; a segbrthgsytenssireaited meclmay 61, whetdin tid ainleasiwpeed to the
First RROGESSRHon is a cell phone number for the payee.

65. The system as recited in claim 61, further comprising:

a third software component at the payee institution coupled to the EFT
network, the third software component receiving the EFT credit message and crediting
the payee account in the amount of the payment.

66. The system as recited in claim 61, wherein the first software
component comprises: :

a payment request module, the payment request module accepting a
request for payment from a second payor, the payment request module communicating
the request for payment to a second payee.

67. The system as recited in claim 66, further comprising:
an email facility operable with the first software component, wherein the
request for payment is communicated to the second payee through the email facility.



and coupled to the EFT network, the second processor receiving the paynent
identification and communi cating fromthe payor institution to the payee

i nstitutiveaoredenough the EFT network an EFT credit nessagRCT/@pO1E9e% i ng a
credit in the amount of the paynent. 76. The systemas recited in claim
75, further conprising a third processor at the payee institution coupled
to the EFT network, the third processor receiving the EFT credit nessage
and crediting the payee electronic paypent account in the anount of the
paynent. 77. The systemas recited in claim75, wherein the payee
institution is the payor institution. 78. The systemas recited in claim
75, wherein the pédycrhasysteayasaecigidsintalaim 66 pahatain theraguasisfoapaymentnd
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the Potg tiln,fil lthé) ?glq%rested payment from the electronic payment account.

71. The system as recited in claim 61, further comprising an email facility
operable with the first software component, wherein a payor desires to make a payment
to a potential payee, the potential payee not having an electronic payment account, the
email facility communicating the potential payment to the potential payee.

72. The system as recited in claim 71, wherein the potential payment
communicated by the email facility comprises a link to the system, whereby the
potential payee can retrieve the potential payment through the system.

73. The system as recited in claim 72, wherein an electronic payment
account is established for the benefit of the potential payee and wherein the potential
payment is communicated from the payor’s electronic payment account to the electronic
payment account established on behalf of the potential payee.

74. The system as recited in claim 61, wherein a payor desires o make a
payment to a potential payee, the potential payee not having an electronic payment
account, the system further comprising:



satisfies the request for paynment by establishing an el ectronic paynent
account and neking the requested paynent fromthe el ectronic paynent
account. vad01/990¢9 system as recited in claim?75, further chapUsel20g%an enai l
facility operable with the first processor, wherein the payor desires to
make a paynent to a potential payee, the potential payee not having an

el ectroni c paynent account, the email facility communicating the potenti al
paynent to the potential payee. 85. Thg,systemas recited in claim 84,
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electronic payment account at a payee institution, the payee further having a demand

deposit account at the payee institution, the system comprising:

a first processor generating a payment identification identifying the payee

institution, the payee electronic payment account and an amount of the payment, the
first processor further communicating the payment identification to the payor
institution;

a second processor at the payor institution coupled to the first processor
and coupled to the EFT network, the second processor receiving the payment
identification and communicating from the payor institution to the payee institution
through the EFT network an EFT credit message representing a credit in the amount of
the payment.

76. The system as recited in claim 75, further comprising

a third processor at the payee institution coupled to the EFT network, the
third processor receiving the EFT credit message and crediting the payee electronic
payment account in the amount of the payment.

77. The system as recited in claim 75, wherein the payee institution is the
payor institution.

78. The system as recited in claim 75, wherein the payor and payee
electronic payment accounts are demand deposit accounts.
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79. The system as recited in claim 75, further comprising:

a payment request module operating on the first processor, the payment
request module accepting a request for payment from the payee, the payment request
module communicating the request for payment to the payor.

80. The system as recited in claim 79, further comprising:
an email facility coupled to the payment request module, wherein the
request for payment is communicated to the payor through the email facility.

81. The system as recited in claim 80, wherein the request for payment
relates to a potentiél payor that does not have an electronic payment account, and
wherein the request for payment is communicated to the potential payor through the
email facility.

82. The system as recited in claim 81, wherein the request for payment
comprises a link to the system, whereby the potential payor can satisfy the request for
payment through the system.

83. The system as recited in claim 82, wherein the potential payor
satisfies the request for payment by establishing an electronic payment account and
making the requested payment from the electronic payment account.

84. The system as recited in claim 75, further comprising an email facility
operable with the first processor, wherein the payor desires to make a payment to a
potential payee, the potential payee not having an electronic payment account, the email
facility communicating the potential payment to the potential payee.

85. The system as recited in claim 84, wherein the potential payment
communicated by the email facility comprises a link to the system, whereby the
potential payee can retrieve the potential payment through the system.
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86. The system as recited in claim 85, wherein an electronic payment
account is established for the benefit of the potential payee and wherein the potential
payment is communicated from the payor electronic payment account to the electronic

payment account established on behalf of the potential payee.

87. The system as recited in claim 75, wherein the payor desires to make
a payment to a potential payee, the potential payee not having an electronic payment
account, the system further comprising:

a potential payee electronic payment account established for the benefit of
the potential payee, wherein the potential payment is communicated to the potential
payee electronic payment account; and

a physical card linked to the potential payee electronic payment account,
wherein the physical card is sent to the potential payee.



