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METHODS AND APPARATUS FOR VPN SUPPORT I N MOBILITY
MANAGEMENT FI ELD OF THE | NVENTI ON: The present
WO pawsnri7an rel ates generally to the field of npOI/UB10p5/028483
managenent in comruni cati on systens and nore
METHEDPS ANRIABPARATRISIEOR VPN STRRORTUN MOBHLIW MANAGEMENT
alternative architecture that provides support for
Virtual Ppvate Network (VPN) forwarding for end nodes,
FIE FT \" iin nobile systems. BACKGROUND:
Mobile EP (MP) is descpbed in a nunber of docunents
devel oped in the EETF (Internet Engi neepng Task Force)
( Mvaipiestiit.invegtipn rel MBR ggareentiyde shef fixrld wbimiobility nrmaagegreeme it
for a Mbile Node address (HoA) b .
commuaRapiai: §YSHENY fe‘dgmomtsa?ﬁﬁgb%”ﬁf dy ”EHHQétaéd ?H‘F%i’(a‘g\? for providing an
altem?t?\‘;ee;iry}ﬁ%cﬁfre fhal ﬁlﬁ?ld@g %Hgoﬁ"f@ VirgRfps had Narweorlli(Vesh %erardmo for
rom a Correspohdent source address to a
end nbited, e.goMurbils I\h)thrﬂaoielenﬂyStAder ess (CoA), at which the
MN HoA is routable. Typically, the MN CoAis the
address of the Foreign Agent (FA) within the Access

BACROGHOGUND® Which the MNis directly attached, i.e ,

connected to without an internedi ate node being
present bet ween the Access Router and MN Simlarly,

eL.Sp", i ve ; Le
PSS A eSO AT R o g g e
Englrfebxﬁ?ng'%slksl:i'dﬁ@)awmdie[feﬁg)i ndIppokieles fosmestelityeanagement for a Mobile

redi rected cﬁ_acket is retneved fromthe redirecti

NOd%WeIfIO‘H‘ﬁéd BiVEPAe &Y B Up&r (PARENS Paclkﬁiﬁttlimﬁge received at a
Homébg ﬁA? I"a‘?ld%tQ?esctJﬁ%?etd' 2 a¢YrRgSondMhi NS CO)'ASB/Grcmddress toa

fween and the HA, maintains the .
MN Hio¥ tow ardi a@/ﬂ‘dtcarhef MAdrassd Gore, FAyhiecndie MN @ isiroutable. Typically,

h ne A va s the, MN VEeSs. bet ween Ac
the VREians teraadiess o Rl e BEATRURRAHE Rhe S BEaRp g vhich the
MN if. Hl@erﬂ@‘ A ESEASi & Wnh8de PGBt AP IntdiRddRELAd @R it prédeat between
HA MNs are allocated HoAs from said adverti sed

the Apcreé$ Rnetsr angl Mﬁé@umlatrlbfamacmé keseived gihedd fromdhel YN Hbatygre directed

o R LRSS B AT ORI AR iy e

redire¥Ry packed i ﬂetf&;dre@ frowi the kiectingykackstiant fe@cindddNb yomnaralard Internet
single FA having a unique |ink-| al\éer addr ess _The

routmgor@wmdpyhe@Néiematlpna@drgenh@l’érgna 23 PyRspRERd ang thedA,
mamlFﬁa tﬁéMW?b{(. I\EN mm’ﬁfl% 4 bR IEAQKG LIRVEL, Y, G@tes it to each new
a I nk-1aye r

ress o r mes that carry the packet
CoA oMe¢ ad tlhe M cenes betnleen RaeeskRotiteen(HAG),\aad dianmrekccss shegyputing
g.the

orol TR HIEi i 0 B 85O 5 R B SR 8o

HoAd ﬁ@rﬂtshlfd'a%dex%‘{%d-rﬁl'@ﬁfe% th Q%r@@ﬁa?ﬁﬂ&@%&idr@i&%ﬁf& the MN HoA are
mat chi ngnobi [ 1ty bi ndi ng, the address of the

forwaadslooh dteddAM P HA t o which the recei ved packet shoul d
be

The known MIP FA is typically separated from the MN by a single link which may be a
fixed or wireless link, with each MN on a single FA having a unique link-layer address. The
identity of a MN, that sends an upstream packet to the FA, is typically known by the link-layer
source address of link-layer frames that carry the packet over the access link. The FA then
forwards packets by comparing the source address of the packet to the HoAs stored in mobility

bindings within the FA for that identified MN. The FA then determines, from the matching

1



10

15

20

25

30

redirected When downstream redirecting packets are

received fromthe HA and the redirected packet is
W(De«mmam@l then the MN receiver is identifi edPel/Usives/028483

usi.ng the conbi nation of the HA source addr ess

f
mOb'i'H’eb‘P@Hg’rtﬁ%ﬁqlqi@“@eﬁéh@e%ss‘lcﬂ%@j MAP &ty o irh hefrepgiued packet should be
redlr%o‘?&g W}ﬁh'd&@n@ﬁj n??e%hrgétl égﬁcfi&ghrregg&%dﬁﬁﬁﬁ ﬁ{e }(Ikrlﬁdw redirected

ese addresses | fy a uni que nobil
packdriincticogpred, tltdnethMN facervemdsiiddmtifiae at tha kA layr@tha cdemrblrtayon of the

f the, W det th t
HA Sk ATUET G PRI g ahers ahEdiA B! SR PGAEIRGD pRgress of the
rednr&@eﬁi ﬂHékét'(@l'eeMmAf TREcQABreQdes i Wnﬁf}"%ﬁnlhb‘@ﬁlobhﬁ% bmdmo at the FA,
i nk-1 a er and (gacket infornmation received at t

from rvﬁycmtb@ inkilaygeidgniigenthe YN ¢pa haaleteammined$o Aka dhs mé@l can be
HOA ;sour ss of the upstream packet,
fOrwacfde(htn lm[%hlaymahmes(fo tha?ru ti pl e HoAs from overl appi ng
addr ess spaces. Add|t| onal information needs to be
received at the FA wth each packet to enable the

FA
t Ve theiiNHas ebin! mH@ﬁsm@l AR €1 (PPE T hidien gwelmlﬁo'@ger and packet
infonglgl%n Leatad ot tB{ et qﬁ §| Hel PR @4t s a socmte?~I with the
et | 1f or matql on th d°at the

ownstream pac IS receive
HoA Béurmayddrests olﬁﬁleatﬂSEeam) paakieq et o uhdMItJ ihying meultPple HoAs from
HA, addr es

over R S P R USRS TR ‘B BE SGEBEd ppphe FA ith ach
pack&’f@gﬂ%{b% thBWAL doRli & rithihdte b@t%er’f‘ﬁ% BIBpRYbikdIRg SRABs At contain the
dress and the sanme HoA address prefix In addition,

same\meh value cdditerially downstieara paekes infenmasion thayés Iﬁﬁelawuattth@FA may

not ol R, AL RE ST Tacor B DER By te HA Riuspg and he

HoA b@die§say inBeuriid\fecit ffd F 2 Bed dsd, Hier dx@tples lultiigle aﬁfek@tt HAs employ the
enable the regional MP node to be able to forward the

same b Redresspnd e g ed adgresy ik HA that is associ at ed
with the HoA in the source address of the packet. The
HoA value itself is not sufficient because once again
t He atidifioh rvelmandi degnelnVIIMHAsdecexists bargeert the Fe\aumel thalHie and upstream

kb S AR Bl NG LT e

proviéé ﬁlf&%tlfoﬁ ﬁﬂ‘@{quﬂrééﬁh g Eactkgﬁtoce‘ﬂﬁgb AR e @7n A MIP Rode to be able to
regl onal node address in the redirecting packet

forwad thet p&ekmwherponhet Lrpeucm&/’edlapacamplatdﬂmtm HiedloA in the source

mbi nat i, o ai pece uni que _even.
adar B PR RMIR AR L DB BroAbE o oo i b Gafilir s pioa rom
diffetcit BAdcasfeubathe haae vlalosteaﬁrngnm fdf&/afcﬁﬁ’g 5186ilguitg aP@de k&lional MIP
througihthe regional MP no Simlarly in sonme
I

node cHgBlarly dosynspdm pagketgreatyqhat thedA é@cﬂ% fagpverded using the
com o33 PRSI LR B8] SAPIARLURALANSH e fon o

redir@ted frekgaok eliis tombinhtoras agsia nbot mek:emnry urmd;ad mstlt the HoA/HA
address. This nul ticast adﬁi ss has to b? htL en. i
addregs %QF@PO” 1s unique, because the HA address has been ost tfrom the redlrectmo packet

through the regional MIP node.

Similarly in some cases, a specific problem further occurs with multicast packets that are
forwarded from the HA to the FA and onto the MN because the destination address of the packet
for the access link is a multicast address. This multicast address has to be hidden in standard

MIP forwarding by using an encapsulating tunnel that includes the HoA as the destination
2
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M P forwardi ng by using an encapsul ati ng tunnel that
i ncl udes the HoA as the destinationaddress so that the
wo a00ge2o7MN can be identified and reached. Thi SPCT/US2005/028483
addi ti onal encapsulation is inefficient over the
addresscvetbat the rakgea MIN shlobd dlentifécl dngl rbachad.oihdeatidithental enapsulation is

RV e T B ATl e QR s forsarang
ambi UMY aithe 1O \ah B ddrih1 8 p RNk G BEui R HRMVINA@ SO Gidtvafidh (NBNEHA HoA is
ppor art techni que uses a conposite packet that is
this nyudteeaistasatent asspeiated). f or t he specific case that the MN
and FA are separated by an inter-working function
(IWF) to resolve forwarding anbiguities due to the
| @fe pofor bAGedMNiqapastd i Corthpatite pagier thadrtdel vedrat ket Fve éor the
the IWF and the FA, that exists between.the MN and _the

h
specifianpase g thedWloidfed pacRRATAIER Y AT HECTHYPHKInsUN G (8o resolve
on RSy e DTSSR ST A0 M
and tlefFA hkeathdXis(soset s eamethe Mi¢ andithie g IF. WNe icdmposifei pec ket sontiatmatboth the

t he FA can determ t he and i t mobi | jt
opstrGTAchEA AR NER B re B BEee A ok e Ny TR, heXua
identi@yﬂﬁ‘% el REMu PR @R iR RhERIN (B ok othed e M bddnkifi¥r) so that the

binding to identify the MN, and then the conposite

FA cqpatskeeminesthé dfNwud #osat lphmobHisy bindinga forfapyard@garpases. Similarly,

t he conposite packet into the. L I r
counigt Fres sareas el Mo dBMMIRAGR S et RIA AT apd then e
compb@fe R Kdt RGfaRRAED 66 8t thE MVE da@anap te &N Aldasha@impusive paoket into the

provi de support for resolving the anbiguities jn_the
MN sgesific tipledayer islenifiarithay existidietit eenhe iV Fghe dre Ydbkor &xpvarting
mnmﬁggkets received at the FA and the M\, nor for

upstream packets when the MN has nultiple HoAs from

different HAs for the same NAI (or equival ent

conposi te packet information). In dition, the | .is.

2 s Geriady oss b HAHEr F1PBIRe SWRPOBEIST o R DisdhF BRgUfHS in the
downbtiéanf fdr@8rdidg / cﬁ%ﬁﬂti[ﬁl@{iﬁ% m%trédlfbcﬁlo}% Pacdk@tstrb@i vdaAt aedFA BRd the MN,

NAI is |less efficient than usin I nk-1 ayer

nor farapsrdain packets adieaxemidN hasaoulppleMAs fromshfderont HAp&r the same NAI

or b0 RS RS Bonl B Mo Rt R BBy v g enaer
and bh@hg fopbRYedintRE RAds Pflafepinfaimtitiog spatckeaths HoA ambxhe NAL is less
networks to renove the forwardi ng anmbi guiti

uities o
efficiens dloan usinedink-aberrigentifisrse awpﬂiﬁ@ﬁwbwglpﬁ?ret%%b@} Switching

SUWARY; The present invention is directed to
(Nﬂﬁ%@%ﬂ%%@kand apparatus for providing an alternative MIP
forwarding architecture that enploys Virtual Private

Net wor k t echni ques to uni quel ydeterm ne the upstream.
A0 VR SR SERBOT NG B QEPAIP R h Pife GEEREea 10 improved
methBRUFEEwarHiRk PeSkeRlin bi®illNnaRdrkd® Efove the forwarding ambiguities

associated with multiple HoAs from multiple HAs for each MN.

SUMMARY:

The present invention is directed to methods and apparatus for providing an alternative

MIP forwarding architecture that employs Virtual Private Network techniques to uniquely
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A new HA specific link-layer identifier, referred to
as the second link-layer identifier, is first defined
wo aoosde4@ccess |ink, in accordance wth aspecPGr/us200$1¢28483
i nvention, which provides a unique identifier for at
deterhmeshe @amahahiAndidbiwnstteaohpacke MW strasocaaterbiyith icagh rickeliregeived at
is, enahles the FAto efficiently identify the target
the Mﬂ;a@uig?ggs for a received upstream packet, and the M
to identify the HA associated with the HoA in the

recei ved downstream packet, such that in both cases
t HengWHHRA mAyflcdmkrlayg idendifiar, Viferieditosasribe eccppd Hak-layer identifier, is
first c{gﬁget:ci_& ﬁh aa{cc 21}1}( a%ggrg#'c w1{ho sﬁéctéi?ﬂté??‘lﬁlﬁggwlwﬁcﬁaﬁrowdes a

umqu% WEREIFiE# 0P aBleXdt EhdlﬁHAHAtrp@hlchbbk POOhas alfebilify lsmemgf Ti¢is enables
i nk-1ayer identifier can then be used to uniq

the FA d@ﬁﬁfncfeyltlv fidengify thg dargpid1A addrepsiar 2 reeal vsE oP§iresan Pa%@)t and the MN
o 0cH P i i HOLSRER, 6B AR 0 et st b
casesbl& (H¥erHoA) gdr iatknowe. WAen ThiagldAls MQs:nfuilupld: Hiok- p(mj@e referred to as

addreﬁse o InflsI %rtpfﬁﬁ% (?ﬁte(l)ﬁre]: ﬁ@%%ﬁ&y\éﬂpt 'F'F’ E:‘égl :1ggtaalpg {ng a vu@tmal HA per
HoA ?bﬁlSTl‘IjeeHQfspﬁaﬁc PRk Ser RRALfi& taR s KeQRbd @ qidly IdeRtify the virtual
rame payl oad, or within the packet portion itself.

HA as'hl(HAu, HeAt ool arairsanhaseithercl videal Hay spacifiq adskess gy 8 HA specific

C d in [
scarer RS R RSN GheAETEr <o B sl AcenfER B Hpegeinic imklayer
identifiere@Setif@tde RitRinSRElisk-Reemirime Bezﬁibﬁwlfhlmtmamlkeltiyer frame payload
such that the remaining franes for the sarre packet

but oytpige Pf:ﬂlelpy”‘ckﬁ‘é m@ovw@(vscaﬁ@mefi ik thef{asme Ray) Qﬁé‘ o Wiy togapacket

fih &l
pomosl'lﬁ?s(ég Tl%s Ldeﬂhﬁé?@éﬁé)e rl]ltqcﬁ nclie'éirlh §Ifl émﬁg{ifﬁ d[%?n f%S?&?‘#]ded in a single
(i.e. fAQY Eﬁlsldylenffame or acnatidabated adrbés Iaslpeplﬂfsamds thiiteire associated with a

.nvention, ich prOV|d S a ue |ink-
specifi¢ipapket pgéqh lﬁgrthe’emlw Aframg 05§@eoﬁn§t %k% %ﬁ 181tly reuse the same
link-1 Ghiuec nobility binding anong nmultiple such bindings
n §$§n1§n addressi ng domain of the HA. This identifier

can be included within the |ink-layer frane header,

paAttE‘!’e\? H:?g» meglﬁlcahn gla%%ﬁqeél?ﬁglp a%’#ﬁrr?cﬂebu:t%% %Ilmli lgyd:r &%tlﬁer 1s

next dUfinBd Fortth€adeassaik, podctb@andet siet fspds f th@&mdnﬁbﬁ r'wigiam prov1des a
be included in all Iink- | ayer franes, can be included

uniquedink-layes gdeatifipr for ]eaqhgtlgA [ﬂkaqsggpéq:tecf wgh@ spgcifg gpbility binding
I
o RS0, AREAR T B PR 208, ARRBI e o
includearwithie tisealifk - paerideime ngaderc Mfﬂdhm uhe link-14yee framegayload but outside of
l'i nk-1ayer val ue. Thi gﬁllnk I identifier can als

the PASEE G 4TaHISY For SR B AR PAY A% 57 8T (B PaFHR! RetpRgiselr. This
i ved thet 1€ ligatitsy) link-
1dent1r'§lgfb{)ngl%g:n%ln§ed'ﬁca‘ﬁ ¥kl abaak enestc%léﬁ bgélgéklgctiéofsnpmeh its¥) lin
layerifttamransv@h@smumgca)smuttlp(teﬁamd%@m enfsoniaeddyidss Sm?élflc packet,
HoAs ecifi.c fiers,can

such (i e i T g e, ARy iR s e e Ftager vatue

This BhI Y€ idbmtifidr 20 AIs®BE BBt thaFh &id M@V arelablead hel@fmme the HoA
theseé identifiers can be
from the received packet, but this is specifically not possible for the MN when the packet from

the FA towards the MN has a multicast destination address.
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conbined with the WN specific |ink-layer identifier.

Any of the three identifiers can be omtted for
webkdosoreemcy reasons and can be used al ong w t hPCT/US2005/028483

i nformation included in the received packet, provided

t At HA end:IeIoArs@eMb ﬂisk4laryeaiqgoa'ﬁi¢ris o bocambiger Iily various aspects of

e S5 e £ A BREEELEDSE s o
combAREintiihaRaMm 'sﬁéﬁﬁ@h’rﬁ( lapéy iabmifRr. AMYofiBe GiFed id@ﬁ*nfﬁér@ﬁ&n be omitted

gackets traversing the access link if no ambiguity is
for effigienayergasping end ednebepised along nothi informatpmiclyged bt e eefeied packet,

provwﬁ(ﬁi:t M}IP?E?‘ abgﬁ\{ﬁlsm ﬁos@nslg%ﬁl uclrellg/dhégﬂg Ia %mtgfbn%qqrég that is

associafedenith e (VAT 1S SHOA Ipbol He AlyRyu sijose CR dsitatinig) dfdchlaaghelbnal link-layer
identifiers such that the FA forwarding |1s based
paramgieray Rerpraited {ramueacksts taxeTag theAecess ik if upmpigpity is created
niégtg MPMINnd RE AT di ng entpes to
gn@nTﬂéﬁeE gﬁﬁ§t§g§P| ﬁkgg%g active HoA pool s rather
than the nunber of active M\Ns Exenplary Virtual HA

dent ferred to as the second a
e HA e v Sai et T peare Bt Hahé fvenion,

across H)Ylﬁﬂ)tlé RIN speiffeQitik-1dedri i fieArsub i fabifhle BN foiwBREKE Dased simply

that "are sent between the HA and the FA The VHA
on th¢ vidwe off the HA Enlgdever identifiest Thig tadupesbe wemberaf|upiipk éorwarding

. et fl o t I St t

entneggodb'ng g’lg Pﬁée H&& 0?1 actp\?e I}f@& gf)éllg gé\i/tgél tﬂgﬂjth% tﬂ%pg)%\pgf MVe MN:ss.

pool s then the VHA i dentlfl er can be used to identify

one specific HoA Pool at th e VHA identifier

cdineaitsy e 614 (YA Slsatiters; ra@meﬂﬁva%thgﬁe@nﬂ.aedc%node
1dent1ﬁ0% in Aégfl)darp(%'t\ﬁltﬂﬂgspgyt? Bf ﬁe?ﬁ%ﬁh&n (i?: Eér\@l’dgfr"%%l ik ?ﬂ‘c'ldglon in packets
that armm lbe‘tweern thatlA med thd & A. The M iidentifibais used @l dssjmgmsh between

mulipiggngier Fams b EERoter e &AM (o g Ha has

multlﬁ@%vgﬂaﬂﬁWgeH@R HobRMenCthe UHEA RleniiRéRaRbe BB identify one specific
i nk-1ayer identifiers fromthe recei ved downstream

HoA poiA at tl@diAleerHénderaLfte@ﬁm alecanatiyelycieasad &0 idaetifiylggpecific (HoA

ifier fromt ei,ved
pool, FipETY p4it @feyeh Bpdelic PR HAR bR Al h&¥ & and the HA.
Furthb.AmeSVHn nuédtmet eat inomde fnfafnaioa it ¥ yssystanrd in the MN specific,
| emented in accordance with the present invention

HA aaqh odslimglanertifeniifiesy sorthel the Es&ap aPtﬁV@HP"ilkYrﬂe“F\’a&u‘P‘@ qrgnore
pomdn§ O?Bné !) Mglteroqtttlne@@ 119% @%r ﬁféh@[ﬂ&? ﬁroﬁ?(tﬂgPéc%r W dhsiam VHA

[ nted in accorda present 1 nvention .
identiairad abnd hmgmaet dibdgenefate the Vit e glentifienfvantheoecdiveglupsti2am link-layer
. illustrates an exenplary first node, e.g., an
identifigtnpl ary end node such as an exenpl ary Mobile Node,

i mpl enented in accordance with the present invention

and using nethods of the present invention.
BRIEF DESCRIPTION OF THE FIGURES:

Figure 1A is an illustration of an exemplary system, implemented in accordance with the

present invention and using methods of the present invention.

Figure 1B is an illustration of an extended exemplary system, implemented in

accordance with the present invention and using methods of the present invention.
5
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Figure 3 illustrates an exenplary second node, e.g., a
mobility foreign agent, inplenmented in accordance with

w0 b@epreEsent i nventi on and usi ng net hods of theCcpus®ent28483
invention. Figure 4 illustrates an exenplary third
node, e.g., a Mbility Agent such as a Hone Agent,

e T A ShatRaf EXBpOI ARG bl 7 DRy B B0 W asan

exemplahyUSlobidd HSd@nmgPéﬂmﬂle@ﬁV aéRddnbe Rl ehe pregens 1rﬁ¢eh/ﬁ)dm hrid ysing
Agent, inplenented in accordance with the present
'ﬂﬂhth%Hﬁﬂﬁﬁﬁah@V9§KWg met hods of the present invention.
Figure 6 conprising the conbination of Figures 6A and
6B is a flowchart illustrating an exenplary
c@ﬂnmdeamhamsamei&mﬁa@hmhmkbupeﬂf@rmnwbnhyﬁmemm@gwne

with the inventiop for receivin rocessin
implepeR R By bSOk B Entih s edBaRoodahg Pigse
invenlig first node and for receiving redirecting packets

at the second node fromthe third and/or fourth nodes.
Figures 7, 8, 9, 10, and 11 illustrate exenplary

T ) SRR ARG Rk . SaFB GOk oo

AgenE€X@pRhRhtdRadOrdysd fith 1&%rb§ﬂﬂl ﬁﬂelﬁttcﬁldmldmsﬂigqﬁétﬁafsca the present
wWith the present invention and using nethods of the

invenipdsent invention. Figure |B shows an exenpl ary
ext ended system 100" inplenmented in accordance with
the present invention and using additional nethods of
t IRegupe 8skustraics ue nkémplarySpsitie node)6.gafa Mbky'lljt)eAgéht implemented in

i ncl udes. a first addres%i in 1 g i nclu nodes
accorHige WathdBe PRSI INYTPEPT & 'égﬁge%a Ofg ! ﬁareﬁﬁ'ﬁt”bv ifion
(IGRP) Y to advertise the location of, and routes for,
first domai n addresses, a third node addressi ng donain
1 Figure6lcushpriging dtbe@nd»treﬁti@niorﬁ @ig»msmﬁapmﬂ 61333'}% @ﬂg\ychart illustrating an
i se the at i or

exempgt eipip S s Rl Sk BBt i The nfftion for

recelxﬁﬁghﬂd praddssinBiling-1aed @raﬂﬁg kRBpAcREts dOﬂ‘ElsBcohll%otla Glovdlihe dirst node
nodes executlng an I ntepor Gateway Routing Protocol W

and fergeeriviag raditectingepackeia el Hn sesond apde fremite thrgrand/or fourth nodes.
addi tional third node domai n addresses. Each | ntepor
gateway Routing Protocol X Y,Wfurther advertises
I Rigass 7,@; 9araes $ edlustrat eacraplanit medegasfiniat®rdance with the present
addreSS|ng domai n. For exanple, protocol X has routes
invenfignr each addresses in the first addressing domain 110
and protocol Y has a route to reach at least the third
node address 133. Wthout | oss of generality, the

DETAILED RDESECRIBTHANCOFINVENTIOMNI the third node

addressing domain 111 may or may not enpl oy
over | appi ng address

Figure 1A shows an exemplary basic system 100 implemented in accordance with the
present invention and using methods of the present invention. Figure 1B shows an exemplary
extended system 100' implemented in accordance with the present invention and using

additional methods of the present invention.

System 100 of Figure 1A includes a first addressing domain 110 including nodes that
execute an Interior Gateway Routing Protocol (IGRP) Y to advertise the location of, and routes

for, first domain addresses, a third node addressing domain 111 including nodes executing an
6
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spaces, and the third node addressing domain 111 and
the additional third node addressing domain 112 may or
worysoiz4enpl oy overl appi ng address spaces. | NPGDIB2005/028483
i npl enent ati ons, sonme of the addresses in the third
Interio@atendyl RealsmmbrodmmaXno advertsedthe heaterdof, pacheplutasipr, ¢hird node

nod addres domaj n. 112 ,ar e, over |
domafiif S et e Qi A i d i ERBIPY3 B e noces
execumag ah Enesl GREwFPREG g MBidcsl Wsion@vatisd the |eddoR s aad rdutes for,
first addressing é%naln 110 and sone of the

addmadfd teisd aede) dpmaie a«ichf:&sels Raelelnigiinr @gisivay RogHag RTOHCPI & &, W further
adverpg)erg I‘letgg %o?l%ﬁa[@%g dﬁmgare ofu[s?c{y dt qg'ah&re@s@ﬁ%‘p@ﬁalﬁ pﬁ&eexgﬁlgﬁ protocol
onme | enment ation
X hastrb&tet hj fedcmaﬂﬁesa&dh el‘ieSﬂangadﬂi@&‘ﬁallng dbinhirahid drideprbtiorsity has a route to
addressi ng domain 110 are under a

reach 4 lepeitag thirdingRe addipssdsd S aWierides o &%@?raﬁwktwgﬁtaﬁd%ssmg domain
110 al¥ H@ thﬁﬁo%ﬁ&?&sg %@o% Rel N BREL MY ndtRenpI&TBYdrRPpinB Address

pr ot ocol , dltlonal thitd node "addr essi ng
spaceslcmelitine third niode anlﬂn‘eerIra dinfafret Blnandatiernadisonad thishnagdgeddrgssing

an external Retail Internpet. Servyice Provider (ISP). .
comafi 3 % 6 B ECETTIE DGTRPR™S 0% REIRTHs o opIer P g ons
some ®f the ad@fes§RGn THRARIrd HEdE RRiredsiAP @bmainnudeint M addh?&lal third node

directly coupled to a second node, e.g., a nobi
addresgjegidomaigd IBWeaWedéI@reB& &t g-rnploy thesagpe addregs Yeéweés‘som two different

pnvatacﬁgretss' %plagfl:(s Qxfrhnl% %h%:e a%%lc"es%é Kd‘lé:%r?ﬁe Fé&%n%ohﬁm 110 and some

couple e secon

of the dtidegssasdh &te&hﬁ@@l@dd):&idmemgﬁbmaw ldrde sec-onelappie, e. g’h érom public
second node 130 is cou led to a networ k node. 104 v
addrep§ ypace ppa COAFOR éf‘WH? RAdd{EesPags4 N ww%vewmsefaeﬁardamde

addregﬁﬁé"\@%alﬂ q4¢ aﬂs@ the Jggregﬁh domaeler 183 Gk B0 MATA ddministration

e thir ress ng domain 111 further
such asncwholesalandtivost omoawressplmmhtx areldi RECKI beirgg@riasfdheseene routing
terfac

' .a thi d ., a mobj it
protogglo e ¥k i rBEE i eeids Tl bl e Hefle: Gl o
adrrmlukt%?ﬁ)n]sg&l 8&th sein 5198RACInkarRd ServiBePloRidedl (18PFle 140

also has an interface in the additional third node
addressing domain 112 that is coupled to a second

ﬁgﬁgtoﬁﬁg%gglﬁg omalgw n)el%ch?aO l?i){:lrg ?? fléls r?%h?it#]d% sYdiPas a mobile

node OMIBY] EXD dlfbcﬂ?béj\ip]éﬁ t@@%cd@l&dﬂbﬁe £l mknobﬂlﬁy Egdfntt ﬁ’fé) by an access link
pur poses of the descpption of the invention,

101, eygrla @NEElepS BCCEBDITYOTGH %‘B%chﬁssdmkq§@°S&tfr¥§%‘é§“ﬁﬁ&ly q%ﬂlﬁd to the
seconé 0d th% 1\\{86 g‘%ﬁﬁ ég)‘a%&%v Eﬂﬂ{e deseﬂﬂﬁilﬂﬁ)tdé e B&ond node

recte and at do not
130 i¢ mnpﬁdste atd&e)vdirh inode h@thea lidk 182, damdrlstveaki nbda V@t sduttharkcoupled to a

v el Dt 05 R0, 50 8y o5 AL ASEE! s coma

111 AR SSFAAS aqgﬁadoﬁe;l)@adém Abd&{CN l)nmo%ﬁ‘il)nh 'iht@{féidélﬂflariﬁh rd node, e.g.,
adverti senent 115 that is transn1tted(h¥ the third
c

a mobititjeagen 1#Gtboth Wewmlmarepvanplewcoﬁetmé\ nasierl@6 yordienks 108 and 107
respe?tm;isﬁ Sﬁl%&cggg%pl{lol s](') héiggrﬁlmtt?r? C H}%ﬁagﬁxt%g ﬁ‘ﬁi rrllo%iei,]zéddressm g
domaii® U7 ihgt iS ¥shRed @Jrﬁsecond correspondent node (CN2) 170 by links 113 and 115 via
network node 114, and network node 114 is further coupled to network node 106 via link 116.
For the purposes of the description of the invention, CN1 160 and CN2 170 employ globally
unique addresses and IGRP X and IGRP W includes routes that enable packets to be directed
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considered to re-transmt said router advertisenent
for said address prefixes as the address prefixes are
wmodocabd7acat ed t o t hose nodes. One of these adPeEES2005/028483
prefixes is included in a first hone address 121 which
betwees GAY Il bldneldCIND 17Diehaf do sot tragdese UROhad dodm4band ingtead traverse link
116 address prefixes is included in the third node address
133 that is stored in the second node 130. The third
node 140 has one or nore address prefixes fromthe
addi tional third node addressing domain 112 that are ,
i e deiedineds 1#0Mhesonaigr mereedlory ess pecfixea aamgspoedingip the third

node %t%fgests gnaln{]a?rﬂ?lrléélgt Qﬁn dﬁéfée é’g %c]iglt@g ahvé%gé}'%ér&i é 5 g}a‘t is transmitted

by thd ihageodel d4@hso pfeGGIRPE[&rﬂ % of thelthide dodenaddhssinptderfaicH 1. For the
address of the third node r]? is cqoupled to link 113.
PurpoTefCbIL feeRiETes RPN 436 0T s nafey s foltipe pystem are
! r tehhdd
cons ML S8R M S D ALERCA R 00 s8R e s
prefixasl dietriop a%da}edbe tizrisk ooditse@ne of thhee dddress pmﬁdes mZmluwsn a first

t secon ddr ess 122 ted .
homeggdiey bR HIRHOGE (S TELSHG Lo wrero g ke asgdives i
inclu®QAUR kid BRAROYe dddfess 338 ﬂﬁiﬂ%"@t&r&@m thBk&cohb @ oael 30, iMpB @hird node 140

third node addressing domain 112 via | GRP W
has owa erenergtaddeshy prefiesrfram ehesasldisinaakibivd nadelpddsessingrdomain 112 that are
soci at ed he .t !
et P3RS B A e B e O SRRA B PIP, e pn
of thet daditibnalotied adds ﬁ&&d:s@@gdbn‘ﬁiml 121 Oneiof tHeGRRIdXess Pnefixes is included in

second node 130 has a second node a dres 3 from
the infqriage adgesed dficnird HRe Waﬁ'iéo\mhﬂg o i‘e?ﬁw i Re 8140 Further

1ssues:J %c{(etwﬁg{ra \Aérﬂgveﬁp&ni]ehﬁgﬁicﬁ%chm @n %ag)regso%réﬁi? R®idh is included in a

Irst and the second node
secontl 2O niE3@ddfeds lIibwhlchcmaydzeidftlonalﬂx bs dbwaetd am thetfhrstrrebde 120. When the

link-layer identifiers 124 that ar e
secongif dyees | LRIt UP Rayap bR oode iRk ggmann 112
then l@ﬁi’piﬁ/ehﬁgméﬁtcﬁ$$s b i &EdLin@S thedalilii IO RNY thied B RIdARSing domain
he second node 130 and the third node 140 further

112 vnenlﬂluaw sAéte@mﬂlVnkyde/hﬂdéﬁtSbchnérh@rrrE@IidWﬁ@12%18@5%&1@ with the third

v GO BB 87 HORSORRIR CHAAEE RS RABARE  gor ocs
addredsifg ddhaiad 10ivid IGRIDXequent |y be expl ai ned. Packet flow

161, including packet flows 16la, 161b and 161c, is
used to direct upstream packets that have a source

qu}e%ééonﬁq\%ﬂé 5@ hﬁshe?sefcblfcfsﬁodg%h re gﬁeﬁém]tl?é-ﬁrs?ﬁ‘&hr@ssmg domain

ination a dressequ e address of CN via
110 viHieh isBioret imabethidithodPdébend the dinst hode 120 mpsuppers ppaekBrgarding.

t th [ tp th d . 0,
The g hescPBLRAtFaqp AR R ET ALy sEPBa b ERG KA
1dent1@1%F§el 244RacUsd ﬁ’é&dtt@ SuppBHilmRahye @raﬁ@%@trét\i/d}kflzi)‘él’\/pﬂ&ébforwardm g
Redi recti ng packets can for exaglphge be created

across thelabcasntialod0! as wdhnot bc peplpaek dihe seepntlingde 16Qan<%&hettmd node 140
furthekg ér&c{y%ens%?ﬁr{dl nOéiCI)éed]i%lfl %) ea%éill(t: r}% P(g{%kgér% 1%1(2:361 3?\%?]\(;12!( %ugqfurther used
to suppoet fakKetlfédwarding between the second and third nodes 130,140 as will subsequently

be explained.

Packet flow 161, including packet flows 161a, 161b and 161c, is used to direct upstream

packets that have a source address equal to the first home address 121, and a destination address
8
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to the packets in flow 161la, and flow 161c is
forwarded via link 107, node 106, and link 108 to CN

wd e@s/okaaeket flow 162, including packet flows BGRES2005/028483
162b, and 162c, is used to direct downstream packets

equa] foihe addresspf 4Nt 16fhyip o third nedas 140y Ragket JowHd 1a cpmprises packets sent
overl?@rfcé:gsgq{) ?S@&ﬁf@ hg, 6@%&%}0@9 lf?ﬁ S)\r/%q% %%Cf%ldaﬂgfﬁ{?% gllg%edlrected to the

thirdtrtoide d4(oseg fheGeditdeeing padetssn iflowf 160w, RéAeeceng pickesi et dor example

T T N A
redirbétg pRCkd1 €4k icBEvVRRAELK fd iR aléa#i’edtéj ﬁ&l&é«%&%ié‘w&h? the similar

redirected packet flow 162a. Packet 2a 1s
to the paakswsiin flew Kdatandvfrw 1 fle iafoweslelivikliflOI07, node t®fe and link 108 to

CNIIERPRRNTS 19250 Qrdifa e e Vi e 100 PRT IR gRET s direc

downfsh@mmtpheke@djmhlt havealdebtiratign B@dessaddilas shd¥arsdRsmé Addkd? 121, and a
such that | GRP advertisenent 117 is transmtted into

sourqecgdpregy equabip tha addiessraf &bl 1@iviaithecthirdinade b Kdtthg lho\dslode 140, the

irec
pack%t@i’r?fr'l%\gﬁ]%g% a r}? e}@eﬁ d%&gre&{é:mst’% E}{ecsécéglgl g’é‘§§3g us1gig refdérectmg packet
flow tlh2b. sabnstchndreodediBOpse rddctiag packe OGOV i1 626 isQ:@na&fHdQﬁﬁ) the

. equal o the ess 170 via the third node 140
redinSg i BTk Y 630 BEHeh (Y TIR2% SOReT TrAeres SSRhPYEF Ehe access link 101
fromﬁﬁ&i%%&n(f hEW 1804e teEkstitidegrpacket flows 164a, 164b,

and 164c, 1s simlarly used to direct packets that
have a destlnatlon address equal to the second hone

a 122 nd a ur a SS e ot

o RS e R D 8 R R Pk T b an e RO S Re
additioner @framedé Qdd'iéﬁ‘slr*gQioﬁﬁﬂﬂl I abchPBsMERE ARWRisd PRt ﬁﬁ’qs transmitted

163a _and are both packet flows fromthe first node 120

into IGRR We theaqweketdloons lﬁéanc@dwgm@l@mfwls dfsa, 163b, andd 6363kc similarly
used %&r&ﬁh&é{egﬁ% c}%@ﬁ%{%ﬂﬁ‘ }Enflv%\’gssotnrcg g{l gst%%glottoqgg ge%gnc} ﬁome address

0SSI

122, ahecs4 desaination aideise sqes tothe GNirest&ﬁ G 1 TONRZia IHOthaldHo@é 140 and the

t and second hone addresses 121, 122 have the
third 830kl ORENE | B PHchi 't &9 anludin Pat Rgis 1642, 164b, and

164c QRS hkdd to%ﬂ?ec% e lTYat AAVea ﬁ R4EhARRRIA gesggg.gaggéthe second home
spaces, and therefore neither the secon node
addretSh &22,hind d sparde addfessregyalnothereldedst ef €N2UMD cyitethy link 113 and third
d ﬂi tingui sh between packets in flows 161la, 161b from
no ﬁ@se in packets in flows 163a, 163b. Alternatively,
t he second node 130 and third node 140 may be desi gned
to nore efficiently forward packets in flows 161a,

16Bwrefam ibcaniggemiahpaske i snkd la anil hépreatd arey éotﬂnpasltet flows from
the fl%?goéeemg ltn]eo oﬁcprq a%sl% ar}]drzpéablfe#\%lé)msl 1 ghQ%Wg@%}b are both redirecting

sses ccor |ng o)

flows fa@ntlidf deeisd wude 13630 teahiedinydet POSRGHp&sibld @ aP@Re ledtination
flo 161a 161b and 163a, 163b that indicate which
addregys ob N YA d{GR2 { 1 gl ordbrefiest ancbssspnehherperaddresses | nd22 have

e LB (o) TSR SO, Pk e
overlapping address spaces and therefore neither the second node 130 nor the third node 140
may not be able to uniquely distinguish between packets in flows 161a, 161b from those in
packets in flows 163a, 163b. Alternatively, the second node 130 and third node 140 may be
designed to more efficiently forward packets in flows 161a, 163a, 161b, 163b without having to

inspect the first and second home addresses 121, 122 or the CN1 160, CN2 170 addresses.
9
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conbi nation of these identifiers with the redirecting
packet information uniquely identifies the forwarding
wo ndoenmato on for each flow in the second and tPECT/US2005/028483
nodes 130, 140 Further it can be seen that packet flows
AccoidZgatoahelinledttorandved idenkifitls arfmslsmtiatédi pveb each ofibe packst flows 161a,

e ST I D eSSy 0, B S S 1 o
the adHli:tqj@naiL?hQrdfr{oQ@a@l(ﬂ@sstr{U ddhndiRde2 54QsdcladSwRR &R ﬂ%ﬁettﬁw such that the

e destination addresses that are the first and
combgationdf theseeidantdices wath theoredira@ngipacket triermasion upglugly identifies the

hey . f di f d
forwat 3t afmaRIoOvEPT sl ST L LR AR Ly, 112

therefore neither the first node 120 nor the second

node 130 may not be able_to uniquely dIStlngHIS
bdtupbenit panchesesn that packgsilaepko2aaadd ot 8l HRGSE pagket flows to the

|
e S b5 PO DR AL PAGRLI8 e S A
flows&f)fthdlsieedjﬁd yode A3 0ot madhlddanmrlet l|4|Ol Bxs pmsibm Ehatl the ﬁhxbmﬂtlon

2a, 164a, 162b, 16 f MAth t haginq %g ect t h
addreps ghat Afviné BE AR H5RAT Bofar BCess s bl 125 BatsE pimeglie as they are
o s UL A2 R, EQURADILR, WABINETAARS sncs
therefonehathef theisstdda 120 6aithastondade I¥Ubay heitbeiabtd wamequely

. . Whi one of .e th nod addre
cising s B e ookl DT SMAILOP i g0 ASTE T CEER R P a: 1640
AlterddkRrelyS tiRSSOSHdA0RE 180 bid fikenfRCkBtmay l@é/\desﬁgm@h té fmate dfficiently
conbi'nation of these identifiers with the redirecting

forw‘pé@k@demWflﬁkmﬁ?l@Fﬁ inrfloselogai dat ioZbelodbniithan hayiag ffgmspect the
nul.tiple r r 1Y r o
s g SETH ol S o0 P90 83, BN o kg o v
inventibatnoyei idergtifiers sierats'oﬁiam wilteedch roﬁthermdbetﬂlﬁvst 1(62t1,hk62b and 164a,
econd node 130 f r su htlngdthe for rd|n

164b Rﬂql%W’eWhFF 2Re.8" Sifet HeghE D SRAdrgsEing afnaﬁb’chéezt"g the additional
third ﬁ&'ﬂ:t A &ggﬂng oGt 196 a@écﬂé@ﬁ leihrtﬁE pﬁ@(@?ﬂé\zosﬁﬁ KL% q"\erkg)mbmatlon

I nvéntion, a second novel l ayer identifier
of thdss identfierd edthi the mduhcmngwpackayeﬁonhamlqm idgniifescthg forwarding /
t|f| S the third node 140 and t he addressing
dmnﬁg OrALOn @Wﬁ?&hﬂ8ge 140 to the second node 120
The second node 130 uses the second link-Iayer
identifier to determne forwarding information for the ]
r elh‘eir\aédicws k‘eks ipelugé o fisst dioktlaven ecgnnﬁerstbetwmww 1dgytéfies the first

nodetlg@\lge tZag S?Ch ! fo(regl?;};{?ﬁ% HEt dgrkv%%hg?fﬁrﬂg 5%: ?‘ges that contain

porti¢iRAE pl&@ts@éhl}’fr@ru PP edcted b Itmagﬂnm noted2Dakecdrding t(athe 1nvent10n a
single addre33|n% domain then forwarding at the th
i fef%%’"‘ﬁ%ﬁ

secondaehii- kaugr 18entitiep IsdREHEHnguch Wnksiaye ﬁfgu'b Videntiies
the t ?{gltnor eqis6 &%d in ggldﬁ’l%gﬁ%d&ﬂ;lﬂ%mtaf l‘ﬂﬂdtnlaaé 140 tHg§c§:0Hl‘ﬁode 120. The
W |rg node address wever, when the third node

secormmdallle usaslthe palcend hinle tdyecidentifier ¢o detsmmgt &awar@sgmrﬂ@'mauon for
omain, or nultiple,addres

n
the eE B ik PR PA OB @A RGBT R 8Y a B4Se it P 1§ Feiecting flow s
transAITRIdAHR MRS the identified third node 140. If that third node 140 only supports a single

interface into a single addressing domain then forwarding at the third node 140 may be
implemented as in systems using prior art redirecting packet information that includes the third

node address. However, when the third node 140 contains multiple interfaces into a single

10
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Therefore, in a further inventive step, the determ ned
forwarding information in the second node 130 further
w0 deb2d7ees t he forwarding interface and/ or theCT/US2005/028483
addressing domain at the third node 140 such as one of
addrebdigg dbrnaid, oradeltipitdiddeessing doaaims nhdnlthe Vory ardieg anthe tfiatwode 140 is
on Iinh,lO?, and the additional third node addressing
potenyalhypROIBYOUS; i o the interface on |ink 113. According to
the invention, the determ ned third node 140, as wel |
as one of the addressing domains at the third node 140
( Sthetefers, inta fudthergdecrsiod sepstha detdomap forvardingimdoration in the

o L0 MR PR R0 B

third ﬁodbOMﬁ)l subihd &ertqdﬁe ihetl@modé bédressing dHﬁGalleXEITpiaaheymterface on link
npl enentation, the third node identifier

107, q@dheg@dr@@naﬂ Fird nide @devgerang damaindd 2 vig tbwrmréa@@ndw@ 148
Acco%cr' ﬁ%{orumg {nv?;ﬁt?cﬁ'l tﬂe{l&iéf@i"ir?erdﬁ%?& Rg&r 14 Qg(w&lQZs Qﬁe Mlﬁe ?ddressmg

face e addressing domai n
doma]nklat theltBird aidd140h@ach hﬁhd@ﬁbdermidr&smng(ddmssl 1df) anldein interface at

di t ket dat t
the tr{fﬁ.r{fhgﬁ@,.”a%%ﬁﬁfwﬁegnf eiicresiar aaig: Pop D4 Tk dog inghusion of o
novelpcﬂ 35 Qntﬁléeﬁ%‘é R&ARPRNHAYPIE AR AT HRLth R noddi@entifier is an

dentifier is a multiplexing identifier
address ofhuhn tmhiencrdedﬁﬁelmt mgngmdla@me ohee mtd@‘mqsmhesnt@'rﬁ@ecfﬁr link 107 or

the i %gaé; Trt]cgr rntk?}é% grgftlh addr e S nr?(rlﬂgn?L Fth%lzli gtxnatnon address

of thd ﬁﬁﬁ&dtifn'g?facke‘é rdcBivad dl ﬁhb eHird &&hﬁO@ﬂ&fubW&ﬁérﬂmeadﬁH feswarding for the
the redirecting packet, said destination address

red:reseqdr@chett i ar e constiex by SBPIemantaiian. demthiid noge idenkfier is a
multla xmgtlfc?e%r? QFﬁleththtﬁE tﬁ?}xg%ter%%gpét%ét R Q?oﬁéjgfr RS Ht&t¥ace and the

I's nmultiplexing
addrdsdﬁﬁﬂblﬁhmrat denhivé ndde foetepdiescreal paokdti 'Dlhceohlrdgloﬂe @edtifier is in

additRDD H1¢ EGnROD PRSP ks ink Gy EockSs, S B g Aoy Being
third ﬁgg’éjgdd}éés Bk ?s%ﬁﬁﬁor, ek rhgl%'-:tﬁ:arﬁ?de)lnbé?ﬁab'@ or "fhore than one

ransm ssi on Control Protocol (TCP) or User ram
addreBsiog dombin( &DR) thirdrioda A Fhis muanpﬂmrqugmtfldr@m be or example, a

encapsul I nternet Prot.ocol Version 6 (lPv6 .
molip eGSO P P P BITS U AHOR 5587 858 80104 Ghagas ROUGE hncapsulaion
(GRE%Ske_?_ fleRbhh MY SERRKHET Secant gmnetér B EiPSEY SPIPLAGEO]a Transmission

channel nunber. ernatlvely the third node
B

Contmdi Bmtochl éTCB)em lﬁs@r Ratageim Priocal {UDR) BeR PRGN diABsport level
{ ,
enca%sagﬁgg,gangn ?%otl g%o él\f@ E)]%Pg)st\i}\n szlai {dg?%{r%r%@g gf(tensmn

head&PWutic fesirddeh héddSP)an Dadyérte BunnvRhSPHabe (Iolirlé)amhmieil nkmber

of the switc | ayer) or an Asynchronous Tr
Altergingly, mrjnrdunpfiwlpn%flqr@av pe 6%809*?&%3&%1 fh psife &?f eﬁ*ﬁ%e" the

secoﬂlc@é Qtl;ﬁ Gnd Ih%qﬁlﬁ&) fodtst uEll;‘ s @ ﬁ/ﬁﬂ’tﬁ‘ Brdibadf 1B @’thchm g (MPLS)

I er at secon e 130, and the third node
Label SenthiediRath @iSP) keith bn Nﬂ’Irﬁ)kabelmaaclﬁ bnk bbwhmwdplmgo layer) or an

ASYTEBRBOUTAENE 2% (T KUk e R PRL VRLET ne
packets can be uni quely
The inventive steps of using the second link-layer identifier at the second node 130, and
the third node identifier at the third node 140, for forwarding packets addressed between the first
node 120 first home address 121 and the CN1 160, ensures that the packets can be uniquely

distinguished from packets sent from the second home address 122 to the CN2 170, or from any
11
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di stingui shed from packets sent fromthe second hone
address 122 to the CN2 170, or from anyother tl ow that

wo e@veeEes the second and third nodes 130, 140, Ped/URDNNS/028483
having to i nspect the honme address val ue, or requipng

othert o WahiEaveamss thessegand/andl irbnedes A0 AdLhe Hingf E%‘@“%P?o‘f‘%ﬁ“‘ the home

addregg€a1§@y§§ecﬁ]gr§{ege@ggéw§ gd&ng stg%ngf%ﬂltl#]eythHH'nggfg LS 5gfgrrnkﬁe CN1/2

addresses tobe globakbpomqua tHoweaer ifahe fitdy eodﬁijOdsslmgu;jbmm adfiresses
hird node 140, then the second er
from PBERL e e e @ A BT FOBAR oF B (IR PP 40D the second

link-la rQaémiltie? Bn B e kAL ndddgdREKEN B FRNidREn oA AERST doVthat the packets can
forwarded, but the second and third nodes 130, 140

be comettly frswatged al:bllt @qwc@dwdutmdm@s B3@viddrwillinet bewable to discriminate
oI| ocesses
betw%@ 5? L‘W}B ;(ycg)t Fé’y %rhacgo%(sﬁ ?H ggfc%}gsnsggr i ses when the

second hone address 122 includes a prefix mhlch IS
included in | GRP advert 118 into the third nod
advtemdieig Figiail A tsisigiadon pses #bsR e ARG %address 122 includes

a pref gwahflg Rl AR @%ﬁqdwr{ higtif® tﬁ@m{bd%dae%%@gsgﬁgg%ga,n 111 and the

secon IS associ ated wt
second:le’rkt-lla&ctrederttiﬁmt ajsdanted Widrsht beezohdh bodme addressdd Itlmmcmgi node 130 is

s P G R i e Bl it RS bR 111 o

more%ﬁ&‘?ﬁéa@lt Qe Wtérhac@ oh IT'l'nl'(CiOV' Qﬂﬁul'af-i? nhé fit®homBalidress 121 is also
entlfles hird node addressing domain 111 and

assocnah@i Wwith @rtlﬂlad:eomdmtrﬁcr m@VIdEem&eStth@ﬂlllaigmdﬁ@ddmmmg ¢hmain 111 and

. packet fl 65a on1the
e il EanoR U £ th et BGEBREACRRR TR TR 6 kibpo home
addred§ CDURtal o RERE RS %@Nﬁmﬁmiucﬁltﬁit ichegpolih ah@bm&ﬁﬁtlﬁ@ﬁ@%sses cannot
flows 161la, 165a based on the CN 160 address Then, in

distingwish dgivtaen thagse ﬁl@wl%&,ééSa based pa et Nt 1160,2ddess. Ahet frepn
addntlo‘ﬂgl %@Fﬁs@%socéa@{(ét vazv (ﬁ%tq’ﬁléth%qﬂélhﬁésea hFrE?i'hk l§yer1 entifier that is

I rst an e seco
uqueilyﬁdi(ssbcaytedi wiittiehd fifst eid thadedond liskdayeo idendfieadnd it hmd to indicate that

N R TN O .
165a %%Qﬁle%t»@l% We%&&nh%oﬁﬁ%@ﬂl@sﬁpﬁoﬁﬂg FiR® fod2R20that Eecherefore not part

first node O, that is therefore not part of packet
of patkedWodele a, mtulddhetnhed udene Hifigecna valiue fmtbmthll\dd!nlfelaf/@ndentlfler and

e i ESE AT LS S TSRS AP L e vae o

third MARGayk3 RehMfiéhBatMaindRided irf k- Ialyéxf filarhégtécdi @tEfrom the first node 120.
identifier that is included in |ink-1ayer frames

Funhpeéleq iérd npee ideptigerfthatds erpplgued by theysiedegting pagket Riopwgl61b that is
assomﬁgcﬁwitgﬁ{&tfnfsll%%é Fcﬁfrff*ss§2? Jl&%ﬂg 5dcrs r&ﬁ) t'i‘tﬁé# t??tcﬁlhl@gtes to the

SOCI I'rst
third Inoﬂﬁslz&litﬂaquéﬂnouomubom édrlthe firsc hmdeadctesmolﬂll, whilsthid packet flow

icates to the third node 140 that et flow 16
L65bia8Soc phect ah fhersetordiene-aaaress LA s udknt RLie i OgieicaEh that the
third hb@d ég@ﬁ%@gﬁ?? (" Wit wisNig 1 6 3B @R red! Q:"vgﬁ' %o%glg the flows

i nc portion such that the thi
are botlensdcfatet with bome hddresses framkibe sdmoihsrd TeUp gddreﬁmgadcenam 111 and

different, even thqgugh the flows ar th a OCI ted
at i [ e il ot Bk Tt iR TR 100 RReTeRLe
impl@fht&fonl the thiadrBhitlalddidamdier can be included in the redirecting packet from the
second node 130 to the third node 140 in addition to the third node identifier, such that the third

node identifier is then the same value for both the flow 161b associated with the first home
12
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that are forwarded via the sanme third node interface

on link 107 In an alternative inplenentation, the
wo boosd2d7emk- | ayer identifier can be included iPCt/182005/028483

redirec packet fromthe second node 130 to _the
addrgsgiley a % TR0 163 aseRAAFbHith ha sreoncharee #itess 122. The invention
It rha‘i'i%i hé1Gles (R ! ! :
e ol R et phd A PSR AL ARSs 8RN AL B Hofe agaress value
in thquhlvmeacﬂqetsstb drsongasidbeewserﬂm& pacictt flbes flb bay1&5bind 161b, 165b when

assqci at ed th.the s n me, address, 122. The
the PRORTRUR a1 R s A OR BT e S deo s iR gpployed for
mmkaﬁdnhh&nghlfd node 140 using the home address val ue in

the recelved packets to distinguish between the packet

flows 16l1la, 165a and 161b, 165b when the second

[i ] | tifien and. t nod

t hs 0o 680 b i Do ‘Bl SR ERBR s fipglishine
dowristre¢@ntpacket flowk Aets rmmodesde&deqw vaI ent identifiers and -

nmet hods for distinguishing downstream packet flows as

i s now described. According to the invention, the

Se& QMR Yihe liAvEl BﬁXﬁJ } Rk u

identi]igs tﬁé thprd no e 14®hkkgﬁ%ﬁégg%%ﬁ§§§iﬁ yuqudyldm“ﬁms
the thduhmide 140 andh gte addiessing doimaih40 thaothitdencgle d b medecoha(hpde 130, is

eI RES oo SRS T R B 559508 1h2Eeond e
130 itiéRiTek ﬁHees%cérhﬂnﬁ@ﬁ dédtm'ér h@)hefror\klﬂ'@mg'lﬁfo%atﬁ(;rpﬂht is determined
forwarding information that is determned froma novel

from geospiceprdenadd edentifipethat ip aitclydsd by dhaudhird noyle f #@int the ddwnstream

i A SRR, TS S50 LR SBRal enies

incorhing gutedfycei aﬂemr itiel RiBrdskifg domain 40 ¢he thir@ hbas B408d¥Bh QE ohdI6f the third
addressing domain at the third node 140 such as one of

nodetaﬂ%rem&@%aélbd@rtb%mtfﬁ&ca@ﬁﬁmh 197,1angljthe addationat ehifdaode
addreg%l n%!d&lﬁal%oﬁ’z \@J‘ﬂinetlmgrf%dd]p l\n‘%nlql f | nrkadefgrgmgﬁlrﬁﬂgoﬁg%ﬁﬁtagon, the

112 via the 1nterface on
secorgixexp Ildi:myflemtp lae wedrtgxt dfahe seched sedeoldd thadeunidento drnieif the interface

econ 140 that i s uni

f th
ink (3 551 2 R dresnlee ?rﬁwn&[}ﬁ‘iim 3149 it d40. I afemative
exem?ﬂlgﬁ ﬁﬁ[ﬁbrﬂgntgﬁ’&m'tﬁb s@c&?dlnodg::l@ntlﬁ%r ishee Lle & tﬁ‘@ﬁil‘?rd]n%ge i (fntlﬁer

n an alternative exerrp ary In"p ement at i on, t he secon
that inemployeibforithe eorrepponding upaireana gackiabflowisnch llhad[wcket flows 161b, 162b

e L ep ed for t he correspondi ng
anleg%p%égHF% EE?S¥? @Wﬁﬂo 8t packet flows 161b, 162b
and 163b, 164b include the sane identifier value. The
inventive steps of using the second link-Iayer

i destinyangyve sieps ofeusiecbe secapd ink-dayer heati figrent ﬁ@cs@mdlmie 130, and
the sé&gﬁ@ﬁége ﬁémﬁ‘fer &th[ﬂe hl?gf d‘%d@qgﬁ fg)ﬁpc{rh/é%? ié(gc[w nogiérﬂ%ﬁbkets addressed

ownst ream packets addressed to
to theffirssiodad e fmidhbﬂﬁsaddﬁﬂs f:rldmmhllee CNIl 1660ensexes Ufaemet;hakets can be
an be uni quely distinguished from packets

acket s
oniqug SRR BER iRl Gfie Seond DI pgHeE P AR TN 170, or
from Qﬁy &h%&ﬂ%a@frﬁ%rsefsltl?é"ée%‘r?& arld’ tﬁM@ ‘h§§e°s lt3t3el4’\0e GRGuiing to

rd nodes 130, 140, w thout having t
mspect the home address value, or requiring the home address and/or the third node address

and/or the CN1/2 addresses to be globally unique. However, if the first node 120 has multiple
home addresses from one of the same interface and the addressing domain of the third node 140,
then the second link-layer identifier and the second node identifier will include information so

that the packets can be correctly forwarded to the first node 120, but the second and third nodes
13
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i nspect the hone address value, or requiring the hone
address and/or the third node address and/or the CNI/2
wa@oddseswes to be gl obally uni que. However, if peEUR2005028483

20 ha pl e ho addresses fro e of the
130, ﬂgﬁ& ]fﬂ%tﬁef%&%t afﬁ%f"tnﬁaats a%gg f'}?dwamlf%%wstf%pqlwwoa accounting
procE¥QEke Inl Additi drl) @2 ﬁ@@noﬁi@qg@ danrop Heﬂlé‘%ﬁfex'tﬁi@mﬂvg i1 632, 366h at the link-
the second node identifier will include informatfion so

layert(hxt, in hanqegukietesfacamnibevidour wm;rmg@lnw\mid@df the hoine address at the IP
but econ s130,

layer anc'S Shdl t%g éi]'z%?téeapbp%?gt&ﬁwﬁ ng tlgasg gf’%}g‘éﬁo? ﬂcg(ﬁ?%gs 'then tge home

addrmkﬁ n6t| V86 pfeREntIR kHeCdo waik réE PAUREIsNThdIEfEE 3§ 8§ addiflonal novel step,
addition, the first node 120 cannot denul tiplex the

the ppglshEowgpaa furthsa ingfudena thirdinkalpser identiier tha isjmguednssociated with
|
e (LIS FRECHO I IAMILEAAN R0 SRR MR Bl oo
assopatek ofith thafisst hutht addisds 1Q¢ of thwimmdaddf)emest, fldv e664 d3eociated
in the downstream

resses ar o[ eve re
with B’é’cﬁ?@i‘@ OP¥reR e OF 422 Phing e sl S dbat et fore @Bt parhef packet flow

1 62aP@64ﬂ@ttth| 19Wu3@ g ﬁlfféﬂéﬁt Vafue FBGhEH8R1 1BhKt ﬁ&érq dér{tm@r | a?\}ﬂ ®he two flows
dentifier that is uniquely associated I rst

l62aalﬁzﬁatCIae t@sdmrtmstingmshctchrylehe lidehtyerf dtahe fmdnmcte L?é)dxy the value of the

. hndi.cate, t cket S. assoc
nird R B ORGPl PGP} PRI L SBre0mh onc noce
130. Fh@mrhﬁé@e@aaQ@u@tdedumrttmw@npl@zw@r feediaetding packee Bow 162b
of the first node 120, that is therefore not part of
that ip assieesated|vith the Siast hapgladdieheoptionallyelugegn pprénoe rhatyrdieases to the
t h

secor&&&od%h?%%ﬂt i)gclle ﬂé‘ﬁ lﬁgﬂ | t’g?lﬁ\% flljlgts aﬁlgiget %1 1§ W 1lsF h%‘éﬁcket flow
166balksdchmedf witls thersectnd HGhenddtdie IQIBinldEldef a tlifﬁ:retrhlpbdlon such that the

r.identifier that is_included in
second S daniiarsy B FMPAFHS: Detks ABE 06 Srstireiaph RIS hoikah the flows

are b§ﬁ%§§ﬂéldﬂ&ﬂ\@1th dsnt 'afidil‘égse§ h@f;n th§ sﬁﬂ@!h‘?&ﬁ%dg Qhdrkfne c%n%am 111 and

redirecting packet flow 16 I'S assocl ate
that arqéoriviarded vivothre sadcjrl"elsbodpmtcnﬁm:myl linkcllOf dsanaalgorativen

R S e L R T S S
third RBEK L0 bl RY%scLEAPNARSIZ0I iR LEd 1ivh tdtht B& 0h8 788&)idRRBer, such that the
address 122 includes a different ggrtlon such that the

seconskiragda ddansifier is dlesit the pasne valeg for hethtt flpmﬂééb apjogigted1gidibthe first
4 I, \ r ot h
romel 855, S HETERL oS0 ARL WS LBLER, o o
invermiod altadid 3 insthddotriftistnblle DOl aridhent safcadanﬂMB@&;dng/tfa home
the same third node interface on lin

addregp ¥ i 4y e Eece st @ﬁ@ﬁf%ﬁ).d&ﬁmgw%b%tmeﬁrathe.makqt 559&8 162a, 166a and
162bI Rﬁ'ﬂt\i’l{e‘n%e %Bnclpﬁ dk Th%lei“fél@tq{lﬂe@ ah8 e’ LI %: RRBEKEH the invention
fromthe th e to the second node & in
meemdwwtdﬁn;ﬂd«ﬁﬁﬁwsahmpd node identifier, such that the
second node identifier is then the sanme val ue for both
the flow 162b associated with the first hone address
125 g@Bd BliNGstfh@Wn R deE &Qe A9 dystéhh obh nSemenedd h%@%ordance
address 122. The invention alternatively includes th
with thiepsgsepfgaeentipg apghdsing @eﬁt@d@ nﬂthnmelltaovmuongthtatr@nHmmeed in
conjugigt?(\glr\}:\zﬁhtY l \H]%OL\&B{CQ? éﬂgl?‘grvpa‘%g égt ergﬁgogs escn I%l gure 1A.
The extended system 100" includes the elements and features of system 100 which have been

previously described with respect to Figure 1A. The extended system 100" includes, in the first

addressing domain 110, a fourth node 150 with at least one fourth node address from that first
14
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162b, 166b when the second link-layer identifier and
the second node identifier of the invention are
weppkoyed f or packet forwarding. Figure |IB ill|PSt/Ust085028483
an extended exenplary system 100", inplenented in
addressiog ddmaiel i (Thetfbertipnedeels, ¢. gvemdbdnyagdmtmicngpled to node 104 via

ds of the present tion,, that an be used
ink {15 R B R ke MO BER S R AE it shown in Pigure 15
have beEVRE BUEDBfR BEIR e QpEin 'obéa?@ald?es':dfgh'é ﬁwlsrﬂm%t previously
ext ended system 100" includes the el ements and
describegtin Fegyrot AsTka éind node \Mﬁ @hreh d\ﬁefoml@ noge &ldiresa Mg’ to support

redmgc? ?@?ﬁ%bﬁdp Q I%éf%%éic It68e e f]e t}g@d 85@‘5{? { e&ﬂgg%hrpode 150 that

are astﬂ;Biated wWiththé bed&;ﬁd @orh2 Qd&meg&lmofltﬁ@ﬁtst AEER: 1f7@t{étgh s flows to
address fromthat firstaddressing donmain 110. The

flow 483, a1 Gdpadiausg 1 Ag. Ble segonegIvide i18( siagjtasky stores (e dpwréunads address
) t
3 B0l 3 T I HETEATEN 08 KLl 108160 s e
founh)eede 150c Thel &irthatodé U660 kteresebgpthaidmode adkﬁmu§3faeéltlttrs§e80nd node
of e invent on, no evi ously descpbed in Fig
adreg .04y BTE L HABALE TG HE et H0duirnc RS0 A4 As has
been HQSC%B&PWJSSJC‘?QOE%EH H%uféal% %st@éaﬁ‘(‘ﬁac&@?ﬁo@ﬁ‘% %ﬁ’@ﬁownstream packet
bet ween the third node and the fourth node
flow 11h‘h@reatmcals@omtlath@dewmdrhmddms heL biohre fiad drds s?(mnen the second

of , t he t _node , imjar. flows.t l.ow 163
omeioateiE%3 i o kg kpnifinta nall MerShioe BBt R SPyartin
assocdtioh &g th IhgmfteB hbstmﬁﬁpa@ﬂ@trfﬁﬁ&‘s 18A@nd dowrstBRfphcket flow 168 are

redlrect|ng packet flows 167d and |68d between the

associasechh Hisgecamichosmegaddrrss &t the hist @0ds 20 when theseednd home
addreRQ9® ; é%n?*{h%r mtoﬁa t&% 68hEQ %c?o‘ii?a’r?ﬁz 1}§§h§snaq§<c} @a%n described for
second node a r ess I N suppor Sai d

Figurt |l avsmilad  witheespectan & gmnel 1B hihe thveades défd@s ﬁéﬁhléﬁcdﬂd&nd third node

.. heen descphed in association wth Figure I A upst

lde"t%a&%é? e P g sre g dao ARetiAB eIl PheksTo8A 14/t 108D) between

the se%%ﬁ?ﬁécﬁt ©d anittlhb thi18 no8€ P4l VIR ﬁgg‘faecﬁgn&glgdrggsﬂ%”@omam of the
first node 120 when the second %one address 122

third fipdemi 40rtbatagiaisoéiated IwithHorwardiod ot ppskétrilpvd @andinnved &ond and

. im | arl in association wt str )
hird BB i loer S TR0 R8s beohen I 7 1 ot BEPE Bacess tink 101
with @8 20€eat &dhaMhida dobe 15@aaNde beuBRd add iif&SnobR 2datifitR 131", 132)

first node 120 when the second hone address 122 is

assocfateshivitihthe bpgst 6 hal 68bHhatgreaeiehanasd g thaberghird node. 144s
has al so been descpbed for Figure A simlarly wth
respect to Figure IB, the invention defines novel
Sdm@rfdlraﬂnbdehiSO@nﬁiﬂé@a hakebdriof nedes s{rhidarko theltBdd noti1@40, and
used to associate a redlrectlng packet flom1(167b

assocmjtﬁddﬁéf‘ﬂééﬂmﬁ'ﬁ‘é o be sragherbidemiboscappd ppde 130 pathAgdbe second
node Ilré‘VQng W thindgh %oﬂnmu‘ﬁfcfaﬂgﬁs a4 f(ﬁ'@%l?éﬂaﬂﬁné&%‘nﬂl&?fto tH ql;lrd node

hi rd node 14 I's assoclated wth forwar
140. mmaftrsmcmarﬁ bmhpdlzmdt oforhe inveeigam cheasedorntdhimkdlayer 1dent1fner uniquely
acket fl ows

A S0 b BB TR SRRl o
identi®ibr 137, T thitd REEEi A ANG 2t RenSEEANA upfitbahpdcleTRIAR 167d to the
identifiers (131", 132

fourth node 150 and can either be an address of the fourth node that is specific to the third node
140 or a multiplexing identifier that selects a forwarding entry in the fourth node 150 that is
associated with the second home address 122 from the additional third node addressing domain

112 at the third node 140. The fourth node 150 also has the third node identifier 132’ in a
15
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associated with the flows 167b, 168b that are
exchanged with the third node 140 The fourth node 150
wepablag4@ nunber of nodes simlar to the thireCTOS®05/028483
140, and associ ated addressi ng donai ns, to be reached
forwdrdmgentre tise coassodiek witB Ghe inmeirfaoeiind ddelrsseingridnmaadef the third node

140 fﬂg%i g(‘sqnﬁ] |0 naaggreﬁsnmﬂllgat | o(r}%ldljsptgf)gglethlfr(gapsqfa g{gire(:)sfsm%adomam 112),

such %@mé|f@f\Var& oo onQhclbd de@‘ﬁﬁf&*ﬁn@f‘@n hBeis$BERRBived in the
i nk-layer identifier uniquely identifies a forwarding

redlrctmng y»a¢lq¢t flow 16@d dtadketdtey 1B0 is Hmefor@ mapped iathedhivd téde 1dentifier

node tifier..132 The ir node
sssock b b 26655 MG sr gl e (PORrdb BBl oyt 0. where e
third h6deidefrifid@ 30 Obichie 5 @dRighd ordaclif@entB) dnlieTe wogacRt flow information
address of the fourth node that_is specific to the

for thepagket Agwdo trthisd nadeddq asgflew il s imanalternativetemftodiment, the third
node FEREELeaR AL BTk el B8 (R bS50 Ltds MBleairecting
packetthm faald il 67eoamal henbe the fmdmcaiédﬁésfsﬂwngdldg prichsslii?olags mbygping the
hi rd node, 140. T@ th noel al so has the third

redirgehi iR B e iy 1§ 1 afash entry that is

associated with the interface and addr essi ng domai n of

the third node 140 for the second hone address (link

1133'miilarll/ hbe sagdind nedealentifier d3 hod ¢healddrtb sode gSthsrirmlnded in a

forwzﬁé\}% eH {shegrﬁpl%)%: tf];? éél\%%&df@\g ]e%%@nﬁhé ? Rgll e thlIdCF node 140 via the
interfa€br B¢K 1 IB0inRRECKRitidrlaPWirithode Radik&tngf doavid 872 Ths second node
t herefore mapped to the third node identifier

identigigs b2}’ 4% ben WiapPed Wishig deeoforwanding-angydn thegepandinase 138 irio the
secor{dgfn\fﬁﬁgﬁ én%&%h&‘) Jeg}éé pvé}Qﬁeeac]cng lmm%rl(?n E 1531% ﬁgmgg gc?that the
| | I Ndl Cca

ent es a uni
first revdel 10@varpdadcating thawthe méoram&ﬂtpaﬂm flow 1t6l8&1mcdmite<ﬂ wam@addltnonal
. the third node 140 a In an alternative
third awﬁwﬂﬁﬂpo domain T T oSt hereoh20Hne MR PBE agessse rom the

add1tloﬂ‘fll‘}Flﬁ@Bb@]add?&gm?)ﬂanlaﬁl 1‘ 19UfHER tﬁ%@b&%v\ts‘)&ngrfgﬂ\t/a‘?dh? €ntries can

redirectin acke in flow 167e 'and hence the four
optiomaljendlbde mdicvrwamdn fay the deeddmkilayaslidensi finesphatrage tded over the access

tink 19§ Fb S o Perpe ARy LB ftutel Sod AW RO7E 1S3 e

the fourth node 150 is included in a forwarding entry
that is enployed for packet flows 168e arriving from
t Hégurpi/ ibustgees cxeropharyupsieam kit Paseeonsmade hknk lgel; frame contents

800 n]iséglgdoeﬁgglﬁtah-l%gad tﬁje Hggg dl%eatiﬁ tﬁ]egseggﬁ'gill\ le liLj as-gpc.hicséted with the

ifier en map

novelfpack@fidwigne Iﬁcbrw\yirdlmg biegatsems ofi cherinodantidn ClnlpahC86t4hbe frame includes a
second I|nk | ayer |d%pt|f|er to be used. over

packe; peRRiog flqmpg pwfti At 1954 wgﬂﬁlyérmtwefiémt@élrfw@etlﬁ% (¢ the ggcond node
0
130. lri\g)g.gt&%% the AnftSh& &srhefurshlﬁr{ 2 - H&REle ﬂ?&hl rglﬁ%g é(fée!nQ’iWes the first

'S assocl ate t| ona
node dAroetbs bavgndondd 1B0la@oright dabke of theﬂthem ddectly2@®upkesl nodes, such that the

addresses from,the additiona Ir od :
sende Do 728 GreE1e 25 P CEiERBREE RSBy MPptad-Raf S0 fefudes a
secondiWah fHir MEnEREPBSt £50Ti A8 the PadKeY pbrfieh Ulpart 8§PWITRGIFRE set of stored
for the third link-layer identifiers that are used
informgtean irhige secoad gode 130 that is used for forwarding packets between the second
node 130 and a specific interface and/or addressing domain at the third node 140, optionally via
a fourth node 150. Optional part 863 includes a third link-layer identifier that discriminates

between multiple forwarding entries in the first set of stored information, with each value of the
16
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link 101 and in sone enbodinents in the redirecting
flows 167d, 168d, 167e, 168e Figure 7 illustrates
wez@apkemy upstream (first to second node) | i nkCT/@s®05/028483
frame contents 800 included in frames, between the
third fink- myexnxddmfﬂ@em@dsiohmtsiaskﬂndnm«)folasicﬂmol,tipMU\mrdtrgctnmes, and each

nov acket fl and f.orwar di ng_operation
of saigmyliR ot e frip bejag fU efna ey Hi s HPREEEE Maress of the
first Hd@cked, portion froma packet that is being transmtted
fromthe first node 120 to the second node 130 In part
861, the franme includes a first l'ink- Iayer i dentifier

ggﬁéﬂggh@‘gﬁga}fl’ébggﬁ@l {;}'IS osweng([:} am {{efs,{zl cpt% % i %1{-'%5@] frame

conteBRWOD et nRdes frafids, hetwizh thdecsahalsale 1(3f) ahﬂ ¢hd ﬂmﬁknd’chylei) associated
frane can be determ ned at the second node 130. Par
with 6 201 Preksb Hows get fnnyardinanesgfians PHERHR YnHpn Hsy 964 of th frame

1nclu@e§ Op%?l@ét 5%0‘?1?8 :f)%kep Biat fs%l rlra'?@ﬁﬁtte%@é (Y ftillgt ﬁ"ocfe' lr’7§tfrom the
ore mation In t second node
seconidsnods @80.fInpaft 06 W\(ahtdfrmgle precdbces | fbsithm{elaydrh@mléeoﬁrdt mmdeely

e R o S5 P S OSSR, cupe
nodesl§|90hqq£t' (RO ciRET &t (BOBni-NGELESSe Barf Y dddlerndifde :%tﬁWéi‘iecond node 130.

dentifier that discrimnates between nultiple
Part %nMudjﬂsmgsemtdggg( -layertigentifier et asspcigps de @aekgt portion in part 964 with
a first %Lﬂ{ s‘qa genr}ngeHgo% a@s n \é?)lg noc?et #Olgﬁgét S Qeéig'og{%rw?%/d?{ﬁ %ackets
betwde@raMpEElfio %t@ﬂﬂicl@%ﬁd/oﬁﬁkﬂhr@s’sﬁig ddimasr@hcthenhidd rmide 140 optlonally via a
f orwar di ng ent pes belngﬁéurther associ at ed

fourtlun¢¢€elr5@nt0 e s se Aok Optional b ari 963 erclitre aahio [Pk Guyeeidgntificr that
s 9468, R P BT O MR s o 20
with éafcﬁl”vﬁﬁlﬁ obﬂ’[thBﬁdil lihkgayse alenudfierddmgll3focanel whb afdiffatntimde address

20, associated with the n acket flo and . .
of ther bt 00 oo s SR BT ore e85 Slessine dagain of the
hird h6@E10. ncludes a packet portion fron1a packet that is
thir E elng transmtted to the first node 120 fromthe
second node 130. In part 961, the frame includes a

first |ink-Ilayer ent| t hat ' Ly [.den

cHastre PPOb AL weztplra poiseUnk BReh M E4Ys LaEMre Bimihe seoond
node @80 e @iReRoddi 140 CRArY lOl‘ﬂlm&l@@iesﬂﬁﬁ)ﬁ?ﬁatl(ﬁuﬁblmtafp&&kéthﬁmon that was

receiver of the |link-layer franme can be determ ned

recei yadeat dhecsependmnde 138 mndayhiclo bejngapdisrescddo shecihig node 10. Part 1061
mclu%egpF %e%)éﬁ&n n&% e{ﬂitdbe:é L& th%: E@Jro?l : s sg)gtﬂ*?e I%ngft:cgﬁgﬁ%ket Part 1062
mclud'iemftﬂé theddi rﬂbﬂe hd@ntlf]er tasddardifies de ih@fatatd/orsaddessing domain at the

forwardin ackets between a s ecific interfa nd/ o
third e bdsoswg WA o HLPAOKPY BIOTBREON RS blpa ary/arding

purp%ggt g 61ng h{:ﬁlyrbgqgna]r@anlh@e ﬁ]@%egtinraﬁgm A@fEss b2 the (R InBA&Iwhich

es a'third link-lTayer identifier that
altermaiisely inmyrietied utiet inee optronal ppit d06Bnul ti pl exi ng ent pes
in the link-layer at the first node 120, wth each
value of the third Iink-layer identifier being

asgperk aD/AOWA hrhex@ns] zeécﬁfétcuhg)ﬁ&kadﬁlm&ﬁatoi trhk¥eniftéd Fbm the
node 120 that is further associated with the interface
secorghide rl 3@ dulthe Seyrynais el nPast 1 k64dncludes information from a packet portion

that was received at the second node 130, and which is being redirected to the third node 140.
Part 1161 includes the second node address as the source address of the redirecting packet. Part

1162 includes the third node identifier that identifies the interface and/or addressing domain of
17
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third node 140. Figure 9 shows an exenplary

redirecting packet 1000 that is transmtted fromthe
waewmengh7aode 130 to the third node 140 Part 108dT/US2005/028483

i ncludes _information froma packet portion that was

the thigdngdgd40de t'@%@ugectle%lﬂbevethlve*ech s qiFsCEd Ragkgidpiggmation is
4
o 4 5 A2 OV TRl AQRs AR s o
the fauediinodetIf g fpak ebdePaidiesd 36Dt invblded érs parhé1Gzhihen thedderth node
identifier that identifjies the interface and/or
addresgy Qgﬁkﬁ@n&aﬂaw Paft 1{& third node 140 with which the
redirected packet information is associated for
forwardi ng purposes. Part 1062 may optionally include
t Hdgaredtlishaws amexamlarysedifecting padkey 0ot is wansaitted from the third

node ?6@ at | %’ﬁl‘éX&@sﬁggg\éﬂens%%%:nﬁgﬁ gi}@ rl?aéigﬁﬁg aélué)easrlgfoigmfitmn from a

packek Jpealdnhaﬁt Wi redeaninit teaHirfl hode 140e as@cand 1§IB€lﬁg 1é’cﬁ>retned to the
the fourth node 150. Part 1164 includes informti
secordrnpde 4 2B Raxet 263 dnelndss tb%@trd\»aéowc@d@@adréﬁs HBe segmaidress of the

|
redlr&?gg p%ﬁ%t Ig%ﬂdl 2?? (.hllldneg ltl% es IE)QIE e%g“lh t ltdglg ﬁ% ngéjmterface
and/dr hédssrinigdomadneds tlafd tdde lnédvm”ewhnch ghepadkemed Paket information is

cludes the third node id i fier t
asso b 4T 8N & PHRES FADE S P aadi-0% 1 ggmm‘om“y include the

destn‘PJuton %d(t:lr}éksré* tﬂ@ge%orlrd"gc)det BOt Qﬁlcﬁ%ﬂﬁﬁntﬂu{?@?%a%%’m%@% in an optional

which the redirected pac ket information i $ associ at ed
part §268. Pat Webfddinelgdesuanppsiesal tlmati tink-fager wlalytlfmtthaj rsaueq:ty between multiple

t destinati s, of t four
forwape et s it sehan €81 FEREDE ploe il 40h e PRSGigge 120, wichin
the fikdiest dof WFofrRatidnhstdred gt thelsicend ndde 130c! uded in opti onal
part 1163. Figure 11 shows an exenplary redirecting
packet 1200 that is transmtted fromthe third node
1 h . :
par e 26880 | e BREF ATode o B BRI RERE AN phle pode, 120 o
the 1rtvhﬂﬂion/\!a$ldfrﬁmed/ﬁ1dica(brdhm with thel 1md&0rﬂ.4Exeramdryvﬁr'sn’mdieQ 20 includes
being redirected tq the cond node 120. rt 1261
o nety A QRO IR 18 25P SFSLICE RORUAE TcieblaedealayeR ghe second node
St 9 1@ Mhd RN bAGnPALEILES &t
139 ?gc ugggg?ﬁg@gcgg%&ﬁ) é]g I dent |bf| gr thatmllrgen%cleg%%ggo A processor
204 ande memhenyf2d 6eNeatwatlo mpatioutputgnterfackofdl mapyinciude witelgsd and/or wire

25230 S MR et SEL PRSI QLR

antenA@986 3RPa trifdnhittd2BSAUTRY 5P BdpRitabaltranB@ited @ndeha 258. The memory
desti nati on address of the second node 130, which

210 lmlﬂ@SWQt\ﬁWVOWYE@UPﬁ@I@d‘éﬁoblhtYa?fPPbﬁ%ti%md%3lz a forwarding

and r%légéltef(gg&tm(fuﬁe%? eﬂf& éﬁ?%ﬁgﬁ[hfgm&ﬁﬂ%lwt P.Hcgsgol‘ 954 e% & CPU,

ween multiple torwardi
opera@@ttb@Saﬁchﬁtmc&fu&sats&ﬁdmgt@me\mlohhglmallhdm pf@ntacior 215, the operation
addresses of the first node 120 t‘ﬂl n the first set
inforgetion¢ b #rdk Ragketdpigraation thitis received anchiapsmyder Vigith petwork

mput?ﬁﬁ%@l rftge}?z}]cg?gﬁpglg%ﬁﬁgyhﬁsﬁppﬂgﬂﬁm Rodlle 2 ENEMPRYEsigHAIh ¢S maintain
the mobility forwarding state in the first node 120, second node 130, third node 140 and the
optional fourth node 150. The mobile application module 212 generates upstream application
packets which are sent to the forwarding and multiplexing module 213 where each packet is
multiplexed into one or more link-layer frames. The forwarding and multiplexing module 213

receives downstream link-layer frames from the network input/output interface 250 and
18
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the invention inplenented in accordance with the
invention. Exenplary first node 120 includes a network
WO ngazoows put i nterface 250 used for coupling peEUR205028483
node 120 to the second node 130, a conmunications bus
demuitiyBe’s6 @pE PhEOtehizamest israatd misaeiveridoumsticAmetas ket ovpgis then
204 and a
forw LB AR brt ArEr R 21 1 OB cd PR ARORE B2 has o

proceslissbdiaee svithdhatker2 Eﬁ) emplﬁgl thefitshiforh©addeess 23 eanthapraxess associated
recei ver nodul e 252 coupled . to a ricelver ant enn

a
with Bacdcts Ut SRHY e pecpd Ip@e sedressoasft Lbe PRPTAIQY 1] atl%?w includes
T
N e e i T i e
been fezeivad di thg fizsiciodesll 20. Jihepergtion thibrena2i©8 248 durdpe irecdidss state that is

.. info 18. Processar 204
cthet B 508 oL AdER SRy obg TP RS BT JOPant sigond node 130,
third h@(ﬁé’f‘iﬁdd%? tHelSptidnREfORRE hadd DIV dshif 1e§uTBS 1 AsbiBdBappNiBation signaling
packet information that is received and transmtted

condwdted e meabiityleppligation @mdpl@ﬂ 1|2n©é¢rraa@@m;f@matwne? 18 includes first

lmk-lr%c?rﬁd%ﬂtuxleaggi (%hrl or vvar él%hg ?}ﬁ l%’ ?ﬂ)%ln* ng ’;1@ is known by

the fiR®dedel 21D an%l&ﬁ@méoﬁl@d@tiel@@ tobl tﬂeium@dellﬂé&yaﬂdeﬁtl'f&r of the first node
optional fourth node 150. The nobjle applicati

120 Q’ﬁddﬁ pecess1imkgiHe Third 8odamsate 83%'1&&)‘&@? HH e ﬁ&@‘l@égt 421 and second

. t r o [
link l%%gp%n%5%5§%ghé?@gdgﬁoc%%gégggﬁﬂ 1s@ﬁ‘[@ dd;l‘és;é( gg hré)rﬂng@ gcr)]de 140. Second
link-layerrioengifier BR2 inajueles & ﬁesmasme Atdre$sdldRana d@cngd aouhe address 224, a third

ik B SR B HEEELY 55 SR EI LU e

with BRALEIRA HodP 1 80 BSbeOME i ¥ i fTBY tRatli§ 84¥B8ialed WafEME Rordvarding state in the
recei ved downstream packet which is then forwarded to

secortdredadBY Ifer afprst harae adshiessB@dlard 2n gptionaksagond heme address 224 that are

o SRS ST By 0P, BPIBEBTRBPERL B D rurr

233, P3PHeForting A8f@ el (e (doRasddt IS0ttbat trhlreYinkheyes aleatiflers that
hone address 224. The operation information 218

indicptg ¢haj @diakrpysrifiame copiinscEaacks Pofuanghaigs assqeinted vigpibg dirst home
addrds0H9% gt?cfieg{i'nc{ lﬁorgfadcfr S9%'i‘és?§%%$ht hat which has been

recei ved a Irs node e operation
i nformati on 218 further includes state that is either

opul ated fromthe configuration inf t on 215 or
P OBiEiE 5 oMot AH Bt 47006 nad & & TSI Soae arrtEeaha Bt the

mverttt?)ﬁ i @Ie'n%?c'd ih gé’crotrdhneg%hlﬁ@m@@ntﬁ)nr Q§(‘éh¥pl&9§/ séHélﬂﬂ lhb8¥130 includes

appl 1 cation signaling conducted by the nobility
a netwpﬂd inpat{Gueput nutcidihas %Qmsedjoe couling thmrfe@ﬁmdatl(i)ct@nl 391 the first node

inclu rst and
120, gtk 1953 geE e Gy RRtheq B R Dok g spopna noce
120 thReR nBiw it Rodds! &5., niadmk 180, apdcéster mcahad Iﬁ@ﬁﬁry]:ﬁ@ Th)e various
be the current I|nk-Iayer identifier of the first node

elemamte) 33 35he3Me erds31( aragoumed togethervin S ates \@2@ the various

e QR3] ASERTHOIERR T8 AR L4 o ok 0

may &dtlidesdareddss ahd/of Wire Ghten(ﬁﬁbes 1350, 38ecankinltheforinayerse has a receiver
modllslgggﬁI ééﬁ%t%%aé%@%%%%ﬁng égé {nsdf,qjtlgz?nrsrglt?g rrr\c()_:‘dc'u?e ggéfg éoupled toa

transmitter antenna 358. Network Input/Output Interface on link 102 351 may include wireless

and/or wired interfaces and serves as the interface into the core network towards the third and

fourth nodes 140,150.
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l'ink-layer ID 223 and a third Iink-1ayer D2 234. The

second link-layer identifier 222 is agreed with the
waeewmengh7aode 130 to be the identifier that i s PCT/US2005/028483

associated with the forwarding state in the second

node 130 for a first hone address 223 and an optiona

nd hone, address 224 that are fr.om addr.essj ng.
doiE et HO ineldss CoBREUTFR IMSeTEatiA pEoI3 rﬁRb‘f’é)y réign Agent
mod1E81ns iy ffbﬁﬁalrdfi\%@nh %ﬁﬁ[ﬁlgilﬁé n%d@}%%m%ﬁ& oﬁér‘ﬁtléﬁlfntf%%{ation 318 for the
agree W th e second node 130 t
first hadeid2 Day euelluael epcnaﬂ®renl£omabn Bihd fczrautlwrmh@tts samllarrtb-thagtet node 120

d1rec&n\/ F%uptl to t %‘ getScoH% lg'sfg)r %oégeﬁ%g 39& Bp%rigtgg S\%glﬁag modules according

to th@&tﬂﬂf@ﬁﬁn@ﬁﬂnfﬁﬁﬁ@ﬁﬁ@l‘ﬁeﬂh}é optratiéreinorata@ve 31 Qan@gm@i iAfofmation that
second node, e.g., nobility foreign agent of the

is reclewvé Ang aﬁnsmﬁﬁ%w@ﬁh%wrwarkaee@fm &ntgitaggs BAHY 351 that are associated
t 5 I r S
i AR08 BT SN SRR 5 AR Suy ge 312
emplbjmeslgleidmgcb maiheaid &2 hobitityefofwarding RautkeintRO firs® ngde 120 decond node
link 101, ﬁymnrk i, nput / out put interface 351 used

130, ghizd noge A9 ﬁrgd REPYRRA Hepribgtade 196 th fgpkaingendgpultiplexing module
313 r@&‘#@e@up&r&m T%e'k@ts It th Qs rl%d@rlQ@Qﬁtﬁ&@atggé%sﬁggmqmlrecnao packets

menory various el enents
underacrcmtmbomhemqbdgetfcbrengn\au,antbnmm& 2owkich wei fohw arded tﬁa‘pmdSthC third

I t nt er change dat i nfor on
node T R Bt imeAe G 56 Fsfe BR 6ty el recing
packeté FrEaAé thafirdburth Addlel IADET SR&RISuNdSOBe comBdlof AAmbBilitRreign
former case has a receiver nodule 352 coupled to a

agenyraediley dk2 @ﬁ@@mh&les%ream packetsawhieh aresthemfatwiardedsa the first node 120

in ImFQ%%{ ?r%:?t%? lﬁ‘ torﬁ)? yefgé%aq %%Eg%ié%é :[)Wewgr@afdl%state 340 such

as paWet Eﬂf&ﬁﬁatl@ﬁ dd be tmthsfnﬁded aidcethhaekish Anberf rsRsvedSit tHe&econd node 130,
erface into the core network towards the third and

and IgGH ORI G e 3pAgsspstrtephuitndyrapabitydoreign aggaismodule 312. The
i I ourati
orr A A1 04 TRALAE 388, PR M EQTRLA op gt
inforiBa@orehich (Erpefeamt dromi the dirstabido h2@ 18rd nodet 146 ahilfos thenapdienal fourth
Qr ot her

node §S80S% i piFRp gAY HEN Fephoigise oG arablie Fore Eaudge agmodule 312
for fl&Ws hd36ciaE Widh (RO Eiese A3@: FPH0OPERALN RFY 309 8Is81RIudel first link layer
vapous nodul es according to the configuration

identifigf &FFrat heolirsBlmk- latyhreld@rpe‘rea@»l%rs lmf)v(mhvahe 6irst 30ge h2{band the second
t rece

node @?@b&%hnééﬂqnfé V\Sor‘%(h%g‘é?? putcurr ? %eq %qg@rf] eggét%§ lril node 120
on th@i&®e&SIHRCI(AL The wpdlh’tldri‘lﬁfcfrmbﬁtbn BIIszﬂsdﬁl@luaBda fikse sﬂ&if\é@ii&i

node 104. The nobility forelpn agent nodul e 31
inforiAfoYR) tBRtSHAPGTHGhe B’YWﬁTdPﬂ%? s hespeen thy ffratrrwéﬁdﬁﬁ gnd the third
node§g@te in the first node 120, second node 130, third

ode 140 and the optional fourth node 150. The
formardlng and mul tipl exi ng nodul e 313 receives

it GAL ot PloepE B edE Ao oo s (B PG address 321,

founl?ﬁ’&ie' dghbétsi mte Iﬁ%na%nnayw tHehBfi I rwhimi i Rfofmh8rdeond node
owar ds e
identifier 328, second link layer identifier 327, and second node identifier forwarding

information 337. Second link-layer identifier forwarding information includes a first home
address 323, a second home address 324, a 1* third-link layer identifier 333, a second third link-

layer identifier 334, a 1* third node identifier 325, and a second third node identifier 326.
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node 140. The forwardi ng and nul ti pl exi ng nodul e 313
recei ves downstreamredirecting packets fromthe third
w®eoobozo7édh node 140, 150 and under the contr ol pOf/U$1065/028483
nmobility foreign agent nodule 312 recovers the
Seconcbnbdeeddrmcﬂlep&lrWeltdmg/\dnfarmaame315'hlelnlufdefr seapeiklink-tayehigentifier pointer
first n i nk- | r frames. The operation
329 and Rypd iRk ﬁmﬁggnﬁﬁEP8W5§§é§cket formardingpstate 340
such as packet information to be transmtted and that
whi ch has been received at the second node 130, an

| Gkl thindbode adgress 32 bisahsadgsess of sheclirhnede 14fhandghe fqtltrsh node
a5 B8Ry P 308 oSO RO fenciver 22

is agreédwith e feeniddauratid be thendanifiet thanisadwcomed with erfotwarding state
fromthe first node 120, thlrd node 140rwgd/or

h
in theo%t:@wdefléﬁrf@rrﬁ RO IdiESS 323 B P ORHObRCPTY bonew address 324
that apd gnﬁh gg%ﬁlgrm&qfo ad 18y f&%mkésmg dBﬁ’x'éﬁl' Sh@@8ftnode 140.
noaul e (0]

Ws assocl ated w the first node
Assodia@d wiyperhasdcond link-day8d Bleatifiar 32 cd hdescomdflinkdnydriidgatifier
| ayer. jdentifjer_319. The fir k-1ayer .identjfier .
forwagg'é inforpakag %?, Fmvafthg{nf 105!3%5 c%éﬁg lg% dﬁgla%lmk-layer
1dent1¥1%p33(3 300t hid AsoSERWe 3 3e fidBRode0l 20@0 bb eheCHiTa BRk-layer identifiers
l'ink-Tayer identifier of the first node 120 on the

that indicass that p ikk-loEr frFme copleinaipepkdt RpBiodhat dhassagaigfl ath the first

vom FA55 304550 B2 B0 TEIP R 28 o0

multipRARme2ddedackstfhen tHei saghe nAdiesslniddonain oF tteahirdfhodd bile then if a third
I nformation (third node stat&é 320 includes a tg'rd . .
link lwedeaa&@ewos@lm the $e50P4 ROdolR thehihe secoad@ode & fap omit storing

the hJ)th Kad @%qéfolnﬁgtn%d ﬂ;h?ﬁ@ agsggéﬁﬁ%lﬂgsalldq"lﬂf T@E} {ABnRFes for forwarding

deeond ent second layer
purpdsdsawhichneparaaﬂarl)aaw/aseagemwlhmﬁdie furxll @ntd 12@Eneeido tonpartiirmgink-layer

informati on 337. Sec d ti
forW%rew\&fa%ﬁO'ﬁ'gtqu'm HEhi gﬂ* hléﬁi Ea@ CP§ erﬁéhir%amg%e home
addre%@ 328, $RAGERG RRAB AR SR 1agrﬂrf1ea3t5 9.:'26%1 bé thcludal in redirecting
l'ayer identifier 333, a second hird | ayer

packétsitarvtards the thadglor faurllslwdehllf’«@tlﬁ@)%el ldéiﬁﬂ |2F i térngQQC ldéﬁfdﬁQiS 325,326

hi.rd d
o RERI8 Df S B RN i vio

first dddke ¥R horeaddrédsed. TheilAtidrd B8] agexd déduifred 3B3 n{@ylbayﬁcrluded in
identifier pointer 339. The third node address 321 is

redirgotiag facketsskitibe 15tHbird Rpdeddemsifier 229 tasnablertisorigjpeitpnisdueen
redlr%gigg %?(Ek S%sdc‘?’ A&F\%xtﬁgfgﬁl%tsan% hi B8 @Bbr%g%dé&% 53 [}Qgewhen the

econ ayer | entl I er 7 is agree
1% andi2Phehirt @ofié dehtifiersl 823, 2Q6thavdhe tshrae iveleat THe secortdnatdeiidentifier 328 is

d h he  f
SR R e 1 PSSO hR B Seh e 5D o o
forw?rﬁfﬁ rifjatehf?ﬂﬁe eh&asSdSEd foatirahemelhbees &8 4nd a‘h"lf%)tlona(ljl second

t node 120 from an addressi ng domain of the th
homanastlecsd 424 thas srecillacase i thdfitsh QO@ekQ@rdem |arspeq1%\§/ egdressing domain of

e gt difi FRraleRa R S50 pot e S 2B Rl ratpgmatior
337 thtGHaHigies thelaSiocaitéll s2B6hd IMK- Qyéﬂ idkntlfy 827 via second link-layer identifier
pointer 329, and that identifies one of the 1* and 2™ third link-layer identifiers 333, 334 that is
expected in the redirected packet via the optional third link-layer identifier pointer 339. If the
optional third link layer identifier is not included in the received redirecting packet then one of

the 1% and 2™ third link-layer identifiers can be determined from home addresses 323, 324 in
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identifier 333, 334 that are also known to the first
node 120 to be the third link-layer identifiers that
w0 nabcoai7eéo t hat a |ink-1ayer frane contai ns a pPCRE52005/028483
portion that is associated with the first hone address
inform&®nai?d tbyevmpriboneith deriess RPtss eape ot the destinavpe address of the
. first node 120 has nultiple hone addresses fromthe
rediregiefPackelr essi ng domai n of the third node 140, then if
athird link layer identifier is stored in the second
node 130 then the second node 130 can omt stopng the
héigurad dhewstheskomplary birdnhde. ¢, QBB 2gcadsugh pha Slame Agent,
k-1 ayer . .identifi.e [ N 0 [ iy
140 of i 5h B2 et Sh accBlehf¥ VRA M RUMHIRETRT gL hitdode 140
included aRemntuniationk bilisa40srcoliplivgedet ou. inpatmgiuaireekfadet B0 B achprocessor

of the third link-layer identifiers 333, 334 aqﬂ %EF
404 apg pEnesmpry 844 ckhedvesworoinpytlousput aterfargs SRk in e thirdpeps 140 are
. Cfiar : L . . . X
conb 8604} EE 10787 EA TR et L gL sy
additibsil thindin@dechddidssidg doaeini d@nThd NeverrBBcrf82640dnapenalids wireless
same .value, aor may be different for redirecti.n .
andop Feavierteess T BEHOSGH P U IGR PR Eali PUTmighh g = Mobility
AgenBRGAMNE 4@@,@f0?@%ﬁ%5&8-mﬂhﬁeﬂi§ nidaiuled4 113, Bkodtidg@hodule 443, and
identifier 333 may be included in redirecting packets
operatipn Inferntasiontdfl Br Bravesser #Qreenerdtpethe 3aB0ysgNedies ascording to the

di scrim.natij.on tween. r.edi.r I, - t ' .
con L D L5 P RR-SEHLA RATE RCHRLBSRTINGHALY
recei WaeRd tfagsnitted ancthe Retwiokit ingutiadputiisterfhdesi40d shad 25gss@24ted with the

ave the sane val ue. The second node identifier 328

h | .
first noge &&@ Thetrnoti iy homeragepymedile ¢ 2 praploye signalinggo mpipain the mobility
i if t140S | At ; i
o AR L Py AR08 000000 P14 5085 gl fur
node 328 Thedomwardipg iand alultgécongimodute 448 decesss Bpstreamaediagating packets

allocated to the first node 120 fr specj.fic
and ciRaies GL e TRFATF 19 ROFE: HIGEG - HUL oL 16 QLB Beaignodule 412. The
operaltbh thbeatRRUIRGndIRHS ph%mdr{v_h@ﬁng?ﬁ&e 490 EQWRIPALRA information to be
informati on 337 that 'identifies the associ ated second

transthitield-ahd yhext whibbritas beer regdved, iard selonebilifynsate 4y @ pssociated with the

N I A N T

populafedg¥de te@dnfipuratién ingsthia€ioh @d5 pasHeim e tiiefigphddentald, second
third link-layer identifier pointer 339. If the = ,
node &pf.itbischnodeni40grnd/as ha epyiepalifawst neqeekSlias afstuls ofneRiky signaling

i i i ' :
R R e S R s S I S AR
from honme addresses 323, 324 ininformation 322 by
conparison wth the hone address val In the i .
dekerthag Pade G ES ingPeraEn e'gar'?aéane‘@%ﬁa%?{"g Elalfif? fpr the first
: ' ) i g 73,
o JHOURPESURLILELH o ) 075 1 D kb i 429
third hodeatfdfiod first eodki 129 ineledésnupsttchmrforviardimgstata4 24hfior therfrgchome

140 includes a co i Lon us, 406 upl | twor K. ..
s PR BT AIA PR PP 0L HB LR e
484 fOEMMBKYcoRd AomERAdRYES, Whd How igdiebmTukvaiitiini Rtags 4 28 theQkcormd home

the third node 140 are . . . .
address. Upstream forwarding state 424 for the first home address includes the associated third
node identifier 425 to be received in redirecting packets, and the associated outgoing interface
429 towards which the recovered redirected packet is to be forwarded. Downstream forwarding

state 486 for the first home address includes the associated incoming interface 487 over which
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coupled to the link 107 and the link 113 in the third
node addressing donmain 111 and the additional third

woowhe/ozaddr essi ng domai n 112. The Networ k i nt er PEr/es2040(128483
may i nclude wireless and/or wire interfaces.,6 The

| _and/. . h .
packeipprgrrseeaved thakra aeecialsaryigLitafirg Momeradrirss fuhirg jebe gdirected, and
bda] 14 . f ' . : K
e s TR 445008 00 VETAD A0 e ke
assoctypet with eadifintdometdddresst 1pstrémo E@saotinglfiatedibd fart ths sedopd home

vari ous dul es according to.th nfiguration . . )
addrep g it T eapeenect 0 SpAPIGERUIET RS & R o Ferediigpting packets,
and tho£66diatk 8 b O BRL i MR rfhdead39i (S w RS Viv@Gtha ret ol ératt sddiifeb @ packet is to be
via the networK i nput/output interfaces 401 that is

forwarderb dPawesireaint flarwdrdingistase 436cfee thesgcormphwnipoisidrgss ynchusies the
agent nmodul.e 412 | oys . si | i t 1Nk aj - .
sssoc i ek ieich R BLRURNAARALL e g B niBeiared it the
secoriiafmmnchdiaste add e tb be redlirsade, ahdGhaamdodiined sondnade identifier 428
~fourth node 150. The forwardi ng and nultipl exin
whichyisia|be incladeddp saig gediigpiedl pagkersr a8eRAed VHY t%%?ﬁ%@@h%@addfes&
creates downstream redirecting packets under contro
of the nobility agent nodul e 412 The operation
i nbperacedn iafordihBon 48 ndbs thpdalode 1@ plsaimdiugs $erataedidg fiate 450 for

such as cket information to be,transm.tted t hat
the F1P2R A S0 DG OGS, Bt AN BELPH ROBRITEG e & fghind node
140 RAARCA3EEste M IthhiddRe TBRELS 452 18 98D EroADHIMER rétlrctindPackets are to be
operation information 418 further includes state that

forwardedsi t her popul ated fromthe configuration information
415 or is learnt fromthe first node 120, second node
130, third node 140 and/or the optional fourth node
158pearatich infshationd | MBhed ihyludégnalinggaeatdueioed thythirdeode 140
mobi ity agent nodule 412 for flows associated w th
for thetpeefixes shat prgdacludel mike firs hemeadisess 0d Shepieeand hpme address of the
.. operaki ' r [ on,. .4 r 1 t .
o BTS04 180 SRR B G881 v v
node 100 il ket fign home dddressoefimral. nGhisd adde ré@Bng@gstate or grefix included in

node 140 for. first nqode. 120 includes: upstream. .
secomichagas g Sordre s LR et et PcpBd PRBR A0St e 471. Operation
inforgngfé\ﬂ;}?“ ERMhECMMRA Mfd Sbad %uﬁﬁ? staR'fot Ql%ff& ik 38 ddaqQABirst and second

ress, upstreamforwarding state 484 for the second
homechaiteessasdoeadditicmatientbrades #8% Math predixds adyvestwd dyalerougng module

w2 e B0 RO S AR P L £y haaion

third hBi¢ sidr@dmgiddaiatd f1220pébok mfbendtRaeil8atkolificludes, in some
redirecting packets, and the associ ated outgoin
o

embddimnents dbied hplolayensentsfiandioR that Feontioaaleinglyde@ i liegtf@%i@g packets.
packet is to be forwarded Downstream forwardi ng state
486 for the first hone address includes the associ ated
i NEi@Bferfgshionvk el cxempiBy fanthrnodbj ch pmokidit sagene 158 ©€ thesdvention
~ that are associated with the first haone addfress .and
implefpentechingecrdpceatitiee inyentioh &£ sy dpw g%%p'??@ igtes a
comh@§Btohs Sgs fl(?ﬁgci(e liﬁé‘nét@ofl@inggt/(b\ﬂ}dﬁ li'ﬁ’t@ﬁaéef@ 588k&la processor 504 and a

redirecte pac S assocl at said irst hone
memanydi1®s $he Npstark anpuf/ontpat idienfgcest Wil an 4g4fofish nodeel ¥barendupled to the

: me address .inclu es.tg soci,at ed.t hi qinode :

ink {105 e Rt o S8 wb o MBI PR LA D8 Bl etes
and/or wire interfaces. The memory 510 includes configuration information 515, a Mobility
Agent module 512, a forwarding and multiplexing module 513 and operation information 518.

Processor 504 operates the various modules according to the configuration information 5135, the
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and the associ ated outgoing interface 489 towards
whi ch the recovered redirected packet is to be
wo ovosmeated. Downstream forwardi ng state 426 f oPCT/D82005/028483
second hone address includes the associated i ncom ng
operation erféraceiod 3T8 and packai inforpatkethat mirecei wdeind@nsmhegd via the
e .second ho

t d
oo G BRSSP R TR AL TABUED 8By e

agentinft@hild 51'2%m;ﬂ8§s lafig it mamit iR tHeNfbbi A8 otwiard gdstate in the first node
redi rected S aSSOCIated with the second hone

120, saq@mierygie @Qemwthmﬁ npgef H0hdhe Eswardgng andipeltiplexing medde 513
recelvl% HBQT%% r'e Lr %(?vrsg)g%lgags\’\@]rddcltr eeslsof;])g}gg%r%a%rgdg(egth{%%z{cgg&tiJnder control

of thel b8 hfy&fgént%&d@é StherHelvpe thtion tforhd@ioarsds tikdudes packeat@d arding
fourth node address 452 to and from which redirecting

state bk gs rcketigiasmation igbedernsmesshandithil Whighohasdierw feegivgd. and

I
o HAEHRE G PRERE G008 105k 500 AT D12 e
inforthaticsit 5 lmdnnhaddcrladrs seanelthihie egbarqrogulatdd el theenfighiratipe information

5 G BBl T PRl S S b s o
moblﬂg‘-1?gn$ﬁ Qe taubde %yftlher Hbbifi e EeACRbERS SP? Edriftowkbbsocldibd @ith the

de rou ing staté for prefix included in second hone

first mdellé@s for first node 120 includes second homne
address prefix 471. Qperation information 418 further
i ncludes third node routing state for prefix included

| roderdtih i afddm sestoRI® if ehefoattd heds e30 dlo0 m&[iﬂbi foowaldirengate 530 at
nodes 498. Each prefix is advertised by the routing

fourthyeslt kS04t the SeasBdand Fircisdes 1300140 Foriaring stiig@ 30 Rictedes:
upstr&ﬂggatg ? 2(21‘2(‘19 ﬂrsg RBRE '&dﬁ% Q[é'grel%t#aé?{ngsgﬂl: E gﬂﬁr{g?%tgir?rn% address,
upstreans state 58|l tﬂokes&condhcsmrmdeﬂbmmnrrbnmsuearm“am J3#rikr deagmt home

G oo e W B s

upstréa%'fctdneaﬁ%epacﬁetgasso&@l@ﬂ |W1Wh@9%'ﬂh@mé§@dx@§s ﬂr(’i\ﬂ the second node 130
nvent i onimpl emented I n accordance with th

that mapg emthicshird Fodengeideasy 53 b towandswvhkieh 18iores ting mégts are forwarded.

Do AR 35 YR FRUPhHABIRL KEH AR AR o

receivddgn HeivWerdan tfélh*édtm tratitetd Bb&vidiad esth 5&1f1tsnh®1he afldregstfrom the third
node 150 are coupled to the Link 103" in the first

node A4 r@smanfgmdbwcmq pode adsEaa P RO fotasdss vizigh r%rf‘:'r‘r%%/l’“ke‘s are to be
forwﬂéff% ude wireless and/or wire interfaces. The nenory
“includes configuration information 515, a Mbility
Agent nodul e 512, a forwarding and nul ti pl exi ng nodul e

Séz?sgrggtg% a?prea%? 6%:?;1 grgtp iéggragség?lagégﬁltré%9%1dent1f1er 582 included

in up&%?fﬂ QU &ing g)a&l&ftsoéfsg@etlétg@ with Phe {BERPRIAL hdtess from the second node

ormati on and packet information that is
130 tha owsips ealthanbird nedesavidtase 883 foay ardsewinieh mmctungomﬂck@atamfprwarded

Downlsgﬁgrrnfﬁ%ge%ég{) 1?%03’%9 8%6 géi%%:sl lﬁt%lgg?s%% ?eftogg nPéie %tentnfoer%BS to be

recel'&’!ﬁigﬁ ?bWﬂQréa%dﬁﬁiréﬁtﬁﬂgrpaElF&s aebdihtkd WtﬁQhey\@Tcdth Boist alidredsifrom the
the first node

third node 140 that maps to the second node address 536 towards which redirecting packets are

to be forwarded.
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120, second node 130, and third node 140. The

forwardi ng and nul tipl exi ng nodul e 513 receives
waip®bosamw redi recti ng packets and creates downBtT/E82005/028483

redirecting packets under control of the nmobility

ade pdméreabbdimzAR .usihigan aftemat veoforw ardovgresbodimé&it8n the case of the

i nc] ud ket f di tate 540
o BB o SR B LA T g v
the th[r@ GehY ?AQ) th@ﬂg difPGait ffﬂ?lp ' Hu't I‘rﬁé;z)ﬁécﬂbethé HrPsSRGHSTER Wh T Feceived

he mobility agent nodul e The oper at i on
from tmfsocrcmdmodn 15(1& ¢.uthe fieurth nsle paderms third npaidenufies svighing), and a

covo R B 20 A b R R 8 Rl fom, s

mapp8d &, e sebdrdchdaed@entifier $98 racdi esiirdém olie tllm’dlnlotlé ¥40 (e.g., the fourth
@?nallng conducted by the nobility agent nodul e 512
node pesforfris segondivde idenblengtitghings It §ht°§{d Heee glogy that whilst upstream
| o
redlreg?lgg ﬁ%kgﬁpé\pgmlg{ngaekﬁdﬁgfsﬁﬂg [f{é{?d‘FO léegﬂp%{: aﬁ‘c@ g léll-ﬁgl%aﬁl éﬁrectm
packet frwagtinnemplogs theisecbndodes ideBOfidrd hat fho W\amed phipestudtiplexing
530 i ncl udes: upstﬁgan1state 531 for the firs

inforrgfipnda ghe Gisrad seeqnsl 8pdg idereliers fhr aspeddiic pegkst éaw?bggvgeen a first
node ll’ﬂ%r{oem%tn%ﬁg 1r§§%acte QAhdRLERNE PR BAIRES Be R Gme.

downstream state 534 for second hone address. Upstream
state 531 for first hone address |ncludes third node

ntifjer 532 includ n u ream,re
pderurs Somgrnedy iy o T H TR B KGR 6B e gfquonan 700
111ust1tah§0 seeakyHedRods3 thdialediRAuINi&tdkR by RpEELA®HR second node 130. In
dr ess 53 towards whi ch redirecting packets are

flgurcf@mdaq: dsthodBeamis St plep APQ whets tb%nmp@ﬁsm& IRQYes kR FHEP 4L Masks the
netwc?rﬁ%agwg tlliehf?rsls S d&gmg%gﬁ]alndf“l%t ht tﬁﬁd ﬁ§(§e a‘d?ir ?1\/\??1%??{&%:911 and the

stream redirectt S assocl ate

additioh&1ghird pod: fdesssiag dbmain Ilbearé hllltrzﬂhzamdﬁcllldiﬁg theatecorabrsode 130. In
to the second node address 58& t owar ds
£

[ ch . .
step GOghe semimiyIGaHek epuplingL b g egbine Sronar date lfzﬂigwéfmrst third and
fourtiPheS 19811400 5@%%2?9@&8%&%5 e stdredeUtqRe Fiftt,MsEcdMAdRd third link-

I dentifi’er 5 inu rean1red|rec ting
layer mt«ﬁm the saond ed thvdttode In@nsﬁcm radd Henasldsagshsed shef figimthird and

fourty k020,589, Ll RSG5 F RS BD Ty BHURBFATEp gnd peckets wit

the sefceﬁd\ﬁ&déel@oDPM@&%{h%am&b&trﬁo@%ohﬁéctﬁgGm@a@l APBUTR 0 3EGT608 Swhere the
i ncl udes the second node identifier 535 to be received

seconidmode WA tsraparatedeidimendtor fy fpamss dtosn Bisdisstineded 204 If B frame is received
o G50 AR P B O A

the sdcBAd A@tet 130ds Q?&Kteﬂ $o RLEivE @ flamefinglwding ek fiinst ﬁaam portion of a packet,
enbodi nents using an alternative forwardin i ment.
rathey than p&ragigdecluding BaCmynnEPORRICT 5818 Pagkelt W fiF PIFS&P f Rition

8B5S e R 80 e
link lewesd paedtifiers. Thstep 608, dhansedend wheietli3Diicopes@ed toedatérvauk a first set of
stored information that is associated with the first and second link-layer identifiers from the
received frame. If the first set of stored information includes multiple forwarding information
entries 609, then operation proceeds from step 608 to step 610. However, if the first set of
stored information includes a single forwarding entry 611, then operation proceeds from step

608 to step 616. If in step 610, the received frame includes an optional third link-layer identifier

then operation proceeds to step 612. In step 612, the second node 130 is operated to determine
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fromthe second node 130 (e g., the fourth node
perforns third node identifier swtching), and a
waolosasra7eéam second node identifier 592 towar dsPe®S2005/028483
second node 130 that is different from but mapped to,
one of meltipdcivneandade nfamatonf éreries 98 ichaoeudesdatd thirdting layer rdgntifier of

node, 140 (e. g , e fourth de perforns, second.node.. ... .
the refhi (eI iU e e Bt RS 281 BB @RPPY B Fira ink
layer YMRhtifSdr th'é}ﬁ(‘i[fe?ﬁmngﬁgdeﬁ:@spltrbrﬂgtdb@b% sfepronar ﬂ%a 6ty second node

the third node identifier, and downstream redirecting
130 ipepskased foctelgamaierapeafmutple fore asdiep dormmden icaiss | Whieh Includes the

th t he . val ues pof e [ tiplex l.f [ 10 .
sourc it VB el LY g RL! AR dRries
singlaPRpk@tinilipfyried wesitryadn kithatsteparle, 296 bhor aer 608, dparaden proceeds

interface and/ or addressi ng donmain may be the sane,

to stepp ifair Bisstep, 6 16ghp secand god b tis ABFTAKH 1R ACtERMIRF g fied Bodeddgntifier and
e ERLEE Bl BT 0oL BT e Nev
in step 6t nhke seoded AGR. 130ns bpayarce tdgenetadiea nelithctthgspaaketsasatfunction of said

s SO0 L B CEES5 19, ToUES 10 k. Foh Wit
recei\{aeg girgtmaElget ReHRNAAE LBESIANY iAQa®h S a Hidd BRIdIab &G dentifier that was

I'tional "third node addressing domain 112 are
identifind inl giep ¢ HH Orieration grargedsHieors sicprtd 8 @ sfep $20. In| steps@2)y the second

v {81s S5 ARG BnE Al 05 RE PTG IE42BER8 e o

node, k410, upd®éhnh6dd tiitd @el af @k thit@lnddé N4 bibe s uathagrledlS0t &gl the
first, second and third |inklayer identifiers, the

methaskigBITGS HAGORTACAEE Resttch PAB IR 197 BhA o e reasliasseladdigional

framegtﬁ?aé]cc{;rqtﬁﬁ’aﬁ%{ é}a@ka rtfic%lt'rth no_deS 120, 140, 150 to be
use or ‘exchangl ng conmuni cati on franes and packets
with the second node 130. The net hod noves through

connecting no A 603 t tep 604, where the C
nRFETE38 1§ SeB 307 AP BEHS ARG oV P AREUNE PBr PH? to siep 708

from ?v!hfcsﬁtth@f‘?lgg'nogigpfurﬁhgr &stliByitS resfeeto/BQuiesl. 1 ncl udes a
irst packet portion, operation proceeds fromstep 604
to step 606. In step 606 the second node 130 is

operated to,receive a.fra i ncl udi ng th \d St
SIFERR b uk FEBIAE R IR TR Pl g b Qi nere e
second8idBE MBOE dpRFatddad ridnidatdt paekeketromshe thirdior $urflawddet 140, 150. In
ortion including part of the packet header. The | .
step Tl8cie veapnfimade 13¢ sippsiated te 0wei vis@ radieacting pagkeh gl ugingontsdirected
| i I [0 A | ; e e
ek S ARSI P SR 6B RSO Ao
from tHefre¢eedd redirdchiag packeads sep 414 chevsiet dndt toele {130 $¢ omenaled to identify the
~ second |ink-layer i?entifi?rs fromthe, received fn?ne :
firstspi ofyFreq I QEMAoR asf [WTHPBAT INGSBIARE0R I4eRE igihagiuded I he received
il i . hQbnedttihd &url0RAdrds§18Nthe received
ool E1 60 L TS 5 SRkt
seconidfrediteeteidi pasket s thedfirssteb pstotied finforratiopringlnddsudelsipls forwarding

o S SR be  HRTT: B EBEOSET. o
stored BE&MABEN idchIRs a RFighdRsw @8in@Rhtr9Tal, théd ssbrhtidikprbeaeds from step

identifier
714 to step 722. If in step 716, the received redirecting packet includes an optional third link-

layer identifier, then operation proceeds from step 716 to step 718. In step 718, the second node
130 is operated to determine one of multiple forwarding information entries, which includes said

third link layer identifier of the redirecting packet. If in step 716, the received redirecting packet
26
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then operation proceeds to step 612. In step 612, the
second node 130 is operated to determ neone of
wondosiopd7eo f or war di ng i nformati on entries, whi ChCT/US2005/028483

i ncludes said third |ink Ia(éer |dent|f|er of the

does peldaflydeiar pitpmal thirdiligkdaxsp 1gsnbfier, Hignogerafigraracpedrdrom step 716 to
A .

sep 9923 3 20U ) LONplliopkhAY S g g forvarang

inforstiégn Eitrles that intlegesGhie destinaticneaings nbue rddicied pmplmt atithgn the

oy LR o UL Phe {00 s B SLIREASN i

forwgraﬁgllwﬁ%mry%&mndn@9&6&@@@&5&%&1& ag8lloRS&p 720 to step 722. In
Havi'ng identified a single forwarding i nf ormati on

step ‘BXtthe sgoané nodee}30sis eperemg to d@terpmeqa fioyt, sseenst @oigoptional third link-

layerh%edlgﬁ%gg gﬁ%geeg%%slgt g@{n%?iﬁ,f rll’rélgtég ?\PCX?I:ITI té&b %33 Ceosr(l,gond node

130 i Opdthiedl k@ gendnge 4 b@ckadﬂemamgqﬁfoaﬂnammsﬁrmamdne@kevéd@ﬁ@nd redirected
the determ ned single forwarding information entry
packeyeNext, inrstept B4, tregecanddode s qwsw&dlts(xen%ra@aérra%@uertfaame
|
mclugﬁgea %&1?0 i tﬁgg\é\% datléncpglgalcﬁ girﬁﬁgltu?lgeﬁ?ncg%@gé tHe Ie%ferré\%dqu -layer
1dentﬁm§<@inaﬂlpplhuchpn@6l the eeqoatiinode 1 3®mopbmtadac ellanﬁdltﬁherginelated link-

layerr%gagngtto tgee{\{sl[ qugalr}gﬁg{%tl%,%gél%ﬁ%ﬁﬂtE%h?s lig]f i%l L %@lntllpgr included in
said lm@raw PImPERLEE %tﬁoqumrﬁﬂeﬁenmﬁ cbfneetiRPn&ROB 6bHo t(§§t@[§’708 to
the second node 130 is operated to transmt the

momgze rﬁer sidgtbnakptickess fiomeithac e tthirdot feurth dddessi<t001 5@ he
upstream node, said upstream node being one of the
third node 140 or the fourth node 150, and the nethod
I WG Anary, ahE AVREHAL- ﬂgeﬂﬂéﬁufb\;rﬁ@ﬁtHchSés@Mnﬁ@FO\ﬂi&b lavaiaker
the reception of additional frames that contain
separpiiprsef mE%é}wﬂomd i, sep&r@wws reppped 8t tap segpd nmif‘e130 into either a

link- gg%@?%ﬁnwmtgk%ﬁr X%Fﬂ é?ﬁ]l@? %her escrlcﬁtﬁgdtngdik%ﬁnﬁers

betwéehpesdcohd nEcﬂegLBO&anﬁBhe dmmlﬁlcgiddl&:sﬁ@ démhanrettedake at the third node
continues from connectin ode B 6%9 to siﬁe 708 wher e,

140. This egtablishgs A guah pivaignesfarkRetyesndhefirstngde £ andeach paique
addré‘sE]lﬂ @dBE@mtJﬁ'dfoq 1r95rf:§c‘3% 2 (HiPd 8SdeL D, WiRA-thd fbustheRdd 190 is located

e second node |1 S operated to receive a
betweendthe exsond gncpmmdetodqambaou dﬂ%@ea theeHPNemt@wqgécblkesmamtamed across the

tep 712, .the seco node operated.to dete
fourdf i, BB SR B Frard Frighie RB% BhEMRohEHEMN MRhanged
throuigR @ @GFth REdP PSK&b 3 dnfip16¥iRP diffederlt Recopacird noa¢RleABGerk Gcross the
operated to identi the first set of stored

linksjte fhgrspeandand ke irg @ﬁéw 168,149, andethebayieg mepRing state in the fourth
node 198 Whtléh' 1%%%3' l%:?\%/é&qg? {jl@fe}éﬁ? sd&c ?ﬁ&'t ﬁﬁi n§§e1‘f{ag 1f§e‘?§jbﬁ @&Ihelﬁmk asa

unc € source
packétcmi’\&e&Sve@sfes ltl’fbefotlﬂh: eodeetBOs FTho VPN ﬂdmtfaﬂi el foaekweing dtdte are

first set of stored infor tlon inclu mul ti
differegy {RaFeaMrigieriasopddigss g domam ofd efﬂtsrddwéiP 4 eﬂlepfrcaa aBabe ditferen

for eic?‘ﬂﬁﬁ%o%@ 1384 4 ﬁ)ﬂ%\tﬁ%ﬁeg&\@ :nodOY8Y &ifferkht thP&achisE&IndSRMe 130 but

ored In tion includes a single forwarding
comreon tweaetz of thte hlanct@p@nacqt@herpirmgedtsthatrscmrsitrmgleiqmm game for each of
e re redi

the elb(gi@%éits on ﬁiey aed:lggd 88&60 Hojlghtdis C(l)Lm er tf{% 1rg}pé)ld<re ?ﬁb'ﬂ% VPN state

includes information that the VPN can use to identify and successfully deliver packets without

having to track the combination of the home address, the third node address and the addressing
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identifier, then operation proceeds fromstep 716 to
step 718. In step 718, the second node 130 is operated
wo oooderenori ne one of nultiple forwardi ng i nforPeEt/USI005/028483
entries, which includes said third Iink |ayer
domaindae the thirdmodd whivh wheaicoptinedgvipaiskine a glabally usiqup address even when

d d d
the bR 3 R AT Pty TP RS per at i on

proceeds fromstep 716 to step 720. In step 720, the
second node 130 is operated to_determ ne one of

miiheipieation puppos mj‘-thqqlﬁ ehgathiap R Bk uarels fospackes redirgstion
between f:ds%t?ﬂ1 tde%o%ﬂg'i 1r8f14(§&?051‘a{jh o%cltS% ﬁ*@ﬂ{odf including for

Wt e receilve re I rec I NCl udes
example IO Miova ilibheafist, M(Imgmledmmcbl Iédrsa)nsﬁ)mgtlltﬁno headers, GRE

(Genesiatpopra Erpam PRI saBoRG «SfEl semey af PR st Tivare
Netwdfk§ %qmgg% SudBYs | Nﬁ’ tﬂh q‘#otB&)li%B@lrSufl'f@n%)fahﬂ 8lvitched circuits.

second opt i onal rd I'i nkl ayer identitier from
t he determ ned formardlng i nformati on. Next |n step

723,..the second node 130 is erate ner .
ol U BFETROR 4 Acordhe oA TR ot Bl SRR Bl L spggpeion and
forwdr @] g [RE IrkEnMACK QpplidiBetto otHar ﬁfo@ﬂltg gchendch €has eﬁ}@nﬂ/ hets Bty
13071 s operated to generate a |ink-layer frane,
forwarqhog sidierigataepdy to heringsfuetfpemylipk avethprERErsegRdccess link for a MN
| \
RN OB 0, ARS8l popls g
allocdt&d feparoat o moge tdransdmt the generated |inklayer frane
to the first node 120 that is associated with the
first link-layer identifier included in said
| inake f isk,
RS LGERGB I ST AASL EBACHUIR Y58 s s
mem@glabirbﬂmnslbra;gadk‘et@ af 2 ootleeiiothefrbitsHecatdd asch unit mcsandtmachme readable
the, novel lin

| .
mecif RS YT SHA MRS SRR B PR e P ap he sorage

medu:?rﬁp?v/fé@;gdge Doerf@C iRt commiEcat@h dcbdr@as@Paiktathie @ivention are stored,
ped %he second node 130 into either a |ink-Iayer

e.g., tompemnlmyrebuf;f,@paw&@ﬁ hergnemeryigplamratad; 4sjagh ypigal echine readable

. medn]?]rg glgecgtgdpore JE: rﬁgssgslgg %sggél’,‘g éIcgr s%r%d beeé V\ﬁﬁgelr%@ ﬁ‘u HEGOWreadable

essing
medlurﬁﬁlﬁﬂlﬁdiﬁen abddshiroufih Wldhoﬁl@mi:s’dﬁgesTd'ne passad adil/bisineactanode that

virtual ppvate network betmeen the first nog %éo and ,
generaigs A {‘f‘ﬁ?ld%a BEH2ES sPRfGY #16 MO dd lea MY ALsq b tored ik thg PhyHgal machine

[ de 140. When the fourth node 150 is | ocated

mmhéﬁ{&%gﬁ?the second and third nodes 130, 140 then the

VPN state shoul d be mai ntai ned across the fourth node

the second .an

t third nod
o rearey ol R BFRed TOE R Ged PRI SHE et Such modues
may m@ﬁ)l@lﬁé}ltw usddYg ST R, iWaAeHvelird bed edthbis fEaNst softMatedandatdedware.

identifiers across the links to the second and t he
Manyt ofi thelabrogeiescrived meghodawamerhod skeas Fambaispmemented asipg machine
eXCCL&%ﬁ%{P&H{I%tﬂor\? gf%e é'SSSOOf[(Vy\VA’e]arI]‘g l?(,{]%?@? 1@Eitr?é\%ﬁﬁetrgﬁiggief&&{i&ﬁtsuch as a

mem@eeeice fd @VR AMMBIPPE Bliskhéc frouohitolnadgchiz)e. g ThenadEpurpose
identifiers and forwarding state are deferent fﬁ
compatgs Wiihrar avitheubadgigenel Bardy awotedmplasment gl of RGNS Blythe above

descritd mellRY. K&Dr@hSR, Bfofl Sth& Rigs, the present invention is directed to a

machine-readable medium including machine executable instructions for causing a machine,

e.g., processor and associated hardware, to perform one or more of the steps of the above-
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for each first node 120 at a specific second node 130,
different for each second node 130 but common to each
wo@boobhz7dd rect | y connected end nodes at that SBCDOS2005/028483
node, pr the sane for each of the end nodes on any '
desciibrdgpeihadat Massagasarhirhareggperaigdepd/onsansmited Wggeordamre with the
. I ne i . tion. . .
et oo pi IO RBLlThAN R, & 85t Do R A PR device
genewitinpomansmavinggnd/or fecaeigttivemesaps oahessagesf ThB@rdsemmanvention is
. ress, the third node address and the , ,
direclip Rl ey SO (o1 T SRS BB ity enton.
will define a globally unique address even when the
hone address is a private or otherw se globally
noNumaioys addidenrad geriatiphe on theemethods andmpparag:s w thequssent invention

er in | P tunnel s, for packet .redi.rection .
descrScibold B balrenl 1o HRRDIch oRAEH s O G GboFEdsseription of
the imedgonl SUch s@idioiehizee se tosldeddgithiarth@3@dPP beshe iRehAtion. The

Flow identifier, IPv6 (Internet Protocol Version 6)

methpds AndapPHal&f dhe ropsept inppitiionireayrkaused ovitrfeREY| agthogenal frequency

divistHliStexinB j MES R kechni i
T M e
be uskPd ¢t proeide lvaleddss Somntruihicadynsdiniks daiwiceh actess fiqdss §8ch as base stations,

Wi | st the invention has. been described for exenplary A
aCCCﬁW@“B"&@@ﬁ rrﬁ)g R8P eTse d}clc%réim 1D SQM¢ Sﬁl‘ngﬁ(!hmeﬂﬁ,baﬁﬁatlons establish
comrh i E4Hon® NnksSw AR RlobA8Rb&:slinB A MR hiAaY dﬁ%ﬁﬂgsc'erhg(?&iments the

enploy mobility forwarding State that needs to be
mobi|griaglaeare omplemeniedias nplebogk ¢dmaputers eesosel data asssemss (PDAs), or other

r,.a and. when.the MN can use concurrent addressges
porep et e bl i rat O GO s SRR ikl s TaReAR T B8
impledishtiap temethedy ¢ thogrsent MBss@@es miy be stored in a

physi cal machi ne readabl e nmedi um such as a hard di sk
menory or other storage device as a collection of bits
| ocated as a unit in said machi ne readabl e nmedi um
Fields within said nessages nmay be stored as adjacent
sets of bits in the storage nedium Messages generated
and communi cated in accordance with the invention are
stored, e.g., tenporarily, in buffers and/or other
menory i npl enmented as a physical machi ne readabl e
medi um used to store the nessage. Messages are stored,
e.g., buffered in nmachi ne readabl e medi umi ncl uded in
nodes through which the nessages are passed and/or in
each node that generates or receives a nessage.

Sof tware nodul es may al so be stored in the physica
machi ne readabl e nmenory. Various features of the
present invention are inplenented using nodul es. Such
nodul es may be inpl enented using software, hardware or
a conbi nati on of software and hardware. Many of the
above descri bed nethods or nethod steps can be

i mpl ement ed usi ng machi ne execut abl e i nstructions,
such as software, included in a machine readabl e
medi um such as a
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menory device, e.g., RAM floppy disk, etc. to contro
a machine, e.g., general purpose conputer with or
wowdko74@ddi ti onal hardware, to inplenment allPoOr/US2005/028483
portions of the above described nethods. Accordingly,
Whatsisolaimed iser t hi ngs, the present invention is directed

to a machi ne-readabl e medi um i ncl udi ng machi ne
execut abl e instructions for causing a nachine, e.qg.,

1. PRO&SRR0RicATths ARSI RE 86k iRarsg¥Bmancii@npartir@raid Qnecdid node and a
nore of the steps of the abovedescpbed nethod(s)

third Metss sede Srshhnd secandnepien beiag derataddn afirstradAeessing dempin and being
dlrectfly coalggeﬁ %/%én\éa\ﬁcéglss HIQE alrlivf%rs]{ ﬁo%% eﬂ{ﬁ?% Rkt ﬂ?ﬁlg%gmegsethat includes

an ad@@ﬁ&eﬂréﬁx Gmesbblﬁﬂﬁg'ﬂd 4 dﬁﬂr@ﬁldg domacfithd trhngdtritbde reaikmEeRx being
nmessages The present . invention is &l rect edﬁ’é‘g
mclu%ﬁ@ rHtH@ra t/ﬁﬂﬁ@@entmtyaf@wqu e Ehi yag
ol oB SOt R Tiees AALLGERR o ot
node, |sm1‘desa¢0ndmodesmpbg@hmhoa/s)mmg kabbea fipp setefistotasl infromation that
skilled in the. vi ew of the abovedscrl on
assoc s & o GHET SR G APTced Fesna P Dar HEnLEReriHES Lt e

identi¥ref, B4iB fFrQQmTKQQ)Q:? iRhdtibeudiQuepnidepriyiaheBiNagge aRdngst all other
appar at us of the present invention may be used Wi th

nodescdﬂmﬂy ovupteshiorib¢ sacpedjnedes thednsthed epmprifing: pl exi ng

i ggf:l?lvk %g‘% séﬁc{n'gﬁluﬁg‘t) egelvé éﬁ’%? l:?}reF gfggggfbvfﬁ?‘te:fﬂ@fsnode said link-

layer G@ABURY1GEHE @ figst |plaél&$ p&@ﬂbwaﬁdil s@a ‘ﬁl&ﬂ and edié Secoud ﬂnnaéla)kbasdbnuflers
stati ons, access routers and nobi |l e nodes Accord

i WPeIBHBS Bt srsoRB APAS 9ase said Sirst gAY swend hnkdgver et Yactuded in
. r o
sid R Al B e, SR b iyt B S oD NbR Torwarding
informdimjnefﬁemtﬁdnvad pmmeetmoincmdmaﬁdaresc—;wq:rbﬁsbpaikedmmon said forwarding

oS e S e L BRI A B B Gp E

I QPEdaARS the s@éoddrfmd@ E@g‘éde% 5 h@st Y@ﬁl@@t‘i’ﬁg PckéfclRaRg dehder
i nvent 1 onWh I's clalnmed . A communi cati ons ’
informattdnoabtdined ﬁnsma thmreaelwi;pmkﬁu nmtl@marrﬁgsaed identsfiedthigd aode identifier;
second node and a third node, said first and second
and o des being |l ocated in a first addressi ng domain and
bepbitifly (HRGEEINIGRIP ke dandyni Bdhi B fi e feslirbdting paskétdowards in upstream
node enploying a first hone address that includes an
node gigatibedkbypsad pRstieammodpaddiEtty t o an addressing domain
of the third node, said prefix being included in a
routing advertisenment that is transmtted by the third
2. ndthe maRédlofrcdaii hyhediretht fise modd iskenoly lecasslecthasewndinbte is a MIP

a routing sy tem of [ reSS|n omai n of th . :
ForcighAgePBREH I OATIF 1 B U IHBIA 2Etio PGP P FOBS PG i node s
includedh ene¥idst zfcﬁifres§i¢1% d%fna?nt ﬂ{eecqlrﬂ A& ek A idddédes the address of the third

associates a firsSt |link-layer identifier and a second

node,|and khd firgeredireleimgipackat isransmatediowdrds derethird@edé f i er
said first link layer identifier uniquely |dent|fy|ng
the first node anongst all other nodes directly

3. CcoRledhdPoft NAnSEGABEiNBE éhird Meleh@dntididr toMaApSinf@imation that is

included in one of the first and second link-layer identifiers.
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operating the second node to receive a link-Iayer
frame fromthe first node, said |inklayer frane
wo nowbaozlizmg a first packet portion and said fi retT/asmo5/028483
sai d second link-layer identifiers; operating said
4. sdbomttimeldd domis evhesdintheifirsttand secand dwddayer pdentifigisrare link layer

e LS B PRSP SRR e B o connecion
addrebdYhQrmitih @A frab@ war di ng i nformation for a received
packet that includes said received first packet
portion, said forwarding i nformation including at
I t ' hi. n i ifiar . an.
s HE PR, AR G TRSL AR SRR
identifieslar eddréssiggRidalaat of the thidi mgeheader i nformati on
obt ai ned fromthe recei ved packet portion and said
identified third node identifier, and operating the
6. SARUEROS dfnt 1, AIRMiA (R3S fddE Rhs § §Loh@RbMBAdBREK A includes
towards an upstream node identified by said upstream '
an addreskeprafixl cessspoding treamastditmnalbbfddedsaingrdomafrerfssiard third node, said
.first. node is a nobile node he second node i.s .a M :
prefixeRsiing 'gﬁl_uga%m% RpflBe peerie LS famfﬁq‘_ﬁﬂﬁé SRy Mg
routirRO N 62i8é Méht $eiiRiaBsRfatddeith RirdlinR Qe fisiialaddigidnhindtikesing
first addressing domain, the thi'rd node identifier

domaimef] thelthirdtrivde st férssseo i stprsddimfiopraatinsdbat igfrentified by pajd first and
directing .packet i i - ds. Lheethi
scor USSR RBR B P ARRT HU AL ARG, LS ot o

inforth@tetriot iludine$aidl et ohd Adirestand not heatg usedite édrudatipackets including
~one of the first and second |ink-Ilayer identifiers.4.

said sppadipdieé of claim 3, wherein the first and second

l'ink ayer identifiers are link |ayer addresses which

are used as one of at |east a source address,
7. dS¥einmahodol daldr Esbemin the fimt obdomsaddreskhame addréssksaid second

| gyer frame. 5. The nethad of claim1 erein th .
homeqiegs {BEIBCIHEEAT H4CES PRGBS AR iR aia e Somain of the
third hSRNEdi& bRSixRiRAAEIA8&d it rdaiR & veftistMent tRatigl rBR@site®by said third

The method of claim1, wherein the first node has a ,
node,seiclonutirpadyersamenideingaassicise iyl aaputingoyysiss frsafd addressing

correspondi t o, an Filona ressing. ' s :
T R T R R S
secondQisiki18geragbn@ifieiss BdTeding fidtand seconarferidrtimg ibfpriaatiah entries, the first

third node, said routing advertjsenent goei ng, .. .
forwasdige dntarraationi antry angleding ﬁgwgﬂg@gewf%magav T8t firsopgpe address, said
secor@ G ERTA A CATRIA ey 1By i AR iR nfach T saRecid home
addreand second |ink-layer identifiers including a single

third node identifier; said first set of stored

i nformati on not including said second address and not

8. bs%hrégné{ﬁ@cﬂoft&aiw WRE R PPARE kiR tSnddeGhaHdifiRe thafisdnd8E&RINE the first
a I €ss.

forwarding entry is different from a third node identifier that is included in the second

forwarding entry.

0. The method of claim 7 wherein the step of operating said second node to use said first
and second link-layer identifiers included in said received link-layer frame, to identify from said

first set of stored information includes:
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7. The method of claim1l wherein the first node has a
second hone address, said second honme address that
WO pasoekgo an address prefix correspondi ng to tPeT/US2005/028483
addressi ng domain of the third node, said prefix being
i nelecttigdhe firs forowatdinginficivmatioh setre mhen Htre¢aived first packet portion
: S ted by said thlrd node, said routing
mcludgagléerﬁsélé%%?dd&ﬁ Snassociated with a routing system
ofsele@ir} thelddcons lfé}g/aﬁtﬂﬁ?inlﬂolﬂfaubh entirivhen tHedecei sl fikst packet portion
first set of stored information that is identified by
includggthe gererd hogpgiaddsessnd | i nk-1 ayer identifiers including
first and second forwarding i nformati on entpes, the
first forwarding information entry including
10. f QheaedhoDofi dlleflﬁfTTartHeth fod fis&iifomfairdisg ifommti@ad@ngg $urther includes a

sal d second f or war |nf rnatl e i ncl udi n
first (Rigd il Y eig et B8 PO SFOPA& 8% GiermiagiG catiuiiddes a second

third ﬁnk 1 ?@rf oRd RRckeRf safd @bmgd N%]@Fa?éﬁratrﬁ@flﬂ%f ﬁﬁcft‘l@g@a received third link

ler that 1s included inh the first forwarding
kwerahnngemsndlfferent froma third node |dent|f|er that

is .incl t he .second forwardj ng_entr
ot B oedh s SR P B ReooRl TBREl Br SR gBpe ginictaver
identi$i8RANEAuAROIA shid rbedveddintt-1hidr Fian@) &b Blemfydrdmh Etkd Iﬁasteét of stored

identifiers included in said received Iink- | ayer
informatigneinclugesi dentify fromsaid first set of stored

I nf or m%%]'egtrhéetﬁg Irflysq Vm?q ﬁ% df&gna'illdﬁ g{]n!'frf/ Wheh ﬂ{e"}@céﬂ/é’wthlrd link layer

i nform recelve rst
p@dldnltmlr machewds firdiehitd hisk lahanderader,esd; and seI ecting
t he second formardln%)lnfornatlon entr

when t he . R
F ecel veBIoFinEe SeORAToTyAHITBIRToTAGRERTY HAST iedRee! okird link
aqgre?ﬁi%ngiﬂcr Jﬁ@h&qﬁ@&‘éo@d th?xldaHnﬁE‘l %ermflﬁbp said first

forwarding information entry furt i ncludes a first
third link layer identifier and said second forwarding

1. iﬁr ”Bp%qoﬁf i”t ry we@éql@gagﬁlaﬁ 2Ry orntlzp ! lit i‘fg h@%’eeiﬁ’differem

from k08 kv @8dRsiRc@ngn. third Iink Iayer |dent|f|er and
wherein the step of operating said second node to use

sald first and second link-1ayer identifiers included

sal % thgcf gfedl%/ %1 wﬁée 3M§§%stern‘;"|:[?th& RICIU ?95 .EJSL?ﬁhfr{O(dg]that is located

RS or ma

on a @BirRelic@nk bahfthatskteﬁmrMWehmge bevioad rradia anl thatmd wddenthe fourth
the received third |ink I nt|f er hes tH

node hpviag an Hitgrépce igpatifigd Y aif '?qdieé dregg Swapad fefgng Aigmain of the

ourF R AUNRL A0 RIS 07 o0t 1y wben the recel ved
| iopkratiag éve secaltriokle € store fourth node address information in the first set of
stored information that is associated with the first and second link-layer identifiers;
wherein generating said redirecting packet includes using said forth node address
information to generate a destination address for said redirecting packet; and

operating the second node to transmit the first redirecting packet to said fourth node.

13. The method of claim 12 wherein the addressing domain of the fourth node is the first

addressing domain.
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11. The nmethod of claim1l, wherein said addressing
domain of the third node is different fromsaid first
wadewessiung domai n. 12. The met hod of cl ai m 11r@tvesmos 028483
the systemfurther includes a fourth node that is
14. | dthetredha@hofacl@antduwheraini thersddredsimgtdoatairesntt o deurthenadeenthe
the secaond_node and the third node, the fourth node
addmﬁ%@%ﬁﬂmﬂﬂcﬁﬂFéPFgeé S-dentified by a fourth node
address from an addressing donain of the fourth node,
the method further conppsing: operating the second
15. ndthe mashat efrcdaifrol} whemmdbe thadrmeds idenfibienaeieal to a fourth node
dad first set of stored information that is associ ated
4003t h the first and second link-layer identifiers;
wherei n generating said redirecting packet i ncl udes
using said forth node address information to generate

16. a Td@smtmﬁ ofoaigntl wherenghe digdnode ifentibies that ipdicries thegdgressing
doma?rggf{ tﬁé | M?ig i §f ?&ﬁt]&?g ds[ ?rcteraﬁ ggtﬁa&&i‘rgfiédf%s%tthat aﬁe 2‘1:]50 included

|ng packe 0 sai ourt node
in sai@frediteatimg patkedrer ei n t he addressi ng domai n of the
fourth node is the first addressing domain. 14 The
met hod of claim 12 wherein the addressi ng domai n of

t hﬁmefrﬁéﬂﬁ(gchomgﬁl 1@%&%:@3{%{ B d D% FORBid} i9hotdABdtRisE hd is one of:

node. ) he net hod of claim 12 wherein the third
an IPSecity d’emneﬁqrdndqm(%feﬁﬁéﬁﬂ)oa é«aY@JMmeén&Bm{@@é (LABP) channel

identiFGE 00 pigene e, REuEH Eheps R TICRE IRy o ng domei n of the

third node, is in addition to a source and destinati on

address that are also included in said redirecting
18. paldieancthadrof citim Hewhedingridthigl ﬁP@L‘Bld\%féfr“iil'ﬁ“%taﬁ“cﬁdﬂfﬁS? gnd is one of:

0 an | P
o QB P S8 D1 37 45T 50l 00
Tunnellng Pr ot ocol (L2TP) channel identifier, and a
Genepc Router Enc ulat| E) ke 18. The od
of Theimgthed @f Glpigy %rsmosatﬂbwéﬁ H%Bf‘d@e%aféw PR ?%hpv extension

h nnad ﬁﬁﬁﬁﬂawqdlﬁfgge of: a Multi-Protocol Labe
eam%MPtCﬁlng (NPLSg l'abel, a TCP port and a UDP port. 19

The met hod of claim 16 wherein said third node

20, | SR ASH ooy Shir Sl S D ERI BB BRI SR cecond

node%ﬁflﬁémt}fé%ahéd fusthes@mmisidgaf or mation further includes
a second node identifier, the method further

c mppmna gand serondmpgetosiarelveseaasand Frolifecting pasketi said gecond
redirectifig g packc? cfu%f:ntgl A Q@&r&ﬁe&dds ?@énﬂfn@te, cond

operating the second node to identify the first set of stored information as a function of at
least the included second node identifier;

operating the second node to determine forwarding information from the identified first
set of stored information, said determined forwarding information including the first and second
link-layer identifiers;

operating the second node to generate a packet that includes information from said
received second redirecting packet;

operating the second node to generate a link-layer frame that includes a portion of said
generated packet and the determined first and second link-layer identifiers; and

operating the second node to forward the generated link-layer frame to the first node.
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redi recting packet including said second node
identifier, operating the second node to identify the

wo besto2zeae of stored informati on as a functi onpPOf/U82005/028483
| east the included second node identifier; operating

21. t Fae seathnsktofrebaim 300 wheredn saicheten of oraralingdhs prcepdmedare ldemlfy the
first set oqglo(ipcf mlfgl%ﬂﬁll b seegsg 4 gﬁ%u&?é‘ff tgg n(gl.{r% gcﬂlr%sgl ! J{que&é?ﬂed second
redlrettuﬁgpaoaetd séi&@@mde hdd’ltksslbamgronb dénthifd eode;addees artd m@)uhhelode
second node to generate a packet that includes
addrepsaf or mat i on from sai d recei ved second redirecting
packet; operating the second node to generate a
i nk-1ayer franme that includes a portion of said
22, gél‘rhe matleat faddiet 20awbertinehaifitse satiof stdrefdi infrmatieh mekidagimultiple

k-1 ayer, identif.i and eratlng t he second node
fb““?%"$8?%ﬁ?dh?ﬁ@”@gﬁ %ﬁ?éﬂmpvﬂﬂ layer frame to the first

negeddnd R sBESHAARbdto &dt@inihedrwildaiinforfation Sbathe@multiple
operating the second node to identify the first set of
forwasding entrienfisingraddivenal infemeasion inqlwdediin thegrcqivrd sseendredirecting

e L3083 P AP EES) KA PCREI 0 RRRORA S v

identifiBel a fourth node address 22. The nethod of claim 20
wherein the first set of stored information includes
mul tiple forwarding entpes, the nmethod further

23. CHHRAR 1[11& ofool??fnaﬁ \Qgergllﬂ“?hec‘?tg fjgé?lgﬁl% %Qhéjl‘?ﬁl@lra%t"}?ame includes:
formar I'ng information from 'e torwarding
entqedingisitigl iddlayemidendtifienfrosandhgéremt¢chirhme.esdid thirt higk layer
recei ved s&ggg% redlrect|ng packet, said additiona

identifigt PiRGRPPE A% of : the first home address and a
thihrefle Hét@ﬁmhé‘d’ﬁfrw'aﬁﬁﬁ“%1'nfdrﬁ{at1012%nd-rhe met hod of claim
22 wherein the ste generating the link layer frane
i nio| Lactbrsreivedisticond @dtrmttﬂd parkek- | ayer identifier in
said generated frame, said third link layer identifier
bei ng obtained fromone of: i) the determ ned
forwarding information, and ii) said received second
redirecting packet.
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