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Communicating, by amaster-site-state security subsystem and a backup-site-state
security subsystem, with each other and monitoring a communication status of each other

S1

|

Under a condition that it is monitored that the communication status is abnormal,
transmitting, by at least one of the master-site-state security subsystem or the backup-site-
state security subsystem, an arbitration request to a third-party arbitration platform

S2
Y

l

Executing, by a master-system-state computer in the master-site-state security
subsystem, a host task, and performing data synchronization operation on other
computers in the disaster recovery system, so that at least one computer that completes

data synchronization is in a hot-backup state

S3

A

According to the arbitration request, determining, by the third-party arbitration platform,
whether to switch the master-site-state security subsystem to an unavailable site state, and
switching one of the at least one backup-site-state security subsystem to a master site
state, so that the master-system-state computer in the new master-site-state security
subsystem takes over and executes the host task after the switching

S4
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Master system 210 Backup s

S10. Actively transmitting a
master-site retention request

S20. Receiving the request, and
transmitting an acknowledgment response

<

Third-party arbitration
stem 220 platform100

S21. Under a condition that the receiving
of the request is timeout, transmitting a
second arbitration request

S30. Receiving the response, and
maintaining the master site state

S31. Under a condition that the receiving
of the response is timeout, transmitting a
first arbitration request

S41. Receiving response of
maintaining the master site state

S50. Maintaining the master site
state to operate normally

L

S40. Performing a serial
processing on received arbitration
requests

S42. Returning a response of
switching to the new master system

master

S60. Switching to the new

system
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Platform periodic operation primary-task Time synchronization task

Broadcasting and
transmitting data
synchronization
and status follow-
up (application +
protocol +
platform) if the
time
synchronization
flag of at least one
backup computer
issetto 1and itis
not in a data hot-
backup state, or
stopping
transmitting status
follow-up of the
current system and
broadcasting only
the input data

Interfaces of master and backup systems + Interfaces of

Master computer in a master system

master and backup computers

Communication interface between threads: system status of all
backup computers + time flag

Local computer being a
master computer in a
master system and
actively transmitting a
1588 time
synchronization request

coe
SYNC_1588: T1

Jdetpst..

Master computer in a non-master system

Time synchronization task

Backup computer in
amaster system
(Computer B atsite A)f
Local computer

being a master

Platform periodic operation primary-task

(Backup computer in a backup system (Computer A at site B)
Master computer in a backup system (Computer B atsite B}

Interfaces of master and backup systems + Interfaces of "
master and backup computers i

p ina
non-master
system, waiting
to receive a 1588
time
synchronization
request, and
responding to

T2-Computer B atsite A i
T2-Computer A a site B !

REQ_1588: TL,T2-Computer B at

¥ ¢ite A.T3-Computer B atsite A
Té-Computer B atsite A[42E 0 T5g8: T1,T2-Computer A

) site B, T3-Computer A at site B
T4-Computer A at site B

T2-Computer B atsite B I

T3-Computer B atsite A Il
T3-Computer A at site B

REQ_1588: T1,T2-Computer B at
ite B T3-Computer B atsite B

T3-Computer B atsite B I

T4-Computer B atsite B

RES_1588; T1,T2-Computer B at
site A, T3-Compuiter B atsite
A, T4-Computer B atsite A

RES 1588; TLT2-Computer A at
Site B, 13-Complter A a site
B, T4-Computer A d site B

RES 1588: T1,T2-Computer B at
site B, T3-Computer B at site

Periodically B, T4-Computer B at site B

executing 1588
communication
process (20ms) Y EVYCEA

T2-Computer B atsite A !
T2-Computer A at site B 1l

REQ_1588: T1,T2-Computer B at
T4-Computer B atsite AaSite AT3-Computer B atsite A

REQ_1588: T1,T2-Computer A at
site B.T3-Computer A at site B

T2-Computer B atsite B i

T3-Computer B atsite A il
T3-Computer A at site B 1

T4-Computer A at site B
REQ_1588: T1,T2-Computer B at

site B, T3-Computer B atsite B

T3-Computer B atsite B I

T4-Computer B atsite B

RES 1588: T1,T2-Computer B at
site A, T3-Computer B at site
- B atsite A

RES 1588: T1 T2-Computer A at
site B, T3-Computer A at site
T4-Computer A a site B

Completing clock offset Il
computation, computing a start
time of a cycle for correcting
primary task, and performing 1

RES_1588; T1,T2-Computer B at
site B, T3-Computer B at site
B.T4-Computer B atsite B

CRC verification, and generating 1
atime synchronization flag upon it
successful CRC verification 1l

UDP group broadcast-Computer B
atsite A: _System status+time
Ssynchronization flag

Platform primary task-Start time of next cycle T_cyclestart it

uppP géoup broadcast-Computer A
alste B:. System status+ime
Synchronization flag

uDe group broadcast-Computer B
atsite'B:_System status+time
synchronization flag

Periodically broadcasting 1l
independently, and !
broadcasting to inform other I

T_cyclestart

equipments a local computer 1l
status I

UDP broadcasting and
transmitting input data and
local status information to

the backup computer

T_cyclestart

Completing data

T_cyclestart+t_cycle

and
status follow-up; and
keeping

synchronization with
the master computer
in the master system

UDP broadcasting and transmitting input data and
local status to the backup computer

UDP broadcasting and transmitting output data to perform CRC verification

T_cyclestart+t_cycle

Performing, by each
computer, data
synchronization or
comparison
processing acoording
to that its state is
follow-up or a hot-
backup
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