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article such as a personal 5 identification (ID) card,
vendabl e product, original docunment or other item
Many traditional authentication security systens rely
on a process which is difficult for anybody other than
the manufacturer to perform where the difficulty nmay
be i nposed by expense of capital equipnent, conplexity
of technical know how or preferably both. Exanples are
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hol ogram on credit cards or passports. Unfortunately,
crimnals are becom ng nore sophisticated and can

" SACRGIOUND OF THEINVIENTIONat original

nBNUT act urers can do. Because of this, there is a

known approach to authentication security systens
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process gov ed by | of, nat ur.e ich results.in
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uni que 5 characteristic that is nmeasurable and can
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Accordi ng to this approach tokens are manufactured and
miersamybady rether shan ke maguiaptuEdr ntoapasfiirgy avhere the difficulty may be
characteristic. The characteristic can.th sto1ed
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dbolegem onSuedit qurds or passporthUnfartnnaelyaetimiiads agrbegeming more

measur ed ai.n_and the nmeasyred characteristic
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dat abase to establish if there is a match. Wthin this
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physi cal effects. One physical effect that has been A
c oglishs dur exgaling aequaitgh é0kep$ upingotomer progessugaviemed[ by gwsi of nature
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techniques a large area, such as the whole of a
spexficdtionoldeeqrding tol thisrappenachi tatien$) are menuvfactutedcandaneqsured in a

beam . . s L .
sgt way to obtain a unique characteristic. The characteristic can then be stored in a

computer database, or otherwise retained. Tokens of this type can be embedded in the
carrier article, e.g. a banknote, passport, ID card, important document. Subsequently,
the carrier article can be measured again and the measured characteristic compared

with the characteristics stored in the database to establish if there is a match.

Within this general approach it has been proposed to use different physical effects.
One physical effect that has been considered in a number of prior art documents [1-4]
is to use laser speckle from intrinsic properties of an article, typically in the form of a
special token, to provide a unique characteristic. According to these techniques a large
area, such as the whole of a special token, is illuminated with a collimated laser beam

and a significant solid angle portion of the resultant speckle pattern is imaged with a



and a significant solid angle portion of the resultant
speckl e pattern is inmaged with aCCD, thereby obtaining
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up of a large array of data points. Mre recently a

further |aser speckle based techni que has been

devel oped [5] in which the uni que characteristic is

obt ai ned by scanning a focused | aser beam over the

article and collecting many data points, typically 500
orCEby therdyoubtainigigta speckle patem fimags pfathy idwrnmated area made up of a
parts of %?g article to collect a |arge nunber of

iﬁ@gﬁéﬁﬁé BaPY"VWoi nts. By col lecting a | arge number

of independent signal contributions specific to many
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ar the cinjue lcharapigs stiseie wbtatradrivcscamting a fecsised tser hegm over the article
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u nﬁlﬁﬁ?&i?ﬁré?ﬁg%s of (Rt dRRRY B BNt RlIASE nEmb& b ilr‘him?kh@dﬁt data points.

application of this technique is security verification

f r Byncalleingba degohusber efl iniegersient signalreshiribusigns spepific to many
the "master database"” in the.follow ng. For e lLe, .
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mastique sighatbees@omnbe sudacea ofiagwideuvasiefyr efnartivkes,yincluding untreated
article, j.e. bgx. of perfunme, produced. Later, for
fi%ﬂP&r’\?é’F‘ibPP@aﬁnﬁcﬂlﬁsu& reader can be used to scan any

box of perfume to obtain a signature, and this

Si @RafpbRantSippRERANES tMistibchinlifie TR SdcRFityldérFRAaGEn FOm a database of
establ i'sh whether there is a matchi ng signature held

i nstofed sigmetures, defeabditeas the "niastee datgbase” imatheHollewimg. For example,

article_is cansidered tq be. c terfeit. |f ere is .
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| N TRMNreaRR] thER!sigHafured St cREAMNG 4 MAKE da@dbald. The nfaster database
nat ronal security, civil docunentation or high vol une
br achiees goipnsturd fremmavetearticle, 5¢.droatof pegume oproduded. Later, for field
mast er dat abase may be very | arge. The nunber of. .
e 130 g ESEB G Gty P ey 0P AL U F PGS agpenature, and
te\égﬁ‘sc gig'gﬁpi%dﬁ Qmpidd WRRShe FiRfstePHRMBAR: tof dikabl P WHERS there is a
matching signature held in the master database. If there is no match, the article is

considered to be counterfeit. If there is a match, then the article is considered to be

genuine.

In many applications, for example those relating to national security, civil
documentation or high volume branded goods, the number of signatures stored in the
master database may be very large. The number of entries may be perhaps millions,
tens of millions or even hundreds of millions. For example, this would be the case if

the scheme is used for passport or driving licence verification for a populous country.

For most if not all applications, it is necessary that the search of the master database

can be carried out in a reasonable time. What is reasonable will vary from application
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the master database can be carried out in a reasonabl e

time. What is reasonable will yary from applicationto
application, but for many applications a maxi num
reasonable tinme will only be a few seconds. However,

for large master databases, there are two difficulties
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digitised

a%curacy of the readers and the per bit scan length.




representation of the scanned signature in the
dat abase, but also a digitised representation of a
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signature. Wen an article is rescanned, the scan data

fromthe re-scan is Fourier trgnsformed. The transform

is then expressed in polar co-ordinates, i.e.

anpl i tude and phase (as opposed to expressing the

Fourler transforn1|n real and inmagi nary conponents).
UM O 2! U used for searching, but

not t he phase |nfornat|on whi ch can be di scarded.
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search I's therefore speeded up by a factor of
arampd:xxudvanﬁirmasqmasl used forhsearchitignbmn raxshmptmse information which can

r B caerdl Narbeiys tuey Torbaar vt GeuChsy” fca GBS @i the Fourier
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conparing full signatures, i.e. conparing signatures
| Bpecaim spaed af as thoppoaddint mchr@atmm:yecmmacelf thdiei is a matching

fact il ically b t 10- 50, | [

e 5 s Lo A i PR o
. f o

gt 4 M g,
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t hunbnai I Thi s search net hod rks for the foll ow
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b ioh tdieateronhen iafsfrestannethe phase spectrum

The search is therefore speeded up by a factor of approximately equal to the maximum
assumed repositioning error between the original scan and the re-scan for verification
divided by the scan length per datum (I/n), as compared with the simple method of
comparing full signatures, i.e. comparing signatures in real space (as opposed to
frequency space). This factor will typically be in the range 10-50, depending on the
relevant parameter values. The increased search speed is at the expense of increasing
the database size slightly by needing to store the amplitude spectrum of the Fourier

Transform of each record as a thumbnail.
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di scarding the phase spectrum enough renains in order
to obtain a rough match agai nst5 t he dat abase. This

al  ows one or nore putative (i."e. candidate) matches
to the target to be located in the dat abase. Each of

t hese putative matches can then be conpared properl

usTHg seanch meredvarkn far the fallosying eeapansh ol pseydorigndonh bit sequence,
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article, 'e.g. t pol nt of manutacture of
article or at the p0| nt of docunent creation. In this

case, t.he digital ature is stored wiith its

¢ HRGTSFRLTE 1P ?%ﬂecfs?fgtﬁatlm‘fe@ﬂ% tgergdt BpYdded armething ¢f scanning an
d t:ri
S 90y 5 B  RET hbs ro
dabh@bsite sigoaldi dhitained wirent éhesenbdighg sn:{ttemalfmlm hied \lmiing volume,

it and a di gi tal ature already stored in th
dayhasee ¢t éP %/qfﬁet ones; o] tgg .rf}av RORFS w¢latsdl ) spattss fr%é’ilﬁf%fam parts of the

: .
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f idath pantshendldetetnaining zgtlmtnbhell Idlgltah siglaturbalSthe aftivde by digitising
scan can also be performed at a later tinme for article
vénamaydegrt qha Fagier Erarsborm pfcthg &¢tiof idagnoiHs-net hod

will further conprise: providing a database of

previously recorded signatures and their thunbnail

diTiet sthn sag et perfosmed éarotddrng dbivin datiadiasea Higitabsignature for the

ayft\%gétne g Egt @g? ]gl}lgqa}qgwgggfggtu?e o eaglfa%ur:?e no% ;at t(l:lgn&)?rgtl gfogocument
creation. In this case, the digital signature is stored with its thumbnail digital signature
in a database. To avoid duplicate entries, the digital signature is preferably stored with
its thumbnail digital signature in the database conditional on there being no match
between it and any digital signature already stored in the database. The article may
additionally be labelled with a machine-readable marking, such as a barcode, that

encodes an approximate record locator to assist finding the digital signature in the

database.

The scan can also be performed at a later time for article verification. In this case, the
verification method will further comprise: providing a database of previously recorded

signatures and their thumbnail digital signatures; searching the database to seek at



t hunbnai | digital signature and the previously
recorded thunbnail digital signatures; and determ ning
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perform ng a conpari son between the determ ned digital
signature and the at |east one previously recorded

digital signatures. For each natch a confidence | evel

may additionally be determ ned based on degree of

simlarity between the determ ned digital signature
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t ect .
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scthe agicld lomhtainftlﬁ@ammomp'mtet scaf loteton, eadlnsing thel appmmmate record
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£ 0cdios o e idiahass GaF Grde FER G GO art! ol o
by digitising the set of data points; and (ii)
determ ne a thunbnail digital signature of the article
byActiogdihg b napodrer auspd:dttafdélepmwntilfn thefeo i ipeovidedaas fappapatus for
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acqui sition an processin her opera
t cigitabyr ebtbined d\ll@n ithd celieggmitbesd seattdrs ifitosn tH&LrEmiﬁg lvolume, wherein
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d t al t

ke g Sedh ‘#ﬁ)ﬂa@ep%’éﬁ%dﬂa%‘iﬁ’aﬁcaﬁﬁ {eorerdiffeieni pastroof the reading
T&]‘g@e&n\ﬁeﬁ datal s cggﬂltﬁﬂy il SHob&kin 198&“1? ?eﬁl)feet?d%% determine a

store dat i

int ase ppar atuses veri
t hdigigal sipmature of the aftidé by digitsing thg. sef beddla poiats:; Qﬂ&i €ii)Sdetermine a
he
thumbnail digital signature of the article by digitising an amplitude part of a Fourier

transform of the set of data points.

In apparatuses for populating the database, e.g. apparatuses used by a brand owner, or
government authorities, the data acquisition and processing module is further operable
to store the digital signature with its thumbnail digital signature in a database. To
avoid duplicate entries, this may be conditional on there being no match between it

and any digital signature already stored in the database.

In apparatuses for verifying the authenticity of articles, e.g. field-use readers, the
apparatus will further comprise: a database of previously recorded signatures and their

thumbnail digital signatures; and a search tool operable to (i) search the database to
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search the database toseek at | east one candi date

mat ch by perform ng a conpari sgn between the
determnined thunbnail digital si‘gnature and the
previously recorded thunbnail digital signatures; and
(ii) determ ne for any candi date match whether there
i sseek atdeash ons canalidaty mRish by pedapRing asaMparisanchetvern the determined
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mat ch a confidence | evel based on degree of simlarity
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carrier nediumsuch as a server or other system

c adipitdl signgtuze @widuthepreaviously reewrdedidigitaasignacwefounditohaveaa match.
digital signature of an article obtained by digitising

a set of data points obtained fromthe article; and a

h . C . ' ti abi Ay _

i o R A O Mol Br A R Cacgy wpically
t hresidatit onfa catier medintssuch ras ardeoatr e pther eystém,ecomprising a plurality
i nventiqn descri bed bel Qqw, these data poi.nts are o

o FTRIES. FEACHFURBHHIRE hEigdpl Uy Al an yticle fobfingdly digitising a
ar i . by o .

7 L Sata PRSHE bBMEl (R e AER, hd b BuliPha BRI Spature of the
A asticle lobtaimddniey dipstixdeg awfaniphieuderpaensfi @ Foprieviratsform of the set of

system conprising a search tool operaple to: search: )
¢ TR BRIDE. T SEPPHae At aba devengien daiioad delovnthese dagy points are

g.ecft}.cteﬁﬁ | REmAscGRERY S C%%E L@ﬁtgfrr]grﬁlthg BHlcid, RHERGR dlfferent ones of

igital signatureand t Igital signatures
heheldata pbings etidtatvassetter Frvan diffarah panobf the apichd. er abl y
further operable to determ ne for any candi date match
whet her there is a match by perform ng a conparison

oS PRSI R OBRMACE LR Sob LRl search too

Esdperibid doy sdadeh thaabevedddsadipeiedutabiakefos eandidaté ankchedpy berforming
operabl e to search the database for candidate matches
us FRINRARISAD HEYECRENdnpw dbymbnaldighal signature and the thumbnail digital

signatures held in the database. The search tool is preferably further operable to
determine for any candidate match whether there is a match by performing a
comparison between the input digital signature and the digital signature held in the
record of the candidate match. Especially for large databases, the search tool may be
operable to search the database for candidate matches using an approximate record

locator.

It will be understood that the database is remote from the system or integral with the

system, or indeed distributed.
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device that fornms part of the reader apparatus, or may
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Iety o ds o teri suc
pajestinatioa o herdaleagud dp (g tto arack frey ump@mzttioam allows it
to be ascertai ned whether an article has been tanpered
with. This is possible if adhesively bonded

15 trl?élﬁ@ra{ipjﬂ}atu%els ’de?cllll%gd% \‘?edﬁ) 'b%%sle Wor&?¥@%ﬂélh§tgpaedatabase

scanned o crea ure.

mMugith Kignitese\bededding aBMREssTdn &F drﬁeleﬁretg. Gth & pr&lugtion tine, and/or in

open a packagi ng box, the adhesive bonding can be

s dirderrsebiseqyenthap viepTyguthentigisy pf amasiclepeig iy fiekdbuse.
underlying surface. Consequently, even if simlar tape
is used to reseal the box, this wll be detectable.

ThEhel invetiionalop/sQuériligizatorn et f6idled imddd @fital Fayietyofadifferent kinds of

article made of paper or cardboard,
20 materials, such as paper, cardboard and plastic.

The invention allows it to be ascertained whether an article has been tampered with.

This is possible if adhesively bonded transparent films, such as adhesive tape, cover

the scanned area used to create the signature. If the tape must be removed to tamper

25  with the article, e.g. to open a packaging box, the adhesive bonding can be selected so

that it will inevitably modify the underlying surface. Consequently, even if similar

tape is used to reseal the box, this will be detectable.

The invention provides a method of identifying an article made of paper or cardboard,

30 comprising: exposing the paper or cardboard to coherent radiation; collecting a set of

data points that measure scatter of the coherent radiation from intrinsic structure of the



conpri sing: exposing the paper or cardboard to
coherent radiation; collecting a set of data points
wo bas/omaasur e scatter of the coherent radiati orCT/GBm05/003003
intrinsic structure of thepaper or cardboard;
determining a digital signature, of the article by
digitising the set of data points; and determning a
thunmbnail digital signature of the article by
digitising an anplitude part of a Fourier transform of
t hpapsepr edrdbeard; gesermising Bydigital rsignatuse of thecarticle byedigitisimg the set
structure that the article inherently will have b .
o 0 GetdsPoinfS e Eitining s RUPREG! ol igrlie gl o aicle by
St Aigfisk rﬁaﬁﬁ@itﬁ' Of PFQMIcH BandfOim SEGE I S,
suc% asg?}ruc urdéé:%i{dven by tokens or a??isf‘:tit%fidglwmrges
incorporated in the article. By paper or cardboard we
megn.any .article made from wood pul p ocess. The .
5 oaBRi MORSIE I U g DR Ear SRR GEE RS Wap have by virtue
I r . . . o .
Lo AP PRER! AU Rk AL SOBE RS "B OFkEly provided for
susecanty pep@Eepauth eustarctwegoeny tokens papetifiond fiboes incorporated in
tr&@ted with an acrylic spray-on transparent coati ng,
f of® | e. Data points can thus be collected as a
function of position of illum nation by the coherent
beam This can be achi eved either by scanning a
10 | oBalpaperdrcatibpandtwdmean aveartitleemadet frarh eyoodr puby ptiessg The paper

directional detectors to collect scattered |light from )
di 9% SpdRpardamay Bf taatedaMitheceatings of IDESER#ISt PHrfoygred with

bo ' [ [ i der . [ Y., -
ook TR, DONADL! 888 GROBAARL BF1cip 0 RARH G 0 Yartce i o
f opdrtievlag coricgtn, ahe @apempimag beltreated wdth an doOlicesHirsy-61l Glansparent
as share certificates, bills of |ading, passports,
i nT9HPSIOF FHARMRIGI treaties, statutes, driving

15 | i cences, vehicle roadworthiness certificates, any
certificate of authenticity 2. any docunent for
t rBatangpints danahks be cplicqpasas a fangtione o pbsies of GlusmBiation by the
systens, banknotes for |aw enforcenent tracki nlg 3.
pakabsiEPhean. TBisfap b ashisyed either by scanning a localised coherent beam

over the article, or by using directional detectors to collect scattered light from
different parts of the article, or by a combination of both.
20
The invention is considered to be particularly useful for paper or cardboard articles
from the following list of examples:
1. valuable documents such as share certificates, bills of lading, passports,
intergovernmental treaties, statutes, driving licences, vehicle roadworthiness
25 certificates, any certificate of authenticity
2. any document for tracing or tracking purposes, e.g. envelopes for mail systems,
banknotes for law enforcement tracking
3. packaging of vendable products
4. brand labels on designer goods, such as fashion items

30 5. packaging of cosmetics, pharmaceuticals, or other products.



4. brand | abels on designer goods, such as fashion

itens 5. packagi ng of cosnetics, pharmaceuticals, or
wordeniquioduct s. The invention al so provi des a pet/o8eoos03003

identifying an article made of plastic, conprising:

exposi ng the plastic to coher epd. radi ati on; collecting

a set of data points that neasure scatter of the

coherent radiation fromintrinsic structure of the

pl astic; and determ ning a didgi tal signature of the

ar thec fyeptjonyjalfor peviflgs tah anethq

S8 BT S B e g o

of identifyipgiam erticlmanade of plastic,

t reasiedsirefcattbeof e wheat fadpiont BomlihtrinbR RRAIE of itife plastic;

opaque to the coherent radiation, the scatter will be

f rapeh detarminiag @ digital signatire gf ther @tiele yhdigisisingt the set of data points;

wher.e i f .the plasti.c.i.s transparent, the scatter nm .
5 arTSdieriining g uptnagdiial SERARET of Prosriedehy dfsanstag on dmplivude
t hRarcsTheFsufier fragkférin 6nthe 3Gt fdaigydidten 1s considered to
be particularly useful for plastic articles fromthe
following Iist of exanples: 1. plastic packagi ng, for

| e, of ph icals 2. ds. incl udi kK. .
PR el P BRRE T ahe Zore sapiaSn. P el g e Fom iminsi

Sisaffaet sthidile OF the) plalic aNkbre RSPeK Blabtic & BARKarlht, MeOf&tter may

card Particularly useful applications may be scanni ng
10 o\agise friemn aiygraeticpfshe anpiclefimpmegedupen by the.cohermnt rdiation.
signing, so that digital signature used for
authenticity is specific to the signed card and is
f orHERRvERRIR & EHIRIRAA i Be YPartiMBarRLLSPN for SHNIRL Mii€les from the
and the surface structure of the underlyindg strip. In
t Hellewing lisf ofgxanPlesrt i cl e bearing a phot ograph of a
perso whi ch .may. be a plastic ID card or a pass from
otelheP aﬁtgct%qcﬁggm%,lfghe;gglpge B’Zﬁ@lﬂnﬁ%gﬁ%?t) it may be
15 usel ob chi@k, MBRIdIMRAHIK daftisS S@FF 18Y Bdrd{, NPorP RAIRATADINIMB the signed
of the ID card (sSeparate from scanni'ng the cover or-a
bl anitripagen [Bscasd, eemrcialyatbank ot stoyeerardig has occurr ed.
This is because, if a coating or adhesive filmis used
to attach a photograph to the ID article, it nmust be

i fake.
ir E’{ig}/c?gaer@?’tbs%fal{l %ngl?({eétlbgi] ?‘%th{?pstgﬁ’%l{mg( ofer’ K SigRBO QY &P D card,

i.e. after signing, so that digital signature used for authenticity is specific to the signed

20 card and is formed from a combination of the person's signature and the surface

structure of the underlying strip.

In the case of an ID article bearing a photograph of a person (which may be a plastic

ID card or a pass from other material such as a paper passport) it may be useful for the

25  reader to scan over the photograph part of the ID card (separate from scanning the

cover or a blank page) as a test that no tampering has occurred. This is because, if a

coating or adhesive film is used to attach a photograph to the ID article, it must be

removed by a forger in order to fix a fake photograph into the ID article. This type of

forgery would be identified by a reader implementing the present invention, since the

30  new photograph would have a different surface structure.



forgery would be identified by a reader inplenenting
the present invention, since the new photograph woul d

whane/ossi1dd ff erent surface structure.-I i |t i sPeErpBeiosdo3003
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that any other material type will be identifiable by

the invention provided that |t1has sui tabl e surface
structure. Material types that 1have very snooth

surfaces at a mcroscopic |level nay be unsuitable as

may be opaque materials that have a very deep and/or

urdb isigkpeosast that eanfeother fratesiab typa evillabe idembifiablavintheoinvention

al so identification ar i et

cieF e A 8 ol it et WP buofe JRL WSy smoorn
Cls@ihded Gt aTﬁﬁ:rbd'&SEﬁt le®d) MRAPYE @ﬁ&.n?abféeﬁﬁﬁﬂ ®e opaque materials that
identifying a product by its packagi ng, conpr|3|ng

expvs i Nerytdeep pad/kawgistadleofurfahe (qog. ditact mawrisbher ent

radi ation; collecting a set of data points that

nmeasure scatter of the coherent radiation from

i "Ith%' 1'ﬁ$érﬁlo$1t LING LHbG s q&erhllﬁ%am bﬁ%nges 8hd \Iek6" 8f Hﬁﬂ:gent types,

digital signature of the article by digitising t
senclmdmgaaaagmgndmunmnd gret dothning. ng a t hunbnai |
digital signature of the article by digitising an
anplitude part of a Fourier transformof the set of

daig RRleRfisn hﬁBﬁdE@'ae\fﬁtﬁﬁocpant 1&@1&{’“\2@ %%ﬁg(glgp %y its packaging,

exposed to the coherent radiation

papmprisingr elpoamg, the packhging (of tl@ podlidtap kaheresthmadiation; collecting a
wrap),. metal or other materi with suitable intrinsic

s aﬂf%&détwomww FRAaswe .se?é&ewgthefﬁ@erswtra@@téomﬁymu@mnsw structure

g%@}(@' gﬂ’a@ﬁa%ta@g dg%ghﬂ%&%ﬁgdlgﬂ n%rpcﬁﬁrg %?Oﬂerarﬁél@ b?I digitising the set

Alof edata tpowres;y and Iﬁbtepﬁﬁk@lanmumabed@nalamﬁmdﬁ:gef tthe article by
the article, such as a secured with a connector

t Kigitiging apamplitudg pad ok 4 Fﬂ»]@ﬁms@@m@ thg sef pif Jate Reiated.

This may be especially useful for pharnmaceuti cal
products, cosnetic goods and perfunme, and spare parts

f iheaelecamipart@f thepatkaginpakposed edihel c&mereﬁofadﬁ%iaﬁﬁh@. be made of
The invention provides a nethod of identif
d@él’.ﬁ‘r’e?ﬂrdb%ﬁfd?lﬁg}cn@ 8- &sinphinngy shnk &’&i&r@ﬁegl 08 other material with

CQ&?JbE%grgh?gb %E.:la g":tér?%lteét% e(re.zﬁ{n %Iétlc??@%ﬂg & COI Q&nstmned in the
| phckagings and ro\pabnms/ Ok pabRagific b IBe scaled Ghed empdﬂ;ﬁaotamamer.
Alternatively, the packaging may be an appendage to the article, such as a tag secured
with a connector that cannot be released without being visibly damaged. This may be
especially useful for pharmaceutical products, cosmetic goods and perfume, and spare

parts for aircraft or land or water vehicles, for example.

The invention provides a method of identifying a document, comprising: exposing the
document to coherent radiation; collecting a set of data points that measure scatter of
the coherent radiation from intrinsic structure of the document; and determining a
digital signature of the article by digitising the set of data points; and determining a
thumbnail digital signature of the article by digitising an amplitude part of a Fourier

transform of the set of data points.



digital signature of the article by digitising the set
of data points; and determ ning a thunbnail digital

wer@naiare of the article by digitising an anpPd1/G82005/003003
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part of a Fourier transformof the set of data
points. The invention also proviges a nethod of
identifying an item of clothing or footwear by a tag
secured thereto, conprising: exposing the tag to
coherent radiation; coIIectigg a set of data points

t hble invartigrealse pravadescf methed b idensiflying adiitem ohclofhomg or footwear

intripnsic structuyre of the tag;.a et erm ni o .
o B 4 BB Er GRG0 Grotaris ™ A lfe lePePastig Spflatiqcoticcting
of 3 dait af RAlaNp&intsaihdt FRLAIE Rhihd & tHAURSHAIN: (Hiligiiblfrom intrinsic
signature of the article by digitising an anplitude

pastructire af surgeandidetamminongmn sligitah eignaturendf tHatadighoby digitising the

The, t may be th rmael. unnpdi fied brand.tag, e. .

ol 4.0 Gl o B 0, iR & PYmERa e e 5 She aricle by
T OREWRA: anl AnPHTHER DY of REFCRIHEP AhaSmE B tHescP OFBaadRffts. The tag
be obtained fromsonething ancillary to a vendabl e

prody de, the uohmab unnodifedklargnagag, angl plasti, frardboarsle sittached to the
obt aj, ned ftr omthe object itself, such as from surface
stHOBINE Y f8P™¢a8ocunent, or a vendabl e product. The
invention may find many practical applications, for

exanple to control grey market inportation or

c omruemh a1 tha gignkioire sanciin sepypel dasest beoottaingd froabdoemething ancillary to
readers coul d be used by custons officers or trading ,

S o HRnE Tpduc oty S iiobakiRng. g p otinohen gbinied 1B she object
di jedetfalsuc 99toHh SulfAcdTOSlct@RPYT & alob@REnt, YR Galdable?

of1 tehesgli gital si Snat ure Cvvlﬁ)rteh current ?é%ﬁdm %lgdfsv?/oﬁﬁ)gua' The
beinventionemayfigd B4 fiattical apicabibnss fomireaneple we centidlygrey market
it, i s preferabl Eeﬁx_go_ have a digital signature size

It, , of
apIROTIROHPE countsT et ng, FeRRiGh PPl sBRPRS- PRRERRIgaHiErsqorfd be used by
THEEIRRVINGS %Pfraﬂﬂg\%taﬁ&{rdéj gt anding of the

invention and to s ow the sanme may be carried into
effect reference is now nmade by way of exanple to the

acgo an%lng drawi ngs i n \F/ig,i-ch:_ Figure 1 is a ) ]

sc gNALUTE I envisaghyt by beya biengtprsrinmpst applisayensg Typical sizes

the LOWRRL] OB . . i ot .

18 R SRS ot B GERTRV f BETRRERAE 200 i o
bits, where currently it is preferable to have a digital signature size of about 2k bits for

high security.



reader apparatus is sanpled n tinmes by scanning an
el ongate beam across it; Figure 3 is a block schematic

walt@mgoaamnof the functional conponents of the reBemeB2005/003003
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apparatus; Figure 4 is a perspective view of the
reader apparatus showing its external form Figure 5
is a schematic perspective viewof an alternative
enbodi ment of the reader apparatus; Figure 6A shows
schenatlcally |n S|de view an al ternative imaging
] SCRIPTH \HdHE BRAWINGS he i nventi on based

on directional 1ight coIIectlon and bl anket
illum nation; Figure 6B shows schematically in plan
Vi By 4 Bitep Bhdié‘rﬁhncﬁﬂgjbpfﬂe%véﬁﬁoﬁ‘ ahd'td E}ﬁfw ﬁ!)\‘}vqr%@ rh¢/ fhay be carried
i magi ng arrangenent” for a reader embodying t
| ntmeffeghreferende is mowi madet hyoway oftextaepletosthe necongadying drawings in

nﬁ ation with localised illumnation with an
el% G4t e beam Figure 7 is a nicroscope i mage of a
paper surface with the image covering an area of

E s
F PR (R el o view B T SRty BiBod Yk B Gispyon

1 whi ch consists of a photodetector signal and an
encoder _signal; Figure 8B shows the photodetector data
of Figutgus ds 8/sChemalic PeTsBegtive atigwshowing hove theceadéng volume of the

el B LR AR [ReEPY el P amel e Bt

the average level; Figure 9 is a flow di agram show ng
how a si gnature of an article is generated froma
SCFggureFff dupelagk pehematir lipggara pfahe Shastiongl bempenents of the reader
éﬁgg HI& of an article obtained froma scan can be
ed’ agai nst a signature database; Figure 11 is a
schermtl c plan view of an I D card bearing a barcode

| abel that encodes
Figure 4 is a perspective view of the reader apparatus showing its external form;

Figure 5 is a schematic perspective view of an alternative embodiment of the reader

apparatus;

Figure 6A shows schematically in side view an alternative imaging arrangement for a
reader embodying the invention based on directional light collection and blanket

illumination;

Figure 6B shows schematically in plan view the optical footprint of a further
alternative imaging arrangement for a reader embodying the invention in which
directional detectors are used in combination with localised illumination with an

elongate beam;

Figure 7 is a microscope image of a paper surface with the image covering an area of

approximately 0.5 x 0.2 mm;



a digital signature obtained froman intrinsic
nmeasured surface characteristic; Figure 12 is a

weehensntii€£ plan view of an ID card with a chi ppCEGB08g03003
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data that encodes a digital signature obtained from an
intrinsic neasured surface chaﬁgcteristic; and Figure

13 is a schematic plan view of "& warranty docunent

beari ng two barcode | abel s that encode a digital

signature obtained froman intrinsic nmeasured surface

c hEigaret ¥4 isbows rdE Hata fFOmBESaEE Phio@etecpurusing the reader of Figure 1

schemptic .side vjew,of a reader, K apparatus 1 enbodying
© PR saRfO AL 2 PRECUTte Ll SRL AR SparERaELT | o For
measuring a signature froman article (not shown)
arranged in a reading volunme of the apparatus. The
r eBigureg8B acdhows the photadedtctoy datar efaffiguge Bpeafter Enddisation with the
which is. a l’ifF{a in a housing 12. The housing 12
coficadersi Ea FYETAEAE Elachg‘HﬂShents of the apparatus.
The slit has its major extent in the x direction (see
i nset axes in the drawing). The principal optical
c oFiigoreed shawe the ldamesf Bigurec 8B Iaftef dligigeatien adccoglirg to the average
coherent | aser beam 15 and a detector arrangenent 16
¥lup of a plurality of k photodetector elements,
where Kk = 4 in this exanple, |abelled 16a, 16b, 16c
and 16d. The | aser beam 15 is focused by a cylindrical
| eFiguk® isrd flowrdigdramghb®ifgotiys a gignanmied ofan Articleeis \generated from a
direction (perpendicular to the plane of the draw ng)
and®ying in the plane of the reading aperture. In an
exanpl e prototype reader, the elongate focus has a
maj or axi s di nmension of about 2 mmand a mnor axis
di Fignei isof flabodibgrath sHowingrabwes signitefeofof akidle obtained from a
conponents are contained in a subassenbly 20. In the
i | §CAR EambeYErHipdgningti sigratwredgiabasget ect or el enent s
16a.. .d are distributed either side of the beam axis
offset at different angles in an interdigitated
arFigigelTeta sthanatidyslab @M ¢PdnSITE ¢ar€ BkArRfpta birbde label that encodes
scattered in reflection froman article present in the
r eadigiiy signaire obtained drosy amsitiensi Beasuygsksurfape chariceristic;
angl es are -70, -20, +30 and +50 degrees. The angl es
either side of the beamaxis are chosen so as not to

beFigaréal2 $9 atdtBémadke plan view of an ID card with a chip carrying data that
encodes a digital signature obtained from an intrinsic measured surface characteristic;

and

Figure 13 is a schematic plan view of a warranty document bearing two barcode labels
that encode a digital signature obtained from an intrinsic measured surface

characteristic.



data points they collect are as independent as
possible. Al four detector elenents are arranged in a

weoworsipl ane. The phot odet ector el enents | 6a. pCI/dBL®EN03003
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light scattered froman article placed on the housing

when the coherent beam scatters_fromthe reading

volune. As illustrated, the soéufce is nounted to

direct the |aser beam 15 with its beamaxis in the z
direction, so that it will strike an article in the

r TAJLEPCDESCRIPTION nal i nci dence. Generally it is
desirable that the depth of focus is |arge, so that

any differences in the article positioning in the z

dig; [ - | $ioi i goif h i : -

i B P £ aul B Yok oL R R RERBalife R inveniion
| MTeropeicalngehder pppdraduy pés for eeasiepigha Hfnduge deom an article (not shown)
approxipately 0.5 nmwhich is sufficiently large to

pridfged ghaderding, velwmenf the PpRwRWS sThe readimg yolgme is formed by a
f L cal er.t - [ [ e - -
| iping SRS 18 RR0k A U i RHolBh ) S I BAEA A ains the main

bedptiesincapminesis 2ot thn dppteguh THe fliodias itsAngjot ¥aeDinOthe Z2direction
is arranged in the housing 12 for Brovi ding |inear
mdfgedRsEsfxenia the drapdng)y bhGBERIPa) opticalicampanenipprs a laser source 14

D36 B, LR PRy 15304 T Sl A ot

C Perabint oflde piiotbdaieddd elethents, hehete #i= 6 tHetangple tlaBelled 16a, 16b,
reading aperture 10 so that the beam 15 is scanned in

a lcrandtogn The dasey bease 1P ds focasedhbup cylindricgl langd 8 into an elongate
el a i pce. Lk ' .

SRR ke oL 05, FPRBBNIESATIE R of e raving) am

t Ngink4n feqslene( 41l thé) feaBingtaperthe Al andEk ainpBS prootyPéGBader, the elongate
smal 'er than a projection of the reading volume in a
pifaeies hasarraajor axis Henensioarad gbowamm andea minpriakis gimgnpsion of about

of 4t [N [l 4n which the readi.ng, aperture i
0 RERURTER SR sl 5o (AL FEESjialely 20. 1n re

cahedtebdd d1e5udihent} the FouletectBRYenttintd BaLH arBAlstSbitéd &ifiRr side of
readi ng vol ume under action of the drive notor 22.

Fithe:beanp axig offaet|at dterens anglesint andinterdipitaied ampigemgntfydm the beam
is.a sch i,c.perspective view show ng how the . .
- G oSS et SERREL T Serlosfith B iRl BpiSent im the reading
elvongad. an A8 MBI P¥stotype, thE BfFS@MARLIS AredP 0] 1100030 @hd 1+5E degrees.
focused | aser beamas it is scanned al ong the reading
The angles either side of the beam axis are chosen so as not to be equal so that the
data points they collect are as independent as possible. All four detector elements are
arranged in a common plane. The photodetector elements 16a..d detect light scattered
from an article placed on the housing when the coherent beam scatters from the
reading volume. As illustrated, the source is mounted to direct the laser beam 15 with

its beam axis in the z direction, so that it will strike an article in the reading aperture at

normal incidence.

Generally it is desirable that the depth of focus is large, so that any differences in the
article positioning in the z direction do not result in significant changes in the size of
the beam in the plane of the reading aperture. In an example prototype, the depth of

focus is approximately 0.5 mm which is sufficiently large to produce good results.



aperture under action of the drive is represented by
the adj acent rectangles nunbered 1 to n which sanple

wamoansal1onf |length T and width W Data col | ectPONGB2005/003003
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made so as to collect signal at each of the n

positions as the drive is scan gd along the slit.
Consequently, a sequence of k x°n data points are

collected that relate to scatter fromthe n different
illustrated parts of the reading volune. Also

i | Thes praitreters,c b depth caf] fopuarmlrdéIﬁahmpertmrm 2@rKiog rdistance are

on th er si de of the sin cent the sli

o‘“&qrg‘ﬂ’ﬁ &Hlé Tesyffing dp ja o‘ﬁe “%Wgt‘haé s‘gt\ﬁetmel?%é?‘?toﬁﬁze apf depth of
exRppd € spaci ng between the marks in the x-direction

is 300 micronetres. These marks are sanpled by a tai

of the elongate focus and provide for linearisation of
the data in the x direction, as_ is described in nore

det\a(mvef mPtoR 2 tﬁeﬂremgedrﬁetmtﬁ%n%forl Byopidimeolinag mgfion of the
;ﬂf%g shb%?@rhbl&hf& Qitarsfl'lﬂﬁf)l%tb%gngf% CO| tierc' n?eam afsrmdlcated by the

dlrectlon ector arrange g

t harare26. dhetdhiee Wt&&ﬂt&uﬁ%rﬁ&&ﬁtmd%&hé téHerdrd badin linearly in the x
alternative enbodi nent, the marks 28 are read by a
de‘are@apwvem%oréwwv%w d@tsecthar thadgamel 515 scagnediig a direction

m zhsgérr Ha?& %‘lil{J 3P AR"Bloy a’rQ foddiC RHCL & fhe coherent beam 15 is

es aré u ed PRHobar code’ r'ea

Fodirrﬁ}tﬁtmécﬁat 1t&€fohﬁ\/t6 hused crgs-fgitiog it tHdERSla nBQﬂi lﬂﬁeﬁdrawm g)
that I's based on a focused Iéght em tting di ode (LED)
ratols saushiesealien thanprprojestien ef thiegeading yolpmg in mt&arteh@nnal to the

P.l c%h t Barf e )fﬁ l‘tae [ﬂ% e&t e 1 pgﬂg%vlrﬁll in O‘H‘E c@q}ée%(eg perture is

I NENSIT on O OoCcus O

SCs%fl d soagtdt the diive nfotBt DB GHIIAuSH the coRereRED&In 1Gi 6 sﬁﬁlple many
2000 data points with k = 4. A typical range of val ues

f ofiffrrept partseqf dhgifeading Nobans ynslar action of the drixeghoton?2.i cl e
type, nunber of detector channels 'k' and ot her
factors is expected to be 100 < k x n < 10,000. It has

alFguleeR s fnelbiddd i @lustra@r BiRSanthlingandUiliedchematic perspective view
detectors k also inproves the insensitivity of Ile

néé@&’i!@ﬂmw thetreading rga és &aewﬂ%atlmehbbﬁcmhmganwimﬂgete beam across

h h
o © ot 3BT te bR oRiarthe Ritugedases Pefth 354 if Seanhtd fiohd fhe reading
t QipdtturUinaey ackibn o HRRPAE G EepHAtRed BY HeSadjdce R redtaniglés numbered 1

shoul d be 500 or nore to
to n which sample an area of length I' and width 'w'. Data collection is made so as to

collect signal at each of the n positions as the drive is scanned along the slit.
Consequently, a sequence of k x n data points are collected that relate to scatter from
the n different illustrated parts of the reading volume. Also illustrated schematically
are distance marks 28 formed on the underside of the housing 12 adjacent the slit 10
along the x direction, i.e. the scan direction. An example spacing between the marks

in the x-direction is 300 micrometres.

These marks are sampled by a tail of the elongate focus and provide for linearisation
of the data in the x direction, as is described in more detail further below. The
measurement is performed by an additional phototransistor 19 which is a directional

detector arranged to collect light from the area of the marks 28 adjacent the slit.



gi ve an acceptably high security level with a w de
variety of surfaces. Figure 3 is a block schematic

waol@mgoamiof the functional conponents of the reemeB2005/003003
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apparatus. The motor 22 is connected to a programmabl e
interrupt controller (PIC) 30 {hrough an electrical

link 23. The detectors 16a.. .d of the detector nodul e

16 are connected through respectlve el ectri cal

connection lines 17a.. .d to an anal ogue-todigital

converter (ADC) that is part of the PIC 30. A simlar

¢ & SRR e hadfheht M opaSOR8 T Uik Tl GBlicated encoder

umimttsﬂdmdctbﬁ‘laﬁodhﬂﬁ IIOathaDrls Vpaite be She | dphies s'ﬁBXss%leS ©d. Encoder
instead of, or in conbination with, electrical |inks.

Trf‘émripréd%eﬁtprsmomﬂés peecesgd i bircadpeaadens aForcanample we( IR used an

|aI nect i o 32. The
AR S 360 Bl s e & focite lighe S S dLED) and
a phctodetcdfir. thE ahbdeNigndPYd ¢&F 1ﬂ'fBYIhQGPI@S AHC f8an extra detector
exanpl e a personal di gltal assi stant (PDA). Wen using

a 9bemgelt he reader electronics can be fitted within the
constraints of typical PDA conformant form factors,
such as the Personal Conmputer Menory Card

| nWahnatdxample Mfe @i : s
(CF), ne\;\(cggl?de and Se%:ﬁus 321 %ﬁ%ﬁ& Ioﬁ gﬁ%%{%é(%g ol length

f c}ﬁ Iﬁhef xdirestion Glftﬂecmemﬁé)ﬂ givagt2000idetn pamts wdenk Eem typical range

zteed a}ﬁ_ Xﬁ%ndwgw ckly into a host PDA t? make

alues efor krixen sfRERAIDE (98 %‘?Sbfe et ¢ [fVelnpRislea ¥pg. number of
WJeﬁJc@ﬁ%hhﬁ{e@dO’ﬁom &heﬁ/\fa&t%}seé%xbéﬂ&&ﬁpﬁé’kd)d kyk £ ¥ < 10,000. It has
accessi ng the database, and possibly nuneric

p@&ﬁ@ebmmgomubabatl 1rtcyeas1ngnm ehymber. gf deteceorsvdd ade@r wiproves the

Anot he t dedi cat ed el ect
el Ret o RiSiirime e B oiEEee, drgrciian o) feosrich through

t and1fRdBFintiNg 0. Bl pralReeRRh ViR F;ir’}é[%# g&gfée(gajé Wule of thumb is

bei ng perforned renotely. The
c dhat ¢last fobad Inpniber of inddperalesiodpta poinisphe.angl npslondd 5 1500 or more to

nmodul e 36 far. de manin nature of the article

r Both soeufSy akaeaupytetelvib Rt ey of Metages-eot or s
l6a...d. The PC 34 has access through an interface
connection 38 to a database (dB) 40. The database 40

mifjguve 3r issd Bk schemitec B@gR+h f thiee foaicsionad lcogipoh&ls @ tRe reader
drive theyeof. rnatlveI¥ t he dat abase 40 may be

r APRATUS. rpﬂ@r éél%gpngﬁﬁe 0 a programmable interrupt controller (PIC) 30

through an electrical link 23. The detectors 16a...d of the detector module 16 are
connected through respective electrical connection lines 17a...d to an analogue-to-
digital converter (ADC) that is part of the PIC 30. A similar electrical connection line
21 connects the marker reading detector 19 to the PIC 30. It will be understood that
optical or wireless links may be used instead of, or in combination with, electrical
links. The PIC 30 is interfaced with a personal computer (PC) 34 through a serial
connection 32. The PC 34 may be a desktop, laptop or hand-held PC. As an
alternative to a PC, other intelligent devices may be used, for example a personal
digital assistant (PDA). When using a PDA, the reader electronics can be fitted within
the constraints of typical PDA conformant form factors, such as the Personal

Computer Memory Card International Association (PCMCIA), Compact Flash (CP),



accessed by w rel ess conmuni cation, for exanple using
nmobi | e tel ephony services or a wireless |ocal area

woeioeordi1{ LAN) in conbination with the interneRCT/GB2005/003003
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Mor eover, the database 40 may be stored locally on the

PC 34, but periodically domnIOﬂged froma renote

source. The database 40 contains a |ibrary of

previously recorded signatures. The PC 34 is

programmed so that in use it accesses the database 40
andewearfibramsl Secanepigitad ninpot/Ostpabl (SHOMh&drherfatthes. The reader
dat abase 40 contains a match tQ the signature of e
DB R R OpPECEie Y PREINEEG NG AILRRA to make the
T . ; y i I

{ QEEE T TP PonR YRR ATl PO BB fifeless LaN
nuedpabolityufoe dcsessigetheedhtdibase, uael byssibly maniesie dprosessing capability,
and may be omtted from Xséerrstha_t are to be used . in )
t HEMPeSy, ¢-& a8 & e"leV’eF-og QST #legnative 1S [ Mpfod dlgdicated electronics
Fi re: 'S i . Vi . .
1 S ol oG AREGfdck Sy ElfoBlleR Tof 9% HagBRRA ki Sniensive
Slnuimesic ppectssingteing pepemiadrremdfzlyar e evi dent. A

physical |ocation aid 42 is also apparent and is

provi ded for positioning an article of a given formin

s e RSB POy 1B o B ot 3

aifor daeinsining 4 kigndtorenafahe articlegfibmahglser &fr ek pbintscollected by the
whj ch the corner of adocunment or packagi ng box can be

| Sletseions 16R-d- dhe G4 hatt aqch Bamkehpan tinlgHagengonnection 38 1o a
arcfata%hsee (ﬁ?ﬁ 46.6'1“ l?eio%t‘jieﬂagg 261 nia? bte I}gsiﬁeen?gh reﬁ% ?g%gflﬁ{) eg]b(%y, or stored

whenever e ar needs to beé scann

angl £diveathieaiof OAltarflativedy, @it dathtsass Wb fnha3i W enfo®d from the PC 34 and
articles with a welldefined corner, such as sheets of

papeassedis wigsless commupigatinn, sorcexsaplkagiing mebile éclephony services or
d f I ' d that t
COEUITREL ORI ULtk BB BRAnd BB  Lbg Mrcover, e

apaibade 40 fRay e stored WeaBy ¥n GRNPE Y BiEperfodidaBYy dbWhloaded from a
document scanners, photocopiers or docunment nanagemnent

syemalgsourrsr packagi ng boxes, an alternative would be
to provide a suitable guide hole, for exanple a
rectangul ar cross-section hole for accepting the base

OfThe daBbagdgd0lcantalitxa Rbrady 6f prevloaklyCiebsided 8ighht@fesNThe PC 34 is

for accepting the base of a tubular box (i.e.

cyrogrammed|sobhat)in use it accesses the database 40 and performs a comparison to
establish whether the database 40 contains a match to the signature of the article that
has been placed in the reading volume. The PC 34 may also be programmed to allow a
signature to be added to the database if no match is found. This mode of use is
reserved for use by authorised users and may be omitted from systems that are to be

used in the field exclusively for verification purposes.

Figure 4 is a perspective view of the reader apparatus 1 showing its external form. The
housing 12 and slit-shaped reading aperture 10 are evident. A physical location aid 42
is also apparent and is provided for positioning an article of a given form in a fixed
position in relation to the reading aperture 10. In the illustrated example, the physical

location aid 42 is in the form of a right-angle bracket in which the corner of a



Figure 5 is a schematic perspective view of an
al ternative enbodi nent showi ng a reader apparatus 1'

w0 ndoendads f or screeni ng batches of articles. Ther/Gaameno3003
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is based on a conveyor belt 44 on which articles of
packagi ng can be placed, only ﬁge article 5 being
illustrated for sinplicity of r€presentation. A

reading area 10" on the article 5 is scanned by a

static |laser beam 15 as the article 5 passes on the

c adpgupent blepacl@gmgm ¢amslks ldsetgdy Thisiensigen ¢hnantthel sm;ae apart of the

c R 3R s ned L Mecteasi € dpi-ie® 18 Hiedeue ths el capeeds to be

begfndeac usiifhid &hle Q)P&i(ets val@k, R'sAfGdM o articles w1th a well-
penci | -ii ke near-col | i mated beam that travels in the

di defimtd oornér, sech dsmheateo nf pdpet, pasdperts, IIDma)dstamdpms]sagm@boxes

the conveyor belt 44 at a height 'h', thereby

intersecting wwth the article 5 at a height "h' to

SCA nch:YlﬁfenE h&edef %@hﬂg bé& Cﬁﬁwa@d to TJP!@UIQ e%m ?139 %ﬁ%c?]@ PidcRent was

nmay be a spot, 1.e. cir uce
[ rmmgusaht siidreexangile, | ﬂansa)ppamtusacéulmefomm ognventibrted fgrmat for
ifection (e.g. produced with integral cylindrica
e%g)lmem f‘ﬁ‘Bﬁaﬁ ALgCopifEs gF dpeymaent mamggeihent; sysigms) Fefopackaging
APFYXEE ! %‘ ﬁ)lﬁﬁ{'e yonld FRM° Ero?r'ldg LlaSrUIt%lh @.‘18@ Hofd) f3F example a
conveye and ‘scanned i n suctession as t pass
t hieotaggulatheodsesemidibholé ier dcoeptingahabase @faasanmgulafboxhug a circular
conveyor-based reader ap aratus are simlar to those

ofcreftesestighbrla fernscentingdhe basp of atubulag bex (4 sylindiicahlgx).

above. The only differenceof substance is that the

article is noved rather than the | aser beam in order

t OFigeees & a st:hem@tES 'pmpbcneé aidw of nmt dlemaiet Washbdaaéan showing a
beam and article. is envisaged that the

corﬁmapp%a@éa maeaé@% for seregring dalghesplartigled Jheireader isrhased on a

i Oﬁ{% gna?t 3‘%‘@9}%‘@9?’% Cléso& ucc%ﬁélcg% b%f[glart b%ﬁgsone article 3

ASbe&lgC@lli]tstli‘ﬂbd farathpldityi (ﬁﬂreplﬁaéﬁtd@@nSA&Bmﬂg agailn' é®the article 5 is
verify that the recorded signature can be verified.

Tkﬁcgnr@élhm paricilaser bermnl  4othe peickard pagses en ﬁh@cqmeyor belt 44. The
Sqﬁée?%e%xﬂ.rlﬂg eggﬁ%ﬁ{ﬁ@géaﬂl%?#%@g% :@'L:ﬁ%gedo? xéd ? Otlont beside the

asses e 4ppl
pO;ioﬂt/e)QJfr behl4a. Tﬁ’eQS)ser Urddslidrtghs an iRagal beup egcating 1éd3ahot shown)

Wafgr g?osd%gm%na Eénxi:llel e r?erta?-gz)]ll%?art‘?dogeeag ?hat travels in the z direction (i.e.
horizontal to the floor) to pass over the conveyor belt 44 at a height 'h', thereby
intersecting with the article 5 at a height 'h' to scan over the reading area 10'. The
beam cross-section may be a spot, i.e. circular (e.g. produced with integral spherical
lens), or a line extending in the y direction (e.g. produced with integral cylindrical
lens). Although only one article is shown, it will be appreciated that a stream of

similar articles can be conveyed and scanned in succession as they pass through the

beam 15.

The functional components of the conveyor-based reader apparatus are similar to

those of the stand-alone reader apparatus described further above. The only difference
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excitation with a coherent |ight beam of small

w@ermsetaecti on i n conbi nati on with detectors tPEE/GB2005/003003
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accept light signal scattered over a much larger area

that includes the | ocal area o% excitation. It is

possible to design a functiona q)y equi val ent opti cal

system which is instead based on directional detectors

that collect light only fromlocalised areas in

C omf@iubaamcwris viiat theearidle &t movedohthar thao thd laseydearar mcnrder to generate

Fi gure .6 ows schemati cal | n side VI ew such an

G RYTR EEHe RO PE R Ml BRI IRg ¢ he

i nvention which is based on directional |ight

coll ection and bl anket illum nation with a coherent

belris eAvisagedathadteestinoeyotdasesl madangmdbe nsedoimba paddudtion line or
with a cylindrical nicrol ens array 46 so_ that adjacent
stwarﬁeow- eHaropgeat fer papylainga Sﬁﬁyaseowltbcﬁlgmawﬁ by reading a

@&&Qlobvecﬁpa?fqakgq%sagh&ﬁg)n &h ra'rtpé 'rrﬁig sc%ﬁl o Ca o verify that

th reference gure

m the adconded sigrautura oge be mifimll Tﬁtstcohldgh:t dcﬁllegﬂ&i tWd QRtefiiteoperating
of  the n sanpling strips. The coherent illum nation
calfl SEFEh OF QRESYystear @‘rW&hHVlHFl&ﬁ*P@é‘tafﬁl‘FlP pAssAatYieh Batch gganning could

Wh:ﬁgcﬁtr)cl; g@@iégltgaé:/%%“f sé\lg gg(gg?go%sg% Jgﬁﬁéljcdgﬁﬁrtafﬁtth&%as based on

eﬂﬂDSammpﬂmandnhmﬁﬂhmsed detection may al so be usefu
in sone cases. Figure 6B shows schematically in plan
view the optical footprint of such a hybrid inmaging

ar’flgeﬂgfgf@ %r%ed%rﬁabgt%ec nt Eﬁtéotga%&{‘ dn égc%hs&y %1%9 {)1 Ivxnth a coherent

onal Oors are used’'in co

W Tight |b92ﬁﬂ|olf s@dll ctdssteediiah ii® Bombinhtidwith as@aioss th@tadébept light signal
Thi s enbodi nent nmay be considered to be a devel opnent

ofscgme@rﬁyéa |an@|‘1€h ézprg@i gr@a dhat inglugps ¢he dncebergacefapxcitation. It is

Ry hree .b

FOGRDRD, BRE ANy Hyl P GRRES SR Wt ip@Epasea on

t ad@etle@hltdetséwré afat cblll@hlh ght' 64Ty didnh ecaNtedP@EAd MNGombination with
along the "1 x wW exc:|tat|on strip. The collection

arexgitatiamett vauegh lrger efeat he readi ng vol ume are shown
with the dotted circles, so that a first bank of, for
exanpl e 2, detectors coI lects Iight signal from t he

gﬁrem §Howd Rherhitftal ?ﬂ $iaé ViRRW suth laR mmﬁgﬁ&ﬁﬁ@ﬁ’ge‘ﬁ%kfcr a reader
etectors collects light signal froma md

pommbaskyings the Haveskiohtvehitloas based on directional light collectlon and blanket

illumination with a coherent beam. An array detector 48 is arranged in combination
with a cylindrical microlens array 46 so that adjacent strips of the detector array 48
only collect light from corresponding adjacent strips in the reading volume. With
reference to Figure 2, each cylindrical microlens is arranged to collect light signal
from one of the n sampling strips. The coherent illumination can then take place with

blanket illumination of the whole reading volume (not shown in the illustration).

A hybrid system with a combination of localised excitation and localised detection

may also be useful in some cases.



strip and a third bank of detectors collects |ight
froma |l ower portion of the excitation strip. Each

whank/oofiidet ectors i s shown having a circul ar PCT/GB2005/003003
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coll ection area of dianmeter approximtely 1/m where m

I's the nunber of subdivisions the excitation strip,

where m= 3 in the present exanple. In this way the

nunber of independent data points can be increased by

a factor of mfor a given scan length 1. As descri bed

f UFigiver6Bahows sclreenavicalip ire pbinh \dew ftbe e)ptlcdjafob@nmt of such a hybrid
di recti onal detectors can be used for pur pose ot.h

t HERSHE PEeRgeHYN! ifghe CpdH ?mleq{ia’fngsgwpprg@ntéorg ﬁ’éc‘ﬂ”@h ' directional
ac’ tteec't(? at:eo{% eﬁ%ﬁ"&gh%maﬁaﬁ with lbbﬁlsp@ﬂhﬁgﬁ?ﬁorpgqtl’lsﬁgel&%ate beam.
col n sed for

optim arcoae

SCHﬁﬂleﬂg)odlrflertthm5y ibs ddﬂ@ldél&ﬂetol lbe wi ddvelppnenalof yhd:)embodiment of
sufficient for that bank to contain onIy one det ect

si Figwret hisy whigh) diregiaonqd dglgtars ag roypdesd hn Hys embodlment three banks
I §Sdireefbhal cf%‘iség?clgg a.té&hfr%é' p%i%/ eﬁ%ﬁ gﬁﬁk ri)%ll’f‘ l{arbﬁ%?t{at {o8tect light from

Havi ng now str

C%Tﬁ’@féﬂﬂp&tlaﬂﬂ aloHE Eid ‘DRI’ eRoifavONSRiS Thk colledtvnsaréLRORI the plane
apparatuses suitable for carr¥$dg out the invention,
the mdx@elvolqymc@g shewyn wathe sloged sirglenesoathay @ fiast hagk of, for

)&8‘1\% a? ScPeEécPo%Q Co]iectsvﬂséhk n_gﬁ%l#fel)qx? %t g)gr ]ﬁ(ﬂ‘ﬂsn E)P he exm{atlon strip,

nunerlc processi ng

| Na Sec6RAVPAHKEST deeeetiTa Bolldatt lighy Bigndlifrdrh@ rﬁiﬁdﬁ‘bdﬂxdrﬁoﬁtﬁ%xcﬁaﬂon
el enments subordinated to the PIC 30. Fiqgure is a

m ¥rpgud pehirdragnk fode&:ctm@ epllestirlight érom @ wqar@orttmg@f the excitation

N R Pl 308 B0 AT § e R0 p By camee

f | Bpr&ifbRHE H¥m, SMdte &8 if HRIPABET of AL VisloARBY tikA8RStation strip,
highly structured at a m croscopi cscal e. For paper,

t hehgramh @ instheripressst etﬂrmlﬁl ;rl thigway the number e lraigpendent data

result of.the rk.of woo r

a5l SRS T BRTE of 8 P i 580 el A5 ctiipea furner
chedlae}! Bhd BF hﬁoﬂee&g&hfe%albem&%f diectivnar dedebiofss cahbe thsed for a
is around 10 microns. This di mension has the correct

r eptapmssrmhﬂrphamcqlhetmgahgmaigmlathel sampi¢s aspeckle p@tsmar Eprtexample,

use diffraction d ce speckl e
i 18 0aE BATRL P e AL P HOEL B oPBTED 1 Ay B g fr barcode
upRandile 1k bhs ?s thé 'cﬁsrétlﬁtv!ilp nehrtllyVBeI dufﬁcﬂé‘ﬁt fB€that bank to contain only
appreciated that if a reader iS to be designed for a
spoEi detectar] sisse teregywibibe no advantage|obtegming @fossherrelasgrs when only

can be tailored to
scanning for contrast.

Having now described the principal structural components and functional components
of various reader apparatuses suitable for carrying out the invention, the numerical
processing used to determine a signature is now described. It will be understood that
this numerical processing is implemented for the most part in a computer program that

runs on the PC 34 with some elements subordinated to the PIC 30.

Figure 7 is a microscope image of a paper surface with the image covering an area of
approximately 0.5 x 0.2 mm. This figure is included to illustrate that macroscopically

flat surfaces, such as from paper, are in many cases highly structured at a microscopic



the structure feature size of the class of goods to be
scanned. It is also evident fromthe figure that the

wo ommabidw f ace structure of each piece of papepCmGBR0B®03003
unique in that it depends on how the individual wood
fibres are arranged. A piece of,paper is thus no
different froma specially créated token, such as the
special resin tokens or magnetic material deposits of
the prior art, in that it has structure which is :
urscglee Fas paperethel surfate is mierdsegpivalde highly suummdsas a result of the

| f tur The ,sane appl
go\ﬁg&gﬁ?‘ﬁgg‘ awgp? W@Ba %ﬁqﬁéhﬁd{lﬂ@&ﬂ QagE{) "Il(gnﬁ ae 15 2150 illustrative
NUFRkd Q?Jra&éx%@x%slédrgﬂg s@le Ror AN SSY fibred Which!il %I'Ol.{n@klgsnlicrons. This

advant age of the ural structure of an arti

s ufifmag®or bas thatcerrecirrelationshep abe opficdl mavslengthiafnthe ccherent beam

5 ok SR oo e Sk b s poie
I:'t é{rcfé éndslﬁ)%ngiﬁ@ﬂfi‘re%rf%t%uﬁﬁ aP@hul Y BEShbciatddhat if a reader is to
g t polnt nufber n (see

FI lg:Ltteel ggd foFhaespbeifibelass ofagoeds,| the tvaadlengh bethetaser ¢arrbdtailored to

- 250 is the raw signal data from photodetector 16a.

Tihe Poudrre feates sige phiecstis b gogsigteabe pagRed s Flspyident from

ggﬁe %retéétstég 1@?&@?9 g{r\ﬁct\?l)e é)ﬁ%g&{]%leé%aé %ﬂfe? Wﬁﬁi bk ui umque in that

10 8At &ﬁeﬂds on he\anhsmuimlua\hmbd fibeesaine atiaiges. Apidce bﬂ phper is thus no

al though the x axis is on a different scale from

F.%ﬂ?rén%ﬁaomt Hpreciadly sreairsl okehispele anthe)speqil aim; tokens, or magnetic

hﬁ%t@(ﬁrégg?gf £l Fﬁgﬁl . ?“ at Elalﬁaf Q&S&ur%ho\pp% % urﬂ@&’e as a result of

racte fom énsi f 0ces

ddt Beivg/mieie byneprodess gu&ﬁr@edapr@vsaﬁidnhﬁieOWhé aameFpplELto many

8C shows the data of Figure 8B after digitisation. The

difharitypes o Artisthere adopted is a sinple binary one in
15 Which any positive intensity values are set at value 1

and any negative intensity values are set at zero. It

WTHe daea eglpsceon ah@ euinbatal Peddebsingd af & scHt@r kighall th@Ntakes advantage

coul d be used instead, or any one of many other

p shepnasural sfructusaof amasisleiseuiess(or Meriordn the ¢ase of trArsmission) is

f he digitisation is nmerely that the sanme
dﬁ%ﬁ"uﬁses%g?ti)%fn schene is applied consistently.

20  Figure 8A shows raw data from a single one of the photodetectors 16a...d of the reader

of Figure 1. The graph plots signal intensity I in arbitrary units (a.u.) against point

number n (see Figure 2). The higher trace fluctuating between I = 0 - 250 is the raw

signal data from photodetector 16a. The lower trace is the encoder signal picked up

from the markers 28 (see Figure 2) which is at around I = 50.

25

Figure 8B shows the photodetector data of Figure 8A after linearisation with the

encoder signal (n.b. although the x axis is on a different scale from Figure 8A, this is

of no significance). In addition, the average of the intensity has been computed and

subtracted from the intensity values. The processed data values thus fluctuate above

30 and below zero.



Figure 9 is a flow di agram show ng how a signature of
an article is generated froma scan. Step S| is a data

w@emasili4 on step during which the optical i ntBIBEGB0&D03003
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each of the photodetectors is acquired approxi mately

every I ms during the entire | th of scan.

Si mul t aneousl y, the encoder sﬁgﬁal is acquired as a

function of tinme. It is noted that if the scan notor

has a high degree of |inearisation accuracy (e.g. as

whigute 8G seppe thenddtarof Kigen 8B néer digitisaton.oThe Idigitﬂmian scheme
be required. The data is acgu1red by

may n
StoBEd i HPE Pngan s B ERY PPREVAITEISHY Al apest at value 1
t %ﬁ@%ﬁfheged@lve ‘]‘ntEﬁs?tly Valu¥® afd @t 2o, i Qﬂfsge b Q%ﬁ’%ﬁf}num -state
Alternatively, the’data points could be st red In
nmelpptisation dduéd Be @s8d ivgtehds kneranpme«)f many lehdP@aBdibket digitisation
the en of scan.. The n f data points per
déPRies WS?] FRAIN dEpprtant BatPW %fagﬁ ‘g&‘é‘ﬁati%“ ’&e‘F‘FW@U thag the same
Ndi &ﬁﬁn% éd%ﬂ&& hé&&i@&&nﬂ he value a i) is defined
as e i-t store |ntens|ty ‘al ue from phot odet ect or
K, V\,here i runs from1l to N. Exanples of two raw data
sets obtalned fromsuch a scan are illuystrated.in
FifggHe 9da\a fhgvwe giageany shawing ke & siEnitpiec 39| ati¢le s generated from a
I Qcal |y expand and contract tk(i) so that the encoder
transitions are evenly spaced in time. This corrects
for local variations in the notor speed. This step is

performed in the PC 34 by a conputer program Step S3
i StehS bt otk acquisition ﬁtepéimagrm@ch thg eptigap pntensity at each of the
Plﬂﬁg{oh?@:tjﬁgsyig gFélgfeglgéﬂggéﬁﬁxg{) Fsge\ﬁeg)tf ?m‘é" dtugné it gr?t re tlé’ngth of scan.

s Satanegudlyhe eadvdedsiphdat idadqire®at ﬁ Gt!ir@ﬁbh @f kigde. IFEY nbRd that if
useful for highly structured surfaces, as it serves

t $het $@RUBPIST DAt 8rtvigh destee ob hinearisation ﬁ@puracar(ﬁtgh as 7qpida stepper

ich or e

MPa0 30ftalt1h1§ dite¢@ntle@d ADQGrBA| The ditalpeintoate rtrahiferréﬁ Hﬂteal time from
poi nts. For each photodetector, this nmean value is

st PEC3Q@ & thedi 3 Alematielyhe dpf@upmrgs §@uld thgtstqrpé in memory in
d a 1 b nt eren

%{e Plgfe §(t) %{.‘l{en p%%% t&ﬁﬁ%gcs 4(2 é}vs th% reg@ SF%“ eIﬁhe nu gﬁ n of data
d@bﬁxts}ﬁér @d‘tédf(ﬁr channel collected in each scan is defined as N in the following.

. S}Lcﬁ&) e l?ne%%:{tls%aéfqge Eir?t?%? Crﬁ()t pl))% ggci)‘fé}e?'e Oggta 1S£ceq%1red by the

Further, the value ax(i) is defined as the i-th stored intensity value from photodetector
k, where i runs from 1 to N. Examples of two raw data sets obtained from such a scan

are illustrated in Figure 8A.

Step S2 uses numerical interpolation to locally expand and contract ax(i) so that the
encoder transitions are evenly spaced in time. This corrects for local variations in the

motor speed. This step is performed in the PC 34 by a computer program.

Step S3 is an optional step. If performed, this step numerically differentiates the data
with respect to time. It may also be desirable to apply a weak smoothing function to

the data. Differentiation may be useful for highly structured surfaces, as it serves to



i neari sation and subtraction of a conputed average.
Step S5 digitises the anal ogue phot odetector data to
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scan. The digital signature is obtained by applying
the rule: a (i) >0 maps onto Q%nary T and ak(i) <=0

maps onto binary O . The digifiSed data set is defined

as dk(i) where i runs froml to N Step S6 creates a
"thunbnail' digital signature. This is done by

c aftpuitaten gnedreel Ftedi comtribienssiramnthe fsignal yelatiteetoaequrdlatad éspeckle)
spectrumis referred to as Ak(i) and the phase

SFERTIPHPRS referred to as Fk(i). The anplitude

spectrumA i) is then digitised. The digitised

anpl i tude spectrumis denoted D)li). For the

diSgept 34 &t a smap iin wihichn 6dremich photoddtedter, tiwt mparsef thegetarded signal is

apply the si erule ed to obtain the full digital
sitﬁwﬁmﬁé ﬂ}ee&pél%aow- e 2t H@P@?&e‘é%{’ R RN, Yadue & subtracted
ARk Hd6r IREGRHUAIKE & YRY ShOBlal hl’éed@f}f%alﬁeds BRIkt €zero intensity.

threshol d test agal nst zero cannot be used to digitize

i tRefdfénger spmsde anFignte 8Rowhlichyishowatanoexampldofia dcan dataeset after
t hunbnail signature. For the fjrst nethod, a threshold

v AGRSGOR ARd FRUIFGN SR SPEMASHRITAEE t he anpl i t ude

spectrum The set of threshold values is denoted g(i).

Then the anplitude spectrumis digitized by applying

t ISeep SbSedif(tisgsghé hnalapse phbtodetectamdath(to) commp@éia dimgab signature
onto 0. The threshold values g(i) can be determ ned by )
c SPRIESFBIRtNgG of theasepn el hsr digitalsignaiiire &5 Qiained BY, appiying the tule: ax(i)

t aly t vial for £t L .
31k AR, 6 PR Pl N iised s
didefigedeast d, &b edhetehauasbmtiudey.spect rum A(i) with :

respect toi to formA (i). This will now have both
positive and negative val ues. Then the anplitude

e S0 Fichs LM AR, Y GRRUIRG P15 W bficbinbudll the Fourier
| (Trarsforad of ef(f). cThataniplitsdeospecifurhi i raferfelaot BUAEadrd the phase
in the database instead of A(i;., ot herw se itwoul d be
népessiant {5 redereidf toaaseRik(Dal be amphitnde spertonne vigliyist there digitésed. The
dat i S. hed. .The 't il. dj.gital .. . .
RS RSB T DR Pyl oy b e s
t bt pdssble to dpplySthé inipl@fldusedab eBtalPihe full digldBligRdtuileMeferred to
picking every mth bit of Di) to forma thunbnail

diagpreain Sitgmabusiscofthe emplide spectsury ds tajwaysaposiayaiend a simple
f%rlremoilg téls)t'against zero cannot be used to digitize it. We propose one of two
digitisation methods for the thumbnail signature. For the first method, a threshold
value is defined for each channel of the amplitude spectrum. The set of threshold
values is denoted g(i). Then the amplitude spectrum is digitized by applying the rule
A(i)>g(i) maps onto 1, and A(i) <= g(i) maps onto 0. The threshold values g(i) can be
determined by considering a sample of different signatures and taking the mean value
for each channel of the amplitude spectrum. For the second method, one differentiates
the amplitude spectrum A(i) with respect to i to form A'(i). This will now have both
positive and negative values. Then the amplitude spectrum is digitized by applying
the rule A'(i) >0 maps onto 1, and A'(i)) <=0 maps onto 0. In this case, it is more

efficient to store A'(i) as the thumbnail in the database instead of A(i), otherwise it



Step S7 is an optional step applicable when nmultiple
detector channels exist. The additional conponent is a
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intensity data obtained fromdifferent ones of the

phot odetectors. Wth 2 channel there is one possible

cross-correl ation coefficient, §M th 3 channels up to

3, and with 4 channels up to 6 etc. The

cross-correl ation coefficients are useful, since it

hagoubd be neerssaty tid diffctrmgatec\eerg oesord endiry sitmer the aatabase is searched.
er.j,al .type.. For .exa for a.partic r e .of )

it brif kel sRRuR somen Sreafbolta it Bctolf Fyidag he firse L

pru,@t(ﬁrt yPIERCalud h&r Cli9938P6f BY Fdidiy e@&gfm.% YRS Dyi) to form a

al ways appear to lie 1n preditctable ranges. A

nehumabnaslatigitalcssnarre of lehgtbrl. bitsn(alypica lvalue doen ibd). ween

a (i) and ai (i), where k|l and k, 1lvary across all of

t he phot odet ect or channel nunbers. The nornali sed

Cr r.gl | foys

A S 0SB L PR ERBrETe rcl SR Aot (Hi e exist. The

praddmsvsalngomonim; Cisi laedrofss;}cdsd'céatldmelcompoﬁtmpcﬁéhlhtsd between the

another nal ch is to_conmpute a Si

i ARIEREY @3 %faﬁﬂué@ fereat oaes 06 ths Pb%@dﬁ?ﬁ%l With 2 channels
ver

i @Sﬁl'é’“n{%%{%s-%ea%%“%8?%‘*‘?J?*P} 3 ¥Bafels LB S witn 4

orchammebsvep &6 dtarTeaabssHa@iretitivn, cogffidicras are tigefiil, SiRGNit has been

square (rns) value of a (i). If the detectors are

ar Pufslybat thay prsi goed dndigaters of matesial bpender ¢x3BIPiRe Aerea pasticular type

i net d e

o3 By ER e B AR o BB BB e o

beefrclhtiomn dodfficients alnadppear delié irl predictable rmgar Aatormalised cross-

type, since it is a sinple indication of overall

r €PTTelation Fanybeericylafag hﬁ@@gn ef()rand adnphere k7dand kahm across all
S t he intensi val ue the, unnormalis

7 g o R Pamsl aimBrrs, RS hYGUE! PRpueoyiadn fupgion i

D@efipcdgyr ound. The signature data obtained from

scanning an article can be conpared agai nst records

held in a signature database for verification purposes

and/or witten to the database to add a new record of

the signature to extend the eX| sting database, in each

case using the thurrbnaZIak(i)H )/ed fromthe Fourier

transform anpkifa Il as the

The use of the cross-correlation coefficients in verification processing is described

further below.

Step S8 is another optional step which is to compute a simple intensity average value
indicative of the signal intensity distribution. This may be an overall average of each
of the mean values for the different detectors or an average for each detector, such as a
root mean square (rms) value of ay(i). If the detectors are arranged in pairs either side

of normal incidence as in the reader described above, an average for each pair of



full digital signature. A new database record wll
include the digital signature obtained in Step S5 as
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each phot odetector channel, and optionally also the

cross-correl ation coeff|C|ents btained in Step S7 and

t he average val ue(s) obtai ned %@ Step S8. The

t hunbnail s may be stored on a separate database of

their own optimsed for rapid searching, and the rest

ofdetdstorsiatay beiused. dldierigtensity vahuening dv‘rcd:rsﬁouod tabera ignod crude filter for
re. 10 js .a

dat ab
s e Stk if p il b o Phih e Heetin e todehness of the
vesrahf NeE q:o@QQM?fe @né‘bgﬁ@stel"éfse(hg%tamevalu-gothgru%ﬂb%l@ed ms value

rap| verification process, the verrfication process
i safearamadch] ofitheianetage vatae,n.esthe B3C badkgsdundsi ng t he
t hunbnai |l s derived fromthe anplitude conmponent of the
Fourier transform of the scan data (and optionally
I ' : t v
el DB B R ARE, ok o PRI (2R against records
ddﬁadxt 1rba3signamd: dmmsmlfdnweﬂﬁcm'mmipugadsbseamit@fmademrwhe database to

stored full gi.t al natures with each other.
veddg peyy irmr@,pgﬁle\ﬂlgq 1¢ fR EXtEnd fhesqxgémgfda{ql?ése in each case using

Vehé rla?l”d VRG & (M EGRiek Frah Qo 3 ﬁﬂm%r b&hfin as well as the
In 8 to

accor g to e process descri above,
pefnﬂ@llgnase@natﬁteeps SI to S8.Verification Step V2 seeks
a candi date match using the thunbnail derived fromthe
Fourier transform anplitude conponent of the scan

. . . _ it
> P38k a4 ) SRR 93 s vt s
eaeah thfmbrfad t/éwrashnalj)tbme@tmi Sepasél fey alactatphotddetectonndhannel, and
of matching bits between it and h(i+j) , where is a ,
bi qPtigng b@%lsamecﬁw%cqr%@ﬂat@a qogff mféieﬁétaméd ) Ste@rg%arsd thg average
I

AR oy PN 35008 A el e e s o

t hReifrxw Mot mikEdefor afpidaseakihivg, binHStheTﬂ&lstS of $hd |d§ta {ihéludmg the
used for further processing. A variation on this would

behesbpails) g e maie dpabasebi ity of passing nultiple
candi date matches for full testing based on the full
digital signature. The thunbnail selection can be

baEigte A0 RNY flowWi di gHowhi®d hew aSsighatd@ dfaaSaigleUsbtiifed from a
a maxi mum nunber of, for
scan can be verified against a signature database.

To provide a rapid verification process, the verification process is carried out in two
main steps, first using the thumbnails derived from the amplitude component of the
Fourier transform of the scan data (and optionally also pre-screening based on the
computed average values and cross-correlation coefficients) as now described, and

second by comparing the scanned and stored full digital signatures with each other.

Verification Step V1 is the first step of the verification process, which is to scan an

article according to the process described above, i.e. to perform Scan Steps S1 to S8.



exanpl e 10, candi date matches, each candi date match
bei ng defined as the thunbnails with greater than a
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exanple 60% In the case that there are nore than the

maxi mum nunber of candi date naE hes, only the best 10

are passed on. If no candi datée tch is found, the

article is rejected (i.e. junp to Verification Step V6

and issue a fail result). This thunbnail based

S e‘dﬂmfwaﬂgn rfiseth @ steks o errdidaie anatehabi$ing tipr twednaié alen hed from the
reasaons eudo

h f
S PEiiec angtoth +OMNELS BrIRRERDr el SaF SEu CBRERR Obtained as
t hex pl PAQS 28¥ve QleH be&eﬁc@mdahtsig? SBGVEﬁHﬁthH%t&?W taRes each of

t he ‘phase spectrum Any bit shi only affects
phths ehxﬂptmailrammesrmwceveluateam muatber hEmatrhingthidebetween it and ty(i+f)

spectrum. A ude s ectra can therefore be mat ched
Wi ﬂ‘iB‘UFJéW %ﬁ%&’& %315? gorapgnsate far emersgn plassment of the

| n{ QR 40D THR ValRlof s UeREAH A d ke BB %ﬁr&ﬁl‘:&{tmhlch gives
enough remains in order to obtain a rough

aghe meixihiva rdmitebaf matchivigsbisd. Thisss dree'hmrusw) f@ fpithatprocessing. A
mat ches to @he target to be |ocated jn the database.

Eatdiagen oRelis wet% be, &0 iretudsethe nossibiibn ob @assing Ayuliiple candidate
Pr BR&héfo ﬁilf‘tgstﬁrgé%ag&l] elsBR Al gi &Fﬁgﬁﬂﬁ%@ﬁ@&n%nml selection can
agal nst t e new rlflcat

opte bazadl opraryssuitelelnicnigeriae StcH hsapaslsﬁlgpf;f food ﬁﬁﬂuﬁ@ﬁlﬂﬂﬁnbet of, for
analy3|n the full digital signature stored for

r eGPl fhicardidats galchigmragh aanstidasg mafch rbatngrc@fm% ag Wrséhumbnaﬂs
pr e t £

S D, WLUOR AAES . S 1
i nthe loasedhitabas arer m@mrtdamfhetdwdmum nu'ﬁlit&r 'oftdndidate matches, only the

i srejected fromfurther processing if the respective
{a arg Nagsed Mo lfisx cangdidate mateh infoynd the artickelg reigerge (i-e. jump

T t t jron- verified (i.e

W%V%Hﬁq0@5?§§8at.%#?‘ d%%f%@“%ﬁl ‘issue fail result).
Ver|f| cation Step V4 is a further optional
pr e- screeni n%ﬁt est that is perforned before anal ysing
t hEhis thumbgiag besed ssarghiagmmashod delivarssnsveraldmpeevedispasch speed, for
SURE ToffQUinE BALRE 70 Tl RAGn B ldlEite) MiBf Aty Rb Ranstormed,

are agal corr

Vaiah@@ sdﬂnd be tikaindbrateion 66 Ghe agfplitliR dpettrurhn@id’ dUinfe id the phase
rejected fromfurther FTOCGSSIng if the respective
spectrum. Any bit shift only affects the phase spectrum, however, and not the

amplitude spectrum. Amplitude spectra can therefore be matched without any
knowledge of the bit shift. Although some information is lost in discarding the phase
spectrum, enough remains in order to obtain a rough match against the database. This
allows one or more putative matches to the target to be located in the database. Each
of these putative matches can then be compared properly using the conventional real-

space method against the new scan.

Verification Step V3 is an optional pre-screening test that is performed before
analysing the full digital signature stored for the record against the scanned digital
signature. In this pre-screen, the rms values obtained in Scan Step S8 are compared

against the corresponding stored values in the database record of the hit. The 'hit' is



cross-correl ation coefficients do not agree within a
predefined range. The article is then rejected as
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issue fail result). Verification Step V5 is the main

conpari son between the scanned gi gital signature

obtai ned in Scan Step S5 and t'ﬁ " correspondi ng stored

val ues in the database record of the hit. The full

stored digitised signature, d db(i) is split into n

bl igeteddrom fadherpeeresying & thnraspefsive everage: valnesedosnotiageee within a

th K Rit : K. typi cal .v f
e o S el SR g i, iy By s
bi $1&p V&Y arfdll i fail RBuR). k bits are then matched agai nst

the q k corresponding bits in the stored digital

signature d i? b(i+j). If the nunber of matching bits

TRV IETEY PR TRER S -
Bl sy e @tﬂkéi%ihél éiélﬁtﬁfrér.gﬂttlﬁg prefscrdeRl @Rler s?ldd efaflbn coefficients

Zthresh™ s 13. iIsis repeated for ail n ocks. This
whahteinpd oc8em Step S pecatapdred agiiifst dreervrresfdnslatg staded evalues in the

of .7, to conpensate for, errors i | acement of the .
o cFhaSE TR ORGP TGt e SB TORNFAeSFHBE T the respective
T e e e DA e Ohe artice is
nathei rdjectechdscndnatezified i.& yahp ad Vedficgpio)Stes VO lang Jssue failGesult).
w=n-M where s is the probability of an accidental

mat ch between any two bl ocks (which in turn depends

¥ o | _ . . y ‘
SPOSHARCRIEF S8 0 gl ORGSR Shyclh 9 KRR somr
nootgaibéd ok Scama$tepiSigandcthe deméspbhging Ftoeed/ edlues iaf the idatabase record

deternj ned by .co ring hlocks within the database )

£ rirthe bl Ehe follchtered F‘b%ﬁ?seéﬁ}@ét%e’ék%? i#ispht infRye backs ef g adjacent
e. n: e C et c...For )
S G PYERB Bt lrl RS AREHTNG, o Gl Salor i 4
t yamidcaatlypical watueofor & is 8, akling tyfpidalle 16 bitsIpei Blovker The gk bits are then

enti r%{g i ndependent, then probability theory would .
gi aichgtbagainst thengk corEespondingbits e stpzed digitabsignatateldy” (i+)). If

RSAPUSEhR OO REDUEER HlRkyPEGEIF s e e
| rthteskolblzpgk, dwd the nBmber of matching blocks is incremented. A typical value
for zmresn is 13. This is repeated for all n blocks. This whole process is repeated for
different offset values of j, to compensate for errors in placement of the scanned area,
until a maximum number of matching blocks is found. Defining M as the maximum
number of matching blocks, the probability of an accidental match is calculated by

evaluating:

pM)= Y s*(1-s'™iC

w=n-M

where s is the probability of an accidental match between any two blocks (which in
turn depends upon the chosen value of zjresnoia), M is the number of matching blocks

and p(M) is the probability of M or more blocks matching accidentally. The value of



finite laser spot wdth. A typical scan of a piece of
paper yields around 314 nmatchi ng bl ocks out of a total
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dat abase entry for that piece of paper. Setting M=314,

n=510, =0.1 for the above equai{on gives a probability

of an accidental match of 10 T . Verification Step

V6 issues a result of the verification process. The

probability result obtained in Verification Step V5

masy ip gletesmtheidnbya cpmsmrfgablocl&%wdthim thehdasabasé drdme scinseefkdifferent
res deflned bab [ it thr shold,. In EGis case

¢ AbTosTo B gl it a mlpep el Seaps af papar SPEFMERSS g For the

SYRLEBT g4, BRYaRez 2, A@Ll:ﬁmeeﬁﬂ@aqyﬁt:ﬁrvaw off i6i0 |leVI?|the gk bits
chosen by ‘the user. ternatively, the probability

r smxb entiwly belepandput; theo prolmbilsy theasy woukindivel mel for Zthreshold=13.
itsel

P isde fodia hosfe ?é}rln%%%f’%{égﬁ (aisnort e%rralau% between the
m?{]&éiec!t rp&%l SRGLAY a so%ﬁglaﬁaﬁscget(vegﬁﬁ 'aée%'i"bltﬁ'?tﬁ 9{&)1)18& due to a

er c assi |cat|on I'n our experine ts W t
wefirgeriesealspot widthd A hyical 584n0df dopitee ofipapgr dekis raround 314 matching
req sentsgg(good or exgellent mat ch, whereas 50% hits
[ %%F

félpﬂ“é@éﬁf’% Hbblgekse WheB§°%B§‘36@g§§%[rfb¢ database entry
{1{ ﬁb‘?te)g cont al Mlgm I'?LJZSggbl t ttdrngnalcﬁ;é%frqg?hon gives a

Fquobmmyroaasﬁmdnnmmhatcthmfelﬁﬁéctrum can be searched
in 1.7 seconds on a standard PC conputer of 2004
speci fication. 10 mllion entries can be searched in

C .
| ARG S SHL PARBRpL B AR SPRELs T D Ry e
| rgbtnehimtVeaificafion [Step W midyoBe iWedidw a pass/fail test in which the
descri bed. Figure 11 shows_an |ID card 50 bearing

baeBehBaTk Th Precsiefined PrRbpbUlity thresbald. &hthilwéf)@wd@ﬂlfablhty threshold
S%‘}W bé ¥etez£t 'él ﬁf} tl?é"@lte?%r mxpgg'i)ggar ngﬁb B%rg%aﬁe?‘s&r at a level

contal n SOFTE rrcin n spe

I rHbsenchyethe uIéreAﬂxamﬁdﬂy,l the prubabiliasrealt inagfbedusmAio the user as a
area 56. This is illustrated with a dashed |ine, since
i confidgneg tleived either éh ravh fompag thedprotafligycisselfa e an agnodified form

iV I t t.he
AR s MEIED, Aol AT BAGPRn OF U ey oty o
deshed Redsifioatih. HCanBPeRvets mmd;ﬁpe@wg@wﬂyq{nd that 75% of bits
in agreement represents a good or excellent match, whereas 50% bits in agreement

represents no match.

By way of example, we find that a database comprising 1 million records, with each
record containing a 128-bit thumbnail of the Fourier transform amplitude spectrum,
can be searched in 1.7 seconds on a standard PC computer of 2004 specification. 10
million entries can be searched in 17 seconds. We would expect high-end server

computers to achieve up to 10 times faster than this.

A further implementation of the invention is now described.



the kind illustrated in Figure 6B, where one of the
directional detector banks is used to scan the barcode
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58. The purpose of the barcode is to encode an

approxi mate record | ocator for Oc,peedi ng up access to

t he dat abase, as now expl ai neda.‘ "For many applications,

a database of 1-10 mllion entries will be adequate.
However, in sone applications |arger nunbers of

ediiguresl Inshowsean &gudard§0 hearing azhasepdeoTbel IPheard Imayelso bear an
dat abases are technol ogi,cally feasible, K since a .

s OOSKREPIFT SEEHIY (SOOI SHetiom 258 PRAPEREBORERD g gntain some
C GidrHetpioti Afdkhati dryspatific fo A% AREVEAR, TR Bdr&dleq 9 sHdvaSas part of a scan
whi ch woul d be sufficient for a piece of docunentation

f greae¥erThipéy dlmstratd evidna dhsheddie, siopultds deatweless prghe ID card.

W.t h t. t ! th h ti f.
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t parikasper 2258 NTHa Wird 9@19&%@3&&)%@&%@ @»éagfé?ermgt#pparams of

t he speed advantage of using thunbnails deri
Fohe kind idustragsidan fFigamp 6Bt whiere ope of the diectenas tietactoabdnks is used to

paEHb BT BHESR Fgt 1 6 iR s DA S8 s o upper area 8. The
b FRAE of Whd ‘Bgrcg&eijs QNdntollE ah %hﬁlltdr)ldéﬁ+t¥ 80828 Yodater b8 speeding up

bi'ts), is read by the sane sca aser that reads
t hecesp exthe elatbgeatun®y explaisedar code acts as a record
| ocator in the database. The barcode does not identify
the precise database entry, but sinply point to the

c ' ar - t '
L5 Sy DA s lubIE SPL3058 R SO SRR Hovever
Ccom semt applicetibus éargerongnteheopantiepmay beirkduired. [teis alsdsnoted that

p?r chgﬁt %r. A 12 biit barcode woul d al |l ow 4096

di'4T88lr ¢i3fabasesp ke deqhgologicallyt feaybles irpe & sbrarg anodem (2004
et O dvj 3 YR .

PSpelitghy 000B0 BLLARI5AGUP R 10002 e eni

( iwhech wotilldabepsudficism) for aqi¢od df alvatimenthtién fok@very person of even the

advant ages. First, the barcode can be a conventi onal

| SURShPERRIONS ROYNtigsar WG tecuiranh dighnalogy.rije searph itime plgsuch a large
r - _ . : ! e :
SO 15 RSO e SR AR oo
t abovintevbaseitienhe ¥pded sdvahiage af"Wivgdtiimbmafls derived from Fourier
transform amplitude spectra to substantially eliminate processing time caused by

registry errors between the original scan and the re-scan.

The barcode, which need only be relatively short (12-16 bits), is read by the same
scanning laser that reads the speckle signature. This barcode acts as a record locator
in the database. The barcode does not identify the precise database entry, but simply
point to the correct ‘chapter’ of the database, leaving the rapid search algorithm
described above to identify the correct signature among the perhaps 1 million records
per chapter. A 12 bit barcode would allow 4096 different chapters to be
distinguished, allowing a match to be found in a database of up to 4000 million

records.



perhaps 1 mllion entries, there is no need to encrypt
the barcode with an asymmetric encryption al gorithm

wdbwehraricode is applied at the tinme of manuf ackar/eBmins/003003
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the ID card by scanning the blank upper area of the
card according to the nmethod of,the invention,
al l ocating a chapter number to the record used to
store the digital signature, and then printing the
barcode onto the | ower area 52 encoding the record's
chabg B of arhaspode s OnlyBNRpPEPXiateKise noab@rﬂces@) wicord lgpator has two

ap cord,.locataor for the di nat.ure
Q({V%iagﬁs[ rllzlﬁsg gh PRy, Can e tah%onvF?'?%a loWéﬁE‘f‘@‘oP hiP barcode

S UWitﬁ@lﬁ stringetit priingreiitentResr thé ReedBr nldre sSphiRic8@d 2D readers.

that the barcode may itself be used for linearisation

of SQqﬁPéd,s%@m? qhnéva@ade ofill onlyi lacate thei desabiasmentint to witkin a "chapter” of

se earl mar ks descri bed above. K This na .
pePabict mimGR shE iy Afiedhng Rt BEAp R 4 Bt de i af Réymmerri

pog{c@ptmqqurﬁhmsuch as a roller drive of the kind

used in automated telling machines (ATMs) for exanple.

ToI erance to drives with poor linearity will allow a

fﬁeéagt e b e 4 i ot Dot et 05 e 5 sl by SGanning the blank
f @rea QI tRY @ﬁdcﬂé%ﬁhﬂﬁﬁ kh& %thd@inff tRE iehbf gaéﬁg%t%rJEa chapter

car solely for the purpose of linearisation a
useuniegto meereem;quspd tostomtthedigital sighdtare, arabthen printing the barcode

nip 468 et o4 52 aneofie 44 FErd G et Thg R ard is thus
Calﬁgelleﬁo\ﬁfltﬁ)éﬂ k)Foxl?MatEalJééJ}Q l&aﬁ(ﬂ* fof eHB gﬁlé‘l' ﬁgnaturg of the intrinsic

(so-cal smart card). as usin rco

st sforucmye aﬁtha;aprcxbocmameb/ the sumfautelstmatxmnn tlee lpppee acta Smay
be used to mark the article with a | abel that encodes
the articles own signature obtained from its intrinsic

Phy & fdd n‘ﬁﬁpﬂ% 'b%fc%ﬁe maQlits &K 95'9&6? 8 }n. r risa I(gll btGhe e scan instead of or

article, 1 ncluding papér or cardboar es
pl iastampbigaticncwits the s¢parge tiasaisagon erarkshdesptibdd abovet Urhs may be

of the barcode ,or other |abel that follows a public
krF(?RFF‘%lB' ?‘ﬂd"}ﬁf’d'ﬂ%@&f’“ hag ajdgivg ojthspaer dingasityesueh gaaéoller drive

t &t tht end LEPInULRoMARd ti@lﬁﬂig trﬁ&‘ﬁﬁ; s (Igrqg%étjsfop gx?rﬂPlﬁ Tolerance to

asymmetric encryption al gor ion o
badroesl avithi paer linearitg -wit yallburictehder to He use@porated fin asany card reading
according to th% wel | known RSA
evices such as ATMs with minimum modification. Indeed, a barcode, or even
dummy markings, may be printed on the card solely for the purpose of linearisation
and not used for the encryption at all. In that case, verification could be performed
using reference to a database or by taking data from another part of the card, for

example by taking data from a chip (so-called smart card).

As well as using a barcode for storing an approximate record locator, a barcode may
be used to mark the article with a label that encodes the articles own signature
obtained from its intrinsic physical properties, for example any printable article,

including paper or cardboard articles or plastic articles.



algorithm A preferred inplementation is for the | abe
to represent a public key in a public key/private key
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of different custoners, it is advisable that each

custoner has its own private kgz, so that disclosure

of a private key will only affect one custoner. The

| abel thus encodes the public key and the private key

is |located securely with the authorised persons. A

f ulnt ther cgpey goven ettle uibhotragee of theidatcabeldri mgerakabeloamh follows a
is that a novice user would be unaware of th

veRuoickynosm enspdige Paetpreait dtpd wqbiro@tmglﬁewaﬁhat the signature has

t( %}%t 2 ré’hl%d"\@ﬂﬁp% gp:%Wtﬁé efngjél'phgr? aogoq{thlgnof(ﬁs&%ggon of the

s caanctele, 1.andond-wansuiidioniaucallsuéthas acvafdiRetd the well known RSA
scanned. Such a Iabellln% schene coul d be used to
al 415%%% ﬁcp@éexreé impleragntatiasdis it tsabed de sepgesent a public key in a

g?ﬁn@ roac con&g%t?ual Steq{" ﬁ’e? eImecllgrhI q(%tenumber of

SCdiEBifent ammﬁa@l, it ztdmabreltm cath clstdmerHias fits @vdxﬂ;hﬂdté K&y, so that

schenme in which the | abel encodes the article's own

s.cgﬁéwr@f:@ privatpkey ull anty affessione chyemer. ﬂﬁledabel thus encodes the

V\,hl ch . the | abel nts

bR R P B 4 DA B L e R I B S Pgpons.

exanpl e, the barcode could encode a thunbnail form of

the digital nature and be used to allow a rapid

pri dethes ﬂ?erﬁpweg advanage @b mqingMm&apm@heﬁ that a gowice user would be

ld b
R T B I

SQfﬁ&rﬂl%ﬁbf&&%eﬁ@Fﬁsblﬁﬁé tHab the &K&r ﬁp'pﬁi’ﬁ[ls Qfas 6oy dBarcode scanner,
coul d becone hugée .g. mllions) and searching

standtieypede heigp ﬁ@tzwmeb@ng sdaom¢d. | ntrinsically high
speed searching techni ques, such as the use of
bitstrings, could becone inportant. As expl ai ned

algueR a 1abel ﬁ%@éhfeﬁfe%hld/@e bRt AR GElEs RNGLW TR dBWithout access
t hunbnai |, the barcode (or other |abel) can encode a

r de ordatabesspuwely on the bpgis af therldlest. Bhis boa Rimsitdr appioath cenveptually

b sed..to r find the corec:t signature in the
dg?glbea%ge‘?%?nﬂﬁ sﬁ‘é FMEEEREHF] W dhe E’r variant is
that the barcode (or other Iabel) encodes a thunbnai l

si gnat ur e,
Such a labelling scheme in which the label encodes the article's own signature could

be used in combination with a labelling scheme in which the label represents an
approximate record locator, as described above. For example, the barcode could
encode a thumbnail form of the digital signature and be used to allow a rapid pre-
screen prior to screening with reference to a database. As explained above, this could
be a very important approach in practice, since potentially in some database
applications, the number of records could become huge (e.g. millions) and searching
strategies would become critical. Intrinsically high speed searching techniques, such

as the use of bitstrings, could become important.

As explained above, as an alternative to the barcode encoding a thumbnail, the

barcode (or other label) can encode a record locator, i.e. be an index or bookmark,



such as one derived fromthe Fourier transform
anpl i tude conponent of the scan data as descri bed
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reasonabl e but not high confidence if a database is

not available (e.g. tenporarily off-line, or the

scanning i s being done in an t3usually renote | ocation

wi t hout internet access). That sane thunbnail can then

be used for rapid record locating wthin the main

dajBReen bk UsBE 16 U@FSEnd ﬁleaé(ﬁ‘fekﬁgkﬁatul%l nOiffe Qﬁta@ase for further
hi gher confidence verification to be performed. Figure
1Zoimpads@chemati c plan view of an ID card 50 which is

a so-called smart card that incorporates a data

carrying chip 55. The data carried by the chip 55

| NEAJRG SvaiaB R AL HRNGPE R QOP' BiiRr 14hRf) SREQUCS tifimbnail signature,
digital signature obtained froman intrinsic neasure&

s tauflaeeomhderived drois thie Foufiert tensfoPmcamnditéde @inipmnagtchifthosoan data

a sc a, b6 i.ch is featureless in this exa
" i desrihed @POY%%BQ caaybe perdsto gt maiGh ViBkredies "F%ﬂw not high
' rboﬂﬁ&erﬂ:@%f 4 %gtaﬁ?s\é'ls a6t &%ﬂ&lﬂh '@e lQ ()%Ql\rlf‘eff 11r{ eObr the scanning is

exanple. Figure 13 is a sc enat pl'a | ew 0
vvarel@lthneducalmnmmﬁﬂ)ly rehetes dmcatlm &atho6t inmternetd axs:ess)lo That same

Thiaheiben b Basied g.rgqu{i SHCOR IoRang Wb, resan Arighase if the
arha'tdi])ta§é 1@%{lﬁlaﬁ§ﬁﬂagﬂgﬁﬂ F@olﬁﬁ%ﬁ@&téﬁrﬂcgﬁ?ﬁ’o e rformed.

bar code 52b encodes a oXl nat e recor ocat
S|n1lar to the ID card exanple of Figure 11. The

.codes 52a, 52b.are arranged above an
ByIg| 1 247 Grishematicsplam vigioal g1l Gards wggcgﬁsg So-called smart card

S'tﬂﬁtalagérﬁoégesaas s*a%rfgﬁg% Y5 Hlélgataacta&féd @;&eaéheﬁ 538ncludes

'S pre rab red wth a tran rent
adhgmture eacoding detaftbat ¢reopbesr a [drg)tabstghaxnre bbtainedtfroan an intrinsic

commer ci_al exa les wi.ll nV|sa the above

Fi Peaseed purfpcs v%gragrceﬂéﬂc 89?\%&9 &9y 2 §$a8 AT &0 which
a

aﬂgg&?dttlg'g QS! net 15%?&%6?%#921'05%@&\{#% g@aegnlgrﬁg SR QGuﬁoa@ decorated
candhy desnh;ed waypd)rasuhtau:n a phstofraph, d”eméxafnpw by exposing

the material to coherent radiation, collecting a set
of data points that measure scatter of the coherent

| @il § Qéﬁe'n{hh"c'ﬁﬁ{ Giewt bHG WdrEan®f dbiEndiRsB! ik sscan area 56

and et erm ni ng
includes two barcode labels 52a, 52b arranged one above the other. Barcode 52a

encodes a digital signature obtained from an intrinsic measured surface characteristic,
and barcode 52b encodes an approximate record locator similar to the ID card
example of Figure 11. The barcodes 52a, 52b are arranged above and below a digital
signature scan area 58 for a person's signature 59 as schematically illustrated. The area
58 at least is preferably covered with a transparent adhesive covering for tamper

protection.

Many other commercial examples will be envisaged, the above Figures 11 to 13 given

by way of example only.
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It wll also be understood that the scan area is
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on an article. If desired, the scan could be a linear

scan rastered to cover a largey, two-dimensional area,

for exanple. Moreover, it mﬁllz%e under st ood how this

can be applied to identify a product by its packagi ng,

a docunment or an item of clothing, by exposing the

arfirom| betaboyoldetaad desediption dh wilk 3494 widerstepdahei tanprticle made of

dat a ints that neasurg scatte f the.c : .

- TR oR B PIREE oF R RoREr Gb PRk PE TEHAR] by sxpgsing the
dehREHRAINL Bhéreft £ARkIBA CcolRBEnAa tsBUsDMAL poin® thabh theasure scatter of
product fromthe set of data points. Fromthe above o
dabe cbh¢reninragiationefrommintrinséd sipweieresef g, materig), | andpdetermining a
under st ood .t hat degradation .of the beam | ocali sation
(es_lgjl_attgggﬂ{hg,aggq Ergaqggﬁetgﬁpgﬁaggﬁﬁh in the reading

vol ume owi ng to sub-opti num focus of the coherent

beam) wi Il not be catastrophic to the system but

et efily atde deaniderstond pleat filoy sean @eealdy esseotialysarhigrarhin terms of its size

s o Rl B, e BB B T gea tocovera
9"adeAhw ABRAdRhpOCd foRREmglaTance rather than a

en unsta ure. In"any case, it is sinple to
performa self test of a reader, thereby picking up

any equi pnent  probl ens, performn n S .
Vv e rariibhe SRderaod Bow Bfteean be: oled 1 idepity  progiee by it
c e [ : r e SR h
SLPLRE. WSl AR (R i) o g 808088, o cohrn
t aragiapen, cotlecrargdbsem ol dath pointx trap ireasurs scattendhideiocpbérgnt radiation
bond a transparent seal

s AT RITIAFIE AITUSHHES oo{dppegqti%lg; grgi d?@ﬁ%i‘é&a{s@&%@rg"ﬁﬁ attpu?mbnail, of
3&%”}{9@,@{#@@%@‘{ QRgs &zﬁ@@oi‘nﬁs? renoval will destroy the

I'ng surface structure which it is essential to
preserve in order to performaverification scan. The
same approach can be applied tq deposition, of

P ) .
t rErBpHiecahovp dlesariptiop of ghe spmenieal| praceshing ¥y, bopndargiood that
en 18 o ! defleS | JLti A gl croS-QeA6H IR tin th
BB P oI Yok o, e imen n
deghding dvohnae idwiagltb ysubmptifune ifecus dfhehel ootendrit dseaml) nwill not be
ot her cases, the reader wll_ be desi %ned by addi ng, X
catastrophic to the system, but merely degrade its performance by increasing the
accidental match probability. The apparatus is thus robust against apparatus variations
giving a stable gradual degradation in performance rather than a sudden unstable
failure. In any case, it is simple to perform a self test of a reader, thereby picking up
any equipment problems, by performing an autocorrelation on the collected data to

ascertain the characteristic minimum feature size in the response data.

A further security measure that can be applied to paper or cardboard, for example, is
to adhesively bond a transparent seal (e.g. adhesive tape) over the scanned area. The
adhesive is selected to be sufficiently strong that its removal will destroy the

underlying surface structure which it is essential to preserve in order to perform a



appropriate ancillary conmponents to an apparatus
principally designed with another functionality in
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docunment managenent system POS device, ATM air
ticket boarding card reader orzther device. In
sunmmary, a digital signature is obtained by digitising
a set of data points obtained by scanning a coherent

beam over a paper, cardboarg or other article, and
wé’&§ﬁ?1"“ﬁ§1 8078. dihat EIe. apRredsingiabe 2aplisd i dgp@%&nu pf transparent

o| m
Rl BT HIRC oY sl ety R el
dat abase of digital signatures and their thurrbnal l's
can thus be built up. The authenticity of an article

c o deseapedaboyeythe rasderiay Be ephodiedhip %@pafalﬂme@%d specifically

t t
e i kot By SR8 Pt 20 bRUTRER. b, @Blghe by adding
d%@rd@ﬁatehﬁldmﬁy Softipohéits EO Ui lapparturuariﬁi‘nerpmy fdesiigned with another

to I nprove search speed Speed Is inproved, since, in
a fpsesisgelityaindoindoisuchsasgy @h@f@comﬁwrr@chmerﬁqcvn@m gcanner, document
affects the hase ectr un1 d noj

< FRE RO PO et iSEarts Pl it gt hsiiEng I gager or oter
cqpiftenates. The anplitude spectrumstored in the
t hunbnai |l can therefore be matched w t hout any

know edge of the unknown bit shift caused by registry
erm@nmwweéuglt@lmgwmrg.mabtagl@érbyahanslﬁg arsl o aﬁa maﬁglobtamed
ot,her vari

{
S e d sBFeaf e R vk o P N 4Bty heasuring
MRt sQned A@Hﬁ’h‘rﬁmﬁ'ﬂ%ﬁ t{xrkhs &Bo detdAhindd leﬁlgltlﬁii a@n amplitude
Hare & Pugsley [2] US 6, , 214 - Pappu, Cershenfeld &

Smpt:¢trl{r3]0fKa Fourier tramfasmqf magsemf 1§ point: odfdatabase of digital

Teg%lr}ig T@Sg‘?% h‘ﬁ%‘? ﬁ@‘b&\“ﬁ ﬁgfﬁ’ 3@&%‘%{}%@{ %f an article can

dgpRpPdRbl&iffds by 'r@lét:zﬁﬁinr?’ ﬂ{eeﬂﬁ’lcler QitedRN, itPAYBARI signature and
251-252 | SBN 0-471-3892
thumbnail, and then searching the database for a match. Searching is done on the basis
of the Fourier transform thumbnail to improve search speed. Speed is improved, since,
in a pseudo-random bit sequence, any bit shift only affects the phase spectrum, and
not the amplitude spectrum, of a Fourier transform represented in polar coordinates.
The amplitude spectrum stored in the thumbnail can therefore be matched without any

knowledge of the unknown bit shift caused by registry errors between the original

scan and the re-scan.

Many other variations of the invention will be envisaged by the skilled person in

addition to those specifically mentioned above.



[5] GB 0405641.2 (as yet unpublished and i ncorporated
herein in its entirety by reference) CLAIMS 1. A nethod

wotoosoand ng an article arranged in a readi ng MOl/GBRI05/003003
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conprising: collecting a set of data points from
intensity signals obtained wheg coherent |ight
scatters fromthe readi ng volune, wherein different
ones of the data points relate to scatter from
different parts of the reading volune; determning a
diwgﬂﬁture of the article by digitising the set
of data points; and determ ning a thunbnail digital
signature of the article by digitising an anplitude
pgny ofGB Faur ¢y At Eans Hared:Fugkleg set of data points.
2. The nmethod of claiml1, further conprising: storing

t HaJ d| gUSéI 584 atRappu.pershenfedd dnSmihai | di gi t al

b d
o2 s G BOeTE: g0y B e News, 2
thunbna@&togélggdogl signature in the database

condi tional on there being no match between it and an
digit al Rsﬂrghmoa r"éecaxmje Hagingeringe d guitletthduddinglsigpendable distributed

The met hod of or 3 0

| abel | i #g! m?e {ﬂoﬁ BﬁgFﬁzg\f #ﬁ%mﬁ ‘{Hgdéagyzg har ki ng
t ha e”GBObiﬂ)Séﬂll ARRY 9 WpLIBlisheE Qnd ih@ipératedterélf Sh s entirety by
finding the digital Signature in the database. 5. The
met hod mferencgd m 1, further conprising: providing a
dat abase of previ ously recorded signatures and their
thunbnai|l digital signatures; searching the database
to seek at | east one candidate match by perform ng a
conpari son between the determ ned thunbnail digital
signature and the previously recorded thunbnail
digital signatures; and determ ning for any candi date
mat ch whet her there is a match by perfornmng a



conpari son between the determ ned digital signature
and the at | east one previously recorded digital

wee@natanes. 6. The nmet hod of claim4, further PCT/GB2005/003003
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conprising: determning for each match a confidence
| evel based on degree of simjarity between the
determ ned digital signature and the previously
recorded digital signature found to have a match. 7.
The-net hod of claim5 or 6, when dependent on claim4,
f GLAIMS conpri sing: readi ng the machi ne-readabl e
marking on the article to obtain the approxi mate

recordyl i ng: ' : L
| Bt on RaBOE0 sciflfink 3h piiclq AR 4 334 g VGG comprising

t he dagslleatisg a&et dheatd®blntgl o mesnsity eighalis Rbtaihedd When coherent
wherein the article is nade of paper or cardboard. 9.

Alightseattens fremftbe readingriolumewherain different onayebthe datg points relate
“d | ACH : o

cyiptst fragm different 7t o0 Peadthe VONRIG ¢ o “col | ect i ng a

set  of gdetnfiniag@iatigitd] siih@tOsRhS atidlct y figitideihd £ of data points;

coherent beam'scatters fromthe reading vol une,
wirel ei n di fferent ones of the data points relate to

tt f diff t .part. f. th ' I
and o tetrining, »FrPRhel HE Cigtain ST el &V fieising an
t Snplitulle Pt 6F AFHEicE thhSfotrA bf BledBRdfiata pinfshe article

by digitising the set of data points; and (ii)
determ ne a thunbnail digital signature of the article

by digifisi a litude part.of a Fourier transform
o¥' thejré:%fneﬂ%dd’gf%‘n;ﬁc}i’ h{r.ﬂ-n_e.r g‘a’.‘p’:\sﬁ%g'appar atus of claim
9, Whegslifo tHACHi g Qighatdk with it® hudtfhall URSEE SikRsur¥af dld8tabase.

is further operableto: store the digital srgnature
wWth its thunbnail digital signature in a database.

11. Th f. claiml1Q, ei.n the dat ey
1y, e enpatalts of e i el e S e vin
t ifindbngi takitad| GaRkiE CinMheNddtdbasé RBABABAAI 6H Fhdré!being no match

signature Tnthe database conditional on there being no
nmhétoleerbit tamek emy digitalrsigrature elirgady atored igrthe database.

4. The method of claim 2 or 3, further comprising:
labelling the article with a machine-readable marking that encodes an

approximate record locator to assist finding the digital signature in the database.

5. The method of claim 1, further comprising:

providing a database of previously recorded signatures and their thumbnail
digital signatures;

searching the database to seek at least one candidate match by performing a
comparison between the determined thumbnail digital signature and the previously
recorded thumbnail digital signatures; and

determining for any candidate match whether there is a match by performing a
comparison between the determined digital signature and the at least one previously

recorded digital signatures.



already stored in the database. 12. The apparatus of
claim9, further conprising: a database of previously

w0 smentads si gnatures and their thunbnail di gi tetT/GB2005/003003
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signatures; and a search tool operable to (i) search
the database to seek at | east-3e candi date match by
perform ng a conpari son between the determ ned
t hunmbnai |l digital signature and the previously
recorded thunmbnail digital signatures; and (ii)
determi ne for any candi date match whether there is a

e ch BheRRéthed 6f ¢1gindd,CRafthé dosphisiigt ween t he
determined digital signature and the at | east one

pr evi oulsteymining fereehchimatelp confidencarleve! based omhdegree of similarity

appar at f claim,l2 . wherein e search tool  i.sS. . . .

¢ Qebwn 15 rtstp Bed ol lpinis Bl W B oRaly ifPred tigital signature
COBfhdeage hev4tén. based on degree of simlarity between

the determned digital signature and the previously

recorded digital signature found to have a match. 14.

A dat ahgse c ri.sing.a pluralit f records, .each . .
cohor | ShgneGolphaiars Sr Bt denbedean o8 i 3. L omarising:
by di giti§i ﬁ&ﬁn Ofeadlit m@ﬁd'jﬁg f 2 :
articl er?é(girll Ehae"’l? unbegll;ei I deiagi t al érll g%aﬁérﬁ‘g%oéﬁttgflﬁedj@ pproximate

arre¢carti docdivraiand cusing  thegapprexingtearecardp lacatoddo paek thdf atleast one
Fourier transform.of the set of data points. 15. The
dﬁﬁ%‘éé‘@"&?‘&l"&["ﬁfi&tﬂ?“ﬁherei n the data points are

obtained from scattering of coherent light fromthe

article, wherein different ones of the data points

r e§.at e The method af ahy prectdingerlaint, wierdis thdf artiole iarmadel of. paper or
16. A system conprising a search tool operable

t faEdbgatdy o dat abase accor di ng to claim114 or 15 for

candi date matches by perform ng a conpari son between

an input thunbnail digital signature and the thunbnail

digi t al As bpparitus for sCainthg an drticle darargded S a reading volume, comprising:

a source for generating a coherent beam,

a detector arrangement for collecting a set of data points from signals obtained
when the coherent beam scatters from the reading volume, wherein different ones of
the data points relate to scatter from different parts of the reading volume; and

a data acquisition and processing module operable to: (i) determine a digital
signature of the article by digitising the set of data points; and (ii) determine a
thumbnail digital signature of the article by digitising an amplitude part of a Fourier

transform of the set of data points.

10.  The apparatus of claim 9, wherein the data acquisition and processing module
is further operable to:
store the digital signature with its thumbnail digital signature in a database.

11.  The apparatus of claim 10, wherein the data acquisition and processing

module is operable to store the digital signature with its thumbnail digital signature in
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signature and the previously recordcd thumbnail digital signatures; and (11) determine

for any candidate match whether there is a match by performing a comparison
between the determined digital signature and the at least one previously recorded
digital signatures.

13.  The apparatus of claim 12, wherein the search tool is further operable to
determine for each match a confidence level based on degree of similarity between the
determined digital signature and the previously recorded digital signature found to

have a match.

14. A database comprising a plurality of records, each comprising:

a digital signature of an article obtained by digitising a set of data points
obtained from the article; and

a thumbnail digital signature of the article obtained by digitising an amplitude

part of a Fourier transform of the set of data points.
15.  The database of claim 14, wherein the data points are obtained from scattering
of coherent light from the article, wherein different ones of the data points relate to

scatter from different parts of the article.

16. A system comprising a search tool operable to:
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search a database according to claim 14 or 15 for candidate matches by
performing a comparison between an input thumbnail digital signature and the

thumbnail digital signatures held in the database.

17.  The system of claim 16, wherein the search tool is further operable to:
determine for any candidate match whether there is a match by performing a
comparison between the input digital signature and the digital signature held in the

record of the candidate match.

18.  The system of claim 16 or 17, wherein the search tool is operable to search the

database for candidate matches using an approximate record locator.

19. The system of claim 16, 17 or 18, wherein the database is remote from the

system.

20.  The system of claim 16, 17 or 18, wherein the database is integral with the

system.

21. A method of scanning an article arranged in a reading volume substantially as

hereinbefore described with reference to the accompanying drawings.

22. An apparatus for scanning an article arranged in a reading volume

substantially as hereinbefore described with reference to the accompanying drawings.

23. A database substantially as hereinbefore described with reference to the

accompanying drawings.

24. A system comprising a search tool substantially as hereinbefore described with

reference to the accompanying drawings.



