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“Card not present” transactions, on the other hand, such as those occurring online,
through mobile devices, through the mail, or over the telephone, involve payments that are not
guaranteed to the merchant, Online transactions include those that are comducted, for
example, over the Internet. No guarantee is provided primarily because the payers are not

25 anthenticated in such non face-to-face transactions, thereby allowing many _risks to
accompany the “card not present” fransactions. Such risks involve issues such as chargebacks
of payment transactions to online merchants, fraud for both merchants and cardholders,
increased exception item processing expenses for banks, and an increased perception that
buying goods and services online or through mobile devices is not safe and secure, which may

30 keep some consumers from buying online. Other examples of risks include the unauthorized

use of stolen account information to purchase goods and services online, fabrication of card
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when an account hol der accesses the service using 30 nobile devices. These
pr oe digdelsvelnd istgrpsmbilify bpbracn fpbiystemiepargispantiat send nessages over the
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WO 03/ 090027 PCT/ US03/ 11952 One aspect of the invention pertains to a
nmet hod for authenticating the identity of an account hol der wherein the

2@ccount hol der uses BRIbE J1EMMARYeOE HHINVENTAGMei vi ng and transmtting
-messages over the Internet. This nethod invol ves establishing a

- conmuni ¢ AtheQesent invention is directed towards techniques for authenticating the identity of
an account holder during online and mobile transactions. The present invention is relatively
easy to implement and use, requires a minimal investment of resources to implement, and
provides a high level of interoperability between the system’s particii)a.nts. The authentication

25 service of the present invention allows a trusted party to verify an account holder’s identity
:using ‘a {rariety of authentication techniques, such as passwords and tokens. The
authentication service can also provide authentication resulis to the merchant in real time
during the checkout process. The present invention provides processes and systems to
implement the authentication -service when an account holder accesses the service using

30 mobile devices. These processes and systems support mobile devices that send messages over

the Internet, voice channels, and fext messaging channels.
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server controlled by the trusted party, a second voice or, messagi ng channel
transaction between an account holder and a requesting party over a first voice or messaging

channel, sending a payment authentication request message (PAReq) from the requesting

party to the trusted party over the Internet, establishing a comnection between the account
25  holder and the trusted party over a second voice or messaging channel, and transmitting an
authenticating token from the account holder to the trusted party over the second voice or

messaging channel.

Yet another aspect of the present invention pertains to a sysiem capable of supporting

the method described just prior. This system includes-a merchant server configured to
30 communicate with the account holder in order to process the transaction, a merchant plug-in

software module, a first HTML form containing the payer authentication request message that

is posted over the Internet to the trusted party from the merchant plug-in software module, a

first voice or messaging channel established between the merchant server and the account

3




establ i shed between t he count hol der and the acceg'control s &§ Qetpber 200P
an authenticating toke hat is transmtted fromt account holder to the
- _.access $%%80%2¢er ver over the second 5 voice. or nmessagi BGTAKROHNEF2 t he

aut heRler,cehérsip thekst esied bgmegdging dhgnnitd e6ludd bhendsiaShe teaBdieh, s£rver to
authenticate the identity of the account hol der. These and other features

and 2geRsa foRGRIssesYen prutiplied diytthe ipsied i nsrtywil secons poies enmesssiging chanseliet ai |

in. . i cificati e_l I nd the acc nyi. n

11 gt Buh el RECIGCORE Hoy Sha IHP sl BNEEUIRY 5B iR RCERARRSH R
i NV eskenahat i GraBRiEfedIESERhIdcEhhtBol ddro BIRAWNMES:ohNe] sdivartvephe dcoael her
with further advantages, thereof, nay best be understood by reference to

? he YPBE| FuimigFagiectignorly the abenticating fkeRcequdigundt o behuseclyn i agieay
dr awhheas1 se%rm%}lﬁﬁén da%théidegﬁwtﬁél oS f4dodi nent of a core system

architecture I mpl enmentin _ account aut hentication service of the

present iRV ] I i 0 ccount .. aut henti.cation - ..

appl i cat i'lf)hﬁ?&:#@l:{eg f@%@%ﬁ%‘%ﬁé‘%ﬁ {’{1 Lt Wgn%%%fﬁ‘%ﬁfesﬁme%%yst em
ar chidre cdetdie inl @& fdlRiwing Wpeuifidion s iy tiheaitionoddoheSRicHinpanyhg HpRrdy esent
invention in paynment transactions. FIG 3 illustrates the process through
whi dhiehhiliseda by Wy eletxamply the prisciples pf thednvertioaccount aut henti cati on
system according to one enbodi mrent of the present invention. FIG 4
illustrates one enbodi nent of an Internet web page in which an account

hol der can enter information during the account authentication system

1@nrol I nent process. BREF BEJcBITION OFTHEDRAWRKIS®d paynent transaction

on the core account authentication systemwhere an account hol der uses a .
conput er 4o b S - : r E i | n 3
exenpl ar yfﬁg%%ﬁggg%%%%%@ T ergg?ad#%#egetgs%8% %sb%% bﬁe@%sgéso?sb d. 4 :
16 - Gefecinee 1@ (6ol @IS Aeefifich AkTh HE0SidAER Wiitksthe/adcohpahyiag esavegspl ary
messages .t hat are sent during the paynment transaction superinposed over
the“&g'?’éChaccount aut henticati on system where a consuner uses a conputer
that is connected to the Internet. FIG 8 illustrates an alternative view
of a payrmHGt 1tillanfaed o erMbdiMentCoT L£oir6 Pthh arshiRBiuRe Mrl ifAldRdhimETheMm
superinposed over an account authentication systemarchitecture “according
150 epeovafihyihentication) ssrvice jof| thet pasery afveatienufr wanidventipeat ¢orcenmt ocol

SUD%ﬁhl%BRéa%n%ﬁﬁcﬁio§¥.5t em |

FIG. 2 schematically'i_ﬂustrates one embodiment of a system architecture 100 that

supports the authentication service of the present invention in payment transactions.

FIG. 3 iliustrates the process through which an account holder registers with the

20  account authentication system according to one embodiment of the present invention.

FIG. 4 ilustrates one embodiment of an Internet web page in which an account holder

can enter information during the account authentication system enrollment process.

FIG. 5 describes an authenticated payment transaction on the core account
authentication system where an account holder uses a computer that is connected to the
25 Internet. . '

FIG. 6 illustrates an exemplary window that prompts the cardholder for his or her

password.
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i mpl ementing an 20 _enbodi ment of the present invention. FIG 17

i Im@r@@&@@%@@?&d@@%ed Wi thin an interchange center to provide online

and offline transaction processing. FIG 18 illustrates another view of
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15 FIGS. 13 and 14 illustrate and contrast the basic message exchange for accoumnt
authentication systems for the voice and messaging channels wherein FIG. 13 does not use

proxy servers and FIG. 14 does .u_se proxy servers.
FIG. 15 illustrates a typical architecture that is used for two-way message processing.

FIG. 16 illustrates a telecornmunications network suitable for implementing an

20 embodiment of the present invention.

FIG. 17 illustrates systems housed within an interchange center to provide online and

offline transaction processing.

FIG. 18 illustrates another view of the components of the telecommunications

network.

25 FIGS. 19A and 19B illustrate a computer system suitable for implementing

embodiments of the present invention.
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ACCOUNT AUTHENTICATION SYSTEM FOR VARIOUS IMPLEMENTATIONS

25 The account authentication system is designed to authenticate cardholder account
ownership during transactions in which one party canmot bhysically verify the identity of
another party who purports to be the owner of a specific account. For example, the account
authentication system can be used in various transactions when a trusted party authenticates
the identity of an individual or entity for the benefit of a third party. As is commonly known,

30  the trusted party usually accepts legal responsibility for the authentication of the individual or
entity to the third party. Certainly, one important application of the system is in the field of

payment transactions that take place either online or over portable electronic devices.
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domaj n 1502. i ncl udes - 0r i Rl ' i1 trusted
par?lﬁﬁ%ﬂﬁmg}?gﬁwﬁ 89'@?6 %%?%%%@aeﬁl%a% a&{sia%r%%%i&%? ig%ﬂuet@?éﬁ)f?tﬁlét- i ssues
SPAYHRIMnL HHSlesdlo BAREHTERSdickN Gosinesesn iissmube (husiuekses Spedi biokeragy, an
i ssuer, or a card issuer, personalizes new cards recbe-i ved f%ﬁg] a card
supbusimsssesniist trementian adow h Sstaik bankring igvolves oy fupabers BisdowHa ey i on may

3l SQ AGPRRlL gip%chg&?cﬁaé i WRRLA ShiuecaRtl. ANRRPSARAL ZAbidRnPUBaU. | N

I narcial 1nstitution, an Issuer nay be any suitable
| SSiich@leefiokd Yassie Hd@sifickiide candsuni Bat exasplae ok kcapawat e, systasertei ce

associ ation, a nmerchant or ofher organization, ~or gven an en cting for
an PetheicateTihe rigeniy (of ge ?feﬁ%égﬁt?lﬁgrsp%{fr‘l‘ é,elgnglﬁg? ﬁaﬁﬁ%mp?‘ﬁ?'l g%egée %grrponent s
ha ' i L b¥serof REplifidaky, and/ or a requesting party. A
1@'eq%?ésg({lﬁFloggld%%ﬂfh%aﬁﬁggghgﬁyﬁggr'tsy \(/:/ho I?ralkes a requests for the identity of
an accou l.de 0 ' ' g&ﬁg | f BEpIaaéh party
can be aﬁ@?‘gﬁﬁ’ﬁﬁa‘\%% %%@??@é%pg&da%gﬁﬁlﬁg{cﬂ t he 1?33%.& ty of ;ﬂ%erson
al | g@ Reoh@ AghéMRatomeystah far vadais typas of acamnhauthenticdtiondipplieationsan be an
acquirer who is a financial, i ‘

e Ay e oo TR S 4
3 i B i B ) ' A
Lﬁfﬁlﬁ%@@l’cﬁ@@lﬁb&?@g }ZO"% gﬂ%ttﬂﬁnﬁ%a@ QB redi¥es/ PRROAIAETI 0803 he1BdsLed r oM an

e tel econmini cations: network. In other enbodinents, a
| 15Er phRyand dr irlqeityydonminedéfivedunstidnehraabns withinewbich mve feeperegisthatr wor k.
| nteroperability domain 104 sypport.ed by.t.h t --a0d el udes
comPbh B onééﬁmﬁyPB%FHYHﬁEﬁ?ﬁﬁgﬁgdﬂgQPF%ﬁdﬁa%Pﬁé&FhﬁH§5%§?¥§9'5 rust ed
par Hﬂteg%%b{ht%%diﬂ AeBides adfnbHHH4e redlay dhimird evhicty stee sorhpOnenanmmyrod | ment
server , anh access control server (ACS) 114, and an account hol.der file
118 utilidell by cthal trustehpemanths third party wgewelhi s Hther P%‘F%dS‘}f;r’l‘%/aﬁFr‘ﬁF?l 1502

dependin .upon the specific field of use in which the systemw ||l be used.
For % {18109 n t he paynent transactions below, additional conponents in

h of the domgj t th Ot Gt 0
2ccount HORdBRRHERD, doredn s 0 nellse cpipBtsRORE: e HhART bRy 40,
Ser \ffsteiArtyS Ah GRUTPIS 6f a iristed PRopBesiamcRt fstintioh dhaldssuss paynodnt nexds i nt o

to consumers, known as an issuing bank. Specifically, an issuer, or a card issuer, personalizes

new cards received from a card supplier and then issues these cards to its customers.
Personalization may also be ﬁerfonned by the card supplier or by a personalization bureau. In
25 addition. to being a financial institution, an issuer may be any suitable issuing entity such as
telecomrﬁunications network operator, a service association, a merchant or other organization,
or even an agent acting for an issuer. Third party or requesting party domain 1506 includes
components that are primarily controlled by a third party and/or a requesting party. A
requesting party can be ény party who makes a requests for the identity of an account holder
30 to be authenticated. For example, a requesting party can be a merchant who desires to
auﬁlenﬁcated the identity of a person alleging to be the owner of a credit card account. A
third party can be an écquirer who is a ﬁjiancial institution that enrolls merchants in the

payment scheme and manages the accounts of merchants. An acquirer also routes information
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the account authenticatigmn system by presenting a .i es of que$d Octoiger20Q6 a
web interface to be an red by the account hol der—and verified by the
- trust edVPMBOYO2ZAs shown in FIG 1, the trusted party opRCEHUSIS/1a9ol | ment

- sergsh dd nlibe Wa¥RhantoS BleVietRo RN Aidhé QerwHEN BS oMict erdodiRBntepgr at e
enrol I ment server 112 on behalf of the trusted party. The trusted party can

us emarchumicas ek dyl rotithindorawtion ¢o thedelatdmmpunigatimsmegetrkon servi ce" provi ded

by an outside entity during the enrollnent process to help validate an

account hnérdperabilityl@ombinyl 044G b kdpposted bydhpIntemnet ndtintladesecotagicmienise of
.~account holders registered for._ the account authentication service provided

by vied bychobythe taist eadihathind PRI ACS 114 20 contains account and

‘password information for each account holder. During an account_. .
ut hent | Tmstashpartademain W2 inclgdaes an jssuer qadhaldegisysipmy 1L, speqrolivaiint s to
thenti cat | _ o ' |
e Rkt T B oBDs RRRUCRTOIAR) My, GREH BfCRSle AR 1187 AdERMEL -

ser yhiffonehtCare dndlGdddewithin teussdrparyadomigan 5ea iemendsigatpoashy/ssaifiafieldoper at e
ACS 114 for the trusted party. \Wile the a‘c,colL_int aut henticafti og@ioer vi ce
" doesf nen ipwhichgthiersystgmy WHH 8 (5eth aFoE skaRBlE dBthe SREYRERrAEONg P W:0pt i onal

- ace g&ﬁl io ![c\%gz[rpoﬁgﬁtg by 'égclﬁgfjtheggfn% gﬁerﬁ‘¥s£E g%ﬁms ; fishse A At eBfiBAtiRC COUNt.

hol der "soO € can support additional * aut cation technli ques such as

10l ghé@uncissliiérfidestites withnreggcatogaymenctmansagmnds (chi p cards) and - chip card
readers. Note that in the present invention, the only system partici pant
r equi r i N@nfoliitiskiviet B Bisi sSconiymtérsthati mghagbnam séoatnt ivddért dknrolime&Oin®kc count
hol der file 118 is a trusted party nanaged database_ for stori i nformation
r e| he asgouns auHenHEatoN SysE RYRTESSHHBE 256T1e REISSHRS W2 @ Fie iSEacs b he p

aCC?%ﬁ%er%%ﬂﬁﬂ%%?%Pgold@’ A RridSOH? glrefgﬁﬁélﬁgﬁi?{ KX ShSH bAGTeoN, TSt ed

Par Accou yst e IS contTr by t'he trusted party and
contmbted parti @perdi¢somralhoatt seoeoUnl. Hddwers. a Suvice iondamizaticnsuclkepafMdsa 8 16
Cct ober 2006 03/ 0900 PCT/ 311952 to-accoynt, information, services
L1 PP BPTBY FRITBSH GRBICHLI 2 OB PETAIBAE et o R P S PR HENOSS. | suer
car dhal Lehledymie bt CidedftLRihinEdatioh LFied frBeidae 5P YA buliledatisy tifigy t he
account authentication service. Athird or requesting party 1532 of third
par the erolmeuigaosasythelp yalitatemimacreog holdearigideniity.y desires the

aut henti cation of an account holder. Party 1532 manages requesting plug-in
sof t war e AGS4 1¥hit a fcamiphier dhatshashe databheenof eetduoh bpldero egistermd dloe $b¢ ng

plug-in software . nodule 1534 is,a softwar dul.e .t hat_ | nteg jnto a
hi Peesint putiogtcatiod sy Roviget b B2 scrr g RPCfaiel bt ACHe 4
28" O%hA@mst BRolik 8Ad PasswRRE IBRImMLEEn F6E QUEH addbuheMoldeat Dalfing Syts bedouand t he
third party's processing software, for exanple, the paynent ﬁr ocessing 10
sof tawthenticftion manse¢tioms ACS 114 provides digitaily signed receipts {0 an aut entication
requesting party, controls access to the account authentication system, and validates account
holder participation in the service. A card issuer or a service organization such as Visa can
operate ACS 114 for the trusted party. While the account authentication service does not
25 require any additional cardholder software to be used, optional account holder software and
hardware may be deployed. Additional account holder software can support additional
‘authentication techniques such as digital certificates, integrated circuit cards (chip cards) and

- chip card readers. Note that in the present invention, the only system participant requiring a-

certificate is the issuing financial institution.

30 Account holder file 118 is a trusted party managed database for storing information
relating to the account holders who are successfully enrolled with the account authentication
- gystem. Issuer cardholder system 110 (or Trusted Party Account Holder System) is conirolled

by the trusted party and contains information about account holders. Such informtion relates
8 .




In'ter-operabi lity donggmn 104 contains the direct server 128, 1&Ostopganted
by the Internet, an ncl udes conponents used both the trusted party
and t heybhbsmoshoparty. Directory server 128 routes aut herggmasdzamoszequest s
fromrequesting parties, to eci fic ACS S _ nfdtd=86H 0T Y '
sertg egcoayry lﬂg‘)fﬁﬁgf”&’t EAVISEP Baﬁ 0% eeﬁ%rd%gﬁ%rgggchorgggés?‘r i\}/[%f:lnelfdfgia

or 9@{&5@ " LS ALBRleMsSdem ! NI0SERPES akid int shrelbimgi avcdiet lodderaliso the

suppor -g%‘hggsue??netmr Kk gt her than the Internet. ACCOUNT AUTHENTI CATI ON
SYSEedluft@rtlieAN AR sERAMSACTI ONS A description of the systemarchitecture

- for authenticating an account holder in the 20 real mof. paynent
t ransact Aofpsrdot requestite ppripVisa2 dof tiadepartyaor mednesiwis prey glomeain 198ncept s
described in this section are_applicahle.to varjo I 0 .since the
e o Be e Pna, SAaRoESa I, Ot Rl et "
g?g@ﬁg%ﬂ?gﬁw%pﬂ5'33Qﬁét%lita@é%_tﬁé&ﬁﬁé&fcﬁtiéﬁﬁoﬂfcol 'Requéstignpiugdhisoftwaest em and

' paynment transactions is described as follows. The . :
aut feRilecHB3ddn aspivare modukecthat integratessigéna thivd ohEaquastng RAFET Y®iEb 588 shops

online, adds itens to g, "shopping, cart . : idgici®mchant's
chebRgtn” fraee GRS o BeV kS 1 pesosE bARERE 106 et A ARl 1

aut pent | caly aﬁ'@c SEFS essiipk Sofbk @6 e f@f beimplbe feopayment precesig t o buy
~ his o%e@ﬁdg%i re g’r_oduc?%@orh%grvi ces, for exanple, after the consumer
10cl | sdfeware ofuyierchant.on. The aut hentication process can also begin at

various other tinmes in the consuner's paynent transaction. The

aut hent i g@kioperapilitg elandis 196 cotwins theddiventoryyserveral 28 dnspppatad b dee to the
~consuner by utilizing software that h een j o] i I
pot igmet, tnchagaidre TTRIEE Wi By O P COEDHRL T I T
car | ARl 8k atfon' lefadiel Bémi bting patiesvd dpetife ACS’s,
aut entcﬂ)c. tslél[ggr is%gﬁ/oﬁlgég Th%reli aQnQ ?%&Oct orgé?ﬁigoonégpm 03/ 090027 . :
PCTEti08d ACT5214 Wirediony iserver 628 isdonematogh P 1% qafk Sehsma MEPAEER P &S his or

her identity by requesti a__ preyi | r dibe

13 ar GREANYEHO ?‘%Pﬁéquﬁ%nﬁr}?vpg’fa&tlﬁg dg}cﬂ)%isnyulr%f&;n:at!g% gﬁf | i%m&*d , t_fti’hée h%g/ nent

i nf %Eﬂ@ﬁhﬁﬁhé@&{eﬁ@&i ce of the consuner's authentication is sent back to.

t he merchant. Then, as conventionally perforned, the paynent transaction is
processed by 5 the nerchant. For exanple, the merchant may send an order
confirmation nessage to the cardholder's browser. FIG 2 schematically

|| 1 ust a4 @8 cpner RFPATERRHCAIIOR SUSTIRN ROR PASSABITETRONNS AGTIONSppOr LS t he
aut henti'cation service in paynent transactions. As with the general system
~architectyuyre 1500 of. El | t Q0% d | sleduhtThsldéhiethe

domai ns: #scﬁeag}p%ggn%ﬁ @e%ﬁ%ﬁﬁcﬁﬁ%%%p%ﬁgg%aﬁ%ﬁggmi n 104, and acquirer
280 MGl 8Fpayrist eansriihawil0Acabe movded. eNotedbatenanyl 05thsfgeneral concgpie

A i this Section e EpplicBlETo Vartous ictas of ubb'sthoBRd dutRéntloBHbE BldoAd

for payment applications is analogous to non-payment applications.

An éxemplary use of the authentication system and protocol in payment transactions is

described as follows. The authentication system is useful in a scenario when a cardholder

25  shops onh'ﬁ_.e, adds items to a “shopping cart,” proceeds to the online merchant.’s checkout
page, and completes the online merchant’s checkout forms. The authentication processes can

take place after the consumer decides to buy his or her desired products or services, for
example, after the consumer clicks a “buy” button. The authentication process can also begin

at ﬁxious other times in the consumer’s payment transaction. The authentication process is

30 - conducted mostly in a transparent mode to the consumer by utilizing software that has been
incérporated in several points of a payment network. The system validates participation by

| the cardholder and the cardholder’s financial institution with the authentication service. Thel_l
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party domai n 1506 of FI 1, respectivel y | ssuer d,ai n 102 i nd% Qdeeran06
enroll nent site 108, an™Ssuer cardhol der system 1197 a cardhol der client
devi ce WE203/08¥22nrol | ment server 112, an access control BEFUS3/1982S) 114,

an HGRUE Terddfed! 1 WHicRARE ¥ohdlBId ichY cBnbie hld &aﬁérqae&ﬂgm "Rhheskinfa and an
accgtjjﬁ{l ol der %el 'e 118. Qptional ;? the | ssuer .domain. Og cg{rll i ngl ude an

i sspeeviduslye registapd rpasestordafrdtmo tide cardholder.  Ehtlad fidrabity o rthe rconggnersisa

conput er that manages cardhol der enroll.nment into t ccount
oot Rt R pepeRE bR oG g megener 15 arskpres affed iRt e bk, ven
| Nt & fiRGRercRari?® TheA SWedoRdeitonhile p&Foaidl R paghéntRitshiiash B Yprédeesddgsuer .
Enrol [ment server 112 is connected via 20 the Internet to the Internet
Pay thermechantvaljorsexample, the4nesghdnd imag send e prder copfiaratiog message to the
tel ec ni.cations network 126, for exanple, VisaNet. The Internet Paynent
Gat 8%?%%@%24 allows enrol | nent server 112 to conmunicate with

el e 26. -Th ect i ia P eway Service’
154511 ofgCe A SRPReFaSCHbraley 3n6 GRS oich PLu e, SO Dathbn
Sysg ot /the ConRInGE R AL sérivic® iﬁa% Rl §FanbRIBEs. €U P Wil iiaSerRbal aGkicHE 25

car ccount. Enrollnent site 108 is an I'nternet web site where'the
car divhitdetnrac 0o FilGt &rarchitecpue 19Q isphivided inte theeadernains: issyehdemiadiCiZon

ervice provided by t account. authenti i Qn tem r.dho l'i ent
1o uopBibitey ontite, 10, A58 iR OISRy fT | el BRI 12 GRCHERIF
aut Remiaic f06 HFFICY StaedhnabResuk td Gadtbd partpdsthaih dS02 ahd eitd etyi eedudtisgn be
any device capable of 30 accessing the Internet, such as a personal
compantty: domaisbl 506.offdGe prssrectigelper sonal dat a assistant, or an interactive
cable television. In sone enbodi nents, cardholder client device 122 cannot}
connect tissuehdorhaindi2dngluticsmneroibment siteVii08can issuwersafdhioldse systed 189, a '

dhal dey . ' : put . f i en ince 41 |
 roucaipfien et 3Rt 1Py st gt Bver BEY AR aResh B ply @R oS0 4 aF *
15CThddR086:1 #9012 drhinidefifly Aamakicattancdiip@ieael 14)asdthrBEsagcold&OfileeXiBID| €,

nobi | e tel ephones that transmt and receive_nessages based upon voice
and/Cutionally, the Jsmge domgim 402 camiedude an dgseen Rleeph approvetorrdbeldemel2tan -

stil e | t.h At he t ' ' t ages in
A A G e e e S S S SR e
exanrpitentifationSsysteas dhiongh gysdenting Ansdrits erfaptestiensVeiace vbs paadece( tovR uni t
- can be used for aytaqmate exchanges, over _a voi ce channpel.. This ssage
U RYCTER PN EOE e Hed BF Thrlssieh FOrRLmGEsave | i REORG g
28CCth OTtOheN AN e BIHA! PAARAP RIACH] S8TFice! DAV W hiGRAIHAOAEL lcottSdt&ML 20 IS an
I ssuer-controlled systemcontaining information about cardholders. This
sy tieleeamiunivetisnsnndsiorkailds, forf ormple.oNiseNrk erifieniteroeloBamentoGriemey mat i on,
ts ﬁrev e(lgvensze lﬁ!l lahgv%g e%ll%le%t ‘s:é"‘r%jthﬂzd & éon%glﬁﬂica 2 Wed {eléc%&:ﬁlﬂﬁgz{tl%an& 'n%&vc\:/ﬂ(t hin

126. The connection via Payment Gateway Service 124 allows enrollment server 112 fo query

the issuer’s authorization system 127 to determine if a cardholder being enrolled has an active
25 " card account. Enrollment site 108 is an Internet web site where the cardholder can register to
participate in the account authentication service provided by the account authentication

system.

Cardholder client device 122 is used by the cardholder io participate in the account
authentication system. Specifically, cardholder client device 122 can be any device capable of

30 accessing the Internet, such as a persomal computer, mobile telephone, a personal data
assistant, or an interactive cable television. In some embodiments, cardholder client device

122 cannot connect to the Internet, however such devices can still be used by a cardholder

~ because input and output messages. from client device 122 are routed through sP_ec_iai nodes
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| ssuer cardhol der ‘s m can be used in the pro‘_s for enroll i myOctober 2006

cardhol ders into the®dccount authentication sy | ssuer or ‘third party

i dent i WO asiedeert i cati on dat abase 116 contains i nformati MCTURS/1t92 | ssuer
| 14 P Lides TROLALAE, ARPIY Al6sHones Bl ahagsit 116 i s
: usehwo RS &ieér/n&%&glq% H%%S(r}g%sesése of enro ﬂ hg cardhol ders to verify the

i degildi feiei®é nidasageababal ﬂimrsva@and/msteahmessage;sf &r pett ¢ameeifodhe interjpct,
cardhol ders durin

th t hol tr at tch the
e raer Grey PRSRTL bR il (e At At Bafrk bR S8 T Heka ", 1
car dhokdens Eﬁ%ers Ufﬁ@%ﬁBH'M&sEig@s&wde (SRIS) R s6iitioBEy aﬁsavmﬁ@lebyf the

accou aut I catlon syst em hird part i es can be . corrganl es such as
SEquinbesagingOsysteie  oe datsidctivy \HmmRnstSB (INR)uerds can be rused dos ademgled 128, an

aut hentication histo e 130 and.a. rec ctory '
ser?@bﬂll% Vg é’glcﬁt?@‘ﬁ%‘?‘?ﬁ' [créltsl%‘?f ?gfcfﬁgg?% %mglgrlrter cgggﬁéscﬁgéds%egéﬁg '
WinpQ¥ s g@goﬂ_ﬁlt&ﬁgtr@ gﬂeamaesserw ce organi zati on, such as
d&m&% hgg{,]i?%atlon hl%tory server 130 and recei pt manager 131 store
S' gned r i19s EBINd BateThniasRe MerRbRage t hat
are desc?s(éﬁ rgé%dﬁ%l\?v?g%srt&ggg% 1S(QC{Ha{ust entallycat edggayrrent transacti on.
Aut htesiiti eatlhaldedsi stThiy ssteverinfod@atomtcantainsi fiformatidno sonediging veagcPites whi ch

transacti ons were authenticate rovi des- ad duri ng

1Q); spferangtione SERVISH ‘BTI%?EQtsbé’eg‘ ﬁf@%‘?i‘?‘% &Gt i AR Stt%‘% 3’9@5?3 3@%11 &g@iﬂa% recei pt
man%g&ér chrthofde? sgﬁ@ﬁr&h% ¥ & BRMPrOESs B @afIIERE tardholdes intoshesccoaniqui rer,
mer chant can so maintain a copy of the digitally si gned receipt. 30

Acqauﬂlemtlmnnsyst&% i ncl udes the nerchant 132 and the validation server

-136. A nerchant plug-in software nodul e 134 resides at the |ocation of -
mer chant 1ds3er otMbirdhssty 1dﬁhutg-auﬂleﬁmatmaldatahmmﬂllé coptpinsinforstiondias thdul e

h h 13
Sof isapeon b apary SircpPOR A EHES g FraBlo, JORTRa Lo u oS et T "
19Ct e 2808 oPELIHIDSD 9&&1?018&1&%@&&1&8 RiEnfty HEME icaathoters YBdrdmtane, t he

ant”'s paynent processing software. Validation server 136 verifies the

d| g nﬂfai’mﬁmcgnattwed bryf caréieolders duiing ﬁ@racﬁgﬁﬂhqléefsﬁe&ﬁtfﬁﬁ@l PEESSyRUSt &Raich, ed by

t he acc aut tication_s t

trafds Bﬂathr‘na ‘? r?n‘étﬁ et %ﬁ%egg&.ﬁ%ﬁt%?abqﬁé q?ﬁﬁ%té}gﬁa é 0 QQ%I i dat i on

Ser \gécehRflRYgiber ifoc tedasvick tﬂitbﬁdem?bjz hiznticcoupt ughemucsmbn\mstemrmahmré 134,
thus elimnating the need for separate validation server 136. Validation

sermm@%nbgcmﬁ%iﬁéﬂlwstﬁ%“ﬁ%rchant the acquirer, or by a service
~organi zation. I'n sone enbodi nents, the account a thent | .catign tem can
20nt er operlatesopeiraliilin drmaina0driotludes meieqterytsenres 128 dhautbentication- E%?

|1 et d th
Rt e e e e b e

from merchants to specific ACS’s. Dlrectory server 128 is operated by a service organization, -

such as Visa. Authentication history server 130 and receipt manager 131 store signed receipts
(e.g., copies of the Paymenf Request Response message that are described below) for each
25  authenticated payment transaction. Authentication history server 130 contains information
that verifies which transactions were authenticated and provides additional information during
dispute resolution processes. Authentication history server 130 and receipt manager 131 are
operated by a service organization. The issuer, acquirer, or merchant can also maintain a copy

of the digitally signed receipt.

30 : Acquirer domain 106 includés the merchant 132 and the validation server 136. A
merchant plug-in software module 134 resides at the location of merchant 132, Merchant
plug-in software module 134 is a software module that integrates into a merchant’s electronic )
commerce web sites. Plug-in sofiware module 134 provides the interface between the account
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software used by the requesting party. Requesting parties, 30 such as
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aut t1cation
Setting up the account authentication system involves set up pro_cedures for a11 the

\wf

participants within the system. The set-up procedures are generally the same for both the
authorization of payment and non-payment transactions. These participants include entities
such as merchants or other authentication requesting parties, financial institutions or other

25  trusted parties, and account or card holders.

Requesting parties, such as online merchants, who sign up with the account
authentication system receive plug-in sofiware modules such as plug-in software module 1534
in FIG. 1 and module 134 in FIG. 2 The plug-in software module should be specific to the
computing platform and server software used by the requesting party. Requesting parties,

30 such as financial institutions, pé.rticipatmg within the account authentication system will
“provide their service logos and marketing deéigns to be incorporated into their customized

enrollment site template. Third parties that are acquiring banks should also provide merchants
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FIG 4. After the account holder enters the ret\.gru%%;[reéjar %E@oﬁﬁ%&r%h%ts

dltusted paxties showd alsqprovide account number ranges
‘and ACS IP addresses (URLs) to the directory server. With respect to payment applications

of the account authentication system, the service can be offered through bank branded web-

sites, which allow for cardholder registration.

FIG. 3 illustrates the process through which an account holder registers with the

account authentication system according to one embodiment. As shown in step 1, account

nolders visit an enrollment server Intermet web site maintained by a trusted party, for example,

30

an issuer financial imnstitution. Account holders register with the account authentication
system by registering their account numbers. For example, with payment transactions, an
account holdér can register his or her credit, check, or debit card account number. With
respect fo non-payment transactions, an account holder can register an account number held

with an insurance or brokerage company. Account holders can register one or more cards.
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sirip on the back of the payment cards. In a non-payment transaction, a one-dollar transaction

is not required if the PAN is with the enrolled card number range.

25 ' At step 3 the account holder is prompted for additional authentication information to
verify the account holder’s identity in an interactive, real-time, online session. In some
embodiments, the account holder can also be requested to enter a password and a “hint
question and response” pair that will be-used to authenticate the account holder during the

authenfication transaction.

30 ~ As shown in step 4, when the account holder’s identify is verified and the appropriate
responses are returned, an authorization message is sent to the issuer financiel institution.
Then at step 5, enrollment server 112 passes account holder information to ACS 114 to set up
records in account holder file 118. Account holder file 118 can store information such as:
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oo PAYMENT TRANSACTION DESCRIPTION
After all participants are set up and the account holders are registered, account
authentication is performed. Account authentication can be performed in a variety of manners
25  depending upon the particular systems utilized by the participants. Three implementations
that will be described concern: a conventional computer that is connected to the Internet
(FIGS. 5-8), a mobile device that connects to the Internet (FIG. 9), and a mobile device that
cannot connect to the Internet (FIGS. 10-12). As will be described below, the main difference
among each of the three variati‘ons is how a payment request and payment response message is
30 created and transmitted between the plug-in software module (in the Requesting Party
| domain) and the access control server (in the Trusted Party domain). Note that FIGS. 5-12

illustrate the process for authenticating account holder identifications in payment transactions.
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25 | A description of the two-step process will now be provided. Reference to FIG. 2 will
be made during this description. In the first step, the merchant plug-in software module
identifies the card account number and queries the directory server 128 to verify that the
account number is within a range of numbers associated with an issuer bank that is a
participant of the account authentication system. If the account number does not fall within a

30 range of account numbers defined on the directory server 128, then the issuer and thereby its
cardholder are not registered. In this case the merchant is notified that the account number is

" not registered and the merchant plug-in software module 134 returns control of the transaction

" back to the merchant storefront software. At this point, the merchant storefront software can
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payment transaction information and prompts the cardholder for his authentication password

or token. See FIG. 6 for an exemplary window 500 that prompts the cardholder for his or her
anthentication password. The cardholder enters his or her authentication password and ACS
95 114 verifies the authentication password. The size and layout of window 500 varies
depending upon thé parameters of the device used by the cardholder. As is common today,
the cardholder can be given a certain number of attempts to correctly enter the -au_thentication
password. If the cardholder is unable to correctly enter the authentication password, then the
cardholder can be prompted with the hint question that was established during ‘the
‘30 cardholder’s registrétion process. Preferably, the cardholder is given one chance to enter the

correct answer in response to the hint question.

The payment authentication continues if the correct authentication password or token

is immediately entered or the cardholder provides the correct response to the hint question.
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5 information fields cogmed fromthe PARes nessage he aut hent ii€@ttoizer 2006
‘history server 130 sto™®s the follow ng transacti olt data: nerchant nane,
mer chatYOOFP%007ar d account nunber, expiration date, payp@ayaSo¥NInt ,

B au% ?}Cgﬂeﬁ rBé%dB? H%%tal@yaéiﬁﬁ 'ﬁtreéél;ﬁ% tBe 3o NfgntaredR9lof @ service

Icatl on veri I on val ue CS then redirects the cardhol der
bagkovider’s key. MEhis hraceiptpiligsontain thecmgmhmttalam ghid] ageouri rander; pagmenh| s

i poi nt, the CSaIso se to 10 ant - t.he. di |ta recei pt
| andm%oﬁét Jagd WWF SQffe E1R, b?gfrfﬁ? S WB?B@P '%J%‘ﬁsﬁg%ﬁﬁgnt i cat ed.
: n”e Lﬁﬁé %{1619 Respbitse (ﬂ;ﬁ@es) 'rﬁeésﬁ& gl frREsade Mivingl @6 ledsb stmedoDdythé he

rc p

: ug-in 134, to verif fhe digital signature used to sign the
5 payinfonhatiet il . copiadefromybe iFAResgmestegeli Jiheauthantjeriionr istorheerver d¥d| der is ~

dee”er%ﬁ@%“ft R RF it e SR PR Uy REslSRRGRRSE, 2 |

: TFrate @afs GRiyRiend ndting 2 Symiend edute)a s dert pa]bﬁenﬂ segndtare fnd the online
' purc ases. After the cardholder is authenticated in_s step 3 step, 4

- i nicaidapbier phtheptienwasvetificationuyalue.i E‘.hﬁgﬁ@%éh@pr@éqrﬁqt%th?a?aaﬂm drarbagk 4@ count .
A t t f t t h

e AP R 0 S ORES et °A) U B e s ghsledsy has

.'umorﬂaé ﬁﬁ&@haﬁﬁ ﬂf}gdigitﬁllew sighied &J‘ceips ﬁh@ thdlé;tpm?nm an; tﬁvxehe:thgn thg tcahﬂloiidabe ntity of
~.an account hol der n step.4 the nerchant uses the nerchan ugsin
'sofhapdieen pethenticatesl. sr@??d"aélﬁa%ﬁﬂ HEYGTZa0r Bhih eﬁ@%‘%%?ﬁéo’?@r’ai‘g;ﬁﬁ?ﬁ h’?ﬂtpﬁor k such
as ML3RNG rPéu% A?thhf)Pﬁlte n%e l5fbrla Qusé V‘ﬁ%gﬁletﬂh%me%@é%%'t Z A fe@n

_nmessage al e’ctron rce’in |cator to an issuer financial .
| NS¥erifyihizothe E@taﬂusﬂgnatumatmencazﬁh@ldge i§ sdea:m@s algbeniwatesl ‘conposbypek nown |____r;

the art. The ut hori zati.on g e hat t he
i ssieho ﬁ%%ﬁgﬂsﬁ?ﬂqndﬁcﬁlﬁﬂfe\% ﬁ?efaf‘ﬁmﬂieﬁ %&8 ﬂ?&?{ eﬁ‘gﬁoﬁtt Pecific

' Sac%g@fer'lﬁs iof 1P Qe taBRtinh dndNFedie s AEe Paadvordr©dbd ubdd gorf furt henlineequest ed
pur cfiase anmount of the paynment transaction. The ECH indicates that the ,

trapedoseon  was corrpl eted over the Internet and indicates that |evel of
nessage security (i.e.., channel encryption (SSL), in the clear) and .
aut hent i Afiet ahe Lmedholc&@ lbnamhmmca@ﬂlmeSEPbbdﬁﬁ@n‘i dnitiates ther piesess fay capabl e

of pI‘OVldIn add| nf or mat i on aut hor i ssage.
For SRR e PRUTE GRRbRIG S PR Phe e BirPigt et R pe B 6 gt

' ndﬂhﬁ@&ld&%ﬂoﬁd& s Categial dpsdivvaal fiC 866d WiahdingUbh anipecidiceshrclfazeout -
information, digital sSignatures, a cardhol der .verification value 2, card

20Ut trenasic anthontication refer t@éhqmr@raessz gerifying theddesBy opert pessyal haldsy In
verifl %atqsg %aﬁﬁgée%\{é/) offlr ‘Egé 108 BhNaAUHRaRE A B a6MbAzaRd

Eur% rcar cryptogram and e necessary fiel ds
- to ﬂlfé@dgélm b hayienchawbrivdch as §lisaMett Se mmmhnetw?ﬁﬂem i forwianda thes
created by the. ACS which authenticated t 5 . _
-~ authorization message and an electronic commerce m icator (ECD) to an issuer financial
institution. The authorization message is a message as is commonly known in the art. The S
25 authorization message is sent to the issuer so that the issuer financial institution can verify to
the merchant that a specific account is in good standing and has adequate credit line for the
requested purchase amount of the payment transaction. The ECI indicates that the transaction
was completed over the Internet and indicates that level of message security (L.e., channe_l-

encryption {SSL), in the clear) and authentication used.

30 In alternative embodiments, the merchant is capable of providing additional
information along with the authorization message. For instance, the following information
can also be sent: a flag indicating if the cardholder was successfully authenticated, account

information, digital signatures, a cardholder verification value 2, card authentication
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cardhol der and is a !’que value for a given pa nt card and a1&Peghdri2g06
paynment transaction romthat card. It is use y issuers to uniquely -

identi fgyo sdjddoent i cated paynent transactions if any subsegugiin@ssput es
~occur. After the issuer finangial institution,processing of,t :
autvhefication wiue (GAYA0: ABA G'E’Eﬂ’;ﬂ“&%‘,ﬂc@@ibycﬁhﬁ’o‘fﬂ&ﬁf rcg%%%ats@? ¢adsaction -
is thep.re de 'BRd B8 Nhec® rfldsORé HoFitlvahe Mehiuite widy nent
netﬂﬁg?%gaT & 1 '9sy t?%ﬁ’ %t urns _Ff hSeS%.I‘}gut hor i zal?i on response via the
payiahtdeatpment 0Th €AY clatata i$ eretehbs the ACHwiECh phbentcated; s

B B g i SLen>y . . on 1n

 soardelss andint Sniodn e o £t PR R ceRbull 1 SR 1y fhaRgRat o 10

5 ?L%@%%ﬁ@ﬁﬁ%_ﬁ%@ﬁy issII€ tPiRBAY i eatirg Authaftvated tpapmentsiralssetidns df uded in
e DbatcC

authori zation messages. Access control server (ACS) 114 is -
capabl subséquent i disBriast hesur.f uAfier dhe issuer fnemeipl astitntine protesswg gedlti vate

regi stered account.s f.romt.he data t : gdeactd 15

ROy ogy GEHERLAR i PR PRy e PEGRHY Forf@phs EACGALER B0

si ML inh et RNEYRIF one SbBkiB i thd pageent itedrit. hahe dsgien [ticker reteneithes a

replacement card. ACS 114 can support nultiple uisr‘s of tth%fg?#m '

r egiustorizationcesponse wiat the paygert Brtwess te Hig meTchatls SR HER orP - B ovi di ng
auser with a.conpection.t Q. £.0r PR hseedibANS 18r sgreount .
'10upd§§‘ﬁ°ﬁ\$$na“ﬁ(€é Tfﬁﬁ%gg vaf %gg%ata#fekmgge?pas an é%ét hor i zegﬁcar dhol der of the

r egipgt RiREnRC &R URkhdhatughedAganearobe batckeedodnd: deat fnod prowprig anletsh&mis ms:  pass

phrase, digital signatures, an online PIN nupgber .or _and off-line PIN

aut enautbenticatiominformasion as dlsengiuded i Bigbairh alk}g‘rggﬁgfﬁ“ BSP4€%N i nteroperate

with existing systens where the nmerchant has th ar dhol der account

i nf or mat Aocesswohirbleserven(AC8) d 1 i capable @x‘faE*PPﬁQ‘%ﬁ’égJé‘ﬁ’éﬂ‘Es" T i on and

clearipng_ systens upport fhjr ' O\ d&unt | ivaReldt 1 pl e
mer af’h‘tgg ,cgg&ﬁf)%?‘ia%ap%iei%&r%%? ‘(y{“tgﬁ %?/Enee%g?a%%e}ﬁf acesggééﬁt g\ggﬁéﬁﬁhe mer chant
152N Ay bR 18L BYith&Eardhlderorbyritedssube  AGSridatoan pisomppade 8 simplifredrrenewalnwor k
aut hori zation nmessages fromthe acquirer when set td’ng&#ﬁ val ye of the
el ersgistration orarey Bken fn eadhnlder regaiveschEPPISPREY G5 ‘b’cﬁl’f ARCACt | ons

’ ;aggi]élitg‘al%gg%r% N3Me E:ﬂu@%&?ﬁe& SochRntWUR vRiquei dc8dsh esird] HaforRaNoN. d¥ehdnhe

e server on the cardhol der account nunber. In_ 30 such a
met gﬂﬁh’djﬂg guesit witharconnestiondo AGSOE Wafar paymeet tmssoligne epeeeorat ydshne, |
authenticated merchants. Wen acti vi.t r I
act Ak 14 P‘H%Hal&%é% USCL it ﬂ’e?u“c%ﬂ%lﬁqdo%rsfs eézr%’]f?:%ll% e%eﬁé%gggls?’g%gﬁer chant

0 Lt HdFIRaS: hitehusstaf Fu36 gisase) digital kignaeresy ah iclin¥ RN coul d
'2(1%)2 tgﬁ%%ggge ev\,hen frerchal?ﬁ fraud is %dé_serred robable. 19 16 COctober 2006
WO @Bmben 02 indoifHisINiapgsatisationtirehin (MY CARIOFH My t he account
aut hentication system can. be depl oyed, but deploynent is not requjred.
Mer chant Merchamit 1 3% aomtcperate pithi existing sypseras aere theymerchant has'the

cardholder account information on file, interoperate with existing merchant authorization and

clearing systems, shpport third parties who provide services to n{ultiple merchants, support a
25  variety of payment interfaces between the merchant and the acquirer, and minimize the
mandatory impact to payment network anthorization messages from the acquirer when setting

the value of the electronic commerce indicator (ECI).

One method for routing transactions from the merchant to an ACS is to have a

directory that provides the address of the server based on the cardholder account number. In

30 such a method, requests for “rc_)_uting information are only acceptable from authenticated
| merchants. When activity from & merchant exceeds normal activity, then account
authentication system can deny access to a merchant whose acquirer indicates that such access

is mo- longer valid. This could be the case when merchant fraud is deemed probable.
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FIG 7 illustrates. spec’rc nmessages that are tran%_tted dur i nd6 Qcipbatzedd

transaction using the e account authentication stem where a consuner

uses a WOBWP®E7that is 5 connected to the Internet accREHUSHy/Ls20Ne

en‘oIﬂQ' nt . &ﬁﬁﬁa Sin@af 7. i IistRaaedaPVisd ddamvedy it system

ar.c |%é§§%ragﬁggus Omg?nth% &E&%ﬁ Izltuﬁ{seﬁlgﬁa}tgﬁbewu.nderstood e?hg? %Ven t hough

t hedepbsseee is rotdequiredd Merchdang hutbenticatiom casldip ofinintize wexbagdendr e gi ven

speci fic nanes, these nanes do not affect the performnce of the '

aut hent i BEG.i Dillusfhet epaiific Mesyagéoihet adi tidnsmétdd daings pammdnt taesicgord to t he

messages. and data fields ,1Q di scussed bel ow. As described above, the ,

payHEng 1he £AaRITOU! BRGPHICHHAR TYSOBAPIRG HEPTYII USeS 3 RRMEWER (i ( e vi a
b e ' : P& ; ' 1t 7 stem )

S 1B L T Bl P e e R e Meerally,

ent supesifnpobdil opery then paymérdr syateno architectice o shown rinaFKscr elteshovidiwent , for

exanpl e, through the uyse 15 of SSL. encryptign ot ocol ... Wien t he cardhol der~
" ceeritaod frat ¥ Govilh Do miesages i BHeGAn I8 TIEHL SR Al 4RE IES: FE
mer Ghant sy3ciBRYARALs, ShedeCMrh8Y Ak SfotBiF&RaRt feirfsinhntes 6f kNQAtHIRGM RN 134.
Then as shown by Iine la, plug-in software nodule 134 checks directory
serpetoch28 Therefarbe diffsrait f namdgRearo bet 4saigngh to hihe messagesnerd rdates diclds
Car%‘gol deqil 3 Payer Authentication Nunmber (PAN) to validate that the

1G5 B6¥S989 P¥'€%nrol led in the service. Alternatively, plug-in 20 software
nodul e 134 checks.,it{s o cache nenory . th contains this infor.mation.
Pl ug-in %g?ﬁcgtﬁcé@ CEVI S T t‘fﬂal%"'?%n% ef'yat%cﬁl_oi%?"dﬁg]?%@r-' s PAN
IS BREOlhEGeBkitd viNE brawsR Wt SR NenG abi RACIHNS! SFle hRrdiAfL'S gﬁﬁnkﬂtat
plug-1n nodule 134 can check its own cache, plug-in nmodule 134 shoul d havej
t hesystéthivifl ash the pyrdhbidertonemgert kis of hei pasanent yinfopsation. oGeperallpcatry @biche. 1'f

thig capability is.used,  the nerchant can det ] Lnuedi T its

cachs ThTRL A AP USSP SRRl far GeldiiE ke p 1S
1% TPLERB N chctyptidn pARBEYL When thiQafibBldnimi@ites thitthecradhe is Feaul do Explize and be
refreshed at | eaSt every 24 hours. The cache shoul d be requested \1/\,hen t he .

mer theatransaptian, ithe sesrehoat’ s DRyAeNtesystEm iryvokeh sschant PRe-palivare madule

For ha g 4 YRR B tnf IR S Rl ) 4 e ERE G0Nl 1BBTEAN DY
car ghodpeificRARL dfftheACSahatandy casbiatthé sdrdiiolderds Biyan Autipintigation Nofmbwar e 134
w il establish a secure co rg)i‘%ti_on Wi t h {a]tlngl?aut hent i te.i.ts]%If to.

di r E4dhyloselisete that the g %18\ UG o YRRV T RIFFTD sear ch

or Baaf CAERERRAMWS th# chhRisahihiaksaiatiBAN Mig-yar i ous
2{)oc§t | ons?%ggng?g4gc}%g%e;rt@g{gggﬁ F\i/\nD 03/ 090027c PCT/ US03/ 119532_ Af t ergrrer chant

pl ugndduls @84 wan @lsblchech idUS t1d 4tth everifn thsh cardheldeE REYANS samdledswith the
account authentication system. In the case that plug-in module 134 can check its own cache,

plug-in module 134 should have the ability to copy the contents of directory 128 into its local
cache. If this capability is used, the merchant can determine immediately from its cache if the

25 account is part of an enrolled range. If the merchant implements this capébility, the contents of
- the cache should expiie and be refreshed at least every 24 hours. The cache should be
feqﬂested when the merchant plug-in software module 134 is loaded and at regular time

intervals thereafter.

Plug-in software module 134 searches for the PAN by formatting a Verify Enrollment

30 Request (VEReq) message using the 6ardholder PAN. If not already established, merchant
plug-in software 134 will establish a secure comnection with and authenticate itself to
directory server 128 or ACS 114. Merchant plug-in software 114 will search for a card range

entry that corresponds to the cardholder PAN at various locations.
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transmitted to ACS 1jgmeither directly, as shown line | b, ori&tieer2ditst
passi ng through dir ory server 128, as shown line la. When the VEReq
messagayhesbdopgem tted to ACS 114 via directory server ptAusodiineet ory

128 h L N :« PAN
Cont o1 natiermEHROLRUE R rRe 1 HTEDEaDE (el PR VERCE! SaRaCeis P
128{@;' L1 RS %’féﬁﬁ&ﬁ& | g SiowReBpansalL( VERRS) fiomqnagas thibhgho TIRL

val ue of" Status of PAN Enrol |l nment or V Res é%at us to
" N. direbltRy VERes 128 ssabewh dy lidects. rmnﬁh@%eﬂmesmﬁ&ws% P ftvvare.

Onhth th hand, ful ch I
O et 0 LSBT oo SRR0E Rl

connection w and 10

aut t tihe VAERqURb: @emn tddec \e!EH?ehmBEhséxg@tmsy fepyerar ded t o
the&ﬂ%l%gm %%{%%%dqﬁéﬁgl S nqt aflsglgl abl e, thce nmer.cha \ﬂ,ﬁF r} oul d
pr oTEsedill Goririae arerifyARSolREnt Bespensy (VERgs) imessAgs) Wity A & to a

f to f mb f
Uit v P ates JEPAND PRI e JARARIEIES 2P T ?emnpt s

MES S0 G afufnditiWhB 9erbitunt Pugtir sifigire. plO1gtherothndr tHanWFRes: scaessiilanaichy "N' to
indicate to the 15 nerchant that the pay ransacti on cannot.be

pr odﬁ:&sm mwmd%h@lhdﬁnﬁn%h@éﬂ resiablished; Sﬁanb@bﬁ RRFreAPIIECTG, “WEF?% nmessage

cei ved b a¥ ghahsRg t %N;qumhe VEReq
1Qres %““&Pr@];ﬁ& %‘éést agaTﬁé% account n&ol (%gr file 118, ACS 114 then
f or pEh s BRVERASt ARslarlgethe nibréimt phgelnvdheuld reocsad tethomekt ARISCHRECEINE | t he

- ACS sets the 20 Status of PAN EnroII t al 5€ e proxy
PAN(if whiaitledomnd allowiifon up e é‘l"‘ﬂ‘&ﬂ“}‘ Eq gYeeX\Fﬁ‘S ﬁkﬁh FOP%{?%&% po%ﬁl at es
the efl%JRL?f el gé%graf % of u..nﬁe&%&?ﬁ%}e 1R undudGess RS an(m mmpnss WCCERSS Ul
mat ? Se

St at'us of PAN Enrollnment to " ‘?FP as shovvh by
I'i N@nedgagelil eetdéaBdriotth nmcémsﬂEﬂag -inwetn YyERsaSlatevsat e ‘Fﬂ’ar"e Hadicats g

t hrough = directory server 8. For the case Y/ TESRARR hén

15r amﬁh@é@@@%?@%ﬂl’c‘&r@ﬁ@ IR0t Wfﬁﬁee&’sm; q%?éeggﬁl%gnt fansm tted

di re%t back to the nerchant plug- |n as shown-in line 2b. Caching the _
data of directory server 128 within W 134 can be facilitated by utilizing

a CRReq R SR 9%& Tha RRes TS IRYACS asepts the @ardHoddarer chant
pl ug-in %‘?ﬁﬁ E‘Y‘;Eﬁ%fme ect o?cflserlfl?;r and requgsts the lis

par tp AN gt g ¥BReq ms@gs and walidatksrit 4gainst pere derfiled didy é&d%ﬂﬂ‘)ﬂ’ﬁ‘e its

- cache. The CRRes nessage i,s the r: s onse 0 r ating
rantf@gﬂa’iﬁﬁ \fgﬁﬁs Q?‘Pﬁﬁ?&e tt@e cfi’f'f’e Cotin ccg ?ﬂ 1(?:g)tc {;ﬁ th%s‘?%% %ﬁs‘éﬁ?&s to

@ % ﬁuts rAhQudRht & FETT citiek Caesmg& nhespmxjom winicﬂaeAQSc a4 owill
apabliTiti es

y using a QJer Car dhol der Re r hol derRes ssage
pai rintefdlyrassahiatn twithl ihg-HAN,vﬂlldl popplatesyige &ﬂo%@ﬁ(g 6ﬁ/ %ﬂ@ 1
ad gggs/.elo]fgan unsuccessful match, the ACS sets the Status of PAN Enrollment to “N.” Then

as shown by line 2a, the ACS returns a VERes message back to the merchant plug-in through

Lh

D
directory server 128. For the case when a VEReq message is transmitted directly to the ACS,
95  the VERes message is transmitted directly back to the merchant plug-in as shown in line 2b.

Caching the data of directory server 128 within MPI 134 can be facilitated by utilizing
a CRReq and CRRes message pair. The CRReq message is sent from the merchant plug-in
module to the directory server and requests the list of participating card ranges, in order for
the plug-in module to update its cache. The CRRes message is the response contail;ing. the

30 parficipating ranges.
In some embodiments, the account authentication system checks to see if the
cardholder client device has distributed authentication capabilities by using a

QueryCardholderReq and QueryCardholderRes message pair. The merchant plug-in -will
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.forrraf and send a queré/. he QueryCar dhol der Req ne ge, to car dhOtidesr 2006
client device 122 to ermne if a distributed acCount authentication
car dholWer3##aT e i s resident. Sending of the QueryCar dhuii/dsBRegsznessage -

.‘is_Lsh:J 141 [ ' ' ' i ' tions
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EReq an Res nessages. I'f the VERes-Status has a value not equal to "Y,"
.t heViERkg amé NEFRer messagrstdebirérbdt below miny bepeliminated: Cerdbeldes diené spfhwerehe

processed .using.th .accaunt enticati,on t if-

P OSREE gD VPGB RPH M R ERAR oY e RAE S Brddl
10RULRANt EFRIIERN the WWESCARESRBRPABAC QueNRlardibideRbd  meidgdshdirfiARelf message
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S A U . :
i i dadt hept SRS wiRLRRR: @ G hd VERATaGR RRG Sikagelie, B IOCT

Response Al . nmessage i n.addifion,io-et.her i 1SUc ¥ er's . }
| ogo, a y(etE? %ﬁ%ﬁw gﬁ%?gﬂuﬁ'&f’iewl ra dr&f%lgt%% &gﬁ'?"b{%tn%ﬁjaiﬁ@,tﬂa?reﬁ%c hant -
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nunber, instal | ment/recurring p,%mant ternms, order description or link to
15desifrthpt YBRes-Sjnts bas 2 aplvs ofndi .c ohem VBh 34 il fpamad a ppysfiavthentigption

i nformation, pe : : : : .

cor QORGP gaBS 082D, 3BT S8 TERE RFp RENIes B0 B ARl dRIah Hemt 1o
ACSq#éitd biokser t taepsudrieAC/rsahvet,deiis stmvarityeling e appropri ate password. The
ACS accepts the cardhol der input and validates it agai nst account hol der
file 118 Afhehaarahaht plgliigakies ahé PARRYShewag ol thalisoer’s DS, akal8, a
number of unsuccessful attenpts (e.g., three attenpts) t¢ ente_.rﬁ‘ihe

cor displayp aseindew. todhe srdhelder. ( Fae windnay displays thopsyment #Bt@aiﬂ%%’iwn 130
~dari,ed f t Lngd : t C -cation
247 emPia\&; Ak caabﬁﬁﬁsﬁ@ %32%?*?%# b s TRlaalaf ACEBLNH oAb AN L CA

pray a | need to enter the

cardhol der w |
cor [Raér’ oo, guesticooorgarizpiiors markl be bhindt logeyusechan nageo sieathat lication he

cardhol der is then displayed. The cardhol der i rovide t | east . one

ot B lotek rishaseran iy AL oy mGebass e el aPialéh b by ibnnd

1 NCQLLREA tER) OARE deddiBtion &r likk tOAERBBlior AfBkcial terms and conditions of sale or
link to thls information, personal assurance message (PAM), and prompt for the cardholder’s

25  password or any other type of authenticating token.

The ACS will then prompt the cardholder to enter the appropriate password. The ACS
accepts the cardholder input and validates it against account holder file 118. The account
authentication system will allow, for example, a number of unsuccessful attempis (e.g., three

~ attempts) to enter the correct password. Of course, the number of attempts allowed can be

30 wvaried. After the final unsuccessful attempt, the account authentication system may display a
| ‘hint question. The cardholder will né‘ed. to enter the correct hint question response. The hint
question associated with the cardhol_der is then displayed. The cardholder is pro_vided at least

) one attempt to enter the correct response. If the cardholder provides an incorrect response, the
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WO 03/ 090027 PCT/ USOd 1952 nerchant can be notified that a tramsactbbaroos
usi ng the account au ntication system cannot bb conpleted. If the :
~cardholdet; Rogys des the correct response, the transacti QraiQyhthspe treated -

- as if the password was matched. Note that if ttr]%re is more than g e entry
 f ormemhant can e nofitind it atasaghen s5oedhs arsrHetraHeEdion SRS AMYERS i n a

drop down,wi.ndow. Jthe,cardh ' RSk HHrSsHuId RS trBaeE. Upon
mt@mﬁﬁ%ﬁfﬁé cﬁﬁd}g’ dE;rr 8?0%F(ﬁé§q§%§°§%%grg?%g€é’qand i%?tal SI y signs a PARes
MES258ehe g&%\hﬂ@v@ﬂs&ﬁaﬁ]ﬁd@rﬂbﬁaﬁh&ﬂﬁ' herwlis morSatmReneieptry fos sagecawtt he
authentication history server 130 and yecei pt. nanager 131, as.i hown
© by sumebet, thAs’,ariQHﬂ)mdlﬂﬁlngfiﬂﬂéle?éFe qigplay wﬁeﬁ%@%ﬁ%ﬁe%ﬁfﬁhﬁdeﬁe passed
from therllti ati%% g&ﬁéory server 130 to the issuers 10 authorization and -
5set PNREHTEIE) BIEFR PS8 TS all ow the i ssuer to match up the payment

authori zati on reguest,. with the .payer t ' : [ IRkl €al
time. SeHBPHJOFIHRDE e]?:aé;?%?rd %?g@t%g%}hﬂggﬁggg%@éﬁgﬁt%ﬁ%ﬁ?ﬁ on and

| Z Ezﬁggggpt THESAER A3B pahdrRes abd gendisdiSaveRezeige essugadosheabthenteationy if the

_ ation request is for an_authenticated purchase. The.. A i 11 then:
1 e- histoey servére] 3] grde@cmmgn%débeasgaéhowbvﬂlé'e#erlgﬁa?ﬁw‘% Wé‘F% % in, as .

~is _15_shawn. by line f t ' A RAR SALE 136td RNSHkist ed back
to WeRf%%\,IIwWﬁf%ﬁHmy sa%orﬁe%aé:atg#e\?a@g%.%h%&ﬁ?%e agl?sﬁéefg? ication status is a "vY,"

10VP! akBhrisRiReS atd @etilbiment FREQATESE o tdillow lad iistueri tn rsdclvar 1186 paymetthe case

‘that the validation server functions are provided b I 4 ...NPlL,. 134
- val mcthoBzatiohereRngss Svik Jbe fay i %B%Wéteén@%ﬁ R f%/i% %%-u_ﬁengf’_‘% h%ae
sigpatwe 20 validati , SLARAME SRR sydReny 838 didvarthe el 34 wi | |
~ not ?Vﬂeﬁglpg@eéﬁ?ggt% tq%g¥su%£%5£@?ansagt#one_cannotsygg processed using the
acC gylidtediihh eitinilpatdusty Kyisd arthorifativheequestiis for ancauthsmticated puyschpse. gThey » t he

mer chant should send_a pronpf, fo the cardhql der ' : 11 I ‘

i nf Mﬁaﬂ]bﬁ}eﬂrf@d%@ﬁ'impﬁégnegﬁmsd@?ss?%ea%gqg% ’P% 1Z(';rl'ﬁéhﬂnltgs e[%‘g{;r?e%%jh%grggsa or form
I%f ﬁgg&pwmgg process the paynment transaction as a non-authenti cated

ayfent

_ _ ansaction. 25 In the case that acquirer domain 106 pontains a
val i dati on, sepyver,, LN§ Malsi fatdags Reh¥Rinitdd Gaelib dRpES134)eMAIgIBE us e on
al i dat

‘the PARe essdger” _ ion server 136 then returns the result of the
Si gRadctigedallf dat auhertioathd? sta®4 is bf Y, haRE Hidatende theaRABes mestagei i9dbed,

hant  pl ug- | ifies the - th . | be
o ocBaduion Y W e At UateiRpirt 37 g, SRelOR AR IR °
the 1§h9feﬁt1tul{]3§ Yatiayak HEap Rites biRsBRr ShRirc Rhaceretds 8O rodulthofatheaigriaamei cat ed

. payneént “aut horization. The PARes nessage may al so be passed frao he
20er chtdstidno 11t the signature capwy rb@n‘{ahﬂﬂ@éeg@drl%&@ﬂ]a’éo OWf e fi“ﬁéf‘n%tat&mThe

'I[D éﬁmg %ginfrl%ﬁ% I}ﬁtgfeg%e?ﬁm@ﬁ? gcﬁugﬁl.%g&%%ﬁ%ﬁ éggsfgrxﬁ.g %fg:lélg Buthentication

status is a “N,” the merchant should send a prompt to the cardholder asking for additional

information, request the cardholder to use a different payment card or form of payment, or

process the payinent transaction as a non-authenticated payment transactior.

25 In the case that acquirer domain 106 contains a validation server, the validation server
136 validates the signature on the PARes message. Validation server 136 then returns the
result of the signature validation to MPI 134. If the signature cannot be validated, merchant
plug-in noti.ﬁes. the merchant that the transaction cannot be processed using the accoumt |
authentication system. On the other hand, if the signature is validated, the merchant proceeds
30 with an authenticated paymehf authorization. The PARes message may also be passed from
| the merchant to its acquirer payment processor 140 as shown in line 6a. The PARes message:

" may then be passed from the acquirer through a telecommunications network 142 to the -
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are nade available to t | ssuer as part of the s dard paynent

-aut hor iWet0B800pT ocess.

Now t he security issues rel ated tEct/bsossMasshous

 Cnamiers B ERER S BRtllen B S R R B BRI BEpal b e

chmﬁ@ﬁy@aaﬁtﬁeﬂm{oﬂ@b@g and the nerchant includes two channels. The .

merchant shoul d secure the connection that her hc
- enters tREwPYRRhrty MsQEdTRéhRA BYiheStAtbusNchanhel§ ft irhkhshdbfo®btidi ped from a

i s used when the cardhol der

service organi zati On-gfproved certificate authority. The nmerchant shoul d

al sdisaesadr As hleasedimee

car

Lh

f

an SSL certificate obtained froma service organi zati on-approved
cerinfarinatioe buvhas &y SSITIsedificaten Altpined. emda fSFVIEHOTRRMFBOBRPPIAVEdt t o

send t

; ) _ hﬂ@rch@nlwés Qfdragrsmp@rare pwéerélrlgﬁégfy?wgagmmﬁombt he N
O S5 e rThecue B R  BatdHp ot B B R Bl et giRidle. Henrer

bet 48@Radth@ofiAr 4BHedRE contectibe thitSs absiivlerD thecddedBdddr Centdts ke pdyafendy

usi ng

o ol B0 e TARRACRR HIRATHIE Bk HelSndtibl b if e BinecnCY

chapaRbs hejsweenfrémethe anddinldbe rto ahd térehamnpdlg-Teby wirpyen SSiootrdfibate

105

setained TeimIfrvIae PERIRESHP B oRIIOY

LR AL R AT AT AL A

used to accept the cardholder enroll nment information. The channel between

the mer cHanehaanel hatwoen feceriipldss pu e AR8 sharlddemenpiad EledhsS bY0 sorver

‘SoLutil o SR GG PRt dFond SCaACe bl

o=

I n order

‘i ssued.

A TSRS SRS

t heTMERBaNnaN 6k WeBer twe guagsss. Fitt teendhe PRRaddesage Goni tien@erchatt he
‘VERes nessage. The channe] between the ACS to the cardhol der oul d

encPlygtdo e HCor dee seprndip i rpd thgsigned fakemmesiage Femand(d et he
1§ar9ﬂ&£cﬂ8 . entered password. This channel

SSL certificate obtained froma service organi zati on-approved certi

Response e SRk ERSenLor ARSI BNE WhF (R BEF LOAL BTy,

25 shoul d be protected w

be

th an
ficate
and

0]

Mesthe garolBnait garvbliodiag an 98T cdeatificatd oletained ifiem a vervideaorizaieativr-appBodd, O der
Nunber,, Purchase Date, Purchase, Anount, 30 Transaction S$tatus,.and Purchase
H U REero Rk i

 Ter sastifieric edherit:

s chanagl 1s pped te\3cesptthe guro Hermpafione a| |

i ncludes fields such as but not limted to Message Version Nunber,

Cct ober  Fbeshanpel beiwegntiemerchamyand theidimssiory server, and between the directory.

20

25

30

server and the ACS server should be secured through a service organization-issued SSL

encryption certificate in order to protect the PAN data contained in the VEReq and VERes

- messages and the ACS URL address contained in the VERes message.

The channel between the ACS to the cardholder should be encrypted to protect the

prompt for the cardholder’s password and the cardholder entered password. This channel

should be protected with an SSL certificate obtained from a service organization-approved

certificate authority.

y
24 16

For most transactions the Payment Authentication Request and Response messages '

include fields that include but are not limited to Message Version Number, Merchant
Identifier, Merchant Country Code, Order Number, Purchase Date, Purchasé Amount,
Transaction Status, and Purchase Terms and Conditions. Also, the QueryCardholderRes
Message typically includes fields such as but not limited to Message Version Number,

24




Merchant Nanme, Order g mber, Purchase Date, Pur ciaase Amount , Cat&lOctober 2006
Expiration Date, and ransaction Stain. These sages can be in XM

( Ext engidpbpodiskup Language) formate | n non-purchase auplgrisesadospn _
transactions, the Paynent_Authenfication Request, y RN entq cation
Re dfrpkant Nege @a@rmgg%m@ﬁ‘@%i‘ﬁ@ée ou;ﬁr'icqaﬁ‘gg %&%ISQEQSQ%G ensi on
figlds, bS] ' zfrn?eiﬁr}tML 2RAIBleMa®ap L angidge) fiemat.e dat a |
fiira?a?ﬁ%ts%gfi ngsgg%%f}?ggﬂ% el ement rervvith respec? toglzahe message to which

the ext %g;,%%@ﬁrg?%tetspecgrﬂ}cgti Deseadihd | A0abayRlSFEABeRRRIBE Refdst O

further ransacti ons, incéluding non- paynent

t 1 g0SARfht AthenfiédBonBR éspbisd, raal ddueapCatiheldaBes messagencat inel WEPHEZE
. ~tranSaction u_si ng the core account 10 authent i.ca—ﬁi n s% ta%in;:l 1@_%‘%8 S
5si reptansiondfiddgs. r &srie ealt kpRyva 15 it pits ESFAEH @%e‘bsf“’[f & % 04k 1Yy essages.
FI 8 will.allagwt : 2354 r b atenkitd fsadtlackdédlg two
“ moiiefine addiignal clen eo% \Erﬁgq'lg%efzptdﬁ'ﬁfeem%%é 16 WAL e 3 g

_ vention. The two nobile enbodj nents that follow
af tBese Bldtiomil bRyeintecdntte wed tu fitrthien faditate sprsifioitanspgtions s RYREAID | e
mobi | e devi ces,and non- Internet conpatible npbile devices. 15 The account
autteement Banseeiiaifst em architecture in FIG 8 includes an issuer domain
102, an interoperability domain 104, and an_acqui.rer donpin-106. |ssuer
dommi n 1BI6.iSnidlusigietes maﬁmnﬁ%mmzf,‘ am@fﬁ&ﬁaﬂ%}? on eSS 896 2ol der
122 represents_th

=D

hy | 1 h | i ece, f
105y G ,ncgu%ﬁ%s&?rar tﬁg@?m ??1 g% dfnlAfkd B eprdientity dheindsiified Wi ofethiece, for

or “a nobi’l e phone.” I ssuer 1610 represents and .
cargadsafbd melapks. t FEG. $ svitlajtlabl theakades suimoge eaghlyyundarstand, thepllowimeoo
cardhol der. Interoperahility domain,104 ingcl.udes, a.Vi ' 612,
whi ote mebilpiesbedgrents O?éh%l P?Vée’fl%‘}-y%ﬁgw"i‘eo n??%?q‘%‘ﬁﬁ%ytﬂlﬁ‘}r fs;"glt"%’;%ﬁ& -
authent j cat | | ! £ HEmM-SaRitibld bbbile Adeyideseanddnomi n 106
I nc eé lg%r%g?éﬁea%%% E,qﬁgdér%gr%%ggt plug-in software nodule (MPI) - 134, and -

t helmd&get donpatiblentolii2deviclise paynent transaction of FIG 8 is described
through the directional arrows that are 25 nunbered 1-12. The paypent

14 r ansact iap sb@@ind suttientication! systean aschitbudppdn Hoowsasludes an ipmice Bameihebsi t e,

adds itens that he or she_wi shes to purcghase i, S I 4 t hen
fi ném,za@sinmeﬁbrlgbi&é@%a“%\ﬂ-o‘f’ﬁiﬂg aﬁ&%@?ﬁf faRanA®: i‘%%‘gﬁggﬁ?ﬁleﬁ%@%‘é‘g?%?y dat a,
whi ¢h Ji nal rd 2§ 600 NCaruplaeF 14PN esc ke Biran caldheldeand
addf (sﬂsl&l%ﬁ g%sﬁé@%%}gtdgﬁg%%ﬁgeed with the payrrenei transagtion. lgse PAN

e

shothdl tHzecapdhoided etientaleavines ferrexample, @wompyter tRmanal Ok 8700 PRBEeJ&UE ( her by
cardhol der input or through .a yallet f | QR ' [ shoul d
e 1AE) aspreiopl el et ue, Bk b ctple, B isc)¥e £ PRt RAERS

2Gar dQhdRkr. Sml@éri\a}saamnegﬁamam To4niBetudésn Yisastircctbey L6 E2, Whith imeitis oase i f
IS

applicable) to a directory 1612 to check if the cardhol der P .S
eﬁfal diﬂadtor)?; that & atigbed byo‘éi@z, an authenﬁcatpon hklstory serverCﬁO, an& '%sanefai\&lﬁ;

Acquirer domain 106 includes 2 merchant 132, a merchant plug-in software module (MPI)
134, and the acquiring bank 1622. '

The payment transaction of FiG. 8 is described through the directional arrows that are

25  numbered 1-12. The payment transaction begins at step 1 when a shopper browses at a

merchant website, adds items that he or she wishes to purchase to a shopping cart, and then
finalizes the purchase. At this point, merchant 132 has thé necessary data, which includes the
primary account number (PAN), expiration date, and address information, to prdgeéd with the
payment transaction. The PAN should be provided to merchant 132 during the checkout

30  process either by cardholder input or through a wallet function. The expiration date should be

po earlier than the current month.

At step 2, MPT 134 sends the cardholder’s primary account number (and user device

information, if applicable) to Visa directory 1612 to check if the cardholder PAN is enrolled
25




WD 03/ 090027 PCT/ US03/ 2 with the account aut he*-cation Sy s ti@0rtoddri2s06
process occurs after th®final "buy" click confirnm@tion fromthe
- cardhol Wer3@M2hg t he nerchant checkout process. After tHE/U$9s1952click is

| mad@ithtlﬂ@ JBEER théniR bRy Rerh NV ?hﬂslgﬂ)ls@s NescaRsaffier SBEVRNal Plbug” idlick MP1) 134 -
~to ormat a Verify Enroll nent Request (VEReq) nessage. MPI 134 determ nes
i f ¢dnfrmatiemtiom Shdasrdhokier dndng dhaewidhent ohackownt precelisr edfter thesdnydr 1612,

| | f a,secure,cqonnection has_.not been gstablished. 3 Lshes an
s Slidkrurie o omes St o teeRo detran Siroph kdi GRYT RS 21
. Sl gRhaf QRfdrY rb DchHEGREEOVERE) mEkaiaMPI3B4nbserioes if Sistigtendy SSL |
client certiticate, Visa directory server 1612 will require nmerchant 132
5t 0 baserssevire dranggioncwithriisa disectoryiseaer 164 % | K@ tosurecoppention Ane et ket he SSL -

sessi qn. t S e COo ti ' . 104 | i 34 -posts
* ocsimish oL 137 SEOHES GRS sbRely oTEC Ris) WP shipEps [ ] POSte
var WedastiRiERRe k6t SonfigigatiodUydicates st GerthafitE) kas tean idreCanPSictidntusi ng
various purchase order confirmation.processes. At step 3 ::é Vi fa :

- di r eattifiegtes ¥Vispedirepbxy ssetes ol A ok regeire merghanyt 132t 13&8%&? tecSHachfd ) card
range,. .t Vi sa. dj [ : quep | : LARFd such as -
nCoteiont Juufh? S L Al By S SF Rl AR 1 B OB B et Tt o

1Rt t esllished, MPRI34pbas fler VEReg miéddige TV isa plivciesy savelirtd 2afit s motddsthat

directory server 1612 recgi vegs the VEReq .nessage from Ml 134. ILn order 3
for vivesiom cEvRdimeio Y WL olek ORTMIOR g0 B JORNIFED (I SEHNI pating

car MoSBnihfi&sbdkdsser ver 1612 validates t he syntax of the VEReq
nesggrg(;é%d?retourns én f’ 0 SI%rror if validation fails. Visa directory server

1612 val i dat es, t-Bg;- ' ‘ ; ritai n fequ-rements
are ot Ao EROEEI ISR 199 QplnRRE WA AIPANRURA ctGhETEN S )
acquiﬁ]ﬁﬂ%ngafo?fdﬁﬂﬁisﬁ ,djﬁeb@rwbasrgéra]r&lle@gﬂebmﬂ shpreprias AGS, auﬁna&t ?esaa?i, nﬁ v :
merchant —of the Acquirer identifige Acquij.r er Bl Thir i f the Visa
15 e ibleminino; Whethgty AWAGHLCATBR P 500 e PERACA IS GHERED by SeEdls Eb e - oo
aut | 6! L€ 72 Bird@bMSehRE 18R RREAMPIR VHREY fhellays flogen
rec%diﬁﬁgg%ggég%@%ﬁ%@ﬁ%g?ﬁ lf)lg%\?al Id for the conbi na ign gf Acqui rer
Bl NMPH1Mer chant I D. I f any of these requirenents are not net, then Visa
directory server 1612 formats a Verify Enroll ment Response (VERes) that
i ncl udes 1a oRIN forViishelitebay samerAGR tabbtrifythat the PAR isdnd partidipatadg @rdequest
nmessage. _Note that this _VERes.. does not contai he data fields of Account
1 Goruti Y Grestpserisd 1L, NEIs P e SPUEE of 4ep NERE RStkedERE L er ver
2061l RN MERCSYIBSARGBr) Qe 162 valldited BYMPHR oq biBRACLO 1o Can
proceed 1n a variety of manners. For instance, therEpIS]yrrent transaction can
r

comenswre atheb ppitanercgmirements aymeht Kirshn dhe thcsiiren Sh@dd rgpregent a

non‘p%xl%ﬁckffa%'g Ca%al%ger. 2§econ(:lﬂ?(, %é:t ﬁ%?c&xa%qushould represent a participating merchant

of the Acquirer identified by Acquirer BIN. Thirdly, if the Visa region of the Acquirer

o

requires a merchant password for the account authentication service, then a value for
25 Pﬁssword should have been received and the password should be valid for the combination of
Accitﬁrer BIN and Merchant ID. If any of these fequirements are not met, then Visa directory
server 1612 formats a Verify Enrollment Response (VERes) that includes a PAN
Authentication Available set to “N” and an Invalid Request message. Note that this VERes
does not contain the data fields of Account Identifier, ACS URL and Payment Protocols.
30 After Visa directory server 1612 returns the VERes message to MPI 134, the payment
transaction can pr_océed in a vaﬁety of .manners. For instance, the payment fransaction can

come to a complete end, the payment transaction can proceed as a npon-authenticated
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use a different acco nunber. These vari ous ners wll be described .
bel ow iwomsnmontet ai | . Visa directory server 1612 sear ch@CTie30341952cor d

speci f yin ange & el igdes, qiche. Farsil denbBANThdatvariats I ecei ved
in ‘?Wéa‘\%?%e&r %85‘?5 ql%rfcaﬁﬁge@?%gﬁd%r SAN is not 5 found, then Visa

di rrﬁ&ﬂ&h?’wﬁ%é’&éscﬁﬁé@bél@wmhﬁ)rad&eﬂj fy Enrol | ment Response (VERes) message
that 1 nc es a PAN Aut hentication Avail able set to "N' and does not

- include {,& 2y ELoLOe10f scARBes R al@&}aisbéﬁmMRMgmmu@Bot ocol s,
and InvaI| equest Then Visa directory server 6é2 edgrﬁé@t ERes
nesﬁlamm1wmm¢hanmstmeem@bm@ VERgqreeispgsat Hahe @féﬁlﬂ b B

ossi bl e stoppin i nt _as r
22 Smonarc R bbbz BPRR0 T VBEE, BEloMend Rdponse (Rl |
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o § ot feidhGS AdcosnIspatiBers o BRI Fevmsel RGHooary, B BUa CRuRts T The
fgrLy%a" glg%:(a;g;gr; ts{ar%éCZIéZZSﬁegMﬁ atglg' VERES rzﬂesgﬁ'gre"% MPL2433ndnd tthe sRou®r
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est %E‘?@ﬁ a@fin bhMed b SSdssibbssibpping péint sewill besdesitedel®rpt ed is not

-aval each successive URL value (if provided) will be attenpted. Visa
- 1@“ rect or y Sery %atp%@:la%]m&rqtmri@rom i€ Wigeditectary sprveo 16 By Visatlirestomt e URLS

hat are optlo y configured for each ACS. 1f_ Vis dlrecto# éé 1612
canp@ivet Dflaletermiings whetiir xbﬂnmlﬁm aﬁ@%ﬂ%ﬁ?f@ﬁﬁ'ﬁ‘glw &3 2gprR t8r’§ erver

1612, formats a nrol | figic! udes
pAN Vg RErE 26TEh VA BB, S s T S e e
i ehds 58t G0 UBkn LsdanishEd eTho BEIS cLiRt ceRificaterdf ViRr diresteryservsr 10+, amd d
Request. Then Visa directory server 3212 re%ﬁé&g‘%a he Vé%% TEesadend O MPI
134 thmstriwricagificetecofibe A6 shantddenrpeeated srd ¥ P& F0sSI bl e st oppi ng

oi Af ter h SudResive KR valweedf or
130r S Serton, cHolECS] . SABRERY gl I e g, i orn

assW ield fromthe VEReq nessage anfl f orwards-
t he J¥BwHgageyillthd AiterAtsd. URlisa difechiry servpr 1512/03 atterpl i e9RHeRRE YR to Tour

aut hentication for the PA e CB]E:Q:

di r extteraje E]Bl@éhatlﬁfzoﬂt‘ﬁég%‘ﬁ%tfaﬁfﬁ“ﬁﬁff(f e %ésé]p?focg%s ocgﬁﬁssgﬁ?e%felr%@% he ACS
. receive S &{ﬁﬁ ERRA STBRIA6E 4t oiifcat@hdpes sy direstunr sé§&2 16 WCRrinbts a

- val | G5 e syntax of the VEReq and returns mﬁ{ r.if,.valid tllgn

fal | erifyoboltnatt Responie (VERg®)tmpwass thak mciudes B theptisation Aveilap

transacti on i fiRndne 2afs AfRBOPayment

20t hehie cﬁ tli&‘r‘i dgﬁf&ﬁgﬂn"t‘%‘{s'f@’g a%%@dgl Autggggﬁt henCardhoI der PAN from t he
VER 'E%%?sa%mvﬂﬁﬁi Reyedst. effhanvmmntory-hﬂrdmlﬁdatraluméhﬁb YEResansABegn 18 ACS
114 to térm ne whether the. cardhold If t PAN i's not

f ounMPIAGS and_hrmgﬂthﬁtﬂéccém(/@%qlﬂywﬁ?‘bmoﬁ%ﬁ?tm a ﬁ@%%blﬁ %’p?%lfe S) " me s sage

-4 ncI uding a PAN Aut hentication Available set_to "N' and do
o gAﬁer asuccessful connection with a URL is made, Visa directory scrverel%lz Temoves

the Password field from the VEReq message and forwards the message to the ACS URL.

25 At step 4, ACS 114 determines if authentication for the PAN is available and then
mchcates to Visa directory server 1612 the determination. ‘This process occurs after the ACS
receives the VEReq message via Visa directory server 1612. ACS 114 validates the syntax of
the VEReq and returns an Error if validation fails. Note that- when it is not possible to
authenticate a payment fransaction, it is sometimes possﬂ)le to provide a proof of

30 authentication attempt instead. ACS 114 uges the Cardholder PAN from the VEReq message
and queries an Account Holder database located within ACS 114 to determine whether the
cardholder is enrolied. ~ If the PAN is not found, ACS 114 formats a Verify Enroflment
Response (VERes) message including a PAN Auﬂlentication_Available set to “N” and does
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fields of Account I|dent er, ACS URL, Paynent Prot®®ols, and Invalid
RequestWOI0B/0MT ce Category is present, then ACS 114 canmoi/U§IBacCesss _
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" 114, this process occurs after ACS 114 sends the VERes message to Visa directory server
1612.

h

Visa directory server 1612 reads the VERes message, which contains the
‘corresponding VERes or Error. Visa directory server 1612 validates the syntax of the VERes

25  message and returns an Error to ACS 114 if validation fails. If the message received from the
'ACS is syntactically correct, Visa directory server 1612 forwards the VERes or Error to-MPI

134. If the message received from ACS is not syntactically correct, Visa directory sever 1612

" formats a Verify Enrollment Response (VERes) message that includes a PAN Authentication
Available set to “N” and that does not include Account Identifier, ACS URL, Payment

30  Protocols, or Invalid Réqﬂest. Visa d_irectpry server 1612 returns the VERes message to MPI
' 132 and possibly stops the account authentication process. From the point of view of MP1
.134, this process occurs immediately after MPI 134 posts the VEReq message to Visa

directory server 1612. FTrom the point of view of Visa directory server 1612, if occurs
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fails. ectory server 1612 formats a Card Ra espons Res
' the first time the cacheyis being loaded (or if the cache has been HI?S%GE a {ocﬁe )

nd needs to t
reloaded), a Serial Number element is not included in CRReq, WhiQh will resuit in Visa
directory derver 1612 returning the entire list of participating card ranges. Otherwise, MPI

25 134 should include the Serial Number from the most recently processed CRRes, which will
result in the Visa directory server only returning the changes since the previous CRRes. A
séﬂal number is a value that defines the current state of a card range dafabase at Visa directory

| server 1612. Visa directory server 1612 provides the serial number to MP] 134. The specific

 value is only meaningful to the specific Visa directory server that refurns it.

30 Visa directory server 1612 validates the syntax of CRReq and refurns an Error if
validation fails. Visa directory server 1612 formats a Card Range Response (CRRes)
" containing the participating ranges and sends it to MPI 134. Visa directory server 1612

' jncludes a serial number in the response. MPI 134 should retain this value to be included with
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should be encrypted.

MPT 134 passes the PAReq through the cardholder browser to the ACS URL received
in the VERes, by causing the cardholder browser to POST the form to the ACS. This is
typically accomplished by using JavaScript. All connections are HTTPS to accommodate the

30 cardholder browser.

Step 7 represents the Payer Authentication Request message being sent fo ACS 114
from cardholder client device 122. This process occurs after ACS 114 receives the post
including the PAReq from MPI 134. The following description applies to the case where

30 '
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.Si g %ﬁ then applies a digital signature to the response message. ACS 114 validates the passwprd,

data response, or cryptogram against the account holder c_iatabase located within the ACS.

25 At step 9, ACS 114 returns the Payer Authentication Response message to cardholder
client device 122. At this point in time, ACS 114 can also send selected data to authentication
history server 130. In order to return the PARes message, ACS 114 deflates and Base64-
encodes the PARes message, the result of which is referred to as PaRes (note case difference).
ACS 114 constructs a form containing a PaRes and an MD field. ACS 114 passes the signed

30 PARes through the cardholder’s browser to the merchant’s URL (TermUrl in the post from
the MPT) by causing the cardholder browser to POST the form to the MPL. In the process, the
popup is closed and control is returned to the merchant’s browser window. This is t'ypicglly
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implementations. The Internet—capable mobile devices include devices such as but not limited

25  to wireless application protocol enabled phones, otherwise known as WAP phones.

Typically, account authentication fbr mobile Internet devices will use password-based

" authentication. However, other manners of authentication are also available. In a WAP
environment, the connection between the mobile Interﬁe,t device and the ACS and the
connection between the devioé and the WAP Gateway can be secured by various Secnrity

30 proto‘bols, one of which is Wireless Transport Layer Security (WTLS). The connection
‘between the gateway and the ACS can also be secured by various protocols, for example, with

~ Secure Sockets Layer (SSL) or Transport Layer Security (TLS). This means that a password
| | 32
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moditirbugl iteneset agaat ohcardinldern dypinallisithe Payer au ?’Kﬁéﬁoﬁ' 9B mag%ages 25
by creating, conde ' SR0RSy idd Al (GERGR IR |
| resBE&?’W@I%&ﬁ&%&ﬁﬁgé{:éﬁ%g?ﬁéﬁ%?\%ﬁ/ S§I’edUCI 1riagét he tag sizes for each of
t he yIRSHRMBSoushomobinaiobile dnteamt levite Hronesdrs adBresusen ExpeBtsesistiypicalyn of

the data fields cumulatiyel caunt for .a |large. unt | :

20hedéffereat i@éhatﬁéeé‘é?fd@f?éﬁe %{‘HF ﬁ’ﬁ'gll‘ﬁp Y VHAQWS %.gg "R One %ﬁ%ﬁ%ﬁ r%r%%te ,%ﬁ?he

PARe . adeg defined as XM. nessages, 30 nmeking them
%@ggﬁﬁt%ﬁm&eﬂé

easi € and easily extended. XM. nessages are nmade up of multiple
" With these obstacles in mind, several modifications to the account authentication

- process need to be made to incorporate mobile Internet devices into the account authentication
system. These modifications focus on reducing the size of the PAReq and PARes messages

25 by creating condensed versions of the messages called CPRQ and CPRS, respectively. One
modification involves reducing the tag sizes for each of the messages. -For instance, each of

the headers and footers for each of the data ﬁelds cumulatively account for a large amount of

- data and therefore can be condensed to smaller versions.

In one embodiment, the PAReq and PARes messages are defined as XML messages,
30 making them easily readable and easily extended. XML messages are made up of multiple
elements that have identifying pame tags. The tag names, however, make up 2 significant
| portion of each message.. An .aggravating factor is that.each tag name appears twice, with
brackets. A tag name of n characters adds a total of 2n+5 _.characters to the message.
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i-n the PARes because such data can be retri eved when needed. | n one
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andréﬁaa&d/vlfmm thhememorjenmﬂuar’med]\@cmant cﬂwve,t Plugiis (MEDt br ukem| gthappl i es -

to Merchant URL in the he CPRS. Yet another -
PEPRIR ORI FES XS R%G g‘ﬁéécb?fgﬁtﬂé’fe& f%%t ly fromthe Issuer to the}
N21 through the Internet I nstance, the digital, cer f. the ACS
can be seMiothas mﬁcaﬂentlﬁé“’ E‘Re?ifﬁ@g‘ilé(gﬁﬂd&ﬁﬁngn@et ﬁ’éep‘Pf)éL A 6%1F1"ny| ng
ha élkﬁ% rcﬁnﬁh aéi%d”' t t Sin'ilﬂ;gﬁﬂse uzhﬂﬁggt
%ro{t% \Fe? Sﬁ\%/argé%%@gﬁ%%gﬁ &%r){\? |%§%ﬂé& nee no%lﬁbe pasfg%dt?hrough :
t he mdmﬁagk oﬁ\,ﬂhcc ICERS) tand n€RR Bt whe:tehtimugmt@m aho |dissrétionanbi | Bhik nt er net

vereetirabegeptis ® YEEhaEL e Ca@@gﬁ@%ﬂ@ e i %&?ﬁ'e‘)& Gital

signature_is s U,hth VERe eyl nfo
el enent gfetﬁﬁg ‘-‘t%éff ndR H?Sese@&ﬁ‘gﬁe{}@teﬁ %%&S“?Bﬁtﬁﬁ cate
Chawig eﬁieat i6r {BbEAG) thd Jﬁgitald&ﬁ%ﬁdh@é ofBE mS) 686 bork @eags! i on.
Ther ef or e, t e Keyl nfo el emenf need not be sent as part- of the CPRS

20 nsttbad[ERes ingessaget duong Hee \Pboank tofi merifying ViERethe neardhojder PN Man bet ai ns
thi S {a cate({ us%zl{g %hee %1 1cauﬂon protocgf: %st{ns%éyl, r]% ({1 h"teal ﬁ&?c%t ﬂe%ﬁ%folt' 'i::g
passed through the CPRS message, which i is transmitted through cardholder’s moblle Internet
device. The dlgltal certificate can be pIa_ced in the extension field of the VERes message. In 3
one embodiment, a specific element of the digital sigﬁa’ture is sent through the VERes - the
25 Keylnfo element. The Keylnfo element of the digital signature contains the Issuer signing
certificate chain, which is a static element that does not vary for each transaction. Therefore,
the KeyInfo element need not be sent as part of the CPRS. Instead, it is sent to the MPI within
the VERes meséage. The MPI retains this data for subsequent use in reconstructing the

 PARes signature.

30 B These methods are illustrated further in the following description of a payment
transaction in FIG. 9. |

FIG. 9 illustrates an account authentication protocbl superimposed over a system

architecture for a mobile Intemet device implementation of the present invention, The
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30 These methods aregal | ustrated further in the I | om ng descr igpoOetoteraboea
paynment transaction FIG 9. FIG 9 illustra an account '

aut henky @ addoaon7pr ot ocol superinposed over a system ar clrictraghsigst or a
nmobi l e I nternet device inpl.enentat.i f.th resent. .l 10 T, 34

16 W%@%@Gatl%sﬁ?%g%&%%ﬁﬂ{ﬂ% 1%%@“%&% %S“%pu%{ﬁg%#ﬁ Q%Zt’i %ﬁ syst em
gggﬁa%o%%@{ﬁ% GhE 164, AR BeleSq@Ror SGHEh LOUTRITRutd Zonain 108t inchyes abi hty

an acquirer donain 106. |ssuer donaéﬂ 02 i.ncl udes
9

carcdhiblottier 122X ccasomsgobamvar §ACSy L ¥ érandAesgpr 1910, Gardholder 2 regrpgents

Car dhol der 122 represepnts the. hupan, car : : alagiak cli ent
devhe é}lﬁ\a@rca&ﬁ'&’rﬁ%e?ndaﬁ"go (fhoiq‘er t%%m ﬁ%ﬁgggogggﬁﬁ@?d%%@g{e?g 'con_%léc_t ed to
sLNSAHGGE L2 ik IcoffoctIEN 1RS0GTo Lhfitiad) dubh asnECS el and tior megyfhant, VAP
Gateway 1/07. |ssuer 1610 represents and card-issuing, b nqﬁathat %@ capabl e
of themghrgWADGetevay K47 d Iswer helQrapmeenta apd cﬁﬁ‘r@%%l?%@ﬁ {15 @BHUFn 104

includes a Visa directo < \whi LR LS, - | f495neli gloviéthat IS
corftfrissyiag aﬂgpmgng,caﬁ%aﬁ%éh%aﬁ@é%%?oﬁl%f g %"}’(}p@ g‘%ﬁ%&r@f?ﬁ%gﬁﬁ Vi _sgn_et
161 6re R 4i61 B wiRHBinthibQfisé RCd didesory thet is tantroll@y Nisal en muthentigatiopl ug- i n

software nodul e (MPl) 134, and the acquirin nk .1622. The [ nt

© 1 chisinty Somenfl 361 @ Vifanek a6 | MG SaBHIT ALS QRANES: b TR S Phat ar e
. . hunmbered 1-11, ) t4 j t 1 when account hol der
10, @ggcﬁmlp&%g-m g%%géﬂr@%eo 334, dnﬁ%pﬁtgigﬁﬁlg%anﬁ 1822,

ucts ‘any necessary dial ogue with merchant 132

to deternjne the itens to E _ rQVi . |
i nformat %P?Wﬁqt&éqns?cgopioggﬂ?gg I%Eggﬁg%de. : At\!t3 é’é’?ﬁ%@%‘éﬁ%@?@ﬁd s a

VERG(BESS 299 .  Phd/pindht basiotivn beginent siéil 2 whEhecuEReholdeessergéhaldat udes
. tthe account hol der”s primary_account nunber (llpigg channe .%nd uajer '
devilmes ianfl ondusts any sesgseary dialegueowith dasrelant 144 30 dpsymips Ang Jems PRF |ser

~devi ce, i nformati o : ' ichadeS abl e to receive
* andPUEh e%ﬁaégﬂ Qlﬁs %@ﬁ&@gs A6 SRR ENGzE buichades

S nessages required for nobile Internet- devices.

Specifically, t wser . Lce e 2 VEHedbi | e
13 nt ernet i&éépc?egﬁ’liggﬁ%% ag?]gl fd %é&%%ﬁygdaﬁggﬂo%%%ﬁlggi %écar dequgnge,

Vi S g ideB8 Ghhlles e/ fcolftl Boldetie piffirprcapnt apmbet & A, clondel endiuser whet her

aut hentrcation_ is avail able for the spl%;ai fi 4 @3@3‘5 At ztee /{,?iﬁcsa&%g

r es fevids infornvating tei Yise disesjoryeseis 1952 oML 1345 & UHE. 5@8. qpaty

indicates, if,the LS6R5Pk fda tsertt e Béndeatddometeiges ce and

wheff at "Qﬁt‘?’i@ﬁt ?@@%téﬁﬂl?gf ﬂe{%patlaﬁr1 g%%%&ﬁé;gg% on the type of glevigce t hat

car G’él{ﬁ'h@@rforlﬁlbﬁilb dntemiendevicgt. SpeeifichByribe Browsardavicemategery diedd i &40 above,

if authentication gan be perforned, an issuer digital certificate is

20 ncllfeemopie tpEeEa8a°%Ext ension field of the VERes nessage. An key for
| At step 3, if the PAN is in a participating card range, Visa directory server 1612

queries an appropriate ACS to determine whether authentication is available for the specific

.~ PAN. |
| | At step 4 ACS 114 responds to Visa directory server 1612 with a VERes message that
95  indicates if the PAN is enrolled in the account authentication service and whether
| authentication can be performed based on the type of device that cardholder 1616 is using and
the charmel information. As described above, if authentication can be performed, an issuer
digital certificate is included in a message extension field of the VERes message. An key for
decrypting an encrypted message can also be included within the message extension field.

30  This key (e.g., the KeyInfo element) can be used to unlock the PARes signature.

At step 5 Visa directory server 1612 forwards the ACS response to MPI 134,
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_debrypt'i ng an encrypted ssage can al so be includ W t hi n t he1th®ssliaxgeo0s6
extension field. 30 Th key (e.g., the Keylnfo el nt) can be used to
“unl ock wbe3Msiges signature. At step 5 Visa directory serpeanushlestor war ds

. the ACS respo | 134, 5 6 Cctober. 0
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and then sends the RQto A 114 'via cardhol der’ 1%2 devg&. See FIG
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cardhol der during the authentication. This field is omtted fromthe CPRQ °
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optional, however, if one_of these elenments is inc|ude bot h nust, be

10 nodataisieing Phe nvbileiaismetgvicesisnally havs imitadeability to ﬁﬁpwg@g@ AMOPEISRLt Devi ce
I mpl emept at.h g : S £AR M M ze ot i f the Merchant URL in
Brgtsﬁ--t’gfsf’a*@? l@)lrg%@%&,? r n@lmﬁ %Qiléglrl]&g' %'@ﬁgﬁ%ﬂéﬁ%ﬁgh the Merchant UR:_ i's

optional . ynihis.pratocol extensi It i L1l ST [ ] ssage
sgnt. to Tbﬁé{cé’ﬂfrﬁ%n RPN g?%ﬁ{lyecg%]rn\gerﬁ?(sﬁ (%rp'i(gag%a eg&i gl%ns rﬂeﬂgei vgd in
t hepdehRier, #RecAESheRIbHentaid BithidelObdthlthudt he iMlndéthnTheRiethaitd/RD the

PATransReq with the contents of the HITP REFERER header. | f .the browser
doeBeldds optiondl de thenMiobHe Zefemet Dewice pmplomentationy. Morghants parhBIRIFUEG ] i n

PATL.ans Jiekd., | i 34 '
15 ontipb el de M Bl i Bk o AR GERARER oo KIROSARMORIERS at
- canyiechase URISistopeioRifh ARE padtgan! iektensiof hie isGRRGeneisahigethe azassdps senidiof i ed by
' ding it in Base64 so that, b ) ' dke t.h
DR Theriica BT BAPEY SPGB 1 HHF (8t Tt Rty SRS Pl ng
~dat éueﬁ_ﬁﬁtg@@ b altbrRgnt” BRTESRIM 6 iR PAGTAsRBg CRIRT @8Seshielat aoff ¢emat , as
e

speci y RFC1950. The resulting data streamis al so Base64-encoded.
TheHaTR RERERER beasiebodithe hrowsvpdogs3uotcpravidd dhat dieadern thesMemhaghbBde t he

2 onBH LR FATERRTT 81 TbOTPRARGE40 (or the CPRQ. the TermlRL. and
ety o Ve prpdimat Mer 155 28k § Somfisdsr Rl bR Bk Bn A
One compression algorithm that can be used is the DEFLATE algorithm. The CPRQ message
can be modiﬁed by encoding it in Base64 so that web browsers can more easily handle the
message. T.he. DEFLATE algorithm is described in RFC1951 and the resulting data stream
25  shall be represented in the ZLIB compressed data format, as specified by RFC1950. The

resulting data stream is also Bése64—enc_oded. Therefore, in one embodiment, MPI 134 can

deflate and Base64-encode the CPRQ message to create a C64Q message. MPI 134 also

_constructs a form containing three hidden fields: the C64Q (or the CPRQ), the TermURL, and

the MD. MPI then rech'recté the user to the ACS (for gxample, 'using a standard WMLScript

30 such as On Enter Forward or On Timer Forward). Then MPI 134 sends the form including the
C64Q (or CPRQ) to ACS 114. |

At step 7 ACS 114 receives the CPRQ or the C64Q message. Note that a full Payment
Authentication Request Message is not recreated at ACS 114. At step 8 ACS 114
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30 such as On Enter
formincluding the Q (or
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CPRQ to ACS 114.
Note that a full
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excl uded fields include:

For exanpl.e,
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ues and then signs it as described previously. At step

8, ACS @%tgst%eé f &C?‘g 11 PerebASvhi fdenfity AR ATIOProREsBC €SS

and thHen secondly constructs the

114 o oo, 48, GONABNISaRpuch MRS g8 Esnonga GBS ot

Then ACS 114 first
5 CPRS. ACS

a

a C64S
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t was received in the message. ACS
BRSt andar d

if an

RBul d al so

nodi fied tag in CPRS. The fields

DTD El erreni A

st R, v

the CPRS. These

P ' _ ' i oy
Pur g%g‘%glt- ghﬁ&& % ;ﬁ’g%i/ﬁ%ﬂ%r ATk - PHGNAS RO MY loAMRETH thOCRIH SeitiDihe eary

rency Exponent Purchase. exponent 20 Note that .

15 t bRughd thése lianpelso dreecambents. i axetpia: if pe opprssl figldys mckided A5 3| e t o

t he

modified tag in CPRS. The fields listed below are defined in the PARes but are excluded in

fhe CPRS. These excluded fields include:

DTD Element

Field Name
Acquirer BIN Merchant.acgBIN
Merchant ID Merchant.merID
Purchase Date & Time Purchase.date
Purchase Amount Purchase.purchAmount
Purchase Currency Purchase.currency
Currency Exponent Purchase.exponent
20 Note that although these fields are not included in the CPRS, they are available to the

memory of the MPL The MPT included all of the CPRS fields in the CPRQ and so the MPI

has this data available to use in reconstructing the PARes.

At step 9 ACS 114 returns CPRS or C64S and the form to MPT 114 via cardh'o'lder’s.
122 device. At the same time, ACS 114 sends data including a full version of the PARes to
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At step 9 ACS 114 retur CPRS or C64S and the for o MPI 114 vé Qctober 2006
cardhol der's 122 devic At the sane tinme, ACS 11 ends data including a
full vewveitsnswb7 t he PARes to 37 16 October 2006 WO OF @904 1952
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its Acqwrer the MD field includes information that
desBPARkesist hesipagd imessage, @hile rthcts@ERSom oot. shsispil.n thes SRR B nconttes ND fiel d

or BAGTE DA deBEnL o e P ARER RERL SEraire: sEORE SRR Gl i 1T

0“ g; : 12410 Bizh A¥ireS ©8inOdind) tinki® Ko SRS Qralidiie S@nﬁﬂu@é\ﬁhlﬁ@nthd/\ﬂm the

subSequenty returned with the CPRS shoul'd be kept as short as
mosmcbmrucm tbé @Mﬁsyusmm d dataipsovifledingths KRS 2) eeteieyadydatasthehiwes spbither

ool CPR: A T BBl P b BBl Feple i, CRARPETEN

aut {-’&@éﬂd@pﬁmﬁl&dﬂ’[ﬂ[{@gm of the present invention has been described so far
as to focus upon "Internet shopping," where the cardholder is shopping

usi ng an Aiitedf e tnercfine 130h06eds Witktantdtkatife edahgtvith dtsiAaguirakes pl ace
over the Internét. In the previous section, the protocol is described in an

i pl emental §QRNRPES T RS BAD ﬁe@@%tﬂtﬁdéaqﬁfolnﬂatiéﬁ Bt FesRél GRS particular

20  transaction or shopping session. The MD field accompanies" the authentication request and

response messages so that the merchant can assocjate the authentication response message
with the original shopping session and restore state. The MD field sent with the CPRQ and .
subsequently returned with the CPRS should be kept as short as possiblé.' Preferably, that this
field should be empty so that another field such as Transaction Identifier can be used for state

25 management.

MOBILE IMPLEMENTATION: NON-INTERNET CAPABLE DEVICES

The account authentication protocol of the present invention has been described so far
as to focus upon “Internet shopping,” where the cardholder is shopping using an Internet-
30 enabled device, and the authentication takes place over the Internet. In the previous section,
_ the protocol is described in an implementation where Internet-capable mobile Internet devices

(in particular, WAP phones) are used to support the Internet shopping. However, both
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(in particul ar, nes) are used to support e Internet shopPetoger 2008
However, both 38 16 tober 2006 0 WD 03/0900 PCT/ US03/ 11952 shoppi ng
‘and auti\§@skdeei7 on can be perforned using nobile phones p@rwggmfggzl imted -

capabilities. For exanp devi ces that. use t. gr Short
Ve sheppinSemndi @ﬁh"ﬂ#@%@?ﬂ W@%PFﬁEﬂ?‘QW@E p‘Bf’@\#Ké r?\té\‘aélfesngzr Vi ces %a ( USSD)
g?gf?ﬁaﬁli’slmo tl%gg IP ﬂ}ﬂh EBes RAERE ’Hvo'—\ﬁ‘é’ﬁr!ﬁ%ésﬁﬁing Ahder Shiﬁwmmgé Ratvisesed t he

particular usi'ng an 5 Interactive Voic esponse

(' Rusyyst Q]ﬁktrﬁdﬂreal Snpﬂmﬂnetﬁtmot Sdrmicen Mata MS&D}@% Slsop Be Hispeh it agi ng
~~ channel’ and the vai ce_chann ca l,t aneo bly .
" ut |plr¢szatj inveniiom g AlSPf SFVies tﬁ?’fa‘?&@ tﬁ‘? %ﬂgyrgu‘{oﬁen%}&?lf % h‘ﬁ%?%gg’g%‘ gﬁﬁ -
AE6® r@éﬂﬂ!n&ébniwembmmmtsﬂmhmbse of SVB,
5US V\eg%%ééégéﬁéo?ﬁr sh ppr&‘ﬁ%1 g%g auferlrlentlcatlon W [ hin thm%gfunt

aut,ﬁ@ggglggtchmm@ matldbe Ivomf: chireep caw ba simyliaageyshy or xrere 25eRlY

aut henti cation protoc [ly.runs S
me shaigas eIt ghagiie® @ %‘H'gg”(tﬁ “‘P\HDP“%%SOUS tﬂ% carlghﬁoflder s devi ce These

act c qhd Yuse e duiS)|gUSED, R&yemoé)(iﬂﬂiefﬂrr slapping Redjuest and
%‘%ﬂg &{uﬁt%ﬁ RHJ'TTII%/}_#Jlgdr}t3 WWL forms, which are then exchan 3lged by redirection

Of At Ratidowithin the despiuptauthenfisation pretocgl ¢ élé%Bres WATEOHAL| ¢ steps are
recounted here: 1) the Merchant Server Plug-in (I\/Plglsends a 15 request for
opayer autrhenédonat aethertiAfReprotacol nermallyimns by Acsiing H IME \)@é&a b3sed nonse

1
(o mebies bavatn ook Oyt NEECSRARE S AeP bl MRkl are |
ot her HF}PE?E"%)‘?/?' %ﬁﬁﬁmﬁ%ﬁbm & AhRBRRlatibh Reggst anﬂRe}ipohéeemﬂﬁS HEMLeonduct an

aut H& he car dhol der; and car hoI der ,can be
I eCWNECfoads, tvﬂntlhererthcrchmhangﬁld b)rroéﬁeqt@n@é C@F 0c BSsi ng. 20

However, n,the cardhol der I,ﬁ@@dpg@dngt have
I'nt @RS, \A&@é?)‘aﬁl‘l‘ FEEps AU ﬁ%}l cu? gcglsﬁ?)%&ﬁgﬂep%g%b browser, -

%I ter 'ﬁ@ét' ﬁﬁ esb%ﬂmc&mplrpi ttsehh ﬂssuelr’sanﬁstﬂﬁrandheecmew PRSDRRSSL i cat i on

onse between the MPI and
‘aut ﬁHhRes)anmtonhailk@Iﬂogfﬁ@ﬁﬁr/@@?ﬁag‘Pﬁemﬁ@tﬁ‘ggﬂ?‘F@ %F&W%‘PH% %‘T’ ﬁeﬁ ernative

" SRR R i B B POtV B i gty Sbimgeng E‘ﬁ?ﬁfﬁ’é&?ﬁec Payer

Aﬁtl@ﬂﬁl@ %@ums%gﬁemamndnmmmmmm@wtbﬁk@@mwy #id & over
t he | nternet rat her .t han _rout t.he r eV| ce. In
one cerdboliierean be regorpesidip fe Wg L3R %&cur 1?%'%?)§ betwgent “and

ACS, the MPI constructs t he HTNL form cont aj ni.n catlon
2@equest (HwRensy. whep Brosrsdiqidersis Using 3%e¢CFS 19 g@gg‘) ,&%’? h?ﬁ%%ﬁ}g%%t |
constryct.s t BGudeNEWHSHS aftAResve medithoRDBTshoukkbé or m
bacl?aP%’{ﬁ’eanﬂ& %oﬁlwgﬁ%ﬁ??ké:he I\/Ph‘@?}rvay ha{\i}’g&to wai t ea peri od_of éA%% to

r eceiisé‘& 1 Rand?A4Re® Payer Authentication Request and Response between the MP1
and to conduct the authentlcatlon dlalog ‘between the ACS and the cardholder.

These alternative mechar_nsms for incorporating the use of voice and messaging

. 95 devices involve include the following. First, the MPI and ACS exchanging the Payer

Authentication Request and Response messages (PAReq/PARes) directly over the Internet,

rather than routing them through the cardholder’s device. In one embodiment, to transmit
PAReq and PARes directly between the MPI and ACS, the MPI constructs the HTML form

containing the Payer Authentication Request (PAReq) and POSTs the form direcily to the

30 ACS. Then ACS constructs the form containing the response (PARes), and POSTs the form

| back to the MPI, Note that the MPI may have to wait a period of time to receive the PARes

from the ACS. This is particularly the case When authentication is perfonﬁed via SMS, which

has inherent latency. In this implementation, SMS, USSD or IVR systems are utilized
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fromthe ACS. This is p' icularly the case when aL‘enti cat i on16 @ctober 2006
performed via SMS, whi c™M® has inherent latency. In I's inplenmentation,

- SMB, USHI® @/09902R systens are utilized 39 16 COctober 2006/ UNG/10%52090027
Car%ﬁ] ?%{e r%g@%ﬂga&e&m TN ?rﬁpia&%e@% EREhAES A tRehBEeWhilbahe

e MPI, while remai ning transm ssions are conducted
oV efentai@ing m;memonm condaatet] gverrtbal xftéroet: |1@m¢setc@n¢1MemorimeaonﬂiAFtb§ VEReq
and_VERes are g FIG 12 de crl bes an exenpl ary payment -

t r aRARER {}@ e%mswg%%fa 5 devices are utilized. After

di scussi on of Fl G 12 further details regardl nq)mlgg I’TDdIfldcatIOI’lS of the
PAReq PEK@s12 @‘EQ@HGS %&X%@@H RaEReH dwnggotion i YEEfOCHPESIgne

shrat A?t’}é RPN 13) tﬂl@r%bﬁﬁﬁ HROREA N EInsDT account °
éaut ﬁ%‘ﬁ?ef ag?g ron sys em arc Slltecifﬁar@e ?n non- egnet capabl.e devices -
ar et ARG PARRE, VERBE, and (0Efies meﬂshgﬁstmﬂéxbldamuwét emarchitecture in FIG
12 includes an issuer domain 102, an 10 interoperabihty domain 104, ‘and an °

acqui rer pEQMRiiNuskfes difS iRt dpmméﬁaramsdm@mpempm aler ah2RcoWES 114,
and issuer 1610. Cardhol der 122 represents the]ﬂ n._car.dhol der gd t he-
car dhibkutication isesiemdaphisesture dp whighoa; ntermeh ¢ deweRs A MePROREPd-1610

| PSRl BlefiRlloh NG aRIOREICE SAraRkS ol s e gmEn! Car

omai n 104 i ncludes a Visa di rectory
1061 Zatertpbebitity doftiatn CAde ahd @ dd:qmtoioynajrﬁ 10hat Tssgercdomainl 162 ipgludéssa, an

?ﬁi?&ﬁt@é}fﬁ A T4 et 0 A Pl S R BB 5, 00
the . Hﬂcﬁ i820ent Qédice ﬁiﬁ)r %&ﬁﬁ%ﬂ: E%BJ ipated @rminad. G8dub| 1630 @eprasenti ce or ..

massagl ng ¢ nel w t h ner’chant Then car dhol der 122 can shop for 2 }
pr odudt sard+isssingy beels thatovs cdepatily oftisshingt a1payopgnt - %dc@ndh&tqaﬁg:\ ialog

W th nmerch 32 to te he it b ng the
i nf @Wﬁﬂeﬁ%ﬂﬁﬁéﬂwgﬂl&ﬁ%ﬁ%F % Hi5¢ |df'f§1‘iﬁf’ e{é\iz gvrc ase. E‘%snp ae;ﬁ[rg%’tbgb

15NORRiNYG coﬁi‘(ﬁléﬂ%w&a, R bittBntidaibe hishety abvef em emds\hmmt 1616 pracjoairdr ai rt i me
“accounts. I'n one” enbodi nent, the connectjon between Ol?@ agé%é‘aand
mer aloarin 18Pinckndas & werchept 13 esagrohet OHgnRa0 IwaFwRo 3yls 1 cted

via two-wa i ng, the cardhol der 25 does not have any pernanent
sesdfF Swnélg)r(’ﬁ%iﬁé%gd with the merchant. The cardhol der's device, e.g., a

h t her . d
bven wherACit! rofeloPs L4F SfisRhlE Vol S AUER S Wi ANGERIAR, E uSe
2“ t efhenCERiNGIAG 1PE daYsHop Mt pRALLKas pdviRes) l;esﬁdédD/hReq:)erdhantnlﬂﬂebWPI the

CS may imedi ately initiate an authentication %e E‘%ﬁ?fighe [ dhoI der
2@vercosmtumaloﬁrW%P@éChaBbm%ma%?We heismnte B’Eqvb Bet ween

car m?orm %gn ar@%nPé%r W Per f7 findlidh a purchase. Examples of such ,_shoppmg

excursions include ticketing and replemshment of prepaid airtime accounts. In one

embodiment, the connection between cardholder 122 'and merchant 132 is a two-way _ )
messaging chapnel. When shopping is conducted via two-way messaging, the cardholder
25  does not have any permanent session estabhshed with the merchant. ’I‘he cardholder’s device,
" e.g., a phone, is available to receive other messages. Short messages may be used even when
the phone is also in use for a voice call. This means that, after receiving the Payer
Authentication Request (PAReq) from the MPI, the ACS may immediately initiate an
authentication dialog with the cardholder over SMS, USSD, or voice.

30 : In another embodiment, the connection between cardholder 122 and merchant 132 is a
voice channel. For example, a customer may dial an interactive voice response unit (IVR) to
initiate the replenishment of a pre-paid account. If the Issuer ACS plans to use the m_éssaging
channel for authentication, there will be no conflict with the merchant’s use of the vqice

40




voi ce channel . For ex@nple, a custoner may di al I nteractive ¥®Octeber 2006
response unit (IVR) initiate the replenish of a pre-paid account..
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16ar dhol dext'ssspdeMRId 34 AendstacYEBeq infessage teoXisa dirertorysqryet 1dip ten & d
range, Visa directory,server 1612 15 quer| DAL i Bl e
ot ansepeg IFRRFCIRC A O SRy ey FE CP PR BURsoL Betiel o
res Q@%ﬂ&}g SBisH IdiRE{oB YerveF G121 NEN €S ipdresd) VEReq tand WERes scontwm ol | ed
~Iin the account authentication system and whet her -.ayt hentication can be -
per finformatiorbesed do confiray thspreteeoldo e peddinthg CEWS‘HWQTS Af'6Fmation. At step 5

Visa directory server forwards ACS response (or its own) to NP ]134 If 20
" cardhol dext &@@ 3,5f s PAN of ired particinating: ewdrienge: ishdrestorn seveE d8ltor i 1

aut hentication is therw se unavai he- [ , Oor .
1Bay e At e oy o dutenPRiciit SRRkl BEMEAT |
)r ocessi ng ends. At _ste , MPl. creates thé Paver t ' | %Iﬁz uest
E)PAReq) sisprt AEP 1§ ; 119 4f’(SE'J ﬁ@g?% rSUGh %ﬁigatﬁ% g@r%g{efq%%ai n, efrglot e
t hat Pé@%%i t@e %?Emﬁﬁ NattleRtit ARn AGSted fnd WHRE dethentdatibil Zan HeepdvRimmdt s as a
0 I'S

cli Y estat a secure connection to the appropriate ACS URL. At

" st ephated\EiScardheiduss deviee Rulabanpelinformnption i on Request. At step 8, ACS

aut henti cates cardhol der 122 using processes applicable to the PAN _and the
channel t xpetep th¥isaf dirsratry stiver RAReslsnbESagepanse keraitppep? Ml kel and

ﬁ}ii?ijépgqlﬂlyéqier;‘éﬂ;ss #&C@E&l%g:& meséccéucrﬁ Q&ﬁgrﬁictaﬁof §§§9&1i&hi§éﬁﬂ%ﬁkﬁtﬁh Wth

U

otherwise unavailable, the merchant, acqui‘rer,' or payment processor submits a traditional

authorization request and processing ends.

At step 6, MPI creates the Payer Authentication Request (PARéq) and sends it directly

to ACS through the Internet. Again, note that PAReq is not sent to the ACS via cardholder

25 - 122, The MPI acts as a client to establish a secure connection to the appropriate ACS URL.
At step 7 ACS receives the Payer Authentication Reqﬁest.

At step 8, ACS authenticates cardholder 122 using processes applicable to the P.AN
and the channel 'type;, then formats the PARes message with appropriate values gnd digitally
signs it. To do this, ACS needs to establish connection with cardholder afier receiving

30 | PAReq from MPI. Specifically, ACS needs the phone number of cardholder to establish this
| connection. The phone number can be pre-registered with the ACS. Alternatively, the ACS
can obtain th;a cardholder phone number through the Merchant, who in turn received the
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to establish this con I on. The phone nunber ca e pre-registered with

the ACsvofsbspsatively, the ACS can obtain the cardhol ¢ ([@ggfrfﬁgunber
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10apRhéseatin® rchidnely ai THib mmedmnnishs jmebide; 13 simpfd pagxewdbil; Basewrypted

‘aut hentication may be used. 15 It is noted that .authenticatign sl ng
ei tMETWarA® N 53 £GP IEREs{TOTEST Hripe SYRIRGIEP copiogarhy, g o IO

car dey aS: Uslh ARNSELH: hrp? had i EM\PGr%ﬁo .channel -
fﬁorﬁﬁgzba)?%b}cu%%g%%gic%gﬁ%{rge ?%Sgscapa%‘?}%aig%%s 0 9t he }éarcjho_l erérgﬁpho_ne a;ﬁ?
nolif ke appheaionris dvhilable waythalphonde gupki pisewordebpsedh authgniieblodendy B shoppi n
using,a WAP browser.) In this case, the Payer Authentication Request and
Res‘HB‘i"rse wi Il be exchanged between the MPI and the ACS 20 by redirection
t hrough the cardholder's browser. If the |Issuer w shes. to, aut Tent ate the

15car dhol diis BaiFs dhatvssaBestion UAPS et Ji BTsaging,Ptrilg voise Chamel EARbEal | wihen
Qe gV&ﬁité‘ ﬂ%nescarﬁﬁﬁﬁéﬁ’i@ Asinge el BYnriésRoRtHRGEh! tRir PCR4saHe plnamel fwnber , or

‘th
may .use t nternet connéction to the cardholder's PC to have the

carshoppider (Repphdingve thBefpabiliticsipf Grwardbalier’s phonmangypebileeperatee thissuer and
ACS [ haqul i d 25 | . i gul wh
ol AT Ao bE paSlebeR 30° s MEPHR i AR BroWREER T niPRgR ) &) Wher

| onglyeRRG UG ation R&tﬁxeara@lmsf;@ﬁe REOLe@RcMirigdd biteveeatisd Pl end tie AGSI nt ai ned

for that period, it Is probable that the nmerchant systemw l|. have "tined
20out by redirectiom thrgugh dhe sardbolder’ s droxsdenl kgt Issier FetocyHpFutcal Mg step 9

_ ACSch&%o'f&er}%smSp@S% ldraﬁ%l{agy@%nﬁ %%29 18418 thOcALLRENH GG RPishi story -

féCeived. The ACS may use a pre-registered phone number, or may use the Internet

30 PAReq from MPI . Spe-_ci‘ical |y, ACS needs the pho&nunber of emoctbiedrdens

connection to the cardholder’s PC to have the cardholder supply one.

Before implementing such an approach, the Issuer and ACS provider should consider

| 25  issues related to latency, particular when planning to use SMS for authentication. The latency
for the SMS may be long, and even if the Browser connection with the cardholder is
maiﬁtained for that period, it is ﬁrobable that the merchant system will have “timed out” the

transaction before the anthentication can be completed.

At step 9 ACS returns PARes to MPL. ACS also selected data to authentication history
30  server 130. When authentication is complete, the ACS returns the PARes to the MPI as
follows. First, acting as a cli'ent-, the ACS establishes a secure (HTTPS) connection to the
appropriate URL. If the paResURL form field was provided, then the ACS connects to
paResURL. Note that the proxy server provider will define the root certificate used by the
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11{on‘h’§r1\é:?§TerY%o°te %:fz"raﬁ) |C§%§H§I}‘{%&% as a _brovx?ser Vggfes,). If the ACS uses 20
L hi sainmehBicassled sbrtiflcite Usingsbreodt asdifidate prayionely mevided by the MPLARS (he
connection to the rchant server. |f.the Ses .S tLhen it
o1 MemauRLRHARTE i Mot nberispitioh ot ACH iy sty SAeatho bREN, |
rec 8%&@9&@%&*%@& irh P15 1p! thé nfedhant eeircedificates [ Fhis ReulliRnReby Conteifa el d be
adde 0 the cache fof subsequent use. At step 10 M relig' ve&cga AS!
Aut ketndfi catrhanly Resd cpmmergial wpbesriifigates fust a5 4 prqwser osg)- 93&
Aut henti cation Respons ' : 1SRt cBhseEsd Iowhe h
2Qut Hgs i© élel Wusé&eiﬁalﬁlg%o% g%%% ?{sﬁi%%r Erbtee‘raat?’kilzﬁor ?ﬂ% descri ption of . t he
rmdingér%'{ QBSek.0 ahb ACStives BifReq, cabiiethen VEREY, negddto hwRess mashah@és wil |
nowma?llt(;:{n?lcl:gu zISlC? (Etllpdg/ttljt(ljgl I’.ﬂecgfc;[olhgnﬁ lé ?eéorl}?xggncfgﬁstﬁ%g tetl% ée%ﬁc%geere%QWBﬁ%n@é’
-~ TermURLRootCert field be added to the cache for subsequent use. |

At step 10 MPI receives Payer Authentication Response. At step 11, MPI validates

25. Payer Authentication Response signature. At step 12, merchant proceeds with authorization
exchange with its Acquirer. |

Further description of the modifications to each of the PAReq, PARes, VEReq, and

VERes messages will now be discussed. Modifications to these messages include adding new

data fields. In one embodiment, these new fields are implemeﬁted as XML elements that are

30 contained within Extension eﬁéments (extension ficlds). Some or all of the modifications are

made to the messages depending upon the specific parameters of the account -authenticatiqn

~system.
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data fields. In one enbgdi nent, these new fiel ds arg i-npl emrent eth @oenR006
el enments that are 30 c I ned within Extension el nts (extensi on

fields)wo9egsoeer all of the nodifications are nade t%
~dependi upgn eC|f ters .of o
~ system Igg’ é{ig coB8 “5@? m&%@%@@ tﬂf‘ehgﬁ# ACS has
co nﬂ%%&@hﬂﬂﬂ% yatnRel &k 'pﬁﬁneﬂttcoﬂﬁhhatfcﬁiftbrtﬁe tdehdlAEaDyIIME ES8Bl or The
ant systemthen sends g@ym&nt confirmation to the cardhol der (by SM5,
USSher arcangitdepending ns thajopehatitispusmessgasticedhant ' s busi ness_pr actices). The
~ di scussi on of each message begins with the VEReq nessage.: The MPI sends
the 5 VEid diycussion loff secit m%qgmh&gu(l&/ﬁ&hql)e VEReq degssags. | BrervPhiedsdhe

s?‘ﬁ?wguhe”“““‘)%ﬁm's et ERaR) g e e ties SR raof o ol BB 20e (s

”D%fAeg tsggt%lfl& RErdVRImEE And hoRERWHAE cf ik DNitREH AT Wil Sakelact . t he

shoul y that elther two-way nessaging or voice is the shoppi ng
c he{ﬁmeVEReq mg:ssa@esl mo'ﬂnﬁ@i weihabthe MBI ezt peafopp the ifellpvanaifenciiens. Fishies

def afJ thths ecifies_ t edby
@%mrﬁ@rmﬁ tfaﬁg O-WHSBESSARRE OF Sl Ig]ﬁlletf}égg%ﬁ%o}gzoe pﬁ gd in the
&7 - tei GaGat ecated lb?' @ng/\/ﬁﬂ&ﬁohﬂ aalﬁésa&aa:red Witainda idatd leldadepunt
aut entication system In one enbodi ment, the val ue of 2 designates two-way

lmwa@ﬁﬂ@the(moﬁdmssm)edahmh@ sardbelder Ber insigas, (heae addiignaleralies fAw | .
S0 ackd 5 YEL 190K kS haks igh 9 achaRREY ddhe PARE oAy PAReS

nessage and vol ce aut hentl cation
tecihﬂi&ﬁ@ﬁnﬁl Syt InCdSlﬁnEtﬁbocﬁmeuﬂ dhd @alestaftl idsdigohten tivo-nelyanessdginghi s
“indication can be included in an extensjon _fiel d to the VEReq massage : i"’}

cal (SMS paHSTD) and the vabes of Jdasigmates voies cha§bs of "browser” and "direct” -
~can be set w thin paRegChannel. The "browser" val ue Lﬁglgcat es ﬁ%g%@ﬂt he
Payer ABtdond; iteatMiBh S&@d@e@d&ﬁés})@ﬂts &inshiof qhpapel gthe egandp is

xchanged by .2Q red] on : direct"

al TESSPAH & ttgg’ t‘cﬁg h}erﬁﬁ éﬁh %%E&%éﬁﬁevggc%g%g{e%ﬁga%ﬂeﬁ%gﬁde St ?’gg%tl y over
t hecHanhéll dhohild Bd estdvdishéDani mﬁwﬁﬂ&dn Mitlis inglication har be mﬁu@ﬂ m%lﬁnﬂgmor -
voice, then the "direct" _value s oulcla:es ecifi L}f n nstan,ce of this
fi efieddite theVEBgE dnessagsrrolp paiag el o jsance &Y IR SFhi T, t he
P «a{&g&” flad B! 4481 Gyithif) 3RO A1 C AN B er® Wﬁuﬁ'&ﬂi‘&eﬁlﬂt W eayemy 25

hel to determ’ne r or not authentication will be aval | abl e.
Thi Auth&dtma&ionoheqmﬁRb@omsc lpaid @ AReqAMABRs onsCRIRSIGPRQ) i exehangeRdy nessage

|1 ed Chph h t ¥ hald
2§ hora Ao AovaE MoREHONEEE BEMAG. hadtba CieRbunduse mcife A BECT 2
def pARAG/PHRE &@E@B%&é&ﬁﬁﬁgﬁm&dcﬁ&dwbﬂtﬂeflﬁteme af thesshegysing channel is

cither two-way messaging or voice, then the “direct” value should be specified. Ifno instahce _

of this field is included, then the value of “browser” can be assuned.

Third, the MPI should include a hash of the cardholder’s phone number, which may
25 help the ACS to determine whether or not authentication will be available. This indication
can be included in an extension field to the VEReq message called ChphoneHash. The MFP1
can create a SHA-1 hash of the cardholder’s phone number, The phone number being hash_ed
should be in the same format defined for a CHphone Extension field in the PAReq message.
The ACS may use this field, if necessary, to determine whether the cardholderris using a
30 phone number already known to the ACS. Inone embodiment, the CHphone field is 28 bytes,
§0ntaining the Base64 encoding of the 20-byte hash. |

Fourth, the MPI should indicate whether the merchant is willing to fransfer usé of the
voice channel to the ACS. This indication can be included in an extension field cail_cd.
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The ACS may use this field, if necessary, to deternine whether ftth@ctober 2006
cardhol der is using 0 phone nunber already k tothe ACS. In one
enbodi g, CHphone field is 28 bytes, contalning the Bas encodi ng
- of 'thqugt(’%@étdg%hash.; Fourth, the MPI shouilcﬁ]gi di cat e ,whet erthtﬁ%fger chant
i s WiidaOhagTtansfer.anEiie rfiald ds gsed by the JYIBE if; henshopping shaanglde theyoic -

i ndi catj on can, be.incl uded | LB, fob Ghdcitat iselle hArahbfePuteober 2006
WoChamgh oY 9tFe eﬁéﬁgfﬁ]fglgﬁte 00?@83%%%3%E¥ er “This fieldis used by the
MPloside (BRcSHARREING maasset, dud bihevhabneshod: hFonekample; eucCtrshmiqanPer

-inlcatestot-ﬁe ACS whet her: the nerchant (s ahle to tran [ of t he
voitmasfehringnede obihererigeschpapel fipmm thy mGe aﬂh@% thgdssueh, wvgi‘aeﬁéﬁ ,meg‘%%n?'echn_i que
for .trapsferrin e, tdwi ' Wﬁb'éﬁ%tm@h orep The i ssuer
3i n\PBF‘%_s h lrrﬁ?cg#é{?lst algévgl{ﬁ%ﬁtrl\éé?%s g: cal T and thus allow ngailtﬂ%”e lssuer system
t 0 BRbwinehSkeaRiiyovdlass for phgceChafifeansfen|ihadwdan fnaned mpd diepdeadl. 'l e nonsy .

Voi ceChanTransfer include "none" and "endgcal | ."nane" i 0gh at the
merindigates that foe masehant & ?‘?taﬁ]?gff E%t?‘?f‘gercﬁﬁﬁﬁ@fneéﬁa& %tnﬁingt r?g%i&a@éal a%?e_ for
the lssuer's it t tHeNHLERIMR $s déto dd@aheredlt: Mave? i thblefatilh end t he
caIeIF;S.ller Adhe" ?n?%@%emgg ag tatﬂig%érigs assumed i f this eleneny . is not, included .
i N 48s AREsREAS Hif clemeat ismobincluded étt thesnessags Meavalupokiingaehis 1]Re&Vehbqui r es
~use of the voice channel, then fhe t \ F8t: : fof 4 kN PAN
10 #rdfp OMEP GPiR SR 81 HOEh S eh SR LGS i rihultf BB Tof W T
pr oyj i ' i Ad TR @Nak /ices or device capabilities ,
avgy‘%\geﬁ%tﬂ{a@f‘{gﬁéhga{?g ole}:l%?l, wlj% r_equsis;d%éé; This information can be included
in an extensjan,fiel I L 1EHRNSRRion T Bbsut§ h&difornddgcads el dewipeonal ~or
l.ocal m%ﬁfg’me Fa ,|-01ﬁ§ﬂ%‘$&1%r%§ﬁe acc'ountonau_t henti cati on sya{fsm' here the
mer ghapditey svambiay te caedholdeediftroquired utlis infoametiomean bé iBf% n the
VEReq regardi ng_devices or Vi capabi | i.ties avai £ ] dhol der
(i nexonsion Geldicalled SIDTVHEP; &S{S ‘?‘-ﬁdfﬁ‘ggg H%*’S;{F%g’n%ﬁgI%ém%ﬂ"??%%‘"??.ﬁ"fgg i s
i nf Qr mat i ' L Wh@e RBE h&uhak systphenin tbat teqnired ld snan nt may
e ﬁ?e%?%‘g&t%%hﬁ%ﬁgﬁgﬁ%?%@%de T It use of this field s qgtt) required for
t he addmbeinfoatiation int the VEReqrogatdins feviearert dsvics capiliues Figiiadleitd W j ¢
present. The ML. may incl ude.as: nRNY4 ] . 2 i $f fhiseinforafmtion §s
appFadbpldgr (in agfitiogde ithasg @ﬁ?ﬁi@%&h{)ﬁlﬁ%ﬁ ] ei gplfzslsrtﬂefl:jl % DP = Digital -
| ands i a8 byQhe paRichRr RAgRmeifation thirdlegerenat b BEVOYton 3T te)prefse & Nobi | e
phone™ or PDA with SMS support; and .3% USSD = gt&ﬁi-l e phonegar. BOA Wet h USSD
supjibuge. ofbisi fisld 4s petreqeirrd: e thepmeple e the ACKINALERORT BEFONRE “YERes
Jressa be . 25 ext : AGScaNsr thileriddsa e appliable. ser ver
200 ﬁ@ggﬁeg&dﬁﬁ@gngﬁcﬁg&qﬁ%}\@rﬁ %é\%n%ﬁ? Wth respect to the gpcs t he VERes
TESSAAR Eciiheh&ratics dodids fidd ahmtl) DR =ADigitaklandtise periaobile PheneaYRShSARN

frel gggerggedsglv}iﬁg tcgngg; %E&edg i%fo%?l%%ho'n@ o2 DA @B&%ﬁ%@uppé(@ﬁﬁi 3_)’ USSDh =
Mobile phone or PDA with USSD support. :

Modifications to the VERes rﬁessage are now described. The VERes message cgn be
25 extended to allow the ACS | and the Visa directory server to handle additional data
transmission. With reépect to the ACS, the VERes message can be extendcd so that the ACS
can respond to the extension fields added to the VEReq message. In one embodiment, VERes
has the additional fields of paReqChannel and VoiceChanTransfer. -

The PaRéthannel extension field is used when the MP1 has offered one or more
30 altemative channels for the exchange of the Payer Authentication Request/Response pair. The
value of PaReqChannel in the VERes indicates the selected method for exchanging PAReq
and PARes. The VERes may include only one instance of PaReqChamnel. The PaReqChannel
field should match the first supported channel fisted in the VEReq. If Device Category in the
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has t'h_e addi tional fiel of paRegChannel and Voi ccra&anTr ansf er 16 Dbeber 2006
PaReqChannel ext ensi on ld is used when the MPI of fered one or nore
30 al t ewoatiosw2channel s for the exchange of the Payer AuidwgidoszGasshon

"‘Re 1est/ R ns air. The | u w0 LA :ed 'cateé
 ChonERed SBGTRBR AR orise BbeniReith BhARREGRRAG, ol ErdfRE RGO 580 20
onlgglepRa fo?séxéﬁﬁﬁ%'ﬁé RaRegGamepair THE tRaREgShienalot sippirt ashmffetedrat ch the -
first supported cha

channel listed in the VEReq. |f Device Category in the 45
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be & ﬁ&%‘&‘es"g %ﬁ%ﬁo’ﬁ{eﬁég\?%@%ﬂrr@é% gr@%ﬁ?%?ﬁ@é?@%%@?fy the use of a
proxy seryer between the M2 .and ' _ £ . In one
enbodi ne 1,%1 {eﬁ?%"\@g%@é%g}%‘ %r}??thydse?gt%gﬁz%ﬁﬁ%g%gg pa%gé%%ﬁeﬁﬁ%g{%?g%hi s
LEAE{}E \%i%ﬁQiixfegt%ﬁy ts@ﬂlegehﬂAS@[ﬁcc_ thxns% o€ raV[ﬁ'bxj(; @emlh:i bétwehe tholMRIcmd: ACS ngb th
eq IS to be posted. Wi e di scyssed below, a pr .seryer .can be .

_ usedwing e RAReqRes §EEWREF- exlB Ty ‘PdL}Bf]&PE ’«%}fi F’@e_rf?éﬁrﬁlﬁ%rdxf‘%ﬁdeﬁet@ecuri ty
rovigle ten. fy ; tﬂgﬁgl%fi ' Oart AfinA{ee NOW
1%es€?§%®?@§ﬁ§%cﬁ eir#; sallggs can e&g??%ﬁﬁse%%@gﬁhﬁmﬁ? ﬁ%@l\ﬂ%iﬁﬂt oo_g;e)rovi de .
t hethedrAlReq theto' e postete Auwilbbe tiiscodsed BEBw, hiprawyeserd cantho diserbin poramt -

‘extension field of Phope can he. used. PAReq can.al so.b X ded to

naieesdedpichres altat THL FHBFERE ereor b T eahey ek ST on 1o 1ime

out of an account authentication procesa | f. n@ EﬁRﬁ has been rec|%ei ved

f r om t he Mietificatipms da the BAReq megsase gemqy desctibed; £pe AGCEPERR Th Mean

Ti ng, t] I ' £ RRIRG SR tHeOACEhI | $i pose.

25 %fsé@eé%n%@’“ﬁé%gt%i?oﬂ?‘e’?ﬁ‘??hgfc theﬁ‘gﬁgﬁg‘ﬁg‘* PRELUSRE HeORCE! I M " push"
s@ut bebbiinadnt,om sesasion fisld bf CHPhone deobdewed.| PARegtran alsebenssteadedhtp channel

or Expd(laca\ég Ittfeedate and time when the MPI will allow the transaction to time out of an account

authentication process if no PARes has been received from the ACS. The date and time
should be specified using Greenwich Mean Time. An optional extension field paReqExp can Sy
be used for this purpose. ' "

25 _ The ACS may use the contents of the Chphone ﬁeid to initiate the “push”
| authentication session with the cardholder. If either the messaging chamnnel or the voice
channel is being used for shopping, the merchant should supply this field if available. The
Chphone field should contain the entire phone number, including the country code. The phone.

number should be included as 2 numeric string with no embedded spaces or other characters.

30 New form fields have been definied for the HTML form that is used to transport the
. PAReq message so as to allow the MPI'to_ provide at least two additional types of data. First,
. a field, such as 'I_“emiURLRootCert, provides the root-SSL certificate that the MPI will use

during the session in which the PARes is returned. Second, a field, such as ACSURL,
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03/ 09002#,eRGPt h%/ﬂé@&e@msagem tHeecA €8 laneording Ve thssfollowingstheeeptensy server

(i f d Al ddi t f fiel ResU |1
51 heit el o5 acliont, oMY ea@ashoRe Seqe TR cameron 6 ORIl o wni ch
houl PARE rﬁﬁﬁs t
IS LRI e VRSARE paRBRORA B id sROE voeel RtbriRssage o
cl igntacs NERMYRore SVBRES s hés useds e Sosomd( HRTNB covstrects porH TMII Fera i opri at e
URL. If ded th ERe R t | b d.
a ontaiet M onbrbaman SRR nlBo R ap ool P3, gl phpw! eoe uoet

f SiehtPaRVEReBtle TiasE the JIPls two
W@tbpﬁ m%ﬂﬁt@éﬁ%@ﬁé%ﬁﬁ ACSURL, vvr?lch conqtla%g; t he

ocorth@ﬂPs)Sﬁfs tMERem ovdr theTesitatdishedheonvpetiong HHaHOBOsSrEet TeEeiv et “Ghe

est abl.i shed connectj.qon, If a ptq e ' i '{ﬁ@- tingrPr oxy
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Hofv{?)ﬁfnﬁ?%ec?%ﬂg@s}? usi ng the ACSURL%?}S% the. HTML formthat included the

PARm; fHeeA CEISR Lufpam theddEML fogmy that ipglpded thePARSA: directly fromthe MPI, or
forwarded by 15 the proxy server), initiates the authentication g’?l ng the

appr opr i ghe AU, hawohireadiving tahBAReR . (eitives dimetly Sy theaVBLperoforwardet dived phone

b t th nh f | d .
el S A st 10
pO' gqsesg Seb¥%tdrSEbER: emaég@aﬁupubmwﬁbmnmmmmm Thi s
pr o oco

xtension requires that the M to | iish @ _coennection
‘Wi t hARRg (1A@sppbed3®s1th@ HeHplme ESDSIPA @lt Péé’ad Ei%%@e fIPSUENA | 1t ‘”réic
restrict th«% aﬁ ity to create such out- bound connections, and will often
onl PapageRet PBREt fon to a specific list of known trusted |P addresses.
The purpose of this restriction is to ensure that "Trojan horse" software
25 on the nmerchant system cannot open a connection to a fraudster's server

L,@nd sendgsensitivRic A FOR VOICE AND MESSAGING IMPLEMENTATIONS.

This protoéol extension requireé that the MPY Ee able to eétablish a connection With the
ACS to POST the form conta;lmng the PAReq. Many firewalls restnct the ability to create
such out-bound connections, and will often only permit connection t0 a specific list of known
trusted IP addresses. The puxpose of thls restriction is to ensure that “Trojan horse”™ software

25  on the merchant system cannot open a connection to a fraudster’s server and send sensitive

data.

Two variations of the system architecture can be employed with respect to the
“security/firewall restrictions. One version- of the architecture involves updating each
firewall’s list of known and trusted IP address. The other version of the architecture involves

30 using trusted proxy servers. In a fully implemented account authentlcatlon system, there will
be many possﬂﬂe ACS systems, and there will be no way to know in advance the TP addresses

- {o which it W111 be necessary to connect Tn order to accommodate the requirement to connect
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 FIGS. 13FIH 134 andhkt alinstratet andy gorieast ithetbasin messese sxphasgedgs ackeitt op to

bottom and.the ness transm.ssi . | he: di i.opal
Bar rigie tlfgtgmng(sﬁenaq ?ng}l% Nee i eggrglgg-lﬁé %P@h%%\ll\lﬁ%ird;ggi@qqg% IgAL%gs are
tr aneRY sbQerst WU 13 doedXie PRy aErvefsat iecach RAFIGEL 1§ ahd dds thetdceourdi r ect | y
between an ACS 20 and an MPI. FIG 15 illustrates a tlé??i cal ar %hi tecture
t haauthentigation processmBoswsYs Feasiagdo ppiie aud the meggage REBSRISHNY A SIGR e 1 o
se ”ﬁshg%@e%e&@ TB59209fe il BEreRALE NAlE M Py 120widiE PIATRL 00 PAFRRUL t he
trahs I'on, "and requesting i1dentifying data such -as the cardhol der
passrearasmited thidGsh shootydseaverpratier dindeing rasniitted disectiydinbyensicat Ao t he
-cardhol der _and associate it 25 unanbi guously with the request. The ACS
2Qeval fay wish to develop this capability, or may wish to work with an

- aggregator that has the requisite capabilities and rel ati onships wth
299 g FIG. 15 illustrates atyplcagl architecture t%at 18 use(!l —%or {fwo-way nmessage processing.

The ACS_ should be able to send SMS or USSD meésages to the cardholder giving information

about the _transaction, and requesting identifying data such as the cardholder password; The
ACS should aiso bé able to receive the response from the cardholder and associate it
25  unambiguously with the request. The ACS developer may wish to develop this capability, or
may wish to work with an aggregator that has the requisite capabilities and relationships with

the relevant operators.

Regardless of what channel is used for authentication, the Issuer must be able fo

identify itself to the cardholder. In the “traditional” Internet channel, the Issuer can di_splay a

30 fairly large amount of information, including brand.logos, and such things as the “Personal
Assurance Message” (PAM4) déﬁﬁéd at cardholder registration. When using two-way

' messaging, the PAM 'may also be used to provide some assurance of personal identity.
However, a more robust method is required to ensure fhat cardholders know the service
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the rel evant operatorg Regardl ess of what channgl is used for 16 October2006
aut hentication, the ‘uer must be able to ide y itself to the '

“car dhol\dglisnbddzt he "traditional ™ Internet channel, the ligsggosfads2di splay a
30 fairly F.arge '

anount of information, includin rand | o uch

t hinmgbem alsch eotEiENEH KBOWRASS M%@s@ﬁe‘s ‘tsﬁmg’) 82’3?—“??%912‘?5 csaggrlg%%l der

registrati.on. en . using. tyn- o | tRRA&DY tiRymetikmpeeatossed t o

prg‘}‘?‘g_@r’%ﬁ%‘g%?%céﬁbﬁeﬁﬁoﬁﬂgﬁﬁﬁ%agép However, a m)reﬁrmﬁ)ust et hod

isaﬁ@@&iﬂo@@aéilgr&ﬁﬁbﬁiﬁedhﬁﬁpmﬁaddhol ders know the service 48 0 0 16 Cctober

2006 WO 03/090027 PCT/ US03/ 11952 nunber (al so sonetines known as a short
“'code) that is used by the Issuer. This service nunber, which defines the

origin of the incom ng nessage, is provided by the nobile operator and

- gcannot easily be nodi fhRAFERREPPOTSTENVONERFEFGIRRED SYSTEM NETWORK FI G 16
Il lustrates a tel econmunicati ons network 800 suitable for inplenmenting an

- enbodi f the nre ' Yo Bhitdbly €Y ivglemBptingp e use of
_any sui”ﬁbi'gl6 {‘E’F%*Q‘Sm%%aﬁ%hﬁ%sm%ﬁﬁ{g@@myl i nvol verﬁpg?f f er]_ie%t ' ,
har Siei@mest & @6 eRéseaOfiventicn. alité presenti hventontmay swkediss of fFEH SEHBYE

di scussed bel ow. The bel ow descri ped,.pet k.s a ' di ment
of ‘leomtuasshimpeeRoASY MDGB RV Aig ik BEECH Sifiytd ATRAT T
tel (ﬁgtggg}; {‘,,ibo;ﬁ%(oggg}%n’}ﬁ é@ociibcfdsmtbe?awq‘ﬁe%wﬁm' cam@twak s armafeaeti ons

. usi [ : ravel and entertai nnent cards, and_ot her aﬁr%\éat e
10 abghb@nher 8P ticetelicymmamistionh ectwsroi2 ofaFKb bupsvese A3 AaHSET i ons

for other networks, trapsactions usin : usi ng
SetlecompBIeNant PAMEHCTROHPPAR AU DA AT oy s S eyt oo
_ traps ‘%it i ?r&t ShrRER CRREEC dnd bRy phiviizelabtamdrpoprictatyhearile aflhometwddar i ng
-and™Sett eent ser vi ces. Authorization is when an issuer g‘gé)rol\{e§ or
dechlspesipposial ASM rteamsaations nfor beher ackVeRls.c FARRCHANY Mg PARFT 0P E4En s
di spersed. Cearing, i S,wh a Al I § i Jf.Oom an acquirer to
an %?OW%&??Soﬂ%mg%%ﬁ)? n@%&g%@&% gﬁ%tﬁ%ﬂ\é%ttﬁﬁ%ene nt is the process
of calculating and, determnin e net .fli | e LREhageEr
15or al | ThawsHerseewds 46 Ifrﬂ%etsgeéjlt' En%&#gd'ﬂ&%ﬁt@%g{a ﬁg):ntzggihﬁg%%e of funds is
a se ér%@% &Fﬁg&s SauthbARARmt ik When GaNsdier apfirbessi aradtclindseasdes tiabagieen | ed as
eitﬁ%ﬁ a dual nessage or a single- nessage, transaction. A dual flessage
t r ansfcs h@mdMscsisrﬂnaﬁWdc@-qah}éledlﬁwse@i faeapnens eyatFWs?ﬁt’r?Btlf IRV Z&ed for
an aut hori zati on deci si ; ' ] didetiitddnt ifherg¥eédson f or
cl e&Foh a0 AFIPERLQ f”éWéﬁr&glﬁpgﬁ%lgﬁg%é%gg%agr%E(s“ggt igoen is sent (?ri;uéfe Sf or
- aut B%H%ﬁtaiﬁag A0 GeRpmBnng dienset dnanciahpositioh sfetach enember for 6H FeFHICRS wel | .

- Typically, authorizatiaon, clearing and settl|enent all occur on-line.
20  that are cleared. The actual exchange of funds is a separate process.

Trénsactions can be authorized, cleared and settled as either a dual message or a single
message transaction. A dual message transaction is sent twice—the first time with only
information needed for an authorization decision, an again later with additional information
for clearing and settlement. A single message transactiori is sent once for authorization and

25 contains clearing and settlement information as well. Typically, authorization, clearing and

settlement all occur on-line.

The main components of telecommunications network 800 are interchange centers

| 802, access points 804, 806 and processing centers 808 and 810. Other entities such as
drawee banks and third party authorizing agents may also connect to the network through an

30 access point. An interchange .ce'nter is a data processing center that may be located anywhere
in the world. In one embodiment, there are two in the United States and one each in the

United Kingdom and in Japan. Bach interchange center houses the computer system that
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The mai n conponents of | ecomuni cati ons network. are int er th@stger 2006
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center. The access point facilitates the transm’ ssi(? ,-Of massaﬁlga} agd files
- 10et veer. t Bbe ecsss padt daaliteles dis HARTRISTYH Pe FICSIASHD AR ﬁafstfp%wam %Fati-on,
 clearing and,.s SN upBsti L1920 1i0n, 112548 seienBRCoffMsictoncal |y
Ioc&?éﬁ%nlﬁgﬂ%aﬁgéjﬁ a ceﬁﬁéérﬁlhgﬂ?%gfé&;ﬂag?%pri et gr rsfessage_ format as prefer
by tleksCeYS erid 828 dnt aypicaibebsalninlcewitkin § senttr ayd nse pauep@any MPSSASAn
acquirer, issuer,_.or other entity) 15 houses processing systens.that
supﬁ@ﬁmatﬁﬁmﬁfﬁfrhytéﬁ&e‘gﬁ%i ness | ocations and nmaintains custoner data and
billing systenms. Preferably, each processing center i.s |inked to ene or two
i nt'erchar&%éﬂ@@ﬂ@@s@gpﬁ@ééé@ﬁb & %Frlécﬁﬁfﬁwgbf“eﬂl REAVTRE 185065 95 PR A R ange,
nd.if the ne ' ' ] tah@ MBusiddd®  10B/1oN T dhdauiapitaing cal | y
1South8§15‘?sr gﬁogg%ﬁf%ﬁgsf%%ﬁé‘g%%%}gﬂr ;%&ﬁla?grchan_gse cen,?er.; Each i nterchange
cente@ktonser dhanbibilling systemb] Pedfetably, oadheprofessivgasaiey is ukeddnoae O tWpj s

| i nki ng _enabl es prqcessi ng centers 0 nica .1 ; rough

one INGFCHAPEL COHEE %{a?ﬁg?ém it “e‘?lgi.e(’tﬂ{i g?) ?he%%egg %q%%ﬁmél t g‘rﬁg{}ctg% gg{g%gé‘gs t he

net V&E)Eﬂexﬁ:fes %&%ﬁﬁ%sq Ofh@ etivhAO Uatbridieally 6 teb afgRactivniseto. aFsscbhdary t he
WO

- net ensures that all links have multiple backups. The connection from
one iptirgtangé ceter. ndanbrinterchangrocetter issalproinkedde )l of thej other MtFRIANERS ead,

L e AR S SIS DT oBEPHLR J8  obbish ik o0

aut oilics@liktérchinlde cdnfers) | ABol pr@ssiys cemprs3d hourse dhavinstwarkaiofiather change
center to provide on-line ' : lifks h _
programs through the interchange center. Further, the nefwork ensures that all ave:

. multiple backups. The comnection from one point of the network to another is not usually a
fixed link; instead, the interchange center chooses the best possible path at the time of any

25  given transmission. Rerouting around any faulty link occurs automatically.

FIG. 17 illustrates systems 840 housed within an interchange center to provide on-line

and off-line transaction processing. For dual message transaction, authorization system 842
provides authorizétionA System 842 supports on-line and off-line functions, and its file
includes internal systems tables, a customer database and a merchant central file. The on-line

30 functions of system 842 support dual message authorization processing. This processing
- involves routing, cardholder and card verification and stand-in processing, and other functions
such as file maintenance. Off:line functions including reporting, billing, and generating

recovery bulletins. Reporting includes authorization reports, excep_ﬁon file and advice file
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| nt e 0 a single service for all_ products and sertvices. .earing
cont ignilesent Oartte fundsr transfer] reqysaisasnd Wrwd%y@ftmﬂ@ﬁ@ﬂgna%‘%?seﬁ?@ 1S'FI G 18
il lustrates anoth vi ew.of t ! . - h¢ 846,QRsuaRgWOT K
Hbo. S?ﬂ?‘@ﬁtﬁﬁﬂcepgmw\&é%st Setrtﬂﬁgéég%%ﬁ&ﬁ%&b%r?gr S?%S@Fg?hhgor_ procestgi ng all
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performed separately by sysiem 844 and system 846. '

FIG; 18 illustrates another view of the components of telecomﬁ;uﬁications ‘network

800, Integrated payment system 850 is the prlmary system for processing all op-line
25  authorization and financial request transactions. System 850 reports both dual message and
single message prbcessing. In both cases, settlement occurs separately. The three main

sofiware componenis are the common interface function 852, authorization system 842 and
single message system 846. |
Commbn interface function 852 determines the pro'cessing required for each message
30 received at an interchange center. It chooses the appropriate routing, based on the source..of
the message (system 8.42, 844 or 846), the type of processing request and the processing .

network. This component performs initial message editing, and, when necessary, parses the
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~initial nessage editing, and, when necessary, parses the 51 16 Cctober
2006 WO 03/090027 PCT/US03/11952 nessage and ensures that the content
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o , Bis an exanple of a b| ock.diagram for uter system
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Processor(s). 9 al.s f ntral processing units, or CPUs
ar emﬁfppﬁé#f?rogasﬁéor%[bdgﬁ%\%g%ggg{%?%F%glgﬁg mam)rs 924. l\/e?mry 15 924 ') I
i ncl udes_r.andom, access - f ROV is wel:
known i nF Il(ﬁew {s W@ﬁ%ngﬁ?ﬁﬁﬁfg%ﬁg% rslg;?%cgfoioéns chefito L
u nijs'ﬂ{e&?ﬁ.}é SRhe) WRleWageSRs sahgsteRAMPrscessee) Ogpialad teferted toraansiitesl dat a
an

I'nstructions in a bi-directional manner., Both of . theéf tﬁ)es of
menpocassingayiisn of GRLAmYe euiplehiosiompst Hevieehisaiidme BENgR Firedf B Ydscr i bed

el ow. . A fixed disk S, ; & AHD H=di Sk 0 APk QR it
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t heleRRPI B8 e RO tsmedimsfie datriand dnstivetions wiidizsdticnally to e GBY &3 used to
store prograns, data and the |ike.and is typicall r t of age

e ROM dagen i de R e inaruins B p ik ik fonel SR0RAR Kot g8 208,
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in appropriate cases, be } incofrporated in standard fashi on as  virtual

membélywi NAnfadr §isio 926 iRelsovabiled di-diredimalirjo CPY §2%dt prwides adifionghy of

2(t) hedgtg s cl)thagé EQE&%‘%‘P&% rrxr:t%?rla sodgiscﬁlrd'e ba%? &?&hg%omputer-readable media describt_sd _

_ below. Fixed disk 926 may be used to store programs, data and the like and is typically a_

secondary storage medium (such as a hard disk) that is slower than primary storage. It willbe
appreciated that the information retained within ﬁxgd disk 926, may, in appropriate cases, be )
incorporated in standard fashion as virtual memory in memory 924. Removable disk 914 may

95  take the form of any of the computer-readable media described below.

CPU 922 is also coupled to a variety of input/output devices such as display 904,

keyboard 910, mouse 912 and speakers 930. In general, an input/output device may be any of:
“video displays, track balls, mice; keyboards, microphones, touch-sensitive displays, transducer

card readers, magnetic or paper tape readers, tablefs, styluses, voice or handwriting

30 recognizers, biometrics readers, or other computers. CPU 922 optionally may be coupled to
another computer or telecommunications network using network interface 940. With such a

- network interface, it is contemplated that the CPU rmght receive information from the

network, or might output information to the network in the course of performing the above-
| B 52 -
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st Qh@grbsd @mﬁm(ﬁsm@gpmmamm@b togideyices (BLP dﬁﬁé’g@@/ W ®yrated
ge(ﬁ’é‘@ii’ses(m '“Srpct?%gr a[‘qll;_ gcﬂé%%lé&qehgﬁ{dhg& ﬁ)eb cogoe sugﬁmaéﬁ%glr oduced

150V & % er RREL dddeeRat aﬂéex@:&&tbﬁbylamgrdpu@hmmgenememg@rthat are execut ed
by a corrp t r u5| ng an.interpreter. Wiile this invention has been described
In ternbygh %ntﬂiheﬁa%rﬁeﬁﬂ B TR Mbisns of Seeeal q:refeabd endiodonents,

per nut atl ons an equival ents, which fall wthj e of t |

i NVigBlel afe akéraidgupetmaitamnse andtegyiveleats, tW@F’é %ﬁe ngy%é‘?p ts‘é‘?f-'f?af’?\}ﬁ‘ Sways of
i npl ement i thods I 1@ﬂ1@ﬁ1§¢ the It is
t helEeRa- Pﬁﬁéﬂ‘ﬁg& 2% n? ﬁ?‘% eggma?]ég Eﬁg‘g%‘élﬁﬂg%p’% ai s %e i nt egr)preet ed as

i nCJﬁI ﬁfo{iﬂ afid bpSedset! dfetha picaerst, inpesttiont dt isoherefamdniendsd, direthesolioyingg |

e true rit and . scope o e present_in ober
2@ 00&ppe@iAl N@n:lljs beslg)llter;)reted as 1§c1u(§2mg aIl Sll(gl atte ratfons, pé V?aq}olng %d%ﬁuﬁrgle%

as-fall within the true spirit and scope of the present mventlon '
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W claim 1. A nethod by which a trusted party authenticates thes Oceidr 2096
of an account holder during a transaction between said account hol der and
~a requesting party, said nethod conprising: establishing an onli ne,

I nt ernet comruni cati on connection between said requesting party and an

I nt er net - capabl e nobi |l e device of said account holder in order to conduct
said transaction; creating a condensedLAlM¥enti cati on request nessage at
said requesting party; transmtting said condensed authentication request
nmessage to ¥& datm:usted party via said nobile device of said account

hol der; verifying the identity of said account holder by said trusted party
using an identity-authenticating token received fromsaid account hol der;
creating a gondensgdnalbhemidCArh QL FREPRRREAHERSSHRE RicttitySFiat abfoinf €d party;
transmtting said condensed authenticatiion response nesSage to said
requesti ng paldeydwing stEndacivhibebvate vhidecofuns holdermandaunqudsthgiparty, aaid

val i dating, : by said requesting party, that said condensed authentication
response negéeﬁ&’éiqoﬁﬂ)lné es that the identity of said account holder is
authenticated, whssiRRNgtAOnlifEThictntt Smdahla@GLMRbctRAlB eehSaid
authenticated by said trusted party for said requesting partgl. 2. A nethod
as recited requestiigranty wheé pelnicwet-ehpeblg snahiledlavicy of spidwccourtiholder fragrder

mai ntai ns a . .d_account hol der, said method further

conpri si ng: ?"-‘\?}"glr%‘ﬁ%%hdé?“‘%%@ﬁi d issuer during a registration process, the

identity of saidcaatgountodtiehsdrauntibi®iof\WfiestGhessadctht 8416 BetjtibstRidtharty;
designating a registration token for _said _ account; and conparing said
recei ved i denti t FeRRIHERREONAGPSEd Rehenttrations fequest mepwage & said irBHed a t oken

previously ?%gﬂ%ﬁ (f)tgfe_&@jcgoggﬁggggoug{ha@;rd account hol der, whereby said

i ssuer verifies the identity of sard account hol der 54 16 COctober 2006 3.
A method as reci veulfying thaydeotity aifsaidecqmebeldemnlyy sidirasedpetyaisingsai d

identity authenticating token is a sword, are nse to a question, a
crypt ogram b&?g?yv%}%ﬂfé‘“g?wg@crﬁ?eﬂv‘%géﬂ?_531. af&‘:?%‘?ﬁ “las recited in claim|
further conprisi Rgatihd @e&mehéedraqtr@nﬁ@a&foh'r@s?bh&r}n&fsag%ryi Qdil MRBed pagyiest
message fromsaid requesting to said trusted party wherein said
verification of énnshiktingraidwegdesed pebsatipetipmrsspehse message to said

requesting party via said mobile device of said account holder; and

validating, by said requesting party, that said condensed authentication
response message indicates that the identity of said account holder is authenticated,
whereby the identity of said account holder is authenticated by said trusted party for

said requesting party.

2. A method as recited in claim 1 wherein said trusted party is an issuer that
maintains an account of said account holder, said method further comprising:
verifying, by said issuer during a registration process, the identity of said
account holder as the owner of said account and designating a registration token for
said account; and
comparing said received identity-authenticating token against said registration
a token previously designated for said account of said account holder, whereby said

issuer verifies the identity of said account holder
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an account nunber of said account hol der; determ ning, by said 16 Qeotked2006
party, if an account nunber of said account holder is contained within a

| ist of enrolled account holders who are capable of being authenticated by
said trusted party; transmtting a verification of enrollnent response
nmessage fromsaid trusted party to said requesting party through the

| nt er net whar ei nAsaéttiod ey etitesbiniaon ooé of tha podckdmeg clatres pbas sabidanidy-
indicates if tﬁai d ccoEnt. nunber ids cont ai ned w ﬁhi n sa%i d list of enrolled
account hol BREPEIICAPRE ORTF 5 BT X TCERB I § ALSHOY R EHREIR A BEEi on of
enrol | ment EB&NPESEcardeSsage that includes a chain of trusted party digital
certificates. 5. A nethod as recited in claiml|l wherein each of said
condensed nessages are |Internet-based nessages that are nmade up of

mul tiple el gnent h. have.an | ement _nane tag, each el enment nane
tag havi ng g‘ fi r%‘t&%}géd gslarz%g],tecggi%anﬁ‘e]t meﬁfmmgwg'corrpri sing: replacing

each of the el engatsnilaiig o agificidnofent@Hiket tdqguest iesdoe feth &li¢reatstingane t ag
that has a second tag size, each of the second tag sizes being smaller than

its respectdspd trysted parygvigreia saig vepifipationed earollment reguest message Blidss ¢l ai s
1, 2, 4 and 5 fuhNREaeP BPLS hdunt HggQNstructing a conpl ete authentication
response nessage at sal d requesting party by conbining said condensed
aut henti cati on r dspaniamgnies sadjeusted parga ifan @vairdt abmberdf sa@l adcoet bielded ng

party; and validating.a digital sjgnature of said conplete authentication
response rreésscé’&@mefid’%g%f‘il'ghqf?qqra‘ﬁieaﬁﬁcmﬁéh‘?lfl?r§“@Paé%ﬁr’%ag]@@égﬁ@ghol der is
aut henti cat ggherRafb8 bPShiARREEAQRy, 7- A nmethod as recited in any one of
clains 1, 2, 4, and 5 wherein said trusted party is a financi al

institution. 8. hammiling asesrifieatianeel dnnolbmsnt oasporst nudssagestoly sfid trastechd 5
wherein said requesting .party s a nj i ne rchant., wherein said trusted
party is a P?Waﬁcsimaf]ltre_ 'geéflf‘)% B#yotp?,mu%@? iﬂt‘?{n%té?’ r??éﬂ@é’(‘f’flﬁﬁﬁwflé&a fi nanci al
transact i one@tmeheisionsSticthads Haites of safPdcdouR GERbBE iskeh@Ried withiRi nt ai ned
by said trusted party. An account authentication systemin which a

9.
trusted par 83id gt Hfentalled eeepuphioldergeandi t y of an account hol der with respect
o : Al nd
to an account “fﬂcpﬁiér?gség %gesn%fbtn' 24 Qﬁﬁé’iﬁ%‘grﬁﬁﬁsaﬁ'{)g of‘g@%&%mg?ée}%%%eban a

requesting party, m conpri Si Ng: ernet-capa ile device
of sai d acceiesdagheatiicludes a chain of trusted party digital certificates.

5. A method as recited in claim 1 wherein each of said condensed messages are
Internet-based messages that are made up of multiple elements that each have an
element name tag, each element name tag having a first tag size, said method further
comprising:

replacing each of the element name tags with a respective shortened element
name tag that has a second tag size, each of the second tag sizes being smaller than its

respective first tag size.

6. A method as recited in any one of claims 1, 2, 4 and 5 further comprising:
reconstructing a complete authentication response message at said requesting
party by combining said condensed authentication response message with data
available at said requesting party; and
validating a digital signature of said complete authentication response message

to confirm that the identity of said account holder is authenticated.
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a requesting party server configured to communi cate online over tlB®ctober 2006
Internet wth said nobile device of said account holder in order to
process said transaction, said requesting party server further configured
to create a condensed authentication request nessage and to transmt said
request nessage to said trusted party via said nobile device; an access
control servVer cémmetbbd esirebijecsiaiagy tone sf eldinpal, Ry 4.cand Scafréigsniddrusted

conmuni cat e_oyer. the I.nt]ertr‘%. with said nobile device of said account

hol der, sai 84 AEASYE KBNS Y,y ver further configured to verify the
identity of said account holder wusing an identity-authenticating token
recei ved fromsaid account holder and to create a condensed authentication
response nedsage? melodas wgilessinyany opapt glaes t.Waf endd ddietein eaid raguesigt o
receive sai hent | i on nse . and. val i dat e
that saidr g%&ﬁg%%g%%ngg%%g%%ﬁﬁtd%@%[%}ens K% {ggs?gf%aé%i 1”2?1?’?'%3316?&@%%&1 >account

hol der i s awfhbeit ifdiratactidh is Afinasddufinsatiioh and bateinaidyebaimodsaideci ted in
claim9 wherein said requestin party software nodule is further

confi gured AeropBicidariymaingai Bibtragiechaiti cati on  response message by
conbi ni ng sai d condensed aut hentication response nessage wth data

avail able at said requesting party and to validate a digital signature of
said conpl 8t e adnheodint atthenticatapoysten iressiale tiusted pafty awhéhiebtes the | dentity

of said account. older is @ﬁéhe%icated. 56 16 t.ober 2006 %1. An
account aut HERENYAEN SReERfisTaith gspectip haceruitduaing A Lrapsantie PWest st ed

party is af‘sii§§bt%'imfﬁlﬁ&err£ﬁiiBtr@ddéﬁil?gb%ﬁcmé@%st% flpfis@gcount hol der, _
wherein said access control server 1s furp er configured to verify during
a registration probdenet¢apable gembiletdgviot ofsdidlaczouniheldenol der as t he owner of

said account and to de[}?{{gﬁ%?ftye a re 'stra%ti on toke\%f r sai gha ount, and
wherei n said acc&L&%d SEVFROTHgurSd 1P FRMMUDIAR NPE 8V 4he BEERSe an
i denti ty- auth@nkidaasbitev ko sdid aBicuat Bola&Ga Uider ROprdesss 3ad tlhafsacAti hent i cat e

the identity of said account hol der based upon a comparison of said
regi strat i oftifl SRBESHENerts apuyer Meter eopfigutedde eieaigta qogdensré puthargication account

aut hent I cat !ré?f&e&ﬁegs?%g%ﬁd [ S hdsh it ébaﬁ %@ﬁ%s?g%g%fge fd ?Jic['ﬁus?eog&ﬁf&a sfigr t her

conprising: a verl tiron of en nse nessag at indicates if
sai d accountnobiiedewte;is enrolled in an authentication service, said
verification of enrollnment response nessage, i ncluding an extension field

that includes a 8RaFsEsotontplesyad cpaireled by sgid ustedararty and spfigurediia

communicate over the Internet with said mobile device of said account holder, said

access control server further configured to verify the identity of said account holder
using an identity-authenticating token received from said account holder and to create
a condensed authentication response message; and

a requesting party software module configured to receive said condensed
authentication response message and to validate that said response message indicates

that the identity of said account holder is authenticated.

10.  An account authentication system as recited in claim 9 wherein said requesting
party software module is further configured to reconstruct a complete authentication
response message by combining said condensed authentication response message with
data available at said requesting party and to validate a digital signature of said
complete authentication response message to confirm that the identity of said account

holder is authenticated.

56




wherein said access control server is configured to transmt sdbé®ctober 2006
verification of enrollnent response nessage to said requesting party
pl.ug-in software nodule through the Internet. 13. An account

aut hentication systemas recited in any one of the preceding clains
wherein said identity-authenticating token is a password, a response to a
question, allcrypnegeami @mth@rltxﬁailmsyfsrama%recﬂtndpn@hnm 1 wheremmalddnmtmt

aut hent i cat i on system a

Shereln ol b R SERARRFLER Al PPl IR RS Rn Soli e <

account of gejesk conroPsbiter ROTEBE: cobBigudd 18 G6afyHuriab b henittAidh ipfiteSyhit em as
recited in claim14 wherein said requesting party is an online merchant

who conduct &eatity e spidiageount heldetcasi thnownerpfsaid accust andqio d@@g@@fza 16. A
method by whloelafloh [38h RSl AR doYo @ DANIEAL 85 LSS SR L dlis Alyapcount
hol der durlné ransaction weer sald account- er an a requesting

party, sai dconfifubaitocessprd i 1d@it1t§-ﬁuth6nt@21t1ﬁ@ ke B0Mm sabdnduaitiogles andito
transacti on between a nobil e tel ephone of said account hol der_ and said
requesting BRPERLicEiFdhe &emﬂa’sqf sgigiageouh Al e baged wRpnAGomPagsen ¢iseid wo- way
Tessaging_ Sl on RERH WG salﬁu&.g&gfahﬁl@ﬁﬁ&ﬂ nf flfSt message from sai d
requesting party to saild trust arty over e Internet, said request
message not being routed through said nDblle t el ephone; establlshlng
comuni cat i 5 bet ween saldhnnblle tel e hone d said tg ste rty over a
second voi ce“chaffiéccyint BYheRIAEOD, S LIREDY RBSE é i

transm tti ngyafer 8ethHedih cgcatlng t oken fronlsald account holder to said
trusted party over said second voice channel or by using said second
messagi ng servi caveriigation of ﬁl@r@llmﬁgt reppgonsaingssegeithatidisates yf satdascoutgnt i ty of

~said account Ide n thentlcatl nding an
aut henti cat | Segrgﬁg% r?r%“sasue{%%mf:? IR IR F?’laqfeéﬁkﬁté%?afn%a 4 requesting
party over téspoﬂsawsﬁ@te ,ln(ﬂ@dlﬁ% RIeSRen6en B8 $Rd thoheles BRhAE of auited pirkr ough

said nobile tel ephone; and validating, by said requesting party, that said
aut hent i cat Aigital eestpligaies; Midssage  indicates that the identity of said

account hol der T S gtNGl ALBLed NS Y, AL LYo ke PO YeAHLIGTbE o2t oS

the identity of account sard request
enrollment response message to said requesting party plug-in software module
through the Internet.

13. An account authentication system as recited in any one of the preceding claims
wherein said identity-authenticating token is a password, a response to a question, a

cryptogram or a value from a chip card.

14.  Anaccount authentication system as recited in any one of the preceding claims
wherein said trusted party is a financial institution and maintains said account of said

account holder.

15.  An account authentication system as recited in claim 14 wherein said
requesting party is an online merchant who conducts a financial transaction with said

account holder.

16. A method by which a trusted party authenticates the identity of an account
holder during a transaction between said account holder and a requesting party, said

method comprising:
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17. A method as recited in claim16 wherein said trusted party H6O03®BbérDBOEr
that maintains an account of said account hol der, said nethod further
conprising: _verifying, by said issuer during a registration process, the
identity of said account holder as the owner of said account and
designating a registration token for said account; and authenticating, by
sai d trusted par togduttueg sattbimanstetionfbetwden sanalmilemelepbdmberf shidsecbunpbeider

conparison of ,said registration token.with said authentjcating token. 18. A
method as 88 FEUSIHESNG PRLOBT oS Bioaniig o PATHEE AHERAR 8 o
aut hent i cat LResabRl@Briic: @ password, a PIN, a response to a chall enge, a

b

cryptogramor a value froma chip card. 19. A nethod as recited in claim
16 wherei n the opadag aptlntisatingi raguestimessaga fromsridoaquesting gaytydssaifessage

_ _ _ ceuftrmrseidoagy i
et ober. 20080 B hBPoRf gfolsPoct el iRt EERRBC b MEC4 SFARIARER cat on

request nesgaBdet op@sting said first HTM. formdirectly to said trusted
party. 20. A nmethod as recited_in claim16 wherein conducting said

transaction usescyghlighingjcpmmupifatian befasre paid wedile telephnne aedsaihirpsete d
communl cat | BiuoRs a%@éo%d%gc%%g?%%'l 6y ﬁég?ﬁ%& ?Acopé %9-&5?5%%&% slgg% :

conpri si ng: d requestin se of sai irs ¢hannel
before said trustraskmifimigtay aaticatidatin eskea drom sid atdoant nlddr tS adidltrastednd voi ce
channel. 21. A nethod as recited in claim16 wherein the operation of

sendi ng sai BATAOYH &R send yRIGe LapEIRE B iplsingiiq sesAnd HiceFagingseieieparty to

sai d requesting Q@th&&iaa{h&ﬁ,%?%éidqﬂfé&ﬂir}%gi:th&ﬂiéﬁ{i hig%céoﬁl?ﬁ&ﬁg i form

contai ning said authentication respo nmessagé; and posting sald second
HTM. f or m dsaideuthynticatisgioffen;egdest i ng party. 22. A nethod as recited in

claim 16 wherein _said sendin f authentication re st . .message.i ncl udes
sendi ng sai d aut ﬁ%'ﬁfrigcaé]tqugﬁnﬁ‘é%’g?é‘&sm’éﬁesrﬁaséagér ‘?ﬁ@%lilﬁgmrs@a@@g ?(ﬂfj“‘i)ar ty to a
proxy serveksquadithgfpartwaieh tig Irftanek, 8438 RePdhse Mdsedpe mBIHARS rotlRESBARMh T OM sai d
proxy server to said_ access.control server, whereby security of said
requesting prifmpbils tglephoagisad.
validating, by said requesting party, that said authentication response message
indicates that the identity of said account holder is authenticated, whereby said trusted

party authenticates the identity of said account holder for said requesting party.

17. A method as recited in claim 16 wherein said trusted party is an issuer that

maintains an account of said account holder, said method further comprising:
verifying, by said issuer during a registration process, the identity of said

account holder as the owner of said account and designating a registration token for

said account; and

authenticating, by said trusted party, the identity of said account holder based upon a

comparison of said registration token with said authenticating token.

18. A method as recited in any one of the preceding claims wherein said
authenticating token is a password, a PIN, a response to a challenge, a cryptogram or

a value from a chip card.

19. A method as recited in claim 16 wherein the operation of sending said
authentication request message from said requesting party to said trusted party further

comprises:
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23. A nethod as recited in claim16 wherein sending of authenti ¢aOrtoper2006
response nessage includes sending said authentication response nessage
fromsaid trusted party to said proxy server; and forwarding said

aut henti cati on response nessage fromsaid proxy server to said requesting
party, whereby security of said trusted party is increased. 24. A nethod as
recited in clai mncdttmbiargd firss AITME forst comessiagisad asthestication :2q86  or uses
USSD, and wherein s%i d second nessaging service is SM5 or uses USSD. 59 16
Oct ober 2008™%¥6% R% et hod as recited in claim 16 further conprising:

creating a verif psatnsQRidairsteHT oI FRAdikadHRShidBEsAGRAryhat i ncludes a query
as to said trusted party's capability to authenticate the identity of said

account holder and infornmation regarding the comruni cations protocol used

by sai d nobije tel R f. i d.account holder:. and . .transmtting.said
ol i cattoflor " SBRRRgs Reired B Buf AN M R B A TR TR s o
sai d trust edirpadicy chael, WhaBiMadd agatlRtied eshnminiChtinsédsdidisdcbed vaiedpri si ng:

creating a verifjication of enrollnment response nessage that indicates
whet her  safbrnnel, said methad fyrthercopmpaisingpabi ity to authenticate the identity

of said account et rapsm tiipg. sal i caty . | ment
response nessage Q@lri gﬁug %ﬁr%rlﬂ{tﬁr g g@@g] u%%?f%‘fg}sg‘ééﬁlgé #%a!aggsdte?dr%a 9%%?‘?§/t8& 27. A
- method as r eaity edahlzshes coimudficdtion tolver sadbsgoondsvaice chianhdll at i ng an
aut hori zation process for said transaction when said authentication
response nessage indicates that the identity of said account hol der has

been aut henbi cat atne@d aARAGEAMinAI RASLIGAE bARaTSIEhdiRy Whi ch 2 LT ust ed

party authenticates the i1dentity of an account” hol der durihg a transaction
bet ween sai duthewtarion tespehse mmsshga fromespid Btiited)pptyr tosaidgequistysparn
conprising: .a,mobil e.tel ephone of said account holder; a requesting party
server conf ﬁ&fﬂeéa"%ﬂ%eémmm cate with said account holder in order to

process sai d tragsmiutiy a Ss2bfld HIWME Frhi\ebnRakihy sfi8 aM@EntidatibARispseBf i gur ed
to transmt an authentication request nessage over the Internet to said

trusted pa_rtffyff,ssaﬁe;qud_st voi ce channel or first messagi ng service used
bet \A/een sai d req'ﬂgﬁﬁfgrégid second HTML form directly to said requesting party.

22. A method as recited in claim 16 wherein said sending of authentication request
message includes

sending said authentication request message from said requesting party to a
proxy server; and

forwarding said authentication request message from said proxy server to said

access control server, whereby security of said requesting party is increased.

23, A method as recited in claim 16 wherein sending of authentication response
message includes

sending said authentication response message from said trusted party to said
proxy server; and

forwarding said authentication response message from said proxy server to

said requesting party, whereby security of said trusted party is increased.

24. A method as recited in claim 16 wherein said first messaging service is SMS

or uses USSD, and wherein said second messaging service is SMS or uses USSD.
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party server and said nobile tel ephone of said account hol der t o p&ioE® 2606
said transaction; an access control server controlled by said trusted
party, said access control server further configured to send an

aut henti cati on response nessage to said requesting party over the
Internet; 60 16 COctober 2006 a second voice channel or second nessagi ng
servi ce used>bet favethedpsirenittsi inglaiml ldpoher compsiging: account hol der and sai d
access control seryer. an.iaujé.hen%i calii %ﬁ toketn that |s .tra&sm’ tted from
sai d account hol JEPUHER EAIFAUGE QefollgrTtraiieddpeapes e ndUs “WETHY voi ce
channel or seeanGuiRBSRG’ IEhpabilY ©euthchfidde RULNRAtY Saldcs Rl 8bldeoad gur ed
to be used by said access control server to authenticate the identity of
sai d accountifpigmagien regarding theegouauniepiiopapiojocebiseddy saigwerhils teleplionggfed t o
val i dat e t hat. ' entd cati on response nessage i ndicates that the
identity of g%%lﬁ%‘loggtc%o##’% der is authenticated. 29. An account

aut henti cation sysatsiittag saidcietifidation ¢flcitdlnZshit Wa@es infessuge dronbssiichent i cat i ng
token is a password, a PIN, a response to a challenge, a cryptogramor a
val ue from EWeSIHEPEFY o s0d trugtediBarBlnt aut hent i cati on system as recited in
claim 28 further conprising: a proxy server that routes said

aut henti cation request nessage and said authentication response nessage
bet ween sai d6.r eqlastthodjapecited meilaier? Safucthaadothpasingss control server,

whereby security is.incregsed. 31. An account authentjcation system as
recited in clai nf%814a4 Yﬁ@f%&%ﬁf ?Ig@hta?m FoRehi RS s het Indaes %_ﬁ?tﬁv is an
i ssuer that siRk{bd PortPRasARE C4AbilRY toSRIEntiBRE MeNtlRY F8%id MREAATHBIRAI d
access control server 1s further configured to verify during a

regi stratioftgrocess the identity of said account hol der as the owner of
said account and_to .designate.a registration token for said account, and
wherein said acc%s Smlggllgtsg% Ve?@?%té(frg(ff:enfoahﬁﬁléfesgwinbeiﬁ?a&ﬁ%fog %ﬁﬁ‘fhenti cate
the identityugbd patyioaaiioviiestind gaty. based upon a conparison of said

regi stration token with said authenticating token. 32. An account

aut hentication systemas recited in claim28 wherein said first mnmessaging

service is % ohlgg@&%gﬁgpmm%émﬁ@m}h&a&g%}%ﬁl nd nmessagi ng service is

SMS or uses SD. n account au I'cation systemas recited in claim
28 further conpr imtiatog anautheriziticairoess ifr seidreinkdstioh whequadt nmessage t hat
includes a query.as to said . cy .

gutﬁer%ma‘gon response message indicates that the identity of said account holder has

been authenticated.

28.  An account authentication system in which a trusted party authenticates the
identity of an account holder during a transaction between said account holder and a
requesting party, said system comprising:

a mobile telephone of said account holder;

a requesting party server configured to communicate with said account holder
in order to process said transaction, said requesting party server further configured to
transmit an authentication request message over the Internet to said trusted party;

a first voice channel or first messaging service used between said requesting
party server and said mobile telephone of said account holder to process said
transaction;

an access control server controlled by said trusted party, said access control
server further configured to send an authentication response message to said

requesting party over the Internet;
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trusted party's capability to authenticate the identity of sai di&Eetobert2006
hol der and 61 16 COctober 2006 infornmation regarding the comunications
protocol used by said nobile tel ephone of said account hol der, wherein said
verification of enrollnment request nessage is transmtted fromsaid
requesting party server to said trusted party. 34. An account

aut henti cati on syseawndasice gbirmeton sscoidanessa@ngiayise nssictveamrsaid oeltileon of
enrol | ment $§§%$St ﬂ?ﬁia e H rg%er i ncl udes an e{tensjon field that

i ndi cates i ° SUPAREHCP ML A0S PROTES ERRNDRYE 1YYy be sent to said
access control  sgavBéntibafi@Eiokin MEels thaRSmItRH FFoReai®hecblint Hdddd tdTsdd | e

t el ephone used by said account _holder. 35. An account authentication
system as r 8egeseepnitigl garegrpvessajthiccenhvaies ehanperar feaoad impesagingesgretd. ment
request nmnes I .4 u | der' s nobile

t el ephone ng8 E%@M@%ﬁﬁﬁgk%%é§&§§%?%§?%%é$§%$?§g%?ﬁ%ﬁ}%EMPQ@ﬁgﬁt%aid hash

to det er m nauthéntida® thelRiehiityyofehidsatchnabeidetndiol der can be authenti cat ed.
36. An account authentjcation systemas recited in ¢claim 28 further

conprising: a versaucslg ety seitvareanedrde configaprsiie vakdate bgbsaidhat i ndi cat es
if said tru : i) 1t - LG I ity of
sai d accoun?&ﬁ%Fggﬁgﬁﬁﬁgﬁgfhﬂgggggﬂgg#%¥¥%g@?gﬁﬁo Q%E@%%ﬁﬁ@ﬁ?“?@%g%nse
nmessage i s twuthasmatetled fromsaid trusted party to said requesting party
over the Internet. 37. An account authentication systemas recited in claim
30 further conprising: a verification of enrollnent response nessage that

i ndi cates ibgsai nldcbsi® duthBdidabo Stdnh 8s £BRGPII dIdid Is0wReEAGRLI cate the
identity of said account hol der, wherein said verification of enroll nent

response nesgsthgetidating fokes is a paseivendoarP B akesronse toch ghatlenge, ¢ oryptoigehn etjuest i ng
party plug-in fdware .nodul e, and wherein said verification of enroll nent
response ne%égggf?ﬁ%?§HB§a§% extension field that specifies the URL of

said proxy server. 38. A nethod as recited in claim1l wherein said nobile
device is a WAP tel ephone_and comuni cati on between said nobil e device and
sai d trust edOpar ¥y acgeynt pptbenticatppsysiane aasecitabin chaimetdgghercompsisingd i n

claim1 wherein §?3(5iﬁg( : R g—Iat %%'Eésfs};{f-d%yeﬁg{:)%%g% uegtzmésg gg:a&]ﬁ gigi 2006

contacting, by sai usted party, sal Vi ce of~ sal ccount
hol der usi nguthetitédatpincesponst mrssago besaed saidbeduestitgviaes sarvdr st @bl agkisng a

text message channel or % voi ce channel ; and
control server, whereby security 1s increased.

31.  An account authentication system as recited in claim 28 further comprising:
wherein said trusted party is an issuer that maintains an account of said
account holder, wherein said access control server is further configured to verify
during a registration process the identity of said account holder as the owner of said
account and to designate a registration token for said account, and wherein said access
control server is further configured to authenticate the identity of said account holder

based upon a comparison of said registration token with said authenticating token.

32.  Anaccount authentication system as recited in claim 28 wherein said first

messaging service is SMS or uses USSD, and wherein said second messaging service

is SMS or uses USSD.

33.  Anaccount authentication system as recited in claim 28 further comprising:
a verification of enrollment request message that includes a query as to said

trusted party’s capability to authenticate the identity of said account holder and
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receiving said identity-authenticating token fromsaid nobil e dé¥Ocebay2e06
said text nessage channel or said voice channel, whereby said account

hol der provides authenticating infornmation to said trusted party over a
non-1 nternet connection. 40. A nethod as recited in claim9 wherein said
nobil e device is a WAP _tel ephone, said account authentication system

furt her conpHPEIANER regaphipe st ORBYUNSALRRAS BIPtasal BseroBispid rartvicdeleplie 9hi d
trusted pargyq ag&mﬁﬂlfféf GherBfh said verification of enrollment request message is

transmitted from said requesting party server to said trusted party.

34, An account authentication system as recited in claim 33 wherein said
verification of enrollment request message further includes an extension field that
indicates if said authentication request message is to be sent to said access control
server directly over the Internet or via said mobile telephone used by said account
holder.

35.  Anaccount authentication system as recited in claim 33 wherein said
verification of enrollment request message further includes a hash of said account
holder’s mobile telephone number, said access control server configured to use said

hash to determine if the identity of said account holder can be authenticated.

36.  Anaccount authentication system as recited in claim 28 further comprising;

a verification of enrollment response message that indicates if said trusted
party has the capability to authenticate the identity of said account holder, wherein
said verification of enrollment response message is transmitted from said trusted party

to said requesting party over the Internet.

37.  Anaccount authentication system as recited in claim 30 further comprising:

a verification of enrollment response message that indicates if said trusted
party has the capability to authenticate the identity of said account hoider, wherein
said verification of enrollment response message is transmitted from said trusted party
to said requesting party plug-in software module, and wherein said verification of
enrollment response message includes an extension field that specifies the URL of

said proxy server.

38. A method as recited in claim 1 wherein said mobile device is a WAP
telephone and communication between said mobile device and said trusted party

utilizes a WAP gateway.

39. A method as recited in claim 1 wherein said step of verifying includes:
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contacting, by said trusted party, said mobile device of said account holder
using a telephone number of said mobile device and establishing a text message
channel or a voice channel; and

receiving said identity-authenticating token from said mobile device over said
text message channel or said voice channel, whereby said account holder provides

authenticating information to said trusted party over a non-Internet connection.

40. A method as recited in claim 9 wherein said mobile device is a WAP
telephone, said account authentication system further comprising:
a WAP gateway by which said mobile device and said trusted party

communicate.
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