Commruni cati ons Network Having a Proxy Switch Background of the Invention
Field of Gigeddyention This invention relates to nobile cepfyNsai/ipns a
nore particularly, to the use of a proxy switch in a nobile comrunication
network to inprove capacity and cost effectiveness of the comrunications
network and to offer a platformfor new nobile services. 2. D scussion of

ar r angerrent YT Mt of Mﬁfﬁ%&@%ﬁﬁt PP QA FRRAIIT, |

;e3e| J| X6TJL System and Met hod of Fault Managenment in a Mbile @

nunber of smaller geographil¥eswerk Having 2 Proxg Switchref erriing to figure
1, each cell is preferably served by a Base Transcei ver Station (BTS) 102a.
Several BT8adkgrpund eftheduypnéignt ed via fixed links 104a-n into a Base
Station Controller (BSCE 106a. The BTSs and BSC are sonetines collectively
, referred téd as n Subsystem (BS) | 07. Several BSCs 106b-n may
be aggregated into a Mobile Switching Center (MSC) 110 via fixed |inks
108a-n. The MSCThit(nwentien eadates toauehileswntnatnicagionxardanwee panticadyldo theonal

features to handl e nohili.t nagenent .requi renment,. di scussed. bel.ow), and
communi cat B SHATOTH S RE et RaP R A P50 PR LRI RIS IS Under
U.S. nobi | gffeivemdsk 8f the RefindhinfcabloiPhuERBik 2 té offenBpIMEsmansd nrew@asiaway MSC.
The home MSC is the MSC corresponding to the exchange associated with a
Mobi | e St ab4r¥®e{M5); this association is based on the phone nunber, e.g.,
area code, of the Ms. (The home MSC is responsible for the HLR di scussed
bel ow). Thg Gat % f Rk @Ot her hand, is the exchange used to connect
the Ms call"to %ﬁ%ﬂ‘ ently, some tines the home MSC and the
Gateway MSC are the sane entity, but other tinmes they are not (e.g., when
the M5 is roanm Adl)modeypimobilé yommukicsiion sygtemsdave o hieReghisdlerragjdnkdnt, if6 i s

co-located with the MSC 110 and a | ogicall ingular, HLR is used in the
mobi | e net Wg{i}q&l_aggggwp al%é"%‘?(%ea‘?rﬁ%dglﬁé‘lﬁ&ﬂgﬁfﬁ? %‘Rn]é‘?ﬁ?fwgre used for
storing Mapyodrihisl HeaseiMes bR REFRHAP0! A Calli Eglldils 'f)_?etf%raltalﬁf sérved by

Briefly, a nunber of radio channels 117 are associ ated W e entife
cover age an&ase Trapsaeiwdr Statin (BES 51RaeSeyaral BTiSold2l-n art aggregaipdvisflixehannel s

i or mat 1 ool Bt e B piton CRnEPRERES G, e ST PraS oA R 2TT) Vo ce
or data i nf@hémhdsudliedBelyrefoitel t6 adihe Bak®Btatidn SebsHHeSIBIY 10At Sévergl ati vel y
hi gh | evel of abstraction, nobile network signaling involves at |east two

mai n aspecBSCsdAGb-aspay be pearegadksinihaMoble dwitding &MaR) MY siadixefle rest
of the net 510 Wih 2G ("2G" is the industry termused for "second
generat i on)’,ygzlE c§ I"at er technol ogy, this signaling concerns access nethods
used by the M5 (e.g., tinme-division multiple access, or TDMA, code-di vi sion
mul ti pl e accessThoMSIDVA) actsaassd lpnatesmiitching eachange (veitinad ditioralifdagmdsi toat i on,

etc. A second, aspect involves the signal.in t he various entjties in
The mobi | e G BPRI: R e HieSr Rl Seraamsiveasd comuRRMbE® Thi s
second par bhére &%k'(P?FNL eI EkSiEhitRinkSrédiR. MaBEd ©.5ARRbIE BéthwRRksPakte i MAP)
especi all y " when used in the context of Signaling System No. 7 (SS7). The
vari ous forgenaspt ef aghand M$Q anst a/\@atlewasMS{g "Hag koreg\MISEois e Mdkuni cat i on)

R e R R e
Tel ecomunbgiioanise ﬁbmha atifberAs $0,Gird dods, df TheMSherhe Hdald MSOTRPpbhsible

standards, such as 1S-41, which is a MAP_standard. Anal ogously, the CCTT
and TTU hefqs tieHLRisqyssed helovonthe GatgiwanMEC, og b other ksogpisthe Gichangei s an

internatio f } : j known
. and may beﬂgéél ut nd E?‘?etgﬁ%rﬁ? %g rcaeli g)vtg‘%l ?g m a’t nolql g@#’gnt};ﬁ Sl&glg ag;gg\%r 1?ﬁ}?ﬁésl@[lsn t de

|'i t eraturethes@tewsy MISC 430 siteesamBl emtifyl, biNGthéy tibids ERENVEINO 1A BT, NS n el MISHKS
(Wihey 199?3aiming). Typically, a Visiting Location Register (VLR) 116 is co-located with the MSC

[}

110 and a logically singular HLR is used in the mobile network. As will be explained

below, the HLR and VLR are used for storing many types of subscriber information and
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To deliver a call froman M5 114, a user dials the nunber and presses
“send” on a cell phone or other MS. The M5 114 sends the dial ed nunber

i ndi cati ngy¢ Ge433¢f Vi ce requested to the MSC 110 via the BSP(?{Q?SM?E?%ONBC 110
checks with an associated VLR 116 (nore below) to determine it the M5 114
is allowed the requested service. The Gateway MSC routes the call to the

| ocal exchange of the dialed user on the PSTN 120. The | ocal exchange
alerts the call I back
fo the NB 114 1 b sug R RESELE Sio AHnlD | BPEERRRS LG cnlit S IHE8 peech
path to thereWSThOmako chwnslemqpanmmndrmteg&mps bEchaahéls Eﬂxk;carﬂdac eedivididad

deliver a call M5, 114, (.assum n he call nates framthe
" BoTN 100y Eall- ASheabiels it inet S R Alut i nbor e ordhb AR SPoneshors ey
accor di ng bAq #eJikeZand to cRrPDIRE B5dati Hformatibh A&k 4 QA @AnédidnGPéstablishddre M5 s
. home MSC (which may or may not be the one serving the MsS). The MSC then

interrogates the HLR 118 to determ ne which MSC is currently serving the
MB. This al so adégrelatively blrghﬂ@wbo%&svm’s@nmebﬂm@&twarksegnalmg IIfV@htehébm ng.

1 L, e e o O oo

signal i ng kheesweorke Wigh 0@.(“I0%¢" isnige mdeaty terrh DsdBor ﬂs@@oxﬂl’g&n&ﬁﬁd{iz} aﬁ&]/ater
cooperate to change channels or BTSs 102, if needed, for exanple, because

of signal &shaplpghilis seraling @ﬁa@rgeacca?senﬁhmsséby eS¢, imgrdivisioay

I th f MAP
| vol ves.  auligléfecekf B TOMCINE JFRSSR il ocel DAL, IEnBRREL! Do
needed andradechdnoelscnitenticativs, ete.sAtslaeodﬂ&sp&dmvo]ms thecighalihgamong thecat i ons.
Mobi lity nmana ensures, that t .M5C has th b i b rofile
and ot hor | VARG FRHiEN ek SROEE: PFIS ] O SENAR ADBRE MSCia VR So L RSct | y.
To this engy, P‘Iﬁﬁssele' Fﬁn\{k Shhétfed @ feflel 86 af 06 Mdisle A %&n&ﬂ{%@@‘i’ﬂ) Hone

Location Regi ster 118. The HLR is used to store and retrieve the
mobi | e |den$pet1aﬂamlmnumdnbéhe ¢avreny of BignaluigaiysteonNo. B8S73 nunmber (ESN), MS
status, and the Ms service profile, anong ot her th| ngs The VLR stores

sim'lar i nf or mat,d on i.nS dd|t| n %g {Or'eﬂgas n &\/@ 0ntelfol cati.o 051at
Cdentifies the QI duESP ng{as A Voice comniyicaliondre |

| ocati on updadnsiipd eePsioel l(ncvrcccsremoetm&tva@mwgtamdamamo@eﬁamplé ehper formed so
that the home MSC of a nobile subscri ber knows the | ocation of its users.

These pr oc Epstenics indugisisy Assasiatign (A sadd clecommynicationsdadusiryiAssagiafioner or
wh MS i . k. F
oxampie o (SRR Ehaha0 0.5 ARl alch e ol AEFRIAPRARP. C M0

| ocat i on upaatogonsty ks CCTIT hikI VL el H6fivg mtcringioRd stidamlnckublbas GSM- The VLR

116 sends Jon update ne t R 118 servin and
t he sub_scrﬁ'f)élr9 ‘faili“SlP leP@H&Sﬁmﬁﬁgﬁa fi‘HH1 #Wﬁnf%%uﬁth Sgﬁ &ﬁf%sfl‘%elThe
M5 114 1S gRéWn 8fd Al R&B@%ﬁqqedmﬂfer%vﬁt% wdléscag%nca@ iV Mt Garuldi® HLR
118 requests the VLR (if any) that previously held profile data to délete
the data re¢eae.gd Bosse, SwN@mmEWMCAHCQEMM@KSWIICM 1888)e detail the
signaling and user traffic interfaces between a BS 107 and an MSC 110 in a

CDVA nobi | e net he 107 ni Qr

using the Al in\tﬁ‘érdf(’gg “i‘-ﬁ?f My e a%égéégl?arl? %‘S“ ﬁ% user gr5§4 fSFI(rl:r(P(ée

voi ce signalcgl pb@ie\m&@mdrm SThd B1S mmamam diaﬁsd xﬂﬁlbbhﬁndheﬁﬁ?ngﬂﬂ sem:eBs 107.
The A5 interface is _used to provide a user traffic

ci rcui t - swiedupged iptha MY 110 Y’é&heo%%leFéOT t{e(MSGlléQ chegks wthﬁétmﬁt?%ﬂgour ce
BS and th b

orows. 1 he fogaofelit GHEREHREI GEMS Fid R hed A8 AUMRER s Lice RS st he
service gr Gatehery MBCadatesnhe ealt apihe ldoal ¢xwhadge of yist diaked ﬁ;qmouahd BSTNdZﬁdd nor e

capacity, the se provid S nore .switch nodul the MSC or

Gopl oys addmE I5ALPchER et cated RortRomenalr S opeV A Sl T

S' gni fi Camba&@t%tthe MS’?ﬂVtﬁf Fﬁ %%%Hlﬂ?fm@fﬁ) \Qﬁﬁﬁméh'égmm%‘f&rthéfﬂe&l?ﬁaih €.g.
"data calls”™ to the |Interne For some of these services MSCs are hot cost

ef fective bethadd®. Onegthasetop py ¢ompleted theeall graypréesedyvoi ce calls. Integration
of new services into the MSC is conplicated or infeasible because of the

proprietary and ed de A S es.
That is, the sogf %e‘ ﬁlﬁég Mgi@g (gs\é'tl% ‘B%ﬁ%‘ on"@%a‘;%sa%e@h}egﬁ%i{l easy
to add to tihe) WBESTMCisefdihle fhe MISSVdsbEdiatédphiieinuinbet) 9@ deasDadebirighe (3.8¢h
services. For exanple, an Inter-Wrking Function (IW) is an adjunct to

route a data call to the Internet. Either gpproach - integrating
functionality into the MSC or adding a trunk-side adjunct -- involves the
MSC in the delivery of service. Since the new service is expected to spur
demand |nt egr at| ng new ser VI ces VI a IVBC de5| gn changes or thr ough
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4 According to one aspect of the invention, fault nmanagenent is

provi ded for a nobile comuni cati ons network having at | east one BS, at

| east onewgyal7 east one MSC, and at |east one switch i opdEyRsGati on
with at | east one of the base station subsystens and at | east one of the
M5Cs. The switch provides a forward sequence nunber counter (FSN) and a
backward sequence nunber counter (BSN) for communication with the MSC, and

a FSN and [ ' | 2 ' and
cent by e R HTTIT AR R ol Lah e s B B ey D) ¥\ e
BSN i n accbe thenne sewving theiMIye ThaSC thehentsmwbgaids tHeHER bl3wWoekkenine recei ved
. nmessage i s gmgrﬁg e over order sg&ge (. ) fromagne of the NMSC and BS,

i ndi cat i ngVaPreak 1§ ?P%P“FWP%‘?’”@HE?I nERip SR 2g8 foumderm the seriing MS G ikRtBhe one
of the M5 d, [ ' ' i bet ween
. the sw tcﬁczgggf(?ﬁgog{l%r T&]‘Eﬁﬁrﬁgml\%%a%ﬁﬁa%% ﬁ@ﬁ:ﬁ@ﬁo@fg?%@dggﬂgg ?glet he first
si gnal i ng $drving M$@ paguisttiohMgevie thatapprapnidteHh dEheaMSaespoods mektbage to t he
ot her of the MSC and BS. li}&g svvi{ch recei ves a change over acknow edge
(COA)  res s SPEOPIHTIBREIE NS 255 e MSC and BS, and the switch generates
and sends a new COA nessage to the one of the MSC and BS in which the new
COA nessage conbajifisachig tRSBS o7 ahd MBE U1 Oxay Beopevdtd flthhfge dHanmalbcat i on
with the one of the M5C and BS. Under another aspect of the invention, a

proxy swi t BESp 4¢3, dresded, Jergxiapglorbecatisroftagnal ronglitiangi Ehese ehangeedroi ng

si gnal i ng e of ] | i.d.mobil e
signaling g&%?lg%olqﬁl (ﬁfgg%a%lgit ralr?gﬁ‘lﬂlses%?é (])‘llnafqgé&gg ?@gﬁogvsn%n%s}sg% egélgdt o the MsC
and BS. A fiphhlmgd a BSN are provided for comunication with the M5C, and
anot her FSNBSN pair are provided for comrunication with the BS. Logic
detects whether a recejy ssage ., s .a.change over, order ssage, ( )
fromone of theORBERSAIRY YRRt HRPLY BRAReete, Bricily, dgf?egﬁmgﬁsrﬁ@ncﬁ?nk
bet ween t hgrgeixy Whdeaby aRtlsh o Q% A Mshes MBS Ramsah diffepsdicc _gener at es
and sends a COA rfessage to the one of the MSC and BS containing the BSN

mai nt ai nedldegtianse Matiilityhmfnagementiensiresthatthe Wiateway MSGhes the subseridBC and BS.
Fault enul ati.on |ogjc .forces b i secon igmnal i-ng |ink tween the
o oxy ot BIPEEReLatet dnfRmagn top MSiSeedt o HEvion aop it sale Cartelin 16 BRal | ng
link is copid, sa8@se@ Vigiting IReattbnt Regidis (VIR 1618 alHomk I.odakion RBEIs@ENEr at es
and sends a new COO nessage to the other of the M5C and BS. Brie

Descri pti offllbR) t18e TheddiRds Sed to storerpndhetrieyeathe mapbileiidantificatiangiugmbey st em

i or face. BAPYS i UdeuBRE sl HRE BS0y) MRS oSSR % o

networ k; f ugufigsheéfthihgs! THe VLR @6ref sipdilx ihfsmhdtioh i@ adHiGet fodstetingemlMgaent s in
a nobil e network accordi ng to preferred _enbodinents of the invention;

figure 4 i irqeggfflqagpg that idep ﬁﬁﬁ@??a&é‘f"é’ Mﬁgné“ B‘ilditéorb_ruéﬂ‘if BRIPERCNEEr di ng to
a_pref err eg piBAdi B HidaleFodedt t(bﬂ@gié{rét%rrﬁ)tiﬁchtkdn?)(:érr&?gﬁgxﬁ%@gg%:olthﬁty

managenent -l ogic of a proxy switch according to a pre ment of
t he i nvent therhonfeiMA€Cad aGhetieishibacsiberdtrows upploeatemt afrits ubaat These progeduresd a

proxy switch acgcordin o a preferred enbodi nent of the [nvention; figure
DA 1 ust r SFa8e Kot & MR pRoga(sn 1 BRI BT o o
preferred gReistiseRltohb&sd ¥ QREWARR, Fdrle@itBle 4BotdtioH ﬁg&ﬁé Broc&bhra fthyBSN

counters of a proxy switch according to a preferred enbodi ment of the
i nvent i on; pfocepdrwitigthel M§ di ¢ a¢nsingralosatimn spdpteonquegt todlg ¥LBf 114 via dir\BSswi t ch

according 16, & AREE oSS VP RY 15850 10:0on dDASR R ige to the HLR 118
serving the MS 114, and the subscriber profile is downloaded from the HLR 118 to the
VLR 116. The MS 114 is sent an acknowledgement of a successful location update. The
HLR 118 requests the VLR (if any) that previously held profile data to delete the data
related to the relocated MS 114.

Figure 2 shows in more detail the signaling and user traffic interfaces between a

BS 107 and an MSC 110 in a CDMA mobile network. The BS 107 communicates



figure 9 illustrates software process architecture of a proxy switch
according to a preferred enbodi nent of the invention; figure 10 illustrates
software W@epss1Architecture of a proxy switch accordi ng g&,gsopfi$sfrred
enbodi ment of the invention; figure 11 illustrates software nodul e
architecture of certain processes of a proxy switch according to a
preferred enbodi nent of the invention; and figures 12-14 are sinplified

archi t ect ug; ' : : I

Mt or at i onEb R RTRIOH: PErSRRGGL B AT SRl NI, ARE TR,

i nvention (E@wwde sigmalg)bytvesen tiehsveitodh cempehém @04 bf thedM SO ané cfe BS$1167. Mhbi | e
. communi cati @ns network. The proxy itch is_preferaply, posjtioned between
an MSC andAa teiertacets e PEcide ¢ Bach i SEREREE SorsirvRis itchaetiacnlls gy

nei ther thg, B30l oik& MBS BeRekh the séinovshnd iR M§EXy Switch nor do they
need to alter their behavior or functionality because of the existence of
the proxy switch. Instead, the BS and MSC operate as they do

conventi onal | y, A ghearuanher of celhsites i the anodend! subscribersgrowsithaload pmiheg it s

many advan tfhe proxy.swtch el p.al | eviate.congestion in a nobile
et nor k. - FUSRERIG P altsr THisTion b SOl 0 o s flde B I 4 oy paliey
MSor i gi nat gcthe eysEni TepicAly, té add mbrefapadityethe atmve prodli@ragds foftvitdho an MSC
and (b) to send the siphoned traffic to the desired destination via an

al t er nat i vEoflehisy e Mife pr depleyspdditionalddsee imibe nefmerk sEitheraltespativene proxy
et wor k. ConGE SRpafEl ) NBC and PSTN resour ces mmy be avol ded. and.
the proxy switch nay be used to increase network capacity cost effectively.
I n addition, thMopsoyey sebuctibérs def denemdmgetvenferaneshkign fditavalls” amthet hat
excanpl o GG 16 SBRGT a3 v Ico NS s e RREFY PSP TPEBSS ey Y5e

exanpl e, usi ) s \

| nt egr at edpﬁ@mytdaﬁgﬂapf&r §ofeB LU, KinteEHaBidh Bf Réw SQOKEs ARSHRMSEYd ed

depl oyment of a’proXy sw tch 300, in~which the proxy swtch 300 is

posi t I onedcdieplivated or feBidble bIcaasiot the piBGetaaand@ivspd desigirsused by manyinks 306
Cruniks. 308G st e O re T e TR 7 195 Bty 0 FeP et 35T P nics
312t fr om Fﬁn%@%zg %ar%m@)ttge ?lswilﬂxyog%&ktagshiiéﬁgﬂjuﬁﬁﬁs agequgwidecdﬂch Incl ugl)es a
control plane and a data pl ane ¢ al so Known as a "bearer plane").
The cont r oserpicen dioperarmplacanekntest Working BingHan (INGF)tis an pdjunctigeeputheddat a pl ane
304 handl e I ef. ffi 0 . t e oxy

aui ton Urgpope e bRchihd bishal Rinrbdfold MERsBRIRR BEMS bIBRIEEY o
accordi ng tronk-bide adjoRetst @givadlvesghMSIDimahe delivent df seivies Siicethenewsévive pl ane

302. For exanple, in enbodi nents suitable to CDMVA technpol ogy, the signaling
li nks 312 BéFRestsd foppundemand, WiRgrathie nsvaseyviestiiaMSSodesten rhatess of BraRgh on

accor di ng &Qm%g@%@uﬁéé{sgﬁlﬁ éxﬂée?ﬁz{t@ﬁ&woﬁﬁwgllgg{t@’vat taaMSCanakddigre! 1 Nks

314 between t 110 e proxy swtc
costly MSC resources.
Summary

The invention provides systems and methods of mobile communication. In
particular, switching operations are performed between at least one mobile switching
center (MSC) and at least one base station subsystem (BS). The switching, according to
one aspect of the invention, allows communication traffic to be siphoned to or from an
alternative network. Consequently, the number of messages sent from the BS may not
correspond to the number of messages received by an MSC, e.g., because they are
siphoned to an alternative network. Thus, according to one aspect of the invention, the
switching provides fault management within such an environment by providing FSN and

BSN counters at a proxy switch between a BS and MSC.
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convey information according to the Al interface. This situation contrasts
with ot her nobile swi tching conplexes such as the MSC or the BS in which
di f ferent wy) @n@ling standards are used for communi cation grdi@:4i4éer ent
sides of the switch. The MSC for exanple has Al interface on one side of

t he conpl ex and communi cates according to SS7/1SUP on the other (i.e., the
PSTN side of the switch). Under other enbodi nents, the proxy switch

term nates nemAcéo?&hE%&oﬁé‘ﬁs?ﬁét%@%iﬁ‘gentiﬁg; faﬁ‘l@ﬁmag icht IsPr6YilarRs aA10, ALl

for CDMA2000 for carrying packet-based traffic, both signaling and user

traffic. Ompbidg¢onvBasicaitonsaetvearkduwingtahteaet dnediSe skleasttone M @tleastione pr oxy

switch's d I 304 uses .t.he sane.st.andards, on each si.de of .the sw tch.
B8 i de-t v PBATeR Srg Ritesip SaF RSO il B B2 R Bl e R dn e a2
and AS i ntgibk ariieR el G ST WIBICRE ITHeRwGRh Providdsd folvRaRe8Edued &) V. 1S
. being carried on the trunks. Likew se, MSC-side trunks 307 use the sane
i nt er f acestumber sopteESN) and ahedowaid semenes mynbsh eowiterdBEDY feformuni cat es
accordi ng TN 6 I e i t her
side. In aéc? I ?Igg%t1o€\ihk\g/}:lzg§l1\él$¢, %@%ﬁ%ﬁg{?ﬁgsﬁgﬁﬁ?@g%%&i %ﬁgéége‘fnﬁor Kk
use their mesagiand recoided and st By tHeaiwitch, theawitctlOmainponsthe ﬁéﬁiﬁﬁﬁncﬂﬁg used as
unique identifiers in_the network), .in certain enbodinents, the proxy
swi tch 3003 andBEN,;ip acensdance vaddhemgssages: Jdw swdteh detsets pdether 2 odes
cont ai ned i.p.; I I i i frd he BS
or NBC, inllsc? eelg%ierggg ta %@gg“z‘ihh{‘g%@f?gb%"%? “‘te%g%%?g) glj\?\n&t%%‘)@{ﬂ}e;@ggzapgr?c% of the
proxy sw timblicang absebk irat fickt signalérg lodebetweenehd owditchearidshe biesfehe MSEC one to

one correspo nce between an MSC and a proxy.switch. Several BSs may work
W h i rECS AR O § Bival i orcan e R R A GTRR i S8 DRy rent
In the depihewi®dtn®@Bs! Wﬁiéh%oﬁ%poh@@tggfiﬁ’g%é_t ?%M]ﬁ@lﬁﬁ&o THRYwRSh béherates and

communi cation with nore than one M5 Ok. "The control plane 302 of
t he proxy snis 2hewd OO Imecksagt hethdahes phthetMBE ahd B I eawitdhyeceiveeive cont rol

signals 3lga-n fromsever al 107a-n.. 1 n addjti t d | ape 304 may
recei ve trUKRE® %Wéﬁgﬁp%‘ﬁﬁ‘ineégﬁé)ﬂe%.fr%f}fek@h?rr?g%e%sgzﬁ?ghfs’%‘Pg%egur e 3a,
however, tfigitdheizhemil Ahd Sdnds laGieteCGA @éss%ertsq@&@%faimgmg B9nGyKTEH | On on
signaling links 314j-k to nmultiple M5Cs 110j-k. 8 The depl oynent of

figure 3b WapewLQymasgagesantamsdhesBpNynaiataingd by deesvgishifpeconysuriptivat ter, to
improve reliabili %%f{@M@@Vidcﬂ$g an alternative path to an M5), and to
provi de servi e IERat consi Stent y match a user's profile. Under one

enbodi ment that uses the deploynment of figure 3B, the system may be
configured so tUaderaabthsr dspeshof g inesntion) d poxpewitcloimtnded sigreahinyhEssdgat

handl es nmost of the user's traffic (as o sed, t re bei ng t he
geogr aphi c].%ﬂndﬁ%tﬂgfc‘t#r’r Frervang "ﬂ%mﬁ‘é‘g etsiﬂgﬁgrc}%th‘? g’lﬁmﬁiﬁs WsacE Q)apce-l-hi s
det er m nat y,qp sﬁayl%&?lg Q?%)ﬁlrﬁlg)ﬁm&ka}. I ME!_:sﬁ%é trARRIids R 1egic9§ﬁué@me£§%&,<w fHegur ed

into a user's profi so configuring the systen] the amount of l|ocation
updat e neski@gemdBRl AHSN ada BEN dve provitigd ot coomalenication avithethb MECrends, t he

proxy switch nma nfigured s hat calls are.diregted to that are
rel ativel ymwﬂﬁé¥§ﬁ?$$§@@%fﬁp?ﬁ}d§d&%{gﬁ%‘{mfgy&l é”r’r&’a{é‘f‘rﬁhl &oggtdgﬁg Smay better
tailor thewh&pé ORcditel MBishELisG &t bider M¥ShEMCOO R frofBihe GEMRIWISCI N

addition, calls may be routed to MSCs that provide services consistent with

a gi ven us#id BS.gndifating a brpek iwraobispt sigpalies link beiween theayoxvswiidyaaditheyeneaccept s

all signalj , i S of the

Systom pertile VG R4FEs 4R oRERERALIOMAlhehliFa CORAGB00 O RSUTE 0

unal t ered MSQ &l B&SComainkg thelBESMSAsidtained biyehe@sischdfor canmunicationepitls theessages

bet ween the MSC and BS; sone .i nt er cept ed, nessages, cqnverts,Epe
ssage

3. for .

i nt er cept ePNerRISRAHSC and BS gFaylrraviationlogicdercan s bar #x 2 perong sgtalmed _
in place Oﬂiet%vg«guﬂé?% wit h%&&%‘?ﬂﬁ&%ﬁﬁ%ﬁ@@%ﬁ%‘, DhefdRtR’s é%ﬁdaddressed In
the intercepted nessage; z. s phons the nessage fromthe ITDE)I e- and

. PSTN- bas edsigredling dink tiocanfigatddao watréspend &t the fikst sifhalirgyljreés and gaetatesrmmd

performed in_each ¢g al ong wi,th the _tri ri events are descri bed

bel ow. In T’FQH§/3P?1‘§ICC§§1(§§%?SS F?F@Lﬂtgquﬁtt\ﬂlggezfnargsssage froman M5 114 is

si phoned and
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the traffic is directed to an alternative network, the proxy swtch 300 may
act as an MsC 110. In such a role, the proxy switch fulfills the
responsi biwbptgassiand roles that a traditional MSC woul d pepépiiRy95E Of
these functions and roles pertain to nobility managenent. Consider the case
of a roamng M5; as it roans fromone cell to another, it may roamto a
cell served by a different MSC, thus necessitating a handoff between the 9
-10 source ba MSCs. If the proxy switch 300 has si phoned the
message and the call7session has been directed to an alternative network,
then the handoff has to be managed by the proxy switch anal ogously to the
.way a handof f wdignte bis awynepedagrgmafpoiovatobdehetv®tks; The proxy switch has
to ensure that the appropriate databases are updated with the new | ocati on
of the MS. Anot ligurd Ziiilisirates opridvihet inteofage bativeearha BSrandiansotiile stwitehiagsi gnnment
. of resources. In particul ar, when arhigs initiates a nessage requesting a
new cal | / session, apPFYFFINARIURFIRPRLS e A fnel s) need to be assigned for
this session. Depending on the configuration of the systemand the system
state, the pr oxJI%&WSt%hBﬁHR%@@mo’asw@h@ﬁ@gﬂ%éme}gmgm9 in pmohide way
conventional MSC ass'ngf%?cﬁﬁ'gécg)&‘aihgto refbiied ﬂntbﬁﬁﬁ{%tsadhﬁé( WRhifey depl oyment

in which the proxy swtc I sTconnecte 0 several alternative networks,
such as an | P backbo 4 or an alternatjve circuit-based network 414,
oo 3 11 er enEoge pesrae 3h BB aRE DIV of e PV R GRS o car ry
voi ce and/or data tr gfdfefed EmBREMERDIARSTVERIOhONS Whi l e avoi ding in whole
or in part the PSTN 120 along with the costly resources of MSC 110.
Alternatively, YRGREs AlURRESHBBIIRY FBNaddficHEREicH alphdly SifchUicborifn@tbhC coul d
be backhauled to“a different network; for exanple, circuit traffic from
Nashua, NH coul d be Ipsfkivedi¢robodimeniof BGoventgal t ham MA. Or, they may be
used to connect to other networks. For exanple, the I P backbone 412 may
conmuni cat e w t Highfes\6a\i-BedllusttavosuippleditRtacy featuee logicanfnqtroxiGritcAaceartiingbe

expl ai ned bel ow, when si phoni traffic_to .an alternative network both

control information (2greleredanodiment afthe iR¥entiglsages) and voice or data

fromthe bearer circuits on links 306 nay be sent via an alternative

network. To suppigite TAdiustrates fanltpanagemeniJogin pka BIoRY sWitpl psrording to a
transparency, preferr ?&eﬁgﬁb&ﬁﬁﬁ% Oqfﬂ?éigg Jtfdyention provide certain core
unc

functionality. The core rons facilitate siphoning of traffic fromthe
trunks 306 before t .k each 10. faciLlitate the injection of
traffic onto tr Lﬂgﬁég&ﬁ%&itﬁﬁﬁ%@ﬁ@%lﬁ\%ﬂrﬁgg%? Rgo;xyfs%tlcﬁf‘ Cé’{r (gn% koa?‘ls par ent
operation; serve as hfeaedembddigkst Jfeke ivahh; | evel applications; and/ or
support error recovery procedures. Procedure or nobility managenent in the
presence of a prRyye $MusERedhefage bhdnldk I0SRIBE aiplosdy fMatchckordmizapdar d
procedures for nobility managenent require the MS t'o issue |ocation updates
or registration noti frrefaredembedmenteof B ngenionf r om one cel |l to anot her.
These updates are received by the MSC 110 (via the 10 BSC), and
eventual | y, t he fighR® HilRstrampsaftvars propesataschitesctute dfhaeprocpswitthaccadingftotahe MS.
However, the standard %oc(fdu&eds may not. work in certain enbodi nents and
system states of the AHGBRY pROdIEERt of g igventionhe \s may be involved in a
call that does not use _the MSC (e.g., one being handl ed by an alternative
networ k) yet thdigNes Hailusiaates $oftWasspracess ashiteusg étPéO’ﬁ’rs‘%gﬁﬁﬁqqrd‘l‘i‘gé‘% ages.
To this end, preferrg r@féﬁ@@&ﬁﬁ%i&eﬁ{}oﬁ iﬂv@f(tgﬁti on provide nobility

, e

managenent |ogic for the proxy swtc escribed with reference to figures

3 and 5 conjoin . . i . f I Lyved
fromthe B8 107 15" heitBetslEPkiRin REBHE bR colt R DRSS o £ e

. Whether the MS is cursitchlaycdrdigko/®prefatred ettblolin®hb of fh ifiventiMy ami not
involved in a call, then the proxy switch 300 allows the | ocation update
Message to pass folifRueh HkO sifpitfe aMBfedihll dlpRnVRCsHAWniciage Bptakas 515
the VLR 116 as it does conventionally. The logic flow then ends 599. |If the
proxy switch 300 det SPHVA®Protess inferactioB. 114 is involved in a call, the
proxy switch checks 520 to see if the MSC 110 is involved in the call. For
exanpl e, t PegaibedyDéseripgtiore by anal yzing state information for the call (also
known as a "session") maintained by the proxy switch. If the MSCis
involved in a call with the M5, then the proxy switch proceeds as descri bed
above, except that this tinme a handoff nessage is passed through to the MSC
110. If the MSis involved in a call and the MSCis not involved with that
call, the proxy swtch 300 intercepts the handoff nessage 525 fromthe BS
107 and, using the information in the handoff nessage, converts the handoff
nmessage into a | ocation update nessage 530. The | ocation update nessage is
~then sent 535 to the M5C 110 and the proxy switch updates its own | ocal

o, o e o o, o, o - o o



voice call that is being handled by an alternative network when the MSC is
attenpting to deliver a call to the M5 fromthe PSTN 120. To support such a
situati onywd hgsR{PXY switch 300 provides logic for informpg g, 515 of such
a situation. Using this logic, supplementary services, such as traditional
call waiting, may be provided by the proxy switch. Moreover, new forns of
call waiting and other new services may be built on this core support
function. Refer tl I into
the. pr oxy svi & ch 08 A G A BloBldR e oy P e BOTEE. e
or not t heus¢Bhersof imeohokitt ¢omraumedtions netwwoek.t Tiweproky switclsimgeeferablys i n 602.

_If the M5 is.not bu FQXY, SwW tch.,, ows t he MSC-or.i gi nated
message toP ?)Sag‘%nefjﬁ’i"ﬁ‘ﬁéﬁﬂ g\%{"l %%B%Stm“f’ﬂ%mmog‘? g‘efqdd COMPAIARDIEHHE |t ¢ he

M5 i s busythat h&ither eBSUY t‘héMS(t‘ﬁébd@% Eﬁdﬁl aﬁﬁle %k sfwﬂch%olv@oﬁﬁ Inee@tobel ng

. handl ed by the proxy swi tch but not by t or exanple, the call may

be handl edalisy their behagion ar ﬁmetlm%bﬂ@a@&@mf éhﬁt @@Bt@vetoﬁ éheproxyswiidht ch ( s ee

figure 4) i h nee t o hand] e call i ng
akin to anh%& tﬁ%?@%@}\é?@g@g&% %ﬁ\éy nlvgt H@@%éé%%‘ %é’ggl Wsdﬂﬁﬁ otfIf t he
call is beitegprivanatieth. by the proxy sw tch but not by the MSC, the proxy
swtch intercepts 605 the call fromthe MSC 110, and converts 606 the

i ntercepted nessage i.nto a feature notification nmess The proxy .switch
300 then |ssuesA§67Pgtlﬁén‘¥I§’aﬁdd?féa$FétﬁhF PEHYi SHAichEy, @8&‘”@@ QQyEestion in a

subsequent yiohABSELRHE ol atrdf, MS pldty smthhayte'tseh D45 gppbEMeL [Ty the
user of the incomng ca e proxy 'swtch r’ntercepts any responses
fromthe B&mgmatbthemh&mhwa&omtraﬁmldfﬁﬂhecnatwuabbefgﬁe iagets axas MSCCarddbpyl y.  How
t he proxy swt ts de nds icatjon using this lLogi¢c. If the
N BT DR R sipRomea e desiked dRTatiGhyia a8 Ao Rl porverks St e o
call handl ﬁﬂ:k@#bés@@ né%ktﬁﬁrﬁlla&llitethe PR s%)ﬂch?ﬁhytlﬁ‘iﬁéd ﬂﬁde‘}i%f on 609

identified as a response for such a'state. This action will depend on the
par ti cul ar cerppiunicationsrio ian M frech amadtamatwcnetwoc!alqlomquqnﬂg ¢ost1:bMS(bmi such
cor func

service th be huilt upo

T Vi, ¢ RETRYeRRel v psRPiel Do TS Siiet 105 bt ik ineRiat B Ve

net wor Kk, ae@aaltymgfeffgaivuyarrl ves for the M5 either fromthe alternative
network or the MSC, the proxy switch will direct this third call as per the
| ogi c of the apg}llcatlon For exanple, in call waiting applications, the
third cal | woul & additien,thepraxy switch definges sqt 96 epabling instionhthat allow nev t he

subscri ber i t ice mail
o the supiapiphicfiofsATRND BRkikd © e RhbRT ok PRl uhih BB PO
cal | s bot hswheshg newrgll wWattiddgsErviessdnay henintegrated mtoanhe mﬁﬂefnetwdrlhe M5 fromthe
alternative work; again, the subscriber profile dictates how this third

Il is to be handl d this fol | owed by th
Finally, it sho Deia 3 L s, LR LS Lot d b, Lhe b St
involving } ft&rl\s@ﬁcﬁleOﬁsﬂd@itfoﬁe&@ét{wéﬁﬂl&wm?%dttﬁl@l\/f@ 1thronMCsitsef , in

this case, determne the logic it follows to handle this third call.
For exanpl &unks ¥\greasry@ganser i segdsitabe (erminatpstandhe peryswaleh ather tawks

wai ting apphd The | b t ts

| abel ed 6056%&1 %%ggeft}yo? ncl%&qthc"[\ﬁ? gt?f%‘d%fq ar’tagJI (\%IRP%?%% %@ﬁ%@%og as
opposed t otebfiihate dt tpmxy switchtB00g Thé ipgixyswhich hehpies desntrollptare 302ahd a dagr

suppl ementary feature like traditional_call waiting, .the i E itial acts for

this suppl Bl#eased (alsadsnogmeas ‘bepgpplane] d.skhe agatolplane 362 b allitBe f i gure 6A.
I f the | ogj; t | r eady

det ect ed th%{lﬁir%;&%é‘lagﬁ?lﬁev% g@hﬁ%ﬂkgtﬁp%é)ﬁte )pr? i(:\)ﬂxwyﬁ){s:%etﬁ?ﬁklés handl i ng
_the call, bmrtnetﬂcétd/%prsxymnchAt this point, the proxy switch has al ready
intercepted call requests fromthe MSC, converted theminto a feature

notification an es t.he ure notificatian, ta the BS. The proxy then
recei ves and ing]é‘pﬁre f Brefert eﬂo‘f??lé)é”’tedts %H’IWS% 3(159 AIOPHENGeEs a Eierd‘g’tngt he
cal I wai ti pomaRRhé Gi@hhlHy ﬂr@ﬂﬂc@l d?lfbdtlh ﬁaéseofﬁﬁe cduttrot PRNESEZ. FadixampRdid hat
they are willing to accept the call, lprox sw tch converts 615 the

response t emhodimsptsgitable ic@DMyy tftchmlog}‘\é qvignadingdinkpBlhbetwaen theBSCHI1 from

NG At BT ch A0 Snblilror SRS co i G B Y RSy DR © 11

ordinary c8ihilartyh e dignalihp @ndS0 Stk cn’ thé MST $1@Mdd/the pRoxyaklitcE868i on to the
M5. In fact, with the acceptance of the new call, the user is receiving two

calls in caII wai ting node: one call being5handl ed by the MSC and anot her
by the proxy switch. The proxy switch state reflects the two calls. The
proxy switch 300 assists 625 the MSC 110 with setting up a new call. {This
Iast step |s onIy reached |f the user accept ed the call; if the user d| d

oy v o, ~Ar— O\




fromthe MS and re-directs to MSC or proxy switch as needed. For exanple,
the user may want to "toggle" between calls being served by the nobile and
the al ter Rag p¥g4pet works. The proxy switch may need to i ntgrpi&lshbs
response to park one call and connect another to the user as part of the
act of intercepting subsequent feature notifications. In other
circunstances, the proxy switch may need to send this type of response to
the MSC i f j . ] 1N i.ng. nnect to
the B, e en oAy BbSafedo B AT kTR, Bl Rl CoBlit i B o
bi I I'i ng i nfmbitetwinchih®céhplesessuctinns theMSC or the BReih ldch Biferdnbsighidiig | S
.billed approp&gtely en services are rendered not involving the MSC. The
manner in SAREERAS He st ioF AempyRicptonpthe dHiprent sides gf thesmitch.n fhayaCetor
depends on i i ; i v%gglleel' i Most
. service prtc")%/ilﬁgpeur:gpg s%ggﬂ Ifl@{‘dteﬁjg @Eﬁﬁ‘%ﬁ’*ﬁ%ﬁﬁ?{%ﬁ‘ [ °f‘ﬁ‘3‘!‘”ﬁ%§é§p‘ r%r%({ct%{gl %{Sns to be
col | ect ed, SSHSEP padheaotterdet., therRSTN IsidetolfiéheMd®ritthd i s i nvol ved with a call
and is also involved with a call handled by the MSC, and if the MSC
indicates a new.call js intended for the then the praoxy switch 300 may
be cont | gur ed 1 HORF BPE SO 5 P U KIETRAE RO RLERGHRh  he
MSC that i AgdastindesrdselintéitfeBA160X11 H@ﬁﬁﬂz@()@fd}%hfrﬁn?%él&ﬂbﬁﬁas age is
bl ocked 655 from being passed to the BS, and consequently no response is
i ssued 660trafdict beth pippalingand user BEficHowrsen MICGedd reftsupportibesefingrass on nessage
was bl ocke térfa%ng being sent to the BS. The logic flow then ends 699. The
MSC does no geF ‘a response and assunes the MS does not want to receive the
call. The MSC then uses standard procedures to termnate this call, e.g.,
voi ce mail of sThsproxpawitoh’s@daaytane 308 sses0be sdmd staglatdieonsdabls gide bethei S

unavail able. The_call waitjing application logic of figure 6Bis limted to
handl i ng tmt%&ﬁﬁmsﬁwnkaﬁ@é in &E)Mééﬁ%’oé’é‘ﬁ@ Sa FOrPYRSAB RCHIYIng &0 thethded t o

handl'i ng N £A5 AL AN, %k{gﬁn%&ﬁwﬁ Iar Vikd bitfhta E‘% Q&ii'zgiaﬂ, ey gorcal | s
froman alternative network, to handling data ¢a Ps and voice calls, and
the |ike. thedumiisir Bikewise, Mb@l-sidertmalge30F nise ihe shine iptedsees.c bn afntrastpthexy swi t ch
Standard p ur ist for fault managenent .of t i | i | inks

bet neon ¢ hUBSIETSIAT P 4 SHEPUE SPmTRARS PrraLlnp KUESHY Sas BYthcedd Bs and
t he MSC ar goa@REbE StaRghrdSoP@e other Sidy, Peer! and Peer2. Both peers maintain
two sets of nunbers, called the Forward Sequence Nunber (FSN) and the

Backward Sequence Nunber 14 I(BSN). The FSN identifies the |ast message
sent to a peer Hnhulditien, Bbrreag alhof the ether petitieg dn a mobilg getwosk Bsetbeir PWem a

Dot ween polyt G pARRE b BT e (bR B A IR o pocr 1
knows t hat n¢ttvogsins@RthinadnhbodRfcEag el pioxy Swinctt300nddes donge il pdmgeode dnd Peer 2;

Peer 2 knows that it has received al] nmessages up to and includi ng nessage

3. 1f SLCONskad NeestheiPpaesqdeyeqrdpined i fhemessapesdk receives. | Bydiig the iiBhge Over
O der (COQ i R 0 | SLA .
Peer 2 resp%%%g%%ﬁg?%ﬁ?géﬁéeggg%@gﬁﬁg fé%é%ggr.s nc Ell(’jg SP?]‘%%‘é?‘egﬂé
nmessages athe préwey BEi¢hrisifdeditstebased upon whi ch mi ssi ng nessages can be
re-transmtted. For exanple, in the above instance, nessages 4 and 5 need

to be retransm d to Peer, 2. further exanpl e, copsider an instance
wher ei n Peer| h?gg‘l’ir@fé' em%gﬁ%?h%&az"%@ HEE?SB?R&E Ve Ay assune
that ther eMB@akd®pfxgRHitch BelverakBSSitias inioflg wikl 2 Waeile j[ﬂ@ﬁy kwae Peer 2,

denoted as SLCO and SLCl1l, and that SLCO breaks as detected by Peerl. Then)
Peerl sends a COO nessage using link SLC 1 to Peer2 and includes its BSN

(=6) in the COOFignEes3Rshowmanethospreferred deplaysnenh b thedeplgyanent of EgiE3Bes t he
recei ved B ' &S Aot - FON (=8) . t ' haty t he | ast
2 messages PRI A0 AAE incoPymilar BRVARGE il G TSC 10080, 22, 120
messages t Thdeont®l plaan 302 of e paokY switetl S00likeahE¥plopnan o figmet 34, mayg its
BSN (=5). Peerl receives, the COA nessa a conpar .the received. BSN with
its inter nEcelveoptzalgienalis ldamdiom sl %aﬁsqfd)ﬂ%-ni P‘fﬁﬂ%é%%wlm Y5-5)
need 10 bey,g+ld-ARSHidks 886a-1 Montsveni BSs. "BRRROGSE dBpIByMURUEdigHR Jay Peerl to
be re-transmtted to Peer2. Under pref e?re_d enbodiélsrre%ts, thlgust_%%d.ard
repl ay andhoweevchy deploymentofifigateibenlsa laeciBS anddends infoematinn angigrelied t o
work. In short, the BS.1Q7 nd nmessages to the proxy switch that are
never receﬂmlb@j}ttﬂé‘“ﬂ&?@fﬁg‘?‘phoned nmessages, and vice- versa, e.g.,
MSC nmessages that are bl ocked. Consequently, the basic FSN BSN state at the
BS and the MSC will not accurately reflect the state of the whol e system
Accordi ngly, under preferred enbodi nents of the invention, the proxy switch

provides a new formof fault nmanagenent. Referring to figures 3 and 7A-B
conjointly, the proxy switch creates 705 one set of FSN and BSN counters

2= a NN A AN o o . L e~ 1 a1 Y




. di scussed herein. so bl ocki

reference to figure 7B, which shows a single link arrangenment to illustrate
the concept, the FSN BSN pair 787 on the MSC for the |link 785 and the
FSNBSN paiwo ¢284f0r the link 786 are conventional. Pair 7&erid@acksshhe
nunber of messages sent and acknowl edged (or "acked") on |ink segment 785
out of the MSC, pair 789 tracks the sanme but out of the BS. The proxy
switch 300 includes FSN BSN pairs 788 and 790. Pair 788 tracks the nunber
of messages seninandhiafkes oPRehkrh HAAERNLAR 0 kisklbuldiie sk vl L Ch 300
toward the BS 107; a%ar r 798 tracks t he nunb lé n%ssggeseseant and acked on
li nk segrrestststeilSEetam,ttoomptdve rq:irabﬂyyﬁwprohldﬁwrta:bmwve bash ks MB), andgoal | uded
. to above, there is.no expectation that the v for pair 787 w.ll equal

Lhe val uesPRSIdEsRICo gt Equsislortly gl psen s ouaile.” gt aresmoniatent st bei ng
transm tt edses ehd dk%l@%e]agaf ﬁgura 3Batht=, s§dtel e dbhﬂéﬂre&% iHaPcdIRGtdm a @S

Sg he nmessage, the FSN val ue of 787 shoul d

be one hi g@@en t:ailmnaterratltedfto 2gNIST thatkeaidles srost efthe usar's traéfiegseppeseil én t hat
the discre E N
shoul dbe- SARAY DAER MEERe bR lociith el e Uit iog bATITORNEME R0 1RF, o,

MSC 110 t hattemmtu@ms;ebb based on blatisticalimahitdindxor M B&d@nﬁ@&e&&tt@amf’s of
normal proxy switch |lo as discussed herein. The discrepancy at 787 wl|l

be one unt Piofilg,dBrsqe eorgtguae& sy eamethedmovatel lgeaionupdiatemesggetand theer e
will be noj t r S 107.
Ao messagei s ey BERYENAE URRY bEetn BRERHS AR IR MRR DA IE St dsd

i nt er cept sthahealisarddivgectaltte MS@sethEﬁNBEdlhtp&ly sndesutidized.i ImEIHlSth‘EhMHL, systerh he
proxy switch 300 det ect% 715 i;\ ng fromthe MEC 110, al cating
that |ink niSLRRtordBRH bettardalor @BF‘ f%%@@é“‘i“?ﬁ”é’t‘éé&ﬁ?@“ﬂ dt message
720 and doggnaimel. |E"¥dtifttotnocﬂ§%§a e rt)ttedﬁﬁw%@% that eo&metﬂeés%@ﬁﬁsttﬁte BSN

i nformation of pair |dent|f|es a new link (not shown) that the

si gnal i ng whthulglvemhangepxné'nleto The proxy switch then forces a break 725 on
a link 786 between the proxy svvitch and the BS (link 786 corresponds to the
l'ink 785). The eak is Ever I secan

convent ronal | BSLIEREY RETREELT EERGBS S i i starfle RS A <
which are #&raiMednaRcmeiapd auethy StateldTehe KRAWS peHSrmhs 4t kdasBoR oPaey at i onal .

If the receiver does not get a fill in signal in the specified Iength of
time, it afdloMiRgia break and sends a COO nessage. So to sinulate a break,
one enbodi nent of the invention nodifies the software-based protocol state

rachine o not $efds §e§ﬁ1eﬁlé§s.lagee'dfhaﬁ&gﬁ%tﬁél\@géopﬁggaﬁdt?s%g%n{)%lr?x sage; DT eak

and cause a COO't e gener at at the proxy swt n bei ng

relative to conye BAG RS RXMISH g@sgenerat es a COO nessage to
the BS 107 with ng]! %ﬁgﬁ%ﬁ ag og%oseda%lo the BSN information in the

oriannal oo egeag ge L r@e%p%&e etrtfoar ralgﬂutre %&éetmth's new CC0
e O éﬂé t hearginl oy | i
legnteReEpled S Eerc

enul at ed- br oken)* L

(not shown in figdRiEr d\}arﬁS&%et%

corresponds to the angeover |ink to b ro ch 300 and the
VG 110, The. mofh FYISEBR T o 18 mﬁeﬁe tgﬁﬁ%ﬂﬁr‘d’yﬁw%é%@? with the
new COO message. THEM@LYS NEWEENRt on an unbroken |ink. The proxy switch 300
then waits for and receives a COA (acknow edgenent) nessage 740 fromthe BS
107, and gdhermeref qaignypertarmedin each sagfealongwith gy theRering|eveRdAai n t he BSN
i nformatiop, S(;& ch‘ﬁefl ﬁQO as opposed to the information in pair 789. The new
CQA is sent B ?he MsC 110. The proxy switch then awaits for and
receives retransmtted information to be sent on the new link fromthe MC
~and from the BSInhayy insfaocersaparticulmtpwhmealniessaghﬁnrrrmMSrismiit siphbrg8and o t he

respective destj nat dled as jt or di nar se of
hihgs. (1 neieTEG B sbreeist o it §iemitvg tehtsketc Bresy sydehdla Ribat Hn 818G he
l'ogi c flow;ends sida ro@@@l%’gr%ﬁfs@?&Vﬁlfﬁmﬁg SMsibihte aﬁ&?o%'s fddch relies on
the BS or the MSC to detect breaks in respective signaling I'inks. The break

in the sighaditiogal MG wcslldmrﬁvem Seme of theed funotionsand eoles BStady ohivpbidityir es;
i.e., the breaks a creat 1 h ece event s Under
ot her enbobiEEIGRSEFE s S anoRmyLaas St prmk O R piElR e o
such, the aragwarﬁm 4 6411 yevddbyd dikfereat MSC, ittiusiiRbd kit AihglathaddS¥Bbevesh fHeC a BS
in reI ation to a MSC. Procedure for Automatic Tri ggering of Siphoning Based
on COO nmessages Under certain enbodinents of the invention, the proxy
switch may dynam cal |y determ ne when the gystem may beneflt from
redirecting (or siphoning) nmessages to an alternative network (see, e.g.,
400, figure 4). For exanple, under one enbodinent of the invention, the

pr oxy svvr tch 300 rronr tors the sr gnal i ng bandvvr dth d| rectly or | ndr rectly as

-_ .



reduced system bandwi dth). In one enbodi nent, a Change Over O der (COO
fromthe MSC may be used as a signal of congestion at the MSC, or at |east
that the Rppdwigdih to/fromthe MSC will be inpaired until ghguefifisabed |ink
is revived and traffic is changed back to that |ink. Thus, the proxy swtch
300 interprets a COO as a triggering event fromto "slow down" traffic to
the MSC, and in response, initiates traffic siphoning to an alternative

net wor k coRp@et 8l faBock MESEY AKX ¥hS ok § BwitéNS00 RshonEX @ERAcasape hf@ie i N this
regard is showmn with reference to figure 8. The proxy switch creates 805

one set of crdsession IBSheanclivecied $o i alterngivelnetwork ohemtheMBaldfi Bastndet o t he BS

. 107. Each nessa to or fromihe BS is intercepted dt sequengce nunbers
are updat edPBPHT (E’f%dl S}".‘t"hfn?lﬂé"‘ﬁfyowﬁ%wﬁf gha%q?gpﬁgglggwpgna%i%e%gby&x)
nessage freehidnboMBBIEOThe pRiylshach hety eairt etht BRQppripeiheaRibadchate Message

. 820 and does not allow it to pass to the BS 107. In this instance, the COO

only refl edpdatewithdbpeayt lgatinefgbo VB Apeiherdurctiontof fhedpresy ewitdhapertginssages
dtob | i 2 825
wreh o f i SRR ESment Y cRpB IpA Gl GUERGPNRE NIRRT RARREC 170

The nodi f i ehesanilfsessior apfrepsatacigciiidclamnaclsieedtebe Mygighbd fgarthix yessiont ch
during the#)roccﬁssi ng of pessa es,.simlar to that descrjibed above. Thus,
the MEC nowependiag ea therreptigyratiomed the Syt pRch g SyRsemmttat. dhe prowy Wi dt h
bet ween { ey MeCoihsliBmbiRs MhdldediBly o PRy Aoy ERRREANSESRSiO: iRt
changeover, since ofc‘lgelg?néss é\ﬂigngal ?Kg Yliﬁnvﬁ ics gig/lg{b?la e. H%l BS\/é&?“ %'hough t he
bandwi dt h between the proxy switch 300 and the MSC may be inpaired as a
result of COO dd&sgure Bshowbavexemplary ldgpldymentiin wdichetbe ptoxy sBEc 600 snd t he
proxy switch 300 . s not .inpaired. The pr sw.f.ch ke adyvant age of
Phis” cont et e ST RAR R ety ks roc He i FATbTEAR % 5 A8 Bngl y,
the proxy %ﬁbﬁiﬁhadeﬂlnte!v&irﬁﬂlzl,re?%f 4 GiffeteRhORHiBY These AIRndtive dbtvaRNAkpbed from
the BS-side of the proxy switch. There are nmany types of alternative

net wor kst Magd teearryeroics apd/opdata traffiotpidesiredglegiinatiops while avaidiag i1 wheleom a MS
114 (see, e fi e i f ernagiyve
net vvgr ks cg% %%{hgﬁig@g %‘)eﬂﬁ‘#%‘%yﬁg‘éﬁ '%Ogﬂ,ﬁ r%ﬁ%&fﬁ@%ﬁfﬁlﬁl@ g‘\}\}e I%:hg%;ﬁlg & ect

the type ofarrahgediiohdd mygEbaadedo khdvaneadt waffic kouldbpdackhacledno s diffekémn, €. 9.,
data or voice. In initiating the siphoning, the proxy switch will configure

the data pRaieorkconSmae cicpib Hatic e NashuseNEbrould babackhaulet piaa MSC

appropri at iAVe 1 i I . anpl e,
t he Vol P agggyr%@é&%é ’ n%’?/%ﬁ%i?é g%F ‘e@%u\)/\anitgﬁt t|8n oe?lrlrla&??%%ee@%)é%r{l:@é tfl %om t he
si gnal i ng 1R %sckpese 41Bmay comitnaicaiephitdnIPwpics ndtwadks 4d 8 oothieilnwast 4 5. Ahe

gi ven sessiqQ The pr swi tch 300 .t hereafter intains t FSN,  BSN
nunber s as "G00 rBaledbtlR: Wi sBreyine felhus 5 Al RY S R bolhgiuor

i nt er cept eghRRHaRN{ER,, ifondBRAIAhRA: AR6a3&N and GoitdISr Bea frvh thebémdrtikiuM NY
the FSN and BSN counters. Any COO nessageS fromthe MSC 110 are intercepted

850 and cheoKkiadis 806 mey be sent venjan alginpsivenetwark.t he MSC is again ready to
receive traffic on the previously down link, i.e., to see if the COOis a

changeback nessage,. . | i i tch rprets
hi s to meant hd SREHEES ey SepHPRs Bt oL EoRING, BrebleR P
will take aaibodigentsof theimvamentprovide cataphone dudctiokaitarthetdoagiuactiqnsf t he COO
is not a changeback nessa i et anot her changeover. nessage

: e, it my bey

i ndi cati ng fee @Wtség?toﬂ%%é’tf%ﬁ*ﬂ}c%‘é‘ﬁég“rftm‘?lﬁsé%#&foﬁ?@eYﬁaﬁh M§ColO r affic.)
If there i : . Aty j i1t B nodi f i ed
BSNs and s%@%%@?@%ﬁ%ﬂ %gﬁ?g%?m'tl’(ﬂte rmd?iggﬁ-é):ﬁ1§ % N arvgtnt@ e&gsgggs&]#gtient ai ned
by the proxmnsparatt sperata@y saveuebuildies podssyfos highete @) @pplivationgpadof or and
_receives a COA nessage 865 fromthe BS 107. A new COA nessage is then
gener at ed é?@%‘ﬁf’lﬁ&ﬂvﬁyéﬁo‘ﬁéweﬁunbers and sent 875 to the MSC 110. The
proxy switch then discontinues the traffic siphoning procedure. The control

. plane inst rpﬁ@&e@uﬁéj@rﬂﬁaizt@n@@eﬂ%ﬂmwgieyenchl%ﬁ@rgr&ﬁrswm enbodi ments, the
decision to S| pnhon tr_a I C may I ncl ude t e ot her consi derations. For
exanpl e, the al tygrdpd M1 136HUAS kn IRUWBAO Vial@arSBRocOMAEAfIr Bfbilithat may be

consi dered by the proxy switch logic. In one enbodi nent, siphoning is only
at sessi on nrpagetaent egquirackoMdi tagisye 1qchtien epdates jog ragistiation h ons 3stthe s

si phoned at,,call originati.on. The scripiion_above S } t he COO

bei ng sent 23 P4 fré%{ﬁio%c%lf @%‘P&BF-%@%%@@%F%fef)’ﬁﬁ%‘r‘?@@%ig‘?ﬂ@%@%f t he

invention, the |ogic described above for automatic siphoning is

suppl emented with the fault nmanagenment |ogjg described in relation to

figures 7a-b. In this enbodi nent, every tinme that the proxy switch 300 gets

a COOfromthe MSC it perfornms the replay |ogic discussed above. COO
nmessages fromthe BS, however, are always treated as a break in the

o r o N P =



In SS7 networks, all network conponents are addressed by uni que nunbers
call ed "point codes." Consequently, all the BSCs and MSCs wi I | have uni que
poi nt codggp ov3yessage froma BSC to an MSC will, in genergdpusqisapn a
destination point code, e.g., the point code of the intended MSC, and an
originating point code, e.g., the point code of the BSC that sourced the
nmessage. Messages fromthe BSC to the MSC, for calls originating fromthe
M5, additi gzl M]dre%h'ﬁﬁllly,fllh@?ERﬁﬁLﬁ'cbﬁxﬂleR i QP&%‘E‘ec?«%ﬁlh aRedw 18katiolof B! | -
Bearer circuits (which carry voice or data) are identified by Grcuit

| dent i f i caM®nHowdes, thEs@hdard prenggpres may mahwpkriseertap embbdiorentsandhe pr oxy

~switch, the point. codes .and Cl traveli tween the BSC an are

oreser ved fupeiach ol 8% BLeninn Fof et MR HRER PR ET I ! EHARC,
that whil engoie thd MITE(eG. f sidibefngdahdid BY ah QRéMAt ¥ RhWork) Vet the MSARapar ent | y
. traverse fromthe BSC to the M5C, other circuits emanating fromthe BSC

wi | be tenpedigtissye Jacatipr upiasxgr kandess messages. (Todhivad.preferrsd embedigneatsof such
termnatio . ove, .. try re- DkONi S .

di rect con%g&eﬁiﬁ)%e%%g%&&e"%@ % Iﬁgb%@olgﬁn 5 "?LF&‘/’\%%%%@@SBﬁ%‘é’rsa’trlt%’nieé&g’%g v%lzlg];mect
to the proxsfeewtd wifigufesd agilisdnjointipder preferred enbodi ments, some bearer
circuits are pre-provisioned for direct connection between the BS and the

e APyt ot TR i it Sy
e proxy switc i _ _ _,
nornl al opggakh gﬁb, ) ok@gvﬁai’%!})&et&ﬁﬁh&%ﬂé&f‘eg%Heg??riépﬁr?en?l i1V iB%r any

calls. Wien siphoning traffic (as descri bed abov the proxy switch may
assi gn a sicalh60&blf¢heMSdsnot ihwolved nad dallf themthamoBBswinsh Hratlomiselxt | ng t he

appropriate C.Cto , the BS), and the il i t he voi ce or
data on thi‘fcagf’? EEﬁlafe_. mﬁ?%ﬁ Tq_ p%%ﬁ’é%%;lmﬂ t@éﬁé&ﬁ%h&%iﬁ%@ﬂ&“ﬁﬁt a may
then be regdadit 055t VIR { toiadtit a0 cBATEHEENALY. 'Theabgidklo®r théd &nR 508t wor K,
accordingly via DACS 402. To ensure the consistency of information at the

MSC in the event of a proxy switch failure, under one enbodi nent of the

i nvention, a netfiibe proxsagichSAP delpgnians thetias M 114is inydvesaingisalehat t he MSC
and mar ks S| hecui t I . of...such
et on. T ne ISR AR 0 e PSR Rt oty ine cql Brds SR s

al | ocat ed, n@ythetdote bghualykingiiate ihfohuion fok eheecall (alde Rivovamad a f'eekdid’) net wor k
(i.e., one Iackjng a proxy smjtcg%. V%gn,the roxy switch recovers, the

net wor k naRiaeed by theakngaich 4t theddet it mwoledinacalbwith theMppgenthe put
this time - | RBANA el GHd ¢ [ ndokt accesses
the proxy S Yo GEpLASENETSafbel SH 3 gl KR IAD) Bando i mEsaR e P abl o0
These ci r cpagssd wirbhgit todine MNSCGakKl. gnabl e by the proxy switch as descri bed
above. Under sone enbodi nents, the siphonable circuits may be nmarked

"unavail abl e" a h C and Yavail.abl.e" he pro Wit ch i radual
manner so t hat E‘%ti‘eg‘?%%“’é VeI & &Bgﬁ?ﬂg 1ﬁ§°€18_¥{’(]¥'8‘?wbtbil?at ﬁ%@h‘%f the
si phonabl e pedxyGwiich 300 tntBrRBsts ehet HAAAGHE RieBFE BLS Bond the BSE1 03 Band] iéngd 186 i ques
descri bed above need to be supplenented. In particular, to handle the

depl oynent igfprigtipgris teBandpid mpaseage. eonveihthe harflotf messageinteplochigsindate f rom
the BS and _chan oi C r . - TEPR&H M5 e

enbodi nment ,n%ets%gg %?Q gg%éocgﬁggué&égesﬁégﬁ-gg elgg}i'erngsf gr angltarl ? ;(/:Lh geea%ﬁ?ﬁr%:g t hat

t he re- mapprdyy switch upeareditEownJocabdaisiiass (Honsitbwal) refeetihg thelvhamgbaThis Socal

Al ternativel t he re-mappi may be done at, ot her | evel ?quf .granularity,

in
for exanpl datahpederyenss 3 R ENE RIPRY 3o aafibeles allnf dheyatarmation that #rappi ng
by correl aty ki | & L } S s when a
VE s 1 ur mel e B e R e o e
~ Archi t ect upeoyeswatchi30f tiemsendsen ackhowkilgmemsngsaged40 to thedd®i 0k The hdgicdi ment s
of the pro>ﬁ/ switch gq%g i nclude a control plane 302 and a data pl ane 304.
The cont r ol19% %Re245:%ddes a conbi nation of processing hardware and
, associ ated software. The data plane largely conprises hardware that is
responsi ve fr8.LRPRRHRnbE RN sihEetOnbRyFbatipted DEthe PREseh@BaProR) digehi ncl udes
progranmable signaling cards (e.g., PMC 8260 avail able from Force Systens)
to receive the signaling information fromthe signaling |inks 312, 314 and
to perform the iYder prefesredcatodippenthef the fnventions ap M3 may bp PEBEAMES i ncl udes
sendi ng an r i 0§: L of i L A { ting,
cnder or ogr LHeH D Mhek it WES 3B 0for ERpRL INEMI ol bEBEATh FHiG 0P
signaling nmessages. Once the nessage information is collected) the
signaling cards cause the nessage 21 ipformation to be passed to a
programabl e processor card (e.g., RPC 3305 and 3306 avail able from
Radi sys) which is then responsible for carrying out the functionality of




the proxy switch in response thereto as described above. The control plane
is constructed with passive fault tol erance nechani sns. These nechani sns
ensure thgjo MusGat astrophic failures of the control plane,pdihgsosisog! 1 NY

| i nks received by one side of the control plane will bypass to the ot her
side. Thus, if the control plane fails the |links are bypassed across the
control plane and the BSC and MSC nay conmuni cate as they do

convent i ongbicy call that Hafet gqtaaaed %9ftngtteﬁau%mb&r\yh&hta@ﬁw@ﬁtatwﬁ ﬁ%&ﬁ in
figure 4. It includes a DACS , a Voice over |IP assenb g

t er mi nat i odelivedalcell 10Ge S drom the PSEN 20atE saporh suchi ammmm rtiwtpmxy(s) a PPP

* assenbi o i A el e bR I SRR Seotioh oeBe foloBE e v s

the bearer sﬁpﬂl&ﬂéﬂtﬁ?r%f:rv‘ide'd N¥sSh 280Radifichall €AINWERINE SmhY1Be HrokMed By | usmprbfaf ei ved
~on the trunks; it also transmts voice and data on those trunks.

Preprovi si 8Wieh. pHereoven new Hermpdsall gaitingand ihes sewderviceyaay badnilbenithine
Data term |y 408. The Data term nation assenbly 408, in turn,

i s connect g?ittet g&t(ﬁ?% ﬁlel ay 408, which in turn is in comrunication with
the PPP ternunation assenbly 410. Moreover, the data plane may al so be used
to connect to aReferriag iofigues Taid 6Aaswidindy! wihrkscalkcames ifto tieepmisipewitelr af fi ¢
to a circwb %{BCInAE(gth@ regi onal network. All of the data plane
entities rdbRfpE BeMSoNL G hnaRe Shi St hesher or Apih smﬁtmvc&mrm
channel s 4 or Media
Gat eway Co%hgéln i%lri%éf grggﬁﬁfnﬁ%%%@é&%eg lgog%p% @ﬂlgﬁ%gﬁ{msg%ﬁ%ﬁg? er t hi ngs,

i s used toswrtlndef allevsDACSISIO2ripimatet angssageits pam throegteahe BS®08 c Whe kgid-or
exanpl e, aﬂﬁ E !“e‘}fﬁlﬁb circuit fromthe BS 107 is mapped to an out put port
to one of @s. The control channel is also used to convey
control information to the various assenblies. For exanple, the signaling

i nformation confftheMSRHuEE thé PloRy IRittIOthed delermmesiend if BRINISRal B sy esses
that may be used to create destination addresses needed by the Vol P

assenbl y. Tanded by hepaoxsorvitgh but nefdry the Mg donsxkample, ths qilasaydieiapdled
f'ﬁ} :)\r/ﬁ;t .t gﬁyggléig?r 5{\‘? OJeWB Oc’égg Cfffed t‘é‘?ﬁ élfoQg‘r @ﬁ%@%ﬁgﬁé 42%%&% %b{é%é he
ppropriate

prot ocol s, peoxg. szRH?/nuEa@/tb !Bancﬂathe caummgtatuatqmrﬁﬂsd theqRaist does heckimplyn
passive fault t ol erance nechani sns. These nechani sns, ensure that on

fai lures ofetiusssagas Rass thraush. ¢ ¥ ghe Gallix beipg handlestbspie prxyswaish bpt ItQ‘iéPYEiNCS

wi || bypas pl ane
Foils tho MAGEUBRAY ShRERTRYONEES oo BB RIS T 3nd Kin el o0 HR B ey
conununi ¢ atrﬁerasptechm;zss}tge oo v éevture matifigatioSafdssage e TAe pluxyswtitahn éO(Rthree rring
jointly to.fi dr .a preferre dinent., the cantro | ane
o twat e olsteyond ugrein iRaa e Rstosge tehs S0 orlhanmt SengnppbiaBece

The sessi oM RAGRIICHWALES8RE td) ﬂ&thﬂy(iﬁ‘e @sePbPhY i alVeNRARsxy fiddh 904 and
a Core Session Manager (CSM The comuni-cati on processes include SS7
Message Harrmcre¢pt§S@mgﬁdpcm)sesg‘mnahmBaﬁdtheﬁemgmg@cmw@sag@Iapd/@gtﬂd| r)y 906

a-n. As the e the s 0 or. managi n
and handl i ﬁ%“’é@s?‘ysig’q’t @‘r‘?&“’%sw‘gi‘ #c Stq%ggn%s 'ze g‘ﬁ% 0&“3“%1@153 1 ogi g fgr
handl i ng nessages. The nessage handlers encapsul ate the logic for handling
messages so t hatf e MS issatdlved @ atatithandied be d froxk aadvalsh inviobed ageh hieadd! | ng
particulars. Simlarly, the session managers encap uI ﬁﬁglhe | ogic for

handl i ng s&aadlehby thedIBGathen fheqronbiwiigkyt e@eﬁcw (9cidpmiificd 38 2RESRANS s do
not need t?oﬁ%ﬂ@ﬂ"a%&is' s%ﬁh%lﬁrde%&ﬁ drd th@ siddl ihvéid, | PMsgHdl r
processes are responsi bl e for accepting ineom ng ssages and sendi ng

out goi ng nAsahgeml calhwaiting iebut@oe syihssemvick thatday e il lupoy thepbeagase f r om and
"to the M8C_114 and/or the BS 107. The latter SS7MsgHdlr and | PMsgHdl r
accepts andP€8ABs contr ol nmessages to the data pl ane. The PSM process 904
handles all calls or sessions that are "flow through" calls, or

non- si phoned calft g sofhBendeRi: i 8&eSthe MR i ER tﬁblcaﬂﬂﬁ)tﬁﬁivbﬁzllggthéf—‘ss' ons
that are being siphoned off by t he proxy sw tch 300. As such, the CSM
process | O@lerpatixg I@é‘ﬁoﬁhj@m thindreall eeviress Forrthe Miheifher fromghe Rlierpativeui t - MSC and

a BSin the t n BS, and
Fesponds t JoNEEE SN REATNIch Wi ate i i RpESRRCR AT e, 5, 2
mul tiple P%lmdomﬁkmﬁssmmn twatinROapplicatioh & BOthidd\cald would heavategra®cessor
cards to provide the necessary scalability and performance. Additional

sof tware processes are provided for failovegy and reliability. These in our
di agrams are referred to as PSM 904" and CSM 1002'. The purpose of these
"prinme" processes is to provide failover for other PSM and CSM processes.
In one enbodl rrent each PSM and 23 CSM has a shadow PSM/CSM

o o S o o " S o SR A o Y



are handl ed by a SS7MsgHdl r 902a-n, which executes on the SS7 processing
card. There is one SS7MsgHdl r associated with each signaling link to or
fromthe W@wysHM tch. The SS7 processing cards (nmentioneds@hedg)ss Byt ract
sufficient information fromthe signaling nmessage to identify a

correspondi ng SS7MsgHdl dlr to which the signaling nessage is passed. The
SS7MsgHdl r receives the nessages and assigns a (preferably) unique | ogical
reference BuTRGfuctiBnd QintaifRSRABEsubIdHERr PR, BRE ATt i SoUBRE: thﬁ}a! to
identify subsequent nessages that pertain to the sang ongol ng call/session.
The assi gnéxthe vgice ahail affthe sibseriben i eimilas lagiriswse i tledVISds knvblyed hetvenf t war e

. system runni i.n. the.BS o C (e..Q. e .S rqt Qcol stack) which then
uses t hat F%E#&%Oﬁenﬂﬁw M#{Szﬂn& aé@ﬁ%@%ﬂ%ﬁf’%&@’ﬁ&ggﬁg} é‘ﬁiaﬁ?’?‘?ﬁtwﬁb this
cal | / sessi @iork;Akhial tht BEbs2hPMSDrofile GRtsedKbw HRPthS C)E 5HeIbe KR Remie! ects a

. PSM 904 to handfe the message. In one enbodi nent, the SS7MsgHdl r exam nes

t he poi nt kKaieisdellawrs biethe atpxysmitlghFhnaly, #sbowd be opticed thgnf tha MS iss
iated. \w t . tab b t h
233001 2 ooV ek Sl R HATRL s cCul P TBY RS BE RS, ov°

cal | / sessi MBQ hedlf, irsthisocdee vailllehathe thaloitd: HIBRY e RAHdle thiy thir@leslRr m nat i on

is made by exam ning the service option field contained in the nessage that

di stingui shes between data sessigns and voice calls. |In_another enbodinent,
thi s deterni nat FereXamnpi digursy Sand oBrronipinthaillasirate aryexemplay cRlb wagie: y

gﬁbmégir rsre ;?aﬁ@ﬁzﬁé&rg;?éérl%]gﬁ%kﬂ 28 '4EscHBEY Lt%gg I?ﬂﬂﬁ,%nﬂ]mgﬂé ?e?_lbeie ?tor aget her

nation Is nade by examning the calling party
nunber to @wetiee thanfigit 6Bhearcalith bigclaG(8yori683, luppesedao YO0 taeisyihoegh

provi der. ce e determdnation.is de to siphon.this. call/sessi.on, the
PSM 904 pagg'é@ 6{82%"1%@@8@@ %Barflﬂﬂaréggfl%ls&t?m EFEtHr eé'-Far?]i‘tffHFi ‘&ﬂﬁ_‘f’%‘tl%de not
to siphon HRiigitiaPdtd BB HEL QippldntitPMaBRE 8fcah&R dRsdbed 39 rbftddnck fo figgd o
send back to the MSC or the BS via the SS7MsgHdl r processes. 24 The
PSM proces88s 904 may al so conmuni cate via an internal protocol to the CSM
processes 1002, see, e.g., figure 10. The internal protocol of a preferred
enbodi nent is s S t. ed. ve, e. PS |s with
t hose sessions/ %@b?lsoi?%%%%gart tgﬁg’ol %%??ngs&gzﬁg% érfo%\gggl}bﬁasea}]rg %({l}’n(%e erczé dejltggt

sessi on/ catile MBad invlved pltraadallethe prad@ssash idiandlangd &%icaldfbut fRIMSESshem/ cal |
to a CSM process., The CSM process is responsible tfor handling all

cal | s/ sessP6HYES Poiat the RIoxy Hidchrps alrprdydnicrcentedgall sxguesis fipmihe NSGat a Pl ane
i t and . . . . i
Cont ror " pr Seteapd iy BELS RaGkS oGP ald S Bl agibEAAD GRMSY

i s si m | ar Thérpfoxy thengetaivdsiand igertdpts rasparsen@ suels argage fom theB8i ved by t he
network interface nodule 1102. The network interface nodul e then sends the
nessage to the tocol .engi.ne 1 104. For | thi s engi.ne | 04, under
GO anbodi mont Snorahe b BLAE edpledfion Rl 1o 6P o B iEted gl

accordi ng #iRyhhewilfn cBERHRCAIL; thENsroRy @b&H&ﬁbbﬂ&%l’S&ﬁé&e@F%@@o hS

responsi ble for handling the nmessage and recording the state according to

t he pr ot oc@lessageindesasing Khat thedE s accgptingrihprew edbfromghey MR, Hhespraye
signifies 0 tate tr ition [ r L w:The si machi ne
nodul e 110%"# é\hc%‘ﬁt})dtg‘ = ks ‘éesl(’ggi%lcl:e Ogyeﬁee%grg?séé%g%tﬂ%eﬂ?g?‘é thé%a‘%flﬁ%ﬁféﬁe nting the

stat e trangtdmpleghe MST abinkyethdichle targrdinmdioatt, thi0s, the MSettits rafidets t he
external nobility managenent functions of the MSC and is responsible for

obt ai ni ng &My oagéalé pesgios i derNIBen f3Fbithdle 2acaptardect thesrew ctib&erysell dat a.
In a tradi }éc&'@ﬁ'lgttﬁgﬁg%ﬂ?%a}]{;ﬁw&oh&%& k%ﬁgﬁgggﬁcﬁéd lﬁ%ﬁq&\d?@ ahd Ridiad:! Y

co-located Wt contalns t scriber information
~ (profil es) by ttmtprexyeswitnty. elielpyoxyoswiichgtaté tefliects theawarcals. dire grexy swwitch (360 VSC.

Additionally, t ' npected to anot her database,. call ed.the me
Cocati on- REis &85 GrigC L FOPE Siiae B a6 <ete (L BN bis SEhiEscked T nea-
in the cur ﬁ?e?%cé'\lgﬁemﬁgealﬁYﬂh@ﬁéérHid 15t aBceptRSIBE pRRY 1688 Thed Bt HARYS an area
covered by the C, the MSC requests the HLR to sénd the profile of the

subscri ber getatb aat 6283 For eamplé) ghe( proxynsvyitol Q0 mereed he pailiisalls froiaranr oans out

of the area, covered by.th C (to rea ¢o d b not her this
subscri ber g‘]ﬁ%?tﬁeélef"%%géf) Zl%agﬁge a%ﬁeé)tgégqa?l\io% ?ﬂeﬁ‘?r&‘ S éBngPgé}f tﬁ’ tﬁ/‘%gspr oxy
switch act ff‘h@?ro&y%{vﬁt@@ Bo®theh iteddbiits 830 AbAGBseduekiUBRie oHbissidniesporsef i | es
fromthe HLR Tor subscribers who roaminto the area covered by the proxy

switch, and updates the |ocal database, i.e., the active directory nodul e
and its associ ated database act/behave as g traditional VLR for roam ng
subscribers.) 25 The nedi a gateway controller (M) nodule 1110

interacts with the data plane 304 of the proxy switch via open control
protocols, such as H 248 and MSCP. Upon receiving an action request from
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fromthe BS 107 to the M5C 110, and to show a "Pass through call." A pass
through call is a call in which the proxy swtch 300 is not responsible for
managi ng twe egatdzand in which the call is to be passed thpepgbof8iso
handling by the MSC 110. The proxy switch 300 is transparent for purposes
of this call (though it may alter point codes, for exanple, to handle
re-mappi ng of MSCs as explained wwth reference to fiwe 3B). The BS 107
sends 1205 gom&hd MBParde@UBEbts(§ MET 88pdx FSkRtchMY fedd s Fd?feﬁ 5}91@@ fhekhsdrhe MSC
110. The service request cont ains a service option field specifies
whet her t hi may svapt togtpgsie” Hetween calls being sdrvedby hedsotaleaal |the aeenapivoxy switch

. receives thj ssage (sl ne e _signalin et wee e BSC
and the I\/BCSle WP p r%ij §1erth fay ggeff}gd&gfprrctgﬁl&eésggn%% ?‘rz(c af“ﬂe cal l,
assi gns a Udimib& aheat to thé ag@aggmﬂumeracttalﬁ@tcep@@gswga]uéﬁm&utes t he

.initial rressa% for a potentially ongoing call request and routes 1210 it
to the PSM PRtdicatdensodn ofhsy cnenn@qﬁ@cewlaﬁzﬁegy ﬁ‘gltchrméy tarserbiis typaofiecodes

the incom n HRS@' f

enbodi nment s% %Eﬁl{% %?O?nﬁﬁégs%te %ggg‘é%l?fé éags ES%ﬁ'oé}aﬁzeﬁh one r{kgto(m%et 0 an

al ternati vetheaMSwWjenake edll cmdedhé proxg stvitold Bedisdnys GMaﬁ}ﬁéi)rial@bﬂlﬁtgce inthis
exanpl e the, %all is not to be siphoned, the nessage i s _encoded and sent

back 1215 ¢ i Teation i Ahg e Tile Gneedbso that thiusea MobiliehapRropriakedy when

comni ni cat i W@ §PA RE

st at el ess t%)?‘t”ggsg‘{ég%gllrd gﬁgc\gFﬁl? ﬁ%{i}%ptﬁgw dels-‘ii gé ?1% a gﬁ?i@ﬁgﬁﬁ?r el ative
t o sessi on kepyiang sanfl to laénllmg gystem depenidgoathiernmplenudneatioh and bervisS phdddat| r

process 902 then re-transmts 1220 the | S-| nessage ta i M5C 110. The
VG pr ocessWung e svarie At Siaice aupyatras oot he raer opR B ol so

recei ved bhn?&‘r%m%ﬁ’i@to%é‘cbﬂ&t&p@ox?dhfttﬁhﬁtP&‘elfv@teﬁ response is related to an
on-goi ng but non-siphonable call (as determned fromthe local reference
nunmber assigned to the initial CSR request nmessage expl ai ned above), the

SS7MsgHdl r pr oceB¢habld Hdds invelvedoyitea ealk andss plse ga/@b/eﬁowmwcauetmngbd
Lostead. ! e SREAEL IneIHSESn G0 § AT oAIPSTRERIBPER RS Thin R BRS o the

BS 107. Al anges rel atdn Phre

t ranspar ent witdaseo i@ﬁy\we@nﬂimﬂ% mteebephﬁd\ﬂﬁétf@me lﬁbtlﬁ@ﬂloﬁ mesddge Iﬂeineaee
nmessage at the concl usion of In response to a Call_ Release, the

proxy swit cMS§oihatis §9ﬁt5§dtf%ttle Bﬁe107t Eap fersum noeﬁcqnﬁe espaseRnplpeed 6531 udi ng

t he di sposi I IRgsage is
al so sent t%b@ﬂ)eeméé ?%thgﬂ%gee%raoﬁﬁ&g %reSpBﬂg%ﬁt Slelecggé(ggﬁﬁ%roceed W th
its tear dofmumph@BEslSwausel-‘thgfﬁamrétﬁomfscausmmesggs hagbidckedfrsm baingasentablthe
message inijLa he BS 107 h 110 and al so used to shqw proxy
trunks, i. ﬁk %rﬁ tﬂé‘gc{lﬂ‘é{ttg eé‘dégh?’%! ?\gg@gﬁﬁs A SCHHEFPHPC ARG IVBECY TS, The
BS 107 SendMS]&’t%nét WEAb 6RelvB TS, 'T?Ie@s@%@hén%sc& £i8n rbbEdurdt§ Proxy
switch receives this nessage and the SS7MsgHdl r process 902 receives the
cal |, assi giesminaterthigwell) @g.avolﬁeml@tﬂeldnsnm@r PtaGS & Imessage stating theasbsariber es
1310 it to the aﬂ\/h rocess 904 for further processing. The PSM process 904
decodes t he™i'MaHH? % nmessage and determ nes whether this call is to be

si phoned (e.g., to an alternative network) or allowed to be handl ed by the
M5C 110. Since iThd fulsweixiagnpslidatien Rald of ifigurosB ilimkediothadksh twohe nessage
is encoded and sent back 1315 to the SS7MsgHdlIr process 902. The $S7MsgHdI r
process 902cansarentsalls. xhagsame genoral appsoach gaayde exgendedtovisndiingmorsansc 110

responds 13 g})e;: tg,y%&g{gg R the call
(as descri ngg)éa%lo aﬁ?’k&tﬁﬁt\%ﬁﬁm‘l"ﬁgsm%%ﬁ@%ﬂgggg?@%d y t{zue proxy

swi tch 300 hidiihg fatasals dkBéitchenllasmidghakiit to t he PSM 904, which in turn
. responds 1335 that is has recorded this assignnent 1330. The proxy switch

then trans ) 34 t e channel27 aSS|g ment request onwards to the BS
107. Al fu i LI BTESRRCE QLARTORIMUCEN t he BSC and t he

., MSC are all owed arent | hrou t he rox until the
cal |l release nesé'&@éarg?ﬁ cgures e%‘é‘lpfg’éga@ tt“?ﬂn@gglrsntf’hgmtsy lﬂ%\irbhksd?‘e O¥elses i n
the proxy syetER07dr@URE MEC 1 0. WHRIEr thescShe¥edul, KR theds and MbRASO &L cal | .

A siphoned call is a call initiated by the BS 107 that is intercepted and
re-direct edcqrrsubredeﬂsmecns;aaaw\Peelrieﬁmd/cBeerbqutlheeqw opintaniwe pets phnuokdss,an

carrying asenet P o) oo EENEind E R G S b5 107

sends 1405 a service request |ntended for the MSC 110. The proxy switch
receives this nmessage and assigns a uni que jqocal reference nunber to this
nmessage, and routes 1410 it to the PSM process 904 for further processing.
The PSM process 904 decodes the inconi ng nmessage and using the |S-634 state
ITB.ChI ne (for CDIVA enbodl rrents) det erm nes that the caII IS to 5| phoned

v o I R 1




In addition, the enbodi ments were described in part with relation to CDVA
protocols, but the enbodinents nmay also be nodified to work with GSM

| S-136 andy@iPuier 2G and 3G protocol s. The connection of gduades §7em proxy
switch to MSC is optional. Having described an exenplary errbo I ment, it
shoul d be apparent to persons of ordinary skill in the art that changes may

be made to the enbodi nent described w thout departing fromthe spirit and

scope of tBSNRVEMEFSN 1d¥i‘1ﬁ'§es'tﬁe TabtaheBsbel sent 89 peeranhth@B@Ntlﬁ&ﬂJf&E tigy ovi di ng
faul t nmanagenment in a nmobi | e communi cations network havi ng at | east one

base st at i dast mghsage resaive@Eom apeelreﬁelt examplerassuine therarkishtwWavinaliag linkast one

“wth at | eSH oG R Thesh ieecC s Blod SR BRI thd Rl ' e

MSCs, the RintTRdr ICIRTEWS thatiOhdshentatltfesthges b @o 8 inchidRpAHédhdR® @ Heerapar d
. sequence nunber counter (FSN) and a backward sequence nunber count er ( BSN)

for conmuniPeer3 brpwe that it hes mesdyed; lamesspges pie 6‘34 michding messeger H LE¥gG@Nnce

nunber cou for
comruni cat ?;Ioeﬁa{(\smg{fp%eﬁﬁﬁggasg glkdsvme@‘d?g%gggﬁ?@l ar&%é sqai%}ejghferroég e MsC and
the BS andmwasageas RedtQ réquesting Pees p enchiange pearrto ﬁﬁk SBNlaMriBﬂkponals adchor dance
with the messag‘gh the switch detecting whether a received nessage is

change oveCQ Hehange Qusgbckegydpdged) dneiidedin these mostagahare ths B$Ndﬁ“§@?¥sng a

break in aphidy g Waeh. AN al he MSC
and BS; thggéswr I“g{c‘])?{c%gmgng% %gl n a ‘Isegﬁ“é‘ﬁrgﬁts?gﬁar [ ngIB r ﬁ{}ﬁ%g{)%&en t he
switch andmsltmlce,trhmsam 4tdnd S\is€d sonbk BSansaieedioPdeh®. second signaling |ink
is configured to correspond to the first si gnal ing link; the switch

O e R R e B B BT %S e
of the MSCBINLG3Peer2Mds FSN=8 and BSN=5. Also assume that there are two signaling links

existing between Peerl and Peer2, denoted as SLCO and SLC1, and that SLCO breaks as

detected by Peerl. Then, Peerl sends a COO message using link SL.C1 to Peer2 and

includes its BSN (=6) in the COO message. When Peer?2 receives this message, it

compares the received BSN with its internal FSN (=8) and hence determines that the last

2 messages (8-6=2) need to be re-transmitted. Peer2 queues up the last two messages to

be re-transmitted and sends out a COA message containing its BSN (=5). Peerl] receives

the COA message and compares the received BSN with its internal FSN (=10) and

determines that the last 5 messages (10-5=5) need to be re-transmitted. These last 5

messages are queued up by Peer1 to be re-transmitted to Peer2.

Under preferred embodiments, the standard replay and recovery mechanism
between the BS and MS are not expected to work. In short, the BS 107 may send
messages to the proxy switch that are never received by the MSC, e.g., siphoned
messages, and vice- versa, e.g., MSC messages that are blocked. Consequently, the
basic FSN/BSN state at the BS and the MSC will not accurately reflect the state of the

whole system.

Accordingly, under preferred embodiments of the invention, the proxy switch
provides a new form of fault management. Referring to figures 3 and 7A-B conjointly,
the proxy switch creates 705 one set of FSN and BSN counters for each link to the MSC
110 and one set of FSN and BSN counters for each link to the BS 107. With particular
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the switch generating and sending a new COA nessage to the one of the MSC
and BS in which the new COA nessage contains the BSN mai ntai ned by the
switch fokye@muyfy cation with the one of the MSC and BS. 3y/ysedus7hbe
met hod of claim1 further conprising the act of: the switch receiving
retransmtted inforniation fromeach of the MSC and BS and forwarding the
retransmtted information to the other of the MSC and BS. 3. The nethod of

claim 1 whegliehcd M@m@ﬁ@g@hwpmmgﬁ lﬁﬂ%ﬁﬁ%én%t Mitiustpde B cohéliptat es a
|

first new signalin whi ch nessages should be received, and wherein
t he COO rreéls)%\@%wlﬂ pahid8@toh dhe MSQ foe thydmkH84 m@thaﬁﬁwﬁtséhpaar’é@cfondlenew
_signaling Lin 8n whi ch rres e d,be r cel and erein the nmethod

further rlrlﬁpk@ gretc}?gvgg{og r?eggtsl L%Weélﬁg’l r{BeSlS:F%@Sé af’ﬂ the COA from
t he ot her atkddvdedded (a;rrcths%”y On LAKBEHMEHONSS @utt&melﬁﬁw(:@baﬁ h89 Gede itk

_signaling link; and the swtch retransmtting ness /%'Ss correspondl ng to
di f f er encesaBebicat of the BSSThe proxyeswaioh 398 inclydes FSN /BN prirsJS8 enél 789-gnal i ng

link. 4. A avi ng
at I east onirmebpatdBE pl el ial Bults PR o O B S TR RSt o
subsyst em (EBS)y, switch36Dmowdrd tmanzt;a&mmck@munmaﬁ@f mesyagek seg angéssages
according to nobi | e si gnal | n(t;e{grot ocol, .the roxy SW tchcorrprl si ng:

si gnal i ng REE %&mﬁﬂf&& 'thrPr?’%’csé‘PVPrg’Q sovd heYSte9ages from the

MSC and BS in accordance wit h said nobile signaling protocol; nessage
transm ssion | og{Gif@Ed io%%db@ghéf@m?eétaxéd‘ﬁaﬂ\(ﬁgvﬁﬂ& ﬁﬁgmﬁéﬁ’{}v‘ﬂ% al

sequence nunber counter {FSN) a backward sequence nu count er ( BSN)
f or communitleavalens foi 198. tHee emﬁpleaarfMSWanchwquejnb@blndmdefrombmnger (FSN) and

a backward se BS r ni.c nwth the BS;
oo o 1o ddpate f MEERE LR bl necb i SRHBHE hocibeish Bt Lage
{ GO0 fromsepRcRinglthemiaga i BSN vaigof 287 stbuli W&%lgﬁbr@lénithﬁfof388 In
signaling |ink betvveen the proxy switch and the one of the MSC and BS, and

to gener at @dditignghere iane@eypestaion gt the disseepeney hetweand NEanBINRE 78 8rdi ni ng

;23 gg'\' gag»?h%'l%“i‘\?'ax?&’ BSN®783 Wb @l b Rhus OFEH N6, WhuteleRe SibfpiOLSe 8F of'® MSC

message from MSC 110 that is supposed to be blocked at proxy switch 300 as a part of
normal proxy switch logic, as discussed herein. The discrepancy at 787 will be one until
there is an acknowledgement received at MSC 110, but there will be no discrepancy at

pair 788, because no messages are sent to BS 107.

As messages are received at the proxy switch 300, the proxy switch intercepts

them and updates the FSN/BSN pairs as outlined above.

If the proxy switch 300 detects 715 a COO message from the MSC 110,
indicating that link 785 went down, then the proxy switch 300 intercepts that message
720 and does not allow it to pass to the BS 107. The COO includes the BSN information
of pair 787 and identifies a new link (not shown) that the signaling should changeover to.
The proxy switch then forces a break 725 on a link 786 between the proxy switch and the
BS (link 786 corresponds to the link 785). The break is simulated as follows. Every few
milliseconds conventional BSs and the MSCs send out messages called “fill in signals,”
which are received and the receiver then knows the links are operational. If the receiver
does not get a fill in signal in the specified length of time, it assumes a break and sends a
COO message. So to simulate a break, one embodiment of the invention modifies the

software-based protocol state machine to not send the “fill in signal,” and hence signal a
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fault enulation logic to force a break in a second signaling |ink between
the proxy switch and the other of the MSC and BS, wherein the second

si gnal i ngwd Mu3sf; configured to correspond to the fixst si%éoqgﬁ]g nk, and
to generate and send a new COO nessage to the other of the and BS. 5
The proxy switch of claim4 further conprising: nessage retransm ssion
logic to conpare the BSN in a COA to the FSN of the corresponding Iing and

on and t ok RREEBHES CODEEBLRARKAG LML RRGERH PRI %%‘é?tﬂ“fs o 1 the
SE ﬁng A&re@ditgveré%v%%ﬁa]M%). AhsL. A{s. A % Ah. AA9. A Us% A As% AsL. AUs9. A

e o s AP PG P Sl B bl -
: , (- 2t Of€ofn \&e@ﬂoqa& B@Mﬁ}&ahﬁ@nvinqa& 68 lﬁa]@@d)crﬁéseéoleﬂm cqkaigdeal cal cal ca
] ca] ca] ca] caj ca] ca) ca] ca] ca] cal ca] caV| -0111, fglll,fﬂzeZZZ) 3P3334A4445(
] o bl s e et b ol
a
anBBbG; ot FEEEEor Ohe BEE M EChRh Tk SR PRAY S ep TR0 pES % o) oo ca
] ca] ca] ca] gad tiaklsashewh apficat g8) anldal ﬁ@hqa]:m]lg@a}&@d C'aﬂlg agw &invM N2Np NOO7 P
HPPI RNRORSROUU- Y| YZO[ | [ [ +\ 172\ 3\ TAA abgdde{vql g

V] c”a] ca] c apiEesperdsda teghanpeorpilikctalbetiyaes the proxy [S\L/Jtch 300 and the MSC 110.
\/] c”a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! eUe[ e\ e] e¥gwghh

s R e L
FLMN. VBHI J mepdeiza) The CaiCis]set] ohednambeokbs &ihk allegircat osilcheddoandowbicsefoe ajda] cal

caJ ca]ca]ca] ca]ca

V] c”a] ca] céPCEWEkEb@]fﬂaSlfﬁg] CMHW%S&%]%{%}W% 396 apd genesaten] A cal ca

] chaj o o HAOATISEENIRERED CQA Vil gomign the BSN dpformefion of it 90,851 21 o
V] c™a] ca] cappastl] tathe a]foa]wim]naabamy&%.]'l&m]mw] Capdsaa [ sjocthy MHC 410.

;/]Gg;\aLkJ]Big]vca] igl PS] ;a ca alca aVl] c ] ca]

[ cal ca ca] ca] ca
V] c"Ja] ca] ca]ocaU]% %’ tg@‘} hemay, tﬁﬁ‘%’@ﬁh ’8’5% E“]a %ﬁéﬁ@%ﬂ%ﬁ'ﬁ]‘@? %)%a] cal ca]
ca] ca] ca] ca&&@hcmﬂ@ailmafr@ﬁh]tﬁa}vm s ath ¢ivd B Aal eatbfindtionlrealwedllis tleal] cal

calca]ca]ca]ca]calv [7
retransmitted 755 to the respective destination or handled as it would be in the ordinary

course of things (including potentially being blocked etc. as described herein). The logic
flow ends 799.

Under the above embodiment, the proxy switch relies on the BS or the MSC to
detect breaks in respective signaling links. The break in the signaling link is forced as a
result of current BS architectures; i.e., the breaks are needed to create the necessary
events for COOs. Under other embodiments, the proxy switch may detect breaks, and in
response to such, the proxy switch would mimic a MSC in relation to a BS or mimic a

BS in relation to a MSC.

Procedure for Automatic Triggering of Siphoning Based on COQO messages

Under certain embodiments of the invention, the proxy switch may dynamically
determine when the system may benefit from redirecting (or siphoning) messages to an
alternative network (see, e.g., 400, figure 4). For example, under one embodiment of the
invention, the proxy switch 300 monitors the signaling bandwidth directly or indirectly

as a measure of system bandwidth (e.g., reduced signaling bandwidth translating to
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S10%08 () y! 1090&°() - Y 0/@& () - F109%% 0% () - K
[MP1 10° OMSQ ea@boutel B (Mignal 096@gOfion)at th MSGI%iGﬂ(Iﬁs ( that ths bandwidth

}
. 109 Ok O&' ( 1 &10% 0 %
109 @ ()- KO0 05 NPy peinehanea bty e pfec TN Py TG AIENDE Frjotdsd
10- 9! 10% &bhdk tolthat 1R U Kas( dhe prduS ich)300 interprets a COO as a triggering event from
to “slow down” traffic to the MSC, and in response, initiates traffic siphoning to an

alternative network connected to the proxy switch.

One form of exemplary logic in this regard is shown with reference to figure 8.
The proxy switch creates 805 one set of FSN and BSN counters for each link to the MSC
110 and to the BS 107. Each message to or from the BS is intercepted and the sequence
numbers are updated 8§10 accordingly. If the proxy switch 300 detects 815 a COO
message from the MSC 110, then the proxy switch 300 intercepts that message 820 and
does not allow it to pass to the BS 107. In this instance, the COO only reflects the
requested changeover and does not indicate that messages need to be replayed. The
proxy switch 300 then generates a COA message 825 with modified BSN numbers for
MSC and sends COA message 830 to the MSC 110. The modified sequence numbers are
the ones created by the proxy switch during the processing of messages, similar to that
described above. Thus, the MSC now believes that its COO has happened.
Communication bandwidth between the MSC and the BS will be lower as a consequence

of the changeover, since one less signaling link is available.

However, though the bandwidth between the proxy switch 300 and the MSC may
be impaired as a result of COO described above, the bandwidth between the BS 107 and
the proxy switch 300 is not impaired. The proxy switch may take advantage of this
context by siphoning traffic to an alternative network. Accordingly, the proxy switch
initiates traffic siphoning 835 for traffic generated from the BS-side of the proxy switch.
There are many types of alternative networks that may be used to carry voice as well as
data traffic from a MS 114 (see, e.g., figure 4). If there are multiple types of alternative
networks connected to the proxy switch, then the proxy switch may select the type of
alternative network based on the type of communication, e.g., data or voice. In
initiating the siphoning, the proxy switch will configure the data plane as needed to route
certain bearer circuit traffic to appropriate alternative networks (as will be explained
below). For example, the VoIP assembly 404 may be configured with information

extracted from the signaling messages.
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10<=10%& () -~ Olrhd Qiffifinin ok Farr ORERES Kor the BEd 3LXAD Fhe proxy switch 300
thereafter maintains the FSN, BSN numbers as described above. Any COO messages
from BS 107 are then intercepted and a COA is generated and sent to the BS, while

maintaining the FSN and BSN counters.

Any COO messages from the MSC 110 are intercepted 850 and checked to see if
they indicate that the MSC is again ready to receive traffic on the previously down link,
i.e., to see if the COO is a changeback message. If there is such a message, the proxy
switch interprets this to mean that the MSC can again handle a higher level of traffic and
will take actions to “reconnect” the siphoned links and traffic. (If the COO is not a
changeback message, it may be yet another changeover message indicating a context that

may benefit from further siphoning of traffic.)

If there is a changeback message, a new COO is generated 855 with modified
BSNs and sent 860 to the BS 107. The modified BSN are the ones maintained by the
proxy as discussed above. The proxy switch 300 then waits for and receives a COA
message 865 from the BS 107. A new COA message is then generated 870 with
modified BSN numbers and sent 875 to the MSC 110. The proxy switch then
discontinues the traffic siphoning procedure. The control plane instructs the data plane

accordingly.

Under certain embodiments, the decision to siphon traffic may include the other
considerations. For example, the alternative network may provide QoS guarantees that
may be considered by the proxy switch logic. In one embodiment, siphoning is only at
session boundaries. Accordingly, if a call is to be siphoned, it is siphoned at call

origination,

The description above was premised on the COO being sent as indicative of
network congestion. Under one embodiment of the invention, the logic described above
for automatic siphoning is supplemented with the fault management logic described in
relation to figures 7a-b. In this embodiment, every time that the proxy switch 300 gets a
COO from the MSC it performs the replay logic discussed above. COO messages from
the BS, however, are always treated as a break in the signaling link, and replay logic is

performed but no siphoning.
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Procedure for Preserving Point Codes Across BSC and MSC

In SS7 networks, all network components are addressed by unique numbers
called “point codes.” Consequently, all the BSCs and MSCs will have unique point
codes. A message from a BSC to an MSC will, in general, contain a destination point
code, e.g., the point code of the intended MSC, and an originating point code, e.g., the
point code of the BSC that sourced the message.

Messages from the BSC to the MSC, for calls originating from the MS,
additionally request a bearer circuit to be assigned for the call. Bearer circuits (which

carry voice or data) are identified by Circuit Identification Codes (CIC).

To support transparent operation by the proxy switch, the point codes and CICs
traveling between the BSC and MSC are preserved for all messages. This requirement is
complicated by the fact that while some of the circuits carrying bearer traffic will
transparently traverse from the BSC to the MSC, other circuits emanating from the BSC
will be terminated at the proxy switch, and the MSC will be unaware of such

terminations.

As stated above, some trunks 308 are pre-provisioned for direct connection
between the BS and MSC, whereas other trunks 312 connect to the proxy switch.
Analogously, under preferred embodiments, some bearer circuits are pre-provisioned for
direct connection between the BS and the MSC (“pass through circuits™), and the

remaining circuits are terminated at the proxy switch (“siphonable circuits”).

Under one embodiment, under normal operation, the MSC may not assign the
siphonable circuits for any calls. When siphoning traffic (as described above), the proxy
switch may assign a siphonable circuit for a call from the BS (by communicating the
appropriate CIC to the BS), and the BS will respond by sending the voice or data on that
circuit. As will be explained below, the voice or data may th‘en be read from this circuit

and passed on to an alternative network, accordingly via DACS 402.

To ensure the consistency of information at the MSC in the event of a proxy
switch failure, under one embodiment of the invention, a network management system

accesses the CIC database at the MSC and marks the siphonable circuits as available. As
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a result of such action, the MSC will think that these circuits are available to be

allocated, and the network will behave like a conventional mobile network (i.e., one

lacking a proxy switch).

When the proxy switch recovers, the network management system again accesses
the CIC database at the MSC, but this time marks the siphonable circuits as
“unavailable”. It also accesses the proxy switch database and marks the siphonable
circuits as “available”. These circuits will then be assignable by the proxy switch as
described above. Under some embodiments, the siphonable circuits may be marked
“unavailable” at the MSC and “available” at the proxy switch in a gradual manner so that

the proxy switch gradually gains control over more of the siphonable circuits.

To handle the deployment of figure 3B, the techniques described above need to
be supplemented. In particular, to handle the deployment of figure 3B, the proxy switch
needs to intercept messages from the BS and change point codes to reflect a re-mapped
MSC. Under one embodiment, this is done at a session-level of granularity, meaning
that the re-mapping to a new MSC may be determined at session boundaries.
Alternatively, the re-mapping may be done at other levels of granularity, for example,
when a MS is turned on. Some embodiments perform the mapping by correlating
equipment serial numbers (e.g., included in messages when a MS is turned on) to MSCs

and their corresponding point codes.

Hardware Architecture

Referring conjointly to figures 3 and 4, preferred embodiments of the proxy
switch 300 include a control plane 302 and a data plane 304. The control plane includes
a combination of processing hardware and associated software. The data plane largely

comprises hardware that is responsive to commands from the control plane.

The control plane includes programmable signaling cards (e.g., PMC 8260
available from Force Systems) to receive the signaling information from the signaling
links 312, 314 and to perform the initial processing thereof. This initial processing
includes sending and terminating information on the signaling links and extracting, under
programmatic control, the message information contained in the signaling messages.

Once the message information is collected, the signaling cards cause the message
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The control plane is constructed with passive fault tolerance mechanisms. These
mechanisms ensure that on catastrophic failures of the control plane, the signaling links
received by one side of the control plane will bypass to the other side. Thus, if the
control plane fails the links are bypassed across the control plane and the BSC and MSC

may communicate as they do conventionally.

The data plane 304 of an exemplary embodiment is shown in figure 4. It includes
a DACS 402, a Voice over IP assembly 404, a Data termination module 406 (e.g., to
terminate AS data in CDMA networks), a PPP relay assembly 408, and a PPP
termination assembly 410. The various assemblies may be packaged on one or more

modules.

The DACS 402 receives the bearer circuits of trunks 306 and terminates the
information received on the trunks; it also transmits voice and data on those trunks. Pre-
provisioned ports for the DACS 402 are connected to VoIP 404 and the Data termination
assembly 408. The Data termination assembly 408, in turn, is connected to the PPP
Relay 408, which in turn is in communication with the PPP termination assembly 410.
Moreover, the data plane may also be used to connect to alternative circuit-based

networks, e.g., to backhaul traffic to a circuit-MSC in another regional network.

All of the data plane entities receive control commands from the control plane
302 via control channels 401 which is used to carry information according to H.248 or
Media Gateway Control Protocol (MGCP). The control channel, among other things, is
used to inform the DACS 402 how to provision the bearer circuits. For example, a given
input circuit from the BS 107 is mapped to an output port to one of the assemblies. The
control channel is also used to convey control information to the various assemblies.
For example, the signaling information contains control information such as destination
IP addresses that may be used to create destination addresses needed by the VoIP
assembly. This information will then be used by the VoIP assembly to deliver the voice
information received from the DACS by packetizing the information accordingly and

sending it according to the appropriate protocols, e.g. RTP/UDP/IP.
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fails the trunks are bypassed across the data plane and the BSC and MSC may

communicate as they do conventionally.
Software Architecture

Referring jointly to figures 9-10, under a preferred embodiment, the control plane
software executes session manager processes and communication processes. The session
manager processes include a Proxy Session Manager (PSM) 904 and a Core Session
Manager (CSM) 1002. The communication processes include SS7 Message Handler
(SS7MsgHdlr) 902 a-n and IP Message Handler IPMsgHdlr) 906 a-n. As the names
suggest, the session managers include logic for managing and handling call sessions,
whereas, the message handlers include logic for handling messages. The message
handlers encapsulate the logic for handling messages so that other software does not
need to know the message handling particulars. Similarly, the session managers
encapsulate the logic for handling sessions, so that other software such as the message

handlers do not need to know session state or the like.

The SS7MsgHdlr and IPMsgHdIr processes are responsible for accepting
incoming messages and sending outgoing messages. The former accepts and sends
signaling messages from and to the MSC 110 and/or the BS 107. The latter SS7MsgHdIr
and IPMsgHdlr accepts and sends control messages to the data plane. The PSM process
904 handles all calls or sessions that are “flow through” calls, or non-siphoned calls. The
CSM process 1002 handles all the calls or sessions that are being siphoned off by the
proxy switch 300. As such, the CSM process 1002 provides much of the same
functionality as the circuit-MSC and a BS in the sense that it responds like an MSC to
messages from the BS, and responds to messages from the MS as if it were a BS. In
general there are multiple PSM and CSM processes running simultaneously on various
processor cards to provide the necessary scalability and performance. Additional
software processes are provided for failover and reliability. These in our diagrams are
referred to as PSM’ 904’ and CSM’ 1002’. The purpose of these “prime” processes is to
provide failover for other PSM and CSM processes. In one embodiment, each PSM and
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or CSM process fails, the corresponding shadow PSM’/CSM’ process is designed to

takeover from the failed process.

Referring to figure 9, as signaling messages arrive from the BSC and MSC, they
are handled by a SS7TMsgHdIr 902a-n, which executes on the SS7 processing card.
There is one SS7MsgHdlIr associated with each signaling link to or from the proxy
switch. The SS7 processing cards (mentioned above) extract sufficient information from
the signaling message to identify a corresponding SS7MsgHdldlr to which the signaling

message is passed.

The SS7MsgHdlr receives the messages and assigns a (preferably) unique logical
reference number to this message. This reference number is used later to identify
subsequent messages that pertain to the same ongoing call/session. The assigned logical
reference number is communicated back to the software system running in the BS or
MSC (e.g., the SCCP protocol stack) which then uses that reference number in all

subsequent messages pertaining to this call/session.

After the above processing, the SS7TMsgHdIr 902 then selects a PSM 904 to
handle the message. In one embodiment, the SS7MsgHdlr examines the point code of
the message originator and selects a PSM that is associated with that code. For example,

a table may be used to store such relationships.

The PSM 904 then determines if this message is for a call/session that is to be
siphoned. In one embodiment, this determination is made by examining the service
option field contained in the message that distinguishes between data sessions and voice
calls. In another embodiment, this determination is made by examining the calling and
called party numbers to ascertain if both are mobile phone numbers. In yet another
embodiment, this determination is made by examining the calling party number to
determine if the calling party has chosen a VoIP service provider. Once the
determination is made to siphon this call/session, the PSM 904 passes the message to the
CSM 1002. If a determination is made not to siphon this call/session, the PSM generates
a message that is used to send back to the MSC or the BS via the SS7TMsgHdIr processes.
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. 100 embodiment is stateless and text based. As stated above, the PSM deals with those
sessions/calls that are non-siphonable. Once it encounters a session/call that is
siphonable it passes the context of that session/call to a CSM process. The CSM process
is responsible for handling all calls/sessions that are siphoned. The CSM communicates
with the Data Plane via standard control protocols such as H.248 and MGCP (Media

Gateway Control Protocol).

The internal architecture of the PSM and CSM processes is similar, Referring to
figure 11, incoming messages are received by the network interface module 1102. The
network interface module then sends the message to the protocol engine 1104. For
example, this engine 1104, under CDMA embodiments, is responsible for encoding and
decoding messages according to the IS-634 protocol. The state machine module 1106 is
responsible for handling the message and recording the state according to the protocol.
For example, under a given protocol, a given message signifies a known state transition
under that protocol. The state machine module 1106 includes the logic for recording the

state and implementing the state transitions.

The active directory module 1108 interacts with the external mobility
management functions of the MSC and is responsible for obtaining and updating
subscriber profiles and other user/subscriber data. In a traditional MSC, the Visiting
Location Register (VLR) is typically co-located with the MSC; the VLR contains the
subscriber information (profiles) that are currently roaming within the area covered by

. the MSC. Additionally, the MSC is connected to another database, called the Home
Location Register (HLR) that contains all the subscribers who are “homed” in the current
network. Typically, as a subscriber roams and enters an area covered by the MSC, the
MSC requests the HLR to send the profile of the subscriber and stores it in the (local)
VLR. When the subscriber roams out of the area covered by the MSC (to an area covered
by another MSC), this subscriber profile is deleted. The active directory module in the
proxy switch acts as a client of the HLR database, requests subscriber profiles from the
HLR for subscribers who roam into the area covered by the proxy switch, and updates
the local database, i.e., the active directory module and its associated database act/behave

as a traditional VLR for roaming subscribers.)
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304 of the proxy switch v1a open control protocols, such as H.248 and MGCP. Upon
receiving an action request from the IS-634 state machine module 1106, the MGC 1110
sends a message in H.248 or MGCP protocol to the data plane 304 to carry out the
needed actions. In one embodiment, the so-called TDM-VolIP case, these action
messages from the MGC 1110 to the data plane instruct the data plane to receive
incoming circuit (TDM) traffic at an ingress port and to convert it into RTP/UDP/IP
packets and send it out from one of the egress ports. Thus, in this embodiment, incoming
circuit traffic is packetized and sent out as packets. This embodiment could be used for
taking circuit calls, and transporting them as Voice over IP (VoIP) calls. In another
embodiment, the so-called TDM-TDM case, the MGC 1110 instructs the data plane 304
to receive incoming circuit (TDM) traffic at an ingress port and switch as circuit (TDM)

traffic out of an egress port. In this case, incoming circuit traffic is preserved as circuit

and switched to an alternative circuit network.

Figures 12-14 are used to illustrate the above concepts with simplified
architectural diagrams. The figures are used to show the various interactions of the
software processes in response to signaling messages. Bearer circuits are excluded from
some of the figures for the sake of simplicity. Moreover, only single instances of the

PSM and CSM processes are shown for the sake of simplicity.

Figure 12 is used to show the control flow when a new call message is initiated
from the BS 107 to the MSC 110, and to show a ‘“Pass through call.” A pass through call
is a call in which the proxy switch 300 is not responsible for managing the call and in
which the call is to be passed through for handling by the MSC 110. The proxy switch
300 is transparent for purposes of this call (though it may alter point codes, for example,
to handle re-mapping of MSCs as explained with reference to figure 3B). The BS 107
sends 1205 a service request (such as a CSR) which is intended for the MSC 110. The
service request contains a service option field that specifies whether this is a request for a
voice call or a data call. The proxy switch receives this message (since it is in the
signaling path between the BSC and the MSC); in particular, the SS7MsgHdlr process
902 receives the call, assigns a unique local reference number to this message (this is the
initial message for a potentially ongoing call request), and routes 1210 it to the PSM

process 904 for further processing. The PSM process 904 decodes the incoming message
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call is to be 81phoned (e. g to an alternative network) or allowed to be handled by the
MSC 110. Since in this example the call is not to be siphoned, the message is encoded
and sent back 1215 to the SS7MsgHdlr process 902. In one embodiment, the
comminication protocol between the SS7MsgHdlr and PSM processes is a stateless text-
based protocol that provides a level of abstraction (relative to session logic) of the
underlying signaling protocol. The SS7MsgHdlr process 902 then re-transmits 1220 the
IS-634 message to the MSC 110. The MSC processes this message and responds 1225.
This response is also received by the proxy switch 300 but since this response is related
to an on-going but non-siphonable call (as determined from the local reference number
assigned to the initial CSR request message explained above), the SS7MsgHdlr process
902 does not forward this message to the PSM 904. Instead, the SS7MsgHdlr sends
1230 this message transparently onward to the BS 107. All further exchanges relating to
this call are allowed to transparently pass between the BS and the MSC except for a Call
Release message at the conclusion of the call. In response to a Call Release, the proxy
switch 300 ensures that the “tear down” of the call happens including the disposition of
the local reference number. The call release message is also sent to the BS 107 by the

proxy switch so that the BS can proceed with its tear down processes.

Figure 13 is used to show the case of a call message initiated by the BS 107 to the
MSC 110 and also used to show proxy trunks, i.e., trunks that are contrelled and
assigned by the MSC 110. The BS 107 sends 1305 a service request intended for the
MSC 110. The proxy switch receives this message and the SS7MsgHdlIr process 902
receives the call, assigns a unique local reference number to this message, and routes
1310 it to the PSM process 904 for further processing. The PSM process 904 decodes the
incoming message and determines whether this call is to be siphoned (e.g., to an
alternative network) or allowed to be handled by the MSC 110. Since in this example the
call is not to be siphoned, the message is encoded and sent back 1315 to the SS7TMsgHdlr
process 902. The SS7TMsgHQdlr process 902 then re-transmits 1320 the message to the
MSC 110. The MSC 110 responds 1325 to the call set up request by assigning a channel
to the call (as described above). This channel assignment is received by the proxy switch
300 which passes 1330 the assignment to the PSM 904, which in turn responds 1335 that

is has recorded this assignment 1330, The proxy switch then transmits 1340 the channel
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between the BSC and the MSC are allowed to transparently pass through the proxy
switch until the call release message. The call release triggers the tear down processes in

the proxy switch.

Figure 14 is used to show the case of a “siphoned call.” A siphoned call is a call
initiated by the BS 107 that is intercepted and re-directed to an alternative network by the
proxy switch. In such an example, all signaling is to be handled by the proxy switch and
the trunks carrying user traffic are to be controlled by the proxy switch. The BS 107
sends 1405 a service request intended for the MSC 110, The proxy switch receives this
message and assigns a unique local reference number to this message, and routes 1410 it
to the PSM process 904 for further processing. The PSM process 904 decodes the
incoming message and using the IS-634 state machine (for CDMA embodiments)
determines that the call is to siphoned. Since in this example the call is to be siphoned to
an alternative network, the PSM transmits 1415 the message to the CSM process 1002.
The CSM process 1002 now starts to behave like a conventional MSC and issues 1420 a
channel assignment for this call, assigning a trunk between the BS and the data plane of
the proxy switch. The channel assignment is then sent 1435 to the SS7TMsgHdlr. The
SS7MsgHdlr process transmits 1430 this channel assignment information to the BS so
that the BS may use it for user traffic. The CSM also sends a message to the data plane
of the proxy switch (as described above using H.248 or MGCP protocols) directing it to
receive incoming user traffic on the assigned channel and directing it to an alternative
network. As explained above, in one embodiment the alternative network may be an IP
network. All further exchanges occur between the BSC and CSM process until the call
release command is issued by the MSC causing a release of resources (the tear down

process).

In another embodiment, the software architecture may use only a single process
for carrying out the proxy functions rather than using two different processes (PSM and
CSM). In such an embodiment, the PSM process alone determines, as before, if a call is
to be siphoned or not. If it is not a siphonable call, it is allowed to proceed to the MSC. If
it is a siphonable call, the PSM itself handles the call and sends and accepts messages
from the BS 107 and the MSC 110. In other words, the PSM in such an embodiment acts
like an MSC and BS 107 and handles all the signaling messages in this regard. As such,
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the PSM process provides much of the same functionality as the circuit-MSC and a BS
107 in the sense that it responds like an MSC to messages from the BS 107, and responds
to messages from the MS as if it were a BS 107. In general there are multiple PSM
processes running simultaneously on various processor cards to provide the necessary
scalability and performance. Additional software processes are provided for failover and
reliability. The purpose of these processes is to provide failover for other PSM processes.
In one embodiment, each PSM has a “shadow” process providing “shadow” coverage. In
case a PSM process fails, the corresponding shadow process is designed to takeover from

the failed process.
Variations

The above embodiments all facilitate the realization of a transparent switch.
Subsets of the functionality, however, still provide advantages over the state of the art.
For example, a switch that is partly visible to the network may still offer many of the

advantages discussed above.

In addition, the embodiments were described in part with relation to CDMA
protocols, but the embodiments may also be modified to work with GSM, IS-136 and/or
other2G and 3G protocols.

The connection of trunks from proxy switch to MSC is optional.

Having described an exemplary embodiment, it should be apparent to persons of
ordinary skill in the art that changes may be made to the embodiment described without

departing from the spirit and scope of the invention.

What is claimed is:
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L. A method of providing fault management in a mobile communications network
having at least one base station subsystem (BS), at least one mobile station (MS), at least
one mobile switching center (MSC), and at least one switch in communication with at
least one of the base station subsystems and at least one of the MSCs, the method

comprising the acts of:

the switch providing a forward sequence number counter (FSN) and a backward

sequence number counter (BSN) for communication with the MSC;

the switch providing a forward sequence number counter (FSN) and a backward

sequence number counter (BSN) for communication with the BS;

the switch receiving messages from the MSC and the BS and maintaining the

corresponding pair of FSN and BSN in accordance with the messages;

the switch detecting whether a received message is a change over order message
(COO) from one of the MSC and BS, indicating a break in a first
signaling link between the switch and the one of the MSC and BS;

the switch forcing a break in a second signaling link between the switch and the
other of the MSC and BS, wherein the second signaling link is configured
to correspond to the first signaling link;

the switch generating and sending a new COO message to the other of the MSC
and BS;

the switch receiving a change over acknowledge (COA) message from the other

of the MSC and BS; and

the switch generating and sending a new COA message to the one of the MSC
and BS in which the new COA message contains the BSN maintained by

the switch for communication with the one of the MSC and BS.
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the switch receiving retransmitted information from each of the MSC and BS and

forwarding the retransmitted information to the other of the MSC and BS.

3. The method of claim 1 wherein the COO message from the one of the MSC and
BS indicates a first new signaling link on which messages should be received, and
wherein the COO message from the other of the MSC and BS indicates a second new
signaling link on which messages should be received, and wherein the method further

comprises the acts of

the switch analyzing the BSN in the COA from the other of the MSC and BS in
comparison to the FSN of the second signaling link; and

the switch retransmitting messages corresponding to differences between the
BSN in the COA and the FSN of the second signaling link.

4. A proxy switch for use in a mobile communications network having at least one
mobile switching center (MSC) and at least one base station subsystem (BS), wherein the
MSC and BS each communicate signaling messages according to a mobile signaling

protocol, the proxy switch comprising:

signaling message handling logic for receiving signaling messages from the MSC

and BS in accordance with said mobile signaling protocol;
message transmission logic for issuing messages to the MSC and BS;

a forward sequence number counter {(FSN) and a backward sequence number

counter (BSN) for communication with the MSC;

a forward sequence number counter (FSN) and a backward sequence number

counter (BSN) for communication with the BS;

logic to detect whether a received message is a change over order message

(COO) from one of the MSC and BS, indicating a break in a first
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signaling link between the proxy switch and the one of the MSC and BS,
and to generate and send a COA message to the one of the MSC and BS
containing the BSN maintained by the switch for communication with the
one of the MSC and BS; and

fault emulation logic to force a break in a second signaling link between the
proxy switch and the other of the MSC and BS, wherein the second
signaling link is configured to correspond to the first signaling link, and to
generate and send a new COO message to the other of the MSC and BS.

5. The proxy switch of claim 4 further comprising:

message retransmission logic to compare the BSN in a COA to the FSN of the
corresponding ling and to retransmit messages corresponding to
differences between the BSN in the COA and the FSN.

32



